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6) Fukuoka governor accepts the final report of 
realignment 


7) Yokosuka mayor goes along with deploymen 
US Navy carrier 


8) Yokosuka sailor arrested for molesting teena 


9) ROK foreign minister announces sea-bottom 
around disputed Takeshima isles 


10) Indonesia delays signing of exchange of no! 
provision of \"weapons\" -- patrol boats -- under 
program 


11) METI minister meets ASEAN security-genei 
discuss East Asian economic partnership agree 


12) No end to consumer distrust of US beef 85. 
public hearings in 10 cities to gauge public view 
imports 


13) In deciding to resume US beef imports 
only those companies that commit risk-material 


14) Finance Ministry panel\'s proposals to incluc 
consumption tax 


15) US\' Public Company Accounting Oversight 
FSA to let it independently oversee the Japanes 


16) Diet ends on June 18 with residue of disgrui 
lawmakers desiring extension of session 


17) Minshuto (Democratic Party of Japan) weak 
resignation of BOJ Governor Fukui for investme 


Column 3 
ridden Murakami Fund 


18) Mori faction now likely to unite around Shinz 
presidential candidate 


19) Survey of LDP local chapters shows 23 reat 
presidential race in the fall 


Contents: 
1) TOP HEADLINES 


Asahi: 
Japan Obstetrics and Genecology Association s 


TOKYO 00003289 002 OF 013 


has only 3 
data 


Mainichi: 

Salary-based bid-rigging and amakudari systerr 
Construction Department: A firm accepting a co 
million yen a year is allowed to place an order м 
million 

order 

order 


Yomiuri: 
Government to establish amakudari watchdog t 
to check irregularities 


Nihon Keizai: 

Government 

government's contrition by 100 billion yen; Price 
up to 10 PERCENT yearly 


Sankei: 
Health 
430 


Tokyo Shimbun: 
Fiscal panel calls for consumption tax hike strict 
security payments 


2) EDITORIALS 


Asahi: 

(1)Diet session to end: 150 days a disappointm: 
(2)EEZ demarcation: Japan 

critical situation 


Column 3 


Mainichi: 
(1)Elderly people deserve good medical care 
(2)BOJ Gov. Fukui must disclose assets 


Yomiuri: 

(1)DPJ shouldn\'t act out of partisan interests 
(2)High court overturns district court\'s absurd rı 
protection of news sources 


Nihon Keizai: 
(1)Consumers deserve improved housing code 
(2)Japan 


Sankei: 
(1)\"Big-boned\" policy guidelines must reflect fi: 
(2)Elevator accidents: Grater safety awareness 


Tokyo Shimbun: 

(1)BOJ Gov. Fukui must resign 

(2)Japan must underline need for scientific wha 
meeting 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule 
NIHON KEIZAI (Page 2) (Full) 
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June 15 


10:45 

Met at Kantei with ambassador to Madagascar. 
11:05 

Met with Shimada 

11:32 

Met at LDP headquarters with Chief Cabinet Se 
Secretary General Takebe 


SIPDIS 

Katayama. 

12:09 

Met at Kantei with Deputy Chief Cabinet Secret: 
13:03 

Attended a meeting of secretaries general of LE 
chapters. 

13:28 

Arrived at Kantei. 


Column 3 

15:15 

Met with Internal Affairs and Communications № 
followed by Science and Technology Minister V 
Hiroyuki Abe 

Policy. 

16:05 

Met with Vice Foreign Minister Yachi. Met afterv 
Council of Japan Chairman Kurokawa and Chie 
Nishigahiro. 

17:57 

Attended party for the late Prime Minister Takes 
Prince Hotel. 

18:35 

Attended at Kantei a meeting of the Council for 
Technology Policy. 

19:36 

Dined with commentator Naoki Tanaka 

Miterai 

in New Otani Hotel. 

21:21 

Returned to his official residence. 


4) Japan 
statement to be released after bilateral meeting 
statement in 10 years 


SANKEI (Page 5) (Excerpts) 
June 15 


The Japanese and US governments are now in 
coordination aimed at releasing a joint statemer 
after the upcoming summit meeting between Pr 
Junichiro Koizumi and US President George W. 
will position the Japan-US alliance in a global cı 
government sources revealed. This will be the f 
US summit statement in 10 years 

by Prime Minister Ryutaro Hashimoto and Presi 
after their talks in Tokyo. Japan would like to us 
as an occasion to sum up Prime Minister Koizuı 
efforts by highlighting to the rest of the world the 
of the Japan-US alliance now and in the future. 


The joint statement 
alliance 


document that mentioned the bilateral alliance < 
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role for peace 
region.\" It also will underscore such commonly 


Column 3 
freedom and democracy. 


Both Japan and the US have agreed in principle 
policy of emphasizing human rights in the plann 
statement. The Japanese government also wan 
in the statement the need to resolve the North k 
issue. In addition 

and cooperation in Japan-US economic relation 


The statement will be concise and have a stron 
message than the previous one. It will seek to c 
North Korea 


5) Gow\'t to consider all factors in deciding on tir 
pullout from Iraq: Koizumi 


MAINICHI (Page 2) (Full) 
June 15 


Prime Minister Junichiro Koizumi told reporters 
yesterday evening that he would consider all fac 
on when to withdraw Ground Self-Defense Forc 
deployed to Iraq. Nm not wedded to the idea (| 
during my term) 

possibility of visiting Iraq. 


6) Fukuoka gov. accepts final report on USFJ re 


MAINICHI (Page 2) (Full) 
June 15 


Fukuoka Prefecture yesterday held a meeting o 
the final report on the planned realignment of U. 
Japan 

to the Air Self-Defense Force\'s Tsuiki base in F 
Prefecture. In the session 

\"The realignment is a matter of Japan\'s securi 
addition 

Prefecture to alleviate their base-hosting burder 
thinking of asking the government to retract the 
governor also said he would ask the governmer 
measures concerning the relocation of training 1 


7) Yokosuka mayor accepts nuclear carrier dep 


SANKEI (Page 3) (Full) 
June 15 


The city of Yokosuka 
of its municipal assembly yesterday over the US 
deployment of a nuclear-powered aircraft carrie 


Column 3 

base in the prefecture. In the session 

Kabaya clarified his intention to accept the US N 
deploy the USS George Washington 

carrier 

unavoidable to let a nuclear-powered aircraft ca 
port 

has accepted the nuclear carrier deployment pli 
be the first homeport in Japan for a nuclear-pov 
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In response 

of their joint committee today and will reach a bi 
on berth dredging in the port of Yokosuka for a 
port entry. After that 

permission to start dredging work. 


Kabaya also stated 

to ensure the safety of local residents and disso 
anxieties.\" With this 

hold consultations on safety assurances 
antidisaster assistance agreement with the US | 


The Japanese and US governments agreed in ( 
replace the USS Kitty Hawk 

currently deployed to Yokosuka and expected tc 
2008 

opposed the deployment of a nuclear carrier to 
called for the US Navy to deploy the USS John 
conventional flattop. In April this year 
government accounted in writing for the safety c 
carriers. Kabaya then hinted at his intention to a 
nuclear carrier deployment plan. On June 12 
Foreign Minister Taro Aso. After that 

facto acceptance of the deployment plan. \"The 
safety 


Kabaya won the mayoral election in June last ye 
pledge to call for the US Navy to continue its de 
conventional aircraft carrier. In October last yea 
municipal assembly also resolved unanimously 
Navy to retract its nuclear carrier deployment pl. 


Later in the day 

press and appreciated the mayorVs acceptance 
carrier deployment plan. \"| appreciate the mayc 
understanding of the governments position 


8) US sailor held for molesting high school girl ii 


Column 3 


MAINICHI (Page 31) (Full) 
June 15 


Yokosuka police in Kanagawa Prefecture arresi 
yesterday on the spot for molesting a 15-year-o 
student. 


Danny Joseph Valerie 

class ofthe US Navy 

private high school girl\'s breast and kissing her 
p.m. when she was talking to a friend at a squaı 
Yokosuka Chuo Station on the Keihin Kyuko lini 
Express Railway Co. in the city of Yokosuka 
Valerie was drunk and has denied the allegatior 


9) ROK foreign minister: \"We will conduct a me 
around Takeshima/Dokdo next month\"; Tensio 
if survey is conducted 


ASAHI (Page 2) (Excerpts) 
June 15 


Tadahisa Takatsuki 
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At a news conference yesterday 

Affairs and Trade Ban Ki Moon 

current survey in waters around Takeshima/Dol 
\"Conducting a marine current survey within our 
is our legal right. Japan cannot ask us to stop tr 
thus revealed his intention to conduct the surve' 


10) Indonesia postpones signing an ODA agree 
of patrol boats; Jakarta opposed to limited use « 
antiterrorism and antipiracy 


YOMIURI (Page 2) (Excerpts) 
June 15 


Etsunari Kurose 


The Japanese government had decided to offer 
in grant aid to Indonesia 

the three principles banning weapons exports. / 
on an agreement on this offer was held yesterd 
of the document was postponed at the last mint 
of the Indonesian government 


Column 3 

contents of the agreement. This development ir 
related agreement is extremely unusual becaus 
prepared as part of official development assista 
the conditions for the agreement were closely e 
agreement took shape. 


According to an official concerned 

agreed on limiting the use of patrol boats for su: 
dealing with terrorism at sea and pirates 

three principles banning weapons exports. 


However 

senior Indonesian Foreign Ministry official askec 
Ambassador to Indonesia Shin Ebihara to alter 
to a more general expression like \"activities rel: 
maritime safety.\" Japan rejected this request 
governments began coordinating on the wordin 
difficult for Japan to make concessions 

delicate matter that could violate the three princ 
weapons exports. No prospect of both sides rez 
come into sight yet. 


A Japanese Embassy official commented: \"The 
the contents beforehand. We have no idea why 
mind today.\" 


11) East Asia EPA; ASEAN secretary general d 
minister indicates forward-looking stance towart 
with ASEAN member nations 


TOKYO SHIMBUN (Page 8) (Excerpts) 
June 15 


Minister of Economy 
met with visiting Association of Southeast Asian 
Secretary General Ong Keng Yong at a Tokyo | 


SIPDIS 

Nikai\'s proposals for signing an East Asian regi 
partnership agreement (EPA) and setting up an 
economic cooperation (OECD) and develop in 1 
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secretary general noted 


SIPDIS 
would like to discuss the issue with ASEAN mer 


12) Public hearings in 10 cities on US beef imp: 


Column 3 
doubts raised about demands 


TOKYO SHIMBUN (Page 8) (Excerpts) 
June 15 


The Ministry of Health 

Agriculture 

hearings held with consumers in 10 cities acros 
beef imports. The government has already reac 
the US on a timetable for inspections of US plar 
to ship beef to Japan before resuming imports г 
early as next week to reopen its market to US b 
shipment is expected to arrive in late July. Dom 
though 

be anticipated due to public distrust in its safety 
industries 

are likely to be slow to move. 


Measures 


\"Why is the US unable to take the same BSE p 
Japan?\" In a public hearing in Tokyo yesterday 
asked the above question. Similar views were p 
places. 


In an effort to erase public distrust in the safety 
the Japanese and US governments discussed [ 
the assumption of problems occurring after trac 
a violation of safety procedures. But such rules 
backburner due to opposition from the US 
taking time to set rules. 


Japan\'s decision to restart US beef imports apy 
pressure from US legislators 

election. The Japanese government would like 1 
understanding from consumers with such meas 
inspections 

cleared away. 


Perplexity 


V'The situation is quite different from when impc 
in December of last year 

US beef 

Association said with a tone of puzzlement. 


A spokesperson for lto-Yokado Co. said: "Wet 
US beef on our store shelves until consumers rt 
the safety of the product." Zensho Co. 

Sukiya chain 

until such measures are taken as the complete 


Column 3 
specified risk materials 
restrictions 


Another reason for the export association\'s mix 
4 

or refrigerators across the nation since it could ı 
customs following the imposition of a second be 
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this year. Once imports are resumed 

first shipment 

association asked the US government to buy b: 
the request was turned down. 


Expectations 


The Beef Barbecue Industry Association is waiti 
resumption. An association member commente 
demand for US beef. There are people seeking 
delicious beef.\" However 

undecided as to whether to use US beef 
decides to resume imports. 


Restaurant chain Yoshinoya D&C Co. plans to [ 
gyudaon (beef bowl) back on the menu 6-8 wee 
resumes US beef imports. The prices of the par 
bowls are expected to be higher than those befi 
and the import volume is also likely to be smalle 
the company intends to \"offer the beef bowl for 
according to a spokesman. 


13) US beef imports: Government considering е 
from meat processing plants that have violated 
in event of inclusion of SRM in resumed US bee 
total embargo 


YOMIURI (Page 1) (Full) 
June 15 


It was learned yesterday that in the event of a p 
inclusion of specified risk materials (SRM) 
Japan as a BSE risk 

principle impose an embargo on products only f 
slaughterhouses that shipped them. Several go 
revealed this. The government will likely decide 
beef imports after discussions with the US 

that the Japanese side conducts prior inspectio! 
meatpackers. It will clarify guidelines for imposil 
by that time. 


Column 3 


The government this January placed a total ban 
when vertebral columns were found in shipmen 
supplementary item included in the report comp 
Office\'s Food Safety Commission. The item stij 
necessary to temporarily suspend imports if a 5. 
in which risks against humans cannot be ruled « 
However 

vague. 


For this reason 

the US and set guidelines 

placed only in the event of a serious violation of 
agreement 

only on a meat processing plant that has violate 
However 

will not be able to obtain understanding from the 
total ban is imposed in the event of export violal 


The South Korean government has indicated a 
the resumption of US beef imports slated for ee 
following the finding of problems in inspections : 
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meatpackers. In response to this move 

should resume imports after conducting inspect 
meatpackers has been floated. In that case 
drafting of guidelines is likely to occur. 


14) Fiscal System Council proposes turning cor 
special purpose tax to appropriate revenues for 


TOKYO SHIMBUN (Top Play) (Excerpts) 
June 15 


The Fiscal System Council (an advisory panel ri 
Finance Ministry) yesterday presented to Financ 
Sadakazu Tanigaki an opinion paper on unified 
expenditures and revenues 

reconstruction. The report pointed out the need 
consumption tax 

are bound to increase due to the low birth rate c 
Society 

relatively less affected by the health of the econ 
referred to the idea of turning the consumption 1 
welfare-dedicated tax by mentioning that approj 
revenues from such a hike for the payments of : 
benefits will be meaningful from the standpoint | 
understanding from the people. 


Column 3 


The report stressed that social security expense 
for more than 40 PERCENT of general-accoun 
expand at a rate exceeding economic growth. Ir 
prospect that the proportion of money spent on 
plans will increase by fiscal 2009 

need to secure specific and stable funding reso 
revenues) 

consumption tax. 


Regarding other social-welfare-related spendin 
proposed a revision to the system of additional | 
welfare benefits to families of mothers and chilc 
abolition of government spending on unemployr 


Regarding local finances 
the social security issue 
primary balance 
government is in the red 
the black. 


For a revision to the system of tax allocation to | 
governments 

taxes 

governments 

made in a way to lead to a reduced national bur 
cut in the legal rate. 


15) US supervisory board ready to oversee Jap. 
FSA proposes firms\' briefings in US 


ASAHI (Page 1) (Excerpts) 
June 15 


The Public Company Accounting Oversight Boa 
sector 
US - has started arrangements with the Financi. 
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(FSA) to implement its own inspections of Japaı 
According to informed sources yesterday 

allow it to start by the end of this year on-site ins 
into 12 corporations registered with it 
PricewaterhouseCooper and other three major ı 
FSA 

infringed 

visit the US to explain their management systen 
plans to hold talks with PCAOB executive meml 


Column 3 

PCAOB was established based on the Sarbane 
2002 

firms. As measures to prevent such scandals 
been tasked with overseeing the business conte 
firms in the preparation of informative and іпаер 
reports. 


Foreign accounting firms overseeing listed com 
are required to register as members of PCAOB 
foreign firms have been listed on the US marke 
Corp. and Toyota Motor Corp. If public confiden 
accounting firms is undermined 

the US securities market. As of June 

about 80 countries have registered with PCAOE 


PCAOB has made the same request to countrie 
has already carried out on-site inspections of ac 
in Britain and Canada in cooperation with local ‹ 
the case of Japan 

corporation system has crumbled in the wake o 
involving ChuoAoyama and heavy administrativ 
on it 

inspections. 


16) Ruling camp decides not to extend current I 
New Komeito members dissatisfied with Koizun 
heads 


TOKYO SHIMBUN (Page 2) (Full) 
June 15 


The ruling Liberal Democratic Party (LDP) and i 
coalition partner New Komeito confirmed in a m 
their secretaries general and Diet affairs commi 
policy of not extending the current Diet session 
close on June 18. The ruling camp has made th 
compliance with the wishes of Prime Minister Jt 
who had rejected the possibility of an extension 
representing educational-policy interests (bunky 
called for an extension to pass such important k 
reform bill through the Diet 

increasingly dissatisfied with Koizumi 
management decisions to the ruling parties goir 
heads. 


On May 30 Koizumi made a final decision not tc 
session. The educational clique immediately ге: 
his decision because they were eager to pass tl 
the Basic Education Law through the Diet durin 
session. 


Column 3 
On June 1 successive education ministers calle 
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Minister's Official Resident to directly ask KoizL 
the session. They told the prime minister: \"Why 
your glory with the passage of education reform 
Koizumi simply replied 


One former education minister said angrily 
continue to say anything more. It is unbelievable 
crucial bills have been left untouched.\" 


The LDP and New Komeito agreed on June 2 tc 
week as to whether an extension would be neec 
seek a minor extension if prospects for passage 
in sight. 


On June 7 
Secretary General Tsutomu Takebe already ag! 


SIPDIS 
session. 


Moreover 

affairs committee chairmen 
executives 

session would not be extended. 


17) Minshuto hesitant about demanding FukuiV: 
Murakami Fund investment in wake of e-mail fiz 


ASAHI (Page 4) (Excerpts) 
June 15 


Minshuto (Democratic Party of Japan) executive 
about pursuing Bank of Japan Governor Toshih 
responsibility for investing 10 million yen in the | 
Some mid-level and junior members are eager: 
FukuiVs resignation 

the recent fake e-mail fiasco 

fears that the Fukui case will escalate into a Vw 
involving the entire political community 

the unpaid national pension premium scandal ir 
depending on how the Upper House Budget Co 
turns out in trying to find out facts 

party may bolster its pursuit. 


The Diet affairs chiefs of Minshuto 
Party 


Column 3 

yesterday to demand Fukui\'s attendance at tod 
Budget Committee session and out-of-session | 
to pursue Prime Minister KoizumiVs responsibili 
him to the post. But not all opposition party exec 
the same view. 


For instance 

his speeches yesterday in Sapporo and Yokoha 
have been raking in from a high-yield fund while 
suffering from the zero interest rate. Such is mc 
Minshuto policy chief Takeaki Matsumoto also ε 
think Mr. Fukui will decide on his course of actic 
independently.\" Neither Hatoyama nor Matsum 
resignation. 


Minshuto Diet affairs chief Kozo Watanabe insis 
that Fukui must resign. But in an apparent revei 
previous stance 
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be elucidated from the peopleVs viewpoint.V In: 
Watanabe 
conference yesterday: \"We will demand Mr. Fu 


A Minshuto Diet affairs executive also comment 
not to jump at a juicy story of this sort. We just ł 
flop." Some Minshuto members think their part 
on finding out facts for the time being. 


18) Many Mori faction members support Abe as 
presidency 


NIHON KEIZAI (Page 1) (Full) 
June 15 


Senior members of the largest faction in the Lib 
Party (LDP) got together last night at a Tokyo hi 
measures for the LDP presidential election іп Si 
Attending the meeting were former Prime Minis 
who heads the faction 

of the faction. Based on the perception that mar 
support Chief Cabinet Secretary General Shinz 
members agreed that they should run a united c 
to prevent a split in the faction. They also confir 
former Chief Cabinet Secretary Yasuo Fukuda ‹ 
race 


LDP Diet Affairs Committee Chairman Hidenao 
and Seishiro Eto attended the meeting. They dit 


Column 3 
Fukuda to attend the session. 


After the discussion 

same view that the majority of the faction wante 
unified candidate.\" The senior members also а 
the unity of the faction 

Fukuda. Another senior member told reporters 
support Mr. Abe.\" 


Mori is expected to meet Prime Minister Junichi 
discuss the matter. Koizumi has expressed that 
for the faction to run a unified candidate 

way to prevent a person 

election.\" Abe also stated a similar view to Koiz 
avoid the faction from splitting 

Fukuda will give up the idea of running the race 
decision. 


19) Survey of LDP presidential race: 23 prefectı 
expect face off between Abe 
Fukuda six 


MAINICHI (Page 1) (Excerpts) 
June 15 


The Mainichi Shimbun has conducted an opinio 
Liberal Democratic Party (LDP) prefectural спа 
general on the upcoming LDP presidential eleci 
23 party officials -- nearly half of the total -- said 
like to see a Showdown between Chief Cabinet 
and former Chief Cabinet Secretary Yasuo Fuki 
belong to the Mori faction. In contrast 

general favored producing a single candidate th 
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Fourteen people 

the social disparity as the most important campi 
people said Abe was most fit to become the ne: 
followed by Fukuda with six 

five. 


The survey was conducted between June 7 anc 
back from 41 regional secretaries general. In ar 
election 

and-file party members. Prefectural secretaries 
believed to have strong voices toward local org; 
former prefectural assembly members with abu 
usually take on such posts. 


Column 3 
SCHIEFFER 


68056 
68057 
them in embassy events (like the recent Holoca 
event post hosted in April) since such attention 
inclusion is very important to the community\'s r 


4. (SBU) Livshitz said that Israel 

diplomatic relations with Turkmenistan 

a specific policy with the country. Conoff inform 
that he and the Charge recently met with Mikha 
Israeli representative of Merhav 

Honorary Consul in Israel (Note: While meeting 
Charge 

policies 

criticized USG efforts to promote democracy in 
AS \"premature.\" End Note.) Livshitz said that 
declined several requests to meet while he was 


5. (C) Unlike other Jewish diasporas in the forn 
Union 

appears to attract little if any interest from Tel A 
except during regional consular circuit rides thrc 
region. The Israeli immigration agency Sokhnut 
unofficial representation office in Ashgabat whe 
community gathers to celebrate holidays. As se 
level of importance Israel attaches to its relatior 
Turkmenistan 

policies here do not seem to indicate that unlike 
former Soviet diasporas 

the longevity in Turkmenistan of the Jewish con 


6. (C) Despite not having a vibrant religious ar 
history 

Aviv\'s safety umbrella 

appear to live a comfortable existence here 
same problems that all religious/social/minority 
Turkmenistan face. Many are quick to point out 
reasons 

are the main impetus for immigration 
immigrated have returned to Turkmenistan. W! 
some who seek to find their futures in Israel or ! 


Column 3 

York 

least for now. END COMMENT. 
BRUSH 


68058 

them in embassy events (like the recent Holoca 
event post hosted in April) since such attention 
inclusion is very important to the community\'s г 


4. (SBU) Livshitz said that Israel 

diplomatic relations with Turkmenistan 

a specific policy with the country. Conoff inform 
that he and the Charge recently met with Mikha 
Israeli representative of Merhav 

Honorary Consul in Israel (Note: While meeting 
Charge 

policies 

criticized USG efforts to promote democracy in 
AS \"premature.\" End Note.) Livshitz said that 
declined several requests to meet while he was 


5. (C) Unlike other Jewish diasporas in the forn 
Union 

appears to attract little if any interest from Tel A 
except during regional consular circuit rides thrc 
region. The Israeli immigration agency Sokhnut 
unofficial representation office in Ashgabat whe 
community gathers to celebrate holidays. As se 
level of importance Israel attaches to its relatior 
Turkmenistan 

policies here do not seem to indicate that unlike 
former Soviet diasporas 

the longevity in Turkmenistan of the Jewish con 


6. (C) Despite not having a vibrant religious ant 
history 

Aviv\'s safety umbrella 

appear to live a comfortable existence here 
same problems that all religious/social/minority 
Turkmenistan face. Many are quick to point out 
reasons 

are the main impetus for immigration 
immigrated have returned to Turkmenistan. W! 
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some who seek to find their futures in Israel or | 
York 

least for now. END COMMENT. 

BRUSH 
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68060 

about country specific resolutions at all could re 
the old debate 


2. (C) GNZ V'strongly views that the Sub-Comm 
disestablished 

fact that the Sub-Commission\'s budget had be: 
larger than the Human Rights Commission itsel 
GNZ is interested in seeing the funding fully reti 
Office of the High Commission. 


3. (C) Meyer had little to stay on the Declaration 
of Indigenous Peoples 

that U.S. and New Zealand missions in Geneva 
contact on this issue. 

McCormick 


68061 

possible. Despite ineptness in and outright ob 
from parts of the GOI bureaucracy 

forward to build a productive partnership with us 
a more responsible role in regional and select g 
Although the lingering fear that Congress coulc 
restrictions introduces an element of restraint 
Department of Defense and Armed Forces (TN 
willingness to engage with us. Our ability to influ 
transformation of the TNI has taken a giant ster 
End Summary. 


TNI Regains (Some) Confidence in the U.S. 


2. (C) President Yudhoyono viewed the Novem 
Congressional restrictions on our military relatio 
expression of support for his government and it: 
continue the process of democratic reform in In 
While cooperation with the Yudhoyono administ 
improved in many ways 

security relations has proven the most pronoun 
Yudhoyono\'s appointment last February of Air I 
Suyanto as TNI Commander and of General Dj 
Chief of Staff -- sidelining the quirky and ultra-ni 
former Army Chief General Ryamizard Ryacudt 
has in place professional 

U.S.-trained officers with whom we can work efl 


Column 3 

Although some officers still harbor suspicions a 
overall confidence has built within TNI that the L 
committed to a long-term 

access and ability to influence this previously di 
engage institution. Building on the relations anc 
grew during U.S. tsunami relief operations 
regularly contacts PACOM Commander Fallon : 
TNI now grants Embassy DAO access to subor 
once off-limits to foreign visitors. Recent visits | 
ranking TNI officers to the U.S. and exchanges 
and Indonesian delegations at the Indonesia-U. 
Dialogue have produced valuable exchanges. 


Helping DEPHAN Increase Civilian Control 


3. (C) A strong 

that sets and enforces a reformist agenda rema 
interest in reforming TNI and ensuring that it ha 
capabilities to promote regional security and res 
civil emergencies in a professional 

Defense Minister Juwono Sudarsono 

reformist record 

aspects of his restructuring and reform agenda. 
has grappled with the challenge of gaining conti 
TNIVs procurement process by setting new аса 
priorities and ending corrupt procurement pract 
quickly to revive Indonesian participation in the 

TNI-Air Force in December 2005 opened a $15 
parts case and TNI procurement officials have L 
re-learning the FMS system 

defense expenditures unfamiliar to a generatior 
procurement officials. Juwono and DEPHAN e» 
they have developed a doctrine of V'minimum e: 
that emphasizes refurbishment of existing syste 
procurement priorities away from big-ticket pres 
to emphasize rebuilding basic capabilities. DEF 
priority to improving the Air Forces ability to mc 
supplies and personnel; reviving the Navy\'s ma 
role; and building the Army\'s civil emergency re 
capability. 


Helping Transform TNI With DRMS 


4. (С) In a decision with possibly long-term refc 
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professionalization consequences 
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Indonesia\'s participation in the Defense Resouı 
Study (DRMS) program. Juwono\'s decision gh 
unprecedented ability to help transform Indones 
budget and acquisition processes 

priorities to move from internal security mission: 
external defense 

professionalization of TNI. Under the multi-yeaı 
program 

the scrutiny of U.S. experts -- allowing a level ot 
transparency and U.S. influence unimaginable ‹ 
Successful completion of the DRMS program w 
more extensive U.S. involvement in restructurin 
TNI through multi-year defense budget planninc 
acquisition reform programs 

Philippine Defense Reform (PDR). 


5. (C) Our newly-acquired ability to offer a full г 
cooperative programs to Indonesia has generat 
opportunities to engage DEPHAN/TNI and influ: 
security reform. DEPHAN in April agreed to TN 
in the National GuardVs State Partnership Progi 
which will supplement PACOM activities and all 
another web of permanent 

DEPHAN in May hosted a week-long inter-mini 
conducted by PACOM\'s Asia-Pacific Center for 
(APCSS) 

coordination council that DEPHAN will incorpore 
legislation to reform the security sector. DEPH/ 
APCSS assistance to structure and establish a 
response force\" within TNI that will give it the с: 
to respond more effectively to Indonesia\'s freq. 
disasters. 


Improving TNI Capabilities: FMF 


6. (SBU) Following waiver of Congressional re: 
which enabled resumption of FMF and FMS 
moved to identify funds available to Indonesia tc 
$990K appropriated by Congress for FYO6. The 
funds from Indonesia\'s FMF holding account а! 
old FMS cases. Indonesia could benefit from S 
funds in FYOG 

completion of a TNI-Navy project to establish fu 
communications capabilities in the Malacca Str: 
funding would jumpstart our military assistance 
allowing us to assist projects that directly addre: 
interests and priorities 

stability and counterterrorism. 


Building TNI Skills 
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7. (SBU) Full IMET became available to Indone 
certification by the State Department in Februar 
Indonesian officials -- and TNI officers who have 
from past training and those who aspire to recei 
-- have proven receptive to the renewed availab 
professional training courses. PACOM 
normalization 

training and exercises 

help us achieve mutual security objectives in the 
from maritime security and interoperability to fac 
reform of the TNI. In addition to conferences ar 
Matter Expert Exchanges (SMEE\'s) addressinc 
development 

PACOM will provide increased Joint Combined 
Training (JCETS) and bilateral exercises amon: 
transitioning to an increased multilateral and joii 
engagement program. Humanitarian Civil Actic 
as our recent effort in Nias in which U.S. forces 
school and two bridges 

efforts. PACOM\'s superb response to the tsun 
earthquakes in 2004-2005 

Jogyakarta 

no other U.S. effort could 

military cooperation. The USNS Mercy will repr 
assistance effort during the tsunami and Nias е: 
2005 by returning for a several-week visit to Ind 
summer. Such humanitarian relief efforts депе! 
public empathy 

Indonesian forces that can transfer to subseque 
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Moving Forward 


8. (C) Washington agencies and PACOM move 
the tools and resources we needed to re-launch 
military relationship. Visits by Secretaries Rice 
Rumsfeld 

Indonesia-U.S. Security Dialogue 

ranking U.S. officials and experts during the pas 
have reinforced with Yudhoyono 

the U.S. plans to remain constructively engagec 
long-term. We have emphasized throughout th. 
seeks to support Yudhoyono\'s reform priorities 
increased professionalism and respect for hum: 
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Indonesian security forces remain indispensable 
a result 

capabilities in ways we only hoped for six montt 
Challenges 

key officials 

between nationalist and Islamist camps that finc 
in their suspicion of increased U.S. involvement 
Indonesia. Yudhoyono has succeeded and our 
struck the right balance and continues to rebuilc 
should continue the process we have begun 
potential political minefields both in Indonesia aı 
U.S. 

valued partner and becomes capable of assumi 
responsibilities appropriate for this populous 
Islamic-majority emerging democracy. 


9. (U) We have a winner. 
AMSELEM 
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Abroad for Families and Employees\" (SAFE) 
certify to the Department of State\'s Bureau of Γ 
that the employee has undergone equivalent se 
contact for this training is Assistant Director for 
(703) 205-2617. Country clearance will not be ¢ 
traveler with planned TDY in excess of 30 days 
is not stated/certified. POC for additional inform 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand cur 
from transnational and indigenous terrorism as 
terrorist groups or support groups believed to be 
Zealand at this time. In light of the worldwide st 
visitors should heighten their security awarenes 
unusual incidents to the Regional Security Offic 


c. (SBU) Anonymous telephonic threats and ok 
occasionally targeted U.S. diplomatic missions i 
response to U.S. policies and actions 

have demonstrated occasionally at the Embass 
the Consulate in Auckland. These demonstratic 
and are peacefully conducted. During these de 
country police and protective services normally 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium 
environment. As such 

increase in violent and petty crimes 
non-confrontational in nature. However 
assaults 
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and thefts occur countrywide but primarily in the 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common s 
should be taken 

opportunity. 
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e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for є 
Ecstasy 

New Zealand are locally produced methamphet 
There have been increased amounts of lab seiz 
associated with groups attempting to control thi: 


f. (U) All forms of public transportation are gent 
times of the day; however 
precautions so as not to become a target of opr 


g. (U) The traffic situation in Auckland can be c 
moderate amount of congestion. Wellington an 
is significantly better; however 

can be expected. Visitors are advised that traffi 
left-hand side of the road. Visitors are advised: 
accidents are common and that it is safe to pull 
may take an accident report. However 

hostility or anti-American sentiment should dep: 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use = 
electronic or photographic equipment must сот 
introducing that equipment into the Chancery. F 
or photographic equipment is not permitted in tr 
severely limited cases will a notebook or laptop 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not d 
classified information outside secure environme 
and/or cellular telephones 

sensitive information at the Chancery and not αἱ 
residences. 


j. (U) Visitors should also be aware of the State 
Consular Information sheet for New Zealand an 
Worldwide Caution Public Announcements 
Internet at http://travel.state.gov 
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k. (U) In essence 

appropriate caution and be alert to their surroun 
to their personal security. Suspicious incidents/ 
be reported to RSO Wellington (Telephone (64) 
hours/day). 


McCormick 
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reform agenda and had not yet decided whethe 
package of reforms detailed in the Secretary-Ge 
report. However 

the Deputy Foreign Minister for consideration. 


BAUER 
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Musalmano 

Formed in 1926 in northern India 

to aggressive Hindu and Christian proselytizing 
\"backsliding\" Muslims who did not adhere to ol 
of the basic tenets of Islam and were easy prey 
faiths. Although Tablighis certainly welcome ne 
faith 

faith 

sectarian persuasion by emphasizing the impor 
elementary religious rituals such as five daily pr. 
reciting the profession of faith (shahada). 


5. (C)The most unique feature of TJ is its em 
dawa (missionary work) undertaken by laymen : 
small groups (jamaats) that conduct 40 days of 
preaching (chillas). TJ proselytizers reach out tc 
corner of Bangladesh 

gathering) convened annually on the outskirts o 
world\'s second largest Islamic conclave after tr 
Although it remains a South Asia-based moverr 
following in many parts of the subcontinent 
caught on in a major way in Southeast Asia 
Muslim minorities in Europe and North America 
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Bangladeshis who have the financial wherewith: 
foreign travel love to list the countries where the 
gone on chilla. Many affluent Bangladeshis 
gone on missions to the United States. Accordir 
knowledgeable Bangladeshi observers 
resonates across all social strata from humble r 
lower middle class urbanites to pious sections c 
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and professional classes. TJ appears to have p 
appeal among scientists 

sections of the military. 


6. (S) Much has been written about Tablighi re 
elsewhere. Moreover 

standing collection requirements against Tabligl 
around the world to determine whether TJ bran 
witting or unwitting accomplices of international 
who use the organization\'s global connections : 
members and travel under the cover of mission. 
little is known about TJ operations in Banglades 
Consequently 

an analytical baseline. Sources used include prt 
intelligence reporting 

academics 

academic contractor 

tdyer who ventured into the TJ nerve center in E 
accompanied a chilla. 


Organization 


7. (С) At first glance 

organization. It has no membership rolls or mai 
written constitution or bylaws 

computers 

is in Nizamuddin in Delhi 

in Raiwand outside Lahore and at the Kakrail m 
downtown Dhaka. TJ-Bangladesh is overseen k 
collective leadership 

elders convene consultative sessions (mashura 
the composition of jamaats 

guide TJ activities around the country. Accordin 
contractor study 

professionals with modern educations--includin 
largest Islamic NGO in the health sector-- and c 
Islamic scholars (ulema) with modest theologic: 
Poloff tdyer met three shura members. They inc 
renowned heart surgeon who devoted most of Γ 
organization and two white-bearded former busi 
lead an ascetic lifestyle in total dedication to the 
cause. As during the hajj 

Islamic garments and sport beards and skull ca 
impossible to pick out those who are well-heele: 
educated. Tablighis of all nationalities welcome: 
non-muslim) with open arms. 


8. (C)Belying the impression that TJ is organi 
challenged 
organizational network that has been perfected 
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Madrassa ties 

dedication to the Tablighi mission provide orgar 
cohesion in the absence of a formal structure. < 
branches are based in outlying mosques (mark 
and headed by a local leader (amir) elected by « 
(ήπια). These units in turn oversee other particif 
mosques in a given neighborhood 

organizers of these local units are required to sj 
Thursday night in the markaz where the shura c 
invitations and relays news of local jamaats to tl 
shura. Poloff inspected Kakrail lists showing the 
and duration of every chilla in Bangladesh and c 
recommendation letter that shura members sup 
Tablighis prior to applying for a Bangladeshi vis 
there is a lot more organization to TJ than meet 


9. (C) TJ in Bangladesh is clearly a man\'s wo 
bastion of conservative Islamic values. Poloff w. 
a TJ women\'s wing that also conducts mission: 
is a modest effort. Women cannot access the n 
mosques where almost all missionary activities 
and many Tablighi women are further disadvant 
they observe strict purdah. TJ theology is basec 
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nineteenth century sufi revivalist teachings that 
in Bengal and eventually formed the conservativ 
school of Islam. In matters of religious beliefs ai 
practices 

schools of Islamic law) over ijtihad (independen 
Tablighi commentaries are intended only as sur 
Koran and Sunnah. Ever since its inception 
scrupulously avoided politics and political contrc 
stance that has earned the organization immen: 
this society where passionate 

norm. According to the US academic study 
Tablighis who bother to vote probably do not su 
party. All of the Tablighis poloff interacted with Γ 
interest in world affairs or politics. Politicians fro 
almost all parties voice support for Tablighi acti 
the organization carried on even when Islamic г 
banned following independence in 1971. 


All Roads Lead to Kakrail 


10. (C) All who participate in Bangladeshi chill: 
and finish at Kakrail. This mosque is a veritable 
religious fervor. A continuous stream of lay miss 
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from all over the world and from every corner of 
circulates through the five-story 

arrivals are vetted and instructed for three or mı 
the Tabligh path before they form into small jarr 
least 10 men and are sent on chilla. Several Tal 
estimated that Kakrail houses about 1 

given day 

to language barriers and the special requiremer 
Tablighis who are not accustomed to the hardst 
life in Bangladesh 

jamaats according to language and nationality 
Bangla-speaking interpreters and chaperones a 
foreign jamaats. A majority of the pilgrims at Ka 
Bangladeshis who occupy every inch of floor sp 
sleeping and praying. Foreigners have separate 
toilet facilities that are equally spartan. Foreigne 
dozens of countries were residing at Kakrail on 
occasions that poloff visited. One room housed 
from India and Pakistan; another housed Arabs 
Egypt 

contingent of Chinese Uighurs; yet another roor 
Indonesians 

diverse group was English speakers (many of tt 
South Asian diaspora) from the UK 

Nigeria 

instructional lectures (talim) that were translatec 
or more languages 

is available in multiple languages. 


11. (C) Arriving pilgrims report to a ramshackle 
office where they surrender their passport and v 
Handwritten ledgers that officials gladly invited [ 
tdyer to inspect record the \"brother\'s\" name 
passport number 

the books revealed foreigners from every corne 
including more than a few Amcits. A brother is t 
primitive 

crude kitchen and mess hall where pilgrims con 
meals per day from communal dishes set on the 
Residents can supplement their diets outside th 
all are discouraged from indulging in frivolous p 
as newspapers 

considered worldly matters (duniya) that detract 
Tablighi pilgrim\'s sole focus on religion (din). T. 
look the other way 

phones. Tablighis are expected to bear their ow 
expenses. When asked about the cost of runnir 
operation 

explaining that matters of duniya are in AllahVs | 
Tablighi allowed 

was underwritten by the previous Awami Leagu: 
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burnish its Islamic credentials. 


Going on Chilla 


12. (C) Poloff participated in a local chilla for 2 
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to gain insight into the workings of Tabligh in Be 
The Kakrail shura had to approve this unusual ı 
poloff befriended a Bangladeshi-American cab ‹ 
Brooklyn who acted as go-between and vouche 
good character. The young cabby presented the 
during the morning mashura 

after careful deliberation. Following a religious ti 
(bayan) and mid-day prayers 

poloff into an autorickshaw that transported the 
small mosque nestled in the rabbit-warren stree 
section of old Dhaka. The chilla already in progr 
included eight second-generation UK Tablighis 

Pakistani origin and two young Bangladeshi doc 
as interpreters. The two elders who accompanie 
overnight at the mosque to check on the chilla\': 
make sure their US embassy guest was comfor 
language of this jamaat was English 

lads also conversed with Bangladeshis in Urdu 

that is widely understood in old Dhaka. The UK 
hailed from various English cities. They were all 
twenties 

coach 

of their lifelong attendance at maktabs (religious 
that followed the normal school day in the Britis! 
education system. All were happy to explain any 
asked about TJ beliefs and practices. 


13. (C) The rhythms of a jamaat vary little frorr 
the next 

probably are representative of a typical day on c 
Bangladeshi Tablighis travel village to village or 
foreigners use local transport to travel between 
The day begins at 0400 with a mashura to plan 
activities 

requirements of a particular Islamic ritual to ens 
all the brothers have the requisite knowledge (ili 
instruct Bangladeshis in the ways of the faith. A 
points in the day poloff participated in discussio! 
proper Islamic \"etiquette\" involving ablutions 
sleeping. One brother would review the fine рой 
after the other 
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drive home the lesson. Other such sessions fea 
in English from the Tablighi nisab and strategy : 
determine the best way to convince the locals tc 
a chilla. Every action and word is geared to dee 
faith and proselytizing. 


14. (C) TJ has six core principles that chilla pa 
stress in everything they do throughout the 40 d 
observed how pilgrims put these concepts into { 
points include: belief in the profession of faith (V 
only one god and Muhammad is his prophet\"); 
observance of the five daily prayers (salat) 
optional prayers as well; remembrance of the pr 
and knowledge of Islam (ilm); respect for one\'s 
particularly Muslims (ikram); sincerity of intentio 
honesty; and 


15. (C) Following morning prayers 

simple meal eaten from the communal dish 

out in the neighborhood to call on residents in tt 
of Jehovah\'s witnesses. The jamaat splits up ir 
groups so as to cover more territory on foot. Po 
accompanied the optometrist on his rounds and 
several shopkeepers and householders who loc 
identified as candidates for dawa. The converse 
Urdu over the customary tea and snacks and in 
children and co-workers (but no contact with wc 
course). Conversation centered on the six point 
concluded with an invitation to the Tablighi serm 
night following evening prayers at the mosque. . 
that session was excellent. Each brother deliver 
that was translated for the benefit of the congre: 
After several hours of exhortation and prayer 
members were invited to stand up and commit t 
time of their choosing. That night\'s appeal was 
lucrative. Some 14 believers signed up. Religiot 
went on until late in the evening when the broth: 
supper 

mosque floor and retired for a four-hour nightVs 
typical day in a chilla thus is grueling and narrov 
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one\'s own faith. 


Comment 


16. (S) This brief foray into the largely subterre 
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Tablighi world revealed only the most positive a 
movement that is wildly popular 

all appearances concerned solely with the salva 
Muslims. That was no surprise. As we have leal 
countries 

opportunity for Islamic radicals who use the org; 
advance their own anti-western agendas. Most 
are extremely naive about worldly matters and [ 
target for unscrupulous elements to dupe. Bang 
reports following the 17 August nationwide bom 
alleged that terrorists filter through Kakrail 
rumors are unsubstantiated. Bangladeshi Tablic 
of the potential for problems 

screening that chilla participants allegedly go thi 
their home countries and at Kakrail and the met 
records that are kept on foreigners arriving on c 
Moreover 

the organization because of the difficulty they h: 
obtaining visas for Islamic missionary work. Th: 
organization bears careful watching to ensure tt 
activities are confined to dawa alone. 

BUTENIS 
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the view that the satisfaction arrived at by the 
detaining authority that the detainee would com: 
on bail and indulge in activities prejudicial to the 
interest of the nation cannot be faulted.\" 


4. (SBU) Changes in Nepal\'s government prod: 
for the release of Gagurel and other Nepali Mac 
recent weeks. News reports said that Nepal Pri 
Minister Girija Prasad Koirala had appealed to t 
Government of India to release Gagurel. Sitara 
Yechuri of the Communist Party of India (Marxis 
visited Nepal last month and said his party woul 
press the Government of India for the release o 
Maoists in India 

Party of Nepal (Maoist) has also demanded the 
of party members including 140 of whom they s 
Indian jails. 


5. (U) Meanwhile 
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(http://www. interpol.int/public/Data/W anted/N ot 
ta/2003/56/2003_48356.asp) still shows Gagure 
being wanted for armed robbery 

terrorism. News reports 

Prime Minister Koirala 

tag on Maoists 

alerts for the capture of their top leaders. 


HOPPER 
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negotiator Alasania and DFM Antadze. Kelin di 
think that positions had been bridged. Не comp 
Georgia 

hat in hand 

with it.\" 


4. (C) Kelin said the Georgians wanted from the 
joint statement recognizing South Ossetia as pe 
Russia believed that was putting the cart before 
In negotiations on Kosovo and Cyprus 

with confidence-building measures 

economic rehabilitation. Only then could they d 
status. The Joint Control Commission (JCC) wi 
combine the peace plans of Saakashvili and Kc 
contained common elements. The JCC meetin 
created a group to discuss modalities. Russia v 
convene another JCC meeting 

Georgians were floating proposals for alternativ 
mechanisms 


5. (C) Kramer responded that the June 1 statem 
foreign ministry appeared to move away from R 
support for Georgiavs territorial integrity and so 
What did Russia have against supporting Сеогс 
integrity? Kelin said that the principles of \"territ 
integrity" and \"self-determination\" had been vy 
another since 1917 

given time. Every settlement depended upon a 
these principles 

1 statement called into question the legality of C 
territorial integrity 

fixing borders in the South Caucasus. Russia v 
negotiating its borders with Azerbaijan. 


6. (C) Kramer responded that border demarcati 
calling into question the sovereignty and territori 
integrity of an entire country is very different. TI 
had always recognized Russia\'s territorial integ 
face of Chechen separatism. In contrast 

Russia\'s actions left the impression in Washinc 
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Russia supported separatism and even annexa 
cited Russian actions to unify North and South ( 
broadcasting 


7. (C) Kelin quoted Putin as saying that Russia 
aspiration to join to Russia any part of any other 
Kelin asserted that Russia only wanted its interli 
deal realistically with South Ossetia\'s refusal tc 
of Georgia. Russia had two goals. The first wa 
renewed fighting and bloodshed. Kelin noted th 
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PKF had not been augmented and stood at 500 
Second 

would announce nearly USD 3 million in human 
assistance at the June 14 Donors Conference. 


8. (C) Kramer detailed the involvement of Russi 
and officials in the South Ossetian government. 
replied that \"the State Department should not b 
suspicious 

Kursk. Kramer reiterated that Russian actions 1 
the two goals Kelin had outlined 

He asked Russia to take into account the impre 
actions left in Tbilisi 

consequence. Both the U.S. and Russia wante 
Kramer said 

took actions that were provocative and could lez 
violence. Kramer suggested that Putin could us 
with Saakashvili to reassure Georgia on Russia 
sovereignty and territorial integrity. 


9. (C) Kelin responded that Russia also looked . 
impressions Georgian actions left in the North C 
which was full of \"very militant personalities.\" ! 
arming. It now had four brigades trained by the 
largest in Gori 

peacekeepers instead of facilitating their work. 
Georgians had put two new demands on the tak 
years: that the PKF receive Georgian visas anc 
itinerary to enter their zone of operations. Kelin 
reiterated that Russia cannot accept Georgian c 
visas 

peacekeepers out of the country. \"Until the Ge 
with South Ossetia on terms acceptable to both 
vowed 


10. (C) Kramer warned that instability in the Sot 
could spill over into the North. He noted that the 
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\"presidents\" of three separatist entities were hi 
meeting in Sukhumi. The reception the separat 
from the Russian government sent the wrong m 
noted that the three \"presidents\" might issue a 
forming their own \"commonwealth 

happy.\" Kramer asked whether 

Russia happy 

a development. After some waffling 

think about it 

different stages of resolution. Kelin noted that / 
had protested an exhibition booth at which the 
Nagorno-Karabakh authorities hung their flag. \ 
have good relations with Azerbaijan 

measures to meet Azerbaijan\'s concerns. But 
nastiness every day from Tbilisi 

to meet Georgian concerns. 


11. (C) Kramer asked whether Russia gave reg 
countries the same reception it gave to the sep: 
\"presidents.\" Кейіп replied that Russia would г 
Akhalkalaki Armenians 

there had been the sole employer in the region. 
that the ethnic Azeris of Georgia\'s Kvemo Kartl 
feel \"abandoned.\" Kramer asked why Russia | 
and South Ossetian leaders Bagapsh and Koko 
Kelin replied that \"this is our small play with Ge 
Kramer responded that it was not a game 
matter. Russia should avoid such actions -- est 
support of criminal regimes such as Kokoity\'s - 
Tbilisi\'s Suspicions. 


12. (C) Turning to Abkhazia 

the Coordinating Council an encouraging step. 
but noted that the three working groups had nol 
to the Georgian inclusion of the Defense Ministe 
Abkhazia government-in-exile on the delegation 


13. (C) At the end of the discussion on Georgia 
up the state of Russian-Georgian relations. He 
better cooperation and better relations. Much n 
then be possible. Relations would only get wor: 
Saakashvili tried to push V'something radical" a 
Even with a good Putin-Saakashvili meeting 
Putin visit to Georgia were remote for now. \"Tc 
stand between us 

scenario: Saakashvili emerges from his meetin 
and announces that he had been unable to achi 
concessions on the PKO in South Ossetia. The 
Parliament and Government adopt a resolution 
Russian PKO 

in July 
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again Russia does not move. \"By August 
\"tensions would be rising very high.\" 


Nagorno-Karabakh 
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14. (C) Kramer praised U.S.-Russian cooperatic 
Nagorno-Karabakh. He mentioned A/S Fried\'s 
impressions of his trip to the region with DFM K 
said it was an example of what Russia and the | 
accomplish together. Kelin agreed 

on next steps after the Armenian and Azerbaijaı 
ministers met in Paris. Russian negotiator Mer: 
reported little new progress and warned against 
expectations for quick results. Kramer and Keli 
there was not enough new progress to take to tl 
Kramer suggested that a discussion at the G-8 
would be appropriate 

demonstrated the commitment of all G-8 memk 
Co-Chair countries. Kelin was encouraging 
promises. He said that it was now up to the sid 
progress. 


Comment 


15. (C) Kelin\'s words on self-determination are 
Russian line on conflicts. They capitalize on Wi 
acceptance of self-determination for Montenegr 
Kelin\'s stress on stability echoes what Moscow 
said of Russian strategy for the CIS and \"frozer 
that Russian policy clings to the status quo 
permanent freeze to either resolution or renewa 
Kelin implied that this was to satisfy domestic p 
concerns 

Ossetians and Abkhaz in Russia\'s restive Мой! 
region. Kelin was more frank than most Russi: 
Russia is playing to irritate Georgia 

to Georgian \"nastiness.\" His hints about the A 
Samtskhe-Javakheti and the Azeris of Kvemo K 
by Moscow\'s chattering class to \"activate\" tho 
against Georgia (something both Armenia and / 
always tried to discourage). 


BURNS 
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ownership (presumably 25 percent or less) 
certain key industries. It is unclear 

intends to implement this model in the case of ^ 
mid-May 

announced that it would \"reconsider\" its owner 
the bank. KBC 

move from the role of a strategic investor to a fii 
one 


3. (C) Since the purchase of its initial 

NLB 

majority owner. In recent weeks 

the GOS was unwilling to allow KBC to take ove 
Belgians conceded and offered to increase {Пей 
49% on the condition of receiving effective man 
control. The GOS rejected this offer also 

KBC decided to change its relationship with NLE 
understands it 

resigned and KBC is interested in selling its stal 
Contacts tell Econoff that despite BajukVs state: 
for only a \"golden share 

Slovenia\'s most important financial institution w 
politically untenable proposal. 


NKBM 


4. (SBU) Long-promised but never executed 
announcement to privatize NKBM could be the ! 
Bajuk\'s much touted plan to build a \"second fir 
around NKBM to provide a competitive and corr 
alternative to NLB. In mid-May 

intended to privatize NKBM in two phases. In tr 
phase 

strategic investor through an international public 
(Note: The GOS 

Vstrategic investor.\" End Note.) Another 5-10* 
offered to Slovene citizens 

sold to institutional investors in a public tender. 
end of phase one 

phase two 

selling the balance to institutional investors. 


5. (C) The Jansa government has made previot 
Sell off its stake in NKBM. These attempts faile 
largely due to overpriced offerings and NKBMVs 
beyond Slovenia reducing its attractiveness (ref 
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government has not been forthcoming about a [ 
but has indicated a 24 month timeframe to com 
process. Even baby steps towards privatization 
welcome given that the GOS declared its intenti 
more than 18 months ago. What remains uncle 
whether the government will be able to find a pe 
interested in purchasing a bank with less than h 
market share of NLB 

presence outside of northeast Slovenia. Moreo 
of KBC\'s difficulties in obtaining a majority stak 
the GOS may have difficulty finding a foreign im 
willing to buy a minority share of the number twt 
institution at a price that makes financial sense. 


6. (SBU) On the same day it announced plans t 
with privatizing NKBM 

the privatization of Telekom Slovenije and its su 
companies 

first phase (planned for Fall 2006) 

will be listed on the Ljubljana Stock Exchange. 
which the stock trades will be the valuation usec 
approximate 40% stake in the company to a str: 
to be chosen through an international tender (al 
timeline for this has yet to be finalized). The GC 
to retain a stake in Telekom of 25% plus one sh 
understands that any potential strategic partner 
required to submit a development plan for Telel 
the owner must hold the shares it purchases dit 
through a subsidiary. Another key requirement 
the partner retain existing equipment sourcing rı 
that Telekom Slovenije has with Slovene suppli 


7. (SBU) One of the largest business entities in 
the sale of Telekom Slovenije has the potential 
significant revenue for the GOS. It is unclear 
whether the sale of the company in its entirety v 
sufficiently attractive to a foreign investor. Som 
observers have noted that Telekom subsidiary ! 
greater growth prospects and therefore a poten 
valuation as a separate entity. Attached as one 
parent company 

attractive. Still other pundits note 

the optimal time for sale of a fixed-line phone cc 
have passed 

potential will attract interest from high quality inv 
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8. (C) The announced privatizations of both Telı 
are 

steps to privatize these businesses where gove 
past have not even tried. Despite the announce 
privatization plans 

progress on its economic reform agenda. In off 
months 

privatization or any other area of economic refo 
elements of tne campaign platform on which thi 
was elected. The only privatization that has occ 
sale of retailer Mercator by state-owned funds t 
state-controlled businesses was 

(ref B). Moreover 

difference from previous coalitions who also an 
never followed through on 

its ownership role in a wide swath of Slovene bt 


9. (C) Slovenes often note that the privatization 
domestic companies began in the late 1980s 
companies that were \"socially owned\" by citize 
Yugoslavia were distributed to employees 
general populace at values that were often well 
intrinsic value of the firms assets. The state-ow 
that were set up to distribute these shares 

still two of the larger owners of Slovene compar 
At the time of Slovenia\'s independence 
interest in allowing foreigners to participate in th 
privatization of the country\'s successful enterpi 


LJUBLJANA 00000378 003 OF 003 


the first time in its history 

independent nation. This resistance to foreign « 
continues today 

levels of foreign direct investment in Europe. A: 
member state 

process will almost certainly have to be done th 
international tender 

by foreign firms. 


10. (C) In light of the failure to move forward on 
sale of NLB to a significant owner 

observers question the feasibility and seriousne 
in its stated plans for NKBM and Telekom. The 
indication in any of the privatization plans that tr 
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truly intends to remove itself from a position of i 
Rather 

cash-in through these sales without really givinc 
significant amount of control. 


11. (C) The links between the state and the bus 
are as strong in the current center-right governr 
were in center-left governments of the past. Wi 
replacement of the management of nearly all st: 
businesses since the election of the Jansa gove 
October 2004 (ref C) 

to indicate that the current GOS is no more incli 
predecessors to decrease the role of the state il 
business sector now that it has the power to ste 
economy in the manner it sees fit. Moreover 
appears unwilling to take the political risk of sell 
part or all of its stakes in companies that are oft 
the crown jewels of Slovenia. In addition to feaı 
takeovers by foreigners 

growth causes many Slovenes to wonder why c 
necessary. Serious steps toward improving the 
state-owned businesses by sales to those more 
trained to run them in the most efficient manner 
could well be a long time in coming. End comrr 
ROBERTSON 
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lack of trained police equipped to respond apprı 
well as the slanted news coverage of the events 
exercised about Pakistan\'s refusal 

to support a resolution banning the provision of 
to Taliban. He said he had agreed to keep a lov 
profile regarding the GOP 

forthcoming within 2 or 3 months 

be reconsidered. The President encouraged th 
in face to face talks with Iran 

pro-American. Minister Wardak requested mor 
communications support for the ANA in order tc 
timetable for U.S. troops\' withdrawal. End Surr 


2. (C) Karzai opened the meeting by discussin 
Iran 

Commerce 

people. After he spoke to them 

crowded around him 

license to operate in Afghanistan. 


3. (C) Recent Disturbances in Kabul: Karzai b 
situation on \"the weaknesses of our own institu 
that he had called the Coalition and ISAF and tc 
to engage 
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attributed much of the violence to \"thugs and tr 
were out for personal gain by stealing cars and 
Karzai lamented the lack of sufficient 

police. The Minister of Interior told him that the 
\"either shoot or run away.\" There are only 17C 
police for a city of four million 

non-lethal crowd control equipment such as riot 
water cannons. He told the Congress members 
working all day to put more peaceful means of [ 
in place 

Parliament. \"They all said 

security forces in order." Karzai said he had i: 
strong statement in support of the U.S. He wen 
about the irresponsibility of the media 

local television networks 

given a balanced portrayal of the situation 
national station 

Karzai said he had received a condolence call fi 
Bush 

people. 


4. (C) The delegation then discussed their met 
Pakistan with President Musharraf and Finance 
which Congressman Hayes described as V'very 
talked about rising exports from Pakistan to Afg 
(projected to be USD 1.5 billion this year) and fr 
Afghanistan 

increased from Taliban times. Congressman H 
had told President Musharraf that the U.S. appr 
assistance in the war against terror 

would do more. 


5. (C) Karzai spoke excitedly about the Non-Al 
Movement foreign ministers\' meeting in Malays 
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they had proposed a resolution banning any cot 
providing refuge to the Taliban. Out of over 55 
present 

such public opposition was a \"blatant\" sign tha 
intended to keep on providing safe haven. Con 
promised to express our strong displeasure мії 
to the Pakistanis. 


6. (C) Congresswoman Jackson Lee asked thi 
his thoughts on Pakistan 

there 

Karzai said he had decided 

to speak publicly against Pakistan (although he 
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political price with the Afghan population 

is not being more vocal when attacks continue) 
two or three months (later he suggested a moni 
but to engage in quiet negotiations. If there are 
after that period 

a different strategy.\" The Afghan people 
believe that the U.S. has the power to stop Paki 
harboring Taliban 

Regarding Iran 

on the counter-narcotics fight.\" While Iran is pt 
anti-American 

community) want a relationship with the U.S. \" 
the U.S. also to engage Iran 

tremendous resources in the region 

pride 

sit down and talk. 


7. (C) In answer to a question from Congressr 
Karzai said his top national concerns were conti 
fight against terrorism 

Afghan institutions - to include infrastructure suc 
and electricity. He said that Afghanistan \"absol 
interested in encouraging private investment іп” 
electricity sector. In response to a question fror 
Representative Wilson 

would have discerned whether the Government 
was spying in the country 

generous with assistance - some USD 650 milli 
more than its economy could afford. He ackno\ 
Pakistan was concerned about India\'s diplomai 
his country 

Embassy in Islamabad 

Afghanistan.\" 


8. (C) Karzai 

governments revenues 

tax-payers in the world 

increasing customs\' collection 

businesses. Dr. Naderi 

was also present 

direct investment 

extractive industries. He suggested that the U.S 
some incentives for American businesses to loc 
Afghanistan. Ambassador Neumann then disct 
program 


9. (C) In aseparate meeting with Defense Min 
also on May 31 

Congressional help 

long way to go\" and that \"we are still in the mic 
struggle.\" Congressman Hayes responded tha 
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continue to support Afghanistan and improve th 
economy 
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your actions.\" He also offered to help strength: 
between the GOA and the GOP 

the previous day with President Musharraf. The 
Minister told Congressman Wilson that the GO/ 
knowledge of GOI interference in Afghanistan\'s 
affairs and such meddling would certainly not be 
VWe won't be a proxy.\" 


10. (C) In response to a question from Congre 
Lee on when U.S. troops could be withdrawn 
give an exact time; he noted that Afghanistan di 
be burden on the international community 

in a \"tumultuous\" region and had worked hard 
strategic partnership agreements with the U.S. 
with NATO and the U.K. Wardak stressed that 
would be able to assume the burden of its own ı 
quickly if the ANA were supplied with what he te 
enablers 

(providing combat enablers) is cheaper than su: 
coalition force and shedding your children\'s blo 
had significant air power 

more firepower and mobility on the ground 
troops could leave." Wardak stressed the neex 
for the ANA so they could sustain deployments 
areas. They had to withdraw from areas last wi 
they lacked winter quarters. The Taliban took a 
these holes. Ambassador Neumann then notec 
that the V06 supplemental budget request still ir 
might have some of the USD 300 million for AN 
infrastructure cut. He emphasized that this mor 
essential to meet the facilities that General War 
about. Wardak 

Iraq 

much more aid.\" Congressman Wilson expres 
the recent accident 

sign of anti-Americanism. Wardak replied the c 
were definitely not motivated by anti-U.S. sentin 
that certain elements that were displeased with 
presence have not hesitated to take advantage 
situation. 


11. (U) Codel departed post before this cable 
was not able to clear this message. 
NEUMANN 
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automatically imply a change of status of the dis 
persons. Actually 

them in the same provisional status 

pertaining to them.\" 


Military 


Montenegro and Serbia: 


8. (U) The military units and assets of the forme 
been divided between the republics on the basi: 
territoriality. Officers and long-term enlisted car 
with which republic they wish to serve. 


Srbia: 
9. (U) Deputy CHOD Ponos has been named A 


Montenegro: 
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10. (SBU) Major General Jovan Lakcevic 
Commander 

Staff of the Montenegrin Army. PM Djukanovic \ 
Defense Minister 

according to FM Vlahovic. 


USG Activity: 


11. (U) DAO/Belgrade traveled to Montenegro J 
meet with GoM defense officials. A Serbian Mo 
plans a visit to Washington in late June. 


Agreements and Laws 


We are compiling a list of laws and internationa 
agreements relating to Montenegro\'s and Serbi 
that we suggest will require review by Washingt 


Montenegro and Serbia - Nonproliferation: 


12. (U) The Union of Serbia and Montenegro dr 
Export Control Law and went into effect on Mar 
The State Union ministries that enforced the lav 
absorbed by Serbia. Since the Export Control Li 
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ratified by the respective parliaments of Serbia ἱ 
Montenegro 

provisions with minor changes essentially givinc 
to their respective national ministries to carry οι 
same functions; e.g. International Economic Re 
Foreign Affairs 

what will happen to those personnel in the Unio! 
of International Economic Relations who have b 
proficient in issuing licenses to trade in military 
equipment and dual use goods. Presumably 
absorbed into Serbia\'s ministry 

whether they will remain as a cohesive unit. 


Montenegro - Bilateral Assistance Treaty: 


13. (U): In order to avoid a disruption of ongoinc 
assistance 

Bilateral Assistance Treaty that was in place wit 
State Union. 


Foreign Affairs: Multilateral Organizations 


Serbia: 


14. (U) President Tadic attended the ceremony 
Headquarters in New York on June 6 

flag was lowered for the last time 

flag of Serbia. 


Montenegro: 


15. (SBU) President Vujanovic wrote UNSYG A 
asking that Montenegro be admitted to the UN. 
discussed MontenegroYs membership applicatit 
The MFA told post June 12 that the GoM will m: 
application for PfP after establishing its Ministry 
Defense. Montenegro has requested members 


Foreign Affairs 


Serbia: 


16. (U) Serbia has asserted its right to be treate 
successor state to the State Union of Serbia an 
Montenegro. We would appreciate Washingtor 
whether any steps may be required by the USG 
Serbia\'s status as V The Republic of Serbia. V" 


Montenegro: 
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17. (U) As of June 14 

Montenegro: Iceland 

Macedonia 

Turkey 

Luxembourg 

USG recognized on June 12. Germany has saic 
recognize on June 15 


Cross-Border Travel and Trade 
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18. (U) Serbia/Montenegro: Airport authorities ir 
and Podgorica continued to treat traffic betweer 
domestic 

of Independence. 


Consular Affairs 


19. (U) Embassy Belgrade is seeking guidance 
visa Classification of GoM officials after the June 
recognition of Montenegro. 


POLT 


68071 

regional expression in the North of Europe of th 
Common Spaces and their road maps 
EU/Russia Summit.\" The ND\'s current action 
2\") is set to expire at end of 2007. When it doe 
Tuomioja said it would be replaced by a Frame\ 
Document \"permanent in nature 

character than the action plans.\" A first draft ol 
document 

revised to incorporate Russia\'s concerns. The 
to have an agreed text ready for adoption at the 
Russia Summit in December. 


4. (U) FM Tuomioja outlined seven key areas fo 
on the ND during FinlandYs upcoming EU Presi 


- Ensuring ownership of any ND policy by all me 
states. 

- New and strengthened mechanisms to ensure 
implementation and follow-up of ND policy. 

- Additional financing for environmental partners 
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- More political and financial contributions towar 
health and well-being partnerships. 

- An expansion of new partnerships 

transport and logistics in the region. 

- The inclusion of energy matters under the ND 
example being the inclusion of small and mediu 
energy efficiency projects in NW Russia into the 
environmental partnerships). 


RUSSIAN CONCERNS 


5. (U) Sergey Ryabkov 

for European Cooperation 

Russian disappointment in the ND. While the C 
supports the ND\'s objectives 

Tuomioja\'s description of it as an \"under-rated 
story.\" He offered three principal criticisms. Fir 
the ND is in danger of becoming too large and ı 
The desire by the Finns and other member statı 
expand the number and area of partnerships wt 
worsen the problem. Second 

resources of its own 

hodge-podge of financial backers (the EC 
municipalities 

Countries were not adequately consulted or enc 
the decision making process. GOR opinion wa: 
into account during the negotiations and craftinc 
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ND\'s first and section action plans 
considered EU policy. 


6. (U) Rybakov argued that ND needed to be ra 
rethought and restructured. Partnerships create 
framework of ND should be re-prioritized and m 
after the ND Environmental Partnership 
considers a real success story. Inefficient 
partnerships 

Well-being 


7. (U) Consequently 

concise Framework document that clearly state 
objectives 

achieving them 

Guidelines. Moreover 

Ministerial meetings take place on a biennial (ra 
than annual) basis 

alternating year (or when necessary). Real wor 
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be carried out by a Steering Group that would п 
least three times a year. All of this would be 
coordinated by an ND Secretary 

states for a one year period (and funded by the 
state acting as Secretary). 


8. (SBU) Comment: The Estonians are clearly i 
in seeing a renewed Northern Dimension durinc 
Finnish Presidency. A number of Finnish and E 
MFA officials commented privately during the cc 
that they hoped to see the ND become the nortt 
equivalent of the Barcelona Process. There w: 
concern that the Russians were attempting to 

preemptively water down the ND in both substa 
profile and that Russian calls for greater efficier 
and a rotating ND secretariat were simply a can 
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to Food Program". 


3. The Minister highlighted the following areas c 
for her Ministry; land-reclamation 

in coastal areas and solid waste management i! 
centers. She said desert encroachment was be 
problem in several northern states and somethii 
done to stop the loss of arable land. Previous gt 
interventions to address this concern failed 
result of these past experiences 

towards a private sector and government partne 
implement this project. The Minister said she wı 
see the project launched before the current adn 
Veleven months in officeV run out. 


4. The Minister said the Federal Government is 
the project and would like the support of the inte 
community 

President Obasanjo has endorsed the plan and 
see \"results\". (Comment: Framan Nigeria prev 
AgAttache that the government has earmarked 
naira ($2.3 billion) for this project in 2006 and th 
government plans to allocate an additional 300 
in 2007. End comment). 


5. The Charge\ told the Minister that the United 
views improved agricultural productivity and the 
desertification program as important issues. He 
the United States Mission would be happy to co 
the Ministry of Environment 
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development program for Nigeria. The Minister 
a planning committee headed by a representati 
Ministry of Environment is to organize an intern: 
conference in September in Abuja to officially la 
project. 


6. The Charge\' used the occasion to encouragt 
GON\'s national biosafety legislation which has 
for several years. The Minister chairs the Natior 
Biosafety Committee (NBC) 

administering Nigeria\'s national biosafety legis! 
Years ago 

support from USAID through the International Ir 
Tropical Agriculture (IITA). However 

inactive. As a result 

presented to the Federal Executive Council for ‹ 
before going to the National Assembly for legisl: 
consideration. The Minister said the draft legisle 
not a controversial issue and should move forwi 
tasked the Permanent Secretary to look into the 
\"fast-track\" the draft biosafety legislation. 


ANYASO 
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pension.\" The bishops then agreed to hold ele: 
40 days of the vacancy declaration (according tı 
canon). Upon returning to Cyprus 

determined on May 24 that this would be logistic 
impossible 

order to use government lists of registered vote 
bishops concluded that preparing new Church li 
parish would have been nearly impossible due t 
increases since the last elections in 1977 

the island 

considered to be attached to \"occupied\" parisr 
to Father Kykkotis 

church voter districts with municipal districts 

of the first round of elections was set for Septen 
The Bishop of Paphos commented to the press 
until September would also boost voter turnout | 
people time to return from their vacations. 


3. (C) The Bishop of Larnaca (Kition) later expr 
discontent with using the government lists 

of the Holy Synod June 8-9 

differences and agreed to form new Church reg 
in cases where Church information did not coin 
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state lists. In order for the Church to use the gc 
lists 

weeks during which time people may object to t 
personal information. While Father Kykkotis ex 
the Church hopes to include only those who inte 
the lists 

the government lists as \'weeding out heretics г 
a different religious persuasion.\" Once vetting 
completed 

parishes will elect \"special representatives 
nominate a limited number of \"general гергезе! 
electors). Finally 

separately. 


4. (C) Meanwhile 

Chryssostomos are stepping up their campaign 
the Bishop of Kykkos 

who has already printed up a glossy brochure tc 
accomplishments 

a visit to a bicommunal drug treatment facility. ' 
be TV cameras 

Bishop of Paphos has also been hitting the stun 
to the press his \"instrumental role\" in convincir 
Patriarch of Moscow to advocate for a Russian 
Security Council resolution in advance of the Ar 
referenda that was seen as unfavorable to the C 
position. 


5. (C) Comment: The broadly \"pro-settlement\" 
Kykkos 

elections. The September date represents a m 
for the hard-liners -- Paphos 

the Bishop of Kykkos is still considered the favc 
polls suggest that Nikiforos and Paphos could c 
other and open the door for the more soft-spoke 
\"spiritual\" (by reputation) Bishop of Limassol (/ 
In any event 

campaigning by the men in black. End commer 
SCHLICHER 
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legalistic.\" Adams closed the meeting with an | 
G-8 preparations and focused on the impact of 
energy prices on the world economy. 


Reform Roundtable 


6. (SBU) A roundtable on Estonian reform at the 
brought together officials who shaped the Estor 
policy and experience in the 1990s. Participant: 
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included Vaino Sarnet 

privatization agency; Ain Aaviksoo 

leading social policy think tank Praxis; Hardo P: 
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former economic advisor to Estonian Prime Min 
Allan Martinson 

capitalist. All representatives agreed on three k 
Estonian reform success. First 

administrative reforms simple. It introduced a fl 
and zero tariffs 

easy to understand and administer. Second 
reformers offered sufficient incentives to convin 
Estonians to endure tough reforms. At the begi 
the reform process 

apartments 

administering the less popular 

industry. 


7. (SBU) The third key to Estonian reform succe 
strategic management 

capable of managing effectively. Estonia\'s refc 
governments recognized they lacked broad eco 
experience 

to take monetary policy out of the hands of the 
government. For the same reason they adopte 
virtually unregulated 

balanced budget provision in the constitution. A 
these efforts built confidence in Estonia\'s econ 
policies and encouraged increased trade and fo 
direct investment 

expand at a rapid rate. 


8. (U) Following the reform roundtable U/S Adai 
press conference which resulted in positive mec 
coverage in Estonian print and television media 


WOS 
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now; if we wait until they take over Baidoa 

very little leverage left. While Yemen is interest 
using its \"moderating influence\" to mediate bet 
Courts and the Transitional Federal Governmer 
will not hesitate to \"strike 

Courts set up a Taliban-like government іп Sor 
SUMMARY 
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2.(C) During a meeting with Ambassador and 

President Saleh said that \"попе of us are һарр 
Islamic Courts\' takeover of Mogadishu and Jov 
are now a factor on the ground and we must de 
Once the Courts take Baidoa 

will fall into their hands 

in dealing with the international community. 


3. (C) The Republic of Yemen Government (RC 
its mediation efforts between the TFG and the ( 
exerting a \"moderating influence 

urged the United States to work with the ROYG 
in order to establish a dialogue with non-AQ affi 
members of the Islamic Courts. 


4. (C) Saleh mentioned that he had sent a repr 
Mogadishu to talk with the CourtsY leadership 
government is in contact with Yemen-based So 
associated with the Courts. These contacts inc 
Abdulkarim Salid 

al-VAddani. 


5. (C) The President also said he wanted to be 
the ROYG in no way supports the establishmen 
Taliban-like regime in Somalia. If the Courts tal 
and form an extremist regime 

them.\" (NOTE: Saleh is probably referring to t 
of weapons at concessional prices to other Sorr 
aligned with the Courts in the event an extremis 
put in place.) 


6. (C) Separately 

al-Qirbi also stressed the importance of a U.S.-' 
dialogue on Somalia. He suggested the Yemer 
the Somalia Contact Group 

Qirbi urged the USG V'not to equate every islam 
terrorism 

who are not affiliated with al-Qaeda. Perhaps th 
advantage to the Islamic Courts\' takeover of M 
suggested 

stability to the capital -- a possible topic for the 
beginning of discussions with the USG and othe 
actors. 


7. (C) COMMENT: Post agrees that the USG : 
closely with Yemen on Somalia. To the extent i 
we should allow Yemen observer status at Coni 
meetings and consider exchanging views with tl 
It is in Yemen\'s interest to help bring some me 
stability to Somalia 

possible to use their influence with Somali leade 
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further our common policy objectives there. 
Krajeski 


68081 

Anti-racism) 

Cypriots 

with Interior and Labor Ministry officials broke d 
Syrian Kurds began a hunger strike. The 100 o 
seekers remaining in front of the municipality m 
tents to the premises of the Red Cross 

until the government gave іп on May 25. Ροἱγοε 
that the GOC agreed to grant certified documer 
residency \"pink slips 

Cards 

Syrian Kurds who remained at the Red Cross. 
agreed to release a Pakistani immigrant who he 
during the protests. 


5. (C) Polycarpou observed that the agreement 
temporary fix and did nothing for the other 10 

seekers remaining in Cyprus without benefits. 1 
illegal immigrants in Block 10 began a new hunt 


is still ongoing. On June 8 

Nationalism\" circulated an email letter of protes 
government 

to the asylum seekers at the Red Cross. Christ 
the UNHCR told us there was little her office co 
she would continue to advocate for improved С! 
procedures and respect of EU directives (which 
commented 

had only received one complaint -- from a famih 
been camped at the Red Cross -- but that indee 
yet been granted benefits 

had told them \"it did not have time for them. V" 


6. (C) On June 8 

been in Cyprus for over five years began a peac 
in front of Embassy Nicosia. They pitched tents 
that the government welfare services would not 
if they were eligible for benefits. Georg Siep of 
told us that as asylum seekers or as individuals 
\"subsidiary protection 

to government benefits. On June 13 

removed the demonstrators 


NO IMMIGRATION INFRASTRUCTURE A BIG 


7. (U) Cyprus has seen an explosion of asylum 
in recent years. From 2000-2004 
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number of asylum applications per capita of any 
Europe (22 applicants per 1 

6 


reported in May that at least 10 

pending 

rejected. Current law dictates that asylum applic 
employed only in agriculture 

only 3.9% of the economy and cannot accommi 
number of asylum seekers. Doros Polycarpou | 
told us that asylum seekers with pending applic: 
legally eligible to receive government welfare be 
the approximate amount of CYP 200/month (for 
if they cannot find employment 

problems with this. First 

asylum seeker is offered a job but turns it down 
they cannot perform agricultural work 

located in rural areas while their families are in 1 
cities). Second 

agreements establishing the minimum agricultu 
365/month are not enforced 

deduct food and lodging from their pay. In 200! 
government recognized 25 asylees and paid we 
319 asylum seekers in the amount of CYP 1.39 


8. (U) Existing EU directives on asylum dictate t 
to member countries to decide how and under v 
to grant work permits to asylum grantees. In Di 
the GOC began implementing a new directive tc 
application process for asylum applicants 
Polycarpou has complained that the directive d 
adequate time for the proper investigation of ca: 
rather 

and increases the danger of refoulement to thirc 
As a result of the recent demonstrations 
UNHCR has offered its assistance to the GOC 1 
system to manage applications and improve sor 


THE IRANIAN DILEMMA 


9. (U) Among the asylum seekers detained in C 
holding cells attached to the central prison 

has held 26 Iranians for over ten months. The ( 
have confirmed that at least one of them injurec 
deliberately during the last year (another Iraniar 
application was denied attempted suicide 

in custody; and an Iraqi detained for several mo 
attempted suicide). The Justice and Interior mii 
admitted publicly that the detention cells are ove 
and unsuitable for detaining illegal immigrants. 
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10. (U) The GOC says it cannot deport the Irani 
they do not hold genuine travel documents 
Iranian government is not interested in repatriat 
citizens. The press reported on May 12 that a C 
diplomatic delegation would be traveling to Теһ 
develop paperwork to ease the deportations. T 
that unclaimed Iranian asylum seekers are a prt 


other European countries as well and that Tehe 
to engage on the matter. 


INTERNATIONAL COMMUNITY TAKING NOT 


11. (U) Two reports from international groups ct 
the treatment of immigrants and asylum seeker 
during the two-week protest 

demonstrators 

Commission against Racism and Intolerance (E 
May 12 said that Cyprus 

immigration and integration policy had resulted 
particular vulnerability of immigrants to human r 
violations 

that the extensive use of detention and the ill tre 
immigrants and asylum seekers was a concern 
Amnesty International released its 2006 report ı 
saying that foreign nationals here had been unl: 
expelled 

custody. 


COMMENT 


12. (C) Cyprus is wrestling with many of the saı 
surrounding immigration and asylum that bedev 
member states. The classic Cypriot response t 
problem is to do nothing 

have the twin undesirable effects of increasing ( 
attractiveness as an asylum destination and put 
pressure on GOC budgeteers who are trying to 
to meet Eurozone requirements. Much of the fr 
building among asylum seekers and would-be it 
Cyprus is that they simply cannot get any kind o 
even a negative one -- from the government. T 
public 

asylees. It is likely that the СОС will take mean 
steps to streamline its immigration and asylum | 
only under sustained pressure from the EU. 
SCHLICHER 
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important than personal image\" during his mee 
Chinese FM Li had helped move the bilateral re 
positive direction; 


-- China is willing to negotiate a face-saving \"s 
landing\" with Japan over the Yasukuni issue 
claimed indirectly affects U.S. interests; 


-- Wang suggested that prime ministerial candi 
Abe\'s views on history could be problematic for 
States; 


-- Wang urged the Ambassador to use his influ 
the President raise the Yasukuni matter during | 
U.S.-Japan summit; 


-- Ambassador Schieffer stressed that China ai 
work together to reach a solution to historical is: 
Yasukuni that satisfies both; and 


-- the Ambassador urged China to work with th 
to resolve the Iran nuclear issue. End summary 


Yasukuni Shrine and Japan-China Relations 


2.(C) The meeting between Japanese Foreign 
Aso and Chinese Foreign Minister Li Zhaoxing « 
Doha went V'very well 

told the Ambassador June 14 over a cordial lun: 
to the Yasukuni Shrine issue 

Vnational interests are more important than per 
Wang related. This comment \"serves Japan\'s 
interests\" and also helps move the situation in ; 
direction 

that Chinese pressure on Japan on the Yasukui 
constitutes interference in Japan\'s internal affai 
has no such intention 

however 

because other countries are also very concerne 
to opinion polls 

and common people believe that visits to Yasuk 
leaders do not serve Japan\'s interests and hurt 
image 

hand 

now asserting that the Far Eastern War Tribune 
that there were no V'war criminals 

be rewritten. V'If these views are heard oversee 
put Japan in an awkward position 

Philippine ambassador to Japan had told Wang 
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earlier that if PM Koizumi visits Yasukuni on Au 
some people are predicting 

have to speak out publicly in protest for the first 


3. (C) WJapanese friends 

difficult for Japan to alter its position regarding * 
in response to Chinese or South Korean pressu 
concerns 

willing to negotiate a \"soft landing\" for Japan. 
landing 

to Japan. 


4. (C) Japan would be undergoing a change of | 
in the year 

the new prime minister visited Yasukuni as PM 
done 

countries 

isolate Japan. This 

the United States. Japan\'s deteriorating relatio 
China and South Korea would also negatively a 
Six-Party Talks (6PT). 


June 29 Summit an Opportunity to Address Yas 


5. (C) Prime Minister Koizumi would soon be vis 
United States 
not only on U.S.-Japan relations but also on Jar 
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influence in Asia following the visit and on U.S. . 
towards Asia. Regardless of what the United S 
media will view these matters 

issue 

stated 

role in helping Japan improve its relations with i 
neighbors 

Japan to improve its relations with its neighbors 
reiterated. The Ambassador responded that he 
Wang\'s argument 

and Japan to work together to resolve the issue 
in a way that satisfies them both. When the Un 
gets involved 

issue 

honor its war dead without embracing the cause 
died. 


6. (C) Japan\'s official statements on its recent | 
clear and China \"views the Japanese position [ 
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Wang replied. The real problem now is the poli 
consequences of Yasukuni visits by Japanese | 
visits encourage rightists who want to rewrite hi 
repeated. While the issue has not yet affected | 
relations 

it questions the results of World War Il. He rect 
it would be difficult for the United States to comi 
publicly on the issue 

summit the United States might urge Japan to \' 
attention\" to the matter and \"find a good solutic 
the close ties between the Ambassador and Pre 
Amb. Wang said the Ambassador\'s personal sı 
President would be viewed as very important. 


7. (C) Ambassador Schieffer agreed that it was 
interests of Japan 

relations with one another. Better bilateral relat 
better for all. It is ironic 

when the United States probably has the best re 
ever had with both China and Japan 

other hand 

each other (though relations seem to have impr 
last month). Asked by Wang what he expected 
leader\'s relations with its Asian neighbors 
opined that both China and Japan appear to ha: 
themselves into a corner over the Yasukuni isst 
like to extricate themselves but are not sure hov 
the new Japanese prime minister 

to find a way out. 


Succession Politics and Yasukuni 


8. (C) Of the four main candidates for the next { 
minister mentioned by the media 

Minister Sadakazu Tanizaki and former-Chief C 
Yasuo Fukuda) have all stated they would not v 
as prime minister 

Secretary Abe has said he is \"still considering\" 


SIPDIS 

Some people say Abe believes Japan\'s wartim: 
correct 

Asked by the Ambassador if Abe\'s position on ' 
support for the abductee families accounted for 
popularity 

not a politician\'s policy positions but his person 
image that boost his popularity. The LDP is als: 
ahead toward the Upper House election in 2007 
popular leader to help them win that election. F 
and more young people are joining the LDP 
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seem to prefer Abe. Wang had heard people si 
is important for Japan to have sound relations v 
United States 

relations with its neighbors; otherwise it will becı 
isolated. PM Koizumi had gotten into the Yasuk 
predicament due to his 2001 campaign pledge 
stated. Currently 

similar pledge. Further 

are more cautious now then two years ago. As 
Schieffer had stated 

have to address the issue of improving relations 
neighbors. If Japan is willing 

negotiate. 


9. (C) It would be difficult for any Japanese polit 
explicitly make an agreement with China that he 
to Yasukuni 
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could simply not go.\" Wang concurred that the 
minister could never publicly agree with China c 
\"cave\" to Chinese or South Korean pressure. 
personal view 

\"soft landing\" that considers Japan\'s \"face.\" 
Wang earlier raised the \"soft-landing\" or face-: 
solution during the lunch 

personal view.) 


U.S.-China Relations; Iran 


10. (C) U.S.-China relations are particularly goo 
President Hu Jintao\'s May visit to the United Si 
Ambassador Wang remarked. The visit had en 
personal trust between the two presidents 
important. Relations between countries 
individuals 

told President Bush that China wants not only tc 
stakeholder 

States 

they share many common interests and that me 
for constructive cooperation 

Schieffer shared that he had met with President 
after President Hu\'s visit and that the Presiden 
thought it had been a very positive visit. Preside 
recognizes the importance of the relationship he 
with President Hu and values it a lot. It is remaı 
see how the U.S.-China relationship has develo 
past few years 
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of issues 

development for our two countries and for the e 
international community 


11. (C) Wang agreed 

views and coordinate positions on Asian issues 
so on the Middle East 

China and the United States speak with one voi 
nuclear issue 

situation 

would respond favorably to the latest proposal fi 
the Iranian nuclear issue. Even if lran does not 
accept it 

required 

situation under control so it did not deteriorate fı 
Ambassador Schieffer agreed. 

SCHIEFFER 
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damage\" to Ethiopia from the inevitable failure 
current diplomatic initiative. \"We don\'t want to 
agony 

process 

the GSE would attend the meeting in the end. | 
he concluded 

the process. 


4. (C) The PM also stated that the GOE would r 
security plan for the demarcation process. Toc 
\"wrong for all sorts of reasons." One reason w 
security plan would \"perpetuate the agony\" of 1 
diplomatic process. Another was that any plan: 
hypothetical while restrictions on UNMEE contir 
Charge argued that the USG still believed that t 
EEBC process could work. It was essential tha 
provide the ЕЕВС with a security plan; it could t 
conditional upon the lifting of UNMEE restrictior 
necessary. She also indicated that the USG we 
the groundwork for talks on the normalization ot 
under the auspices of the UN to run in parallel t 
discussions on demarcation at the EEBC. 


5. (C) Meles said that Ethiopia\'s bottom line wa 
had to be discussions on problem areas of the I 
EEBC 

little bit at a time. The PM recalled that the EEE 
that the boundary had already been demarcatec 
Ethiopia could not accept. \"If we go ahead witr 
without any commitment to dialogue 

everything that we have been working for over t 
several years.\" He added that Ethiopia could n 
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some consultant\'s view of anomalies in the EEI 


6. (С) The Charge asked the PM about the impl 
total breakdown in talks. What if UNMEE left? 

the possibility of renewed conflict? Meles reiter 
oft-stated view that there would be no peace un 
Isaias abandoned his strategy of undermining tt 
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arming its opponents 

to peace. Isaias had already concluded that the 
he could defeat Ethiopia through direct military ‹ 
that reason 

even if UNMEE departed. There will be no war 
accident 

realize that indirect military action through proxi 
not work either. Until he did 

of solving this basic problem 

process would have been a useful ladder for Isc 
down 

its limits would simply create more problems. ΙΙ 
said 

influence and engagement of the USG. The Eri 
would reach for it when he was ready. It was al 
Meles added 

for him.\" For that reason 

contact with Asmara was essential even if the c 
diplomatic process broke down. At the same til 
should simply ignore Eritrean outbursts such as 
media attacks against DAS Yamamoto. 


SOMALIA: ICU ATTACKS ON BAIDOA OR TFt 
RESPONSE 


7. (S) When Charge asked about Meles\' view c 
Somalia 

\"precipitous action.\" At the same time 
threatened 

public 

against Baidoa. The PM added that his governi 
want to go into Baidoa because it had too many 
to do. (NOTE: In a subsequent phone converse 
on June 14 

town of Belet Weyne would also trigger a militar 
from the Ethiopian National Defense Forces (El 
was not eager to fight Somali technicals in the c 
knew that there would be political consequence 
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if it engaged militarily 
to do to prevent ICU \"expansion.\" END NOTE 


8. (S) Meles told the Charge and Adm. Hunt in t 
on June 13 that the best approach to Somalia ir 
would be to lift the arms embargo and allow IG/ 
Rwanda to strengthen the Transitional Federal 1 
(TFG). As things were 

Eritrea while regional partners could not build th 
of the TFG. Meles added that it would be too ol 
GOE to smuggle weapons to the TFG; a UNSC 
the arms embargo would be necessary. When 
at least one major regional country opposed lifti 
embargo 

ultimately draw the USG into Mogadishu 
Worse still 

Vwithout the TFG\" (NOTE: Meles\' implication \ 
would be defeated by the ICU in the interim. EN 
the moment 

services of the technicals 

difference. The TFG could also buy the loyalty : 
technicals is they had financial support. 


9. (S) Another central element of Meles\' view м 
ICU would likely splinter if bottled up in Mogadis 
that reason it was essential to key them from m 
\"expansion mode.\" The GOE\'s approach 
seek the ICU\'s elimination 

gathering steam if they approached the Ethiopie 
region or sought to eliminate the TFG. 


10. (C) Adm. Hunt explained to PM Meles his vi 
CJTF-HOAVs continuing operations in the Horn 
a stronger emphasis on counter-terrorism traini 
cooperation between the ENDF and HOA and a 
component to battle illegal activities in the Gulf « 
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and along the East African coast. Hunt emphas 
Ethiopia was the main focus of his mission and 
to build long-term 

to continue the work that had begun recently to 
USAID 

civil affairs projects more sustainable. For inste 
was bringing U.S. expertise to bear on better uti 
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underground water resources in the parched Sc 
sharing what it learned with Ethiopian authoritie: 


11. (C) Hunt asked for the PM\'s assistance in v 
recent restrictions imposed by ENDF Chief of G 
Lt. Gen. Samora on HOA operations. In partict 
to avoid a complete pull-out of HOA\'s operatior 
also hoped to usefully employ a new contingent 
engineers in areas which would not interfere in | 
operations in the Ogaden. Hunt indicated that | 
already pulled out of Jijiga and would soon pull ı 
Dehar. 


12. (C) PM Meles replied that HOA\'s civil affair: 
past had been very positive. Training had also | 
valuable. The GOE remained eager to expand 
Civil affairs had been useful in changing people 
attitudes. Meles also welcomed Hunts increas 
maritime operations 

complement Ethiopia\'s desire to make better u: 
Somaliland\'s Berbera port. He was particularly 
hydrological work in the Ogaden 

technical and financial limitations in the GOE\'s 
this area. 


13. (C) Meles shared USG concerns about extri 
entering the region through Somaliland 

areas of Somalia. He explained that the GOEV« 
the region had included an effort to reach out to 
region elders to assist in resolving the conflict w 
Ogaden National Liberation Front (ONLF). The 
been receptive 

attitudes among the ethnic Somali Diaspora. In 
of negotiations with the ONLF 

drive the ONLF underground to open up space 
constructive politics in the region. The GOE wa 
major conference in July to bring together elder 
officials and others to consolidate this approach 
meantime 

militarily against the ONLF and the ENDF intenc 
its campaign vigorously. 


14. (C) The GOE\'s operations the Ogaden put 
pressure on LTG Samora 

lives could be at risk if HOA personnel found the 
the middle of the combat zone. Tensions in the 
rise as military operations intensified. In additio 
GOE wanted the local population to understand 
efforts were a purely Ethiopian affair 
involvement ofthe USG. For these reasons 
others were less comfortable with HOA operatic 
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recently. Meles indicated that he wanted HOA 1 
LTG. Samora to identify areas outside the theat 
operations where HOA could continue its civil а! 
and training. The PM said that the area around 
training was already taking place 

civil affairs projects. The Shinale and East Har: 
might also offer opportunities 

Wabe Shebelle Valley. The PM did notgive ac 
response on a HOA \"care-taker\" unit for Gode 
would have to raise the issue with LTG. Samor: 
not want to tie the latter\'s hands. He did under 
intercede with Samora on HOA\'s behalf 
HUDDLESTON 
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willV figure for Boroo from Centerra\'s annual cc 
report. Gundalai stated that he would shut the ı 
down until this \"debt\" was paid 

site that he had the authority of the government 
making such a statement. Boroo shut the gold 
in an effort to quell passions. 


Standoff at the Mine 


ULAANBAATA 00000461 002 OF 003 


5. (SBU) On the afternoon of June 15 

told the Embassy that Gundalai is still at the ті 
where he continues to repeat statements the gc 
has authorized him to shut the mine down. Add 
protesters and tents have arrived from Ulaanba 
Boroo has contacted a range of official -- Prime 
Minister 

soum (district) officials -- asking the governmen 
take a stand against what they consider a сити 
action by Gundalai. According to Boroo 
officials and the police head have indicated that 
are working on a plan to support the mine 
include efforts to bring in police. Boroo has put 
activated its crisis management plan and is brie 
the media on its view of events. Canadian Corr 
Minister Ken Lewis currently visiting from Beijin 
said he will speak of Canada\'s concerns to the 
government. A Boroo official expressed concer 
Embassy that 

the situation might get out of control. Police sou 
told the Embassy at 1500 that the government \ 
meeting in a special session to consider how to 
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proceed. 


Just Beginning 


6. (SBU) It may take several days for the impac 
the protest and the death to become clear. Borc 
the GOM and State Great Hural (SGH 

take a stand against what they consider a crimit 
action by Gundalai. (Note: MPs are protected 1 
arrest 

officials and the police head have indicated that 
are working on a plan to support the mine 
include efforts to bring in police from the soum : 
UB. Boroo officials 

mode 

four papers. Boroo have told the embassy it is 
concerned that 

violence and abuse may get out of control. Bon 
said it will also point out to officials and media tt 
MongoliaVs international reputation and local ec 
Will suffer if officials abuse their positions. 


Major Issues for the Miners 


7. (SBU) The incident comes at a time when M 
mining industry was already facing tension and 
uncertainty. The SGH this week began to ехат 
amendments to the Mineral Law 

of passing the bill prior to recessing in early July 
Both foreign and domestic mining firms have ur 
issue be deferred 

amendments 

take a majority stake in \"strategic\" mineral dep 
(with no mention of compensation). \"Strategic\ 
broadly but vaguely defined with ample room fo 
discretion and interpretation and thus corruptior 
SGH will likely pass a tax reform bill before 
recessing 

provisions 

profits tax on copper and gold enacted only a m 
ago. The Embassy has urged the government i 
act carefully and with a view toward transparenc 
ensuring a stable 

business environment for foreign and domestic 
investors. 
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8. DCM weighed in the afternoon of June 15 wi 
Ministry of Foreign Affairs Director General for t 
Americas 

Foreign Policy Advisor to the Prime Minister Па 
to seek assurances regarding the safety of Ame 
employed by Boroo and to seek clarification reg 
Minister Gundalai\'s claim that he was acting on 
government authority. Both said they would che 
surmised Gundalai was expressing personal vie 
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those of his party by not the СОМ. In late breal 
news 

the Prime Minister had just ordered Minister Gu 
back to Ulaanbaatar and a police riot squad has 
sent to the Boroo site to \"clear out the protestoi 
SLUTZ 
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delegation is currently in Istanbul and will give a 
press conference at Mazlum-Der offices there. 
invited to attend that press conference; Disli ast 
not do so. MFA officials had not been aware of 
until they read about it in the press. 


6. (U) The Palestinian representative in Ankara 
was not informed of the visit. 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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logistical problems organizing these visits.V' Hc 
will likely suggest a more realistic schedule for t 
early July. (Note: We requested a visit to an Ev 
Vietnam (ECVN) house church in Muong Nghe 

beatings of Protestants 

likely that fear of allowing such a visit was the re 
Provincial Peoples Committee (PPC) V'concerr 
Note.) Tinh also stated that it will be some time 
provides a province-by-province breakdown as 

only now in the process of implementing the orc 
level and results will take time to collect and vet 
authorities before final collation. 


...in the meantime: some training for cadres... 
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5. (SBU) Tinh reiterated standard points that the 
working to improve local infrastructure and welfi 
of the country 

for the economic and spiritual needs of the peo 
ensure the overall social stability of the country. 
the GVN has conducted training sessions to edi 
district officials from across the North about the 
regulations so that they will \"implement these p 
orderly fashion.\" Over 300 local officials һауе: 
training classes in Hanoi and Hue. The CRA pl: 
course in Ho Chi Minh City (HCMC) soon. In ac 
trained over 600 provincial propaganda cadres 1 
information on religion to the common people 


...and for the clergy... 


6. (SBU) Tinh further stated that the CRA has h 
for religious leaders. In April 

various religious groups attended a seminar in | 
leaders attended a session in Hue and another 
HCMC (REF B). The CRA is planning to organi 
seminars for local officials and religious leaders 
months. Poloff asked whether public security o 
participated in programs for local officials and re 
Tinh replied that police and security officials fro: 
will receive special training from the Ministry of | 
(MPS). (Note: We have requested a meeting w 
Cooperation Department at MPS for a briefing c 
however we have yet to receive an appointment 


...and a pilot project for Protestant registration. 
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7. (SBU) Tinh asked Tran Minh Hung 
Protestant Affairs to elaborate on the CRA\'s ей 
the registration of Protestant house-churches in 
stated that there are more than 100 

fourteen provinces in the region. Over ninety pe 
HYmong 

30-31 

fourteen PPCs to explain the registration proces 
charged with formulating an implementation pla 
June 

commune level to discuss these plans. Tinh cle 
Embassy team will not be able to participate or 
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conferences. 


8. (SBU) Hung stated that in addition to these g 
sessions 

pilot provinces for house-church registration. № 
Giang have both agreed to register two ECVN c 
Cai has committed to registering another four. 
all eight will be officially registered by the end of 
the completion of these pilot registrations 
results and may generalize the implementation 
addition to the CRA\'s program 

implementing their own pilot registrations 

likely to be registered in Thai Nguyen and seveı 
Hung said. Poloff noted that there are over 1 
congregations in the fourteen Northern province 
can expect more than just these preliminary eig 
registrations. Tinh replied that the CRA does nı 
resources to focus on more than three province 


The EU confirms some of this in Lao Cai... 


9. (SBU) On June 13 

the EU-troika\'s recent trip to Lao Cai 

(Note: The EU modeled their visit on Poloff\'s re 
Cai and Ha Giang - REFS A and C - and it was 
with ECVN. End Note.) EC poloff stated that th 
the EU team that the province is \"making effort 
new framework on religion\" 

the provincial 

the District People\'s Committee (DPC) asserteı 
Protestant groups under their jurisdiction remair 
it leads to conflict between traditional HYmong e 
new congregants. This is especially problemati 
worship traditionally depends on land tenures in 
tensions arise in the community we have to act 


10. (SBU) In Ta Cu Ty commune in Bac Ha the 
officials who stated that the Protestant congreg: 
majority HYMong Christian area have not been ; 
officially because they do not meet two requiren 
did not form themselves properly 

illiterate and untrained. They also contradicted 
from the ECVN that several villagers from the cı 
detained. After an hour\'s hike to the village of . 
asked the village headman to introduce them to 
detained villagers. \"After a long pause punctue 
officer speaking rapidly in H\'mong 

individuals were in the village but \"their houses 
kilometers distant.\" The EU assesses that the 
prepared for their request to meet with Protesta 
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and they were not allowed to do so based on thi 
excuses. 


.. and in Lai Chau 


11. (SBU) In Lai Chau 

(and for the first time to anyone) that the provin: 
10 

community 

the province prior to 1954. To date 
congregations have applied for registration. Th 
register congregations but will only approve app 
groups that V'contribute to social well-being 
have received formal approval from the central. 
Director of the Provincial Committee on Religior 
Minorities also told the EU that the provincial ple 
registration requires each congregation to 1) co 
organization; 2) find a leader well versed in the : 
Protestant Christianity; and 

documentation. If a house church has achievet 
will then be permitted to contact ECVN in Hanoi 
process of establishing membership in the chur 
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asked how any congregation in this remote 
could possibly satisfy any of these requirement: 
finding a well-trained pastor 

Director replied: V'The provincial CRA will train t 
the religion and the process. V 


12. (SBU) The EU officers were permitted to vis 
H\'Mong villages in Lai Chau. The first 

Nhi Tang Commune of Tam Duong District 
only forty minutes from Lai Chau City. The villa: 
hamlet with one half HYmong and the other Ног 
Provincial officials allowed the EU to have a priv 
the village headman who explained that the maj 
residents are Protestants 

week in a house but their deacon does not live i 
Officials later told the EU that if they returned о! 
could meet the deacon and observe the congre 
headman showed the EU two bibles - one publi: 
Vietnamese) in the United States and the other 
origin published in HYmong language. The dele 
visit the home where the congregation gathers 1 
reported seeing a crude lectern 

clipped from a newspaper depicting DPM Vu Kr 
leaders in Hanoi appeared to have been hangin 
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time. The headman noted that the congregatioı 
police harassment until 2003 

then. An elderly Hoa man working in the fields ' 
Christian told the delegation that economic cont 
have gotten worse over the years as the GVN h 
land away from individuals. 


13. (SBU) On the following day 

village of Pao Phang (#1) in Phin Ho Commune 
The village was at the top of a mountain which 
after a four-hour hike up a steep track. The me 
delegation who managed to make it to the villag 
headman 

reiterated standard rural points to the delegatior 
social development 

marry before the age of eighteen or twenty. V Tr 
thirteen year old wife of the police officer killed c 
chicken for the delegation while tending her two 
EUV's request 

headman was invited into the meeting to be inte 
ill-informed about Christian doctrine and could r 
significance of Christmas. He did 

is Vless expensive\" than traditional HYmong rel 
is why he converted. (Note: Embassy Poloffs h 
other rural villages. The reasoning is that traditi 
religious practices require regular sacrifices of E 
livestock 

End Note.) The man also explained that he tra 
another village for services conducted by a dea: 
to visit ECVN in Hanoi. After the long trip to Pa 
delegation did not have enough time to make th 
the PPC in Dien Bien Phu in Dien Bien province 
their trip. 


ECVN adds some details on CRA plans... 


14. (SBU) On June 14 

General Secretay Pastor Au Quang Vinh. He re 
representatives last met with CRA on June 10. 

others about the eight congregation pilot progra 
assist the GVN in the execution of its implemen 
three things. First 

applications to provincial governments on behal 
congregations because the PPCs are \"receivin: 
applications.\" Vinh showed Embassy team a b 
unopened application letters returned by the Ha 
CRA passed back to the ECVN at the meeting. 

that the letters were improperly addressed as th 
VCommittee on Religion and Ethnicity" and so 

Note.) Second 
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officials and cadres in Protestant provinces EC\ 
house church congregations not to gather at ple 
Believers should only worship at home for the ti 
registration process will be halted until after the 
are completed. Finally 

ascertaining whether applicant congregations ai 
with ECVN or are more closely associated with 
that have proselytized in the area in the past. V 
since the Christian Missionary AllianceVs efforts 
allegiance of a number of house churches in the 
ago 

to deacons of congregations with which they ha 
relationship. 
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...confirms EU reporting... 


15. (SBU) Poloff asked if the CRA told the ECV 
will train house church pastors \"about the religi 
as reported by the EU. Vinh said that ECVN ha 
assertions from CRA and other officials. The C 
strong objections to an article published in \"Fat 
a publication closely associated with the Vietnar 
(the umbrella organization usually responsible fi 
training) written by Dang Nghiem Van 
provincial ethnic affairs 

H\'mong Protestantism. ECVN\'s most serious 
article reiterated the common belief amongst loı 
the words \"Vang Chu\" are related to a Lao-bas 
states that Vang Chu is just the HYmong word fi 
synonymously with Jesus Christ in Protestant H 
Protestants 

groups. If this is the kind of thing the CRA апа” 
cadres will teach 

Protestants 


...and provides an update on ECVN activities ar 


16. (SBU) Vinh stated that ECVN has added for 
minority congregations since the beginning of 2! 
of 1 

applied to register but none have received perm 
Of the remaining third 

response to other applications before submitting 
congregations (around 140) believe that they he 
register as they are able to worship as the pleas 
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harassment now. The small remainder has not 
\"technical and logistical problems 


17. (SBU) In sum 

not getting worse in the North 

not aware of any new police harassment or arre 
Vinh theorized that local officials are \"waiting fo 
happen\" before they move forward (or backwar 
also said that it is not yet clear if the CRAVs pro: 
will be as strong and as successful as their earl 
central highlands. Nevertheless 

later the GVN will have to recognize congregati 
especially V'now that Vietnam has entered the V 


Comment 


18. (SBU) It is clear that the GVN has develope 
implementation plan to begin registration of Pro 
congregations in the North 

that they expect to register by the end of the Jul 
disappointingly few. It is also worrying that the ( 
ECVN to delay submission of applications for bi 
well as to keep from assisting congregations in 
generally 

facilitate progress while preventing individual pr 
obstructing the process. Most disconcerting is 1 
report that CRA and provincial officials expect tl 
primary responsibility for training local religious 
their own beliefs. We are hopeful that the ECV 
will succeed in convincing the CRA that religiou: 
to be able to train their own clergy and to assist 
congregations to rapidly organize 

believers. A visit from Ambassador Hanford wo 
this message 

is not sufficient. The GVN will have to convince 
community that its first steps in the Northwest h 
the beginning of a campaign to provide real relic 


BOARDMAN 
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3. On June 12 

Fisheries (MAFF) announced that it would susp 
poultry meat from Hungary due to outbreaks of 
pathogenic avian influenza in that country. MAF 
requesting further information from the governrr 
Hungary on the outbreak. Japan imported 193 
poultry meat and 331 tons of poultry guts from Е 
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2005 
gras. 


-- Hundreds of Dead Migratory Birds Wash Up i 
Prefecture -- 


4. Officials have found hundreds of dead migrat 
that have washed up on the shores of Miyagi Pr 
between Natori and Iwanuma Cities. The prefe: 
Conservation Division said the birds were Shea 
type of seabird. They blamed the deaths on po 
and said that there was no concern that avian ir 
to blame. The birds typically migrate from Austi 
Siberia between the spring and summer 

Japan along the way. Officials sent three of the 
birds to a health facility in Sendai City 

used a quick test to check for avian influenza. ` 
results all came back negative. 


-- More Vaccine Needed for this Winter\'s Seas: 


5. The Ministry of Health 

that between 21.5 and 22.8 million ampoules of 
influenza vaccine will be needed for the upcomi 
season. This is up one million ampoules from t 
year. The number of ampoules will be able to tı 
than 40 million people. Four Japanese vaccine 
be able to supply 23 million ampoules to satisfy 
demand. The Ministry also mentioned that an a 
million ampoules might become necessary to re 
potential increase in demand from individuals w 
a seasonal influenza vaccination if a patient suf! 
from avian influenza is detected in Japan. 


-- High School Agriculture Students Take Small 
Prevent Al -- 


6. Students at the Nogei High School in Nantan 
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Prefecture have designed a poultry house that £ 
reduces the amount of stress chickens feel whe 
such facilities. The students were prohibited frc 
poultry due to an avian influenza outbreak that c 
the area in early 2004 

restart the program 

redesign the schools chicken coops by taking i 
consideration avian influenza prevention measu 
ways to prevent unwanted contact with wild bird 
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school\'s original cages were built so that each | 
kept in aseparate 20x40x40 centimeter enclosı 
also laid their eggs 

birds coexist in a larger 150x180x175 centimete 
is outfitted with perches and egg laying areas th 
covered with a black cloth to reduce stress. Thi 
report that though the chickens are laying slight 
eggs 

activity will provide the students with an idea of 

produce safe and secure agricultural products. 
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the full extent of the outbreak were made public 
End Summary. 


Possible Al Death in East Java 


2. (SBU) Jawa Pos reported June 6 that Aditya 

Saputra (10 months old) of Sukowiyono village 

Tulungagung Regency 

Iskak Hospital in Tulungagung of suspected Avi 
Influenza (Al). The child was reportedly sick for 
three days with Al symptoms before dieing. Thi 
article also stated that approximately 100 chicke 
recently died not far from the child\'s house and 
goat that lived next to his house collapsed and « 
instantly the previous day. 


3. (SBU) ConGen Surabaya staff followed up wi 
local hospital officials that treated the child and 
Tulungagung Regency human health and anim: 
husbandry officials. Tri Widyo Agus Basuki 
Affairs Director of Dr. Iskak Hospital in 
Tulungagung stated that the child died and the 
child\'s body was removed from the hospital for 
burial before any medical tests were done. 
According to Basuki 

time the child was admitted did not consider tes 
for Al. Apparently 

and the medical lab was closed. The inexperier 
duty doctor decided to wait until the lab opened 
Monday morning at 8:00 am to draw blood sam| 
Aditya died at 5:00 am Monday morning and 
local custom 

half an hour later. It was not until a neighbor 
noticed the victim\'s older brother Rizal Prasdar 
Efendi (7 years old) was ill with similar symptorr 
that anyone thought to test for Al. By then 
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too late because Aditya was already buried. 


4. (SBU) Rizal was admitted to the local hospita 
June 7 with a high fever and respiratory infectio 
symptoms. Basuki informed ConGen staff that 
was in much better condition than his brother at 
time of admission but is being isolated and was 
tested for Al. Basuki confimed on June 12 that 
Rizal\'s Al tests were negative 

suspicion of an Al cluster in Tulungagung. 
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5. (SBU) Affandi 

of Basic Health Office in Tulungagung 

that local government is treating Aditya\'s death 
like an Al case and conducted a large disinfecte 
spraying campaign in the patient\'s neighborhoc 
some of bird shops in Tulungagung. His office r 
distributed Tamiflu tablets to 28 local medical 
clinics in Tulungagung and doctors were briefec 
Al symptoms and when to use the drug. Affand 
admitted it is standard procedure to draw blood 
any patient with a high fever as soon as they аг 
admitted and that the hospital did not properly 
follow procedure. 


Animal Health Official Spills the Beans 


6. (SBU) In a June 7 interview with ConGen sta 
Danduk Sudarham 

Husbandry Department 

in the Jawa Pos article claiming that only 43 
chickens in the regency had perished from AI in 
regency in the past month. He stated that the 
deaths now were nothing compared to the 600 
poultry that died from AI in the regency from 
October 2003 to February 2004. He seemed de 
and concerned that ConGen was taking an intei 
the case. On June 8 

story that the Tulungagung Animal Husbandry 
Department was withholding information that 
thousands of birds had recently died from Al in * 
regency. Surya claims to have read confidentia 
information from a file on SudarhamVs desk wh: 
left the room during an interview 

more serious Al problem in the Tulungagung pc 
population that had been publicly reported. The 
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story also claims that when confronted with the 
stolen information 

underreporting the problem and pleaded with th 
journalists to not publish the data for fear of a 
public panic. 


7. (SBU) The following day both Surya and Jaw 
newspapers reported hundreds of Al related po 
deaths in Tulungagung regency and Surya publ 
photograph of a pit filled with several hundred d 
birds being cremated. The story published rem 
by Sudarham downplaying the situation stating ! 
the incidents were isolated and not indicative of 
more widespread problem. After repeated effoi 
ConGen was able to make contact again with S 
on June 13. He claimed that the information 

uncovered by the reporters was from 2005 and 
what he had told us was accurate. Sundarham 
a loss to explain the photograph of the dead bir 
or his previous statement to ConGen staff that t 
were no reported Al poultry deaths in Tulungagı 
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2005. 


Health Expert Calls For Transparency 


8. (SBU) East Java Al expert 

publicly called for government officials to be mo 
transparent in reporting the AI situation in 
Indonesia to the public in a June 12 interview 
published in the Jakarta Post. Nidom is a leadit 
researcher on ΑΙ at the Tropical Disease Cente! 
Airlangga University 

university 

local 

attempts to \"cover-up\" or downplay the severit 
the Al problem in Indonesia. Nidom is working : 
research at the University of Tokyo 

samples taken from Indonesian swine 

the H5N1 virus in East Java has mutated to bec 
transmittable to humans. 


Comment 


9. (SBU) In light of the economic and social dan 
facing the North Sumatra village caused by the 
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cluster 

sorely tempted to not report or underreport Al 
outbreaks in their districts. The motivation to \"n 
cause a public panic\" is strong because the pul 
is likely to panic if facing a serious Al outbreak. 
By the time Aditya was taken to the hospital 

too weak to have blood taken. However 

health officials and doctors been aware of the 
extent ofthe Al outbreak in Tulungagung\'s pou 
population 

for Al prior to releasing his body to the parents. 


AMSELEM 
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facto\" decision to re-open the market by the tirr 
Prime Minister 

Minister of Health 

with this decision 

priority 

Japan could send only three teams to audit U.S 
facilities. End summary 


2.. (C ) During a June 15 meeting 

Cabinet Secretary Abe discussed efforts to lift J 
on the import of U.S. beef. Abe began by prom 
closely with the U.S. until he saw American bee 
tables of Japanese households. To accomplist 
Abe said 

closely together. The Ambassador replied that 
thorny and difficult issue. We were concerned t 
market was not reopened before the Prime Min 
Washington 

languish for months. 


3. (C) Abe said that he understood this positioi 
said that 

be making a decision to reopen the beef marke 
the upcoming meeting of the Prime Minister anc 
As a result 

decision to start the process leading to the reop 
market. This would be a de facto decision to re 
asserted. If we can make this decision then thi: 
be substantively resolved when the Prime Minis 
U.S 

the Japanese market. 


4. (C) The Ambassador asked if Abe could prc 
that Japan would lift its ban on U.S. beef immec 
the Prime Minister 
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there were some parts of the GOJ that remaine 
Abe had personally made up his mind to make ! 
lift the ban before the Prime Minister 
Ambassador pointed out that was what concern 
of Labor 

that he still has reservations. We were concern 
the Summit 

delayed. Should that happen 

and destructive to our relationship. Abe said th: 
talked to Kawasaki many times about the beef i: 
he was confident that Kawasaki would go along 
decision to reopen the market. 


5.. (C) The Ambassador asked Abe to clarify \ 
would only send three teams to audit U.S. beef 
Abe stated that MLHW was short-staffed and h: 
insisted that it could only send two teams. The 
added MAFF personnel so that three teams cot 
U.S. This was the maximum number of teams : 
sent 


6. (C) Abe said the end of the current Diet ses: 
week was an important factor to consider. Durii 
session 

bill. This is why MLHW Minister Kawasaki had | 
cautious on beef. If the Diet 

had taken up discussion on beef 

consideration of the health reform bill and this м 
had significant budget ramifications. Fortunatel 
has just been passed making it easier for the G 
Vde facto\" decision. 
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is responsible for that attack. Now that he has b 
arrested 

Hindu and Muslims communities are peaceful 
little reason to fear violence as the election sea: 
progresses. 


NGOs Concerned and Nervous 


6. Civil society NGO\'s expressed a higher lev 
to us. Leaders of Uttoron and Rupantor 
Khulna 

are beginning to feel \"shaky.\" Rupantor claims 
were scared by local gangs into voting for funde 
candidates in 2001 and could again be targets с 
intimidation. Uttoron says there are patterns of 
discrimination in the voter rolls and minorities ar 
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getting enumerated. Most NGO\'s believe area: 
enumerators were overlooked not because of rr 
rather due to enumerator incompetence. 


7. |n Jessore 

minority groups and NGOs are facing. At the f 
visited 

the upcoming elections and discussion of their [ 
This was in marked contrast to our visit to Right 
an NGO particularly known for anti-trafficking ac 
(Jessore is the closest city to Benapole 

border crossing in Bangladesh.) Our schedulec 
NGO\'s executive director and two junior staff rr 
short and no substantive information was exche 


8. Acallto the executive director later in the d 
confirmed our suspicions: one of the \"junior sta 
was an officer from the Director General of Forc 
Intelligence (DGFI). The executive director ask 
at our hotel 

will lose three or four of its current six southwes 
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parliamentary seats in a free and fair election 
MP from Jessore -- the current Environment an 
minister -- would use his ties to illegal organizat 
intimidate local minority voters. 


Residents Praise Improved Law and Order Situ. 


9. The consensus from residents spoken to oi 
that law and order had improved dramatically in 
years. Residents of small villages 

Khulna 

gangs that have operated there for over 30 yeaı 
gangs 

in theft 

interference from local government. In 2001 
time 

and Jamaat Islami 

other governments had failed in stopping these 
activities. 


10. Residents say that through Operation Clee 
of the Rapid Action Battalion (RAB) 

activity 

Business is again growing 

participate in activities after dark 
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violent crime rates have dropped significantly. ( 
society rightly protests the extra-judicial killings 
torture 

Ordinary residents 

the police were targeting genuine \"bad guys\" a 
threat to society at large. 


Everyday Concerns 


11. Since most people seem unconcerned abc 
the elections 

the area faced were. Villagers in all areas talke 
rising prices of food 

commodities. There were also specific local co 
primarily around the larger cities. 


12. In Jessore 

government sponsored engineering project. In 
reduce the damage from seasonal flooding 
constructed a series of dikes and levees which 
year-long standing water to thousands of forme 
acres. Many people allege that money for projet 
alleviate the water logging has been stolen by c 
politicians. 


13. In Khulna 

and social impact of the shrimp industry. While 
substantial source of revenue to the region and 
dedicating former farmland to salt-water shrimp 
having a huge impact on the future ability to gro 
in that region. There is also some concern that 
of the shrimp ponds is not trickling down. In fac 
increasing salinity of the land and streams is ha 
negative economic impact on village families 
that local government is not responsive to their 


Indigenous People Struggle for Land Rights 


14. Indigenous people in the southwest face tr 
of land grabbing that they face elsewhere in the 
the Kashipur village in Satkhira district 

spoke about recent violence over ownership of . 
(less than an acre) next to their homes. The Mt 
relatively small indigenous group in Bangladesh 
a Hindu-influenced form of animism. Like many 
people 

have traditionally occupied 

displacement. Their village was once surround 
farms; it now sits like an island in the middle of | 
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shrimp ponds 

recently tried to erect a sanitary latrine on this p 
land 

tract in 1994; the seller\'s job 

listed as \"deed writer.\" Several villagers were 
thugs hired to drive off the NGO and intimidate : 
residents. Cases have been filed at the local pc 
station 


15. The village is divided in its attitude toward : 
MP. Leaders believe the JI MP was not involvec 
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attempted land grab 

dealing with the villagers. This is similar to the | 
type of support seen for Golam Parwar 

whose constituency is almost 40% Hindu (see r 
half of the Kashipur village families 

former AL MP 

name and adopt his Hindu name. 


Comment 


16. Significantly 

the country for 30 years 

concerned about attacks against minorities. Ev 
targets of attacks seem satisfied that relations k 
groups are healthy and the BNP has sufficiently 
and order. Because elections are still many mc 
most villagers seemed more concerned about e 
than the elections. One priest told us that we st 
to see fears rise as the elections near 

continue to monitor this area. NGO\'s are prep: 
observers before 


17. Itis also unusual to hear local villagers dis: 
the importance of environmental issues. The di 
farmland in this heavily populated country is a n 
survival for these villagers 

these issues if they expect to retain these seats 
averting any further ecological destruction. 
BUTENIS 
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the message of the Damascus Spring to the wo 
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political prisoners of Syria.\" He called on Eurof 
countries to increase pressure on the SARG to 
political prisoners 

introduce democracy. Should the SARG not ch 
policies 

ambassadors 

motivated purely for political reasons is unclear. 
former Damascus Spring detainee Walid al-Bur 
early June that the SARG had been confiscating 
Homsi\'s assets and that at that time 
contemplating a move to Jordan. Homsi 

of the SARG since his release (ref B) 

shady businessman suspected of making his fo 
smuggling and dealings with RifaVat and Basel . 


4. (C) REPORTS OF UPCOMING RELEASE ( 
DECLARATION SIGNATORIES CIRCULATE: 
press statement by the National Organization o 
jailed Damascus-Beirut Declaration (DBD) signi 
Muni 

released shortly from SARG custody. The relez 
three men\'s testimony during a June 13 investi: 
that they had not signed the DBD 

against Syria 

rights activist Faisal Badr noted to Poloff on Jur 
all three men were members of the Democratic 
Union 

Abdulazeem had used his long-rumored SARG 
the men freed. However 

men remained imprisoned. 


5. (C) WRITER SENTENCED TO SIX ΜΟΝΤΕ 
ar-Ragga military court convicted civil society ac 
writer Mohammed Ghanem of insulting the Pre: 
the country's dignity during a time of war 
sectarian feuds on June 6. Ghanem was sente 
prison 

ar-Raqqa. Ghanem 

website surion.org and is Alawite 

Syrian Military Intelligence officers (ref C). 
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SECHE 
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to counterattack Fukuda 


(8) Abe supporters (Part 2): A highly energetic c 
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samurai\" launches 94-member second chance 


(9) Japan embassy in US rebuts whaling critics: 


(10) Editorial: Japan should stress need for con 
scientific basis 


(11) Editorial: BOJ governor must quickly resigr 
ARTICLES: 
(1) Defense Agency plans to cut 7 


SANKEI (Page 2) (Full) 
June 15 


The Defense Agency has presented a governm 
reform task force\'s secretariat with a plan to геи 
7 

the agency will reduce about 6 

addition 

Defense Medical College (NDMC) 

Tokorozawa 

their status change to independent administrati\ 
As a result of incorporating the NDMC as а star 
National Defense Academy 

Kanagawa Prefecture 

advisability of changing its administrative status 
standalone. 


With the enactment of a law for the promotion c 
reform 

2005 in the employment of national public servic 
the end of fiscal 2010 

government will shortly made a cabinet decisior 
personnel reduction plan. 


The task force secretariat makes no exception ı 
Agency and has requested the agency to reduc 
personnel. The agency 
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Forces should not be in the same category with 
employees. The agency has now hammered ou 
personnel reduction of about 6 

Maritime 

including administrative and welfare sections. 


But the planned reduction is half the level reque 
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Defense Agency chose to incorporate the NDM' 
with independent administrative status. This chc 
part to underscore the agency's belt-tightening 
organization 


The NDMC and its hospitals currently have a to 
personnel on their payroll. They include a teach 
about 250 

about 400. However 

with the NDMC and its hospitals becoming incoi 
independent administrative status. However 
monthly provided with about 100 

current status of special government employee: 


Deregulation is under way with other national ur 
incorporating their medical departments as inde 
administrative entities. Meanwhile 

the cutting edge of medical treatment against th 
stagnated research with private- and governme 
institutions 

agency is also aiming to improve the profitability 
hospitals with better services 

for local communities. 


In the Defense Agency community 

cautious about the idea of incorporating the МО! 
independent administrative body since the МОМ 
institute of SDF medical officers. “Тһе governmr 
consider incorporating the National Defense Ac 
gateway for the SDF leadership 


(2) Gowt to tighten trade controls for antiterrori: 
international cooperation 


SANKEI (Page 2) (Abridged) 
June 15 


The Ministry of Economy 

yesterday to strengthen trade controls in order t 
Japanese products from being used for weapor 
(WMD) or terrorism. METI is also preparing legi 
not only to embargo materials related to nucleaı 
weapons but also to halt their transshipments a 
through Japan. The government fears that terro 
advantage of trade as a loophole to get through 
economic sanctions including asset freezing. M 
consider a system that can prohibit all export-irr 
transactions for terrorist-related groups and indi 
government will also aim at even more effective 
under the international regime of counterterroris 
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The Industrial Structure Council 

minister 

meeting 

review of cabinet orders and ministry ordinance 
thinking of revising the Foreign Exchange and F 
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Control Law and other relevant laws. 


The government will step up its surveillance of | 
transits in Japan for WMD-convertible materials 
government will also strictly oversee Japanese 1 
transactions via third countries. In order to heigl 
effectiveness of economic sanctions against ter 
will freeze the assets of 511 individuals or group 
terrorists by the United Nations or Group of Eig! 
nations and will also freeze their trade in its enti 
the government will contain the incomings and « 
The government will invoke de facto economic : 
expanded scope of trade controls. 


In addition 

exports to countries that have military potential. 
therefore announce the names of foreign comp: 
for indirect exports. METI will call on Japanese : 
export their products to these foreign companie 
has not restricted trade up to 1 million yen or uf 
for North Korea and other countries with military 
government will abolish this small-sum exceptio 


(3) LDP panel decides on annual 4% cut in OD/ 


MAINICHI (Page 2) (Full) 
Evening 


The Liberal Democratic Partys Project Team o 
decided yesterday to slash the official developrr 
(ODA) budget by 496 annually for the five years 
FY2007. In FY2006 

budget 

will be reduced to 620 billion yen in FY 2011. 


The government has set up the goal as an inter 
increasing the nation's ODA spending by 10 bil 
the total amount of ODA disbursements (8.9 bill 
FY2004. The actual record for FY2005 was 13. 
about 4.2 billion dollars more than the previous 
Finance Ministry has viewed it possible to augm 
disbursements by relinquishing claims on bad lc 
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countries even if the ODA budget is trimmed. 


The Foreign Ministry has reacted to the project 
to slash ODA funds 

Japanese international opinion 

is necessary as an essential diplomatic means. 
Ministry official commented: \"Now that efforts a 
cut spending in a strict manner within the natior 
of financial assistance to other countries is also 


(4) Opinion column -- Need for explanation або! 
number of BSE-infected cattle in US 


YOMIURI (Page 13) (Full) 
June 14 


By Yoji Totsuka 


Japan is likely to reopen its market to US beef = 
days 
frequently crops up in daily conversations even 
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is perhaps because BSE and the variant Creutz 
(vCJD) -- a disease that causes spongy degene 
and madness -- are allegedly closely linked to e 
the same agents are involved. 


The BSE issue draws strong public concern anc 
coverage by the news media. It is a serious pro 
something unclear about the issue. For exampl 
that Japan is less dangerous than the United St 
European Union (EU) in terms of the vCJD infec 
discovery frequency of BSE-infected cattle? 


Some of scientific statistics are incomprehensib 
nonprofessionals. So most people may think it i: 
data analysis to specialists 

itis possible to shed light on the issue from vari 
an easy 


| have worked as a researcher in experimental | 
analyzed data from various angles for many уе 
experience 

be of help to nonprofessionals 


The first thing to do to reach this end is to obtait 
international organizations 
for Animal Health (OIE) 
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patients 

amounts of beef consumption 

raised. There is no sign of the diseases vCJD a 
eradicated 


When it comes to the numbers of BSE-infected 
United States does not conduct blanket testing 
infected cattle in that country is estimated as of 
be 10 or less if blanket testing were to be carrie 
This estimate 

The figure 


Based on the figures obtained from OIE 

infection risk and the discovery frequency of BS 
cattle. Indices that will be used in this regard are 
that can be obtained by: 1) dividing the number 
patients by the amount of beef consumption; an 
number of BSE-infected cattle by the number ol 


The chart here shows the results of this calculai 


US Japan EU 
Number of vCJD patients (as of August 2005) 
1 1 177 
Number of head of BSE-infected cattle (for 200! 
Estimated to be 10 or less 7 438 
Number of vCJD patients per area where 10 mi 
consumed (as of August 2005) 
0.1 1.2 24 
Number of head of BSE-infected cattle discover 
million head of cattle raised (2005) 
1 or less 15 55 


In terms of the number of vCUD patients occurri 
where 10 million tons of beef are consumed 
patients 

number of BSE-infected cattle discovered in eaı 
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million head of cattle 
US has one or less. 


In both cases 

not correct to say that Japan is safe from BSE. 
of vCJD has yet to be made crystal clear 

is to further raise its safety levels and make effc 
the bud any possibilities of causing an epidemic 


Assuming that the estimated number of ВЅЕ-іпі 
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US is reliably correct 
again shortly 


| think many Japanese like me would like the U! 
account of the correctness of the estimated figu 
further ensure the safety of US beef. 


(5) Reading the data on finances: Deregulation 
potential growth rate 


NIHON KEIZAI (Page 5) (Full) 
June 15 


Is Japan more strongly regulated than other cot 
Organization for Economic Cooperation and De 
conducts a survey of this kind. In the survey 
some 800 items are assessed on a scale of six. 
comparison between countries with Japan\'s lev 
in 1998 as 100. 


According to this comparison 

68. This was the result of regulations centering 
transportation and telecommunications having k 
more. 


Compared to the United States and European r 
levels of regulations are lower than those of Fra 
But the US and Britain 

Japan 

up with the US\' levels in 1998. The US eased it 
53 in 2003. 


According to the OECD 

for 2003-2007 is predicted to be 396 on average 
Britain is estimated at 2.796. These two advanct 
of deregulation are predicted to have strong pot 
economic growth. Meanwhile 

estimated to be 1.596 

of Germany 

deregulation. 


The OECD points out that Japan still allows the 
sectors strong involvement. Japan needs to pt 
by taking advantage of special zones for deregt 
to enhance potential economic growth 

increase in tax revenues will lead to rebuilding it 


(6) Period of residency for foreign workers to be 
five years 
students to be granted one year to find job 


Column 3 
NIHON KEIZAI (Top Play) (Slightly abridged) 
June 13 
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The Liberal Democratic Party (LDP) is now look 
comprehensive measures on foreign workers. 1 
package was unveiled yesterday. According to | 
period for which foreign workers are permitted t 
will be extended from three years to five years 
The length of residency for foreign college grad 
find jobs in Japan will be extended from the curi 
to one year. The aim is to secure a stable labor 
arrival of an age of depopulation 

such extensions will likely encounter complicatic 


Unified control of residency information 


The Special LDP Commission on the Foreign V 
by Yoshio Kimura 

the end of the month. The LDP intends to call o 
to revise the Immigration Control Law during ne 
Diet session at the earliest. 


The period of residency allowed to foreigners is 
three years under the current system. The enteı 
one year 

workers in such areas as information technolog 
five years. When the termination of their visas c 
foreign workers need to go to their nearest imm 
offices and submit applications for an extension 


Extension of the period for which foreign workeı 
to stay is expected to reduce troublesome proce 
undergo. It will also become unnecessary for th 
such procedures. As such 

current system have grown stronger. Out of cor 
labor shortage 

call that restrictions on their accepting foreign w 
be eased. 


The LDP is seeking to extend the period of resit 
foreign workers to five years 

types of jobs eligible for such an extension out ¢ 
for the domestic employment situation. A plan t 
green card system like that of the US 

with expertise and technology 

permanent residency 


Column 3 

In assisting foreign students 

foreign graduates of Japanese universities to st 
days. However 

measure 

find ajob. The LDP is calling for a further exten: 
period of residency. 


The package also included measures to avoid ε 
extended residency of foreigners on security an 
entities that accept foreign workers. To this end 
will be given to a system under which the Justic 
manages foreign workers! registration informat 
governments are now in charge of 

that their residency status after entering Japan ‹ 
grasped. 


In order to avoid such trouble as nonpayment o 
for a regular inspection of companiesY foreign м 
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system will be introduced. Training to nurture qt 
and a practical technical trading system will alsc 


(7) Abe supporters (Part 1): Huge \"second спа 
to counterattack Fukuda 


TOKYO SHIMBUN (Page 2) (Abridged) 
June 13 


Yuji Yamamoto 

members -- began preparing to support Chief C 
Shinzo Abe 

Party presidential election in September. Yamaı 
the Komura faction 

Abe the Mori faction. 


A variety of opinion polls conducted in late May 
support for former Chief Cabinet Secretary Yas 
view was also prevalent that Fukuda might achi 
behind victory. 


Yamamoto and others had not expected Fukud: 
closely. An innovative idea was necessary to tul 
around. 


Being a cabinet minister 

Minister Yoshiro Mori 

strictly ordered the members not to rally around 
individuals. Given all those restrictions 


Column 3 
difficult to devise ways to divert public attention 
to Abe. 


They finally came up with the idea of establishir 
parliamentary group to support Abe\'s policies -- 
the Parliamentary League to Support a Second 
the Government\'s Second Chance Promotion ( 
was endeavoring to map out a policy to create | 
people and job-hopping part-time workers. 


Yamamoto 
organizers\' meeting on May 25 and the league\ 
on June 2. 


The government's promotion council was sche: 
interim report on May 30. Yamamoto and others 
learn of the contents of the interim report from / 


They figured that a parliamentarian group to su} 
would elicit a red card 

to support his policies. In fact 

oppose the idea of launching a new league. 


Yamamoto 

lawmakers to join the league 
Yasutoshi Nishimura 

to junior lawmakers. 


Although they told the recruits that the new grot 
do with the presidential race 


Mid-level and junior members eager to back Ab 
the borderline ball 
willingness seemed to reflect the motive to win | 


TOKYO 00003319 008 OF 012 


Abe administration by making clear where they 
stage. 


Although LDP executives initially speculated the 
members would join the league 

put the LDP leadership on high alert. Coinciding 
inaugural meeting 

Indonesia earthquake fund-raising drive in Toky 
the participation of junior members. \"The drive 
squash the league 


Against all odds 
meeting. One member optimistically predicted t| 
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would discourage Fukuda and Foreign Minister 
running in the presidential race. 


Representing less than a one-fourth of the LDP 
group of 94 seems too small to determine the tr 
presidential race. Nevertheless 

supporters were overjoyed with the good start c 
believing that it successfully held back the rise ¢ 


(8) Abe supporters (Part 2): A highly energetic ¢ 
samurai\" launches 94-member second chance 


TOKYO SHIMBUN (Page 2) (Abridged) 
June 14 


The Parliamentary League to Support a Seconc 
on June 2 as a de facto support group for Chief 
Shinzo Abe. But the lineup of its key members r 
somewhat uncomfortable. 


Shinzo Abe has a number of loyal supporters 
Foreign Minister Yasuhisa Shiozaki 
Hiroshige Seko 

policy experts 


The parliamentary league has informally picked 
as its chairman 

Hiroshi Kajiyama 

distinct from Abe 

speak. 


They are a mismatch. They are so different and 
attracted to each other 
a magnet. 


In the 2003 LDP presidential race 

faction backed former Foreign Minister Masahil 
Komura 

votes. Abe 

Yamamoto orchestrated Komura\'s good fight. 


In the race three years ago 

a junior lawmaker. Although his efforts fell short 
the necessary support from 20 Diet members 
fully recognized among junior members. 


Inheriting the political views and determination 1 
the late Chief Cabinet Minister Seiroku Kajiyam 
Kajiyama is often called the best supporting act 
political world. 
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They are far more energetic than Abe\'s origina 
as Shiozaki. The group of Vrogue затигай" is € 
to Abe in seeking the party\'s top job. 


Yamamoto and other latecomers are also undo 
ambition to boost their presence in the party by 
significant role in launching an Abe administrati 


The second chance league is a product of a me 
of Abe and the junior supports. Bringing togethe 
lawmakers 

league by fully utilizing their extensive personal 


Abe is taking a hands-off attitude toward the lez 
a league executive puts it 

and other members. They have been in close ci 
other. 


Abe has not left everything to Yamamoto\'s gro! 
not trying to take control of Abe\'s campaign tea 


Yamamoto envisages sharing the role with origi 
by leaving a policy format 
Shiozaki 


A combination of the policy-savvy original suppc 
highly energetic V'rogue samurai\" would be able 
the summit. But it is extremely difficult for two ct 
different groups to resonate with each other іп | 
nation\'s capitol district replete with jealously an 
misunderstandings. 


(9) Japan embassy in US rebuts whaling critics: 


SANKEI (Page 2) (Full) 
June 15 


WASHINGTON-The Japanese embassy in the 
newspaper articles that hit Japan\'s research wt 
Washington Post carried the articles in its June 
editions. The rebuttal was also carried in the sai 
dated June 13. In this rebuttal 

plans research whaling in the South Pacific Oce 
of all whales there. This research whaling will ni 
schools of whales there 


(10) Editorial: Japan should stress need for con 
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scientific basis 


TOKYO SHIMBUN (Page 5) (Full) 
June 15 


The International Whaling Commission (IWC) w 
meeting in St. Christopher and Nevis 
Caribbean Sea 

the meeting on the need for continued whaling « 
basis. 


One Japanese government official said with a s 
will announced a plan to hold a meeting among 
supportive of or understanding the need of whal 
to aim at normalizing the IWC through this mee 
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Holding a meeting under a different framework : 
Serve as a trigger to break it up. But it is unders 
Japan made the decision. The establishment of 
initially intended to promote commercial whaling 
Britain 

organization in 1948 with the purpose of protect 
developing the whaling industry in an orderly we 
itin 1951. 


In the 1960s 

whaling. Given growing criticism of reckless cat 
movements for humane treatment of animals 
intensified. In 1982 

moratorium on whaling for the next decade. Lat 
countries continued research whaling. The rese 
more than 760 

IWC Science Committee accepted the estimate 


This number might be changed in the upcominc 
true 

between ships and whales 

increasing. Talks have been held since 1994 in 
complete the so-called Revised Management S 
will be the premise for resuming commercial wF 


The RMS is a new whale stock management ar 
connection with this system 

brought up difficult issues related to monitoring 
expenses 

level meeting this spring faltered as antiwhaling 
rejected any compromises 
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RMS would lead to resuming commercial whalir 


As of now 

that has no voting rights 

the remaining 33 are against it. In order to resui 
though 

fourths of all the member countries. Globally 
countries still have a stronger voice. A number ‹ 
countries are also included among the supporte 
Japan 


Under the current situation 

agreement between antiwhaling countries and s 
Given that antiwhaling countries have rejected < 
while avoiding a discussion based on scientific ı 
no other choice but for Japan to reveal a plan tc 
session. 


Even so 

meeting is an important arena to stress the nee 
sustainable whaling. In a bid to secure safe and 
resources for the future 

persistent efforts to persuade other countries. B 
meeting will provide a good opportunity to turn ε 
international opinion on whaling 

including its timing 


(11) Editorial: BOJ governor must quickly resigr 


TOKYO SHIMBUN (Page 5) (Full) 
June 15 
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It has been revealed that Bank of Japan (BOJ) ! 
Fukui invested 10 million yen in the Murakami F 
1999 when he was serving as Fujitsu Research 
The news has caused a stir 

bank\'s independence from the financial market 
lost public confidence 


This is an unprecedentedly abnormal case. Go\ 
10 million yen in the Murakami Fund establishe« 
Murakami 

in violation of the Securities and Exchange Law 
in a Diet session that he had earned profits fron 
until he cancelled the contract in February this y 


Fukui said that he invested the money to back L 
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Fund in response to Murakami\'s remarks that \ 
in collecting money.\" 


Confidence was indispensable for a new type o! 
aware of becoming a poster figure 
to invest. 


The Murakami Fund is a special fund in which c 
or organizations can invest. When Fukui assum 
the BOJ 
central bank is required to be neutral and transp 
failure cannot be dismissed only with the words 
careless. 


The fact of his cancellation of the contract in Fe 
makes us skeptical of FukuiVs deeds. In Februz 
and Exchange Commission and the Tokyo Distı 
Investigation Squad were conducting secret invi 
the Murakami Fund. There were even rumors s. 
investigation of Murakami would be started. іп! 
decided to end its monetary-easing policy. 


Every information on economic affairs goes to F 
cancelled the contract upon learning the circum 
might come under the category of V'ultimate insi 


Ordinary people can earn little interest income v 
money. How much did Fukui earn profits? 


Some market players have begun to take the vi 
BOJ governor owes a lot the government becat 
of him 

over the opposition of the government.\" This ot 
haunt Governor Fukui forever as long as he sta 
detrimental to Fukui as BOJ governor. 


Fukui has no longer been regarded as V'the gov 
implement monetary policy measures while see 
situation and commodity prices in a pure and ok 
In relations with the government 

serious injury in terms of independence. 


The BOJ has held talks on monetary policymak 
removal of the policy of zero-interest rates is on 
issues in the meeting. It can hardly be expectec 
the governor will be able to make judgment on i 
Fukui should resign as BOJ governor. 
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Alliance\" made its debut after being initially bloc 


Newspaper Launches Anti-corruption Campaigr 


2. One of Kuwait\'s leading Arabic-language dai 
week joined the growing voices against corrupti 
process by launching a campaign to combat voi 
announcement came in the June 12 edition witr 
reading 

followed by the subhead 

Combating Vote-Buying.\" With this initiative the 
stance on this key campaign issue. The front ре 
un-attributed editorial that was likely written by t 
Editor-in-Chief. In it the paper promised to fight 
financial embezzlement during the election notir 
come in different kinds of forms 

appealed to the readers as patriotic citizens to r 
The public was invited to report incidents of vott 
telephoning the paper\'s hotline dedicated to the 
campaign. The next day \"Al-Watan\" reported c 
success on its first day of the campaign. It said 
had come into the hotline recounting incidents c 
offering cash rewards and other benefits in excl 


3. In addition to corruption and vote-buying 

well as the fate of electoral constituency redistri 
remained hot topics among the candidates and 
newspapers continued to dedicate large and prt 
role of women voters and candidates in the elec 
Parliament. V'Fadia Al-Saad Demands \'Quota\' 
That Women Candidates in Outlying Areas Hav 
\"Al-Rai Al-Aam 

Tsunami of Elections 


SIPDIS 

continued focus on the topic. The headline \"Al- 
Has Reached an Alarming Level 

demonstrates the continued press focus on cor! 


Local Issues Begin to Emerge in Media 


4. Some local issues are beginning to emerge i 
daily clamor on vote-buying 
issue of education 
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13. In two separate articles 

the candidate Jamal Al-Kandari who argued tha 
education system should be reformed in order t 
Kuwaiti society 

the paper reported the stance of an unnamed w 
stated at aseminar that the educational system 
so that Kuwait could catch up to the rest of the ı 


Television Increases Coverage of Election Issut 


5. In a departure from its normally lackluster co\ 
issues 

topic of women and elections on its weekly proc 
Publication.\" The show adhered to the public n 
interviewing candidates. However 

academic 

of Information. In her comments 

regardless of the outcome of the elections 
historical event for women 

be marginalized. The Minister of Information pr 
TV would cover election night in a neutral mann 
public could expect to see a different kind of ele 
with easy-to-use graphics and charts. The privé 
continued daily coverage on its news broadcast 
and candidate platforms. On its June 13 nightly 
that the top issues being discussed at election { 
corruption 

channel \"The Parliament Dome\" is airing near- 
programming with a conservative leaning. After 
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blocked by the Minister of Information (see refte 
satellite channel "We Want It Alliance\" debute: 
News of the channel\'s successful airing filled b 
posted the satellite frequency. 


Polling Gives Flavor of Public Opinion 


6. Two polls 

a flavor of public opinion on two hot election top 
and outside influence on women\'s voting. \"Al-\ 
reported in its June 14 edition that in answer to 
VWould you sell your vote 

yes. Al-Rai TV conducted a poll on the questior 
influence on a womanVs vote?\" The percentag 
percent while 24 percent said no. 
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Internet and Blogs Keep Pace 


7. Blog sites were busy posting comments fron 
election issues. The hot topics on the Internet r 
the mainstream media. One blogger 
mainstream media 

He or she sent an email to other bloggers conta 
photograph of a campaign event that appeared 
blogger pointed out that on close inspection the 
were clearly duplicated in the photo in order to r 
the rally seem larger than it was. The author ac 
\"meddling\" and \"fabricating\" things for its owr 
it seem that the candidate\'s event was more pc 
was. When the satellite channel \"We Want It A 
its debut this week 

frequency where it could be found. The channe 
announced enthusiastically on many sites 
government of \"trying to ban our channel" (see 
one candidate for the second district launched t 
order to talk to voters . 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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session on August 2 to vote on the bill. While e 
passage of the bill is all but certain 
pan-democratic members of the Bills Committe: 
progress and is attempting to increase pressure 
warning of dire consequences if the legislation i 
by the August 8 deadline. Pan-democratic legis 
they are moving as expeditiously as possibly gh 
complexity of issues. A complicating factor is tr 
Final Appeal\'s agreement to hear a judicial cha 
lower court\'s February ruling granting the Gove 
six-month grace period to enact legislation (see 


2.(C) Comment: These are difficult issues for : 
society. Particularly after the Article 23 debacle 
Hong Kong\'s democracy and civil rights advoce 
much of the general public) are extremely sensi 
potential infringement of their traditional rights a 
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freedoms. The intense scrutiny of every word ir 
pan-democratic legislators (whose ranks include 
Kong\'s most prominent lawyers) 

judicial role into the process of authorizing survi 
is further evidence that many democracy and ci 
advocates here see the court system as their fir 
defense. End Comment and Summary. 


Government Seeking Consensus 


3. (C) While all sides appear to be working in gc 
enact covert surveillance legislation before the 
court-imposed grace period ends on August 8 ( 
government is clearly frustrated with Legco\'s sl 
and has signaled that it may force a vote by Ах 
June 12 

radio program 

scrutinizing the legislation was \"unsatisfactory.\ 
committee has set a June 23 deadline for concl 
work 

clauses. Lee suggested that Legco might have 
session during its summer recess 

mid-July to early October 

said he might ask Legco President Rita Fan to « 
special Legco session on August 2 to vote on tr 
Committee member Philip Wong 

is familiar with its plans 

government had decided to work right up to the 
gain the support of the pan-democratic camp. 
or without such support 

force a vote by August 2 

unless absolutely necessary.\" Wong added the 
cancelled his summer travel plans in anticipatio 
extended session. 


4. (C) The government has the power to deman 
vote on its bill at any time 

certain. Prior to such a vote 

right to offer amendments 

majority support from both the geographical anc 
constituency halves of Legco. While the pan-de 
holds 18 of 30 geographic constituency seats 
of 30 functional constituency seats 

bill virtually impossible without government supr 
pro-government parties 

Alliance for the Betterment and Progress of Hoi 
have already indicated their support for bill (see 


\"Bad Guys\" Would Take Over 
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5. (C) The Government is also attempting to inc 
on the pan-democrats by warning the public of « 
consequences if the legislation is not passed by 
deadline. \"If we don\'t have this law in place wt 
six-month grace period ends 

enforcement agents will not have the legislative 
carry out their work 

He added ominously 
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legislation is not passed. Several pro-governmt 
outlets echoed LeeVs warning. The mass-circu 
Daily News said in an editorial on June 13 that N 
security system would collapse and \"the bad ( 
whatever they wanted" if Legco failed to pass tl 
by the deadline. 


6. (C) Pan-democratic members of the bills corr 
being blamed for the slow progress. During a ^ 
Liberal Party legislator Selina Chow expressed : 
with Democratic Party member James To for qt 
definitions of words like \"judicial 

according to the minutes of the meeting. To res 
\"every word may be controversial. If the bill is t 
drawn up 

meeting 

Stanley Ying at length about the meaning of \"pı 
where people would have a reasonable expecta 
and 

authorization. He asked 

or a VIP room at a restaurant would be conside 
places. Ying responded that if they were open | 
then conversations would not be entitled to reas 
privacy 

this type of questioning 

were V'intentionally dragging their feet\" in order 
issue for the July 1 march. 


7. (C) Pan-democratic legislators 

moving as expeditiously as possible 

trying to strike the right balance between persor 
and security. Civic Party member Ronnie Tong 
blame on the Government 

produce draft legislation following the court rulin 
which overturned the current covert surveillance 
Pan-democratic legislators also point out that th 
committee has been meeting almost daily over’ 
weeks 
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example 

to spy on his opponents since he is not conside 
officer\" under the Government\'s interpretation 
They also charge that a number of terms in the 
and over broad. The term \"preventing crime 
which the bill lists as one justification for conduc 
covert surveillance 

member Margaret Ng. \"What should the trigge 
need to state what the limitations are 


Nobody Spoiling For a Fight 


8. (C) Nevertheless 

legislative battles in Hong Kong involving issues 
freedom and liberty -- notably the controversy sı 
Article 23 legislation in 2003 

constitutional reform and a timetable for univers 
in late 2005 -- both sides appear anxious to avo 
rancorous confrontation. Philip Wong told us tr 
differences on various points in the bill 

all committee members have accepted the over 
the legislation. Likewise 

\"members want to get on with it and get it done 
said that 

on important issues such as the definition of \"p 
security 

faith to address members\' concerns. She add: 
to the former Secretary for Security during the / 
debate 


Another Factor -- Long Hair\'s Court Challenge 


9. (C) Another wild card that could complicate a 
confused situation is the judicial review launche 
legislator \"Long Hair" Leung Kwok-hung. Lonc 
another plaintiff are challenging the decision by 
Justice Michael Hartman in February to delay fc 
the effect of his ruling that the current covert sul 
regime had no legal basis 

law was unconstitutional (see ref a). The Court 
Appeal will hear the case on July 5. 
Cunningham 
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test for me...whether | can command the worke 
of the 2007 local elections. 
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Little Government Action So Far 


8. (SBU) So far the government has taken few 
address these concerns 

terribly effective attempts to mediate labor dispt 
worker/employer education efforts. The Ministr 
Vocational Training appears to still be organizin 
following the approval of a new Minister of Labo 
(ref C). Minister of Commerce Cham Prasidh w 
by the increasing numbers of strikes and warne 
30 that the combination of labor unrest and Viet 
into the WTO could ruin Cambodia\'s garment i! 
Prime Minister Hun Sen mentioned FTU and Cl 
higher wages for civil servants in a May 27 spee 
that the demands were made by \"people with n 
financial management 

civil servant salaries would require canceling inf 
development plans or taxing farmers 


Garment Manufacturers Association Willing to Г 


9. (SBU) GMAC 
become increasing concerned and told Polecon 
that it is willing to accept a higher minimum wag 
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approach the ILO for negotiation assistance. N 
GMAC is extremely frustrated that the governm 
failed to address the issue 

corruption scandal is distracting the relevant off 
GMAC recently sent a highly inflammatory letter 
Minister suggesting that the trade and labor link 
language for the highly successful USG-funded 
Factories Cambodia factory monitoring project) 
scrapped as labor was now more of an impedin 
to the industry. After stern words from the ILO: 
embassy 

their continued support for Better Factories des| 
frustration with the increase in labor disputes. 


Some Garment Buyers Scale Back Planned Ex, 


10. (SBU) GMAC and other labor observers are 
that late delivery and bad press related to the о! 
strikes will lead garment buyers to shift producti 
Cambodia. Garment sector unions--which had 
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contact buyers following the December 2005 cr: 
and human rights activists--have now embracec 
the internet and are bombarding buyers and soc 
responsible consumer groups with details of eve 
routine labor disputes. Ken Loo 

reported that Levi Strauss 

Cambodian-made jeans in 2004 and 10 million 
planned to buy 13 million pairs in 2006 but inste 
downscaled their Cambodia purchases to 8 mill 
reports that Nike and Puma have shelved earlie 
expand purchases from Cambodia. Several lar 
factories have considered moving to Vietnam 
concrete plans in place. Other large factories n 
downsize 

cope with reduced orders 


But a Concerned Gap Goes Ahead with Order | 


11. (SBU) During a June 13 meeting with Char 
the Gap told us that they are quite concerned al 
expanding labor turbulence in Cambodia 

plan to go ahead with plans to increase their pu 
Cambodia. The Gap--which single-handedly ac 
12% of Cambodia\'s GDP--has added new Can 
their base of suppliers and anticipates at least a 
increase in orders from Cambodia. However 
that they had been on the phone frequently to tr 
Cambodia-based vendor compliance officer lea 
of various disputes and that they had been delu 
from all of Sweden\" regarding at a dispute at a 
makes Gap products. Senior Director for Globe 
Deanna Robinson warned that once investors Ik 
difficult to get them back. 


COMMENT 


12. (SBU) This huge increase in labor unrest--t 
coincide with the peak garment production seas 
drawn the attention of garment buyers and led s 
scale back planned expansion of garment prodi 
Cambodia. While KYFTU seems to be motivate 
goals of extorting money from garment factory ‹ 
unions seem to be just sophisticated enough to 
time strikes and how to use the internet for ma» 
without being savvy enough to realize that their 
already having damaging consequences. Thef 
irresponsible unions--KYFTU and CCAW DU--ai 
the bulk of the working days lost is good news 

most Cambodian unions are acting more respo 
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garment buyers may not look closely enough at 
action to realize this. The increased labor unres 
already slowed this year\'s garment sector grow 
even lead to net decreases in jobs and exports 
continues unchecked. 

MUSSOMELI 
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threatening officials in the town where she brou: 
surprisingly successful forced labor case agains 
authorities. The guilty officials served short ser 
and others brought suit against Su Su Nway. S 
directly to NLD headquarters from prison; we m 
June 13. Her soft-spoken manner belied the sti 
convictions. She repeated what she told the pre 
release 

and seen \"Aunty Suu\" (Aung San Suu Kyi) rele 


3. (C) Prison authorities isolated her from other 
she said 

camps. While in prison 

rights with warden Soe Tin 

prisoners working seven days a week for private 
factories 

batons 

with the warden 

bathroom where society threw its human waste 
she said 

things about him and expected him to act corre: 


4. (C) A junior warden told Su Su Nway that ap 
prisoner who had fought for prisoner benefits Πε 
slashed 

that she would continue to fight for the other pri: 
rights regardless. Later she found her food anc 
with camphor 

or fatal health problems. The poisoning stopper 
told her brother at their next closely-monitored r 
if she died unexpectedly 

Prisons. 


...and After 

5. (C) Two Special Branch officers monitor her « 
now that she is back in her village 

visitors can avoid surveillance by coming to her 
dark. Upon her return to her village 

and Development Committee (PDC) chairperso 
permission for two friends who accompanied he 
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house. She called the township police station 
officers came to the village 

to stay 

station. 
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6. (С) Su Su Nway plans to donate the remaind 
funds collected on her behalf within Burma and 
equal shares: to political prisoners; for the educ 
children of political prisoners; lawyers in the NLI 
Legal Assistance Committee who provide pro bı 
support; the NLD Central Executive Committee: 
monks who come to NLD headquarters. She w 
donations on June 19 


7. (C) Su Su Nway said that she takes medicine 
rheumatic heart disease. The NLD supplied he 
while she was in prison. She was planning to ui 
health tests the day she met with us. 


A Fighter's Weapons 

8. (C) Su Su Nway told us she will continue her 
forced labor and free all political prisoners and 
she is engaged in the struggle 

strangers. She told emboffs that she has по! 
communicate from her village 

telephone services are afraid to let her use their 
local politician who allowed her access to his tel 
before her imprisonment has since moved awa 
for outside support to provide a tape recorder 
wants to use to record what officials tell her to n 
record of any refusal to grant appropriate rights 
has said that recording authorities sometimes p 
do the right thing. 


9. (C) Comment: Su Su Nway is quiet 
straightforward 

committed to a cause and prepared to accept tl 
brutal consequences of her advocacy. Internati 
to her case (ref A) 

rights and insistence that they be honored 

to take on violators forced the GOB to handle S 
differently from other political activists. They m: 
continue to allow her more space to operate the 
Su Su Nway is determined to test those limits. 
obtain a hand-phone and tape recorder 

to help hold authorities accountable for their act 


Column 3 
continue her fight for real change from within. E 
STOLTZ 
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better observed than previous ones 

violence. The AL views the action as a success 
announced a series of new protests including a 
Election Commission (EC) for June 20. END SL 


2. The AL and its allies declared a 36-hour hart: 
on Tuesday 

hartal was a follow-on action to the \"siege of DI 
Sunday 

transportation routes into the city for several hoı 
to some violent clashes between law enforceme 
protestors. 


3. Compared to other recent hartals 

relatively well-respected 

observed on the first day than on the second. T 
almost no traffic in downtown Dhaka on Tuesd 
most shops on the main thoroughfares were sh 
However 

on the streets. On the morning of Wednesday 

city was again shut down 

discipline with traffic starting to flow by mid-day. 


SOME VIOLENCE... 


3. Although the hartal was not very violent there 
some incidents worth noting. At 5:30 AM on the 
June 13 five shots were fired at the house of Ele 
Commissioner Justice Mahfuzur Rahman in the 
section of Dnaka. No one was injured in the att 
police brought two night guards from the buildin 
questioning. At approximately 3:45 PM on June 
Molotov cocktails were thrown at the apartment 
Chief Election Commissioner (CEC) М.А. Aziz t 
The CEC 

was not in the vicinity of the attacks 

only superficial damage. 


5. The most serious public disturbance occurret 
morning in Kamrangirchar in southwest Dhaka. 
Kamrangirchar police station head and several ı 
beaten up after they detained a local Awami Le: 
two-hour clash between AL supporters and polit 
reinforcements ensued 

throwing bricks and the police retaliating with te. 
The police chief required 14 stitches for a head 


Column 3 
several other protestors were also injured. 


BUT TO THE OPPOSITION 


6. Dr. Mahiuddin Khan Alamgir 

defended the right of the AL to call the \"siege\" 
saying that this was a political culture \"based oı 
democratic rights that Gandhi fought for\" and tt 
disobedience is the only option left when democ 
processes fail.\" He argued that since the AL h: 
a voice in the Parliament as the democratic opr 
only recourse was to take to the streets. 


7. Bangladesh Observer editor Iqbal Sobhan Cl 
informal advisor to Sheikh Hasina 

considered this week\'s action a success. How 
attributed the good turnout and participation at | 
part to frustration about price increases 

the constant electricity problems 

seems to have started to tap into more success 
Chowdhury echoed Dr. Alamgir\'s statement the 
had few options other than to take their protests 
streets 

backlash if it resorted to this technique too еді 


MORE FOCUSED PROTESTS IN THE COMIN 


8. On Wednesday evening AL president Sheikh 
a series of further protests. This new program e 
more modest and focused actions 

The program includes a demonstration in Dhak 
country-wide demonstration on June 17 
Election Commission in Dhaka and district elect 
across the country on June 20 

across the country on July 2. She told the pres: 
developing this new strategy 
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into account the suffering that hartals tended to 
particularly for the poor. 


COMMENT 


9. Most AL officials are interpreting the weekVs 
as а success. However 
mean that the AL is trying to think more strategi 
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capitalizing on its perceived success this week I 
wanting to overreach. By focusing on the Electi 
which has come under increasing criticism from 
opposition and even some factions of the ruling 
the AL sees a potentially easy win within its gras 


10. Тһе AL is walking a fine line right now. Оп t 
it wants to do everything it can to discredit the E 
it leaves office. However 

much chaos that it prompts a harsh reaction. TI 
the temptation for the opposition to fall back on 
its principle method of agitation may be too gre: 
particularly if the new round of focused protests 
generate the degree of public interest this week 
did. 

BUTENIS 
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publishing the slur. End summary. 


ELECTIONS DELAYED FURTHER? 


2. (C) Several sources are predicting that elect 
not be held in October 

(embattled) Election Commission. If the remair 
Election Commissioners are forced to resign 
several weeks 

presumption is that one of the high courts woulc 
a nominating committee 

candidates. The \"old\" Senate (which is still on 
until all 200 \"new\" Senate members are appro' 
would then elect the 5 winners. Even if accelei 
process will take some time 

source (a former TRT MP who has left the party 
vote to be delayed until January. 


3. (C) Even TRT may be edging away from the 
Election Commissioners. Minister to the PM\'s C 
Vejjajiva told the press on June 14 that the com 
should consider resigning 

harmony. He also noted that the elections migr 
beyond the proposed October 15 date 

was for the elections to be fair and reflect the w 
people. At a dinner with the Ambassador on Ju 
Health Minister (a TRT member) predicted that 
Commissioners would have to step down. The I 
predicted that Thaksin would not return as PM i 
government 
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LAWSUIT ROUND-UP 


4 (C) With the celebrations of the King\'s 60th a 
over 

national pastime of filing complaints against eac 
Caretaker Prime Minister Thaksin filed a lawsui' 
Criminal Court against the Democrat Party for d 
three Thai language newspapers (Matichon 
News) for publishing the Democrats\' accusatio! 
Democrats accused the PM of being a \"blood-s 
We note that this is the second time that Thaksi 
someone for calling him a demon - reftel.) Thal 
seeking 800 million Baht (usdols 21 million) in d 


5. (С) 20 \"caretaker\" senators prepared a peti 
the Constitutional court to remove Thaksin from 
repeat an argument making the rounds recently 
premiership expired when he took his leave of c 
the elections. They argue that his statements a 
that time (such as his dramatic and televised clt 
all his personal effects from his office) demonst 
\"intention to resign.\" It appears that the petitio 
have to be forwarded to the Court through caret 
speaker Suchon 

to block it. Based on the press reports 

weak 


6. (C) Democrat Party leader Abhisit and SecGe 
questioning by the EC on June 14. In May 
complaint with the EC accusing the Democrats 
overthrow democracy by: calling for the King to 
under Article 7; boycotting the elections; and ca 
for a \"no\" vote. TRT also alleged the Democre 
microparties to \"frame\" TRT (itself accused of 
several microparties to run in the election so TF 
avoid the 20 percent minimum vote requiremen 
parties.) So far 

any evidence to support the contention that the 
hired the microparties 

true. The other allegations do not appear to po: 
significant threat to the Democrats. 


BOYCE 
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END SUMMARY. 
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1990s: Niyazov the Protector 


2. (C) Throughout the 1990s 

relations with Turkmenistan 

especially building subcontractors and electrical 
working on new construction projects in Ashgak 
time of independence 

living in Turkmenistan 

Azerbaijan during the 1991-1992 anti-Armenian 
in the cities of Baku and Sumgayyit and the con 
Nagorno-Karabagh. Following their departure 
Kalachyan 

followed them to Ashgabat and Krasnovodsk (N 
Turkmenbashy. End Note.) 

conflicts in Turkmenistan against the Armenians 
intervened &after just one day8 and thenceforth 
ethnic Armenians living here as their sole protec 
otherwise hostile Turkic world. 


2002: Et tu 


3. (C) However 

President Niyazov 

precipitously 

plot 

International Relations and Minister of Foreign / 
Shyhkmyradov has an Armenian mother 

and was well-connected to Ashgabat 

a consequence 

intense 

rewarded by an attack on his life by one of this | 
according to Kalachyan. Already paranoid abot 
enemies and forces 

consequences among the ethnic Armenian min 
impacted relations with Armenia itself 
described as &cold8 with &no hope of progress 


Armenians in Turkmenistan: Twice Cursed 


4. (C) Today 

minority populations in Turkmenistan 

living throughout Turkmenistan 

Ashgabat and Turkmenbashy. Yet 

continues to dwindle as life becomes harder ecı 
all citizens 

virtually excluded from government positions 
Kalachyan. Along with the economic impetus 
educational opportunities has also forced the Ar 
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to study elsewhere 

Yerevan through an Armenian government proc 
going to Russia to complete high school so that 
enter university there. Kalachyan pointed out th 
anywhere in the world that there is an Armeniar 
there are Armenian schools 

the current political climate in Turkmenistan 

not possible.8 


5. (C) According to Kalachyan 

every year to resettle permanently in Armenian 

be many more 

the two countries 

to get tourist visas 

choose to apply for 10-year validity residence ре 
his opinion 

immigrated to Russia where they have family m 
are greater economic opportunities. 


6. (C) Speaking more generally 
Niyazov 
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education 

and how it has increased sharply since the 200: 
&He is always keeping his thumb on them 
asked why the international Armenian Diaspora 
do not openly protest or lobby Niyazov 

would only exacerbate the situation. &lf Niyazo 
such (a letter of protest) at first he would make | 
changes 

lives of ethnic Armenians. 


Everyone Hates Armenia 


7. (C) Throughout the conversation with PolOff 
whispered conspiratorially 

caf in case someone was lurking and listening t 
to say. He also went on several long tangents 
variety of conspiracy theories to share. Some c 
interesting ideas he posited were that Israel did 
the Armenian quest for genocide recognition in 
Congress through &its American pro-Israel lobt 
Azerbajianis are working to stop the Georgians 
gas to Armenia 

destabilize Georgia 

services8 recruit ethnic Turkmen who study at 1 
universities to create a cadre of secret \"рго- Ги 
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supporters in Turkmenistan for after Niyazov die 


Turkmenistan Post-Niyazov: Chaos 


9. (C) As to what would happen in a post-Niyaz 
Turkmenistan 

be nothing short of protracted civil war. Descrik 
situation of &intense ethnic conflict8 between th 
tribal groups of Turkmenistan 

mullahs8 would exert influence and that &the pc 
have to be divided among them.8 He describec 
as a place that is &very secure8 with Niyazov in 
&without stability8 if he were not in power. He c 
thought that foreign actors would take part 
Turkey 

interests8 in Turkmenistan 

said that very few people &thought like the Unite 
and the West 

were on the side of these two countries in the ei 


Comment 


8. (C) Although Kalachyan comes off as a color 
with a number of paranoid fantasies 

rings true. While his view is colored strongly by 
often difficult foreign relations 

experience of Armenians and people in general 
is spot-on: While Niyazov remains in power 
minorities must either accept their role as secor 
citizens or depart to take their chances elsewhe 
Comment. 
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to be better observed than previous ones 

of violence. The AL views the action as a succe 
announced a series of new protests including a 
Election Commission (EC) for June 20. END SL 


2. (U) The AL and its allies declared a 36-hour t 
AM on Tuesday 

hartal was a follow-on action to the V'siege of DI 
Sunday 

transportation routes into the city for several По! 
to some violent clashes between law enforceme 
protestors. 
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3. (U) Compared to other recent hartals 

was relatively well-respected 

observed on the first day than on the second. T 
almost no traffic in downtown Dhaka on Tuesd 
most shops on the main thoroughfares were sh 
However 

on the streets. On the morning of Wednesday 

city was again shut down 

discipline with traffic starting to flow by mid-day. 


SOME VIOLENCE... 


4. (U) Although the hartal was not very violent tl 
still some incidents worth noting. At 5:30 AM on 
of June 13 five shots were fired at the house of 
Commissioner Justice Mahfuzur Rahman in the 
section of Dhaka. No one was injured in the att 
police brought two night guards from the buildin 
questioning. At approximately 3:45 PM on June 
Molotov cocktails were thrown at the apartment 
Chief Election Commissioner (CEC) М.А. Aziz t 
The CEC 

was not in the vicinity of the attacks 

only superficial damage. 


5. (U) The most serious public disturbance occt 
Wednesday morning in Kamrangirchar in south 
Kamrangirchar police station head and several ı 
beaten up after they detained a local Awami Le: 
two-hour clash between AL supporters and polit 
reinforcements ensued 

throwing bricks and the police retaliating with te. 
The police chief required 14 stitches for a head 
several other protestors were also injured. 


BUT TO THE OPPOSITION 


6. (SBU) Dr. Mahiuddin Khan Alamgir 
Presidium 

and hartal 

on the democratic rights that Gandhi fought for 
Vcivil disobedience is the only option left when c 
processes fail.\" He argued that since the AL h: 
a voice in the Parliament as the democratic opr 
only recourse was to take to the streets. 


7. (SBU) Bangladesh Observer editor Iqbal Sok 
an informal advisor to Sheikh Hasina 
considered this weekVs action a success. How 
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attributed the good turnout and participation at 1 
part to frustration about price increases 

the constant electricity problems 

seems to have started to tap into more success 
Chowdhury echoed Dr. Alamgir\'s statement the 
had few options other than to take their protests 
streets 

backlash if it resorted to this technique too еді 


MORE FOCUSED PROTESTS IN THE COMIN 


8. (U) On Wednesday evening AL president Shi 
announced a series of further protests. This ne 
emphasized more modest and focused actions 
hartals. The program includes a demonstration 
June 16 

of the Election Commission in Dhaka and distric 
offices across the country on June 20 

blockade across the country on July 2. She tolc 
that in developing this new strategy 
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taken into account the suffering that hartals tent 
cause 


COMMENT 


9. (SBU) Most AL officials are interpreting the w 
activities as a success. However 

program could mean that the AL is trying to thin 
strategically 

week but not wanting to overreach. By focusing 
Election Commission 

criticism from the media 

factions of the ruling coalition 

easy win within its grasp. 


10. (SBU) The AL is walking a fine line right nov 
hand 

before it leaves office. However 

instigate so much chaos that it prompts a harsh 
That being said 

back on hartals as its principle method of agitati 
too great 

does not generate the degree of public interest 
program did. 

BUTENIS 
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Dinners\" (N1KD) gala dinner with the local Ame 
of Commerce and the Embassy of Canada 
since 2002. Donors to the event contributed alr 
KM (approximately US $130 

U.S. government through the International Trus 
first hour of the event was broadcast live by the 
broadcaster NTV Hayat 

that covers both the Federation and Republika : 
also broadcast on its satellite station 

Western Europe 

live broadcast 

the U.S. government\'s commitment to mine aci 
world 

United States has given to Bosnia and Herzego 
largest donors to the event were local companie 
the representative offices of several U.S. comp: 
Oracle 

directed to mine clearance projects in Bosnia cc 
the Bosnia and Herzegovina Mine Action Cente 
International Trust Fund. 

KAIDANOW 
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the Iraqis what to or not to talk about." Lamani 
how parties that decided to join in the political p 
could now do so since the government was alre 
PolCouns responded that the GOI was working 
reconciliation plan that would include a variety o 
for people to come back into the political proces 
Hili said that a bilateral dialogue between lran a 
US would be viewed negatively by Arabs. End s 


2. (C) Pol/C met Arab League (AL) Assistant Se 
General Ahmed Bin Hili and AL Ambassador to 
Lamani on June 12 to learn the results of his 
consultations in Baghdad for the National Accor 
Conference and to deliver reftel demarche poini 
Hili said that the Secretary General of the Orgar 
of the Islamic Conference (OIC) asked for a po: 
of the June 20-22 AL National Accord Conferen 
Baghdad because the dates conflicted with thos 
OIC conference in Baku. After consultations wi 
leaders 

Conference until the first week of August. In the 
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meantime 

asked to come to Cairo in July to agree on the s 
for the conference. Bin Hili met with Prime Minis 
Maliki 

Ja\fari 

leaders Abdul Aziz Hakim 

others. 


3. (C) Bin Hili confirmed that the AL invited the | 
Ministers of the 22 AL countries 

and the UNSG. They also invited the EU and S 
Germany and Italy 

in attending. The Foreign Minister of Malaysia \ 
invited as the Chairman of the non-Aligned Mov 
confirmed that the Sadrists continued to insist 
had in Cairo that no foreigners be allowed in the 
conference. Bin Hili said that Ambassador Lam 
Muqtada al-Sadr on May 31 that foreign guests 
attend the opening session 

types of events 

only the lraqis. 


4. (C) Bin Hili talked about the Iraqi opposition c 
that he intended to invite. Terrorist groups like , 
are excluded 

reach out to some of the 6-7 BaVathists groups 
Iraq. Referring to reports that the USG was іп c 
with some insurgent groups 

US objective in these talks. Pol/C said that the 
saw no role for groups or individuals involved in 
terrorist activities or former regime elements de 
to the overthrow of the Iraqi government. Beyo 
we would encourage outreach and dialogue ain 
who 

willing to commit themselves to finding solution: 
their grievances through the political process. 


5. (C) Pol/C went through all reftel points. Wher 
if the agenda would include the six points noted 
communiqu7 following the November preparato 
Cairo 

following consultations with the Iragi governmer 
political parties 

internal differences but the occupation of Iraq 
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continued 

participants. Iraqis only want Iraqi troops to һам 
security role in Iraq 

change in the security matter 

seeking a result where there would be no winne 
loser. Bin НШ said that the Iraqi Army needed 
professionals from the \"prior period" and they : 
allowed to rejoin. The current Iraqi Police are n 
professionals 


6. (C) Pol/C stressed that with the installation of 
permanent and fully sovereign Iraqi governmen 
of MNF-I presence т Iraq and \"legitimate resis 
no place in a conference devoted to Reconciliat 
noted that the Foreign Minister of Iraq was this 1 
New York to reiterate his governments арргесі 
the continuing role of coalition forces in Iraq. 
Likewise 

promote the notion that armed resistance to the 
government of Iraq-a full member of the Arab Li 
in any way \"legitimate.\" Bin Hili said that he wi 
be clear 

or not to talk about. V" 


7. (C) Lamani 

join the political process 

left the station 

left behind on the train?\" The AL is listening to 
sides 

he continued. Pol/C rejected the notion that thc 
came late into the political process could never 
up. She also reminded Lamani that the GOI we 
a national reconciliation plan that would likely in 
a variety of ways for people to come back into tl 
political process including measures to deal witl 
BaVathification 

groups 

is still under discussion 

should focus first and foremost on supporting tr 
government of IraqVs efforts to achieve national 
reconciliation. 


8. (С) In response to Pol/CVs request that the с 
also involve political and financial support for thi 
government 

forgiveness was raised in November at the Cair 
A number of the AL States said they would wait 
unity government in Iraq before proceeding furtl 
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9. (C) Bin Hili raised a specific concern about re 
of pending large scale military operations in Ant 
Ramadi. He had heard that MNF was telling the 
to leave to make way for military operations. He 
for clarification on military operations which can 
negative impact on the conference. Without sp 
the specific reports 

was deeply supportive of national reconciliation 
and promised to relay his specific concerns. 


10. (C) On June 14 

Policy and Planning Labeed al-Abbawi told PolC 
Deputy Foreign Minister of Finance and Admini: 
Saad al-Hayani will attend the July preparatory ı 
in Cairo for the Arab League conference. Hepl 
to bring two staffers with him to the meeting. (N 
Al-Hayani was originally slated to become the n 
Ambassador to Jordan 

designate Deputy Foreign Minister of Multilatere 
Hajj Hamoud al-Bidan may not assume post (dt 
surpassing retirement age) so al-Hayani will go 
as the new Ambassador. End note.) (Comment 
Zebari returns 

preparatory meeting to assure a constructive ac 
outcome. End comment.) 
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Daily-of-record V'La Nacion\" reports (06/14) V'U 
Bush surprisingly traveled to Baghdad to persor 
Iraqi government and seek more support for the 
Iraq 


VAI ZarqawiVs death seems to have increased « 
president 
mid-September.\" 


- \"We\'d better go" 


Marcelo Cantelmi 

(06/14) \"Washington is unlikely to believe that v 
the only outcome of Al Qaeda\'s work. This sug: 
Al Zarqawi was a turning point. Now 

take over. However if killings continue 


\"As a matter of fact 
which the US will seek to get rid of an uncomfor 
Bush\'s statement on violence was at least hone 
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the probable future of Iraq.\" 


- VToo many purposes for only one trip\" 


Hugo Alconada Mon 

daily-of-record \"La Nacion 

Bush travel to Iraq? Why didn\'t he do it ten day. 
Because the US president knows he has no tim 
country - the death of Al Zarqawi gave him the c 
seeking to gain some relief and convey multiple 
US citizens and the Iraqis. 


\"The paradox is that Bush traveled to the Middl 
incipient Iraqi government but 

the US citizens 

terrorY is being developed. 


\"... US President Bush\'s trip to Iraq is significa 
building public confidence that the situation in Ir 
from civil war 

strengthen (President) Bush\'s deteriorated ima 


- VThreat in Latin America\" 


Daily-of-record \"La Nacion\" reports (06/14) \"T 
Representatives passed a resolution considerin 
activities in Latin America Va potential threatV ar 
countries of the region to Vintensify their efforts\ 
groups. 


VUS Representatives approved the text unanim 
the criminal assaults against the Israeli Embass 
headquarters in Buenos Aires іп 1992 and 1994 
demonstrated that international terrorist organiz 
Hezbollah 

Western Hemisphere.VV" 


To see more Buenos Aires reporting 
at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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and undermined U.S.-China nonproliferation 
cooperation. 


-- The Six-Party Talks have been at an impasse 
past six months. 
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-- China hopes Japanese leaders can remove tl 
obstacles to bilateral relations and return relatio 
to anormal track. 


-- While China attaches importance to the UN F 
on Conventional Arms 

participation in the Register after some countrie 
used it to record arm sales to Taiwan. 


-- NY Times Researcher Zhao Yan is currently | 
tried 


-- China\'s cooperation with Angola helps to pro 
the African nation\'s economic and social develc 


-- The Taiwan issue is the only factor hindering 
development of China-Panama relations. 


-- President Wade of Senegal will visit China Ju 
26. End Summary. 


Ahmadinejad\'s Remarks at SCO Reflect Iran\'s 


2. The June 15 MFA press briefing was domin: 
correspondents\' questions on the Shanghai Co 
Organization (SCO) Summit in Shanghai June * 
particularly Iranian President Anmadinejad\'s 
participation in the event. Asked by the Bloomb 
correspondent about Ahmadinejad\'s reported c 
strengthening SCO cooperation to counter \"dor 
powers\"(Ref A) 

that Anmadinejad\'s remarks reflected only Iran 
position. She argued that the SCO is an import 
force for maintaining regional as well as world p 
and stability. The SCO does not target any thirc 
party nor support confrontation. The organizatic 
made significant contributions to peace 

the democratization of international relations 
remarked. Asked whether China would accept 
reported invitation for SCO leaders to meet in T 
Jiang asserted that SCO members will study the 
proposals raised at the Summit 

decisions will be based on consensus within the 


3. Questioned about the anticipated discussion 
Iran nuclear issue during President Hu Jintao\'s 
bilateral meeting with Ahmadinejad 

that President Hu so far has met bilaterally with 
Kazakh 

have signed several agreements. Beijing advoc 
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peaceful resolution to the Iran nuclear issue anc 
welcomes Iran\'s willingness to negotiate with re 
parties to achieve a resolution. Jiang expresse: 
hope that Tehran will respond positively to the 
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package it has been offered and that all the par 
will make positive efforts. Asked to confirm whe 
Iran\'s oil minister accompanied Ahmadinejad tc 
Summit 

agreements signed with Iran but that energy 
cooperation is a component of normal China-Ire 
economic relations. Bilateral trade reached US 
billion in 2005 and was comprised mainly of 
transportation 

projects. On the topic of new SCO membershij 
maintained that the SCO currently lacks the leg; 
foundation for absorbing new members and cur 
members are studying how to better integrate o 
states into the SCO framework. 


4. Responding to the Xinhua reporters genera 
question on the Summit 

participants summarized the SCOVs achieveme 
planned for its future development. In his spee: 
President Hu positively assessed the SCO\'s ro 
consolidating good neighborly relations and proi 
regional peace and economic development. He 
the SCO to continue promoting economic coop: 
peaceful development and cultural exchanges. 
participants released a joint declaration 

on international information security 

decisions on strengthening the SCOVs internal 
structure and a joint press communique. Officie 
signed security 

agreements. Jiang remarked that the establish 
the business committee at the Summit will help 
facilitate direct exchanges between entreprenet 
SCO countries and strengthen regional econom 
cooperation. 


China Investigating U.S. Embassy Threat Repo 


5. Asked by the Reuters correspondent about t 
Embassy\'s warning of a heightened security ris 
U.S. citizens in China 

firmly opposes terrorism in any form. The Chin: 
Government attaches great importance to these 
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and is making efforts to investigate them. Chin: 
adopt strong measures to protect foreign 

U.S. 


\"No Evidence\" to Support Designation under E 


6. Asked about the U.S. designation of four Ch 
companies as supporters of weapons proliferati 
activities 

not provide any evidence to justify freezing the 
assets of the four companies 

named the China Great Wall Industry Corporati 
(CGWIC). Arguing that the decision was V'unre 
and irresponsible 

undermined U.S.-China nonproliferation cooper 
will not help bilateral relations. China calls on tt 
United States to abandon its V'wrong practice!" ı 
sanctions or pressure. Jiang said Beijing is firrr 
opposed to the proliferation of weapons of mas: 
destruction and does not allow any firm or indivi 
to support or engage in proliferation activities. 
China will handle violators of its nonproliferation 
policy or export controls according to the law. C 
will implement its nonproliferation commitments 
continue international cooperation in this area o 
basis of equality and mutual respect. 


Six-Party Talks are at an Impasse 


7. Noting media reports highlighted by the AFP 
correspondent about North Korean plans to laut 
intercontinental ballistic missiles 

that the Six-Party Talks have been at an impass 
the past six months. The parties should demon 
flexibility and pragmatism 

overcoming difficulties. Such moves would help 
parties implement the Joint Statement 

Party Talks quickly and generate progress durir 
Talks. 
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Japan Should Remove Obstacles to Bilateral Ti 


8. Asked about President HuVs reported June * 
statement to Japanese Ambassador Miyamoto 
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the possibility of a visit to Japan 

that President Hu has stressed that the two cou 
should live together in peace and pursue comm 
development. China hopes Japan will remove t 
obstacles and return China-Japan relations to tt 
normal track of development. Jiang expressed 
that Tokyo will recognize Beijing\'s sincere attitu 
toward improving relations. President HuVs гет 
China-Japan relations have been consistent. 


China Stopped UN Arms Registration Due to Τε 


9. While China attaches importance to the UN 
on Conventional Arms 

its participation in the Register after some count 
used it to record arm sales to Taiwan 

when asked about Amnesty InternationalVs criti: 
China\'s failure to submit data to the Register o\ 
the past eight years. She argued that such sale 
contravene the spirit of the UN Register on 
Conventional Arms. China will resume its 
participation in the program once countries cea: 
these practices. 


Zhao Yan\'s Trial 


10. Asked about the upcoming trial of New Yor! 
researcher Zhao Yan 

is currently being tried. Questioned about the 
reported attack on activist Fu Xiancai after 
criticizing the Three Gorges project in an intervi 
with the German press 

authorities are investigating the incident and will 
handle the case according to the law. The indiv 
was given immediate treatment for his injuries 
said. 


Premier Wen\'s Visit to Angola 


11. Premier Wen Jiabao will visit Angola as pat 
his June 17-24 tour of seven African countries 

noted. Asked about international criticism of en 
contracts China and Angola have reportedly sig 
said China has increased oil imports in recent y 
in order to meet growing domestic demand. Mc 
China\'s imports of Angolan oil are purchased fr 
international markets. China\'s cooperation witt 
Angola helps to promote the African nation\'s ec 
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and social development and is mutually benefic 
Emphasizing the role of the China-African Соор 
Forum in building mutual trust 

African leaders have responded positively to Be 
invitation to attend the China-African Cooperatic 
Forum Summit in November. Since the establis 
the Forum 

owed by 31 African nations and has offered ass 
without any \"strings attached.\" 


Beijing Willing to Normalize Relations with Pane 


12. While Jiang said she had no knowledge of 
for a large-scale China-Panama project 

the Spanish News Agency correspondent 

that the Taiwan issue is the only factor hinderin 
development of China-Panama relations. In ad 
the establishment of reciprocal trade offices in * 
the two countries maintain frequent personnel 
exchanges and are expanding trade cooperatio 
\"People of vision\" in Panama understand that ! 
diplomatic ties with China will benefit their count 
Beijing is prepared to normalize relations with 
Panama. 


Senegal Presidents Visit 
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13. Jiang announced that President Wade of S 
will visit China June 21-26. 
RANDT 
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to encourage them to return to their home coun 
and to provide them with assistance to do that. 
PolCouns offered USG help in looking at solutic 
the short or long term. 


4. (SBU) When PolCouns asked Sultan to make 
efforts to coordinate with the Ministry of the 
Interior to increase protection of the Palestinian: 
since they are a community of special vulnerabi 
the Minister said MODM was willing to coordina 
had limited resources. He asked specifically foi 
financial assistance to pay rent for the 
Palestinians 
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these payments. PolCouns promised RefCoorc 
follow up on the rent issue with UNHCR. (note: 
understand UNHCR has provided funds to cove 
for the Palestinians through December 


5. (SBU) The new minister was well informed oı 
internal displacements due to recent sectarian 
violence 

displaced families 

families in Baghdad alone. The Minister stated 
through coordination with other Ministries 
ensure that needy displaced persons get suppo 
also mentioned the 11 MODM field offices whic! 
working on tracking displacement. 


6. (C) Sultan acknowledged weaknesses in son 
sections of the Ministry and the need for further 
capacity building 

department which is responsible for both intern: 
planning and development of proposals to pres: 
the international community. He expressed an 

interest in assistance from the USG on training 

workshops to address those weaknesses. 


7. (SBU) IRMO/MODM explained that the IRMC 
ConsultantsV purpose is to provide technical ad 
and assistance to help the Ministry develop cap 
to fulfill its mandate. IRMO mentioned that it 
could help the Ministry in many areas 
organization of the Ministry 
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international community 

MODM statistics to increase the credibility of Mt 
reports 

discuss technical capacity building support in 
greater detail. 


8. (C) COMMENT: The new Minister is articula 
personal 

has been at the ministry only two weeks and ha 
previous background in refugee issues other th; 
personal experiences as a refugee in Iran 

well informed about his Ministry\'s mandate and 
needs. He included two of his Director-General 
the meeting 

in advance with them on substantive matters -- 
welcome change from the previous Ministers 
approach. This new Minister will present well tc 


Column 3 

donors 

through on the statements made in this initial 
meeting. We are looking forward to working wit 
and will be taking him up on his offer to meet 
regularly with both RefCoord and IRMO. end co 


9. (C) BIONOTE: Attended Basrah Medical Col 
completed his medical studies in Tehran. He 
operated a medical clinic in Qom for a number ‹ 
years and is said to have treated members of bi 
the current and former Iraqi Prime Ministers\' 
families. 


KHALILZAD 
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ineffective 

psychological treatment methods such as beha' 
cognitive therapies. 


Moving Towards Community-Based Mental Нег 
10. (SBU) In 2005 

legislation in effect since 1873. In collaboration 
WHO 

Policy that called for a community-based model 
the previous focus on institutionalizing patients. 
strategy plan than operational policy 

Health Policy also recommends new national ar 
management structures 

of services 

into mental health 

Institute of Mental Health 

In a June 1 meeting with emboff 

Services reported the World Banks interest in | 
suicide prevention 

require a move towards more community-basec 
healthcare models. 


11. (SBU) The Health Services Director was un. 
any concrete progress made in the sectors cite« 
Mental Health Policy Plan. Instead 

for districts to prepare action plans and the nee 
receive approval from ministries such as planni 
management 
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or psychiatric nurses could be recruited or traine 
Director noted the Health Ministry has no separi 
implement the new policy. The WHO consultant 
he had received funding from Ireland 

to continue developing community-based ment: 
services in 6 of Sri Lanka\'s 27 districts 
currently circulating a proposal to develop count 
services over the next ten years in line with the 


policy. 


Comment 


12. (SBU) Comment: The Sri Lankan governme 
limiting access to pesticides as its response to t 
suicide rate in Sri Lanka at the expense of addr 
alcohol abuse and familial dysfunction has resu 
little headway in reducing the practice of DSH. 1 
lethality of the means used for DSH 
management 

and psychological factors in DSH behavior mea 
Lankan youth 

likely continue to die in high numbers. Funding : 
and slow bureaucracy that limit burgeoning effo 
develop community-based mental health servicı 
will remain difficult for the government to addres 
public health burden in the future. End commer 
LUNSTEAD 
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Chief Editor Taher Odwan writes on the back-p. 
mass-appeal Arabic daily Al-Arab Al-Yawm (06/ 
appearance of the American President in Baghc 
invest ZarqawiVs killing to give the illusion that F 
achieving military victory. It is the commodity ol 
illusions and dreams that Bush worked hard on 
decision of occupying Iraq. The tale of military \ 
to the lie of the weapons of mass destruction. V 
taking photos with the Iraqi Prime Minister 

Baghdad was announcing the killing of 263 Iraq 
injury of 301 others and 63 attacks during the p: 
victory is Bush talking about? The other sad thi 
events in Iraq is that the terrorist and sectarian | 
have withheld the many positive aspects of the 
against the occupation. In a new statement for 
there was determination on dividing up the Iraqi 
sectarian struggle and murders.... With their se 
such people serve Bush\'s war in Iraq. In death 
American President by raising his popularity in t 


Column 3 
Editorial Commentary on Targeted Assassinatic 


-- \"Israeli terrorism and international silence\" 


Chief Editor Ayman Safadi writes on the back-p 
independent 

standards in dealing with regional issues will co 
source of tension and fuel for the growing confli 
Arabs and the western civilization. These doub 
very clear in the west\'s stand vis- -vis the crime 
Israel against the Palestinian people in the past 
country that dedicates its army to the killing of ir 
civilians. This is state terrorism that not even th 
pro-Israeli voices can justify. Despite that 
western stand of any value speaking against Isr 
It is inconceivable that the world punishes the P 
because their government refuses to acknowlec 
while it does not nothing against Israel that is de 
Palestinian people in actuality. America and Eu 
behind say they want to achieve peace in the M 
time for America and the European countries to 
into real action if they want to have any credibilit 
It cannot be that hell is raised against any Arab 
action that does not please the west or Israel 
prevails when it comes to Israeli policies and cri 
destructive and dangerous to the quest for com 
peace in the region. America and other westerr 
right to ask 

crime-overlooking positions 

antagonistic and as having no other purpose bu 
interests and those of Israel at the expense of tl 
rights. V" 


Editorial Commentary on Guantanamo Suicides 
-- VWar crimes in Guantanamo" 


Columnist Manar Rashwani writes on the op-ec 
independent Arabic daily Al-Ghad (06/15): \"Ca 
reaction to the crime 

Vdeep concern 

responsibility? Or is the Presidents concern th 
diminishing numbers of the prisoners which wot 
terrifying image that they are trying to portray to 
all those who go against the United States? Be 
innocent until proven guilty in a fair trial 

to the killing or torture before that of any prisone 
is 

United States against innocent people. But is tt 
curb the U.S. administration or convince it to stc 
that feeds all other forms of terrorism ?V" 


Column 3 
RUBINSTEIN 
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as it reports on the EADS \"industrial catastropr 
Clearstream scandal 

economic story in today\'s lead is the governme 
the government owned Gaz de France (GDF - ¢ 
the private company Suez. Le Figaro reports on 
Villepin could be forced to abandon his plan\" be 
from his own party in the required privatization c 
merger. 


La Croix stands apart with a front page devoted 
Who Are Not Resigned.\" The lead story include 
Afghan women visiting France 

associations. They will be meeting Bernadette C 
editorial 

everyone that \"the border with Pakistan remain 
instability: for the U.S. and NATO 

front means increased insecurity.\" (See Part C 
d\'Alancon reports on the reinforcement of Fren 


PM Olmert\'s visit to France is reported: \"Chiraı 
Negotiate with the Palestinians.\" (Le Figaro) In 
op-ed by Theo Klein is entitled 

Franco-Israeli lawyer begs the Israeli PM to \"re 
with the Palestinians.\" In Le Figaro 

Adler is entitled: \"What to Do With Hamas?\" A 
international community to V'ensure the econorr 
awakening Palestinian State...\" (See Part C) 


Iraq and U.S. foreign policy elicit an analysis fro 
Glucksmann in Le Figaro entitled America 
VSomalizationV of the Planet. V" Somalia is the 
where the abomination to end all abominations 
against civilians..." Liberation reports on \"The | 
Somalia while in Le Figaro Tanguy Berthemet 
law is taking over in Somalia. (See Part С) 


Le Figaro\'s lead international page is devoted t 
the V (G8) counter-summit in Shangai V (See Pa 
is positioning its pawns in Central Asia. V" 


Les Echos announces on its front page: \"Disan 
World" referring to an inside column entitled \"C 
Continues 


Liberation carries an article entitled \"America\'s 
Image in A Downward Spiral\" noting the Pew C 
America\'s image abroad. \"In France 

went from 43% to 39% during the course of the 
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over 62% before 2002... Anti-Americanism in Fı 
especially when one notes that the French have 
totalitarian country like China (60%) than of a fri 
like the U.S. (89%).\" 


A separate report in Liberation 

Guantanamo\" drafted from dispatches quotes | 
press conference: \"Guantanamo does present 
want to say that the U.S. does not respect the v 
and comments: \"The Bush administration is inc 
to empty the camp...\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


\"Afghan Fronts\" 

Dominique Quinio in Catholic La Croix 06/15): V 
attention is focused on the Iraqi powder keg an 
Afghanistan is gripped by new convulsions... Cc 
launched a new offensive in the south. The end 
the changes which followed 

pacified the country. While the Taliban continue 
Afghanistan 

democracy or of international aid... Karzai has г 
and Pakistani neighbors to help him contain the 
industry 

coalition 

increased costs and the need to send more troc 
challenge for NATO as it takes over command i 
battle is that of Afghan women: 30 of their electi 
visiting Paris to explain the difficulties they face 
lives.\" 


\"America 

Andre Glucksmann in right-of-center Le Figaro ı 
Afghanistan 

in Somalia the fanatics have taken over and forl 
broadcasting of the \'satanic\’ Word Cup Soccer 
weeps for its dead on a daily basis... But Iraq is 
Zarqawi is not Ho Chi Minh. Iraq is coming out c 
the worst and bloodiest of dictatorships... The tl 
Iraq is not a VVietnamizationY but rather “бота 
Somalia has been taken over by armed groups 
Vislamic Tribunals...\ and who are financed by ( 
new Afghan of the Taliban may well develop in 1 
The world\'s war zones have different leaders - 
the UN 

scenarios are similar. The Somali model is spre 
civilians used as pawns... Would it have been b 
Saddam...? The Iraqis have voted three times 
numbers increased despite the threats. They dc 
of Saddam... Is it time for the Gls and their allie 
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as they did Somalia? Even the most anti-Ameri 
most obsessed 

will not happen. The fight to keep the world fron 
has just begun... Either we accept a general So 
to find refuge in a Euro-Asian fortress 

needed democratic 


\"Globalization Continues 

Jean-Marc Vittori in right-of-center Les Echos (( 
American empire remains strong 

emerging alongside it. After having been piloted 
States 

businesses around the world. This major chang 
globalization itself. First 

movement is escaping them and they are gettin 
irritation of the Secretary of State 

hears the world Vmultipolar 

temptation. Finally 

uncontested leadership 

to openness. This explains the difficulty in advaı 
commercial negotiations of the Doha Round.\" 


Middle East - Olmert in Paris - Hamas 


VImproved Relations Between Israel and Franc 
Christophe Ayad in left-of-center Liberation (06/ 
U.S. 

his plan for the Wes Bank... Olmert underscore: 
President Chirac has qualified the conditions se 
Vnon negotiable 

between Hamas and Fatah... The worsening hu 
triggering growing concern among French diplo 
vent their criticism of an Vabsurd policy whose s 
throw the Palestinians into the arms of Hamas.. 


\"Chirac Asks Olmert to Talk with the Palestinia 
Thierry Oberle in right-of-center Le Figaro (06/1 
get the support he was looking for. Chirac made 
existence of two separate states required \'rene 
between Israel and the Palestinian Authority...V 
should be no new borders drawn unilaterally. W 
reiterated the three conditions 

And so while Olmert was not able to get the sur 
Washington and London 


VDear Ehud Olmert...\" 

Theo Klein in left-of-center Liberation (06/15): V 
a lawyer. You have been trained 

establish contracts than engage in combats. Th 
there are many of us who are concerned about 
with the Palestinians. A dialogue is needed: it m 
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with those who come to us. We cannot choose 
it not in Israel\'s best interest to see the quick irr 
a Palestinian state? We must accept this reality 
Palestinians 

dialogue. And why not call for an international c 
aegis of the UN... and lead this initiative with the 
Quartet and Egypt?...\" 


\"What to Do With Hamas? V' 

Alexandre Adler in right-of-center Le Figaro (06, 
explain 

everything to preserve the Hamas government 
being... Abbas\'s intentions are honorable... It is 
his referendum has been suggested by Egypt 
Israel... Supposing that it were ratified by the Pe 
the text remains unacceptable for Israel... But F 
Israels best trump card because Hamas cannc 
people to self-destruction... (with the help of Ira: 
time being 

interlocutors who cannot legitimately make conc 
other hand the complete evacuation of the territ 
hand with improved living conditions for the Pal 
Hamas will have no reason to continue fomentir 
therefore help Hamas to save face and guarant 
survival of the awakening Palestinian state... Ar 
favor of this necessary albeit unpleasant solutio 


Iran - Regional Strategy 


\"Iran Imposes Itself on the SCO (Shanghai Coc 
Summit. V 

Jean-Jacques Mevel in right-of-center Le Figarc 
little concern for the G8 that will be held in Saint 
month 

the Chinese president Hu Jintao 

Musharraf... and another president who may stt 
Mahmoud Ahmadinejad... In Shanghai he will hi 
with some of the heads of state who are the lea 
in favor of sanctions against lran... International 
be riveted on China and Russia and their displa 
reasoning with Iran... This will be difficult. Putin 
is unhappy with NATO\'s inroads in the Ukraine 
and may be tempted to look at the Iran issue as 
the U.S. Meanwhile 

strategy.\" STAPLETON 
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only the LF allies but key regional parties. In Ut 
Pradesh (UP) the regional Samajwadi Party (SF 
with the Left to sponsor a statewide protest. In 
thirds of the population barely survive on two da 
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or less and price rises cut deeply and quickly le; 
popular protests that can bedevil governments. 
product administered-price hikes quickly induce 
raise the open-market prices for staples such a 
and onions upon which the poor rely. Reeling ft 
Presidents rejection of its V'offices of profit" bil 
controversy over its reservation policy 

more like a party struggling to consolidate slippi 
among key coalition members than a party in sc 
Meanwhile 

cause political headaches but cost the taxpayer 
billion in 2005 that could have gone to health or 
End Summary. 


The Left Calls a Strike 


2. (U) Although it ostensibly supports the UPA 

the Communist Party of India Marxist (CPI-M) o 
nationwide V'day of protest" on June 13 in supp 
demand for an immediate \"rollback\" of UPA pr 
petroleum and diesel. In addition to the parties 
Front (LF) the CPI(M) enlisted the following regi 
parties: the Samajwadi Party (SP) of Uttar Prac 
Telegu Desam of Andhra Pradesh (AP) 

(RLD) of Bihar and the Janata Dal Secular of K: 
entire LF leadership participated in an anti-UPA 
Delhi and 

with about 1 

police. 


And Raises the Rhetoric Level 


3. (U) In his address to the rally 

Prakash Karat railed against the \"anti-people\" 
the UPA and ridiculed attempts by Congress-rul 
alleviate the burden of price increases by reduc 
sales taxes on the additional charges. Karat en 
only New Delhi could help the common man adj 
petroleum product prices by restructuring excise 
duties. Communist Party of India (CPI) Genera 
Bardhan warned that petroleum product price ir 
have a \"cascading effect on the prices of other 
commodities 
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situation to \"spin out of control 
the peoples\' wrath.\" 
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Transporters Join In 


4. (U) Although nominally \"apolitical\" the All-In 
Transport Congress (AIMTC) called a 24 hour s 
June 12-13. АМТС leaders supported the ΟΡΙΙ 
price rollback 

states 

Petroleum Minister Murli Deora 

and Congress President Sonia Gandhi. The un 
if the GOI did not immediately \"rollback\" petrol 
it would call for an \"indefinite\" strike. The AIM 
leadership derided efforts by Congress-ruled sti 
their sales taxes on the petroleum increases 
such measures would not begin to offset the rut 
0.22 increase per liter in the cost of diesel they | 
forced to absorb since the UPA came to power 
union blamed New Delhi for the price increases 
that \"the tax component alone accounts for 54 
retail price of the fuel 

China 

those countries buy their fuel from the same 501 
India. 


The UP Government Sponsors a Strike 


5. (U) In UP 

supporting the UPA at the center) sponsored bl 
and highway traffic and rallies and protest marc 
throughout the state. SP protesters stopped ke 
up to four hours and closed the Allahabad-Vara 
for much of the day. SP General Secretary Am. 
ridiculed Sonia Gandhi 

petroleum price increases despite her repeated 
He pledged that the SP government in UP woul 
Congress states and eliminate its sales taxes oi 
increases 

development schemes.\" Singh praised the CP 
Vconsistent support\" of the SP and declared th 
successful strike was the result of close coordir 
between Prakash Karat and the UP Chief Minis: 
Yadav. Note: An odd set of ostensibly socialist 
both of whom give Sonia Gandhi fits. End note. 


As Does the New Kerala Government 


6. (U) In Kerala 
sponsored a dawn-to-dusk strike that was almo 
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observed. Congen Chennai confirmed press re 
throughout the state were deserted. The Kerale 
Transport Corporation (KSRTC) and taxi and at 
operators kept their vehicles off the road. Shop 
businesses were closed 

and union workers staged anti-UPA protests in 
headquarters. Kanam Rajendran 

CPI-affiliated All India Trade Union Congress (А 
promised even V'stronger agitations\" if the 
UPA did not cease its V'anti-people V" policies. 


Less Success in Other States 
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7. (U) In Chennai about 1 

traffic on the city\'s main road for about two hou 
damaged several vehicles. CPI General Secret 
state leaders of the LF parties were briefly detai 
picketing government offices. There was a brie 
demonstration in Bangalore 

that it quickly lost steam." Telegu Desam Pre 
Chandrababbu Naidu took part in a small non-v 
demonstration in Hyderabad that resulted in 10( 
LF also staged small demonstrations in Punjab 
Madhya Pradesh. Ironically 

Bengali Marxists rarely take the medicine their [ 
prescribes for others 

did not call for a shut-down 

protest demonstrations in front of public sector ı 
offices in Calcutta. 


Congress States Announce Their Own V'Rollba 


8. (U) One rupee equals about 2.2 US cents. / 
GOI in 2005 sustained a massive USD 19 billior 
shortfall due to rising oil prices 

raised the price of gasoline by 4.0 rupees per lit 
price of diesel by 3.0 rupees per liter to try and : 
gap. On June 13 

Delhi 

charge state sales taxes on the modest petrole 
increases. In Delhi 

price of petroleum by the devisory sums of rupe 
diesel by rupees 0.22. It would reduce tax reve 
state by USD 28 million per year. The local truc 
association announced that it was V'unimpresse 
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\"rollback\" and that it had already increased its 
transportation charges by between six and 10 p 
the fuel price hikes 

charges have already begun to result in increas 
throughout the economy. The measures in Har 
the price of gasoline by rupees 0.67 per liter anı 
rupees 0.21 per liter and cost the state governrr 
million. Uttaranchal will reduce the price of gasc 
rupees 0.75 per liter and diesel by rupees 0.38 | 


BJP to Left: Get Off My Turf 


9. (U) BJP leader Venkaiah Naidu maintained ‹ 
his party would not \"allow the Left to occupy the 
space 

the UPA while opposing its economic policies о 
Naidu announced that the BUP would sponsor it 
\"nationwide agitation\" against petroleum price 
June 19. BJP state leaders will be required to c 
lead the protests and the entire party leadership 
participate. On June 21 

review the success of the agitation and annount 
actions if the UPA has not \"rolled back\" the pri 


Comment: Congress Party Beset From All Side 


10. (C) Over two-thirds of the Indian population 
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survives on an income of two dollars a day or le 
a large percentage of the population does not d 
consume gasoline r diesel 

cost impact of the price rise in petroleum produc 
agricultural goods. Thus 

to filter throughout the economy and raised the 
essential commodities (flour 

chilies) that the poor rely on. With no margin of 
income 

many families to reduce their already meager di 
increased malnutrition. There is increasing une 
throughout society about price rises 

also directly affected by the price of fuel that inc 
the cost of operating their vehicles. With such c 
percentage of the population living on the econ 
any price increases can result in seismic shock: 
political system. Indian governments have routi 
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over price increases in basic dietary staples. 
Interestingly 

even exist 

last year 


11. (C) Congress is reeling from other political 
including the President\'s rejection of its \"office: 
profit\" bill and the controversy over its reservati 
and there are growing cracks in the wobbly UP/ 
Restive regional parties that nominally belong tc 
openly joining the agitations of the LF and BJP 
specifically target Congress rather than the UP/ 
increases are a pocketbook issue that allow the 
Right to mobilize the common man against the ı 
Congress is itself divided. Kley leaders (includit 
Gandhi) have opposed the price hikes 

have been handled 

LF\'s demands for a \"rollback 

difficult to speak with one voice. 


12. (C) Although technically 

the voters until the 2009 scheduled Parliamenta 
and the electoral face-off in UP is not until Marc 
there is growing fear that a growing wave of def 
regional parties from the UPA could pose a cha 
stability. This is causing Congress increasingly 
the defensive and to act more like a party fightir 
coalition discipline than one solidly in control in | 
Delhi. 


13. (U) Visit New Delhi\'s Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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BTUs) seems a reasonable price 

40-percent increase above the price of USD 3.2 
BTUs Argentina currently pays. Argentina\'s ne 
interest is rooted in expected shortfalls of natur: 
the intermediate-term and is focused on expanc 
of natural gas from approximately 4.5 million cu 
per day to as many as 20 million cubic meters р 
(Comment: A senior business executive with clc 
President Kirchner told the DCM that Kirchner a 
several phone conversations the previous week 
unable to reach an agreement on the price. En 


2. The GOA has incorporated into its discussio 
consideration for the investments that will be re 
achieve this expanded capacity. Construction c 
Northeastern Pipeline connecting Bolivia and Bi 
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remains pending. The project 

October 2003 

price agreement on natural gas is 

to have in place before this pipeline project begi 
GOA 

authorities reportedly asked for USD 6 

increase above what Argentina currently pays. 
Kirchner and Morales are scheduled to meet in 
June 29 to resume discussions on the issue. 


3. Argentina\'s ability to reach an agreement wi 
regional implications. Argentina supplies 15 mil 
meters of natural gas to Chile daily. However 
Argentina\'s economy continues to grow 
consumption will rise with it. Consequently 

will suspend natural gas deliveries to Chile if do 
prevent shortfalls domestically. The Northeaste 
construction project will take at least two years ‹ 
started. Argentina\'s negotiations with Bolivia w 
affect the price of deliveries to Brazil under Bolh 
nationalization decree. 


4. To see more Buenos Aires reporting 
website at: http://www.state.sgov.gov/p/wha/bue 
GUTIERREZ 
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Development 

Weapons. The new Macedonian law \"determ 
prohibitions and limitations deriving from the Co 
the Prohibition of the Development 

and Use of Chemical Weapons. 

WOHLERS 
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Constitution 

Front MPs to eradicate the UPA\'s majority. Fu 
described the President\'s role as a mere forma 
that WKalam would do nothing that goes against 
Constitution.\" Alvi\'s assertion reflects Congres 
about the long relationship between President k 
Pradesh (UP) Chief Minister Mulayam Singh Ye 
Congress opponent. When Yadav was Defens« 
United Front Government of IK Gujral 

DRDO. Yadav was instrumental in funding Kal: 
programs and in ensuring a prestigious \"Впага! 


Column 3 
for Kalam. This prior history has led many to cc 
Kalam maintains a \"soft spot in his heart\" for Y 


3. (C) Alvi hypothesized that in such a situation 
SP and the BJP would immediately cobble toge 
and approach the President with a request to fo 
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government. Despite his access to Sonia Ganc 
circle 

with this situation 

dissolve the government and call for new electic 
losing its majority 

falls apart. Alvi was confident that a BUP/SP go 
would be short-lived 

the BJP and lose its Muslim vote bank 

quickly dump the disreputable and untrustworth 
form an NDA government. He was confident th 
then win another poll and return to power. 


The UPA 


4. (C) Congress has good reason to be worriec 
political standing. It recently invited unwanted c 
with its decisions to introduce a quota for Other 
Class (OBC) candidates in elite educational ins 
increase petroleum prices 

a sinking stock market have angered over 300 ı 
class Indians. The pace of second-generation ¢ 
reformsremains sluggish. Congress is already : 
internal infighting 

in its old bastions of Uttar Pradesh and Bihar. 1 
crucial Hindi belt 

of Delhi 

while the big states of Uttar Pradesh 

Rajasthan and Gujarat remain in the hands of tl 
and its de-facto allies. 


Rumblings in the Press 


5. (C) Anxiety concerning apparent Congress v 
found its way into the press. The V'Asian Age" 
14 published articles about V'Congress Disarray 
Age\" alleged that intra-party infighting and poor 
with UPA allies have left Congress government: 
Meghalaya 

The article noted that: 
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--in Meghalaya 
Chief Minister DD Lapang and were summoned 
consultations. 


--in Punjab 

outside the party headquarters to demand the ri 
Minister Amarinder Singh 

corruption has been allowed to get out of contra 


--in Haryana 

Minister Bhupinder Singh Hooda of illegally con: 
Reliance Industries to provide prime real estate 
conglomerate at bargain basement prices. Bist 
subsequently called to Delhi to explain himself. 


--in Maharashtra 
Nationalist Congress Party (NCP) of Agriculture 
Sharad Pawar. 


--in Uttaranchal 
Gandhi at his own request seeking support agai 
faction that he claims is plotting to unseat him. 
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6. (C) The \"Asian Age\" alleged that Congress 
\"restricted the UPA alliance to New Delhi 
Communists to fish in troubled waters and cons 
alliances with regional parties. In Andhra Prade 
Assam 

agitation against the UPA fuel price hike and ha 
joint election strategy to defeat Congress in loc: 
elections. In Maharashtra 

no longer bound to support Congress in local el 
will forge alliances with local parties of its choos 
Bihar elections 

Minister Ram Vilas Paswan 

Minister Lalu Prasad Yadav. In UP 
anti-Congress alliances with the newly-formed . 


party 


Congress Worries Become Public 


7. (C) On June 15 
sources who claimed they were deeply worried: 
government in Delhi could fall as a result of the 
Profit Act.\" In Delhi 


Column 3 

President pointing out that 19 Congress MLAs r 
profit and should be disqualified. Should he acc 
petition 

determination. If it expelled all 19 

its majority 

Assembly and its government would fall. A \"ѕе 
remarked that Congress would then have no ch 
for a new election 

\"the time is not right for the Congress to go intc 
elections.\" The loss of Delhi would be a seriou 
party\'s prestige 

Sheila Dixit has been touted as a Congress sup 


Corporate Support Could Shift 


8. (C) Congress is also worried that its corpora 
are losing patience and may be amenable to a: 
fight among corporate houses to exercise politic 
which began in the late eighties 

crass commercialization of politics and the mas 
required to contest elections has increased the 
big business houses. However 

not ideologically motivated and are willing to prc 
financial support to any political entity that will hi 
their bottom line. While Mukesh Ambani of Rel 
Tata of the Tata Group and the Birlas are currei 
with the UPA 

the Sahara Group and Rahul Bajaj of the Bajaj ! 
the NDA. This pattern could shift at a momentV 
business interests determine that Congress car 
deliver the goods. An industrialist recently told | 
that he and his compatriots are not wedded to c 
constantly gauge India\'s shifting political winds 
effortlessly switch political loyalties. 


The Role of Rahul 


9. (C) Congress-watchers assert that one way: 
the mood within the party is to look at the intern. 
of the Gandhi family. Another rumor making tht 
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that Sonia Gandhi is ready to crown her son Ra 
apparent. Some scenarios have him named to 
position some time in the next two weeks. Sucl 
be viewed as a solid indicator that Mrs. Gandhi 
that Congress will remain in power and will not 1 
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Parliamentary coup or early election. Likewise 
does not make her move 

that the she has determined that the UPA\'s hol 
shaky and she must focus on fighting serious o| 
challenges. 


UP Politics Affect the Center 


10. (С) It is no accident that UP politicians аге: 
heart of the current rumors. UP is India\'s large 
with 80 Parliamentary seats 

the heartland of the reigning Congress 

regional parties was a solid indicator of the part 
political decline. Until Congress recaptures the 
cannot feel confident of remaining in power in N 
the long term. At present 

UP and the contest is between former Chief Mir 
leader Mayawati and her deadly rival Mulayam ‹ 
They are locked in a \"fight to the death\" to see 
control Uttar Pradesh (UP) 

been sidelined. Most political watchers in UP pı 
Mayawati will defeat Yadav in the March 
Congress sees her imminent ascension to powt 
opening. 


11. (C) During her previous stint 

launched a corrupt scheme to create a \"Taj Co 
that she hoped would allow her to cash in on the 
She was forced to abandon the project after the 
corruption and environmental despoliation beca 
cement her hold on power in UP and stay one s 
law 

New Delhi and has been periodically meeting S 
scope out a possible political alliance with Cong 
would grant her immunity. Most rumors implica 
principal plotter attempting to organize a V'third : 
capable of unseating the UPA before the UP ele 
Mayawati may have made her dire prediction re 
UPAVs imminent fall to upstage and denigrate h 
Mulayam Singh Yadav and indicate her willingn: 
Congress to destroy him. Her warning may not 
without foundation. 


The Mulayam Factor 


12. (С) The key player in any opposition move : 
UPA 

ideology 

While he is meeting with the BJP and discussin 
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plots 

the Communists and remains close to the CPI(I 
thus working with both the Left and the Right to 
own egocentric agenda and is trusted by neithe 
well-aware that Congress could make life very c 
plays his hand too early. Congress could use tr 
information it has collected against Mulayam an 
to file legal cases (income tax evasion 

of public funds) that could tie them up in the cot 
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years to come. Congress could also throw its ft 
into an anti-Mulayam alliance with Mayawati anc 
regional opponents in UP to make it very difficul 
contest the March 2007 elections. Mulayam co! 
discretion is the better part of valor and concent 
winning the 2007 UP contest rather than becom 
risky plot at the Center that could go terribly wrc 


Congress Hopes to Close Pandora\'s Box 


13. (C) The \"Offices of Profit\" statute in the In 
constitution is the basis of the rumored anti-UP, 
The statute stipulates that no one can simultane 
MP (or MLA) and hold an \"office of profit." Thi 
force since the 1950\'s 

breach 

posts that fall within the statute\'s purview 
coming from Congress 

Congress hoped to avoid possible political prob 
rushing through its V'Offices of Profit Bill" in a $ 
session in May that exempted over 46 MPs holc 
from disqualification. Although passed by Ра! 
17 

refused to sign it and sent it back to Parliament 
re-consideration. 


14. (C) Congress is scared that the President: 
the \"Offices of Profit BillV for reconsideration w 
an opening for its opponents to cause mischief 
move to bring down the UPA government. Tot 
Congress will reintroduce the Bill as soon as Pa 
reconvenes in the third week of July. Under the 
Constitution 

Parliament passes a second time. Once a new 
and signed by the President 


Everyone\'s Playing the Numbers Game 
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15. (C) However 

not law 

which could benefit the opposition and damage 
strength of the Lok Sabha is 545. Any coalition 
hoping to form the government must ordinarily c 
seats. However 

2004 

resignations and have not yet been filled 
strength of the Lok Sabha 529 seats. Technica 
MPs could be disqualified in the wake of Presid 
return of the controversial Offices of Profit Law. 
were expelled 

House to 489. Any party or coalition hoping to f 
government would then have to control only 24! 
than the usual 273. 


16. (C) Two-thirds of the MPs facing disqualific 
the V'Offices of Profit Law\" belong to the Comm 
India (Marxist) 

partners. The current strength of the oppositior 
Parliament is 128 seats. With its NDA partners 
comes to 171. Mulayam Singh Yadav\'s Samaj 
with 41 seats is currently supporting the UPA V'f 
Should it withdraw and elect to support the ND. 
total would rise to 212 seats 
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Political insiders have determined that in additio 
SP 

supporting if from outside could be convinced tc 
or support it from outside: the Telangana Rasht 
Jharkhand Mukti Morcha 

Kazhagam 

defection could add as many as 82 seats to the 
it well over the 245 required to form the governr 
it then become clear that the UPA has lost its P. 
majority 

as Karunanidhi 

Pattali Makkal Katchi (6) 

Congress Party (10) 

to cement its majority further. 


The Election Commission Holds the Key 


17. (C) Our sources claim that some 58 petitior 
the disqualification of MPs have already been si 
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President Kalam 

Commission (EC) for action at any time. In adc 
are approximately 200 requests for dismissal of 
various states already pending with the EC und 
of Profit statute. Some interlocutors are telling 1 
the disqualification of MLAs holding &offices of | 
could destabilize up to 10 state governments ar 
to call mid-term elections. 


18. (C) The rumors circulating in Delhi political ‹ 
assert that the fate of the government could be 
of the Chief Election Commissioner. Should he 
issue notices of disqualification to all MPs holdir 
of profit 

provide the NDA with an opening to make its m: 
Election Commissioner chose to act and disqua 
significant number of MPs 

of the lower house 

closer to the NDA 

an immediate court challenge 

a political crisis that might lead to the collapse c 
Congress-led UPA or provoke Sonia Gandhi to 
to pre-emptively call an early general election. 


Alternative Coalition Formation 


19. (C) Any government formed under this 20 r 
scenario would be a \"Frankenstein\'s Monster" 
inherently shaky and unstable. The rumor maki 
in Delhi political circles asserts that the NDA wo 
new parties by offering their leaders the positior 
Minister or Deputy Prime Minister. However 
purportedly insisting that LK Advani head any ni 
while UP Chief Minister Mulayam Singh Yadav i 
happy with the Deputy Premier 

such a grouping would be primarily motivated b' 
ambition and a hatred for Congress rather than 
interests or ideologies. A meeting between Mul 
Yadav and RSS chief Sudarshan several mont 
an attempt to lay the groundwork for a BUP/SP ; 
Mulayam 

an open secret 

of time before he withdraws his party\'s support 
Many are saying that the last straw could be Ce 
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Authority raiding of Mulayam and his allies 
political fixer Amar Singh 
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legendary actor Amitabh Bachan. The powerful 
and Agriculture Minister Sharad Pawar 

Party 

Rajya Sabha seat in Maharashtra against the C 
has also led to an acrimonious war of words bei 
the UPA 

contemplating a withdrawal. Pawar has long be 
with Sonia Gandhi and has a barely concealed : 
become Prime Minister 

a role in an anti-Congress revolt. 


But Congress Can Still Take Heart? 


20. (C) While Delhi rumor-mongers have const 
elaborate scenario portending the imminent fall 
it overlooks factors that would make it difficult tc 
off. Shortcomings include: 


--General Election (the nuclear option) -- Sonia 
determine to call for an early election rather thai 
the government to fall 

providing Congress and its allies with political m 


- Timing -- Opposition plotters would have to m: 
before Parliament reconvenes. It is very difficul 
organize such an elaborate scheme with so ma 
in a manner of weeks. 


--Severity -- For the scheme to fructify 
Commissioner would have to disqualify a sizabl 
and CPI(M) MPs. Should he prove less dracon 
block him 


--Procedure -- Even if the EC moves against as 
MPs 

He could issue the disqualification notices piece 
extended period of time. Many of the MPs are | 
well-connected and could also use procedural n 
court challenges to delay their departure until af 
Parliament reconvenes 


--A Congress Pre-emptive Strike -- Congress cc 
opposition plot by convening an early \"special s 
Parliament that would quickly pass the bill 
coalition\'s continued viability 


--Unreliable Regionals -- For the plot to succee« 
unreliable regional parties would have to agree 
UPA and switch to the NDA. Such parties coulc 
time that they need UPA support to continue rul 
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regional fiefdoms and leave the plotters holding 
bag. 


Comment: Turbulence Ahead 


21. (C) The rumors of UPA trouble are gaining 
Delhi\'s political circles. The Congress leaderst 
apparently discussing such a possibility behind 
while Mulayam Singh Yadav and his henchmen 
secretly meeting with BUP representatives. Cor 


SIPDIS 
heart from the fact that it would be exceedingly : 
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for the opposition to put together a workable sc! 
down the wobbly UPA government. The BJP ar 
also in horrendous shape and may be in no pos 
advantage of the short window of opportunity pr 
Offices of Profit controversy. Should opposition 
fail to make their move before Parliament conve 
July 

out of the woods. All eyes will then turn to the ^ 
elections in UP. Congress performance in this | 
be viewed as the next big indication of the healt 
government 

facing serious challenges. Should Mulayam su 
is likely to again turn to plots to unseat the UPA 


22. (C) Congress is deathly afraid of a third par 
challenge for good reason. A third front govern 
inherently unstable and unlikely to hold on to po 
long. The advent of another third front could le: 
another period similar to the 1989-99 period wh 
succession of seven short-lived governments th 
back Congress plans indefinitely. Congress fea 
eventuality explains much of its recent caution r 
economic and foreign policy. 


21. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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urViwors vo seek redress hN }danfsa cou~ts 
Cg}wapi_oC 

-#9.!(OMQI(.e(11NQ$5QQ+yl Geneina 
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Darfur. The distance between the victim\'s hom 
Geneina posed several logistical challenges 
which was the transport of the victim and witnes 
the courts in El Geneina. The Office of the U.N 
Commissioner for Refugees (UNHCR) was invc 
rape case since the initial hearing in December 
worked closely with the victim\'s lawyer to ensur 
logistical problems were overcome. 


5. (U) This case was pursued through \"private 
prosecution.\" Under article 136 of Sudan\'s Cri 
Procedures Act 

authorization from a state prosecutor to prosect 
criminal matter. In this particular incident 
victimVs attorney filed a request for permission 1 
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criminally prosecute the case with the state pro: 
of West Darfur 

Since the accused individual was a member оғ 
Reserve Police (CRP) 

the authority of the Sudanese government 
application to prosecute the accused in a civilia 
criminal court was presented to his commander 
victim\'s lawyer won approval for this special ap 
after several court appearances. 


6. (U) Prosecution of this case was finalized in 
Geneina on May 3 

decision against the accused. The judge convic 
accused of raping a minor and sentenced him ti 
years imprisonment and 100 lashes. Sudanese 
procedures permit the defendant to appeal the ‹ 
and sentence. If successful both the conviction 
sentence could be overturned; however 
indication that the felon has appealed the decisi 


7. (U) This case marks only the second known 
of a government official for rape in Darfur. As s 
the following factors contributed to the successf 
conclusion of this case: 


A) Victim access to a dedicated and experienct 
lawyer: In this case 
immediate access to the expertise of a lawyer м 
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more than 20 years of criminal law experience t 
referral from the USAID-supported Darfur Lawy 
Aid Network; 


B) Subsidization of transport costs by the Darft 
Lawyers Legal Aid Network: Without financial г 
most of Darfur\'s population cannot afford prohil 
travel expenses or other costs required to priva! 
prosecute criminal activity in the region; 


C) Victim social support: The social support pr 
to the victim by her family proved crucial to the 

successful conclusion of this case. Family supr 
ensured that the lawyer had the necessary time 
resources to prepare and interview the victim as 
family members and neighbors who witnessed 1 


D) Weak opposition: UNHCR notes that the de 
not represented by legal counsel. Furthermore 
defendant called two alibi witnesses who gave 
contradictory evidence; and 


E) Discrete criminal proceedings: During the ti 
victim gave evidence in the presence of only the 
and the defendant in the judge\'s private chamb 
very notable improvement in the justice system" 
treatment of victims should be promoted throug 
Darfur. 


8. (U) Few successful prosecutions for rape ha 
occurred in recent history in North 

Darfur. The fact that this case resulted in a suc 
conviction is a notable achievement 
encouraged. By international standards 

year sentence for the rape of 10-year-old girl is 
punishment. According to the prosecuting attor 
procedural law in this case prescribed no minim 
sentence and allowed for a maximum sentence 
In addition 

General) holds the mandate and responsibility t 
prosecute criminal cases of this nature but refu: 
prosecute this case until ordered to do so by the 
Ministry of Justice. 
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some minor student protests 

he would venture such a comment now in the rt 
second round of peace talks. End Note.) 


INGOS Report Extortion and Meet Maoist Dem: 
Field 


2. (C) Cardy described a surreal Association of 
International NGOs (AIN) meeting he attended | 
members are the leading international NGOs w 
including Save the Children 

International). He said that in the first hour of th 
meeting 

example of the difficulties they faced in working 
field. In addition to the rampant extortion 
claimed they were being forced to sign agreeme 
Maoist commanders in order to operate in rural 
The organizations also had to agree to the local 
commanders\' demand that the NGOs show the 
records and program plans in order to get apprc 
with their work. Several NGOs reported that М: 
NGO programs in progress that had not receive 
approval; two NGOs mentioned that Maoists be 
had tried to do something without getting Maois 
Cardy noted that the security situation for the Мі 
Vincredibly dangerous!" outside Kathmandu. 


3. (C) During the second hour of the AIN meetir 
the group discussed the rapidly changing politic 
in the country 

he sat in stunned disbelief that the group did no 
disconnect between the two discussions. He e» 
frustration that the international community is nc 
quickly to provide more assistance to support th 
government 

the Maoists will support a multi-party democrac' 


Meanwhile Parties Cannot Operate in Villages V 
Blessing 


4. (C) From NDIVs ongoing discussions with thi 
parties 

in the countryside without Maoist approval 
organization. Indeed 

by the seven-parties in the local villages was dr: 
less than in April. NC staff had admitted to him 
could not do any grassroots organization. Whe 
members went out to the districts 

events and got people to attend. NC happily ac 
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Cardy explained that NC had taken a very short 
and saw this as weakening CPN-UML 

that what hurt UML would eventually also hurt N 
noted that UML 

among the parties 

actions. Cardy said NDI was turning down prop 
with the political parties in the villages because 
political parties realistically could not go there. 


No Incentive for Lower Level Cadre to Disarm 


5. (C) The NDI representative also said that he 
believe the Maoists would or could agree to lay 
weapons under the many scenarios being floate 
capital. Cardy explained that although Maoist c 
down to the District level were disciplined ideolc 
party true believers 

operated more like a network of weapons-empc 
This lower level cadre not only realized they lacl 
support but also feared that if they put down the 
people would kill them. Their ideological comm 
not justify putting their lives at risk. The Maoist 
leadership recognized this 

not 

Comment 


6. (C) While this is hearsay 

meeting 

the acceptability 

(reftel) and optimism about Maoist intentions. V 
concerned about the specificity of the rumor tha 
might invite the Maoists into the government 
regard it as a very disturbing rumor 

the past 

Maoists must give up weapons before joining th 
process. 

SCHWARTZ 
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blast is the worst single act of violence since the 
LTTE signed the Ceasefire Agreement (CFA) in 


3. (C) In response to the bus bombing 
Samarasinghe confirmed that two air force jets 
Mullaitivu 

southeast of Jaffna 
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action. 


4.(C) SriLanka Monitoring Mission (SLMM) sp 
Thorfinnur Omarsson told poloff on June 15 tha 
situation is very grave at the moment.\" He alsc 
reports of military action in Sampoor 

a Naval attack by the 22 Division and possibly g 
shelling as well - where monitors will arrive soor 
scene. (Note: Omarsson took over for Helen O 
June 12. End note.) The SLMM does not have 
Mullaitivu. Monitors had been at the site of the 
for several hours 

suffered two separate blasts. 


5. (C) Trincomalee Human Rights lawyer Fr. V. 
told pol FSN on June 15 that ethnic riots erupte: 
Trincomalee town following the bus explosion a 
military action. He said \"five persons had been 
Muttur Hospital confirmed one dead upon arriva 
approximately 13:45 June 15. In Anuradhapur 
predominately Sinhalese town near the site of tl 
explosion 

to a BBC stringer. Foreign Secretary Palihakka 
elected leaders and authorities have been sent 
spots to subdue the possibility of ethnically moti 
outbreaks of violence. 
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6. (C) In addition to the military actions mention 
the GSL appears to be taking small acts of reve 
the LTTE for their actions in Oslo last week. On 
of June 13 

from Oslo. Brattskar said that the Norwegians h 
notified that the GSL would not provide helicopt 
from Colombo to Kilinocchi for the returning LT 
as promised earlier 

of Control crossing point at Omanthai 

area. The Norwegians would then have the rest 
transporting them safely to Kilinocchi. At this po 
time 
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off for Sri Lanka. The Government proposal wa 
totally unacceptable to the Norwegians. After m 
phone calls and discussions with Foreign Minist 
Samaraweera 

eventually agreed to provide the transport all the 
Kilinocchi. 


7. (C) Norwegian Charge\' told Ambassador Jur 
the LTTE arrived in Colombo 

promises of swift processing at the airport. Inste 
Tiger delegation stood around for some time in 
areas and were subjected to a search of their lu 
some questionable items were found 
everything--opening shampoo bottles 

the delegation made it through immigration and 
was then flown to Kilinocchi. 


8. (С) SLMM spokesperson Omarsson told ро! 
that the LTTE made \"no objection " about the n 
EU-member states who the SLMM had \"purpos 
accompany the LTTE back to Kilinocchi. 


9. (C) Foreign Secretary Palihakkara 

chief Palitha Kohona 

Sandigiri addressed Heads of Missions June 15 
attack and subsequent \"limited Security Forces 
let the LTTE know these deplorable acts of terre 
price.\" Sandigiri confirmed the forces had carri 
air attack in Mullaitivu and an artillery attack in € 
on LTTE Sea Tiger targets. He told Ambassad 
target co-housed civilian populations. 


10. (С) Kohona stated that the GSL\'s \"unamb 
preference\" is still a negotiated settlement 

LTTE is clearly trying to incite backlash against 
civilians in the majority-Sinhalese south. Paliha 
the international community to strongly condem 
attack and urge the Tigers to stop violence and 
avenues to political discourse immediately. 


11. (С) Comment. This attack is the second sii 
by the LTTE against a purely civilian target. Kel 
is an ethnically mixed area. Moreover 
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attack since the Ceasefire came into effect in 2( 
spokesman has denied LTTE responsibility 
little doubt the Tigers did it. The bus attack see 
another effort by the Tigers to widen the racial c 
between Singhalese and Tamil and promote a c 
against Tamils. End comment. 


12. (C) ACTION REQUEST. Post recommend 
statement condemning the LTTE attack on a ch 
calling on both sides to stop violence and return 
negotiations. Suggested text follows: 
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\"The United States strongly condemns the Juni 
bombing of a civilian bus in north central Sri Lar 
resulted in the deaths of more than 60 innocent 
injuries to dozens more. This horrific and unprc 
bears all the hallmarks of the Liberation Tigers ι 
Eelam (LTTE) and is another clear violation of t 
Agreement the LTTE claims to uphold. The Un 
once again upon the LTTE to renounce terror ai 
direct negotiations with the Sri Lankan governm 
strengthening the ceasefire and settling the con 
call on both parties to seek ways to end the viol 
return to the table." End statement. 
LUNSTEAD 
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Larissa; and establishment of direct communice 
between Turkish and Greek Chiefs of Staff. A € 
told us June 10 that there are already numerou: 
\"hotlines 

for the media. 


3. (C) According to Bilman 

the expanded meeting (Comment: If it was raise 
likely in the one-on-one. End Comment). Bakoy 
to take steps to open Halki Seminary. Gul cour 
although the GOT supports religious freedom 
by constitutional \"limitations\"; positive GoG me 
the Turkish minority in Western Thrace would fc 
movement. Gul suggested the two government 
high-level diplomats to discuss Halki 

other similar issues; Bakoyannis initially demurr 
reluctantly agreed. 


4. (C) Comment: Coming on the heels of a Ma 
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between Turkish and Greek fighters jets 
around Imia/Kardak island 

Turkish and Greek ships 

meeting was that it went ahead. DDG Bilman c 
no effect of the meeting on subsequent Greek E 
Turkey at June 12 EU-related meetings in Luxe 
same might be said of Turkey 

responding to a question 

Turkish Air Force report shows that the Greek p 
fault 

lost in the May 23 collision. End Comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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it 

officials to convey U.S. concerns and learn the | 
the transaction. 


2. (S) Botswana does not have a Ministry of De 
President\'s constitutional authority as commanı 
exercised through the Ministry of Presidential At 
Military procurement is a notably opaque proces 
learned of the subject of the demarche 
telephoned Presidential Affairs to see if a senioı 
could join the meeting 

George stated that he understood that a frank a 
reply was needed to this demarche 

not the deal could be cancelled 

contact with us as soon as he had further inforn 
AROIAN 
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covert transfer of terrorism suspects to third cot 
detention centers 

Turkey among the European countries that help 
flights. Last weekVs report by Swiss parliament 
finding a \"spider\'s web" of bases around the м 
for V'extraordinary rendition 

European countries for violations of the rights o 
London-based Amnesty International (Al) also 
with Britain 

Herzegovina 

that in an interview with Turkey\'s semi-official A 
Agency in December 

denied reports that terror suspects were brough 
Sabiha Gokcen airport and interrogated by forei 
also said it was out of the question that CIA plar 


Column 3 
Incirlik Airbase in south Turkey during the trans 
without notifying the Turkish government. 


Ambiguity over a Possible Gul Visit to Iran 
Hurriyet 

press conference on Wednesday 

Spokesman Namik Tan denied work was under 
Foreign Minister Abdullah Gul to Tehran. \"Hov 
the coming days 

would be very natural.\" Tan reminded the pres 
close contact with the relevant parties 
Ankara\'s efforts should be considered as some 
intermediation.\" On Tuesday 

stop over in Tehran on his way back from trips t 
Kazakhstan that will kick off over the weekend. 
in Iran 

Khamenei. \"If it will serve to achieve a result 
will go 

saying. 


Erdogan to Visit Cyprus in July 

Bugun 

visit to Cyprus on July 20 (82nd anniversary of 1 
invasion of the island) for Peace and Freedom « 
he is on the Island 

solution. 


Turkey 

Cumhuriyet reports at a meeting in Ankara yest 
Minister Abdullah Gul and US Assistant Secrete 
Boucher underlined ongoing cooperation and cc 
Central Asia and Afghanistan. Boucher praised 
to the reconstruction of Afghanistan and stresse 
Baku-Tbilisi-Ceyhan (BTC) pipeline to carry Ca: 
markets was an opportunity for the Central Asia 
said the BTC route should also carry natural ga 
working for more oil to be pumped into the BTC 


Pew Survey: Only 12 Percent of Turks Support 
All papers carry a PEW poll carried out in 14 co 
Turkey 

support for the war on terror declining even amc 
survey shows that Turkey has the most negativi 
US with only 12 percent of Turks favorable. It s 
and Turks view the situation in Iraq as a bigger 
peace than Iran\'s nuclear activities. Only three 
hold a favorable view of President Bush 
countries surveyed. Iranian President Ahmedin 
of 25 percent. More than three-quarters of Turl 
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oppose the US-led war on terror 
Pew survey finds that the US-led war on terror c 
support in just two countries 


US Marine Video Clip Scandal 

Sabah 

another scandal broke out when a video clip po: 
showing a US Marine singing a song called \"H: 
cheering crowd. The song is about massacring 
their daughter resisted him with a gun. The alle 
Corporal Joshua Belile 

was a joke 

Islamic Relations Council demanded an investic 


FM Gul Praises Turkish Military Support in EU F 
Radikal: Columnist Murat Yetkin reports that Εἰ 
has said that the government received immense 
Turkish military in the EU process. Gul was quc 
Vimplementing EU harmonization reforms woul 
the military\'s support. The Military\'s strategic \ 
important role in this process. Gul noted that | 
Turkey\'s Cyprus policy would not be possible w 
the military. Turkish diplomats coordinated witl 
every point to determine Turkey\'s Cyprus policy 
it would be wrong to attribute the military\'s supr 
of General Staff Hilmi Ozkok 

military as an institution. Gul added that the sur 
the military to the government in the EU membe 
stronger than the support extended by some civ 


Editorial Comment on Palestine 

Ertugrul Ozkok commented in mass appeal Hur 
the same rhetoric following the election results i 
is the elected representative of the Palestinian [ 
developments in Palestine have proved just the 
a decision to ask the people about recognition c 
Palestinian President Abbas took a very realistic 
toward ending the chaos and economic strife of 
this point the so-called elected representatives - 
standing against the idea of getting the people: 
made a historic decision which may change the 
Middle East. We should wish him every succes 
will transfer the fate of peace from a terrorist ort 
directly into the hands of the people." 


TV Highlights 
NTV 
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Domestic News 


- Prime Minister Erdogan told the press aboard 
home from Macedonia that the current parliame 
representational capability to elect the next pres 
and that his party will nominate someone with \" 
characteristics\" for the office. 


- The trial of the suspected killer of Andrea San 
priest murdered at the Santa Maria Church in tr 
Trabzon in February 

suspect faces life in prison. 


- Turkey said it was likely to seek financial com[ 
Greece following a mid-air collision between tw 
May 23. Turkish Foreign Ministry said a 

report is being prepared by the authorities 

of Turkey 


- Turkish troops killed two PKK members durinc 


ANKARA 00003544 003 OF 003 


eastern Tunceli province. 


- In May 

1984 

government is determined to maintain financial 
no dramatic fluctuations were expected in exchi 


- Fitch Ratings said it may revise Turkey\'s cred 
if the country's economic and fiscal position de 
VIf there are further policy slippages or negative 
may revise the outlook on Turkey\'s VBB-V foreit 
currency Issuer Default ratings to stable from р 
in a statement. 


International News 


- Prime Minister al-Maliki has launched a securi 
insurgents in Baghdad 

rebels who want to join the political process in a 
violence. 


- Foreign Minister Manouchehr Mottaki said a n 
of incentives to encourage Tehran to stop urani 
\"very positive\" and would be examined serious 


- Palestinian Prime Minister Ismail HaniyahVs ac 


Column 3 
Hamas is prepared to offer a 50 or 60-year cea: 
withdraws to the 1967 borders. 


- UNSYG Annan said he was \"shocked and sac 
Israeli missile attack into Gaza 
wounded 40. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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educated generalists trying to broaden their kna 
addition to their meeting with Torosyan 

met with representatives of the OSCE 

National Security Service 

and attended two panel discussions with Armen 
representatives at the U.S. Embassy. 


3. (C) According to press reports corroborated t 
staffer Zachary Seldon 

Torosyan 

regional report 

supporters of Armenia had recognized the Arme 
Torosyan suggested the language be changed 
specifically that EU member-states and the Eur 
Parliament had recognized the \"genocide.\" Af 
said no genocide ever occurred 

official order to kill Armenians 

egged on by the Russians 

Torosyan interrupted Erdem 

international delegation 

events of 1915 

recognized them to be a genocide. According t 
interpreter 

Torosyan kept his cool throughout the exchangt 
of the NATO-PA delegation reportedly shared T 
sentiment and later criticized Erdem for taking = 
position while acting in his role as a leading те! 
international delegation. Seldon noted privately 
parliamentarian had stepped clearly beyond the 
appropriate to his position in the delegation. 


4. (С) The exchange was reported June 14 in tr 
newspaper Hayastani Hanrapetutiun (Armeniar 
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Regnum 

noted that there were four journalists in the mee 
before the meeting began 

request to leave. He said he was dismayed tha 
leaked out 

National Assembly were present at the meeting 
whether Torosyan had any aides with him durin: 


5. (C) Erdem also became heated during one о: 
discussions with Armenian NGO representative 


at the U.S. Embassy June 12. During the discu 
Atlantic Association Executive Director Tevan F 
whose NGO aims to foster better understandinc 
of NATO\'s mission and activities 

the status quo of Armenian-Turkish relations 
working to normalize them. Erdem countered tl 
doing everything in its power to normalize relatic 
rest of the delegation remained somewhat awkv 


6. (C) It is rare that Turkish officials visit Armeni 
the atmospherics vary by case. Turkish Ambas 
Batibay was here a year ago with the Council of 
Group\" and there was no contretemps of any k 
not only the visitors who vary case by case. For 
Assembly Speaker Artur Baghdasarian spoke o 
conviction about the need for Armenia to \"get a 
train to Europe that is Turkey 

tracks in front of it." He boasted of his relations 
his Turkish opposite number 

planning to move relations forward through 
intra-Parliamentary contacts. Baghdasarian is r 
Speakership 

lacks as yet the broad international contacts cul 
his predecessor and has a much less outgoing 
willing or able to use his new office to good effe 
frustratingly unhappy state of Turkish-Armenian 
The exchange of invective reported above prob. 
encourage the new Armenian Speaker to reach 
Turkish counterparts 
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visit to Pakistan as a landmark in the bilateral 
relationship. In the past six months 

have survived the Danish cartoon controversy; 
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suppressing violent separatists in Balochistan м 
combating al-Qaeda and domestic Islamic extre 
tribal areas along the Afghan border; and transi 
the winter 

reconstruction. Pakistan remains a tough public 
environment 

generous USG assistance in the earthquake rel 


U.S.-Pakistan Strategic Partnership 

2. (S) During his March 2006 visit 

a U.S.-Pakistan Strategic Partnership. This initi 
been institutionalized in the framework of a stra’ 
dialogue addressing economic growth and pros 
cooperation 

Science and technology 

The inaugural meeting of the strategic dialogue 
Washington from April 26-27 was a step forwarı 
Pakistan of the breadth and depth of our long-te 


3. (S) In the wake of the media glare surround 
U.S.-India Civil Nuclear Initiative 

political class have been wracked by a bout of ii 
&me too-ism.8 Some government officials have 
privately that the U.S. has created a public perc 
it is distancing itself from President Musharraf. 
with public remarks by American and other wes 
suggesting that Pakistan could do more in the C 
Terror (GWOT) 

attuned to any hint of American criticism. 


Global War on Terror 

4. (S) FATA: Pakistan deserves commendatio 
with us in the GWOT 

and other extremist elements safe haven in Pak 
tribal areas along the Afghan border. Following 
Government of Pakistan\'s (GOP) decision to e: 
government control into the FATA (historically a 
region for government forces) 

Pakistani security forces to stay the course in th 
armed resistance. As the security situation in b 
and South Waziristan continued to deteriorate it 
2005-early 2006 

strategy. Between March and May 2006 

and his advisors articulated a new three-pronge 
extend the governments writ into the FATA 
political initiatives 

operations that are faster 

the past. We have offered to assist PakistanVs 
development efforts in the FATA and to provide 


Column 3 
rapid strike capabilities as it realigns its military 
tactics. 


5. (C) Crackdown on Extremism: In the afterm 
7 

domestic extremist organizations with much pul 
arresting the usual suspects and proposing stric 
of Pakistan 

previous crackdowns 
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detainees and walked back many of the regulat 
operations. Although we are still assessing whe 
President has the will to hold the line against Pe 
extremist elements for the long run 

Musharraf 

many fall-backs along the way. Aside from the 
uneven record 

vocal advocate of &enlightened moderation 
espouses a moderate and tolerant Islam for Pal 
finds its place within a globalized world. 


6. (C) Extremism (cont): The U.S. consistently 
senior GOP officials to act decisively against the 
operational leaders of terrorist and extremist ori 
including those which were involved in earthqua 
efforts in northern Pakistan. We have also enc 
officials to take action against those madrassas 
support 


Domestic Issues 

7. (S) Balochistan: Pakistani leaders are also 
to cope with an insurgency in the resource-rich 
Balochistan 

historic grievances against Pakistan and seize c 
share of their provincial patrimony. President V 
swung back and forth between civilian advisors 
counseling a negotiated settlement 

view the insurgency as an Indian-sponsored thr 
unity that must be suppressed. At the moment 
has swung toward the military option. This has ¢ 
implications for the military\'s ability to pursue $1 
U.S.-Pakistan objectives in the FATA and in the 
Pakistani security forces are already over-stretc 
the Afghan border 

managing periodic domestic civil unrest 
controversy and sectarian tensions. An escalat 
conflict in Balochistan would create an inauspici 
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political environment in the run-up to national elı 
next year. 


8. (C) Democracy: President Musharraf has cc 
publicly and privately - to move Pakistan toward 
civilian-led democracy by the next national elec 
must be held by 2007. The government 

many organizational issues before the 2007 nat 
elections 

appointment of a permanent 

acceptable to all mainstream parties. The two | 
opposition parties ) Benazir Bhutto 

Party (PPP) and Nawaz Sharif 

Nawaz (PML-N) ) have entered into a highly-pul 
Charter for Democracy aimed at defeating the ^ 
government at the polls. Given the long years c 
between Bhutto and Sharif 

political theater than a serious threat to Musharı 
governing PML. 


9. (C) Military v. Civilian Government: In April 
local media stirred up a frenzy following a stater 
senior USG official that the United States believ 
civilian leadership of the military 

signal that the U.S. was distancing itself from Pı 
Musharraf. While these remarks reflect a funde 
principal of U.S. policy 

underscore in their public and private remarks c 
relationship with President Musharraf and our a 
for his contributions in the war on terror 
improve relations with India 

to advance democracy in Pakistan. 
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10. (SBU) Building Democratic Institutions: At 
operational level 

with programs to promote institutional developrr 
courts 

and State are in the process of finalizing a USG 
strategy to promote free and fair elections in 20 


The Neighborhood 

11. (S) Afghanistan: The roller-coaster relation 
between Afghanistan and Pakistan continues to 
mutual suspicion and recrimination 

about cross-border infiltration and Pakistan obs: 
prospect of India using its diplomatic assets in / 
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to foment instability in Balochistan. President м 
and most governmental and military leaders rec 
Pakistan must support the Karzai government: 
solidify its control over the country. To that end 
Government is committed to cooperating on opt 
security matters with the Afghan government ar 
forces through regular Tripartite Commission m 


12. (S) Afghanistan (cont): That said 

Karzai (and their subordinates) have had difficu 
restraining themselves from engaging in regula 
destructive public rhetoric 

for not doing enough to effectively prosecute the 
against their common enemies in the tribal area 
border. More disturbing is that a good number ı 
officials remain piqued by the ascendency of Nc 
Alliance leaders following the U.S. rout of the Tz 
2001; some now nurture a quasi-public schader 
Pashtun Taliban has re-emerged in Afghanistar 
eastern provinces. 


13. (S) India/Kashmir: President Musharraf ar 
advisors have consistently told us they have ma 
decision to end the militancy. Musharraf believe 
ability to control Kashmiri militants will be greath 
enhanced if there is measurable progress with | 
Kashmir. He has specifically pushed for a withc 
Indian forces from key population centers in 
Indian-administered Kashmir (a demand viewec 
skepticism in Delhi). Musharraf has privately sit 
flexibility on the final status of Kashmir 

remains steadfast in rejecting the Line of Contrc 
permanent international boundary. Indian Prim: 
Manmohan Singh has said that New Delhi is no 
discuss pragmatic solutions to make the LOC le 
people\'s lives 

normalization of bilateral relations hostage to a ' 
resolution of the Kashmir dispute. 


14. (S) India/Kashmir (cont): India has long res 
involvement of third parties in settling the Kashı 
and Pakistani leaders understand that any movi 
direct mediating role by the U.S. would be coun 
President Musharraf was pleased by President 
even-handed statements about the need for got 
between India and Pakistan and for a peaceful i 
the dispute on terms acceptable to Pakistan 
people of Kashmir. 


15. (C) India/Kashmir (cont): Although there h: 
little progress on core issues relating to Kashmi 
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the Siachen Glacier) 

meet regularly through the Composite Dialogue 
which has produced some confidence-building 
including a pre-notification agreement for ballist 
launches and the opening of bus and train route 
two countries. After 17 years 
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revived the Joint Commission to provide a forun 
discussions on technical issues such as science 
technology 

tourism. Although delegations travel to/from Isl 
New Delhi weekly 

parameters 

relationship with its fear of being accused of &gi 
India too much via CBMs without first securing ‹ 
advantageous resolution of the Kashmir questic 


16. (S) Iran: Pakistan has a long and complic: 
relationship with its neighbor Iran. GOP official: 
allude to Pakistan 

trouble-making 

governing in Tehran on Pakistan 
(approximately 20 percent of the population). T 
walked a tightrope in response to the current cri 
Iran 

their international obligations and to pursue a ne 
resolution. Privately 

Minister Kasuri recognize that continued conflict 
Iran 

region. Both have urged their Iranian counterpa 
the EU-3 and U.S. proposals seriously and begi 
forthwith. 


17. (C) China: In contrast to their perception ı 
U.S. 

China as Pakistan\'s V'reliableV friend. Many P: 
continue to view China through a Cold War halc 
Beijing as a bulwark protecting Pakistan from ai 
India. In contrast 

sticks to the bottom line of business 

about democracy 

well regarded by the Pakistan public for its high: 
investments in PakistanVs infrastructure (the Ka 
Highway 

Gwardar and energy resources in Balochistan) 
its economic prowess. Chinese military sales - 
unencumbered by the Congressional notificatioı 
releasability reviews that characterize U.S. defe 
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are often sweetened by attractive financing arra 
Even so 

they get what they pay for with Chinese arms ar 
equipment...and that they would often prefer to 
but for the expense and political hurdles. 
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4. (SBU) DG Aziz told us that Iraq needs USG г 
develop its agricultural private sector. Because 
agribusiness development currently is so limitec 
explained 

provide many of their needs and to procure muc 
output. DCM stated that Iraq's PDS is a major 
Iraqi agribusiness is currently so underdevelope 
expressed our willingness to help the GOI reforı 
(NOTE: The PDS is a highly inefficient $3 billior 
food-subsidy program administered by the Minis 
(MoT). The MoT procures approximately 87 pe 
items used in the distribution system from foreic 
END NOTE.) Iraq\'s protectionist barriers to fre 
the past year 

harmful to development 

should pursue transparent trade policies based 
safety standards. The Minister and his staff 
openly embracing the DCM\'s statements about 
trade barriers 


5. (C) COMMENT: Minister Al-Abudi\'s willingne 
is a welcome change from the last Minister 
place MoA representatives on either the Embas 
Advisory Team (MAT) for Agriculture or the Επι 
Agricultural Task Force (JATF). (NOTE: The M 
a USG program to build capacity within the mini 
JATF is a team comprising Embassy 
international partners 
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coordinating agriculture development projects tl 
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Iraq. END NOTE.) The former Minister also fai 
a strategic plan for rebuilding lraq\'s agriculture 
establish a multilateral sector working group (a 
recommendation made by the World Bank in at 
meeting in Amman). 


6. (C) COMMENT CONTVD: We are also enco 
Minister\'s desire to increase private-sector devi 
remains to be seen 

Sadrist affiliation will adversely affect his and hi: 
initial willingness to cooperate and their desire t 
private-sector development. 


7. (C) COMMENT CONTVD: DM Al-Jumaily an 
the talking on the Iraqi side. Minister Al-Abudi 
attentive and engaged 

introductory remarks. It is hard to determine wr 
quiet demeanor stemmed from personality 

lack of experience in agriculture 

Also 

more than three years and DG Aziz also has sp 
time there 

END COMMENT. 

SPECKHARD 


68141 

VWhat is being said now during the elections se 
contained by not reacting to it 

claim. It should be heard without leaving room f 
mislead us and should not be believed because 
night 

The declaration of the results and who won and 
evaporate. Kuwaiti voters will listen to who they 
end will vote for who they want 

speeches. V" 


-- Mansour Al-Saeedi commented in the pro-go' 
daily Al-Seyassah under the title "WomenVs Rit 
(6/15): \"All women are optimistic that they will v 
betting on the results; despite the fact that a rea 
says that their chances of success are weak 
women candidates expect a victory for women i 
expect that women will support them with their ı 
them with exception are for the best women get 
But 

percentage of Kuwait women who are running fı 
which is very low and is not representative of thi 
in Kuwaiti society. V 


-- Thabet Ibrahim Al-Haroun editorialized in the 
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Arabic-language daily Al-Rai Al-Aam under the : 
VI highly doubt the rumors about women selling 
consider it a desperate attempt to get а the pio 
of womens rights in Kuwait and to kill their asp 
great role in shaping a comprehensive social fal 
presence at seminars will translate into presenc 
boxes. Some men consider these elections redi 
challenge to them. So 

women\'s patience?" 


-- Khawla Al-Atiqi wrote in the moderate Arabic- 
Al-Watan under the title Elections V" (6/15): Vl F 
my attendance at electoral headquarters womel 
and hear what candidates have to say about the 
they will do for women if they win. Most of the w 
assuming that they are sympathizers or relative 
were not naive enough to reinforce my assumpl 
when asked 

they have to say first 

| fear for the candidates | work with as | thought 
tribal 


-- Liberal writer Mr. Abdul Latif Al-Duaij maintair 
progressive Arabic-language daily Al-Qabas uni 
Government Enraged\" (6/15): V'The governmer 
time ago. It lost its mind when it came under the 
corrupt and those hostile and demeaning to (οι 
its mind when it insisted on continuing to deny Г 
combat attempts at reform. Today 

it lost its nerve. That means that the country wil 
a dark tunnel as is usually said 

vortex that may sadly destroy everything. The с 
candidates\' media activities is tyrannical. A det 
monopolize the media and provide coverage fo! 
with the government. The [newly] established s 
transmit from outside of Kuwait 

should not have jurisdiction over them or their p 
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Visit Kuwait\'s Classified Website: 
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Egypt.\" Criticism of a lack of transparency on r 
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sales 

also become more pronounced. On the rhetori 
GOE has responded by denying that the progra 
excessive speed 

policy since the Economic Reform and Structur: 
Program of the early 1990s 

MOI. 

7. (SBU) Simultaneously 

critics 

Prime Minister Nazif in early June issued an am 
the executive regulations of the Public Enterpris 
stipulating that offers of public companies are tc 
referred first to the Economic Ministerial Group 
would include the popular pro-labor Minister of | 
Aisha Abdel Hadi. Such an inter-ministerial gro 
reviewing privatization plans existed under earli 
administrations but fell into disuse under Nazif 
helped create the public impression that the MC 
in deciding on privatizations. 


8. (SBU) Nevertheless 

privatization told Econoff that growing oppositio: 
further slow the pace of the program. Complica 
problem for the MOI 

more pronounced 

(MB)-affiliated representatives in the parliament 
2005. (Comment: Opposition in parliament has 
thorn in the side of the MOI with respect to priv: 
but the problem could become even more diffici 
MB\'s penchant for challenging GOE policies. E 


9. (U) In the second half of 2005 

2006 

engaged in vocal protest against disruptions in 
patterns. For instance 

newspaper al-Ahaly reported a labor protest tha 
in front of the Peoples Assembly building 
workers of privatized Al-Nobareyah Company fc 
Engineering and Mechanization. A few days lat 
the Gelatin Company of Alexandria initiated a si 
the Ministry of Investment 

new investor who bought the company to provic 
financial dues. 


10. (SBU) The projected sale of retail chain Om 
Co. - with its labor force of 6000 and high-profile 
as the proud flagship of Egyptian retailing - has 
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more controversy than any other sale to date (re 
MOI admits that defending the privatization plar 
company has sapped considerable GOE energ: 
the Chairman of the Holding Company for Trad: 
Omar Effendi 

negotiations with the investor. The Chairman n 
without providing a timeline - that the holding co 
board and assembly still had to approve the sali 
manner 

the Al Nasr Glass Factory are apparently being 
labor. Last week 

labor syndicate committee of the factory had m: 
demands that were being incorporated in the ne 
According to opposition paper al-Wafd 

to lay off 1600 workers of the factory and retain 
(Comment: Both examples of prolonged inabilit 
privatization negotiations signify a more cautiou 
by the GOE with regard to labor 

provoke more protests. End comment.) 


11. (SBU) Sector-specific issues also have coni 
popular opposition and thus the slowdown in the 
privatization program 

sugar industry (ref B). Disturbances in the local 
due to supply shortages and rising sugar prices 
last few months forced the GOE to cancel the p 
of four companies (Delta 

Nobareyah) 

in new production lines in GOE-owned compani 
measure. The pharmaceutical industry is simile 
sensitive given GOE price controls. Since 1991 
banned the sale of a controlling stake in any phi 
company 

stakes in five companies through the stock mar 
Announcements since January 2006 that the ac 
would sell a stake in the Chemical Industries De 
Co. (CID) have thus met with a barrage of accu 
the GOE is abandoning social concerns. Accor 
sale of 40% of CID is presently being undertake 
stock market. 


12. (SBU) No longer able to ignore the negative 
repercussions of its crash drive to privatize 
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administration is moving toward the conclusion 
gradualist approach is more appropriate in the E 
case. However 

generation of high short-term returns - atthe ex 
perceived long-term national interests - as the n 
sales 

benefit argument for public consumption. End c 
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with him are positive signs that the Burmese ret 
move forward. Wu urged U.S. to take ChinaVs 
position into account 

discussions. The DCM expressed disappointm: 
position 

and the effects on the region. The DOM reitera 
resolution would not call for sanctions and woul 
Chapter 7 provisions. Separately 

officer told poloff that the MFA called in all of th« 
countries for separate meetings on this same is 
Asian Affairs Deputy Director General told our € 
contact that China specifically opposes resolutic 
that calls Burma a threat and would require peri 
review and dialogue on Burmavs situation. End 


2. (C) MFA International Organizations Departr 
General Wu Hailong called in the DCM on June 
seriously opposes UNSC involvement in the Bu 
is disappointed that the United States is pushinc 
get involved in Burma and has serious concern: 
proposed U.S. resolution. Burma\'s problems а 
internal affair and therefore the UNSC has no rc 
does not see Burma as a threat to the region. 1 
of ASEANS share this view 

U.S. initiative. Although some countries are dis 
with the extension of Aung San Suu KyiVs deter 
United States calls her plight a human rights iss 
country has human rights problems and these s 
used as excuses for the UNSC to interfere lest i 
undermining its own authority and legality. Inst 
international community should sit down with Bi 
engage in dialogue and provide assistance to B 
constructive manner rather than exert pressure 
lead to the opposite of the positive change bein 
claimed. 


3. (C) It is necessary to look at Burmavs situatii 
comprehensive and objective manner and pay r 
the possibility of positive change 

International Organization Department Deputy Γ 
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Director Yao Shaojun called the acceptance of | 
visit and the reaching of \"consensus\" with U/S! 
many issues positive signs that the Burmese re: 
get certain things done.\" Admitting that the exte 
ASSK\'s detention was not a move іп the right c 
added that it is just one issue and the overall sit 
more positive. Pointing out that it has only beer 
weeks since U/SGY Gambari\'s visit to Burma 
important for Burma to have the room and time 
take action to implement the \"сопѕепѕиѕ\" U/St 
reached with the Burmese government. 


4. (C) Wu urged the United States to take into ‹ 
China\'s concerns as the Burmese issue affects 
interests in the region. The United States and С 
cooperate in many areas and Beijing does not v 
two countries take opposing positions on issues 
in the interest of the United States or the interne 
community for the UNSC to get involved in Burr 


5. (C) China hopes this divergence of views wit 
States can be solved bilaterally rather than bein 
out into the public. Wu suggested quiet bilatera 
discussions on Burma. While calling the PRC [ 
issue \"very 

missions to the UN should continue to consult a 
DCM to report the Chinese position to Washing 


6. (C) The DCM expressed disappointment witl 
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position 

the situation in Burma is getting worse 

flow of refugees to its neighbors 

persons 

communicable diseases are all ongoing exampl 
threatens regional peace and security. Engage 
for the sake of such without real progress is 
counterproductive. The Burmese regime\'s dis: 
decision to extend ASSKVs detention is clearly ¿ 
the junta is not willing to change and move forw 
positive way. It is time for the international com 
make a clear statement about the deteriorating 
Burma. The DCM pointed out that the resolutio 
to place sanctions on Burma 

provisions. Instead 

efforts to bring about positive change in Burma 
bolster U/SGY GambariVs message to the Burn 
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7. (C) Following the meeting 

Singapore Embassy Political Officer Patrick Lim 
political counselor had been called in by MFA A 
Department Deputy Director General Zhao Jian 
issue at the same time. Lim reported that the N 
all of the ASEAN nations separately today. Dur 
meeting 

points in a draft resolution that their mission in ^ 
received. First 

Burma a threat to the peace and security in reg 
the PRC opposes periodic UNSC review and di: 
situation. Lim said his side responded to China 
that Singapore would support the U.S. proposal 
while Singapore\'s general position is unchange 
not see Burma as a threat to the security of the 
does not generally agree to UNSC involvement 
made a decision this specific case. (Comment: 
the Chinese had told us that Singapore support: 
States.) 


8. (C) Lim told poloff that an \"ASEAN consens 
proposal is unlikely because Burma clearly pref 
bilaterally with its Southeast Asian neighbors an 
disregard for ASEAN. Lim cited the poor treatm 
representative Malaysia FM Hamid during his vi 
RANDT 
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Watch 

Palestinians were killed on Friday 

the evidence points\" to a \"155-mm Israeli land: 
artillery shell as the cause of the blast. Media 
reported that reiterating its Tuesday conclusion: 
IDF was quick to reject the Human Rights Watc 
HaVaretz quoted Olmert as saying Wednesday 
that Tuesday\'s incident in Gaza City 
Palestinian civilians were killed 

could not be avoided. The Jerusalem Post quo’ 
as saying in Paris that there is no humanitarian 
in the Gaza Strip 

Organization (WHO) issued a statement warnin 
collapse in the PA health system. The Jerusale 
reported that Olmert supported his statement br 
that the PA was not interested in some of the 5( 
million shekels (around USD 11 million) in drug: 
medical supplies Israel had agreed to transfer tı 


Maariv reported that the Jerusalem Municipality 
to build high-rise hotels in the Jewish Quarter ol 
Jerusalem\'s Old City. The newspaper cited the 
of the Muslim Waqf over the reported plan. 
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Yediot and Maariv quoted Ra\'anan Dinur 
Prime Minister\'s Office 

Knesset\'s Finance Committee that the cost oft 
implementation of the realignment plan is currei 
assessed at 9 billion shekels (around USD 2 bil 
Major media reported that the far Right has isst 
brochure advocating various violent steps to pre 
the implementation of the realignment plan 
setting trucks on fire 

establishment computers 

soldiers\' food. 


Yediot and other media reported that on Wedne 
Palestinian FM Mahmoud Zahar carried a great 
dollars (hundreds of millions 

million 

border crossing from Egypt into the Gaza Strip. 
Radio quoted Hamas members as saying that tl 
will mainly serve to pay the salaries of the mem 
the newly-established Hamas militia. Israel Rac 
reported that World Bank Director James Wolfe 
announced that the Bank is discussing with the 
ways of assisting the PA. All media reported or 
chaos in the PA. Major media cited Palestinian 
as saying that Egypt is trying to extricate the PA 
the crisis it has been in since the elections 

it has proposed that Hamas and PA Chairman [ 
Mahmoud Abbas form a government of technot 
headed by the Nablus businessman and million 
el-Masri. In return 

cancellation of the referendum. 


The Jerusalem Post and Israel Radio reported t 
High Court of Justice is due to hear eight petitio 
some by settlers 

protesting the separation fence in Gush Etzion ( 
Etzion Bloc). The court will also hear petitions 
against the barrier route in other parts of the We 
Bank. This morning 

court ordered the dismantling of part of the fenc 
around the settlement of Tzufin 


Maariv cited an unidentified demographic surve 
found that Jews in Israel will become a minority 
2077. 


HaVaretz reported that methods now employed 
after it abandoned its \"neighbor procedure\" (th 
Palestinian civilians to order other Palestinians 1 
leave their houses to be arrested) eight months 


Column 3 

include more frequent demolition of houses. Tr 
newspaper also reported that the neighbors\' se 
has not increased. 


Yediot reported that during a secret visit to Israe 
this week 

Indian Space Research Organization discussed 
Israeli-Indian projects and examined new produ 
by Israels defense industries. 


HaVaretz reported that a petition has been filed 
the High Court of Justice 

incarceration of 44 Africans from Niger 
Rwanda 

since the beginning of March 


Hatzofe reported that Jacob Edery 

in charge of liaison between the government an 
Knesset 

would visit convicted spy Jonathan Pollard in his 
jail. 


The Jerusalem Post printed an AP story quotinc 
officials as saying that Hai Waknine 

based lsraeli 

Israel cartel 

the midst of his federal trial after a top-ranking 
member of the group testified against him. 


HaVaretz cited the results of a Pew Research C 
survey 

The survey found that there has been a signific: 
in the level of the European public\'s support for 
Israel compared to its support for the Palestinia 
For instance 

over the past four years 

Palestinians has remained almost exactly the s: 


Independent 

\"[Defense] Minister [Amir Peretz] ... could leave 
mark ... by directing a restrained and responsibl 
policy.\" 
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Editor-in-Chief Amnon Dankner wrote on page t 
popular 

are not accompanied by an iron hand towards г 
we will have no existence here." 


Liberal columnist Yehonatan Gefen wrote on pa 
Maariv: What is being pinpointed and thwartec 
[Israels] morality and humaneness.\" 


Diplomatic correspondent Aluf Benn wrote in H: 
V'it is difficult for European public opinion to dige 
a plan that would legitimize the forceful annexat 
territories. This isn\'t America. V 


Middle East affairs commentator Dr. Guy Bechc 
lecturer at the Interdisciplinary Center 
circulation 

stop all types of aid to the Gaza Strip within a fe 
months. Not as a step of revenge 

reflects the end of the road 

has ended." 


Nationalist writer Uri Dan commented in popula 
pluralist Maariv and the conservative 
Jerusalem Post: WMany hundreds or thousands 
innocents might still be alive today had the US r 
to Arafat properly.\" 


Block Quotes: 


|. WRestraint Is Needed\" 


Independent 

(6/15): \"Israel is waging a defensive battle in 
Gaza.... However 

terrorism in Gaza is not free of mistakes or 
malfunctions.... It would seem that [Defense] Mi 
[Amir Peretz] 

post 

IDFVs use of force in the territories and by direc 
a restrained and responsible policy.\" 


Il. \"Ethical 


Editor-in-Chief Amnon Dankner wrote on page t 
popular 

carrying out a campaign of terrorism from inside 
populated area 

shields. We are not the ones behaving unethic. 
worshipping death and violence. We are trying 
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the fire at Sderot and Ashkelon. Is that wrong 
Do the inhabitants of the western Negev not ha: 
rights 

sleep one night without fear? Do they not have 
right to live in quiet? Which Vhuman-rights 
organization\' will protect them? Only the organ 
known as the IDF 

American or British volunteers with goatees 
hair and lunatic ideas 

ethical 

guys before the bad guys kill the good guys. Tr 
sounds very simplistic 

the simple truth is not terribly complicated.... | 
write these words from the belief that we must е 
as much Palestinian territory as possible in the ' 
Bank 

territory in which the Jewish majority will be soli 
for generations. Precisely out of the desire to g 
the Palestinians conditions for independent exis 
and self-definition. Precisely out of willingness 1 
give up much of the territory of the Land of Israı 
including parts of Jerusalem. If such concessio 
not accompanied by an iron hand towards aggr 
will have no existence here. If such concession 
not made by those who have iron in their backb 
will not survive here.\" 


III. \"Blood on the Wings\" 


Liberal columnist Yehonatan Gefen wrote on pa 
Maariv (6/15): \"The most moral army in the wo 
does not kill 

ability to kill only terrorists 

surprised if for every pinpointed killing -- at leas! 
ten clustering people were killed who had not dc 
to anyone 

the world 

(mainly flying) in the footsteps of the lost US arr 
Iraq. Iraqi civilians who died in the war are quite 
irrelevant as far as Bush and Tony Blair are 
concerned.... Is there anyone up there 
explosions 

people 

away and high up 

a bit like a small massacre? And it is not them. 
is us. And what is being pinpointed and thwarte 
is our morality and humaneness. Ours. Not the 
And if it is truly impossible to see civilians 
clustering from an aircraft 

avoid thwarting them? And yes 

aircraft can also have blood on their wings. V 
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IV. \"Waiting For a Clear Plan\" 


Diplomatic correspondent Aluf Benn wrote in Hé 
(6/15): \"After decades of strong 

the settlements in the territories and to any Israı 
presence beyond the Green Line ... it is difficult 
European public opinion to digest a plan that wc 
legitimize the forceful annexation of territories. 
This isn\'t America. In Europe there are many! 
the pro-Palestinian lobby is strong and rooted 
is impossible to expect Blair to praise OlmertVs 
\'daring\' the way Bush did. And if friendly Britai 
hesitant about the convergence 

the countries on the Continent to digest it. V 


V. VDivorce from the Palestinians V 


Middle East affairs commentator Dr. Guy Bechc 
lecturer at the Interdisciplinary Center 
circulation 

really left the Gaza Strip? The answer might be 
negative 

not adopted a clear policy towards the Gaza Str 
the Palestinians in general. On one hand 
continues to sustain the Gaza Strip economical 
it were not foreign territory... But there is a thir 
way -- a middle road 

Visolationist policy.V In 1823 

Monroe established a policy 

Doctrine 

participate in the wars of the European powers ! 
US rights were violated or it faced grave danger 
is not by chance that former prime minister Arie 
Sharon called the withdrawal from Gaza \'disen 
This places an irreversible differentiating and 
separating line. Disengagement is divorce. On 
basis of this policy 

aid to the Gaza Strip within a few months. Not : 
step of revenge 

the road 

Israel is concerned 

between Gazan and Syrian or Jordanian cities. 


VI. \"Covering Up For Arafat" 


Nationalist writer Uri Dan commented in popula 
pluralist Maariv and the conservative 

Jerusalem Post (6/15): V'Despite the fact that th 
American administration knew and had legal pri 
Yasser ArafatVs direct involvement in the murde 
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own diplomats [in Khartoum in 1973] 

blind eye. On the contrary 

the Americans exerted pressure on Israel to tur! 
into a Vpeace partnerV.... President George W. | 
completely repudiated Arafat in a speech he ga’ 
June 24 

is how many hundreds or thousands of innocen 
still be alive today had the US related to Arafat 
properly 

treated him accordingly 

had the proof that it kept hidden from its own 
citizens. After all 

country in which law and order abide.\" 


Liberal columnist Larry Derfner wrote in the 
conservative 

how its enemies behave 

highest standard of behavior.\" 


Block Quotes: 


\"Israel\'s Response to Arab Genocide\" 


Liberal columnist Larry Derfner wrote in the 
conservative 

think Israel is being amazingly callous by keepir 
about 200 Sudanese refugees 

fled the Darfur genocide 

| hope Israel realizes soon that these Sudanese 
enemies 

take the advice of Elie Wiesel and others by gre 
them asylum. Until then 

deplored for its paranoia-fueled mistreatment ol 
of the most ravaged people on earth. And if it e 
deporting them 

condemnation it will certainly get. No matter ho 
enemies behave 

standard of behavior. But Israel\'s enemies shc 
held to the same standard 
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fierce fight\" and wanted revenge for their \"crus 
during the presidential elections. Lukashenko c 
government to find and support qualified candid 
soviets to prevent the opposition from winning a 


Opposition Ready to Fight Back? 


2. (U) During a June 13 conference in Minsk 
leaders and supporters agreed to begin a large- 
the local elections. Chairman of the Belarusian 
Communists Sergey Kalyakin acknowledged dis 
Coalition parties 

in their common interest to remove Lukashenkc 
the Belarusian Popular Front Viktor lvashkevich 
recruiting more activists and capitalizing on soci 
that could arise should energy prices increase. 
Yury Khashchevatsky added that the Coalition s 
young politicians as candidates for the local sov 


Comment 


3. (SBU) Lukashenko has made clear his intent 
pro-democratic activists from being elected to tl 
To achieve this end 

tactics and harassment we witnessed during the 
campaign. Therefore 

aside its internal squabbles and pursue an inter 
organized campaign. It is doubtful that the орр‹ 
many 

pressures and falsification 

is to grow support from a significant percentage 
electorate so that when the - almost certainly fa 
results are tallied 

cheated. The participation of local independent 
the election is also important to 

development of Belarusian democracy. 
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are sending out the Argentine Economic and Fii 
this week due to travel schedules and Argentine 
Monday 

a weekly basis 


Column 3 

1. On June 9 

USD-denominated bond maturing in 2012) sold 
Venezuela (GOV). The bonds have a market v: 
This is the GOV\'s sixth purchase this year of С 
its total 2006 purchases to USD 1.7 billion (at fe 
1.4 billion at market value). In 2005 

billion of GOA bonds (USD 1.6 billion market va 


Bolivian and Argentine presidents to announce | 
Bolivian gas exports on June 29. 


2. After more than 6 hours of negotiations 
Julio De Vido returned to Buenos Aires from La 
agreement on the price of Bolivian gas exports * 
presidents of Bolivia and Argentina are schedul 
to close the final agreement. Although neither c 
details of the draft agreement 

meet BoliviaVs offer price of USD 5.5 per millior 
GOA had previously counter-offered a price of | 
cubic meters. In exchange 

provision to Argentina of up to 29 million cubic r 
the next 20 years. [Argentina currently imports 
\"solidarity\" price of USD 3.20 per million cubic 
international price ranges between USD 2.00 ar 
cubic meters.] 


GOA primary surplus reaches ARP 10.4 billion i 
months of the year. 


3. In a press conference on June 13 

Miceli announced a primary fiscal surplus of AR 
first five months of the year -- compared to ARF 
same period last year (up 5 percent y-o-y) -- an 
percent of the ARP 19.4 billion primary surplus ! 
May 

percent y-o-y) 

(including interest payments) stood at ARP 3.5 | 
press conference 

rate of 17.5 percent 

17.3 percent 

million. Private analysts also praised the GOA\' 
decreasing the growth rate of expenditures and 
still will receive BCRA transfers for ARP 550 mi 
boost the GOA primary fiscal surplus in coming 


GOA to take over 20 percent of Aerolineas Arge 
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4. On June 12 
Spanish group Marsans -- owner of Aerolineas . 
working on an agreement in which the GOA will 


than 20 percent of AA stock. The agreement is 
announced on June 21 

meet Prime Minister Rodriguez Zapatero. Unde 
agreement 

hold decision-making power regarding the com; 
According to the report 

subsidies to unprofitable AA routes beginning in 


5. On June 12 

will formally announce GOA\'s renegotiation of i 
Paris Club debt for on June 22 when he meets : 
Rodriguez Zapatero. However 

finished until the end of the year. The GOA env 
renegotiation in which the GOA recognizes the | 
arrears without a principal reduction 

maturities at lower interest rates. 


6. On June 12 

GOA must repay accrued interest and principal 
worth EUR 5 

Argentina has recovered economically and no k 
requirements to justify a national state of emerc 
it must repay its debt. This ruling may set a pre 
other cases before German courts 

enforce given that Argentina has no assets to a 
court allows assets held by the Argentine diplon 
Germany to be seized. 


Companies warn that they will not be able to те 
restraint agreements. 


7. Companies that are members of Copal -- an 
producers -- are requesting that Secretary of Ini 
Guillermo Moreno allow them to increase prices 
increases. The companies agreed to maintain | 
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end of June 

price increases on a case-by-case basis. . Sec 
with representatives from major supermarket ct 
Carrefour 

stronger commitments to keep their prices uncr 
analysts estimate a CPI increase of 0.7 percent 
following May\'s increase of only 0.5 percent. 


Fund. 


8. On June 8 

Finance Management Company LLC announce 
of a trade finance credit facility for Latin Americ: 
Fund (LAEFF). LAEFF is a specialty finance co 
export finance loan facilities to companies in Ar 
Peru and Uruguay. The IADB financing consist 
10-million loan from its ordinary capital 
syndicated commercial bank loan of USD 30 mi 
renewable up to five years. 


9. Superintendent of Health Services Hector C: 
the GOA will gain control over private medical h 
before the end of 2006 

agreements with the sector to avoid rising fees 

According to the superintendent 

regulate private healthcare in the second half of 
healthcare provides recently voiced their demar 


which they argue have not been properly adjust 
devaluation. 


Informal employment decreases 3.2 percentage 
of employees. 


10. On June 13 

that 44.3 percent of employees (or 4.69 million | 
urban areas held informal jobs in the first quarte 
According to Indec\'s survey 

individuals since reaching 47.5 percent of empl 
million people) in the first quarter of last year. 
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Congress to amend the Consumer\'s Defense L 
ofthe Secretary of Coordination. 


11. Congress is expected to debate this week : 
Consumer\'s Defense Law that will increase the 
Internal Trade Guillermo Moreno. Under the ar 
will be able to impose fines of up to ARP 5 millic 
that do not comply with consumer defense regu 
deputies from the PRO party criticized the amei 
the same secretary will be in charge of arrangin 
with companies as well as applying fines to thos 


12. On June 13 

repo rates 

and to 5.75 percent for seven days (the rates at 
borrows funds and absorbs liquidity). This is the 
in passive repo rates this year 

in May. Active repo rates remained unchanged 
week 


May. 


13. The BCRA\'s multilateral real exchange rat 
measures the real exchange rate between the { 
trade-weighted basket of currencies -- deprecia 
in May. The real depreciation is mainly mainly t 
depreciation of the currencies of most of Argent 
partners (Brazil 

partially offset by an appreciation of the Euro ac 
all cases mainly due to nominal changes and nc 
evolution of price levels in Argentina compared 
The index is 3.5 percent above the level of the | 
and 106.9 percent above its average value duril 
[The BCRA\'s multilateral real exchange rate inc 
prices and the exchange rates of ArgentinaVs т 
according to their share of Argentina\'s exports 


Commentary of the Week: V'Money Doesn't Fi 
O. Scibona from an article published in La Nac 


14. Perhaps the World Cup will help moderate 
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that has taken over Argentina prematurely 

the 2007 elections 

scene and became the target of an incipient dirl 
part of ruling party. If that doesn\'t happen 
more attention to the economic numbers than tc 
gossip/accusations and partial truths 


15. From the political angle 

having received support from former president | 
followers 

from the same godfather 

supported Duhalde had not fled en masse to th: 


party less than six months ago. From the econ 
been accused of favoring business clients of the 
that he founded 15 years ago 

(Acindar 

services) 

driven by the President himself 

decision has escaped in the past three years. 


16. Without being formally in campaign mode 
increased public expenditures in the last few mc 
rate than fiscal revenues have grown 

continue breaking records. In the first four mon 
against a 22 percent increase in revenues 

by the Executive grew almost 36 percent if one 
provinces (co-participation) and contributions to 
security system 

category 

private sector subsidies 36 percent 

the Broda consulting firm. 


17. In no way does this intensive use of fiscal s 
the robust total primary surplus 

to 3.2 percent of GDP 

more troublesome data is about the provinces\' 
which after a surplus of 0.7 percent of GDP last 
2006 with a deficit greater than one percent of C 
public employees the 19 percent salary increast 
government. In other words 

provinces 

salaries and end-of-the-year bonuses if they do 
assistance from the federal government. 


18. If the government believes that continuing t 
is the most effective political tool for the coming 
the risk of generating greater inflationary presst 
try to slow down with more price agreements or 
have been used up to now. But this entails ano 
to discourage investment in sectors critical for e 
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This can\'t be fixed with money. 


19. Argentina has a hefty agenda of pending in 
questions 

a crisis. The electoral campaign should really b 
solutions for the future 

past. Money cannot fix the fact that the Supren 
incomplete and that the government is avoiding 
it will fill the two vacancies that prevent the Coul 
questions of law/constitutionality or if it will redu: 
composition to seven members. 


20. Nor can it fix that the executive branch is re 
public service concessions in the energy sector 
washing its hands of their fulfillment. Nor that tl 
Buenos Aires continues to be leaderless after n 
to the use of force 


21. More public funding cannot resolve a proble 
quantified by the National Institute of Statistics ¿ 
(INDEC): two out of every ten businesses canni 
because they cannot find qualified personnel in 
and service sectors. The reform underway in th 
should concentrate on adapting its content to th 
of the country; but it will be difficulty if one does 
culture of knowledge and if one makes busines: 
society. 


22. For the umpteenth time 

foreclosures for 180 days 

solution that allows for a normalization of relatio 
debtors and creditors the reactivation of credit fi 
middle and lower-income sectors. This isn\'t ur 
Congress has delegated broad powers to the e: 
including the power to apply discretionary tariff ‹ 
energy works that do not figure into any known | 


23. None of these problems 

money. They don\'t have the sex appeal of war 
the attraction and distraction of goals scored by 
soccer team. But it is time 

rigid divisions of being in favor or against 

than to restore the image of Argentine leadersh 
new wave of political cannibalism. (Note: We re 
articles by local experts for the benefit of our re: 


Column 3 
opinions expressed are those of the authors 
End Note.) 
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professional associations condemned the \"killir 
three prisoners. Members of Parliament and th 
more measured 

the death of Abu MusVab al-Zarqawi 

story prompted little reaction outside the media. 
SUMMARY. 


IAF RESPONSE 


2. (U) Sheikh Hamza Mansour 

Council 

\"heartbreaking news\" of the suicide of three Gi 
prisoners is of \"great consequence.\" Mansour 
the Guantanamo inmates \"do not enjoy the mo 
rights 

imprisoned at the facility have failed to press for 
release due to U.S. pressure. Mansour concluc 
God or future generations would forgive the \"cr 
government silence in the face of the \"torture\" 
prisoners. 


PROFESSIONAL ASSOCIATIONS STATEMEN 


3. (U) Jordan\'s Islamist-led Professional Assoc 
Council (PAC) issued a statement strongly conc 
\"killing\" of the three Guantanamo prisoners. T 
rejected the \"allegations\" of the U.S. that the p 
committed suicide - noting that suicide is Юга 
Islam. The head of the Medical PractitionerVs г 
Dr. Hashim Abu Hassan 

international guarantees to \"safeguard\" the col 
Guantanamo prisoners. 


PARLIAMENTARIANS COMMENT 


4. (С) MP RaVid Qaqish (East Banker 

he believed the suicides were \"an act of protes 
from considerable stress 

pursuing a double standard: \"On one hand 
behind human rights slogans 

violates human rights.\" Qagish continued that: 


Column 3 
decision not to join the International Criminal Cc 
indicates the U.S. is \"not serious about human 


5. (C) MP Imad Ma\aya (East Banker 

although he felt sorry for the prisoners \"from a | 
perspective 

Vcriminals 

own lives. MaVaya strongly doubted that the pri 
\"killed 

officers\" to run prisons \"without enough experi: 
training.\" 


PRESS REACTION 


6. (U) In a June 15 editorial in leading independ 
Al-Ghad 

Bush 

concern - was an implicit acknowledgment of re 
Rashwani wrote that every act of \"torture\" com 
a prisoner at Guantanamo is 

convention 

presumably innocent people. Rashwani conclu: 
anyone could convince the U.S. V'to stop its terr 


7. (U) Al-Dustour columnist Hussein Rawashde 
14: \"Guantanamo has become a witness to the 
Western Civilization that is in cahoots with the / 
immoral model of dealing with human beings. | 
the voice of the Islamic world 

targeted by inhumane practices 

those who admire the \"western\" model recogn 
of civilization and will not hesitate to condemn a 
this recklessness towards human rights and hui 


COMMENT 


8. (U) Local reaction to the suicides at Guantan. 
largely muted by the high-profile news of the de 
Abu-MusVab al-Zarqawi 

arrest of four Islamist MPs who paid a condolen 
Zarqawi\'s family (ref B). Local interest would h 
undoubtedly been greater if one of the decease 
been Jordanian 

Rubinstein 
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BROM is to implement Unost 
NSL and BL 


Column 3 

to Lukashenko\'s decree 

accomplish goals set forth in BRCM\'s charter 
personnel wages 

CommitteeVs expenses. According to indepenc 
news source BD Delovaya Gazeta 

addition to direct GOB funding 

Lukashenko\'s plans to increase BRCM membe 
hence 


Comment 


6. (SBU) Lottery ticket sales are growing as ma 
citizens hope to win a car or a house that they c 
afford on their meager salaries. One journalist 
accurately called Belarus! lottery business \"Thı 
For Belarusians\' Wallets 

of a GOB battle. It is a profitable industry and 
any profitable industry in Belarus 
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control with proceeds being used at the authorit 
discretion. Emboffs have heard that deputy hea 
Presidential Administration Natalya Petkevich\'s 
is one of the main directors of the Belarusian lo 
suggesting that the upper echelons of Lukasher 
regime have their fingers deep into the lottery pi 


KROL 


2. (U) The Ambassador told Minister Buzinskas 
farewell meeting that he hoped the Ministry will 
amendment on Jewish Communal Property Re: 
parliament in the immediate future. While lame 
delays the government\'s collapse has caused 
that the GOL\'s commitment to the legislation is 
reviewable\" and that the process will go forwarı 
said the Ministry needed to resolve a couple of | 
issues 

will detail the restitution payment schedule. He 
confident that the new minister 

the issue quickly. The Ambassador said that he 
with all the key party leaders in the parliament a 
expressed support for the legislation; the key nc 
the amendment to the parliament. 
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LEGAL COOPERATION 


3. (U) The Ambassador congratulated Buzinska 
and productive tenure as Minister of Justice 
substantial integration into EU law enforcement 
the signing of the U.S.-Lithuania Mutual Legal A 
Treaty in 2005 

enforcement between the United States and Litl 
Ambassador said he hopes to see the Lithuania 
Gintaras Petrikas extradited from the United Ste 
brought to justice in Lithuania. Buzinskas notec 
team at the Ministry of Justice is talented and d 
and emphasized that the change in LithuaniaVs 
not affect cooperation with the United States. 


VISA WAIVER PROGRAM 


4. (U) Entrance into the Visa Waiver Program (\ 
key goal for Lithuania 

opportunities in the EU make it less likely that L 
will misuse their U.S. visas. The Ambassador s 
Lithuania has made substantial progress in mee 
the VWP requirements and that overstays have 
noticeably. With the refusal rate decreasing as 
better comply with the terms of their visas 

said he hoped Lithuania will meet all the VWP c 
near future. 


COMMENT 


5. (U) A law professor and former diplomat 
Buzinskas is a dependable ally in the Ministry o! 
While his future in the Labor Party and politics i: 
uncertain 

implement substantial reforms and invigorate its 
with an inflow of talented 

bodes well for the future. We will continue to er 
importance of restitution and U.S.-Lithuanian la! 
cooperation with the new government. 
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Hollywood\'s directors work for years to produce 
ten of millions of dollars or possibly hundreds of 
film receives Oscars 

to produce a film about September 11 to convin 
Laden did it? Or 

Laden 
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Only God knows how long it may continue. Yes 
many films in the near future 

the assassination of bin Laden and Al-Zawahri.. 
statements made by American officials and the 
Al-Zargawi was assassinated and the photos ar 
afterwards and you will realize that this film is g« 
shown in American theaters; not here though 
produced for the ignorant and the stupid. V 


- Hasan Ali Karam noted in the moderate Arabi 
the title \"Kuwaiti Extremists\" (6/15): \"It is no w 
handful of Kuwaiti Islamic fundamentalists are s 
killing of the Jordanian criminal Abu Musaab Al- 
The danger of this abnormal way of thinking is t 
endangers those who think it 

stability 

society from the dangers of this way of thinking’ 
how do we return these young men to their sen: 
correct the wrong satanic notions and ideas tha 


-- In the moderate Arabic daily Al-Watan Kamal 
contended in under the title \"Al-Zarqawi\'s Dea’ 
(6/15): \"The death of Abu Musaab Al-Zarqawi r 
the crisis in which the Arab nations are in on the 
psychological 

crisis.... It is a psychological problem when сей 
[the Islamic] nation who are sick lead political m 
represent our nation in its parliaments. It is an i 
crisis where there are politicians in this nation w 
and shallow ideas. It is a moral crisis when poli 
parliamentarian adopt the ideas of murders and 
actions. Lastly 

nothing about the art of politics oppose political 
nation.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Democrats and Conservatives. 


5. (SBU) During parliamentary hearings today 
that the Social Democrats bloc will continue nec 


Column 3 

with other parties to form a ruling coalition with ı 
support. Besides the Liberal and Center Union 
Social Democrats expect 10-20 Labor Party MF 
bloc (either by joining the Social Democrats ог = 
independent supporters of a minority governme 
media speculates that an indictment against the 
and some of its leaders for undeclared campaig 
and other inappropriate behavior may come as 
tomorrow. Adding Liberal Centrist and Labor m 
bring the Social Democrats close to the 71 MPs 
majority. 


\"SUBSCRIBER\" COULD SNEAK INTO COAL 


6. (C) The one-time golden boy of Lithuanian px 
Vilnius mayor Arturas Zuokas 

the coalition. A couple of years ago 

political star. He had strong support from the P 
his party was on the rise. Charges of vote-riggi 
corruption 

Adamkus to call for his resignation as mayor an 
Zuokas\'s party. In 2005 

identified him as the recipient of large amounts 
decisions favorable to the infamous Rubicon grt 
voice recordings of Zuokas indicating that he re 
kickbacks for city contracts under the codenam 
he has evaded prosecutors and has not been ci 
wrongdoing. What remains of his party controls 
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parliamentary seats. 


WHAT TO EXPECT NEXT WEEK 


7. (SBU) The parliament must vote on Balcytis\' 
or before June 22 

parliament\'s approval 

Minister to form the government. The PM-desic 
15 days to present the Seimas a list of minister: 
pre-approved by the President 

If the parliament does not vote on the draft prog 
30 days or if it rejects the draft program twice w 
days 

elections. 


COMMENT 
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8. (C) It will be difficult for either Balcytis or 
Conservative leader Andrius Kubilius to cobble : 
majority 

thinks Balcytis has the best shot. Balcytis\'s cre 
former Finance Minister 

centrist 

many MPs than Kubilius 

to hold together a necessarily diverse governinc 
Regardless of what the current political turmoil | 
however 
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missile. The officer was surprised Russia wouk 
weapon system to Eritrea. The contact said this 
problematic in mountainous terrain 

radar 

of the target by ground radar. It is easy for aircr 
break illumination by moving lower to the groun 
contact commented this would make the aircraf 
attack by other air defense systems 

guns. 


6. (C) Discussion returned to Ethiopian military ; 
The contact said the artillery regiment from the 
Division had reinforced the 11th Division arounc 
Ambessa. Other artillery regiments from secon 
divisions in northern and central regions had als 
forward. The contact commented UNMEE belie 
these movements is to put pressure on Eritrea « 
conform with directives of the Ethiopia-Eritrea B 
Commission (EEBC) and to deter Eritrean offer 
before the rainy season. 

HUDDLESTON 
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received no mention in the Irish press. (Note: T 
Independent did not mention the report until Jur 
after its release). Penny McRedmond of Irelanc 
that journalists \"don\'t understand the significar 
Ireland\'s Tier 1 status while Conroy suggested 
consciously declined to report it to avoid \"praisi 
U.S.V She also commended the inclusion of pe 
of trafficking and notably the account of labor tri 
in Iraq. 


DOMESTIC PROBLEMS 


5. The NGOs all agreed that a major problem is 


Column 3 

definition for trafficking and that the press 

and victims often confuse it with smuggling. Th 
expressed frustration at the slow pace of the go 
completing legislation 

to Parliament. 


CONSTRUCTIVE CRITICISM 


6. Ruhama\'s Gerardine Rowley suggested that 
claim that the Irish Government offered \"adequ 
protections\" to victims of trafficking is too gene! 
better wording would be \"some protections.\" № 
that the reports claim that the GOI \"fully comp 
the minimum standards for the elimination of tre 
misleading and discounts the lack of movement 
trafficking-related legislation. Other participants 
that the government\'s slow pace at drafting wa: 
understandable 

to harmonize new trafficking legislation with oth: 
legislation on related issues. 


NEXT STEPS 


7. The roundtablediscussion was warmly receiv 
participans. All agreed to pursue further meetin 
enthusiastic about the Ambassadors offer to с 
bringing governmental and non-governmental ^ 
trafficking experts to Ireland. 
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U.S.-BASED WEBSITES ALLEGEDLY USED F 


8. Rowley accused Irish brothel managers of tre 
using websites hosted in the U.S. 

legal jurisdiction of the GOI. To follow up on he 
on June 13 

discuss these allegations. Lordan first stressed 
interviews with approximately eighty prostitutes 
Vno real trafficking problem in Dublin\" but notet 
jurisdiction was limited to Dublin and admitted tl 
indicators of trafficking were present in the Dubl 
community. 


9. Lordan then addressed the issue raised by R 
U.S.-based websites potentially being used for 1 


Column 3 

Ireland. He listed many websites that he allegeı 
in the U.S. that are used to organize illegal pros 
(though he did not tie them to trafficking) within 
through the posting of cell phone numbers usec 
prostitutes. These websites 

by prominent Irish-UK brothel managers Martin 
McCormick 

www.xxxdublin.com 

www.mistressdublin.com 
www.ambassador-escorts.com 
www.edesigners.com 

www.escortireland.com 

www.indublin.com 


10. Lordan noted that an investigation by his off 
to the identification of Atlanta-based Interland 
host company for many of these websites. Eve 
websites do not mention prostitution or an illega 
by name 

facilitating/organizing prostitution is a crime in Ir 
Lordan requested USG help in determining the 
websites and Interland 

Interland\'s prostitution facilitating websites in Ir 
He commented that while this would not necess 
the brothels as the organizers could start a new 
would impede their operations and make busine 
difficult. 


11. Embassy would appreciate Washington age 
the websites listed above 

means of shutting them down and federal law e 
interest in pursuing this matter. 


12. Comment: The strong and impassioned co! 
Irish NGOs to their cause does not invalidate th 
observations and assessments 

to undervalue the positive work done by the lrisl 
We will continue dialogue with both the NGOs ‹ 
organs over the next year. End Comment. 
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Visit Dublin\'s Classified Website: 
http://www.state.sgov.gov/p/eur/dublin/index. cfi 
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guests viewed the ILO film on child labor in Can 
included harrowing accounts from victims. 


3. (U) As many of CameroonVs former child wc 
learned seamstressing/tailoring as a trade 
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to give these children (in particular) a boost. Alı 
live hand to mouth 

insufficient disposable income to buy fabric and 
make things they can sell in advance 

fabric to practice with. Embassy staff energizec 
families and colleagues who donated fabric and 
supplies to the associations. Many of the produ 
for sale were crafted from these donated suppli: 
proceeds will help the children in two ways: by c 
school costs and by constituting a sort of V'seed 
to purchase sewing (and other) supplies so they 
a more steady income stream. 


4. (U) Almost 120 outfits (modeled by former cl 
and American and Cameroonian embassy emp 
runway debut in the fashion show. Even the An 
modeled an outfit designed by the children 

the crowd. Traditional clothing 

attire and even a wedding gown were displayed 
shown was available for sale and several mode 
the shirts sold off their backs. The quality of the 
produced and the professionalism of the associ 
participating was remarkably good. 


5. (U) The mood throughout the event was fun 
empowering. The children and the associations 
them were visibly moved by the Embassy\'s effc 
Cameroonian and American staff participated) : 
staff and guests were equally moved by the chil 
determination to improve their lot in life. It was ; 
cost (USD 3 

the press 

Participating groups received grants of USD 50: 
sewing supplies 


6. (U) Post wishes to thank the many Departm 
especially in AF and G/TIP 

supplies for the event. 

MARQUARDT 
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President Leopold Senghor 

was African 

French colonial institutions to establish a severe 
curtailed but effective democracy. Citizens of 1 
1970s Senegal could rally 

the president 

facto single-party government was limited by Sc 
control of the media; close links between state 
religious leaders and traditional chiefs; and lega 
restrictions on the Left and other political parties 


Column 3 


4. (C) In this real but limited democracy 
Assembly was free to debate but expected to а} 
bill Senghor sent it. The single legal labor unior 
incorporated in the state. Rules of law and 
institutional predictability were respected 

time went on a measure of corruption was allow 
grease the wheels. The army was well paid anc 
civilian control 

politically 

Marxists. Police and gendarmes were republic: 
institutions 

whom he could use for rare instances when an 
be twisted. 


5. (C) Within the one-party democracy 
inchoate interest groups championed their regic 
ethnicity or religion and the energetic and to-pol 
born Senghor networked closely with them all. 
he allowed Wade to lead the first loyal oppositic 
though he identified whenever Wade surpassec 
bounds and quickly acted by law or rougher me 
limit WadeVs room to maneuver. 


6. (C) The underlying rules of one-party democ 
remained intact even as Senghor\'s system dec 
efficiency and decayed in public confidence unc 
more lethargic and less astute successor Abdoı 
(1980-2000). The rules reinforced the predictak 
performance of national institutions. Combined 
occasional electoral chicanery 

exercise of democratic rights while ultimately de 
the opposition any real chance during either the 
or the vote count. 


7. (C) Until 2000 

as a form of the idle conversation they love so r 
pleasant and often exhilarating but without cons 
Only in 2000 did they realize their vote let them 
leaders accountable and replace them. It was г 
psychological boost 

relinquish lightly. 


2000: WADE\'S COALITION EXPECTED TO F 


8. (C) A deep 
revulsion against Socialist-led economic decline 
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combined with an unprecedented coalition of W 
plus the Left and a significant rebel Socialist fac 
allowed Wade to hold the Socialists under 50 pt 
the first-round 2000 presidential election. This 
shattered the Socialist aura of invincibility and p 
the way for a rout іп the second round. Once e 
Wadevs allies expected Wade to enact new pol 
they also expected him to play by old rules. 


9. (C) Wade had other ideas. His enforcer Idri 
replaced Wade coalition allies with Socialist turr 
who from the moment of defection would owe tl 
to Wade. Seck overreached and was sidelined 
before strengthening the already extensive pow 
presidency and removing from government thos 
political weight to influence Wade\'s decisions. 
decisions since have often seemed whimsical 
or even an outright challenge to the democratic 
consensus 

to allow Parliament to pass a bill pardoning polit 
crimes. 


CLEVER 

10. (C) Dakarois avidly consume news 

has made political junkies of illiterates 

farmers and grassland herdsmen. As far as we 
most agree Wade is manipulating the рге-сатр 
praise him as a canny politician committing allo 
mischief 

republican institutions and violation of the demo 
consensus. 


11. (C) We have heard Senegalese deconstru 
imagine worst-case political analyses for hours. 
popular assumptions are: 


-- there is deep rural disappointment with Wade 


-- Wade may not be able to count on the youth 
poor support he had in 2000; 


-- the Interior Ministry may be suppressing vote 
registration in rural areas where Wade is weak 
encouraging it in cities where he is strong; 


-- Wade prolonged MPs\' mandates and couple 
Assembly and presidential elections so that his 
coat-tails would help him win parliament. (Almc 
true. Critics charge prolongation of MP terms w 
constitutional 
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form by Wade\'s parliamentary majority.) 


-- despite coupling of elections and allegedly bi 
registration 

PDS may/may lose parliamentary elections. (Tc 
Wade has indicated he may increase the overal 
MPs 

which he can more easily influence); 


-- to avoid cohabitation with an opposition parli: 
or loss of the presidential election 

will postpone or cancel elections 

cahoots with the opposition (Ref A); 


-- ultimately 

actually holds free elections and loses them -- v 
force 

youthful thugs 


U.S. LEVERAGE AND FREE ELECTIONS 


albeit dirty-trick-flavored politics. We are encou 
that media 

have joined the opposition in insisting that соті 
elections be as free as in 2000. This proves ag 
deeply the democratic consensus is entrenchec 
less scrupulous hangers-on 

ministries 

all cost. Wade 

persuasively of his commitment to democracy. 


13. (S) To help Wade act on his best instincts 
ensure free 

identified ways in which the U.S. might best mal 
voice heard. Each measure has advantages ar 
disadvantages 
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-- The most powerful leverage we have is Wad 
appreciation of Senegal\'s ties to America 

his warm relationship with President Bush. We 
to use such leverage only in an extreme situatic 
as postponement or cancellation of elections. li 
case 

encouraging Wade\'s commitment to hold free « 
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would intensify pressure on Wade to actually dc 
There would be a negative side 

splash the U.S. message across the media 

be seen as an endorsement. This in turn would 
two criticisms: that the U.S. was naive about W: 
intentions; and that its intervention 

well-meant 

supposed manipulations. 


-- Wade expects signature of an MCA compact 
elections to show U.S. support for his economic 
as Foreign Minister Gadio recently indicated to | 
Secretary. Assuming technical progress permit 


SIPDIS 

of a compact before the elections 

could be used to stress the need for transparen 
would also exploit such a statement 

will in any case denounce any signing сегетоп' 
place during the campaign. If greater pressure 
required 

and other observers\' evaluation of progress tov 
elections. 


-- The forms of pressure which we would at pre 
prefer include: visits at the Assistant Secretary 
(which again could be seen as U.S. favoritism tı 
messages from the Assistant Secretary to Forei 
Gadio; an expanded series of speakers on dem 
procedures and values; or aid to those with spe 
criteria for judging the electoral process\' integri 
(for example a manual for election observers be 
prepared by Law Professor Mamadou Kamara). 
help 

greater visibility to civil society NGOs we are aic 
strengthen democracy and good governance. 


14. (C) Other ideas come to mind: 


-- We could announce that we would send elec 
observers to Senegal 

meaningless 

registration process or in parliamentary-approve 
to institutions such as an increase in the numbe 


-- Any suggestion that we might reduce aid wou 
the diplomatic delicacy of a sledgehammer with 
long handle. Doing so would put into question ε 
the donor community are achieving in reduction 
and the Casamance peace process 
Senegalese cooperation in peacekeeping. 
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-- In past Senegalese elections 

Institute has helped in the registration of voters. 
a program would require approximately a nine-r 
time 

available. 


15. (C) The best tack to take for now 
continues to be normal if intensified expression 
interest in free elections 

monitoring of election mechanisms and the сап 


Jacobs 
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position. After eleven years of inconclusive dek 
odd to see that a draft declaration had been V'pl 
thin air 

of doing things. India was not in favor of a vote 
see itself casting an affirmative vote 

of the declaration 

want to \"slam\" the rights of indigenous people: 
said was an issue that was \"tough to shove off 


ESPECIALLY ON TERRITORIAL INTEGRITY 


4. (C) There were issues of definition 

rights of self-determination 

reservations. Such issues related to territorial it 
rose to a level \"well above\" this declaration 
best left to individual states to consider as matte 
autonomy. Clauses on self-determination shou 
methodology that would allow conclusions that 1 
odds with the nation-state concept that had bee 
well-established. Such tinkering should not app 
declaration 


NEW DELHI 00004206 002 OF 002 


KEEP TALKING? 


5. (C) Another round of talks might be better 
but if pushed 

to that of the US/AUS/NZ. Puri added that Rus: 
was similar to ours 

Mexican Chair was a \"pro-active champion\" of 
and it was unlikely this issue would fade away 
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Puri. Moreover 

Human Rights Council 

be blocking a rights issue in that venue. India fe 
more \"foot slogging\" needed to be done in Ger 
\"extremely charged affair.\" India could envisio 
the mandate 

wanted to endorse the declaration as-is. The pi 
numbers have surged lately 

HIDE IN PLAIN SIGHT 


6. (C) Puri admitted that it was too much to expı 
leadership on the declaration. India would not c 
extension of the mandate 

because it did not want people in India to pay to 
attention to the issue. India 

pro-active 

the extent that we can.\" 


COMMENT: INDIA HAS A LOT AT STAKE 


7. (C) Notwithstanding PuriVs affirmations 
worries a good deal about Dravidian sensitivitie 
concerns 

separatist movements that would likely find muc 
declaration that they could wield against the Ind 
Given Indias existing insurgencies 
self-determination are particularly unacceptable 
which believes regular democratic elections fulf 
aspirations already. For these reasons 

to call attention domestically to deliberations in ! 
END COMMENT. 
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2005\" and \"Supporting Human Rights and Der 
Record 2005-2006\" within the 30 days required 
placed them on the embassy website. 

VALLEE 
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Israel 

that killed the Majzoub brothers (PIJ activists ar 
citizens) in Sidon. Murr described what he belie 
sophisticated 

high tech methods (that 

James Bond-like). He believes that the two witr 
custody will lead to the discovery of more Israel 
plots 
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years ago. Lamenting that Israel seemed to be 
Hizballah 

the arguments that Lebanon needs a \"resistanc 
expressed particular worry that the GOL would | 
Hizballah and the pro-Syrians to ask the UNIIIC 
assistance in examining the Majzoub deaths. T 
making some or all of the previous 15 attacks (i 
Rafiq Hariri\'s murder) appear to be Israeli-direc 
Separately 

worried on this point: both GOL officials and Hi: 
representatives were already asking him wheth: 
would dare reject a request for help in the Majz« 
End summary. 


AN ATTACK WORTHY OF JAMES BOND 


2. (S) In a one-on-one meeting with the Amba: 
Murr said that 

nearly convinced that Israel had 

techniques and local surveillance 

\"Abu Hamze\" Majzoub and his brother in Sido: 
Lebanese suspects in LAF G-2 (military intellige 
had confessed to the crime 

evidence. The investigation is still on-going 
knows?" where it will lead 


3. (S) Perhaps demonstrating his knack for hy 
said that two vehicles had been prepared in Isrz 
out the operation 

via Ghajjar. One vehicle had a specially equipp 
in Israel 

device 

this car was parked outside the Majzoub residei 
A van was parked about 1000 meters away 
sight. This van was outfitted to receive the tele 
images and transmit signals to an overhead 
plane. When those in the van saw by the televi: 
that the Majzoub brothers were approaching the 
car 

Israelis in the plane used signals to detonate th: 
Murr could not explain to the Ambassador why : 
Bond-like techniques were required 

have been accomplished via the van and withot 


4. (S) Murr said that a raid on the suspects hc 
up much more evidence 

computers hidden in the framing that could be t 
transmit and receive messages from Israel. Th 
maps and documents that linked the plotters to 
shook his head when the Ambassador asked w 
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evidence could be planted or invented; V'I doubi 
citing the amount of material recovered. Murr s 
expected more arrests and the discovery of adc 
Most likely 

\"from years ago!" would now be understood. 


G-2 
FOR PROGRESS IN SOLVING THE CASE 


5. (S) The Ambassador said that it struck him | 
convenient that 

brothers\' deaths 

uncovered. How could the GOL be so good on 
feckless on the previous 15 bombings 
assassination attempts? Murr said that he shar 
feeling of disgust and had ordered G-2 chief Ge 
to make a breakthrough on one of those 15 cas 
days. But 

previous cases 

be known. When Hizballah and Syria combine 


the evidence 

the Majzoubs 

interference. The Ambassador asked about the 
Hizballah 

the suspects to the G-2. Murr insisted that the ( 
responsible for the progress 

assistance confined to standing aside (\"better t 
block us\"). 


6. (S) Murr warned the Ambassador that he ex 
Majzoub case to have far-reaching 

political ramifications. It will make the debate re 
the disarmament of Hizballah that much harder 
Hizballah using the Majzoubs\' deaths to reinfor 
arguments about the need for Lebanon to have 
\"resistance.\" \"! want to deal with Hizballah as 
not as a resistance 

seem to be in cahoots with Hizballah. \"All thos 
violations 

support for its weapons!\" 


WHAT WILL THE UNIIIC DO IF ASKED 
TO INVESTIGATE THE MAJZOUB DEATHS? 


7. (S) Murr also worried that the alleged Israeli 
fingerprints on the Majzoub assassinations wou 
raise questions about whether Syria is really the 
behind the other 15 attacks 
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on 7/12/05 and Rafiq Hariri\'s 2/14/05 murder. \ 
not 

Murr claimed 

to the UNSCRs passed since Gebran TueniVs г 
which opened up the possibility of the UNIIIC to 
other attacks since October 2004. \"What will E 
he is asked officially by the GOL to look into this 
Murr indicated that the cabinet might not be ablı 
such pressure from the Shia 

The Ambassador said that 

respond that it is clear that the GOL is making r 
itself and that UNIIIC limited resources should c 
toward the Hariri investigation and secondarily t 
attacks where the GOL has proven unable to m 
Murr said that Brammertz would have to look to 
are any connections between the Majzoub killin: 
the other 15 attacks. 


8. (S/NF) In a separate 6/14 meeting 
Secretary General's Personal Representative f 


SIPDIS 

echoed Murr\'s concerns about the possible img 
UNIIIC of the Majzoub brothersY deaths. He sa 
office has already been contacted by GOL offici 
Foreign Minister Salloukh 

Waliq Safa 

getting the UNIIIC involved in the Majzoub inves 
Their questions 

would the UNIIIC dare reject a request for help“ 
Ambassador repeated his argument that 

well be justified in rejecting a request for help 
forensics advances that the G-2 claims to have 
own. The Ambassador also reminded Pedersei 
terrorist organization 

the Majzoub brothers and Rafiq Hariri. 


COMMENT 


9. (S/NF) If the Israelis did knock off the Majzc 
probably seized a target of opportunity and of οἱ 
expect to be caught. Given the apparent closer 
Abu Hamze Majzoub and Hassan Nasrallah 
gotten a \"two-fer\" -- attack on PIJ and Hizballa 
simultaneously. But 

singing 

easily damage our political agenda here. Certa 
points out 

those trying to make the point that Hizballah is c 
and that Lebanon has no need of V'resistance.V 
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10. (S/NF) Moreover 

leadership has tried to affect a professional and 
neutral stance 

After repeated criticism about foreign interferer 
Lebanon 

asks for some kind of statement condemning th 
the primary suspect is a Druse 

increase the risk to Walid Jumblatt 


shown to have relations with Jumblatt. 


11. (S/NF) Worse 

(however tenuous the arguments) the suspects 
other 15 recent attacks 

Syria was the primary culprit behind them all -- 1 
Hamadeh (10/01/04) to Gebran Tueni (12/15/06 
to evaporate. We worry in particular that pro-Sy 
Hizballah sympathizers within the Lebanese sec 
judicial services will latch onto George HawiVs = 
past or Samir Kassir\'s Palestinian heritage to b 
that Israel killed them 

should so confidently reject the notion that conv 
evidence can be planted. 


12. (S/NF) But something about this whole cas 
strikes us as a bit odd. Murr and others claim tl 
evidence of Israeli fingerprints in the Majzoubs\' 
overwhelming. Maybe it is -- they certainly are 1 
make that case. But 

political reaction in Lebanon and beyond has be 
muted than one would expect if the Lebanese tr 
open-and-shut case of Israeli targetted killings i 
Earlier this year 

the Lebanese claimed was a shepherd boy who 
wandered across the unmarked Blue Line 
summoned the P-5 Ambassadors to pound on I 
and the Prime Minister ranted to one and all by 
Editorials and television commentators thunder: 
condemnations. Al-Jazeera had a field day. Mi 
this is to come 

Seems to have a stronger case of Israeli interfei 
makes us wonder if there is less to the \"Israelis 
argument than the Lebanese wish us to believe 
FELTMAN 
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and Human Rights.\" Lukin said that as a next: 
discuss the idea 

Kremlin Foreign Policy Advisor Sergey Prikhodl 
consulting further with Carnegie and the Embas 
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response to Kramer\'s question regarding Mikh: 
Khodorkovskiy 

lawyer had good access to the imprisoned form 
Lukin also theorized that Procurator General Dr 
was removed because he had committed some 
rather than for political reasons. END SUMMAR 


HUMAN RIGHTS AND DEMOCRACY ROUND’ 


2. (C) Kramer told Lukin that the USG welcome 
(reftel) for a U.S.-Russian human rights and dei 
experts discussion 

President and President Putin at the G8 Summi 
that the USG envisioned having the dialogue be 
fall 

announcement by the two presidents would give 
more stature 

timing. 


3. (C) To help organize the initiative 

finding an NGO that had offices in both Moscow 
Washington. He noted that the Carnegie Endo 
International Peace met those criteria and had « 
interest in organizing the event. Lukin agreed tl 
was a good choice and added that he had long 
experience working successfully with Moscow C 
Director Rose Gottemoeller. Kramer noted that 
earlier in the day with Gottemoeller 

possibility of Carnegie playing a major role in th: 
initiative. 


4. (C) Turning to operational details 

Kramer that Carnegie would invite the participai 
would include some government representative 
concurred with Kramer that it was important to | 
number of participants to about eight to ten peo 
side. Lukin thought it was a good idea to have ( 
up with the themes for discussion 

having the right to suggest themes as well. Re 
funding 

their own way 

but that both the USG and GOR might provide : 
funding. In response 

likely provide funding. Lukin agreed with Krame 
would be important for funding to be fully transp 
decisions on how funds are spent to be left to C 
it consulted with both governments. Regarding 
initiative would be called 

\"Roundtable on Democracy and Human Rights 
appropriate. 
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5. (C) Lukin said that the GOR had found simila 
on human rights with other European countries 
that a roundtable could help strengthen U.S.-Rı 
relations. He pledged to speak with Kremlin Fo 
Advisor Prikhodko about the proposal when Pril 
from his current trip to China 

have follow up discussions with the Ambassadc 
Gottemoeller. 


KHODORKOVSKIY 


6. (C) Kramer expressed concern about the tre: 
imprisoned former Yukos CEO Mikhail Khodork 
stated that the courts had recently upheld the dt 
transfer Khodorkovskiy to Chita 
Khodorkovskiy\'s transfer to solitary confinemer 
punishment for possessing Ministry of Justice d 
prisoners\' rights was illegal. In response to Kre 
question regarding access for Khodorkovskiy\'s 
wife 
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overall they had decent access to Khodorkovsk 


USTINOV 


7. (C) Turning to the political situation more bro 
said that the GOR was focusing at the moment 
G8. Noting that the Kremlin was secretive 
June 2 removal of Procurator General Vladimir 
example. Lukin suggested that even some of tl 
had implemented the decision had not known a 
last minute. Ustinov had been removed becaus 
received some specific troubling information ab 
speculated. If Putin had him fired as part of as 
power within the Kremlin 

replacement as Procurator General 


8. (U) DAS Kramer did not have an opportunity 
cable. 

BURNS 
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TIMING IS EVERYTHING 
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4. (C) Of greatest concern to the GSE 

IMF staff 

policy changes; namely devaluation of the curre 
reopening/liberalization of the import market. D 
the currency 15 to 19 nakfa to the dollar (which 
IMF recommendation) will 

and without donor support 

With inflation reported to the IMF at 12% 


probably higher 

The GSE is also reluctant to liberalize imports 
IMF recommendation. With no exports to speal 
will be little gain on that front from devaluation w 
could offset the increased costs of imports. The 
on the balance of payments and international re 
will 

currently uses currency controls and other тес! 
restrict private sector imports and those imports 
are allowed are destined for companies controll 
government through its political party 

Front for Democracy and Justice. Keenly awar 
that increased economic freedom can lead to cl 
political restrictions 

reasons to want to go slow on both devaluation 
liberalization. If they do proceed 

indication of just how dire the GSEQs economic 
has become. End Comment.) 


MEETING THE DEADLINE: WHAT REMAINS ' 


5. (C) According to the IMF team the GSE has : 
these measures \"in principle 

exists on the data points. What is still missing? 
three year macroeconomic framework 
agreement on the actual numbers for five or six 
benchmarks for monitoring and an action plan f 
interaction with stakeholders 

the donors. Moreover 

timing of devaluation or on what actions will be ! 
when in regard to trade liberalization. Although 
\"theory\" of a staff-monitored program is agree 
team acknowledged that they departed on June 
lot of oral commitments but nothing in writing. 


IT ALL SOUNDS GOOD: DOES THE GSE RE/ 
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6. (C) While the IMF team leader praised the cc 
of the Ministry of National Development and Mir 
WoldaiQs understanding and commitment to re 
leader did share with the Ambassador the reluc 
the Ministry of Finance to engage. During the fi 
of the visit 

Minister 

Minister Woldai traveled down to Massawa to a: 
Isaias to direct the Minister of Finance to coope 
This effort resulted іп the IMF being able to обіг 
it needed from the Ministry of Finance. Noting t 
differences within the GSE during his outbrief fc 
donors 

for an IMF program with the GSE might also su| 
strengthen the position of \"the more progressiv 
within the GSE.\" The IMF team noted as well t 
had indicated that without assurances of donor 
there were certain steps that it could not take 
including action on currency devaluation and 
liberalization of trade policy. Under any circum: 
however 

to delay these two measures as long as possibl 


WILL THE DONORS HELP? 


7. (C) Donor response throughout the IMF tearr 
widely skeptical reflecting a considerable lack o 
in the GSEQs professed commitment to reform 
donors 

significance the IMF attached to the prospect of 
Woldai signing an agreement with the Fund. № 
GSEQs readiness to abrogate and completely c 
contracts and agreements regarding food aid 
Deputy Chief of Mission dismissed any signed c 
the GSE as being meaningless. He also noted 
government would be unwilling to offer any sort 
support until the GSE takes irreversible and soli 


toward reform. The European Commission indi 
while donor support for an IMF program was ple 
2007 and beyond 

the monies at this point unlikely to be released. 


COMMENT 


8. (C) Comment: We fully share the skepticism 
GSEQs willingness to ultimately proceed with ai 
monitored program and 

doubtful that it will ultimately enact promised ref 
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Nonetheless 

engagement with the IMF and the fact that the ( 
the Fund back for these discussions and claims 
committed in principle to a SMP has surprised L 
may be a hopeful sign that at least on economic 
the GSE is rethinking its disastrous insistence o 
control. More likely 

realization for the GSE that the problems assoc 
high debt 

currency reserves has brought the economy ne: 
If so 

with the GSE 

conjunction with efforts to reach agreement on | 
demarcation and normalization 

incentive to elicit GSE cooperation. 


9. (C) Comment continued. That said 

the senior leadership of the GSE will ultimately : 
participation ina SMP 

admitting they are іп deep trouble. The Ministe! 
National Development in fact 

teamQs departure 

\"current conditions and national requirements!" 
border conflict) would make it very difficult for tr 
to enact the required reforms. The GSE knows 
donors -- who are still reeling from the GSEQs t 
restrictions 

partner NGOs are likely to be reluctant to offer 

support absent truly meaningful reform. As a re 
would not be surprised to see the GSE play out 
dialogue with the IMF and then 

reforms are too much to accept 

claiming that yet again they were abandoned by 
international community that unhesitatingly prov 
abundant support to arch-rival Ethiopia. End Co 
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President Isaias. A bootleg (not for public discu 
copy of the EIB report of the visit states \"The B 
Project itself 

profitable operation does not feature any seriou 
or market difficulties. Environmental and social 
are being adequately addressed. The report c 
Government seems to be fully committed to the 
Nevsun receives all necessary supports." (Note 
established its own subsidiary for the mining an 
seeking investors in this new company. End No 
French Ambassador told us recently that the Fri 
participants in the visit were 


Column 3 
impressed by the GSEQs seeming openness al 
foreign investment. 


4. (C) Even when the EIB in its report later ackn 
potential problems 

suggests that the EIB views were colored by the 
salesmanship. The EIB report 

that the GSE unapologetically voiced its unwillin 
adhere to policies of the Extractive Industries 
Transparency Initiative (EITI). It went on 
seemingly accept at face value the GSEQs exp 
in consenting to EITI the GSE would have to ac 
international community did not trust them 
according to the EIB report given EritreaQs hist 
abandonment by the international community 
GSE 

community. Thus 

conditionalities of the EITI questions the sincerit 
EritreaQs commitment to just and fair developrr 
such is unacceptable. Second 


\"resource curse\" and the risks associated with 
financial windfalls for poor countries insult the C 
capabilities 

of its own resources. 


5. (C) Contrasted with NevsunQs big show 
quietly brought in one analyst from a private Са 
the middle of April. According to SanuQs count 
Estaphanos Ogbasghi 

visit in the next few weeks 

their visits could be delayed until the fall. While 
will do its own mining 

the assessments and then selling the mining ric 
Sanu is looking for potential buyers while Nevst 
looking for potential investors. 


BUT WILL INVESTMENT REALLY FOLLOW? 


6.(C) Yet 

engineered presentation for possible investors : 
the GSEQs assertion that everything is order 
difficulties lurk in the background. Demetrius P 
Director of Sanu Resouces shared with Poloff h 
concerns regarding mining operations in Eritrea 
the GSEQs history of taking over profitable busi 
Second 

potentially reap up to 48% of the mining profits; 
complicating raising funds or securing buyers fc 
mining rights. Third 


Column 3 

for the GSE to have nearly 30% ownership in a 
extraction company is inconsistent with the 10% 
that has become the standard in other parts of / 


ENVIRONMENTAL IMPACT 


7. (U) Pohl further explained that while the GSE 
may attempt to minimize the potential environm 
the effect of mining on the local communities wi 
significant. Of primary concern will be issues w 
While different mining techniques may be empl 
minimize the impact 

substantial amount of water. He expects extrac 
companies will need to develop dams to collect 
least 18 months prior to extraction beginning. V 
pumping of groundwater for mineral extraction i 
the long term damage to the already precarious 
and to the environment offers a strong disincen' 
this practice. 


AND STILL MORE DISCOVERIES 


7. (U) As mining companies plan for the future 
extraction and begin looking for financing 
keeps being extended. While Nevsun planned: 
environmental assessments and final deposit re 
completed by June 2006 

late fall is a more realistic deadline. Meanwhile 
mining companies continue to invest in new exp 
Sanu believes they have found another significe 
near their initial discovery in Western Eritrea 
they will know more after the drilling is complete 
fall. Sunridge Gold Corp announced in May mo 
results from the drilling of the Emba Derho volc: 
massive sulphide (VMS) project near Asmara. 


COMMENT 


9. (C) Comment: The development of the minin 
continues to be perceived as critical to EritreaQ 
health and perhaps even as the cornerstone of 
recovery. Yet 

investment and its repeated practice of national 
successful private firms undermine its ability to . 
investment. While they may be able to impress 
visitors 


time. Eventually 
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question the GSEQs political unpredictability an 
economic practices. In the interim 

continue to do their job 

risk investment 

enormous. End Comment. 
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Hamas. We also suspect that the SARG is һар 
visitors come and go from Damascus 

the West Syria\'s importance as an influential in 
Palestinian affairs. End Summary. 


2. (U) Visiting Palestinian Authority (PA) FM Με 
met June 13 with Syrian FM Walid al-MuVallim t 
situation in the Palestinian territories 
Palestinian-Syrian bilateral relationship 

Syrian Arab News Agency (SANA). MuVallim st 
to continue the Palestinian national dialogue in 1 
of the Palestinian people 

reports. Zahar and MuVallim also met separate 
Damascus-based Hamas leader Khalid MishVa 
rejection of PA President Mahmoud Abbas\' (Ak 
referendum on the \"prisoners\' document" set 
according to regional media. Zahar said in Dan 
plan to create a Palestinian state alongside Isra 
only \"ignite internal strife\" among Palestinian + 
according to an article by the Associated Press. 
Zahar\'s second trip to Syria in less than two mc 
A). 


3. (U) The head of the Palestine Liberation Org 
(PLO) political bureau 

Damascus this week 

Palestinian rejectionist groups 

Democratic Front for the Liberation of Palestine 
Nayef Hawatmeh; the head of the Palestinian Is 
(PIJ) 

Palestinian Front for the Liberation of Palestine 
Maher al-Taher; the SYG of the Palestinian Libe 
(PLF) 

Popular Struggle Front (PPSF) 

Representatives of those factions asked Qaddo 
with Abbas to postpone the July 26 referendum 
of the national dialogue 

during the first week of July 

newspaper. Qaddoumi was also expected to m 
Al-Safir reported. 
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4. (C) Egyptian and Saudi envoys have also m: 
trips to Damascus in the last few weeks 

15 Al-Hayat report that suggested without furthe 
these visits were also linked to Palestinian issue 
An Egyptian diplomat 

any such visits by Egyptian officials.) The АІ-Нг 
speculated that the SARG was seeking to pers. 
accept the \"Arab Initiative\" adopted by leaders 
nations at the March 2002 Beirut Summit 
Israeli steps that would lead to Arab recognition 
Palestinian sources told Al-Hayat that Palestiniz 
Haniyeh might eventually accept the Arab Initia! 
implicit recognition of Israel 

such as Mish\'al would maintain the movement 
position without a change. 


5. (C) Damascus-based rejectionist groups are 
deeply divided among themselves. An Austrian 
recounted a conversation from a June 12 meeti 
Hawatmeh who asserted that 

Damascus-based factions were discussing way 
Hamas moves toward an Islamic Palestinian go 
revamping of the PLO that would permit Hamas 
it. Hawatmeh also claimed that all of the Palest 
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factions 

prisoners\' document and Abbas\' referendum 
will eventually lead to the demise of the Hamas 
the diplomat said. 


6. (C) There are rumors in Damascus about se 
between MishVal and three European ambassaı 
Damascus. An Arab diplomat told us the amba 
reportedly pushed MishVal to recognize Israel ai 
Palestinian-Israeli agreements. MishVal was sa 
responded \"in a clever way\" by asking the amk 
Israel would recognize Hamas and respect all o 
agreements 

diplomat said. An Austrian diplomat said that sl 
heard rumors of such meetings with MishVal 
wasnt Austria" and that she didn\'t know whict 
ambassadors might have held such meetings. 
that any EU ambassador who met the Hamas le 
been acting on instructions from his/her capital | 
a meeting would be a violation of EU policy. 


7. (C) Comment: We suspect that Syria won\'t 
any requests by visitors that might undermine tr 
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one of its most important foreign policy \"cards 
According to the Egyptian diplomat 

Ahmad Qureia earlier this month asked Preside 
in easing tensions between Hamas and other P 
groups. Asad promised Qureia that he would d 
but SARG officials later hinted to Egyptian diplo 
that they would not take any steps that would ur 
relationship with Hamas 

have also indicated that since Hamas probably 
withstand international pressure on it in the lonc 
prefer to keep all of their options open 

We also suspect that the SARG is happily watcl 
come and go from Damascus 

Syria\'s importance as an influential intermediar 
Palestinian affairs. As noted by one long-time E 
contact and advocate of back-channel talks bet 
the U.S. 

show that they can be helpful or less helpful 
what it is offered in exchange. 
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while building a consensus to continue progress 
\"achievable\" reform and political issues 
approval for an international tribunal 

political appointments. His price in return 
explained 

GOL\'s disbanding the Palestinian weapons cac 
Tunnels and to move more generally on Palestii 
disarmament. The Ambassador warned that Hi 
to take advantage of such a strategy by taking = 
offers without giving anything in return 
discussion on the status of Hizballah\'s weapon: 
Lebanon\'s political discourse would quickly be | 
a political victory for Hizballah and Syria. The A 
reminded SaVad of the GOL\'s self-imposed de: 
all Palestinian weapons outside the camps by tl 
summer 

presence in south Lebanon. SaVad said he wot 
these ideas 

exacting as high a price from Hizballah as poss 
chose to pursue tactics the Ambassador questi 


2. (S) In an earlier meeting with Druze leader N 
the same day 

plan to focus on the disarmament of Palestiniar 
he emphasized that Druze chieftain Walid Jumk 
continue to play \"bad сору to Sa\'ad\'s \"good с 
some public focus and Hizballah\'s weapons. E 
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FEAR 


3. (S) SaVad opened his June 14 meeting with 
and emboff at the Hariri family\'s Qorytem residı 
predictions about the increasing potential for se 
violence in Lebanon. SaVad said that following 
cross-Blue Line incidents with Israel and the Ju! 
Hizballah riots in Achrafieh 

than at any time since the 1989 TaVef Accords. 
hour-long meeting 

danger of sectarian violence 

June 1st and blood will flow through the streets 
Lebanon. V 


4. (S) Indeed 

possible fighting between LebanonVs Sunni anc 
communities 

SaVadWs political strategy. The primary goal no 
to SaVad 

intends to achieve through patronage-style deve 
projects 

disarmament. 


5. (S) SaVad explained that any more public dis 
Hizballah\'s disarmament would push tensions [ 
point. He said that the riots on June 1 were mu 
dangerous than most people realized 

only narrowly avoided a national disaster. V'In T 
al-Jedid (downtown Beirut) 

members. They were knifing them. We had to 
the press." SaVad said that Hizballah was busi 
members in from Baalbek (in the BiqaV Valley) 1 
fighting 

everything down in time. 


6. (S) VNow 


children. If anything like June 1 happens again 
able to control my people. It will be civil war.\" 
SaVad seemed visibly disturbed by what he obv 
are the real prospects for widespread sectarian 
he repeatedly raised the potential for sectarian ' 
also stated that the increasing tensions and viol 
part of a Syrian and Iranian trap for Lebanon. V 
want us to come out of the dialogue without a c 
they want us to fight each other 

said 

in a war with Israel in case fighting breaks out o 
nuclear program. V'If Iran is attacked 

loose here. Hizballah will send thousands of ro: 
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Israel.\" Shaken by the prospects of Lebanon b 
into a regional or civil war 

solution was to focus on deliverable economic 
goals 

the closed doors of the National Dialogue. 


LIKE FATHER 


7. (S) SaVad then explained his plan for econor 
revitalization 

fathers philosophy of massive \"Solidere\"-style 
projects. According to SaVad 

economic team every night to work on the detai 
proposal. VListen 

people won\'t understand it. You have to show | 
do something. Achieve something on the grour 
described a number of development projects 

a \"tech-city\" in Dammour 

that he would use to generate immediate econo 
decrease political tensions. V'Everybody wants 
thing 

to refuse this.\" 


8. (S) The Ambassador asked SaVad if һе wou 
bring the Shia on board for progress on the eco 
Why would the Shia want the current Найи-дот 
to succeed? SaVad suggested that he already « 
finalizing the details with our guys.\" He explain 
Shia bloc would benefit from the privatization of 
industries: telecommunications and transport 
Lebanon\'s state-owned Middle East Airlines (M 
Ambassador asked what 

MEA 

want 

strategy. And we\'re going on the offensive. Ol 
Ја\Ја\ 


9. (S) SaVad added that the approaching sumn 
season was no time to push the fragile political 
\"People have been looking forward to this sumı 
year. They need it." According to SaVad 
interest would be served by providing stability οἱ 
three months so that the Lebanese economy ce 
benefit of the summer tourist season 

expected to be the best in years. Hotels in Beir 
reportedly been booked through the summer sit 
\"After the summer 

quiet 


EASE PUBLIC PRESSURE ON HIZBALLAH 
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10. (S) The next step in Sa\'ad\'s plan would be 
public and media criticism of Hizballah 

push them in private during national dialogue se 
he explained his plan to the Ambassador 

an orchestra conductor 

a specific role 

goal. Sa\'ad said that Hizballah is in a corner or 
of their weapons and their role in government: t 
trapped between constituencies in Lebanon 
Damascus. He claimed that in the current politi 
environment 

Iran\'s assent 

granting 

nuclear program has been resolved. Therefore 
explained 

would be the only way to give them the necesse 
and political space to cooperate on economic d 
while decreasing sectarian tensions at the same 


11. (S) The Ambassador warned that if Lebanc 


politicians withdrew from the public dialogue on 
arms 

Hizballah and Syria 

quo. The same thing happened with March 14: 
President Lahoud 

what would keep March 14 from reaping the ва! 
this strategy on Hizballah\'s arms. 


12. (S) Sa\'ad pointed again to his patronage-b 
plan 

things.\" But he also acknowledged that the iss 
Hizballah\'s weapons would not drop off the rad 
entirely. To keep some pressure on Hizballah 
that Druze leader Walid Jumblatt will continue 
role 

criticizing Hizballah\'s double standard regardint 
and state security 

intensity that he has used of late. While SaVad 
that it would be a necessary role 

let Jumblatt play it. \"I will criticize them in priva 
concluded. 


THE PRICE FOR PATRONAGE: NAAMEH TU 


13. (S) The Ambassador said that while Shia si 
Lebanon\'s economic and reform plans is impor 
be making a mistake if he dropped public press 
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Hizballah without exacting a high price. Explain 
March 14 forces were finally beginning to achie\ 
momentum in developing a principled stand on 
weapons and the importance of state control of 
borders 

by suddenly dropping the issue from the public ı 
wonNt 

give us (PFLP Commander Ahmed) Jabril and 1 
tunnels. V 


14. (S) SaVad explained that turning over the w 
Naameh tunnels would be HizballahVs price for 
discussion of their own weapons from public de 
Acquiescence on the tunnels would also be nec 
Shia to benefit from Sa\'ad\'s economic plan. S 
effect 

tunnels and Ahmed Jabril 

weapons 

When the Ambassador asked what he would dc 
decided not to cooperate 

will. Because | screamed my head off at them. 
by the Ambassador 

refused to cooperate 

renewed public calls for disarmament. 


15. (S) The Ambassador reminded SaVad that 
issues at stake than just Naameh 

pledge to remove all Palestinian arms outside tl 
the end of this summer. He said that at the ver 
SaVad should insist on disarmament in Naamet 
the government only has three months left to ac 
of eliminating Palestinian arms outside the cam 
said that he was aware of the goal 

himself to complete disarmament of all the cam 
they would start with Naameh and then take it s 
from there. This would be important 

because it would allow him to pick his battles wi 
and Syria on his own \"turf.\" VLook at the issue 
us: Hizballah\'s weapons 

Palestinians. The Syrians want us to fight with | 
they can come in and pick up the pieces. This ' 
the location of the fight. It\'s on my terms. And 
Aoun can\'t fight us either. HeVll be finished. V" 


CUTTING ΤΗΕ GENERAL" DOWN TO SIZE 


16. (S) At several points during the meeting 

that his combined plan for economic developme 
neutralizing sectarian tensions would destroy M 
support base and political aspirations. SaVad si 
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consider Aoun 

as 

nemesis 

mentioning the importance of destroying Aoun\': 
aspirations 

target 


17. (S) Sa\'ad explained that by focusing on acl 
with Hizballah 

and government appointments 

him out of the reform agenda upon which he ha 
political credibility. SaVad would also show that 
achieve results with Hizballah 

duped in own February \"agreement\" with Hass 
Ambassador asked what would keep people fro 
had made a deal with Hizballah just like Aoun. . 
momentarily bristled at the comparison 

wont sign a deal with them. No way.\" The An 
suggested that SaVad could only be sure to avo 
comparison with Aoun as long as he can exact. 
from Hizballah 


EXPANDING DEPLOYMENTS IN THE SOUTH 


18. (S) The Ambassador also suggested to Sa 
addition to restricting Palestinian arms outside t 
the Government of Lebanon could improve the 
situation in the south by working with UNIFIL to 
security deployments to reach the full authorize 
contingent of the Joint (LAF-ISF) Security Force 
could start 

request to form a joint planning committee with 
SaVad said this was a good idea 

Ambassador Bernard Emie had suggested the : 
earlier that afternoon. SaVad said that he woulc 
it 

suggesting innocuously that 


PROTECTING THE INTERNATIONAL TRIBUN 


19. (S) Sa\'ad also said he would need Hizballa 
guarantee cabinet and parliament approval of a 
tribunal to try suspects in his father\'s slaying. € 
noted that pro-Syrian politicians such as Omar | 
Suleiman Franjieh were complaining about the | 
tribunal 

need HizballahYs support here. They have a litt 
He expressed concern over the pro-Syrian Kar: 
however 
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down the government. 


RELATIONS WITH SINIORA; 
DELIVERING THE \"ACHIEVABLES\" 


20. (S) When the Ambassador asked SaVad at 
the Prime Minister last week 

said what | had to say 

appointments) for the Higher Judicial Council.\" 
quickly changed the subject and turned to his Οἱ 
an economic revitalization program 

without coordination from the Prime Minister. 


HAMADE CONFIRMS \"MARCH 14\" 
COORDINATION 


21. (S) In a meeting with Druze minister Marwa 
immediately preceding the Ambassador\'s call c 
offered a preview of SaVadVs position. Hamade 
Jumblatt and Ѕа\аа had agreed to assume two 
in their public approach to Hizballah\'s weapons 
stressed the V'March 141" strategic goal of focus 
Palestinian weapons 

afterthought for Sa\'ad 

preventing the outbreak of civil war through a st 
combined appeasement and specific political de 


COMMENT 


22. (S) Hariri came across as genuinely worrie 
possibility of widespread Sunni-Shia violence 
that his tactical approach is based upon fear. B 
not comfortable with what he told us. On the ec 
Siniora aims at systematic 

to prefer massive patronage projects a la Rafiq) 
Beirut Solidere reconstruction. More broadly 
detect that he was convinced by his own argum 
Hizballah will help the GOL take over the dange 
Palestinian military base of Naameh. We will m 


others 

what seems to be Sa\'ad\'s questionable tactica 
from publicly cornering Hizballah regarding its a 
FELTMAN 


NNNN 
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reference to the LCIA 

Supreme Court ruled that the international arbit 
as written 

states that a re-worded clause might be accept: 


At the moment 

\"creeping expropriation\" by the GOK through tl 
mechanism. Claimant A is charged royalties by 
Ministry\'s State Property Committee for conces 
specifically 

hydro-electric plants on the Irtysh River in Easte 
The Committee 

higher than what the claimant sees as warrante 
The Committee refuses to provide the claimani 
explanation of its calculation method. 
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Recently 

umbrella of the Finance Ministry 

against the two plants\' accountants and genera 
charges currently focus on four to six people 
Kazakhstani nationals. Claimant A 

concern that prosecution could spread to includ 
Claimant A sees the criminal prosecution as av 
settlement. Claimant A 

reaching a settlement with the Ministry of Finan 
substantive issues. 


The Embassy\'s support of Claimant A in its diff 
Kazakhstani government began in 1999 and co 
as Claimant A is continuously subjected to varic 
harassment. In July of 2005 

convicted of accounting improprieties in a trial tl 
presiding judge admitted was dubious. Both av 
by benefiting from a pardon under the Presiden: 
One of the two convictions has subsequently be 
other 


In a separate dispute 

in 2001 to ensure fuel supplies for its primary ge 
facilities 

improve facilities. From the same year 
claiming to be owners of the mine filed a series 
regional courts. In many cases 

counsel were advised of hearings or proceeding 
even hours 

difficult to make travel arrangements to attend s 
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proceedings. In October 2003 

that a Kazakhstani company was rightful owner 
thus entitled to dispose of its assets and require 
vacate the site. At Claimant A\'s request the Se 
Commerce raised the dispute with President Ne 
Subsequently 

courts decision 

the mine. 


However 

authorities raided Claimant AVs offices at the M; 
They ejected Claimant A\'s employees from the 
the telephone switchboard and computer server 
documents. This raid was ostensibly done in cc 
ongoing tax enforcement case 

documents from a time period outside the scopi 


Claimant A reports that 

from it in the June 2005 raid 

regional environmental protection agency to pay 
fine. 


a. Claimant B 


b. 2000 


c. In December 1998 

investment in a 75-unit residential compound in 
claimant invested in a joint venture with a local i 
development firm and lawfully acquired the land 
compound. In February 2000 

establish a national arboretum on land that over 
boundaries of the claimantVs. In July 2000 
requested that the GOK convene a special wort 
the dispute 

assert its right to take the claimant\'s land and s 
construction of the arboretum in February 2001 
the police prevented the claimantVs workers fro 
claimantVs entire plot of land. The GOK failed t 
claimant satisfactory compensation for the takin 
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In 2002 

for the Settlement of Investment Disputes (ICSI 
2003 

of $10 million. 


Post actively supported Claimant B. The Amba 
officials of the State and Commerce Departmer 
forcefully reminded the highest GOK officials of 
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obligation under the U.S.-Kazakhstan Bilateral | 
to honor the arbitral award and warned of negat 
for Kazakhstan\'s investment and debt ratings if 
to pay. 


Following extensive USG encouragement 
settlement with Claimant B consistent with the = 
decision and made a requisite payment in late / 


a. Claimant C 


b. 2001 


c. In July 2001 

performed an audit and assessed a $29 million 
claimant 

assessment was based on MSR\'s finding that | 
by claimant from a customer (the operating con 
offshore Kashagan oil field) 

expenditures incurred by claimant in modifying | 
taxable income. Claimant C challenged the de 
City Court 

the reimbursements were not 
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an appeal by the MSR 
of claimant in March 2002. 


The Kazakhstani tax authorities have persisted 
case in subsequent years 

a total of four times. In May 2006 

favor of the Kazakhstani tax authorities. Claimz 
contacted the USG 

recommended any specific Embassy interventic 
the claimant\'s attorneys had successfully filed c 
collection process triggered by the Supreme Cc 
were planning an appeal. 


4. For Department information only: 


Claimant A: AES Silk Road Corporation 


Claimant B: AIG Silk Road Capital Managemen 


Claimant C: Parker Drilling Company 
TRACY 
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facilitating the resolution of disputes by dialogue 
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1. (SBU) Summary and background: On June 
Ceasefire Commission (CFC) met in El Fasher 
first meeting following the May 5 signing of the I 
Peace Agreement (DPA). Para 2 presents the | 
Col. Lee Manning 

text of the June 13 press release on the CFC m 
released by the African Union Mission in Sudan 
AU Special Representative Baba Gana Kingibe 
meeting 
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Secretary General for Peacekeeping Operation: 


SIPDIS 

and AU Peace and Security Commissioner Djin 
meeting included presentations of positions of v 
participants 

and modalities for a transition to a UN peaceket 
operation. The meeting also focused on the ne 
restore security in Darfur 

not yet signed the DPA to do so. The meeting ı 
that the CFC covered both the Humanitarian Ce 
Agreement as well as the DPA; non-signatories 
participated. AU SR Kingibe closed by noting tt 
Joint Commission should be inaugurated before 
2 AU Summit in Banjul. End summary and bacl 
2. (SBU) Lt. Col. Manning\'s notes are as follow 
This was the inaugural meeting of the CFC und 
of the Darfur Peace Agreement (DPA). The me 
attended by the HOM 

warring party members 

the press. 

Phase | was a closed meeting attended by the ( 
only - no press or outside individuals. The follo 
topics were discussed during this phase of the r 
A. The first topic discussed regarded any assis 
that can be given to AMIS to help with accompli 
mission. The modalities for transition of the mis 
from AMIS to the United Nations was discussec 
were no definite solutions to either of these topi 
B. The DPA (2006) and HCFA (2004) were dist 
general direction of the discussions was that th« 
all agreements was to create a secure environn 
which NGOs can operate 

parties of the conflict 

differences within the parties. The point was m: 
the HOM that by attending the meeting the SLA 
representatives and JEM representatives were | 
committing their parties to the provisions of the 
they were gathering information for the member 
process of committing to the provisions of the D 
for politicians and political discussions at the Jo 
Commission level. The HOM suggested that dt 
meetings under the DPA that the SLA/Wahid ar 
representatives sit in as observers so as to be c 
the current business under discussion and repo 
their parties. 

C. The SLA/Wahid and JEM representatives (C 
Brig. Gen. Bashar) stated their commitment to t 
(2004) and the Protocols (2005) 

opposition to the DPA. The HOM thanked each 
support and the support of the factions. HOM a 
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reiterated that this closed meeting was being he 
order to attempt to solve some of those problen 
D. Mini Minawi had a statement regarding attac 
Chadian rebels against his forces in several 
locations. But said he was committed to the DF 
processes to follow. Mini also said that AMIS ır 
steps to protect Darfur and the parties under the 
Phase ΙΙ Open Meeting - The open meeting wa: 
the AMIS personnel 

A. The HOM mission gave a short history of the 
mission in Sudan. Amb. Gibril spoke and thank 
original CFC for its work and requested the new 
continue the work of peace in Darfur. 

B. HOM conducted a formal handing over of th 
CFC chairman from Amb. Gibril to the FC. 

C. JEM and SLA/Wahid stated that they reject: 
the chairman of the CFC. 

D. The FC urged all CFC members to continue 
He also stated that the CFC would continue to r 
as the CFC under the HCFA (2004) and as the 
the DPA (2006). 

E. The CFC has not met since the inaugural mı 
June 06 and is not scheduled to meet again unt 
06 for the first CFC-DPA working meeting. 

3. (U) The African Union Mission in Sudan (AM 
release on the CFC meeting is as follows: 


Mr. Guehenno 

momentum provided by this important event. H 
the determination of the international communit 
especially the United Nations 
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1. (SBU) Summary and background: On June 
Ceasefire Commission (CFC) met in El Fasher 
first meeting following the May 5 signing of the I 
Peace Agreement (DPA). Para 2 presents the | 
Col. Lee Manning 

text of the June 13 press release on the CFC m 
released by the African Union Mission in Sudan 
AU Special Representative Baba Gana Kingibe 
meeting 

Secretary General for Peacekeeping Operation: 


SIPDIS 

and AU Peace and Security Commissioner Djin 
meeting included presentations of positions of v 
participants 

and modalities for a transition to a UN peaceke: 


Column 3 

operation. The meeting also focused on the ne 
restore security in Darfur 

not yet signed the DPA to do so. The meeting ı 
that the CFC covered both the Humanitarian Ce 
Agreement as well as the DPA; non-signatories 
participated. AU SR Kingibe closed by noting tt 
Joint Commission should be inaugurated before 
2 AU Summit in Banjul. End summary and бас 
2. (SBU) Lt. Col. Manning\'s notes are as follow 
This was the inaugural meeting of the CFC und 
of the Darfur Peace Agreement (DPA). The me 
attended by the HOM 

warring party members 

the press. 

Phase | was a closed meeting attended by the ( 
only - no press or outside individuals. The follo 
topics were discussed during this phase of the r 
A. The first topic discussed regarded any assis 
that can be given to AMIS to help with accompli 
mission. The modalities for transition of the mis 
from AMIS to the United Nations was discussec 
were no definite solutions to either of these {ори 
B. The DPA (2006) and HCFA (2004) were dist 
general direction of the discussions was that th« 
all agreements was to create a secure environn 
which NGOs can operate 

parties of the conflict 

differences within the parties. The point was mi 
the HOM that by attending the meeting the SLA 
representatives and JEM representatives were | 
committing their parties to the provisions of the 
they were gathering information for the member 
process of committing to the provisions of the D 
for politicians and political discussions at the Jo 
Commission level. The HOM suggested that dt 
meetings under the DPA that the SLA/Wahid ar 
representatives sit in as observers so as to be г 
the current business under discussion and repo 
their parties. 

C. The SLA/Wahid and JEM representatives (C 
Brig. Gen. Bashar) stated their commitment to t 
(2004) and the Protocols (2005) 

opposition to the DPA. The HOM thanked each 
support and the support of the factions. HOM a 
reiterated that this closed meeting was being he 
order to attempt to solve some of those problen 
D. Mini Minawi had a statement regarding attac 
Chadian rebels against his forces in several 
locations. But said he was committed to the DF 
processes to follow. Mini also said that AMIS ır 
steps to protect Darfur and the parties under th« 
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Phase ΙΙ Open Meeting - The open meeting wa: 
the AMIS personnel 

A. The HOM mission gave a short history of the 
mission in Sudan. Amb. Gibril spoke and thank 
original CFC for its work and requested the new 
continue the work of peace in Darfur. 

B. HOM conducted a formal handing over of th 
CFC chairman from Amb. Gibril to the FC. 

C. JEM and SLA/Wahid stated that they reject: 
the chairman of the CFC. 

D. The FC urged all CFC members to continue 
He also stated that the CFC would continue to r 
as the CFC under the HCFA (2004) and as the 
the DPA (2006). 

E. The CFC has not met since the inaugural mı 
June 06 and is not scheduled to meet again unt 
06 for the first CFC-DPA working meeting. 

3. (U) The African Union Mission in Sudan (AM 
release on the CFC meeting is as follows: 


valuable efforts of the African Union to bring lon 
lasting peace and stability to Darfur. 


Finally 
be made to inaugurate the Joint Commission st 
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1. (SBU) Summary and background: On June 
Ceasefire Commission (CFC) met in El Fasher 
first meeting following the May 5 signing of the I 
Peace Agreement (DPA). Para 2 presents the | 
Col. Lee Manning 

text of the June 13 press release on the CFC m 
released by the African Union Mission in Sudan 
AU Special Representative Baba Gana Kingibe 
meeting 

Secretary General for Peacekeeping Operation: 


SIPDIS 

and AU Peace and Security Commissioner Djin 
meeting included presentations of positions of v 
participants 

and modalities for a transition to a UN peaceke: 
operation. The meeting also focused on the ne 
restore security in Darfur 

not yet signed the DPA to do so. The meeting ı 
that the CFC covered both the Humanitarian Ce 
Agreement as well as the DPA; non-signatories 
participated. AU SR Kingibe closed by noting tt 
Joint Commission should be inaugurated before 
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2 AU Summit in Banjul. End summary and bacl 
2. (SBU) Lt. Col. Manning\'s notes are as follow 
This was the inaugural meeting of the CFC und 
of the Darfur Peace Agreement (DPA). The me 
attended by the HOM 

warring party members 

the press. 

Phase | was a closed meeting attended by the ( 
only - no press or outside individuals. The follo 
topics were discussed during this phase of the r 
A. The first topic discussed regarded any assis 
that can be given to AMIS to help with accompli 
mission. The modalities for transition of the mis 
from AMIS to the United Nations was discussec 
were no definite solutions to either of these {ори 
B. The DPA (2006) and HCFA (2004) were dist 
general direction of the discussions was that th« 
all agreements was to create a secure environn 
which NGOs can operate 

parties of the conflict 

differences within the parties. The point was mi 
the HOM that by attending the meeting the SLA 
representatives and JEM representatives were | 
committing their parties to the provisions of the 
they were gathering information for the member 
process of committing to the provisions of the D 
for politicians and political discussions at the Jo 
Commission level. The HOM suggested that dt 
meetings under the DPA that the SLA/Wahid ar 
representatives sit in as observers so as to бе г 
the current business under discussion and repo 
their parties. 

C. The SLA/Wahid and JEM representatives (C 
Brig. Gen. Bashar) stated their commitment to t 
(2004) and the Protocols (2005) 

opposition to the DPA. Тһе HOM thanked each 
support and the support of the factions. HOM a 
reiterated that this closed meeting was being he 
order to attempt to solve some of those problen 
D. Mini Minawi had a statement regarding attac 
Chadian rebels against his forces in several 
locations. But said he was committed to the DF 
processes to follow. Mini also said that AMIS ır 
steps to protect Darfur and the parties under th« 
Phase ΙΙ Open Meeting - The open meeting wa: 
the AMIS personnel 

A. The HOM mission gave a short history of the 
mission in Sudan. Amb. Gibril spoke and thank 
original CFC for its work and requested the new 
continue the work of peace in Darfur. 

B. HOM conducted a formal handing over of th 


Column 3 

CFC chairman from Amb. Gibril to the FC. 

C. JEM and SLA/Wahid stated that they reject: 
the chairman of the CFC. 

D. The FC urged all CFC members to continue 
He also stated that the CFC would continue to r 
as the CFC under the HCFA (2004) and as the 
the DPA (2006). 

E. The CFC has not met since the inaugural mı 
June 06 and is not scheduled to meet again unt 
06 for the first CFC-DPA working meeting. 

3. (U) The African Union Mission in Sudan (AM 
release on the CFC meeting is as follows: 


possible 
in Banjul 


El Fasher 
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1. (SBU) Summary and background: On June 
Ceasefire Commission (CFC) met in El Fasher 
first meeting following the May 5 signing of the I 
Peace Agreement (DPA). Para 2 presents the | 
Col. Lee Manning 

text of the June 13 press release on the CFC m 
released by the African Union Mission in Sudan 
AU Special Representative Baba Gana Kingibe 
meeting 

Secretary General for Peacekeeping Operation: 


SIPDIS 

and AU Peace and Security Commissioner Djin 
meeting included presentations of positions of v 
participants 

and modalities for a transition to a UN peaceke: 
operation. The meeting also focused on the ne 
restore security in Darfur 

not yet signed the DPA to do so. The meeting ı 
that the CFC covered both the Humanitarian Ce 
Agreement as well as the DPA; non-signatories 
participated. AU SR Kingibe closed by noting tt 
Joint Commission should be inaugurated before 
2 AU Summit in Banjul. End summary and bacl 
2. (SBU) Lt. Col. Manning\'s notes are as follow 
This was the inaugural meeting of the CFC und 
of the Darfur Peace Agreement (DPA). The me 
attended by the HOM 

warring party members 

the press. 
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Phase | was a closed meeting attended by the ( 
only - no press or outside individuals. The follo 
topics were discussed during this phase of the r 
A. The first topic discussed regarded any assis 
that can be given to AMIS to help with accompli 
mission. The modalities for transition of the mis 
from AMIS to the United Nations was discussec 
were no definite solutions to either of these topi 
B. The DPA (2006) and HCFA (2004) were dis: 
general direction of the discussions was that th« 
all agreements was to create a secure environn 
which NGOs can operate 

parties of the conflict 

differences within the parties. The point was m: 
the HOM that by attending the meeting the SLA 
representatives and JEM representatives were | 
committing their parties to the provisions of the 
they were gathering information for the member 
process of committing to the provisions of the D 
for politicians and political discussions at the Jo 
Commission level. The HOM suggested that dt 
meetings under the DPA that the SLA/Wahid ar 
representatives sit in as observers so as to be г 
the current business under discussion and repo 
their parties. 

C. The SLA/Wahid and JEM representatives (C 
Brig. Gen. Bashar) stated their commitment to t 
(2004) and the Protocols (2005) 

opposition to the DPA. The HOM thanked each 
support and the support of the factions. HOM a 
reiterated that this closed meeting was being he 
order to attempt to solve some of those problen 
D. Mini Minawi had a statement regarding attac 
Chadian rebels against his forces in several 
locations. But said he was committed to the DF 
processes to follow. Mini also said that AMIS т 
steps to protect Darfur and the parties under th« 
Phase ΙΙ Open Meeting - The open meeting wa: 
the AMIS personnel 

A. The HOM mission gave a short history of th« 
mission in Sudan. Amb. Gibril spoke and thank 
original CFC for its work and requested the new 
continue the work of peace in Darfur. 

B. HOM conducted a formal handing over of th 
CFC chairman from Amb. Gibril to the FC. 

C. JEM and SLA/Wahid stated that they reject: 
the chairman of the CFC. 

D. The FC urged all CFC members to continue 
He also stated that the CFC would continue to r 
as the CFC under the HCFA (2004) and as the 
the DPA (2006). 
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E. The CFC has not met since the inaugural mı 
June 06 and is not scheduled to meet again unt 
06 for the first CFC-DPA working meeting. 

3. (U) The African Union Mission in Sudan (AM 
release on the CFC meeting is as follows: 


HUME 
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that French support for Deby was far from uneq 
that there had been an animated debate within 1 
the April rebel offensive on the limits of French : 
Foucher described mounting MFA worries abou 
the Central African Republic (C.A.R.) and the di 
in Chinese involvement 

surpassing aid from Paris. Turning to Togo 
Paris-based opposition leader an obstacle to na 
dialogue. Regarding French policy-making on ( 
Foucher underscored the marginalization of Nai 
Palme 

the 2003 Linas-Marcoussis Accord. End Sumrr 


2. (SBU) Chad 

currently comprise the main preoccupations for 
DAS-Equivalent Bruno Foucher 

with Africa Watcher. Foucher 

covers West and Central Africa 
Congo/Brazzaville 

supported 54 ministerial-level visits to African οἱ 
since January 

Presidential Africa Adviser Michel de Bonnecor: 
accompany the Minister for Cooperation for Jun 
in Chad aimed at driving national dialogue. 


Chad: Deby Must Engage; EU Must lead 


3. (C) Minister for Cooperation Brigitte Girardin 
with Chadian President Deby circa June 15 tod 
President Deby the need for outreach and dialo: 
non-violent national dialogue. The presence of 
Africa Advisor Bonnecorse is highly unusual anı 
signal to Deby that Girardin is carrying a direct r 
from Chirac on the necessity of engagement 
All the same 

reform and relies on the EU to take the lead 
noting French support for the recent EU Troika 
The EU had the finances and the know-how to ı 
series of governance seminars on a regular bas 
2007 legislative elections as the goal-posts. Hc 
Foucher volunteered that EU Commissioner for 


Column 3 

Louis Michel was rather а loose cannon. Miche 
Deby by an overly direct 

letter to the earlier EU Troika call for dialogue; t 
Deby\'s blast against \"foreign\" or international 

in the process (Ref A). 


French Support for Deby not Unequivocal 


4. (C/NF) Foucher insisted that French policy o 
specifically French support for Deby 

might appear. In the heat of the April FUCD off 
Bonnecorse had convoked what Foucher descr 
gripping emergency meeting at which it was no! 
he maintained 

argument that Deby had no proper successor w 
continues to do so -- and that same meeting 58! 
decision taken 

the famous warning shot on April 12 against an 
rebel column. Told that French intelligence and 
support had clearly proved decisive in Deby\'s ri 
FUCD offensive 
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insisted on going it alone 

airlift and instead force-marching troops from th 
overnight into NVdjamena for the showdown in t 
if Deby had sought to deliver the coup de grace 
French help for symbolic reasons 

he believed Deby opted for the overland route b 
airlift lacked the capacity to transport certain һе: 
weaponry and munitions he needed. 


Central African Republic: Beijing Eclipsing Paris 


5. (C) After emerging from turbulence to hold a 
election 

backsliding 

A/S-Equivalent for African Affairs Bruno Joubert 
interagency task force on June 9 

Development 

the availability of multilateral assistance thanks 
agreement with the IMF and headway with the \ 
has been no commensurate growth in bilateral ‹ 
with a key exception. France is troubled at the ı 
Chinese encroachment 

astonishment 


Column 3 
surpassed that of France. 


Togo: Gilchrist Olympio Impedes Dialogue 


6. (C/NF) Africa Watcher noted that he had ag: 
approached by self-imposed Togolese exile anc 
opposition leader Gilchrist Olympio 
international help in unblocking the naming of a 
(Ref B). Foucher branded Olympio himself as t 
obstacle. Regarding the claim 

lieutenants 

back a radicalization of the Togolese oppositior 
responded that was hogwash. Told that Olympi 
talk regularly by telephone with EC Commissior 
Development Louis Michel and with Kofi Annan 
from Ghana 

earlier criticized for his tactless diplomacy) had ` 
MFA he found Olympio despicable. Should Oly 
Washington 

exploit any encounter with U.S. officials; a meet 
premises in New York 

problematic. Foucher admitted he had never m 
personally 

Presidency was a policy decision. 


Cote d\'Ivoire and the Downfall of a French Afric 


7. (C/NF) Africa Watcher queried Foucher on tl 
Nathalie de La Palme 

during his tenure as Foreign Minister 

the 2003 Linas-Marcoussis Accord. Though stil 
the MFA 

Foucher replied. Bonnecorse had sidelined her 
Presidential Chirac had personally relieved her : 
on Cote d'Ivoire 

had grown too comfortable with President Gbag 
coterie. The last straw came when de La Palm: 
tried to organize a separate trip to Abidjan to co 
a meeting of the International Working Group. | 
denied charges of seeking to lead parallel bilate 
discussions 

Abidjan had in fact been tasked by her to organ 
of high-level meetings. Regarding Minister for € 
Brigitte Girardin 

describing her as a real policy player on Africa 
the drivers seat on Cote d\'Ivoire 

French Presidency. 


Comment: A Straight-Shooter who works well w 
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8. (C/NF) Comment and Biographical Note: Fo! 
pragmatic and frank 
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contact. Recruited personally by Joubert despit 
diplomatic service in Africa 

traditional French Africanist 

and for Paris the most challenging division withi 
Africa Bureau. His career includes postings іп” 
Riyadh 

stint with the French delegation to the United N: 
York. He also claims to have been a liaison to 1 
key to 2001 Northern Alliance forces in Afghani 
remarking that 

Africa 

The 45-year old Foucher is now on the shortlist 
of key embassies in Africa 

subject to a decision this summer by the Prime 
Evidently 

Joubert and Bonnecorse. He respects Воппесі 
claims deserves credit for his quiet efforts at un 
worst traditions of \"la Francafrique 

claims is definitively at an end. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c frr 
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Revolution\" in Lebanon brought to power 
elections 

selected as Minister of Youth and Sports. He tc 
additional responsibilities of the Interior Ministry 
February 2006 

Sabaa 

Internal Security Services during anti-Danish rio 
damaged a Christian neighborhood in Beirut. F 
appointed Acting Mininster of the Interior at thai 
has never been confirmed by Parliament and th 
The reason is that severe differences between I 
Minister Siniora and President Emile Lahoud wc 
Lahoud assenting to any Siniora appointment. 
Fatfat will remain \"Acting\" Interior Minister inde 
(while retaining his Minister of Youth and Sports 
as well). He should be addressed as V'Mr. Mini: 


Column 3 


TERRORISM AND NORTHERN LEBANON 
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4. (C) Fatfat\'s home area of northern Lebanor 
two subjects of interest to us. First is the presei 
Sunni extremists who may be receiving increası 
money from Iran. Second is the regionVs close 
through trade 

ties. Fatfat should be drawn out on these two s 
Sunni rioters who in February trashed the Chris 
neighborhood of Achrafieh 

Danish cartoons 

Lebanon. Last year 

Lebanese security authorities released from pris 
\"Dinniyah\" terrorists who in 2000 had killed 11 
including several members of the Lebanese Arr 
Fatfat has told us privately that these accused tı 
were framed by the Syrians in a Syran effort to ‹ 
with the U.S. In January 2006 

services arrested up to 11 members of an alleg 
ring 

included Saudis 

They were arrested in northern Lebanon. 


5. (C) Syrian influence is probably greater in n 
Lebanon than other areas of the country. The € 
connection stems from the open terrain betwee! 
Lebanon and the Syrian coastline 

business contacts 

Syrians across this relatively open border area. 
most pro-Syrian Lebanese politicians come fron 
one degree or another of pro-Syrian sympathy 
politicians would include former Prime Minister i 
Omar Karame 

former deputy Prime Minister (2000-05) Issam I 
former Interior Minister (2004-05) and Christian 
Suleiman Franjieh. None share affinity for Fatte 
Hariri-led March 14 coalition. We hear recurren 
continued Syrian influence in northern Lebanon 
relatively stronger than elsewhere in the country 
be useful to explore with Fatfat his perspective ı 
now-covert efforts to exert influence in Lebanor 
course at odds with UNSCR 1559 

calling for a sovereign 


PALESTINIAN ARMS AND HIZBALLAH 
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6. (C) UNSCR 1559 had also included a call fc 
of all Lebanese and non-Lebanese militias. The 
Lebanese militias centers on Hizballah 
non-Lebanese militias comprise Palestinian reje 
groups such as the PFLP-GC and Palestinian Is 
The rejectionists are Syrian-supported and oper 
outside the 14 Palestinian refugee camps in Let 
Lebanese have taken up the Palestinian militia | 
\"National Dialogue 

politicians from the country\'s major confession: 
The National Dialogue began meeting in Febru 
concluded unanimously that the Lebanese neec 
a way to to disarm the Palestinians outside the | 
camps 

to come up with a way to control the arms and < 
the camps. While these words are welcome an 
the first time a Lebanese consensus regarding : 
destabilizing and dangerous part of the Lebane: 
Fatfat might be asked just how the government 
implement these conclusions of the National Di: 
well-known Lebanese participants in the Nation: 
deserve credit for addressing the issue seriousl 
must be followed by action. On May 28 
Hizballah-controlled areas north of the Blue Line 
military base in northern Israel. The ensuing ev 
day were the heaviest military clashes in the are 
Israels April 2000 withdrawal from southern Le 


7. (C) Arms smuggling into Lebanon 

is related to the issues of terrorism and the Pale 
rejectionist groups. A truckload of arms 
destined for Hizballah 

Forces two months ago. The arms were permii 
raising questions about the role and responsibili 
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Lebanese Armed Forces. Although this shipme 
action of the Lebanese Armed Forces (which ar 
jurisdiction of the Minister of Defense rather tha 
Minister of the Interior) 

debate about the kinds of weapons that are ent 
outside the authority of the government. It woul 
to ask Acting Minister Fatfat for his impressions 
extent of arms smuggling 

scope of existing stockpiles of arms 

by the Palestinian rejectionist groups. 


Column 3 

8. (C) Acting Minister Fatfat 

sympathize with Hizballah retaining its arms for 
indefinite future. Reftel describes the complex ı 
Hizballah in Lebanese domestic politics. The N 
Dialogue has taken up the question of Hizballar 
the broader questions of Lebanon\'s proper nati 
strategy. These debates are unresolved 
Lebanese process that we hope can register prı 
spirited debate in the last session of the Nation: 
on June 8 

arms can ever be consistent with the concept o! 
the final authority in Lebanon with a monopoly o 
of force. Our support for the Dialogue reassure 
Lebanese population 

not promoting implementation of UNSCR 1559 
disarmament provisions 

Lebanon in the process. Where we are firm 
UNSCR 1559 must be implemented at a future 
real steps must be taken incrementally toward t 
Acting Minister Fatfat can be asked how he see 
disarmament debate proceeding 

Security Forces would play in the disarmament 
end outcome is clearly defined in UNSCR 1559 


U.S.-LEBANESE SECURITY COOPERATION 


8. (C) We have responded to the dramatic che 
taken place in Lebanon since March 2005 by cc 
to greatly enhanced security cooperation. We Fr 
programs led by the FBI (USD one million in tra 
1.3 million in laboratory equipment) 
(anti-terrorism assistance) 

through expanded training and equipment for th 
Armed Forces. These programs were a focus с 
visit to Washington by General Achraf Rifi 

of the Internal Security Forces (ISF). Acting Mir 
Fatfat told us that he views his visit in large part 
follow-up to General RifiVs visit. We are concer 
assistance be used to maximum advantage. A 
us 

security help 

principal security institutions: the Internal Secut 
Forces and the Surete Generale which are unde 
of Acting Minister Fatfat 

which is under the authority of Defense Minister 
programs that we provide 

bomb blast analysis 

controls 

institutions are cooperating 

instituion is dominated by a particular confessio 


Column 3 
is largely Sunni 
Lebanese Armed Forces are Christian. 


9. (C) Acting Minister Fatfat should be asked e 
Surete Generale needs and priorities. We are: 
closely with our Western partners to exchange i 
what each is doing for the Lebanese. One chall 
that the Lebanese have not delivered a comprel 
action 

that the three security institutions 

Lebanese Armed Forces 

areas such as intelligence and counterterrorism 
Minister Fatfat should be asked about how he c 
Defense Minister Murr. One area of special inte 
is Lebanese security deployment in the Hizballa 
south. We are urging the Lebanese to bring up 
4 
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Lebanese Armed Forces) unit in the south. Thi: 
to the UNSCR 1559 support for the extension o 
the Government of Lebanon over all Lebanese: 
broadly 

our continuing ability to provide security assistaı 
a function of how well this assistance is used. 


U.S. CITIZEN CHILD CUSTODY CASE 


10. (C) For the past several years 

Kelsey Klotz 

and Lebanese stepfather in a Hizballah-controlli 
northern Biga\' Valley. There are standing U.S. 
court orders that this child be returned to her U. 
father who resides in the U.S. Despite the cour 
Lebanese authorities 

unable to recover the child and thus facilitate hi 
to the U.S. We have raised this case at the higi 
in Lebanon and at Cabinet-level by U.S. officials 
remains outside the effective ability of the Lebai 
government to enforce its own judicial decisions 
be useful to remind the Acting Minister that the 

child custody case is of highest importance to u 
every effort must be made to ensure Kelsey Klo 
her father in the U.S. 

FELTMAN 
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interested in a cease-fire everywhere. We мап! 
operations if the Israeli side is interested in doir 
al-Hamad said. 


WALLES 
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so the Finance Ministry does not have updated 
its commercial bank accounts. Abed termed thi 
\"heroic\" but noted that the stress could cause : 
foreign-headquartered banks to give up and lea 
summary. 


Banks are following OFAC regs 


2. (C) PMA Governor George Abed told EconC 
Deputy Director June 8 that the PMA had circul: 
commercial banks the Treasury Departments ( 
on transactions with the PA. He noted that the | 
resolve to follow the spirit of the regulations 

are not \"U.S. persons 

their European correspondent banks warned of 
negative consequences should they accept tran 
of the PA. He told EconChief June 13 that the F 
encouraging the banks to meet the strict require 
OFAC regulations and had told the banks that it 
responsibility if a problem develops from their la 
adherence to the OFAC regulations. 


Banks not transacting with PA 


3. (C) Abed stressed that local commercial ban 
intense pressure by the PA to pay salaries 

own funds 

(ref A). With the exception of the Bank of Pales 
-- which claims to have used PA domestic rever 
in a PA account held at the BoP -- the other bar 
firm in neither accepting PA transfers nor payin: 
according to Abed. Abed said he told local banl 
would be \"getting close to the line\" of transacti 
PA if they complied with HaniyahVs salary paym 
Resident Representative Joel Toujas told Econt 
that local commercial banks are no longer even 
PA ministries 

level of domestic revenue collected by banks or 


Not accepting bulk cash deposits 
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4. (C) Abed also noted that all of the banks hac 
to accept large bulk cash deposits 

in the hundred of thousands of dollars and millic 
reportedly brought through the Rafah crossing k 
officials in May and June. (Note: Abed is still ge 
the details of these events but said he would sh 
findings with EconChief. End note.) He noted t 
branch in Gaza 

accepted such a deposit and then had reversed 
Banks would now only accept bulk cash deposit 
customer is known to them and the funds could 
legitimate commercial transaction. 


Closing down personal accounts of 
Hamas legislators 


5. (C) Abed confirmed to EconChief June 13 th 
are also closing down the accounts of those Pa 
Legislation Council (PLC) members who were e 
party slate of a foreign terrorist organization 

General License 4(b). He confirmed that Cairo- 
asked Hamas PLC member and PA Housing ar 
Minister VAbd al-Rahman Zaydan to draw down 
his Cairo-Amman Bank account (which only hac 


dollars equivalent in it) and had refused to acce 
deposits or transfers to his account. Abed furth 
that all of the banks operating in the West Bank 
taking these steps 

laundering/countering terrorist financing (AML/C 
Abed said that Arab Bank had closed down 17 
PLC members. 


PMA: Banks acting heroically 


6. (C) Abed praised the commercial banks! adl 
international banking standards and best practic 
refusal to accept transfers or pay salaries on tht 
behalf. Abed offered different examples of the ι 
government's campaign to pillory the banks an: 
the economic crisis. Under exceptionally difficu 
circumstances 

continuing to maintain the international standarc 
of them. However 

those headquartered overseas 

Palestinian bankers had told USAIDOffs and Ec 
that they are feeling the negative press attentio! 
PA government\'s criticism that the banks are p 
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\"siege\" on the Palestinian government and pec 
WALLES 
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the Working Group 

problematic draft language seeking to alter 
currently-undefined language on self-determina 
indigenous peoples. 


2. (C) Responding 

the status of the negotiations 

anomalies addressed by reftel. Egypt 

support moving forward on a such a Declaratior 
procedural actions were not followed. Neverthe 
Gamaledin and deputy Mai Khalil pointed out th 
not pay a great deal of attention to this subject s 
had no \"indigenous peoples.\" Poloff made the 
point that Washington felt very strongly that no : 
decisions on this issue should be taken at the u 
inaugural session of the UN Human Rights Cou 
June 19 

RICCIARDONE 
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nationalist Slota. He preferred to bring in SDKU 
rigid KDH. He weakly tried to defend Smer\'s lin 
Meciar-era privatizers who are widely seen as c 
response to the Ambassador''s pointed criticisrr 
sudden announcement that it would seek withdti 
troops from Iraq 

rhetoric. End Summary. 


2. (U) Ambassador met Robert Kalinak 

for Smer 

become DefMin in the next GOS. Over coffee 
Smer\'s view of the elections and the coalition b 
will follow this Saturday\'s vote. 


3. (C) Kalinak arrived late and immediately dast 
coffee shop to retrieve a commemorative plaqu 
declaration thanking the Ambassador for the clc 
between the Parliamentary Defense Committee 
chairs 

this as an attempt to make amends in response 
expressed displeasure over Smer\'s recent atta: 
policy and гад. Ambassador told Kalinak that г 
on the verge of responsible governing 

that the Embassy will not distinguish between pı 
private statements 

game. 
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4. (C) Ambassador pointed out Smer\'s long sta 
opposition to Iraq 

entitled to maintain that position 

top. Ambassador also addressed the issue of tl 
proposal 

legislative proposal with little likelihood of passir 
Kalinak responded that all his party had done w 
the Iraq issue would be discussed in the first co 
meetings. Ambassador replied that the Smer w 
language well beyond that 

President. Kalinak professed to be unaware of 
He noted Smer\'s Iraq policy would be influence 
coalition partners 

the context of other ongoing pullouts. In any ca 
said 

(visa) amendment.\" Ambassador reminded Ka 
pledge in an earlier private conversation not to r 
issue 

were intertwined -- values that would be very im 
Smer sought to govern. Kalinak said very soor 
elections 

to describe their sense of foreign policy and hov 
with their new coalition partners. 


5. (C) Kalinak was clearly chipper about the upc 
elections. He was very confident of achieving : 
Success 

24 percent (for which he withdrew his cell-phon: 
the number of parliamentary seats) would e a h 
and entitle Smer to the PM\'s spot. The party hi 
electoral strategy to reach out to the old and dis 
and they would be more likely to vote than the y 
appealed to before. Kalinak very assertively dis 
notion of a Smer-HZDS-SNS coalition: \"(HZDS 
is crazy and (SNS Chairman) Slota is a drunk; v 
all our time trying to dig out from the messes th: 
create.\" Still 

Kalinak not to hook up with \"those bad Hungari 
feared that in a three way coalition 

together would have too much influence. 


6. (C) Kalinak\'s clear preference is Smer-SMK- 
skeptical that SF would make it to Parliament ai 
Ambassador that there was not a chance in the 
Martinakova would coalesce with SDKUVs Dzur 
Hungarians were model partners: their leader B 
close personal relationship with Fico and is gen 
by many people. However 

have enough votes 

be a possibility 

reasonable 
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uncomfortably inflexible. SDKU was much close 
political views. 


7. (C) And how would PM Dzurinda handle a de 
know 


constitutional office in the land 

for international travel 

Smer would keep Kukan as Foreign Minister. (ί 
has enormous respect and has cooperated with 
past. End comment.) Current Finance Minister 
could not be in the new government 

too many battles; instead 

Miklos take the Central Bank Board of Governo 
President Gasparovic has kept open for him. (C 
Gasparovic recently vetoed the PMs first choice 
End comment.) Current Minister of Social Affai 
Radicova would be a fine minister. 


8. (C) Although the decision is ultimately up to C 
Fico 

since Interior has 20 

agendas. Paska would not take Health 

is not a doctor; those people need a doctor to {= 
Instead 


9. (C) Ambassador raised the issue of how Sme 
questions about being nothing but a front for olc 
privatizers. Kalinak noted that Slovakia is a sm; 
and \"you can\'t help but run into these people.V 
expressed concern that V'these people\" would i 
Smer 

chairman. 


10. (C) In closing Kalinak made it a point to note 
had once had a very close relationship with the 
and Ambassador Weiser in particular -- which o 
when Weiser refused to release a list of Dzurinc 
business dealings\" to the press at Fico\'s reque 
Ambassador noted that we had reached out to | 
times 

family-to-family get-together. Ambassador also 
seek -- and believe we have -- good relations w 
parties 

Meciar 

level of mutual respect and cooperation that we 
the current government. 

VALLEE 
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\"negotiating\" with Regions; OU MP Anatoliy Mi 
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on the Tymoshenko Bloc (BYuT) to join in a gra 
with OU and Regions. Ukrainska Pravda report 
not move into formal negotiations with Regions 
agrees to change its stance on NATO and drop 
on a federalist form of government and Russiar 
State language. Senior BYuT MPs told us that: 
participate in an Orange coalition or go into opp 
there would be no cooperation with Regions. B 
headed back to their constituencies to prepare | 
supporters for BYuT turning up the heat on Yus 
her part 

\"blessing\" the formation of an Orange-Blue co 
defiantly announced that she would never \"han 
to the clans\" by teaming up with OU and Regio 
stressed 

BYuT MPs told us that they would be reaching ¢ 
Lady Kateryna Yushchenko in an effort to get he 
the president to revive the Orange coalition talk: 
well-connected newspaper editor and a senior c 
Socialist Party leader Moroz also told us that Mc 
see Yushchenko before he departs June 16 for 
summary. 


Rada Session: Little Action At The Rostrum 


2. (C) The June 15 Rada session lasted about t 
MPs spending most of that time discussing whe 
consolidate some of the Rada\'s committees 
committees on social policy and war veterans/p 
disabilities. Prior to adjourning until June 20 at 
a.m. 

Rada\'s agenda to include discussion of forming 
investigatory committee into recent events in Cr 
Dnipropetrovsk (Refs A and B); the measure 
supported by the Communists and the Party of 
pass. (Comment: The Regions support flies in 
Roman Zvarych\'s June 14 assurance to DCM t 
its doors\" if Regions backed such a measure. 
The fact that the defeated measure was simply 
to the Rada\'s agenda 

such a committee probably provides enough of 
however 

\"discussion\" going.) 


...But A Lot On The Floor And In The Hallways 


3. (SBU) The real action at Thursday\'s session 
Rada floor and in the hallways. With the media 
before the start of the session that an Orange-E 
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between Our Ukraine (OU) and Regions was in 
MPs were ebullient. The beaming Regions\' lez 
Yanukovych 

MPs 

occasionally huddling with Regions\' heavyweigl 
Kolesnikov and Yevhen Kushnaryov. (Note: Re 
financial backer Rinat Akhmetov was absent.) 


Coalition Status: RegionsY View... 


4. (SBU) Speaking with a small group of journal 
diplomats 

stressed that Regions now had the initiative in tl 
formation process. They emphasized that Regi 
negotiating 

MP Mykola Azarov had the lead for Regions. T 
predict when a coalition would be formed or whi 
positions; Klyuyev stressed quietly and repeatec 
possibilities\" were being discussed. However 
close of today\'s session 

that Regions would sign a coalition agreement c 
response to a question about who would serve | 
minister 

first-place finish in the March parliamentary elec 
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said that the V'Ukrainian people had already det 
the new prime minister would be (i.e. 


... The Our Ukraine Take... 


5. (SBU) Our Ukraine MPs Roman Zvarych and 
Matviyenko reiterated to us 

Ukraine was engaged in \"consultations\" not ne 
Regions (septel). Asked to explain the differen: 
Matviyenko emphasized that Our Ukraine truly \ 
Tymoshenko Bloc (BYuT) at the negotiating tab 
Regions. Our Ukraine was ready to proceed \"k 
Regions 

that included OU 

(Note: Ukrainska Pravda reported on June 15 
unidentified OU sources 

\"consultations\" to \"negotiations\" with Regions 
dropped its support for Federalism and making 
second State language and changed its stance 
Without those concessions 

\"there will be no negotiations.\") 
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„Тһе Tymoshenko Camp Message... 


6. (SBU) Senior BYuT MP Mykola Tomenko 

of journalists and diplomats 

had not changed: the bloc would participate in a 
coalition or go into opposition. He urged OU 
Yushchenko 

Socialist Party leader Oleksandr Moroz (Ref A) 
the negotiating table. BYuT and the SP were nt 
infringe on the presidents constitutional power: 
oblast and rayon chiefs 

distribution of government posts based on the r 
March parliamentary elections. BYuT MP and 1 
foreign policy guru Hryhoriy Nemirya told us pri 
BYuT MPs would use the next few days to retur 
constituencies and prepare people for BYuT go 
opposition and turning up the heat on Yushcher 
part 

the formation of an Orange-Blue coalition 
reporters at the Rada that she would never V'ha 
to the clans" by teaming up with OU and Regio 
stressed 


...And The Missing Man 


7. (C) Privately 

BYuT MPs would try to reach out to the preside 
Kateryna 

sense" into Yushchenko. The president was bt 
by OU oligarchs like Petro Poroshenko and was 
figurehead 

Chief Editor Nataliya Balyuk (a Tymoshenko pa 
husband is a BYuT MP) and longtime Moroz aic 
told us that the Socialist Party chief would see Y 
prior to the presidents departure on June 16 fo 
trip to an energy/regional security conference in 
(Note: Later on June 15 

reported Yushchenko 

coalition 

of Ukrainian politics 

that of a cancer patient. The patient may in the 
prematurely of cancer 

for a miraculous recovery.\" 

Taylor 
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he said 
which internationals should support the creation 
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coalition 

include his PDK. Contact Group representative 
uniformly unimpressed with Thaci\'s proposal. | 


2. (C) Hashim Thaci 

Party of Kosovo (PDK) 

Contact Group diplomatic liaison offices on Juni 
welcomed the Contact Group\'s (CG) 13 point d 
standards (reftel) 

to implement the points for the good of Kosovo\ 
process. 


3. (C) Turning to the real substance of the mee 
then asked CG representatives to consider V'the 
effects of SRSG Soren Jessen-Petersen\'s deci 
local elections" originally slated for October 20( 
Characterizing the decision as \"unjust\" and im| 
Vwithout debate 

insulted\" at the letter the SRSG sent by email t 
which proposed postponing the elections for at | 
months. (NOTE: Representatives of coalition r 
Democratic League of Kosovo (LDK) and the Al 
Future of Kosovo (AAK) 

and representatives from Slavisa Petkovic\'s etl 
party have all told USOP that they favor postpoi 
their available resources are tied up in the final 
process. Only representatives of Veton Surroi 
Party Ora (PRO) 

positions 

this year. END NOTE.) 


4. (C) Thaci said that postponement of local ele 
mean \"the continuation of bad government" wt 
confirmed by recent auditor general reports of s 
municipalities which noted fiscal misfeasance. 
holds majority power in two of Kosovo\'s 30 mul 
END NOTE.) Evidently accepting that the elect 
delayed in the end 

unity\" be created to serve until elections are he 
surprisingly 

including his РОК. In addition to establishing и 
said this so-called V'technical government" wou 
the rule of the President. (NOTE: Kosovo\'s C 
Framework lays out a parliamentary system in v 
President of Kosovo has symbolic but very little 
authority. The President does 

Kosovo\'s negotiating team. END NOTE.) The 
ThaciVs grand scheme would be a decision by t 
technical government on the timing and implem 
elections. 
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5. (C) COMMENT. Thaci\'s plan is predictably ‹ 
recent general political opinion survey (reported 
that Thaci has done his best to keep unpublishe 
decrease in popular support for him and the PD 
an imposed international solution evidences Th: 
desperation to have more influence governing K 
seat on the negotiating team allows. Given the 
reaction to his proposal by Contact Group liaiso 
heads 

proposal. Most feel that municipal elections in t 
would only exacerbate political divisions and lez 
boycott by Serbs 

status talks conclude. In the SRSG\'s press reli 


PRISTINA 00000513 002 OF 002 


election issue on April 27 

distracting Kosovo\'s political leaders and gener 
during the status process. We agree that a divi 
period would certainly promote disunity at a time 
political stability in Kosovo is of utmost importar 
COMMENT. 


6. (U) U.S. Office Pristina clears this cable for re 
its entirety to U.N. Special Envoy for Kosovo Me 
Ahtisaari. 

MCBRIDE 
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whose concepts would prove impractical in the | 
Tabbarah\'s withering critique was at odds with 
accepting stance of PM Siniora (reftel) and 
influence with Sa\'ad Hariri 

in the upcoming parliamentary debate. Concer! 
recently released UNIIIC interim report 

Minister Tabbarah expressed confidence that C 
Brammertz\' \"conservative 

best means to produce a solid case able to with 
scrutiny. End summary. 


2. (SBU) MP Tabbarah 

Future Movement 

newly proposed electoral law. Tabbarah was Jı 
in the Cabinet of assassinated PM Rafiq Hariri 
previously served as chief legal advisor to the H 
Solidere conglomerate. Although Tabbarah\'s c 
in high esteem by the elder Hariri 

does not enjoy ready access to the son 

Rafiq Hariri\'s widow 

the Hariri circle 
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advice. 


A HARSH CRITIQUE 


3. (C) Unlike PM Fouad Siniora 

was in clear opposition to the draft law released 
by the Electoral Law Commission. Although the 
chaired by his old law firm colleague Fouad Bot 
sarcastically derided the \"intellectualism\" of the 
statute 

political naivete of its authors. He also referred 
\"ill-advised\" sea change in the commissionVs c 
when 

to quit 

Christian-favored \"qada\" districting system wa: 
the final draft. 


4. (C) Despite his discomfort with the fact that 
the widely accepted proposals in the draft woulc 
opinion) require amending Lebanon\'s Constitut 
of Tabbarah\'s criticism centered on the дада ct 
asked how the Christian community could expe: 
of its allocated 64 seats -- out of 128 

the 1989 TaVif Agreement -- only from districts 1 
Christian majority of voters. Considering that th 
community comprised only about 35-38 percent 
electorate 

Muslim community away from its demographica 
dominance. He said that in his opinion 

never be accepted. 


5. (C) Apart from his criticism of the inherent u 
of the mixed qada/muhafaza system 

entire voting proposal was simply too complex. 
rhetorically asked what agency was going to su] 
operation 

proposed in the new law. He noted that each ci 
have to vote on two separate ballots -- with an ii 
option to alter the priority of the proportional list: 
candidates. Tabbarah said Lebanon had no ex 
organizing and running such an advanced proct 
predicted an endless series of legal challenges 
electoral results. He argued that Lebanon 
beginning to believe in credible elections 
simpler and more easily understood system. 


PANDORAYS BOX 
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6. (C) Tabbarah next criticized the law\'s provi: 
decrease the voting age to 18 and increase гері 
women on the lists of candidates. Although he 
both measures enjoyed broad theoretical suppc 
require Constitutional amendments. Speaking | 
experience as Justice Minister 

that now was not the time to be opening the Coi 
changes. Without referring to specifics 

in the current fractured political landscape 
politicians might take advantage of the opportur 
introduce amendments that would destabilize th 
He said he would recommend instead an electo 
could be implemented without resorting to cons 
changes. 


7. (C) Tabbarah next addressed the proposals 
expatriate voting 

campaign finance. Although he endorsed the c 
emigrant voting 

\"intellectual nicety\" that would be exceptionally 
to execute and monitor for fairness 

the Lebanese diaspora. Concerning media rule 
reform 

resources to regulate and ensure that the new r 
followed in the V'wide open\" Lebanese electora 
predicted the resulting electoral disputes would 
already burdened judicial system. 


8. (C) Lastly 

real objective of the new law and why wasn't it: 
draft text? He acknowledged that the confessic 
of the Тау Agreement were both stabilizing an 
but if the country wanted to create a new politic: 
not based on confessional quotas 

debated openly. He believes the draft law is us 
it raises the issue of whether Lebanon would be 
through a pluralistic system 

the Electoral Law Commission 

be debated openly before it is institutionalized b 


POSITIVE VIEW OF BRAMMERTZV METHOD 


9. (C) Turning to the recently released UNIIIC 
Tabbarah said that as a lawyer 

slow 

Vpowerful interests." He said that in his opinio! 


Column 3 

Commissioner clearly knows how to deal with S 
figures 

anxious\" over what the Brammertz investigatior 


10. (C) He expressed his view that the report v 
of judicial tact -- offering few indications of what 
or lines of inquiry the commission is pursuing. 
Additionally 

key figures was placing the Syrian regime in ag 
to backtrack in its cooperation would likely bring 
serious action from the Security Council. 


11. (C) Tabbarah was heartened to learn that ! 
Brammertz and the commission will apparently 
further 12 months. In his view 

the time needs to V'unravel a very tight knot\" ar 
case strong enough to withstand the scrutiny of 
inernational tribunal. 


COMMENT 


12. (C) According to some political observers 
still holds aspirations to be Prime Minister 
evident fall in prominence in the Hariri-dominate 
This could explain some of the considerable div 
PM Siniora on the issue of the electoral law. W 
sees much to commend in the draft law 

that it frees Lebanon from the deeply flawed 
Syrian-engineered electoral law of 2000 

draft almost as a non-starter. It will be interestir 
which wing of the movement prevails in the upc 
parliamentary debate 

especially Michel Aoun 

among Future Movement politicians and pile on 
End comment. 

FELTMAN 
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an investigative team from the United Nations tc 
that international terrorists do not use the regior 
transit route or hiding ground 

act as prevention for a problem that does not al 
His letter 

attempts to portray the ICU as a benevolent org 
only good intentions. While we are prepared to 
elements within the ICU 

Qaida presence will serve as a litmus test for ot 
with any of its leaders. END COMMENT. 
BELLAMY 
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which saw the destruction of homes and busine 
estimated 700 

no more than a few hundred at a time. Neverth 
events could yet lead to something bigger highli 
they do the GOZ\'s insensitivity to the urban poc 
priority on disrupting life in the urban centers 
stronghold for the opposition and the natural ste 
for potential civil action. 

SCHULTZ 
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narcotraffickering 
return to free trade talks. 


Joint Declaration 


5. (U) CAN Presidents issued a joint declaratio 
each country's commitment to regional integrat 
development based on sound democratic and s 
The Quito Declaration also voiced CAN\'s desir 
Agreement of Association with the European Ui 
include a commercial agreement and grater coc 
range of unspecified issues. They reaffirmed C 
commitment to fight narcotrafficking and terrori: 
address structural causes for migration 
exclusion 


6. (U) CAN leaders also drafted and signed a le 
for the renewal of ATPDEA trade preferences fı 
which Colombian President Uribe reportedly pre 
President Bush today in Washington. The lettei 
importance of the U.S. market to CAN countries 
it be extended until Bolivia 

free trade agreements (or ratification) with the L 
who expects that the FTA will pass the Peruviar 
Soon 

instead to note Peruvian solidarity for the meası 
JEWELL 
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parliament just give the EPRDF government leg 
yes; \"Does joining imply acceptance of election 
yes; \"ls it more useful to join the parliament anc 
) no). Most of the speeches by the CUD repres 
contained the standard party rhetoric heard aroi 
of these videos: votes in the May 2005 election 
from them and that the peaceful struggle agains 
injustice must continue. During the course of th 
given 
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(patriotic and religious songs) 

general the crowds were very jubilant and respc 
speakers 


9. (U) The videos presented as evidence on Jur 
contained footage taken by federal police of the 
took place in Addis Ababa in June and Novemk 
respectively. While the tape of the June protest 
deal of footage of protesting students at univers 
colleges 

broken out windows 

federal police and protesters. The video of the 

riots 

throwing youth and the anti-riot brigades of the 1 
police. Apart from a few clips of police attackin 
most of the footage was of crowds of rioters adı 
groups of police officers in riot gear. This footaı 
interspersed with interviews with police officers 

during the rioting. Some interviews were with pı 
street with small abrasions on the head or arms 
were with members of the police force hospitali: 
injuries. As in the June footage 

showed a great deal of damage to public prope 
buses 
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10. (C) In his presentation of these videos 
claimed that these tapes were evidence against 
defendants 

journalists. The defense for the Action Aid гери 
objected to this 

these events 

claimed that the videos demonstrated that the C 
unlawfully \"instigating the public\" and \"called c 
to stand up against government forces.\" Despi 
value 

other defendants in the violence. In fact 

in which a CUD member appeared in these vide 
clip of Dr. Hailu Araya speaking for a few minute 
young men outside the walls of Addis Ababa Ur 
the June protests. Though there was no audio 
visibly urging the protesters on and did not addr 
crowd. 
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11. (C) As the trial now approaches the end oft 
phase of evidence 

bench is exhausted by the many hours of tape « 
The judges and the prosecution continue to liste 
English translation during much of the presenta 
videos 

international community is hearing. To date 
has clearly demonstrated to the international co 
the CUD party was unwilling to accept the resul 
2005 election. They have also shown the dame 
the June and November protests (to governmer 
property). However 

international observers attending the trial 
prosecution plan to connect point A to point B. 
words 

CUD party leaders were unhappy about the elec 
strong backing from their constituents 

any deviation from the stated theme of the CUD 
\"peaceful struggle.\" The burden will fall on au 
written documents and witness testimony to link 
defendants more persuasively with the charges 


HUDDLESTON 
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generally characterized Socialist Party leader O 
Moroz\' offer as too little 

Regions 

Regions in turn would get the Rada speakershi[ 
argued a coalition with Regions would allow Ukı 
strengthen its relations with Russia and move tc 
Regions had agreed to a NATO Membership Ac 
September and would sign a private protocol ca 
agreement. OU also made clear to Regions the 
\"close its doors\" to Regions 

investigation into the U.S.-Ukraine \"Sea Breeze 
Crimea. (Note: The Communist Party tabled a 
the item to the Rada agenda with Regions supp 
June 15 session 

Orange-Blue coalition were formed 

negative political fall-out by quickly delivering or 
issues that impacted voters day-to-day lives. Rı 
also support OU legislation on administrative re 
anti-corruption efforts 

agricultural land sales 

reservation. Perhaps illustrative of OU\'s uncer 
which direction to go in coalition negotiations 
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negotiator Roman Bezsmertniy sent the Embas 
the late afternoon of June 15 that OU was \"equ 
Tymoshenko and Regions and asked for the US 
summary. 


Orange-Blue by June 20? 


2. (C) DCM discussed ongoing talks on forming 
(parliament) majority coalition between Our Ukr. 
Party of Regions with Our-Ukraine negotiator Rı 
June 14. Zvarych was careful to characterize tr 
\"consultations\" and not negotiations 
differences could be worked out quickly 

the announcement of an \"Orange-Blue\" coalitir 
OU would not make a final decision on a coalitic 
Regions without President Viktor Yushchenko\'s 
(\"a clear position\") 

were started only after Yushchenko gave a \"cle 
he wanted OU to move toward Regions. In the 
Regions side was represented by MP Mykola A 
to move forward quickly. Zvarych noted OU wa 
by Regions desire to move quickly 

as quickly in coalition talks. 


Whither Tymoshenko? 


3. (C) Zvarych said OU could not see any reaso 
Orange Coalition if Tymoshenko were PM. Tyn 
\"fascist tendencies 

tried to gain his support for a bill she drafted ent 
the \"imperative mandate 

who did not follow the party line. Later in the 
conversation 

she had been a year ago when she was PM 
concern for Ukraine\'s democratic foundations i: 
PM. He warned that people did not realize how 
Tymoshenko was 

forming an Orange Coalition with Yuliya Tymosl 
(BYuT) and the Socialists was to keep Tymoshe 
becoming PM. OU\'s opposition to Tymoshenki 
harden two weeks ago when she began deman 
changes to the coalition agreement. Zvarych 
was no psychologist 

problems because she would scream at people 
coalition negotiations. 


Moroz\'s offer falls flat 


Column 3 
4. (C) Zvarych said Socialist chief Oleksandr Mt 
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to drop his bid for the Rada speakership if gove 
positions were filled according to election result: 
unacceptable than having Moroz as speaker." 

his old feisty self 

would give up the PM job if Yushchenko joined 

Since Tymoshenko was insisting that the Presic 
Speaker positions be divided evenly between O 
Socialists 

claim on the Prime Minister position and presun 
Socialist could have the Rada speakership.) It) 
perfectly logical 

PM-ship in this situation. According to Zvarych 

refused to do so. 


Distribution of jobs in Orange-Blue 


5. (C) Zvarych reported that only a preliminary 
had been held June 14 with Regions on job dist 
potential coalition. OU would not vote for a coa 
Regions unless OU got the PM job; Regions wc 
position of Rada speaker. Zvarych thought eith 
head Viktor Yanukovych or Regions MP Raisa I 
get the speakership. PM Yuriy Yekhanurov wot 
PM 

the discussion and did not have details on who ' 
candidates for what jobs. (Comment: Perhaps 
the details 

because OU-insider Petro Poroshenko was in tl 
the PM job. Tymoshenko claimed to us many ti 
that Zvarych was in Poroshenko\'s corner.) 


Political fallout for OU? 


6. (C) According to Zvarych 

of OU 

coalition with Regions. Zvarych was surprised t 
development 

OU had begun to turn against Tymoshenko abo 
previously. Zvarych reiterated that Yushchenko 
give a green light or signal before there would b 
agreement with Regions 

\"bless\" the deal. He acknowledged there woul 
ramifications\" in terms of political fallout if OU c 
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coalition with Regions. OU\'s strategy would be 
quickly on economic and other \"bread and butt: 
directly affected people\'s lives in order to shore 
political support. Zvarych opined that Tymoshe 
\"very active\" against OU in the next few month 
would \"have to learn how to take a punch -- the 
way out." OU\'s preliminary analysis was the p. 
ensure the coalition with Regions would last 
Regions were to pull out in a year 

Nevertheless 

coalition 

dismissed the parliament. Zvarych averred that 
with Regions would \"strengthen Ukraine\'s sove 
lead to both better relations with Russia and ma 
NATO. He provided a read-out on specific polic 
discussed between OU and Regions (see belov 
Regions had \"only\" 30 proposals for the coalitii 


Military Relations 


7. (C) From the coalition talks 

fine with a September date to move ahead with 
Membership Action Plan (MAP). Regions had ^ 
seeking full NATO membership 

make public its agreement on NATO. It would s 
protocol affirming that Ukraine could move in th 
of NATO membership. 


8. (C) DCM noted we heard Regions planned tc 
try to enact legislation June 15 authorizing an in 
into the events in Feodosiya and the presence c 
reservists in Crimea. Zvarych said OU made it 
Regions that 

doors" to Regions. The party knew it had to tal 
to back away from last week\'s activities in Feo: 
it wanted to move quickly to a coalition agreem: 
needed to send a signal and take a public step 
It was hedging right now 

position. Zvarych predicted that 

speaker 

enacted. Regions would not do an V'about face 
but it would take incremental steps to change it: 


Governance 
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9. (C) Zvarych said Regions was V'comfortableV 
position on safeguarding the territorial integrity c 
and would support OU\'s legislation on territoria 
administrative reform. Such legislation would a 
decentralize power and push budgetary respon: 
the Oblast and Rayon level. 


10. (C) Zvarych said Regions fully agreed with c 
in OUVs coalition agreement. Regions would st 
ethical code laid out in the agreement 

of a National Bureau for Investigation 

the Prosecutor GeneralVs Office to prosecute с. 
investigate them. 


Economic Issues 


11. (C) When queried on the RosUkrEnergo ga 
responded that it was V'an interesting question 
a PM other than Tymoshenko could reach an at 
Moscow more easily. That said 

acutely aware that Ukraine was moving toward : 


12. (C) Zvarych said Regions was ready to end 
on sale of agricultural land as scheduled on De 
observed that 

toward market relations" in the agricultural sect 
However 

infrastructure to handle this as the land certifica 
needed to be put in order. 


13. (C) Zvarych said WTO accession was \"по | 
Regions 

metallurgical industry \"within the WTO framewt 
that still needed to be worked out. 


Late news from Bezsmertniy 


14. (C) In the late afternoon of June 15 

Roman Bezsmertniy sent us a message noting 
\"equidistant\" from a coalition with Tymoshenkc 
He asked for input from us or Washington on th 
coalition with either partner. 


15. (U) Visit Kiev\'s Classified Website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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suspect 

Bank of Israel Governor Stanley Fischer propos 
banks not end their cooperation with PA banks 

15 

have demanded immunity from prosecution for 

period between July 5 and August 15. The Mini 
informed the Economic Counselor that an agree 
extending the deadline is all but certain. End Sı 


2. (C) Ina June 14 meeting 

for Government Relations at Bank Hapoalim tol 
Economic Counselor that the problem that Israe 
in doing business with Palestinian banks goes v 
issue of clearing shekel checks. He said that th 
issue was easily solvable. However 

became clear to the banks that Israel\'s \"агасо! 
anti-terror finance law presented serious obstac 
continuation of any sort of commercial relations 
private Israeli and Palestinian banks 
check-clearing issue. All Israeli banks 
Discount because of their original involvement ii 
clearing issue 

the GOI to solve the problem of possible liability 
Israeli law for involvement anywhere in the спа! 
financial transactions that may enable a terroris 
The banks" view is that the law is ambiguous 
the negotiation is to remove all of the ambiguity. 


3. (C) The banks are willing to accept any list o 
people\" given them by the GOI 

are on it - whether it be V'a thousand or a millior 
according to Raday 

transactions involving these names. However 
refuse to get \"involved in national security affai 
meaning that they demand full immunity for pro: 
to or from anyone not on the list 

discussed in the morning newspapers as a terr 
they \"should have heard about it.\" He stresse« 
banks wanted it \"black or white 

follow the GOIVs instructions to the letter 

- it\'s as simple as that.\" He added that the bar 
completely accept the notion that anyone who k 
cooperates in any way with terror finance shouk 
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criminally liable 

against a list provided by the GOI should absolv 
involved from any liability. 


4. (C) Raday said that the Ministry of Finance a 
of Israel completely understood the banks\' con 
Yehuda Sheffer 

Laundering and Terror Financing Prohibition Au 
Justice Ministry 

Moshiach were the ones causing the problem. 
a June 13 meeting with all of the concerned par 
Fischer 

Hapoalim and Israel Discount Bank to extend tr 
for ending their correspondence relationships w 
Palestinian banks until August 15 

find a solution. Fischer said that a deal needed 
completed by July 15 

enough time to adjust to any new reality. 

5. (C) At the same meeting 

other GOI officials present about their liability fo 
anything that might happen in the interim period 
original deadline of July 5 and the new August 1 
the GOI representatives gave evasive answers 
the banks put it very plainly that they would not ı 
consider extending the deadline without ironclac 
assurances from the government that they woul 
prosecution for anything that might occur during 
He said that his bank is now waiting from a rep 
Attorney General\'s office on this issue. It shoul 
few days 

described as being extremely risk averse - and 
advisor 

Raday\'s personal feeling was that if the banks ı 
immunity for the interim period 

the extension. 


6. (C) He also explained that the banks are loa 
their commercial ties with Palestinian banks 
important Israeli companies 

great deal of business in the Palestinian Authori 
also said that a break in ties would be catastrop 
Palestinian economy 

reduced to operating in cash. (Note and comm 
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the PA imported approximately USD 2 billion frc 
exported about USD 300 million to it. In the firs 
of 2006 

million. These numbers indicate that the Palest 
is heavily dependent on imports from Israel 
reduced dramatically should Israeli banks end tl 
commercial relations with PA banks. They also 
Israeli exporters will lose a significant nearby mi 
Note and comment). He also noted the irony th 
economy would in fact make it harder to preven 
financing and money laundering 

untracked cash smuggled into the PA would grc 


7. (C) Ina later telcon between the Deputy Cou 
Rani Loebenstein 

Finance Director General 

PA banking issue 

Raday said about the nature of the issue 

the parties involved 

deadline. He added that his ministry was contir 
the issue 

found. He noted 

was independent and not easily pressured. In г 
conversation 

was all but certain that the parties would come t 
arrangement to extend the deadline until Augus 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State 
Classified SIPRNET website. 
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judges tried to explain their opinion but the gove 
not allow them to do so.\" JC Vice President N: 
complained that the draft apparently contained ı 
to the Club. The JC leadership was to meet on 
June 15 to consider their response to the latest 
Embassy contacts believe the Club\'s options & 


4. (C) Comment: The draft bill 
still have not been made public 
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amendments to the system. The establishment 
independent budget and limits on consultancy s 
major perk the Minister has historically been ab 
out to loyalists and deny to \"troublemekers\") w 
significant changes. It is no surprise that the ne 
evidently will not meet core Club demands 
overhaul of the promotions and appointments s 
establishment of an elected Supreme Judicial C 
legal recognition for the Club itself. We expect 
debate among the judges as to the significance 
the proposed reforms. End comment. 
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the CEI. For Ajello to preempt any CEI announc 
electoral calendar only reinforces that misconce 
risks undermining confidence in the process. W 
diplomats have expressed dismay at Ajello\'s re 
noted the problems they can cause. As one Eur 
said 

he would know better.\" End comment. 

MEECE 
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to obtain a permit in 2005 is not commercially a 
given its timber content 

canopy -- ideal for concealing illicit activities. 


4. (C) PolOff spoke June 4 with Glenn Lall (prot 
publisher of the Kaieteur News. Lall has a sket 
he translated a shoe trading business (and rum: 
involvement with alien smuggling) into a тиски 
independent newspaper. He has a finger firmly 
of Guyana\'s underworld 

well. 


5. (C) Lall said that Prakash \"Buddy\" Shivraj hi 
financial difficulties 

his hotel project -- \"Buddy\'s International Four 
Shivraj is a Guyanese businessman widely ack 
involved with local narco-traffickers 

laundering their money. His main business ven 
be a five-story bar/nightclub/restaurant/gym (the 
named \"Buddy\'s\") in Georgetown. 


6. (C) Lall said that Shivraj has tried unsuccessi 
local narco-criminals to obtain additional funds 1 
the hotel\'s construction. The five-story concret 
up quickly in early 2006 

and exterior work. Shivraj obtained neither ban 
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nor the required permits for the hotel\'s construc 
230-room project is situated next to the new sta 
will host Cricket World Cup (CWC) matches іп: 
Failure to complete the hotel by then would sure 
financially unviable. This would also severely eı 
GoG 

space for CWC -- looked the other way in allowi 
embark on the project. 

Ingram 
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dialogue.\" Soliman is traveling to the U.S. this 
part to set the stage for this.) In particular 
Ambassador urged Aboul Gheit to use Egypt\'s 
improve the odds that the CouncilVs inaugural s 
positive precedents for the subsequent work of 
institution. Aboul Gheit acknowledged the impo 
upcoming opening session of the new organiza 
for maximum U.S. flexibility to assure the conce 
states are adequately addressed. The minister 
additional discussions at the working level with ! 
to address U.S. positions in greater detail. 


2. (C) Following up on the Ambassadors initia 
representation 

Director 

the upcoming UNHRC session. After stressing 
seeing the opening session address only proce: 
institutional matters 

regarding the agenda 

the Declaration on Rights of Indigenous People: 


3. (C) Gamaledin welcomed the opportunity to 
positions on the Council and its opening sessio! 
stressed that Egypt saw the inauguration and w 
Council as a \"fresh start." Gamaledin stressec 
importance of allowing the widest possible parti: 
defining the parameters of the new UN body. T 
of regional groups 

upon. Egypt 

would pay special attention to improving the boc 
special procedures 

on Human Rights strengthened (\"we do not su} 
of the sub-commission\"). Egypt 

for something V'qualitatively better" than the wo 
CouncilVs predecessor. Nevertheless 
discussion on the U.S. desire to avoid country-s 
resolutions -- particularly relating to Israel -- at r 
week's inaugural session 

Arab Group\") would pursue \"traditional Arab is 
criticism of Israeli actions in the occupied territo 
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lands. The measure was immediately criticized 
politically-motivated move against a media outle 
critical of the Chavez administration. Similar to 
involving Correo del Caroni (reftel A) in Bolivar : 
ostensible justification for the closure concerns 
and zoning of the real estate where the medium 
One journalist 

land claim 

\"liquidate\" all media outlets that criticize the Pr 
or \"Bolivarian\" mayors and governors. СОМА 
radio station to relocate within a period of 45 da 
insufficient resources and time to do so 

closed down. 


3. (U) The tabloid TalCual and humor columni: 
Marquez face further sanctions stemming from 
slander of President Chavez\'s daughter 
November 2005 

column 

child\'s supposed role in suggesting changes to 
shield. Shortly thereafter 

Children and Adolescents initiated legal procee« 
the paper 

of the rights to honor 

intimacy of Chavez\'s daughter. A lawyer for the 
decried the legal maneuverings as an attempt ї‹ 
paper and a blatant attack on the freedom of pri 
ordered never to use Chavez\'s daughterVs nan 
TalCual\'s conciliatory gesture of removing the « 
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the paper\'s web site was determined insufficier 
legal battle continues. The state is seeking a fin 
20 months revenue. This drastic measure 

likely bankrupt the paper. (Note: TalCualVs direc 
opposition presidential candidate Teodoro Рак! 
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4. (C) Post reported in reftel A on the confront: 
between Correo del Caroni 

state 

ruling Fifth Republic Movement (MVR). State le 
councilmember Alexis Romero provided Poloff ı 
about this situation on June 7. Romero 
characterized as a disgruntled chavista 
governor wanted the paper shut down 

find a way to do it. Romero does not believe Ct 
federal government exerted any pressure for thi 
targeted 

governor\'s side. He stated that the newspaper 
criticisms really have been aimed at state issue 
and the federal government. In fact 

federal government ordered the state to postpo! 
of the newspaper and to put the demolition on h 
after the presidential elections in December. 


5. (C) David Natera 

confirmed many of Romero\'s statements to Er 
Natera indicated that he believes the state gove 
using scare tactics to get him to close down. In 
showed us а local newspaper article from Marc! 
kidnapping was predicted. Natera stated he is 1 
his safety and that of his family 

down.\" Natera said the governor tried to bankr 
by withholding government advertisements and 
private sector to do the same; failing that 
having the legislature call for demolition of the E 
Natera told Emboffs that the order has not yet b 
the legislature to the municipality 

come soon. 


6. (C) Many observers are predicting more dra 
steps against independent media after the Dece 
presidential elections. Gloria Cuenca of the cor 
faculty at the Central University of Venezuela to 
on May 23 that the government continues to sq 
but in a slow 

concentrating on economic pressure. Cuencai 
believes this somewhat \"softer\" method of atta 
freedoms will last only through the elections; aft 
elections 
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7. (U) President Chavez turned up the heat on 
he announced he had directed a review of allra 
television licenses. Taking advantage of a natic 
at a ceremony highlighting the arrival of АК-103 
Chavez indicated he had taken this measure be 
outlets hide behind \"freedom of expression\" in 
divide the country. Not taking such an action 
would be irresponsible. Chavez acknowledged 
channels had taken some positive steps since t 
crisis 

behavior. Chavez insinuated U.S. financing of r 
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campaigns to divide his country. He did not 
provide a timeline for this review 
licenses expire in 2007. 


8. (U) Chavez opened a new front in his war a! 
of expression at the OASGA. In a draft resoluti 
of expression 

Internet was a \"valuable contribution 

it could be used to promote \"negative stereotyp 
individuals and vulnerable groups 

ought to be controlled. Interestingly 

included language calling for the \"democratizat 
ownership of the media. V 


9. (C) In recent weeks 

continuing the tactic of directing pressure again: 
outlets. Perhaps the most troublesome develop 
threat to \"review\" TV and radio licenses. Oppc 
networks are the most outspoken and effective 
anti-government information. 


WHITAKER 
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Moreno said that the uranium enrichment issue 
the stumbling block for the Iranians and sugges 
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internal debate is probably centered around wh: 
counter-proposal it should submit to the 5 1 on ! 
In Moreno\'s view 

was the fact that the Iranians in no way conveye 
of having rejected the incentives/disincentives. 


3. (C) Turning to the situation in Iraq 

Mottaki had underscored support for the new 9‹ 
also called for the announcement of a timeline f 
withdrawal of Coalition forces. Regarding the di: 
Palestinian Territories 

Mottaki to leverage Iran\'s influence with Hamas 
to accept the conditions for engagement by the 
community. Mottaki pushed back 

community should accept the results of the Pale 
elections 

leadership. 


//IMOTTAKIVS PUBLIC STATEMENTS TRACK 


4. (U) In an interview in "EI Pais 

Mottaki said that Iran was closely reviewing the 
proposals. He said the package of incentives \" 
forward 

would guarantee the right of a country to develo 
energy) while overcoming concerns that this де 
other countries.\" (Embassy e-mailed a translati 
Pais article to EUR/WE). Speaking for Spain 
the 5 1 offered a unique 

crisis 

the proposals. The MFA reiterated its support f 
proposals in a public statement issued to the mı 
posted on its website (the text of the MFA state! 
transmitted to EUR/WE on June 15). 
AGUIRRE 
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and a possible vote 

met for the first time to discuss their views on rc 
representation on UNESCO bodies. The cons: 
potential danger exists if any proposal from the 
group\" on rotation organized by the General Cc 
permitted to reach the Executive Board. A vote 
unified to seek greater representation on the E» 
likely succeed 

growing again the EU\'s heavy-handed policy of 
from non Executive Board member states into t 
members on the Board. End Summary. 
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2. (U) Japanese Ambassador to UNESCO Sato 
\"consultation\" on the subject of rotation with Αι 
Russian 

States 


3. (SBU) French Ambassador Gueguinou made 
that each geographic electoral group must find : 
He indicated that 

permanently on the Executive Board 
anticipated a Vclean slate\" in 2007 and no prok 
re-election in 2007. 


4. (SBU) DCM Koss stated clearly that it would | 
United States to discuss rotation as we had just 
rotation off the board. 


5. (SBU) Russian Ambassador Kalamanov said 
rotation will kill all committees. Using the Unitec 
example 

Hydrological Committee 

expertise 

that it is important to maintain the status quo. 


6. (SBU) Brazil's Ambassador 

that the President of the General Conference 
Hassan 

an \"informal contact group\" on the subject of м 
Ambassador said that the chairmanVs decision 
message and was not the result of a lack of jud 
inexperience. Others described the Omani as \ 
principle\" of rotation 

unified behind him on the issue. 


7. (SBU) The Brazilian Ambassador said that th 
informal group could potentially put V'something 
though he doubted the President would permit i 
the issue of rotation 

making formal rules 

He went on to say that within Group III (Lat Am/ 
decision to split the Group into two parts for voti 
unfortunate choice and has made things difficul 


8. (SBU) The Indian Ambassador said that with 
a debate on the issue of rotation 

said that a large number of the countries were c 
She added that there is no benefit in forcing a rt 
that have already proven their credentials in the 


9. (SBU) She expressed concern that if the Ger 
President\'s V'informal group came up with a V 
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forced a vote on rotation it would be dangerous 
win. She again reiterated that it is imperative th 
group not come up with a decision 

finished her remarks by saying that we face a p 
period ahead 


10. (SBU) French Ambassador Gueguinou agre 
electoral groups must decide for themselves on 
rotation. He added that in the case of the UK ai 
have decided to rotate between themselves оп” 
that their agreement is one only between the tw 
not bind the other group members in any way. 


11. (SBU) Indian Ambassador Mukherjee said t 
fact 

term limits. When the Indian Ambassador aske 
gentlemen\'s agreement within Group | to suppc 
rotation 

case. 


12. (SBU) When the Japanese Ambassador asl 
the African or Arab group should be included in 
Russian Ambassador said that the issue was tc 
he would not attend if they were invited. 


13. (SBU) On a separate issue 

displeasure with the EU practice of \"imbedding 
other delegations in the delegations of EU mem 
the Executive Board. The French ambassador 
the statement and refused to engage. (Comme 
reported on earlier 

be ignoring the resentment certain states are he 
behavior.) 


\ 


14. (SBU) Comment: Rotation is clearly a sens 
states at UNESCO are trying to dance around. 
the meeting agreed that it\'s an issue that must 
managed. Brazil had a scare at last fall's Gene 
it was re-elected to the Board by a scant margir 
members are anxious to see that happen again 
OLIVER 
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importance the French Government attaches to 
Government chose a parliamentary ratification | 
course was not legally required.\" 


2. (U) Under the Treaty that established the Еш 
France\'s ratification 
Convention into force in France. (The same rul 
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national ratifications for all other European Unio 
Under European Community law 

\"joint ratification\" by both the Community and E 


3. (U) Hence 

first step toward French national ratification of tl 
Expressions Convention 

steps yet to be taken before the Convention ent 
France or elsewhere in Europe. In keeping witr 
at UNESCO on behalf of the Convention 

the first 

its national ratification procedures. The French 
Assembly\'s approval comes only a week before 
Summit (June 15-16) and will enable France du 
point to its positive action on the Convention. 


4. (U) The Convention provides that at least 30 
ratification must be deposited at UNESCO befo 
enter into force. Thus far 

States to have deposited their ratification instrur 


5. (U) On several occasions during the National 
speakers alluded to the United States\' strong o 
Convention 

major victory for French over U.S. diplomacy. ¢ 
despite U.S. opposition 

international legal instrument that was needed t 
globalization 

Two speakers highlighted the urgency of securi 
of ratification needed 

number of States to prevent them from ratifying 
to instead conclude bilateral conventions on the 
cultural goods and services.\" 


6. (U) The transcript of the debate can be foun 
http://www.assemblee-nationale.fr/12/rapports / 


7. (U) Comment: Careful monitoring of the pie 
national ratification procedures within the comm 
States will require continued vigilance so that U 
as well as the U.S. Trade Representative\'s Offi 
effectively when new developments arise гедак 
the Diversity of Cultural Expressions. 

Oliver 


68205 

in this part of the world 

belongs to all of us.\" He expressed openness | 
initiative 

to the Contact Group being formed at a meetinc 
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June 15. Sudanese and Uganda reps expresse 
move quickly to support the TFG militarily; Sude 
lifting of the arms embargo. The Ethiopian repr 
the AU 

protect and support a legitimate government rec 
arms embargo or any other consideration.\" Sh 
have no time now.\" The TFG rep stated that th 
Parliament had approved international intervent 
that of front-line states like Ethiopia 

to counter the advance of the ICU. Comment: t 
comments gave post the sense that IGAD state 
Ethiopia -- might act militarily in Somalia even ir 
absence of UNSC approval if the TFG appears 
jeopardy. END SUMMARY. 


2. (U) Charge and Pol/Econ Counselor attendec 
(Inter-Governmental Authority on Development) 
June 15 in Addis Ababa 

Embassy. In attendance were ambassadors or 
from most IGAD states 

Kenya and Djibouti 

including major European nations and Japan. \ 
issues were dealt with 

agenda. 


3. (SBU) IGAD Executive Secretary Attalla Best 
group that neither the international community r 
Transitional Federal Government (TFG) have r 
enough to bolster the latter's effectiveness sinc 
from the peace process in 2004. This lack of pı 
vacuum that has now understandably been fille: 
Courts Union (ICU). This development had tote 
scenario in Somalia. Beshir noted that both Soi 
and the ICU had opposed the TFG. The ExecS 
that \"no one is happy to have fundamentalists i 
the world 

of us.\" 


4. (SBU) He expressed openness to any initiati 
for close coordination of any initiative through IC 
African Union (AU). He strongly urged that IGA 
be added to the Contact Group being formed at 
New York June 15. Beshir noted that at their re 
in Nairobi 

with a peace support mission to strengthen the 
waited for two years for action from the UNSC c 
embargo 
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intervened in Somalia unilaterally with arms. Be 
that a unilateral intervention 

New York 

and coordinated initiative was desirable. 


5.(SBU) TFG Ambassador to Ethiopia Abdil К: 
that while the TFG had been blocked from estal 
in Mogadishu 

authority with social service networks 

schools the distorted the views of a generation ı 
Three months ago 

\"anti-terror alliance\" to confront the ICU saying 
they were \"working with the Americans.\" Fara 
there had been no \"popular uprising\" in favor c 
rather Somalis were simply fed up with the reigr 
warlords. 


6. (SBU) Now the ICU was advancing toward th 
Belet Dweyne 

forces were reinforcing for a move toward Baidı 
for its part 

lightly-armed militia of 7 

communique of June 13th had prompted the IC 
its military campaign 

possible in advance of any international interver 
their wake 

soccer fans for watching the World Cup on tele 
Taliban-style. The TFG rep urged that the inter 
community not allow the ICU to tighten its grip c 
Somalia. 


7. (SBU) The Ugandan Ambassador said the si 
affected all IGAD members and partners. \"It is 
interest to do whatever we can to contain and re 
current trend by supporting the TFG 

recalled the example of successful international 
Burundi 

far.\" 


8. (SBU) The Sudanese Ambassador echoed tr 
comments 
militarily and politically. How can you tie somec 
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throw him into a river and expect him to swim.\" 
rep stated that if the international community we 
and Uganda to go in to Somalia 

embargo. Heavy arms would be needed to con 
situation. \"If we just sit here and keep talking 
will advance all the way to Djibouti 


9. (SBU) Ethiopia\'s representative to the AU 
Zewde told the group that the ICU was not mon 
elements might be willing to engage the TFG. € 
claimed that ultimately clan loyalty would trump 
to the extremists. Nonetheless 

the collapse of the TFG. \"IGAD members mus 
support a legitimate government 

this commitment should not be contingent on ar 
or any other consideration.\" It was important tc 
quickly as possible; \"we have no time.\" 


10. (SBU) TFG Ambassador Farah intervened c 
the Transitional Federal Parliament\'s decision t 
to authorize international intervention to suppor 
including from front-line states like Ethiopia 
Djibouti. He recalled that warlords \"had turned 
against Ethiopia 

Uganda rep chimed in to say that a mission in S 
be big and dangerous and Uganda would welco 
the job. She also argued for adequate financial 
force size to succeed in a difficult environment. 


11. (SBU) Several European ambassadors inte! 
caution to the discussion. The Greek ambassa 
the need for urgent action 

time solid preparations and a firm institutional u 
for intervention. He asked how the UN arms en 
impact any intervention 

upcoming Banjul Summit of AU heads of state i 
He also wondered whether a new AU resolution 
from the Peace and Security Council (PSC) to г 
military action. (NOTE: An AU PSC meeting be 
after the IGAD meeting. END NOTE). British ^ 
Dewar 

consultations between the Contact Group and tl 
Dewar noted that the UN had recently agreed tc 
PSC\'s request to reconsider the arms embargc 


Column 3 

rep also questioned whether there was a viable 
a peace support operation to implement. The $ 
Ambassador suggested a high-level meeting of 
Monitoring Commission (CMC) to express supp 


12. (SBU) The above comments gave post the : 
states -- particularly Ethiopia -- might act militari 
Somalia in advance of any UNSC decision on tt 
intervention if the TFG appears to be in jeopard 
HUDDLESTON 
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vice president. Poloff agreed to meet with him 


3. (C) On June 14 

been providing packaging material to one of Mu 
and pig farms 

Ndoro remarked that he often stared in disbelie: 
checks 

accounts. He also stated that Greif had recenth 
check from Vice President Joseph Msika for sin 
material. Although the company no longer acce 
from ordinary clients 

Mugabe and Msika. 


4. (C) Poloff advised Ndoro of the financial san 
against Mugabe 

Ndoro responded that he was already aware of 
order. Seeking to justify his actions 

company was supposed to turn down the Presic 
Moreover 

sector 

the sanctions. The executive even mentioned t 
office had suggested that the sanctioned individ 
ways to disguise their involvement. 


5. (C) Ndoro told poloff that he had notified his 
office in Ohio that he was selling to SDNs. Hec 
indicate what response if any response came fr 
office. Ndoro stated that Greif headquarters ha 
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asked all managing directors of its foreign office 
code of conduct 

managing directors to abide by U.S. sanctions. 
only executive not to sign the document 

his superiors that he would sooner resign. 


6. (C) A tighter-lipped Ndoro returned to the En 
June 15 with the company\'s Zimbabwe lawyer 
and finance manager 

sanctions\' inapplicability to the Zimbabwe bran: 
activities. The group argued that the branch co 
operations entirely in Zimbabwe and was not co 
company under Zimbabwean law. Moreover 
Greif\'s stockholders were based in the Netherl: 
Which also maintains financial sanctions agains 
his regime.) The trio said they would furnish mc 
information on Greif's corporate structure relev. 
company's domicile as it may pertain to sanctic 


7. (C) The group urged further that sanctions n 
in Greif\'s case on policy grounds. They mainta 
barring the company\'s business with sanctione 
would lead either to reduced sales and layoffs a 
eventual take-over of the branch by ruling elite i 
They feared a rash of law enforcement actions | 
officials should they cut off sanctioned individue 
followed by the possible incarceration of branch 
The damage to the company and its workforce ' 
\"innocents\" without appreciable impact on thos 


8. (C) We plan to develop more information on 
possible sanctions violations 

Given the local office\'s very open posture and \ 
share information 

more cautious headquarters in Ohio at this time 
counter-productive. In the same vein 
knowledge of our interest in this case will get ini 
public domain. However 

reinforce publicly our commitment to pressing a 
those targeted by the Presidents executive ord 
SCHULTZ 
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attackers 

Captain in charge of the 22 military members of 
well as one of the six agents of the PNC\'s Natu 
Protection Unit (DIPRONA). The attackers helc 
wounded men hostage for two hours before exc 
three of the CONAP rangers and the РМС Inspe 
the DIPRONA contingent. Two of the CONAP r 
Inspector continue to be held hostage. 


3. (SBU) A GOG delegation that includes the Gi 
Peten and the Brigadier General in Commande! 
First Brigade in Flores will fly up to the area as < 
the weather clears. Weather conditions preven 
the two casualties by helicopter. Instead they w 
boat on the Usumacinta River to an army post i 
approximately 35 miles to the southeast of the < 
Arroyo Macabilero. 


4. (SBU) Comment: Military sources tell us tha 
attackers appear to be engaged in illegal loggin 
also be one of the groups providing ground sup| 
clandestine drug flights. Both the Sierra del Lac 
National Park and its more well-known northern 
the Laguna del Tigre National Park are threater 
squatters 

groups are difficult to distinguish as they overlay 
tend to carry AK-47s. Joint patrols are not unus 
Army-run Interagency Task Force North (ITFN) 
works very closely with CONAP and also enjoys 
cooperation from the Police DIPRONA agents = 
under its direction. 

Derham 


2. (SBU) On May 30 

announced an economic-social program aimed 
Mexican families\' income and their purchasing 
two-minute message on national television netv 
candidate promised to increase income and pur 
an average of 20% for all Mexicans earning les: 
(USD 790) per month. AMLO\'s plan 
implementing immediately upon taking office 
energy rates and other economic supports. Ad 
announcement 

held a press conference to explain the proposal 
detail. The announcement also provided some 
limited 

fundamental piece of his campaign - a promise 
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government expenditures by 1% of GDP in orde 
social spending. 


3. (SBU) Ramirez de la O explained that AMLO 
energy fees and expand the economic support : 
elderly would have a positive impact on the inca 
million families. AMLO\'s economic team calcul 
this comprehensive subsidy program would hav 
income as a function of their monthly earning: 

- For families with a MP 2 

impact would be up to 23% 

- For families with a MP 5 

impact would be up to 17% 

- For families with a MP 9 

impact would be up to 14% 

Ramirez de la O calculates that the average іт) 
social programs would be a 20% increase in inc 
that the promised reduction in electricity fees w 
cascading effect on other prices 

consumers. 


4. (SBU) This comprehensive subsidy program 
MP 100 billion (USD 8.7 billion) more in higher i 
families. The total fiscal cost would be MP 80 b 
7 billion) distributed as follows: MP 10 billion for 
reduction of electricity fees 

businesses; MP 15 billion for the reduction of gé 
prices; MP 35 billion for the economic support p 
elderly; and MP 20 billion for free school materi: 
other MP 20 billion (USD 1.7 billion) would be ol 
through the reduction of other prices as a result 
lower energy rates. According to Ramirez\'s pri 
AMLO administration would obtain the needed r 
rigorous budget management and a change in t 
spending culture. 
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5. (SBU) Many local analysts agree that AMLO\ 
increase spending on subsidies is not feasible v 
improving tax collection. The social program pr 
PRD candidate represents 1% of GDP 

current tax evasion rate of 1.3% of GDP 

fiscal deficit and public debt. Ramirez de la O e 
that this would not be the case because the AM 
administration would cut some budget items. Р 
proposed reduction in government officials sal: 
other administrative costs to offset the cost of tr 
subsidies could prove difficult in practice. More 
reduction of prices in basic services would crea 
distortions to real costs. According to Ramirez 
PRD\'s subsidies program would translate into | 
triggering more consumption. But 

higher consumption would create inflationary pr 
inflationary problem could be mitigated if the cei 
autonomy to manage inflation by manipulating t 
respected. However 

the Bank of Mexico\'s main objective should not 
controlling inflation 

employment. 


6. (SBU) Throughout the campaign 

AMLO disregards economic fundamentals. Ва! 
explains that AMLO\'s government would spenc 
the economic support program for the elderly. ! 
there are approximately 5.15 million citizens ove 
years-old. In order to give the elderly a monthly 
of MP 650 

addition to the costs for administering the progr: 
the total estimate for the first year to MP 60 billit 
Given that Mexico\'s population over 65 years is 
annual rate of 496 

to sustain the program. 


7. (SBU) AMLO\'s announcement of his subsidi 
end of May could be his last official economic p 
before the elections. In advance of the June 6 : 
was an effective publicity strategy and may havt 
support he lost after publicly calling President F 
\"pelele 

points ahead of Felipe Calderon from the Natior 
Party (PAN). Only two weeks before July 2 
candidates are more likely to focus more on acc 
attempts to discredit their opponent 
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new proposals. 


8. (SBU) Ramirez de la O acknowledged that si 
programs have existed for years. Former PRI r 
Salinas de Gortari called his program \"Solidaric 
ruling party PAN re-named it \"Oportunidades\" 
made good use of the programs during the cam 
Nonetheless 

the cost of this program would be offset 
expectations of a MP 100 billion budget savings 
concerns among some analysts. End comment. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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sub-region. COMMENT: Both the GPA and the 
received all recommendations with a positive at 
Guard visit was seen as an opportunity to impro 
areas for possible cooperation rather than an in 
further outreach 

provide would be welcomed by the GPA. END | 


4. (SBU) The Coast Guard visit took place simu 
security visit by Rome-based TSA Attach John I 
aviation security inspectors. Their visit focused : 
in place for the resumption of direct flights betw 
Baltimore as well as working with the Gambian 
Authority (GCAA) to bring the country into сотр 
International Civil Aviation Organization (ICAO) 
standards. RSO and Poloff met with the inspec 
their assessment that the airport meets ICAO r 
Both Halinski and the inspectors expressed con 
management and security teams at GCAA. WF 
noted 

quickly to remedy them. The security team did 
Gambia is overdue for conducting an ICAO full- 
exercise 

high management turnover (four Director Gene! 
as their main limiting factor in undertaking initial 
a full-scale exercise. COMMENT: As with GPA 
visits and support from US security experts 
demonstrates an awareness that cooperation w 
security is vital if Banjul is to move towards its g 
becoming a regional air hub. END COMMENT. 


5. (U) The inaugural North American Airlines flic 
took off as scheduled on June 4 
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many airline executives and private Americans ı 
projects in The Gambia. The bi-annual Roots F 
held the same week 

American visitors from different private organizz 
Rotary Club of Parole 

and the African King of Comedy 

held a welcoming reception for North American 
provided an opportunity to bring together many | 
visitors with contacts in the Gambian governme 
sector. 
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6. (U) COMMENT: Embassy Banjul wishes to e 
visitors from TSA and USCG. GPA and GCAA 
better-run government agencies 

building programs that can help them meet and 
international security standards 

airport 

registered aircraft to fly directly to the United St: 
COMMENT. 
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an incident like that of the Palestinian family kill 
beach on June 9 

everything V'upside down. The Ambassador rt 
experience with the Israel Lebanon Monitoring ( 
and noted that the beach incident is an example 
that could be turned to a group such as the ILM 
explained that this would also help Palestinian / 
(PA) President Mahmud Abbas increase public 
Sheetrit commented that the GOI does not talk 
that it should 

realignment. 


2. (C) Summary cont: Sheetrit referred back tc 
disengagement 

evacuees had moved to the Negev or the Galile 
to the Ambassador that northern and southern I 
transportation infrastructure 

be spending about $10 billion over the next five 
improve and extend the railroads and highways 
He complained about a lack of aid for urban an 
renewal 

spending in settlements and spending in the Ne 
Galilee. The Ambassador asked Sheetrit about 
outposts 
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enforcement in Israel 

He defended settlements as being legally estab 
however 

settlement blocs because the GOI is going іс 
Sheetrit agreed to provide the Embassy with ad 
of any tenders that the GOI plans to issue. 


3. (C) Summary cont: In a brief pull aside after 
meeting 

GOI. He urged the Ambassador to ask Washin 
listen to all the voices within the government -- 1 
those around the PM. End summary. 


Gaza Disengagement Should 
Have Been Better Organized 


4. (C) Minister of Construction and Housing Me 
agreed with the Ambassador in a June 14 meet 
Ministry of Construction and Housing (MOCH) v 
role in any future settlement evacuations under 
realignment plan. He said that the GOI would h 
planning in advance. It was inexcusable that th 
did not start building permanent houses for Gaz 
until after the disengagement began 

he explained 

houses for the evacuees 

better spent on permanent homes. According t 
approximately 1 

quarters 

area 

claimed that there were \"too many cooks in the 
the GOI was planning housing for the settlers 
Ministry of Defense (MOD) 

Jewish Agency 

was unprepared to handle the evacuees. Shee 
that he would take on the responsibility of estab 
housing as quickly as possible for evacuated W 
settlers if the GOI gives him the tools necessary 
He mentioned that he hoped Gaza settlers\' terr 
could be turned over to the homeless in Israel b 
have roads 

place. 


Sheetrit: Realignment 
Will Not Lead to Peace 


5. (C) The Ambassador noted that proper planr 
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particularly important if Israel wants West Bank 
leave peacefully. Sheetrit agreed 

be impossible to evacuate 60 

their will. He bluntly confided 

happy with the realignment plan because it was 
Kadima\'s platform when former Prime Minister 
first launched the party. He claimed that he per 
knows that Sharon was against further unilatera 
Sheetrit said that there are two ways to end the 
Israeli-Palestinian conflict. He noted that his pre 
is for a process by which peace can be achieve 
making it easier for settlers to eventually leave t 
Bank quietly 

of a peace agreement -- but not as part of a uni 
The alternative would mean leaving more territ 
subsequently having a terrorist semi-state as a 
advised that if Israeli gives up the central West 
keeping the Jordan Valley and the settlement b 
Palestinians will not accept this 

solution for either the Palestinians or the Israelis 
there will not be peace. Sheetrit asked rhetoric 
leave 


6. (C) The Ambassador said that for now realig 
idea without much detail 

highlighted that the President made clear to Prir 
Ehud Olmert in their meeting in May that the US 
prefers a serious negotiating effort with Palestin 
Authority (PA) President Mahmud Abbas prior t 
action by the GOI. He explained that Israel wot 
clearly pursue a credible process of creating a F 
partner. Sheetrit asked what would happen if tr 
negotiate with Hamas 

favors keeping pressure on Hamas until the gov 
and a new government rises. He thanked the L 
maintaining pressure on Hamas 

recognize Israel 

agreements. He assessed that if the rest of the 
international community also pressures Hamas 
conditions 

some point deal with Hamas. Sheetrit commen 
the paradox of the doves of war and the hawks 
characterizing Hamas as the Palestinian right-w 
could bring peace between the Israelis and Pale 
Hamas does not accept the international comm 
conditions 

a long interim period in which there is no peace 
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which the GOI would have to try to control Pales 
terrorism as much as possible while allowing Ρε 
live in the best way they could 


7. (C) The Ambassador noted that part of the C 
control terrorism is to build the separation barrie 
Sheetrit wondered aloud why construction is tak 
particularly in the southern West Bank. He clair 
\"they are just lazy 

a minister in the Finance Ministry in 2003 

on the MOD\'s budget 

would be no limit to the amount he would give tt 
construction of the barrier. He told the Ambass 
would have been willing to utilize U.S. loan guar 
necessary to build the barrier. 


8. (C) Sheetrit expressed his concern about Qe 
in Sderot 

killings of Palestinian civilians in counter attacks 
Qassam rockets. He said that he had told Shar 
shooting in densely populated Palestinian urbar 
not achieve anything 

reported that he had once formed a brainstormi 
deal with the Qassam attacks issue 
recommended the development of a Qassam-lil 
weapon that makes a lot of noise but does little 
said that the GOI needs a clever way to deter ai 
causing damage 

the Palestinians launch two Qassams at Sderol 
launch 200 in response. The Ambassador reco 
experience in Lebanon with the Israel Lebanon 
Group (ILMG) 

and the U.S. 

complaints of violence directed against civilians 
explained that the ILMG became an intellectuall 
exercise in which both the Israelis and Lebanes 
mistakes 

example of a case that could be referred to suci 
short-circuit the inevitable escalation in violence 
Ambassador also commented that an ILMG-typ 
provide an opportunity for PA President Abbas : 
support by appointing the Palestinian represent: 
group. 


The GOI Should Talk to Abbas 
Especially if Realignment Occurs 
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9. (C) Sheetrit responded that the GOI is not ta 
Abbas 

as weak 

that the GOI should have met with him when plé 
disengagement 

disengagement with the PA 

of the settler house demolitions. Sheetrit said tl 
against the demolitions 

given to refugees. He claimed that he met with 
he was \"responsible for the compensation law 

told him they did not want the houses demolishe 
hoped to some day return under peaceful circur 
their children where they had once lived. The A 
pointed out that there would be even more emp 
evacuations from the West Bank 

if the evacuations take place without coordinatic 
will be V'total chaos\" in the West Bank. He reite 
he does V'not accept" or \"think it\'s right" to go 
realignment. Sheetrit said even Yossi Beilin is < 
realignment if it means transferring settlers to tr 
zone instead of to Green Line Israel. 


10. (C) Referring back to Gaza disengagement 
looking forward to West Bank evacuations 

that it would have been a good idea if Gaza eva 
moved to the Negev or the Galilee. He said the 
however 

not join already established communities. Acco 
Sheetrit 

communities for them 

should have simply given the settlers money an 
or rent houses on their own without offering to k 
communities. He claimed the GOI offered sett 
$30 

took the offer. 


11. (C) The Ambassador asked whether Sheet 
Minister is working on the Negev and Galilee nc 
Peres. Sheetrit responded sarcastically that \"F 
the stratosphere\" and needs \"cement legs to s 
He remarked 

between central Israel and more remote areas 
contractors are lobbying hard for zoning change 
Israel to build more homes because \"there is a 
in this for them.V' Sheetrit said there is no intere 
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south because it lacks transportation infrastruct 
said that the National Highways Company has г 
budget of NIS 19 billion ($4.2 billion) to build гог 
enable residents in any part of the country to rei 
metropolitan center in 30 minutes. He explaine 
residents of the Galilee should be able to get to 
minutes 

or Jerusalem in 30 minutes 

arrive in Beer Sheva in 30 minutes. He noted tt 
with a NIS 26 billion budget ($5.8 billion) has als 
approved for additional trains 

\"cut the ribbons.\" 


12. (C) Sheetrit complained that funds are also 
urban and social renewal. He noted that the bu 
only appropriated $2 million to strengthen town 
neighborhoods when residents flee to new subt 
or poor are left behind. He said that the budget 
is only $300 

renewal in the Negev and Galilee have been cu 


Outposts? Easy 
Kick Them Out 


13. (C) The Ambassador remarked that this is | 
contrast to the incentives that are given to settle 
West Bank 

it.\" He commented that the incentives are very 
the government. He also objected to the many 
that have special committees which prevent pec 
to the settlements if they do not have the V'right 
He said that a number of the settlers are from tl 
right-wing 

their own education systems. The Ambassador 
about his thoughts on outposts 

with settlers to dismantle them. Sheetrit replied 
outposts are a V'shame to law enforcement in Is 
having anything to do with the Palestinians. He 
Ambassador that he knows that outposts have I 
from the government 

this has taken place with or without the top polit 
echelon being aware 

did not encourage outposts after he became pri 
Sheetrit defended settlements 

legally 

should not negotiate with the settlers to remove 
that \"they should just go." He mentioned that | 
lot of talk about the negotiations 

Minister Amir Peretz is not acting decisively anc 
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his feet. According to Sheetrit 

the settlers with a deadline to leave 

they do not. He added that he expects the outp 
demolished before the beginning of a realignme 


Construction in Settlements 
Blocs To Continue 


14. (C) The Ambassador asked about construc 
settlements blocs 

53 single-family homes in Elkana settlement 
Qalqilya (reftel). Sheetrit responded that the GC 
provide funds to outposts 

the settlement blocs because the GOI is going t 
those. The Ambassador emphasized that the 
to the USG to freeze settlement expansion. He 
Sheetrit would revive a previous practice of pro 
Embassy advance warning -- before publication 
tenders that the GOI plans to issue 

clarification. Dr. Chaim Fialkoff 

general for planning and coordination at the MC 
to Sheetrit that former Housing Minister Natan € 
called the Embassy before tenders were publist 
Israeli press. Sheetrit agreed that this could be 
Fialkoff also reported to the Ambassador that tl 
staff is currently preparing a report for Sheetrit t 
him of planning activities taking place in the mir 
Both Fialkoff and Sheetrit offered to provide the 
a copy when the report is finished. 


15. (C) In a brief pull aside at the end of the m« 
Sheetrit asked to raise a \"political issue.\" Het 
the Ambassador to advise Washington not just 
those around the Prime Minister. There are oth 
(including his) within the GOI which should be Γ 
said. Comment: Sheetrit\'s remarks indicate th 
the new GOI 

(political) enemies. End comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
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wake of U/SYG GambariVs recent visit to Rang: 


2. (С) Wang said \"we have too many other ἴδοι 
allow this to interfere\" and risk causing (unspec 
difficulties on these other issues. When Bolton 
China would veto a Burma resolution 

message is clear." 


3. (C) Wang said that a similar message had be 
Beijing and would be delivered in Washington. 
BOLTON 
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PLC will disappear from the political scene. Bul 
no means certain (see Ref B). If anything 
Serpa will force the PLC to move more toward 1 
evinced by Cesar Gaviria reaching out to Uribe 
28. 


THE POLO: ALL ROADS LEAD TO LUCHO? 


7. (C) Ideologically 

far left end of the Colombian political spectrum. 
he is neither aggressive nor bombastic. While ! 
be in the same ideological camp as Polo Repre: 
Senator-elect) Gustavo Petro 

style and tactics. While Petro organizes regula! 
grandstanding and criticizing the GOC on sever 
Gaviria regularly refers to the importance of the 
and the sanctity of the 1991 Constitution. Petro 
public linkages to BRV President Chavez and C 
clear. While Gaviria (like Serpa) has wavered c 
the FARC as a terrorist group 

commits terrorist acts 

goal of taking power in Colombia. Prior to May 
repeatedly told us that this was his first and only 
Presidential foray. However 

May 28 

probably need to reconsider that position." 


8. (C) Petro is a Chavez sympathizer and comr 
considerable support in the Polo 

in the party. Even when radical Liberal Party mi 
as Senator-elect Piedad Cordoba are counted 
faction of the left is more adept at making noise 
influencing events. Few doubt that Petro is ат! 
would like to unite the left behind him 

opinion considers his task easy or likely to succ 
Mayor Luis Eduardo \"Lucho\" Garzon\'s private 
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poloff on May 31 that Petro was strongly consid 
for Bogota mayor in 2007. Were Petro to win (k 
guaranteed) 

running for President in 2010. 


9. (C) Two camps exist to the \"right\" of Gaviri: 
within the Polo 

M-19 guerrilla Antonio Navarro Wolff (who finist 
Gaviria in the Polo primary) and the other headı 
who legally could not run for President this time 
his organized labor background (a former head 
Garzon has been a model of moderation in his ı 
years running the capital 

of high public approval ratings. Among leaders 
Garzon is alone with high approval ratings and I 
(Navarro Wolff and Petro show sizable negative 
numbers). He has also openly fought with Polo 
the direction of the party 

following UribeVs electoral win. His private secr 
us that Garzon has few direct dealings with Pok 
leadership (other than party head and Senator € 
and finds it difficult to work with Polo members ι 
council 

received accolades from the right 

himself. For this reason 

the Polos more radical elements. 


COMMENT 


10. (C) Horacio Serpa\'s all but certain political 
means the PLC will likely move closer to the ce 
Rafael Pardo 

in the future. As such 

only major leftist force in Colombia. While 22 p 
respectable for a candidate who was initially dis 
result pales by comparison to Uribe\'s 62 perce! 
moderate Lucho Garzon will continue to be the 
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left-of-center option for 2010 

motley crew of his own party 

sell-out to the right. In addition to completing a 
successful period as Bogota mayor 

distance himself from the Polo\'s radical elemer 
chance in the 2010 contest. 

DRUCKER 
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appears to be one of the driving forces behind t 
complicated deal. Post is also checking rumors 
may be wanted by Interpol. So 


2. (C) As Post began to unravel the shifting GC 
seek a PetroCaribe deal with Venezuela (reftels 
name began to seem ubiquitous. Post has hea 
sources that Recca has traveled to Venezuela c 
occasion to keep PDVSA interest in the Hondur 
and to try to matchmake various deals. Recca | 
Congressman Arturo Corrales from PDVSA offi 
for example 

plan to senior PDVSA officials. (Corrales claim: 
the issue.) Similarly 

Arrevalo from Venezuela and attempted to get / 
PDVSA officials that DIPPSA might be for sale. 
Arrevalo 

and that if it were 

not through an intermediary like Recca. Arreval 
that Recca is a big-talker and name dropper 
player. Former DIPPSA owner Jose Lamas rea 
conclusion 

described Recca more poetically as \"living in a 
that he doesn\'t own.\" 


3. (C) As the owner of DIPPSA -- perhaps the | 
PDVSA/PetroCaribe plan (see reftels) -- Arreval 
contacted by Recca a number of times. At one 
was attempting to broker a purchase of DIPPS/ 
named Guillermo Borjas 

with Borjas 

Borjas was not a serious bidder 

the deal. Borjas apparently felt some misgiving 
since he subsequently walked away from the ta 
to a former GOH official 

Banlstmo and later a Venezuelan bank 

provide financing for a DIPPSA purchase. All ir 
that Recca is still actively working on that deal c 
Arrevalo\'s dim view of him and Recca\'s own re 
lining up financing. 


4. (C) Apparently feeling the heat from USG int 
warning of the risks of GOH involvement in a pc 
with Venezuela\'s Chavez 

way to make the deal appear V'commercialV in ı 
Corrales and Arevalo told us that a Honduran fr 
corporation was being formed 

by the GOH and 

government-to-government financing under Pet 
former GOH official believes that Reccavs franti 
close a deal could be bearing fruit 
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\"(Venezuelan President Hugo) Chavez 
Honduras June 20th to sign an agreement.\" Hi 
what that deal would be. But he was confident t 
deal 

fuel requirements could be as high as USD 80 r 
kind of deal will be made.\" 


5. (C) Recca appears to be working closely witl 
Honduran President Rafael Leonardo Callejas. 
sold Callejas on the deal or is merely representi 
not clear. Post assesses that Recca -- widely c 


TEGUCIGALP 00001101 002 OF 002 


business savvy and creativity -- likely helped for 
deal and recruited Callejas as a rainmaker. (C: 
lifelong politician 

not for his business acumen.) The tie to Calleje 
probably arose via Recca\'s father-in-law 
Casanova was CallejasY campaign finance mar 
ran for President 

Callejas. Casanovavs first wife is now married | 
President Ricardo Maduro\'s brother 


6. (SBU) Casanova also has very strong ties to 
family. Both the Zelaya and Casanova families ‹ 
forestry and lumber business. Casanova was c 
President Jose Manuel \"Mel\" Zelayavs father. 

father was imprisoned for several years on char 
complicity in a politically motivated massacre or 
ranch in Olancho in the mid-1970s 

financial and emotional support to Mel and his t 
kindness Mel reportedly never forgot. Casanov 
served as Mel\'s campaign finance manager. 


7. (C) The PetroCaribe project is not the only ft 
deal Recca is trying to put together. According 
senior GOH official who worked closely with Re 
ready to take advantage of a switch to natural g 
proposed by the GOH for some sectors of the c 
reportedly owns a company called VETEC (Veri 
that is set-up to take advantage of a potential sv 
(natural gas) fuel for municipal transportation. ( 
highly technical and potentially dangerous techr 
involved 

subject to annual inspections for safety. VETE( 
to provide those services. However 

that deal as well 

former Vice President Vicente Williams 

yet signed the necessary documents and contre 
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incorporation. Moreover 

representatives of French natural gas supplier E 
whom Recca had been seeking a supply contra 
broke off negotiations and returned to France. 
Recca\'s principal competitor in the LPG-vehicle 
Peruvian national 

red-light in northern Honduras last year. (Rumc 
ran afoul of a Korean mafia with whom he was t 
cars. Post has no reason to believe the executi 
in any way to Recca.) 


8. (C) COMMENT: Recca appears to be the de 
certainly not the money or the political weight be 
drive to conclude a deal with Venezuela. As US 
against an outright PetroCaribe deal has mount 
role as a liaison with potential private sector fror 
and financiers has become even more importar 
several weeks 

persuade DIPPSA\'s Arrevalo to join the effort. 
concerned that pressure on Arrevalo could becı 
essentially forcing him to cooperate with a GOH 
scheme. In the meantime 

within the GOH seek this deal for their own mot 
are likely political (supporting a leftward shift in 
Honduran 

fiscal (up to USD 400 million from a GOV financ 
could buy the current government out of a lot of 
іп the short term.) Recca and Callejas 

likely in it just for profit. With a billion dollar con 
at stake 

strange bedfellows that Post judges could make 
PetroCaribe-like deal inevitable. END COMME! 
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joint response effective. 


-- We also want to propose to the new administi 
can link this effort to something that should be c 
interest to them 

bandits who prey on illegal immigrants. 


-- We also plan to reach out early to the new Me 
Congress to encourage them to participate in bı 
the sort our Public Affairs Section has successfi 
sponsored for Mexican journalists. 


-- The OASISS program 


Column 3 
alien smugglers (and the smugglers) for prosec 
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Mexico 

Attorney\'s have declined to prosecute. It is nov 
expand from its beginnings in Arizona and Calif: 
Mexico and west Texas. An early decision by tl 
administration to make it border wide would ser 
positive message on cooperation and be a dete 
smugglers 

prosecution in the U.S. even if caught. 


-- Likewise 

to get Mexico focused on trafficking in persons. 
ICE agent here dedicated to this has been imm: 
The Mexican public is now conscious of the pro 
be receptive to strong joint law enforcement е 
need to send a strong signal of interest early on 
counterparts. 


-- We would also like to encourage a closer rela 
the airports. This has been a sensitive issue 
following inaccurate and sensational press repo 
law enforcement liaison in those airports during 
U.S. state of alert in late 2003. There is much v 
ICE) can do in terms of liaison and training (e.g 
CBP agent on scene to answer questions and c 
ICE training on fraudulent documents or smugg 
that need not involve a U.S. presence visible to 
public. 


Mexico\'s Southern Border 


5. (C) Mexico\'s southern border is largely unco 
Illegal immigrants 

relatively freely there 

U.S. Mexico would like to do a better job of cor 
this border 

principal challenges for Mexico are resources a 
professional capacity of the law enforcement ag 
involved. The resource problem is exacerbated 
meet serious public security problems on the bc 
U.S. and elsewhere in Mexico (e.g. 


6. (C) Engagement: While demonstrating an ur 
the breadth of law enforcement challenges facil 
should begin discussing with the new administr: 
of improving controls along the southern border 


Column 3 

so 

assistance for Mexico 

do to help 

from own more immediate problems on Mexico! 


7. (C) Activities: 


-- We (Secretary Chertoff would be an effective 
here) should offer intelligence and whatever trai 
target from our existing budget 

them to make this a priority. 


-- Both for the southern border and elsewhere 
be encouraged to strengthen its National Institu 
Migration (INM). 


Immigration Reform 


8. (C) Finally 

immigration reform may take in the U.S. 

the temporary worker program becomes a reali 
change the tenor of conversations about illegal 
At the most senior levels 

that while the U.S. has been remarkably toleran 
refusal to impede illegal border crossers 
temporary worker program requires that Mexicc 
(including legal changes if required) to empowe 
enforcement agents to stop those who are viola 
border. This would be a huge step for Mexico E 
unreasonable request as part of a joint effort to 
temporary worker program work as intended. V 
have some Mexican workers lining up at our coi 
visas while thousands of others simply slip acro 
border. The new administration and the new M 
must understand that is not a sustainable situat 


9. (C) We should also ask for GOM cooperatior 
and preventing fraud and abuse under any imm 
program. For example 


MEXICO 00003305 003 OF 003 


cut-off dates for participation by those already ir 
or particular eligibility requirements for tempora 
there will surely be a corresponding rise in frauc 
want GOM help in pursuing investigations and р 
Mexico. 


Column 3 
Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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2. (C) Embassy is preparing for the visit on two 
political and public diplomacy. On the political fr 
are reaching out to prominent political figures а! 
commentators to ask for their views on Chavez. 
the discussion to weave in Washington-provide: 
about Chavez\'s track record on democracy 
diplomacy 

Peru) 

opposition political leaders 

and with business leaders. We will be careful t 
spotlight on Chavez only and avoid direct or imr 
criticism of Panama\'s decision to invite him. 


3. (U) On the public diplomacy front 

journalists and editors will raise similar concern: 
also attempt to place for publication recent op-e 
Wall Street Journal and Washington Post expre 
about Chavez\'s intentions. Internally 

within the mission talking points related to previi 
claims but will not speak publicly about the visit 
hear what Chavez has to say. The GOP promi: 
check but we doubt their ability to control him or 
the microphone in any public fora. 


4. (SBU) We suggest the following talking poin' 
responding to questions about the visit: 


-- Panama is free to pursue its relations with otr 
countries in accordance with its views of its nati 
interest. 


-- President Chavez has declared many times h 
the kinds of free trade agreements that have bri 
benefits to countries like Chile 

United States 
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-- The United States remains concerned about ! 
commitment to democratic governance and his 
internal political processes of neighboring state: 


-- Chavez is a potentially destabilizing force in tl 
especially in view of his increased arms purcha: 


ARREAGA 
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with any of the talking points as presented." 
Nealon 
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the issue." Regarding the Declaration of Right: 
Indigenous Peoples (refs B & C) 

pressured by NGOs to adopt it 

further. 

Nealon 
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GOH-mandated Commission of Notables that rt 
competitive international bid for fuel imports for 
It is ironic therefore 

very effort before it is even launched 

his own 

Venezuela. Facusse has long sought to get Pe 
Honduras 

responsible for raising that option. In his own d 
Facusse says ANDIVs private PetroCaribe deal 
reform of the state run electric company 
CAFTA is to work for Honduras. End Summary 


2. (U) On June 12 

led by former Commission of Notables member 
Facusse 

Venezuela 

deal (to \"join the mechanism known as PetroC: 
similar entity created for the Central American r 
ANDI is joined in its request by the National Tra 
Council (CNT) 

protests against high fuel prices. 


3. (U) Begin unofficial translation of text: 


Your Excellency Mr. Claudio Sorio 
of the Bolivarian Republic of Venezuela 
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On various occasions we have had the pleasure 
attendance at our Executive Committee and Na 
Directors meetings 

support programs of President Hugo Chavez 
Bolivarian Republic of Venezuela 

such as our own. 


This is why when | was designated by the Natio 
our country to join the Notables Commission -- | 
drafting recommendations to confront the proble 
cost of fuel -- | was able to invite you and other 
your diplomatic mission to meetings of that Con 
led to 

government sign an accord joining the PetroCaı 
with a view towards importing 

program brings 

electricity required by the national Electric Com; 
for its private electricity suppliers. 


Unfortunately 

recommendation was not implemented 

grave energy crisis which each day impacts mo 
of the basic basket of goods and services that c 
requires. This crisis affects not just the cost of 
transportation and of industrial production 

-- given that 70 percent of our electricity is thern 
generated -- on the finances of ENEE (our large 
enterprise) and on the cost of electricity. 


Given this situation 

majority of productive enterprises in Honduras 
micros and small enterprises of the informal sec 
we assist through our Covelo Network -- to the | 
large-sized agro-industrial and industrial compa 
formally permitted to propose to you for your go 
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consideration the signing of an agreement betw 
Bolivarian Republic of Venezuela and our Asso 
to those recently agreed to by various municipa 
Salvador and Nicaragua. (We seek) to join the 
known as PetroCaribe or a similar entity createc 
Central American region 

us to pay no more than 50 percent within 60 da: 
than 50 percent over a 25-year period 

grace period 


ANDI would import fuel to be used by its affiliate 
substantially passing on to them the benefits of 
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low-cost 

the most stable prices possible 
lowest-income Hondurans 
production. 


We are pleased to inform you that we have sub 
initiative to the National Transportation Council 

up of operators of both cargo and personal tran 
including taxi drivers 

document 

in support of this unique plan and exclusively by 
thousands of members nationwide. 


We are conducting research on the types and v 
required but 

consist primarily of diesel fuel and Bunker C. It 
possible that to this consumption by ANDI and ( 
could be added the fuel needs of electricity gen 
which would bring relief to the users of that serv 


We do not know if we will have immediate use c 
storage tanks 

possible 

construction. 


We hope to conclude this agreement with the B 
Republic of Venezuela in the short term for the | 
the Honduran people by means of the institutior 
safeguard the interests of producers and transp 
operators 


((Complimentary closing)) 
End unofficial translation of text. 


4. (C) Ina June 14 conversation with EconOff 
described his move to negotiate directly a Petro 
with Venezuela as an attempt to preempt a sim 
rumored to be in the works for months. He app 
confident that ANDI could make it work 

funds to pay back the principal while distributing 
ENEE and the end consumer. In exchange 

he can demand needed changes to ENEE 
energy company 

believes that to make CAFTA work the cost of € 
be lower 

is an obstacle to investment 


5. (C) Comment: Curiously 
roll-out of the terms of reference for the internat 
solicitation process being developed by the GO! 
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ofthe Commission of Notables 

Thus 

and undermines the alleged goals of the bid prc 
encouraged the GOH to implement. Given pre\ 
statements to Post 

PetroCaribe option even while on the Commiss 
assesses that Facusse was never committed to 
bid process 

door for PetroCaribe entry into Honduras. Fact 
still maintains that a PetroCaribe-like deal for al 
Honduras 

country in the hands of an unreliable supplier 
too many political implications. 


TEGUCIGALP 00001102 003 OF 003 


6. (C) Comment continued: Facusse himself is 
contrasts: a millionaire industrialist who graduat 
MIT 

in staking out radical positions to provoke interlc 
However 

micro-credit enterprise 

business development among Honduras\' poor: 
is consistently one of the more vocal advocates 
sustainable (that is 

Facusse is also unabashedly pro-CAFTA 
solutions to Honduras\' structural problems are 
unorthodox. Post does not think Facusse is a C 
supporter per se 

alleviate the burden of high fuel prices on the pc 
himself and his fellow industrialists). How he pli 
repay Chavez for his \"generosity\" 

seen. End Comment. 
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coverage of the event appeared to show 30-50 
attendance 

Venezuelan President Hugo Chavez. One parti 
interviewed said that the meeting was a good w 
about the \"great thinkers\" about whom the Hor 
System does not teach. 


2. (U) In attendance at the event were Cuban A 
Honduras Elis Alberto Gonzalez Polanco and V: 
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Charge dVAffaires in Honduras Claudio Sorio. ( 
the group \"urgently demands social justice. Th 
to resolve the problems and the enormous soci: 
accumulated as a result of a savage neo-liberal 
condemned everywhere in the world 

Paul II. V In a separate interview conducted in F 
GOH Minister of Government and Justice Jorge 
said 

has been strengthened by the fears in the Unite 
the wall the United States is building along the k 
Mexico 

the 19th Century Honduran hero Francisco Mor 
not clear from the report whether Reina had atte 
event. 


3. (C) Comment: Cuban doctors assigned to Hc 
such programs that proselytize for Cuba have Ic 
element of the Honduran political landscape 
heard stories of small discussion sessions in hc 
to foment support for Castro and his views. Fol 
Cuban model for medical scholarships 
departments also recently visited Venezuela to : 
eye treatment for kids and obtain scholarships f 
Hondurans to study in Venezuela. A full-scale { 
of a Bolivarian circle 

perhaps a sign of the growing confidence of the 
Zelaya administration publicly signals a continui 
of relations with Chavez. The impending СОН! 
PetroCaribe has not been finalized yet 

this one illustrate Chavez\'s heightened profile ii 
(Note: PetroCaribe is a GOV-sponsored effort i 
regional political influence by providing highly cc 
financing for oil purchases. See reftels for GOH 
access this program 

the risks involved. End Note.) End Comment. 
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origin -- is the determinant of purchasing decisic 
that principle 

that include the containment of costs. 


3. (U) Thus 

government procurement market 

less liberal 

by the agreement and allowing members to bila 
exclusions of purchasing entities and industry s: 
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addition 

New Zealand\'s administrative and transaction ¢ 
plurilateral agreement 

cumbersome bilateral 

members. McLeod doubted that those costs wt 
increased sales that New Zealand companies n 
greater access to foreign government procurem 


4. (U) Ministry of Commerce policy does require 
departments obtain origin and local-content info 
offers to supply goods. The Labour governmen 
Kiwi-Made\" program 

Green Party 

and use local services 

not affect government purchases. 


5. (U) Further complicating the issue 
procurement practices by state-owned enterpris 
governments -- practices over which the central 
jurisdiction 


6. (U) The Wellington Regional Chamber of Col 
New Zealand\'s membership in the GPA. The c 
officer 

that membership would open a number of restri 
procurement markets to New Zealand\'s export 
federal government\'s US $200 billion market. | 
because of the chamber\'s pressure 

its position on the GPA. The review is expectec 
year\'s end. Meanwhile 

of becoming an observer to the WTO GPA Con 


7. (U) In its free-trade agreements 

access to its partners\' procurement markets. / 
Closer Economic Relations 

to according each other\'s goods 

treatment in their government purchasing. In th 
Strategic Economic Partnership Agreement bet 
Zealand and Singapore 

specified entities and services covered by the a 
thresholds. The agreement applies only to proc 
value of 50 

about US $34 

million SDRs. The free-trade agreement betwe 
Thailand commits them to working toward elimi 
to government procurement. Meanwhile 

reach agreement on a multilateral approach to ( 
within the WTO system. 


8. (SBU) While the Embassy has received no οἱ 
industry regarding access to New ZealandVs go 
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market 

membership and asked the Department whethe 
matter with the government. Based on the Dep 
the USG encourages all WTO members to join 


requested a briefing from the government. Tha 
provided May 19 by McLeod 

analyst Bastiaan van der Scheer of the Ministry 
Development 

the Ministry of Foreign Affairs and Trade\'s tradı 
division. Embassy will monitor the government\ 
developments. 
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Fly on Four [Major] Holidays of the Year.\" The 
\"Taiwan 

and Lift Ban on Four Types of Charter Flights: € 
Charter 

mass-circulation V'Apple Daily" and pro-status ι 
the other hand 

said \"Prosecutor\'s Office Will Summon Wu Sh 
Certificates Case." The V'China Times" also с 
latest survey on page four 

polled said they support the motion to recall Pre 
percent said they believe that First Lady Wu Sh 
in the Sogo Department Store ownership battle. 
showed that 46.9 percent of respondents believ 
Office would interfere in the prosecutors invest 
son-in-law\'s insider trading case 

not. 


2. In terms of editorials and commentaries 
analysis said the government chose to announc 
for cross-Strait charter flights amid the moves tc 
Chen because it wants to prove to the pan-Blue 
remains the state leader who holds substantive 
A YChina Times!" analysis criticized Chen\'s rer 
the recall motion 

society. End summary. 


3. New Cross-Strait Flights 
\"Charter Flights Are Meant to Serve as Bian an 


Journalist Sean Liu said in the pro-unification V'I 
[circulation: 400 


\"... The fact that [the government] sought to ani 
developments made in cross-Strait negotiations 


Column 3 

who has determined to counterattack the pan-E 
he remains the state leader who holds substant 
move to act as usual to push for policies that ar 
nation is conducive for him to portray the pan-B 
nothing but to recall Chen and regain power.\' E 
attitude in handling and agreeing to announce il 
that Beijing knows that Bian is now in the midst 
upheaval 

to exert its power. 


\"Having presented the VbeefV of cross-Strait pc 
scheduled for a site visit to the Kinmen frontline 
to prove to the pan-Blue camp that he not only | 
recall motion 


4. Recall of President Chen Shui-bian 


VPresidential Office Seeking to Sow Discord Us 
[Moves]? 


Journalist Lin Shu-ling commented in the pro-st 
Times" [circulation: 400 


\"... The fact that President Chen defined the re: 
political confrontation has highlighted that all his 
admissions of faults were all superficial moves. 
observation is evident from the Presidential Offi 
with local people. Starting from the day when tr 
Development Corporation\'s insider trading cast 
Sogo ownership case were unveiled 

agreed to hold a press conference to clarify the 
people\'s questions. But the Presidential Office 
press to atea party just after the Legislative Yu: 
recall motion 

not to believe the news stories reported by local 


\"Frankly speaking 

the escalating calls demanding him to step dow 
supporters are currently stuck in a dilemma. Tr 
and heard everything 

and they don\'t know how to defend him. Then 
President sounded like hypnotism to his suppor 
statements which relentlessly divide the Taiwan 
mainlanders and split those living in northern Te 
southern Taiwan have sown serious discord іп” 


KEEGAN 
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of the accused 
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and expected length of the proceedings. He als 
fear for his own safety if he traveled to Taldykor 
claimed his car has been followed since the killi 
Sarsenbaiuly said that if the authorities had the 
families\' interests in mind 

Almaty courtroom that could seat at least 100 p: 


8. (U) According to a June 15 report issued by F 
Kazakhstan 

rejected a motion filed by Sarsenbaiuly\'s widow 
Atusheva to change the venue to Almaty. Defei 
Utembayev and Miroshnikov reportedly made si 
FJK also reported that defendants Abikenov an 
stated in court that they had been pressured by 
representatives to request a change of venue fr 
military court to the Almatinskaya Oblast court. 


9. (SBU) Comment: The location of the trial an 
size of the courtroom will have a significant imp. 
ability of the media and international observers : 
the trial. Post will follow the proceedings closel' 
coordinate with other observers 

the key portions of the trial. End comment. 
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States Government to travel or study abroad. T 
cannot give any Vapproval/no objectionV confirm 
these students nor can it provide any guarantee 
assurances on behalf of U.S. citizens. The Eml 
acknowledges that all private U.S. citizens are s 
local laws and the Embassy\'s role is to ensure 
citizens are treated fairly in accordance with loc. 


End note. 
CROCKER 
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Pacific Islands.\" Posts will offer further ideas ir 
reporting on how we may better reach this over: 


5. (U) Embassies Canberra 
participated in the drafting of this cable. 
McCormick 
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human rights issues\" and demanded to see ар 
issues. OIC countries again pressed for the occ 
Palestinian territories included in this list 
religious tolerance. Mexico proposed discussio 
issues. De Alba appealed for restraint in the nu 
issues to be raised. The EU is considering a th 
such as human rights defenders 

situation to avoid giving the appearance of retal 
against the OIC. Austrian PermRep Petristch a 
views on such an approach. Japan is consideri 
North Korea. The inter-active dialogue with the 
Commissioner will now be based on her statem 
June 19 opening session rather than her annua 
makes it more likely that U.S. detainee policy wi 
raised. China 

should be reviewed individually at this time inste 
automatically extended. There was agreement 
for the first session not set a precedent for futur 
sessions. Procedural issues such as speaking 
deadline for tabling resolutions were also discus 
request in para 3. End Summary. 


Revised Agenda: \"Pressing Issues Continues 


2. (U) HRC President-designate de Alba circul 
agenda for the first session of the Council. Key 
from the June 13 agenda (ref A) include advanc 
Vpressing issues\" session to the morning of Ju 
Organization of Islamic Countries (OIC) delegat 
on the Occupied Palestinian Territories as the i: 
discussion 

Council about the issues they intend to raise. O 
also intend to raise the issue of religious intoler: 
China 

transparency and specificity on the list of issues 
agreed with the need for transparency and aske 
in the number of issues proposed 

Member States to decide what to raise. Mexico 
including migrants issues in preparation for the 
meeting in New York. 


3. (C) On the margins of the meeting Austrian 
Wolfgang Petristch told Polcouns that the EU is 
raising a thematic issue that would encompass 
country. The EU is specifically considering the i: 
human rights defenders. Petristch noted that in 
country-specific situations in the list of issues fo 
discussion would appear as a retaliatory act ag: 
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for raising Israel-Palestinian issues. He asked 1 
views on raising human defenders as a pressini 
Japanese mission told poloffs that it has reques 
from Tokyo on whether to raise the human right 
North Korea. Latin American and Western colle 
PolCouns that Cuba has not indicated an intenti 
Guantanamo during this session. Action reque: 
requests guidance on the EU\'s proposal to rais 
human rights defenders as a pressing issue. TI 
views on the possibility of Japan adding North K 
list are also requested. 


Inter-Active Dialogue with High Commissioner: ' 


4. (SBU) The basis of discussion has changed 
dialogue with High Commissioner for Human Ri 
Arbour scheduled for June 23. While she will pi 
annual report 

to the September session. The current propose 
inter-active dialogue to take as point of departur 
statement during the June 19 opening session. 
requested advance copies of the statement to р 
interactive dialogue. We expect that this sessic 
provide the opening for Arbour 

and opposition to U.S. detainee policy 
Guantanamo. 


Attempt Against Country Resolutions 


5. (U) In an obvious attempt to begin to elimin: 
country-specific mandates 

each mandate should be reviewed individually = 
instead automatically extended. Other delegati 
the resolution creating the Council charged it wi 
all mandates 

This required that the Council extend all of ther 
exception 


Procedural Issues 


6. (U) In response to questions 

would have to be tabled by June 27 with voting ` 
June 29-30. Speaking times will be five minute: 
members 

end of each segment for NGOVs. De Alba aske 
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to open the speakers\' lists for all sessions on А 
19. He proposed that the lists would close 15 n 
debate on a given item has started. Mission wil 
the U.S. for all sessions. 

CASSEL 
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efficiency 

coordination. Germany expects a EU energy px 
will mean closer coordination among EU memb 
policies rather than full integration of EU energy 
the hands of Brussels. German officials expect 
16 EU Council to launch the EU\'s foreign enerc 
approving the start of energy dialogues with key 
and consumer nations 

prepare an EU consensus on other energy issu 
late December EU Council under Finland to apr 
mandates that would be achieved during Germ: 
END SUMMARY 


2. (SBU) German Economics Ministry and MFA 
June 14 Germany seeks to implement an EU S 
Review as part of its EU Presidency in the first I 
2007 

March. According to MFA officials 

step towards a coordinated energy policy when 
EU Council approves EU Foreign Affairs High F 
Solana\'s foreign energy policy paper 
Commission to begin dialogues on energy with 
countries. For Germany 

address global energy supply questions by eng: 
producer and consumer countries. In the latter 
the EU would engage with the U.S. 

leading energy consumers. (German Foreign № 
Steinmeier already began such a dialogue bilate 
China when he visited Beijing in January.) 


3. (SBU) The EU Commission would also begin 
discussions with producers 

countries 

other OPEC producers. An MFA official told us 
looked forward to using this process for an V'ele 
solution to the current EU impasse with Russi 
Energy Charter. He said most EU members art 
would not sign the pact 

approach. The MFA foresees the EU using the 
of the EU-Russia Partnership agreement (due t 
2007) as the basis for re-starting energy talks w 
making energy cooperation a new part of overal 


Column 3 
agreement. 


4. (U) German MFA officials said the June 15-1 
will put in train the review of overall EU energy [ 
that will culminate in the German presidency. E 
states have already begun intensive discussion: 
efficiency 

market reforms. According to the MFA 
Presidency in the latter half of 2006 will shephei 
discussions with a goal of obtaining an EU Cou! 
on energy at its late December meeting. This n 
enable Germany to achieve approval for a coor 
energy policy during its 2007 Presidency. 


5. (SBU) German officials emphasized the Com 
legal basis in EU treaties for directing or regulat 
energy policy as part of the single market. The 
therefore launch its energy policy in the form of 
Plan similar to the method used for the Lisbon / 
economic competitiveness - an approach Germ 
EU\'s limited energy competence suits German: 
retaining its own national energy policy for supp 
other questions. German officials want \"the m 
necessary EU role\" in energy questions 

vital role of the private sector since ultimately ne 
sources and supply routes will be a matter for p 
investment. 


6. (SBU) German officials expect Finland to act 
on energy efficiency in its Presidency as it addre 
improved technologies and better coordination | 
energy markets. To continue the push towards 
efficiency and energy security 

announced that Germany seeks a leading role i 
renewable energy sources 

biomass. According to the MFA 

planning will provide Merkel with a timely platfor 
implementing solid renewables measures durin: 
Presidency. 


7. (SBU) When we asked about calls from Pola 
Baltic states for solidarity among EU states in sl 
supplies in cases of crisis 

proposals were no longer part of EU planning. ` 
side considered these proposals \"confrontation 
exaggerating the risks to supply from Russia an 
According to an MFA official 

among EU energy firms have already addresse! 
about reliability of gas and other supplies in cas 
crisis 

agenda. Informally 
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members must play \"catch up\" in long neglecte 
infrastructure investments needed to assure rez 
security. 


8. (U) German officials involved in preparing th: 
16 EU Council said that 

Austrian Presidency had produced a rather V'thi 
EU leaders. Austria had met major political obs 
its ambitions regarding the issues of EU enlarge 
Constitution. 

TIMKEN JR 
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needs is another aid project." Rather 

weight and influence would be more useful pror 
dialogues. WAustralia and New Zealand are set 
neighbors 

an external 

perspective on governance and human rights." 


2. (SBU) When GNZ established NZAID as a se 
agency four years ago 

elimination of poverty and a focus on developm: 
Pacific. New Zealand\'s ODA is centered subst 
countries 

NZAID is mainly pursuing programs to strength: 
achieve broader-based economic growth 

and health. 


3. (SBU) In the last three years 

allocation to the Pacific by 5096 

million) as of the 2005/06 program year. This P 
allocation represents 55% of total ODA (up ποπ 
years ago). The primary target of increased spe 
programs for income generation 

in infrastructure for the poor 

cooperation 


4. (C) Hawke noted that NZAIDVs goals for the 
largely consistent with those of the Ministry of F 
Affairs and Trade (MFAT). However 

NZAID had differing but complementary views c 
objectives in that MFAT is focused on physical : 
border management 

concerned with V'human security" (e.g. socio-et 
concerns centering on conflict prevention 
settlements 

management 

McCormick 
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Cost Plan\" calls for spending of Rp 1.9 

trillion rupiah in 2006 

203 

rates). In addition 

Preparedness amounts to Rp 738 

2007 and 2008 respectively (USD 79 
respectively at current exchange rates). He tha 
for their current and planned financial and techr 
support 

matrix the UNDP is preparing for the GOI. (Note 
helping Komnas prepare a matrix of donor assi: 
funding to allow the GOI to determine funding g 
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4. (U) Bayu noted the GOIVs Al strategy is on їг 
following the formulation of a National AI Plan ir 
2005 and the launch of its implementation in Ja 
He admitted 

Al cases in 2006 

strategy and was thus welcomes input from dor 
reason 

review/assessment of its Al strategy 

from the World Bank and FAO. (Note: CDC inflı 
Dr. Tim Uyeki will in the review). Bayu added tr 
will also hold a workshop in early July to enable 
present concrete funding plans in support of Inc 
national Al strategy. 


5. (U) Bayu said the GOI will emphasize the foll 
priorities over the next 18 months: 


--Conducting an information and public awarene 
focusing on children and family; the media; deci 
such as GOI officials 

veterinarians; high-risk groups such as poultry t 
farmers; and the general public. 


--Sharpening the GOIVs focus on the Al virus in 
birds. Bayu said that with 194 districts Al ender 
GOI needs a massive surveillance program. In 

thanked the FAO for its newly launched surveill: 
funded by USAID. 


--Developing a proper compensation program # 
without which required depopulation of infected 
be very difficult. 


- Improving human surveillance and preparedni 
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focus on personal protective equipment (PPE) 
rooms and anti-virals. 


--Conducting pandemic preparedness simulatio 
plans to conduct simulations in three areas (not 
although more are clearly needed. 


--Increasing research and investigation to addre 
answered questions 
clusters. 


6. (U) In the discussion that followed 

more direct operational support to supplement c 
technical assistance. The World Bank called fo 
flow of information from the GOI 

lack of specifics and GOI conclusions about the 
human Al cluster in North Sumatra (ref). In rep 
said the government has been open with its cor 
especially via the WHO and FAO. He then rem 
limited human-to-human transmission had take! 
Medan cluster case. Asked why this was not ye 
public domain since several ministers discounte 
possibility 

initiate a good communication strategy 

need to be V'tailored to Indonesia with its extrem 


JAKARTA 00007626 003.2 OF 004 


media." 


Muhammadiyah Supports Al Prevention Efforts 


7. (U) Indonesia\'s second largest mass Islamic 
Muhammadiyah 

to control and prevent Al at a June 7 ceremony 
senior officials from the Coordinating Ministry fo 
Welfare 

universities and professional organizations. Thi 
of Muhammadiyah\'s Health Council 

the Chairman of Muhammadiyah\'s Central Boa 
Markus opened the event and Minister of Healtt 
Supari formally the launched the program. Nats 
the need for broad participation from the GOI 
wider community to prevent the spread of Al 
prepare for a possible pandemic. Markus claim 
Muhammadiyah\'s nationwide community-basec 
support this effort 

schools 

\"socialize\" the public about the dangers posed 
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need for preventative measures. Markus later t 
there would be a fund raising component to the 
a \"train the trainers\" program with a budget of 
billion rupiah (USD 2.1 million). Minister Fadilat 
Muhammadiyah for its involvement in addressir 
and health problems and its willingness to join tl 
its fight against Al. The Minister also thanked L 
AUSAID for their Al assistance. 


Human AI Case Profile 


8. (U) In the past week 
in humans in Indonesia remained the same 
deaths (76 percent). 


9. (SBU) NAMRU-2 data indicates the following 
case profile as of June 15: 


-- Number of laboratory confirmed (positive PCF 
serology) human Al cases: 51 
(case fatality rate of 76 percent). 


-- Number of probable Al cases: 5 
rate of 60 percent). 


-- Number of cases awaiting verification by the | 


-- Number of possible Al cases under investigat 
approximately 17. 


-- Number of excluded Al cases: 319. 


10. (SBU) We offer the following additional data 
recent trajectory of Al cases in Indonesia: 


Number of Confirmed and Probable Cases Rep 
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2005 

June - 1 

July - 2 
August - 0 
September - 5 
October - 3 
November - 5 
December - 4 
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2006 
January - 7 
February - 5 
March - 5 
April - 2 
May - 14 
June - 3 


Areas Affected in the last 30 days: 


District/City Province No. Confirmed Case 


Karo North Sumatra 7 
Bekasi West Java 1 
Surabaya East Java 2 
Jakarta 1 
Bandung West Java 2 
Padang West Sumatra 1 
Tasikmalaya West Java 1 
Tangerang West Java 2 
AMSELEM 
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and other impacts occasioned by human activiti 
EPA team expressed concern that there is curre 
authority to implement prevention and prepared 
complicated by the disparate groups and agenc 
partial responsibilities and no additional funding 
duties. 


6. (U) The team identified several follow-on are 
benefit from the expertise of a Science Fellow a 
of assistance. A Fellow might consider assistin 
set criteria for site risk assessments or action le 
various environmental contaminants and develc 
environmental regulations and standard operatii 
specific to dangerous chemicals. The team als: 
information campaign or school-based curriculu 
chemicals 

for evaluating schools. Besides mercury 

keen interest in oil spill prevention and cleanup 
stem from the recent oil spill on Semirara Islanc 
slicked approximately 300 acres of mangrove a 
team mentioned the possibility of returning to M 
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October for a planned international conference ı 
environment. 


7. (SBU) The team\'s visit highlighted the need 
chemical safety awareness 

and better preparedness for chemical disasters 
Philippines. The team donated personal protec 
at the end of the visit 

DILG in the coming weeks. The visit sparked a 
developing programs and standard operating pr 
there is great opportunity for USG involvement. 
are many areas for improvement 

that appropriate agencies needed additional fun 
develop meaningful 

equip talented professionals. 
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Victory Square. 


GOB Ratchets Up Pressure on Flash Mobs 


3. (SBU) By the end of April 

repression of flash mobs. On April 28 

mob activists outside the Belarusian Supreme C 
Dozens of young people had come to the Court 
Belarusian writers to demonstrate support for th 
Belarusian Writers 

Police released all eight a few hours later after « 
passport information. 


4. (SBU) On May 7 

at the statue of Francisk Skarnya near the old N 
Minsk to mark the anniversary of the renaming | 
Avenue. The group reportedly intended to oper 
used by Belarusian schools and tear out a few { 
mob formed 

twelve persons. Police released the activists af 
and recording their personal data. On May 9 
victory against Nazi Germany 

mob demonstrating in support of veterans. The 
detained a group assembled to eat ice cream. | 
sources have suggested that this group was po 
testing the police response.] 
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5. (SBU) Belarusian authorities continue to cra: 
mobs. From May 30 to June 1 

participated in hourly shifts of sitting on the pave 
Square in the western city of Brest and reading 
demonstrate solidarity with several imprisoned | 
Front 

Three were found guilty of holding an unauthori: 
under Article 167 of the Administrative Code. 


6. (SBU) On June 2 

Yakub Kolas Square in Minsk. Authorities detai 
least two hours but filed no charges. Police des 
as pre-emptive. [Note: This flash mob was tot 
solidarity with youth activists who were then on | 


Opposition Coalition Tries to Bring Flash Mob C 
7. (SBU) On May 7 

Aleksandr Milinkevich announced their creation 
coordinating and organizing flash-mob events tl 
within the pro-democracy movement \"Za Svobt 
center garnered almost immediate support frorr 
\"Otpor.\" However 

rejected overt affiliation with the established opr 
political parties and NGOs. For example 
organization \"Initsiativa\" (Initiative) issued a st 
declining participation in the coalition\'s flash-m« 


8. (SBU) COMMENT: It is clear that a growing 
youth find flash mobs to be an effective comple! 
catalyst for larger 

only require the mobilization and coordination οἱ 
few hundred people and thus are less vulnerabl 
authorities. Youth activists told Econoff that pol 
need 30 minutes to bring in reinforcements to a 
people. Their goal is to protest and be gone be 
arrive. Moreover 

their media coverage seem to have re-energize 
segment of the Belarusian opposition youth mo 
university expulsions and imprisonments by the 
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with a 14 million-book capacity. The library has 
rooms to accommodate 2 

10 conference rooms 

exhibition hall 

parlor 
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suite of offices for Lukashenko. 


Postponed Openings 


3. (U) The National Library was to have its granı 
June 9 

plans 

several months into the project authorities dem: 
library be finished in three years and scheduled 
opening for September 2005. When fall 2005 = 
library was still not finished and the opening wa: 
the first weekend in May 

16. Many blame the delays on unfinished cons: 
according to the independent press 

the library during the EurAsEc summit 

including Russian President Vladimir Putin 


Too Humid For Books 


4. (C) Designer of the National Library Viktor Kr 
June 12 assured journalists the library was reac 
operation 

there would always be little problems that neede 
fixed. Throughout the project 

how \"little\" these problems can be. Minsk busi 
Vladimir Lukonin (strictly protect) owns an air-cc 
company that won a million-dollar tender to insti 
air-conditioning units in the library. During seve 
meetings 

frustration-told Poloff of major deficiencies with 
library. First 

air-conditioning units in a much shorter time per 
bid initially required. Second 

manual units rather than automatics 

library staff to adjust each unit by hand rather th 
a centralized computer system. Lukonin predic 
decision would not help with the library\'s 
already humid atmosphere of toxic fumes 

was unable to dry. 


The Leaning Glass Ball 


5. (U) To silence widespread rumors that the lib 
leaning 

bureau in January told journalists that the peat | 
the foundations of the library posed no threat to 
structure. According to the bureau 

layer was 118 feet deep and sandwiched betwe 
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providing a solid foundation. 


Death Ice On Glass 


6. (C) Minsk\'s design bureau also announced il 
for ways to remove snow from the top of the dia 
suggested using snow-melting equipment. Acc 
architect 
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Lukonin told Poloff that the snowcap problem w 
than architects were willing to admit. He said dt 
not anticipate that frozen chunks of ice would fa 
20-stories and smash through the glass ceiling | 
at the library\'s entrance. Lukonin said no one v 
when it first happened and the builders replacec 
panes with thicker glass 

falling 20 stories would still cause serious dama 


Wrong Materials 


7. (C) Lukonin also informed Poloff that the gray 
glass used on the Library was not part of the ori 
design. According to Lukonin 

gold tinted glass from a domestic manufacturer 
received the grayish-blue glass. The architect { 
disgruntled authorities that he had ordered the t 
stipulated in the design. The authorities 

the mistaken glass for construction but refused 
glass manufacturer\'s USD 8.2 million bill 
business to go bankrupt. 


A Belarusian Made Computer System 


8. (C) On February 7 

software company Belsoft Dennis Shut (strictly | 
EconOff about the library\'s insufficient compute 
Shut explained that GOB authorities wanted a 
\"top-of-the-line\" software package produced b' 
firm. Therefore 

company 

for software licensing or technical support and f 
cancelled the bid 

Academy of Sciences to build the system at ac 
Shut shook his head in disgust and explained tr 
Belarusian-designed computer system lacked n 
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including an integrated network controlling the Γ 


Flying Books 


9. (SBU) A local Embassy employee informed F 
she heard from her friend who works as a librar 
National Library. According to the librarian 

has a conveyer system to move books from roo 
suspended from the ceiling 

library staff and visitors in the quiet reading roor 
noisy conveyers move the books at such high s 
are frequently flung from the conveyer 

people sitting below. 


Calling The Student Brigades 


10. (U) The authorities are not just relying on th: 
and librarians to see the project to completion. 
Deputy Minister of Culture Valery Gudroits told | 
that soldiers 

relocate over 8 million items from the old Natior 
to the new facility. Independent news sources I 
that students and salaried workers (including lib 
often sent to the National Library on Saturdays 
to help finish the construction of the facilities. T 
involved have reported windows shattering for r 
reason 

department 

According to press reports 

officially opened in June 

to the public. 


Comment 


11. (SBU) People have jokingly 

predicted the library could one day topple over г 
downtown Minsk. A TDY OBO building inspect 
Emboff that from first glance 

design looked unsound and rumors have long c 
the designers did not take into account importai 
as the weight of the books 

Deputy Culture Minister Gudroits called the libre 
brain\" that no other CIS country had. A better ‹ 
could be a malfunctioning brain and an eyesore 
an appropriate monument to Belarus first апа: 
president. 

Krol 
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teachers 

language. Huang pointed out that \"mobility\" of 
students is very important to campus internatior 
that good English language skills facilitate \"mol 
noted that lecturing in English or increasing the 
language instruction is the first step to campus 

internationalization. 


3. In tune with this move toward globalization 
University of Technology now provides 200 hou 
classes for graduate school students free of ch: 
vacations. National Taiwan University Business 
Institute Professor Lin Hsiu-wei noted that class 
English can improve students\' language skills : 
help to attract foreign students to the university. 
that the presence of an increasing number of fo 
campus helps expedite campus internationaliza 
areas of administration and teaching. Interactin 
students in and outside class clearly exposes lo 
foreign mindsets. 


STEP TWO: INCREASED STUDENT ЕХСНА! 


4. Participating in student exchange programs 

popular international experience for many Soutl 
especially for those who cannot afford expensiv 
education abroad. Huang Shi-ping 

in a student exchange program in Holland last y 
that 

relatively limited. Huang said that before joininc 
program 

for future employment. However 

from the program came from the chance for hei 
different culture. 


5. Offsite teaching is another option for univers 
the goal of internationalization. NSYSU started: 
Austria and Taiwan) program 

resources from Canadavs Victoria University 
Kepler University at Linz and Taiwan\'s National 
University. According to Jason Huang 
recruited to participate in this integrated transco 
business administration program with a focus о 
the region.\" The students attend classes and = 
three participating universities to study business 
and economic issues in Asia 

class consists of five Taiwanese 

students. 
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6. In addition to offsite teaching 
overseas internships to cultivate students\' com 
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National Yunlin University of Technology Busine 
Institute started overseas practical training prog 
Vietnam three years ago. Ke Yi-yun 

Chih University 

abroad to accumulate international experience 
to a college diploma. Ke 

year in graduate school and then six months on 
at Stanford University. She told AIT/K that the r 
during her stay at Stanford were language and ‹ 
courses 

academic seminars and business соттипісаїн 
conducting phone marketing and briefing. 


STEP THREE: INCREASING THE INTAKE OF 


7. According to Dr. Kuo Zhih-Wen 

Sun Yat-Sen University's Department of Electri 
member of the pro-independence Southern Tai 
push behind the resources flooding campuses t 
Vglobalization standard\" is to attract foreign stu 
professors to top level Taiwan universities. By i 
number of classes taught in English 

foreign students 

least one of its universities into the worlds list c 
academic institutions. Kuo sees this goal as un: 
near future. 


8. National Kaohsiung University of Applied Sci 
did open an MBA course to a group of Vietnam 
Wenzao Language College Professor Samuel F 
National Kaohsiung University of Applied Scienc 
not benefited from this course in terms of its glo 
since those Vietnamese students do not activel' 
students owing to the language barrier. Hong g: 
successful international exchange program con 
Pingtung University of Technology in Southern ' 
students are posted to developing countries in / 
assist in agricultural programs. 


9. In February 2006 

Administration College with an emphasis on cul 
managerial-level talent with a global vision to m 
newly developed industries in the region 

water harbor 
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in Kaohsiung County 

Kaohsiung Warehousing Transshipment Cente 
Multi-functioned Economic and Trade Park. Ac 
Lee Po-chih 

Economics Department 

Administration Department 

Information Management 

Administration 

ability to integrate academic training within an a 
business environment. 


CONCERNS FROM POLITICIANS AND ACAD 
THE GLOBALIZATION STANDARD 


10. Taichung Mayor Jason Hu in his recent ren 
students pointed out that Taiwan students\' corr 
global environment has declined because of lac 
vision and experience. Hu encouraged Taiwan 
themselves by improving their knowledge 
health 

global environment. Hu also noted that Taiwan 
more attention to entertainment and show busir 
political 

the number of Taiwan students studying abroac 
recent years 

the global environment. Hu encouraged Taiwa 
an international vision 

acquire new knowledge to prep for the global bt 


11. Wenzao Language College Professor Sam 
only top college students are aware of the trend 
and know how to benefit from it. Hong noted th 
local college students do not care about their fu 
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certainly have no clear picture of globalization. 
that it has become a norm for Taiwan parents tc 
to pursue higher education as far as possible 
graduates who choose to go to graduate school 
not actually enjoy academics. Hong also noted 
graduate school in Taiwan is much easier than 
are vacancies in almost every department. Hor 
increase in the numbers of universities and grac 
Taiwan\'s election culture 

by giving promises of opening new universities | 
constituencies. Hong also bemoaned that your 
Taiwan are spoiled by their parents 

their children indefinitely. The younger generati 
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believes 


12. Hong said that 

students in Southern Taiwan spend most of the 
lectures and translating English language textbı 
rather than receiving training on independent th 
seminars. Hong noted that without independen 
ability to analyze and research 

their competitiveness in the global environment. 
that he selects only elite students for the course 
globalization issues 

English language skills and must display an unc 
willingness to adapt to the realities of globalizati 


SURVEY RESULTS ON TAIWAN STUDENTS 


13. According to a web survey in August 2005 
Taiwan\'s college students polled said that Chin 
are more competitive than their peers in Taiwar 
survey 

year\'s college graduates; 68.75 percent of thos 
rather remain unemployed if they can\'t find an i 
59.85 percent of those polled said that the job n 
more competitive than ever. When asked whet 
higher education 

among them 

Ph.D. degrees overseas 

Taiwan for higher education. When asked abot 
pursuing higher education 

higher education gives them opportunities for fe 
followed by knowledge (60.6 percent) 

percent). When asked if a college diploma doe 
employment 

said they will accumulate different working expe 
77.89 percent of respondents said they will lear! 
specialty and obtain professional licenses. 


14. According to Cheers Magazine on May 2 
graduates\' starting salary has increased by 1.3: 
year. However 

in the inflation rate 

the survey 

bachelor\'s degree and make a monthly salary « 
has increased by 100 

The magazine pointed out that Taiwan society i: 
low-income youth group 

living standard 

number of low-income youth has increased fror 
the past ten years. The same magazine article 
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average starting salary for college graduates co 
in Japan 

suffered from financial turmoil and the SARS ou 


15. According to the South Korea Employer As 
salary for the country\'s four-year university grac 
NT$62 

education population in South Korea constitutes 
total population; this is higher than Taiwan\'s 5.2 
Japan\'s 3.12 percent. Owing to economic pros 
salary increase in South Korea is over 5 percen 
than its inflation rate. In Hong Kong 

dropped from 7.9 percent to 5.2 percent and the 
increased by 4 percent since the SARS outbrea 
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16. National Policy Foundation Researcher Hst 
that a majority of professors surveyed by Busine 
April this year indicated that the qualifications ot 
college students are worse than those of a dec: 
competitive than PRC students. Hsu criticized ` 
authorities for failing to upgrade traditional currit 
teaching methodology as well as to strengthen ‹ 
in the fields of lecturing in English 

substantial academic cooperation with foreign c 
the international vision of college students. 


17. Hsu also pointed out that the number of Ta 
studying in the U.S. hit a record low of 11 

PRC had the worlds largest number of student 
He concluded that Taiwan has lost its lead in th 
competition to achieve internationalization. Hsu 
decrease іп the number of Taiwan students stu: 
increasing number of available openings in loce 
which offer direct and easy connections to high: 
cheaper tuition for Taiwan students who are not 
hardship and extra financial burden of study abi 
the new defense technology military service attr 
percent of masters\' degree holders in electrical 
information technology to stay in Taiwan 
education abroad 

them good job opportunities and decent salarie: 
of dollars of stock dividends each year. Cyber I 
Wen-li believes that Taiwan professionals will b 
future by PRC professionals 

international companies. 


18. Comment: Compared to their peers in Nort 
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more closely connected to international cosmof 
Southern Taiwan youth are likely to encounter n 
trying to adapt to the shifting priorities in univers 
emphasis on globalization. This \"globalization\ 
sharp relief to the agenda of local Southern prin 
high schools to implement a policy that promote 
through classes emphasizing local language an 
These inconsistent educational directions have 
to the perceived decline of competitiveness. Ft 
allocation of educational resources dedicated ta 
regularly favors tertiary institutions in the north 
the competitiveness of college students in Sout! 
even further behind. End Comment. 


Thiele 
Keegan 
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to discuss substantive matters or lobby for cour 
resolutions. Ekanayake said the GSL delegatio 
instructions to ensure the discussion stays on p 
issues 

Asian Group to take a similar line. 

LUNSTEAD 
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ASEAN countries.\" He also mentioned the exi: 
Indonesia 

(BIMP-EAGA) 

Development Corporation 

regional coordination. 


6. (SBU) Department of Transportation and Co 
Office of Transportation Security Undersecretar 
Penilla suggested that the results of the upcomi 
Threat Assessment June 1-2 and Contingency | 
June 7-8 might be a basis for identifying further 
potential cooperation. The Australian Departme 
Transportation and Regional Services will fund : 
activities. The assessments will focus on land 

sea and will note strengths and gaps in capabili 


7. (SBU) Japanese Polcouns Taeko Takahash 
efforts to broaden maritime cooperation and ехү 
potential avenues 

resource focus areas. Takahashi appreciated t 
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build long-term 

and preempt any potential attacks. She said thi 
Japanese Government works very closely with 1 
Coast Guard on short 

terrorism and anti-terrorism efforts. 


8. (SBU) Australian Deputy Head of Mission Ρε 
also supportive of multilateral maritime security 
coordination 

operational level. The U.S. 

Embassies in Manila closely cooperate on maril 
issues 

Sulu and Sulwesi Seas. Kang shared a matrix 1 
developed to increase donor awareness and ри 
duplication of programs in the Philippines. Kan 
that projects and opportunities for closer maritin 
coordination would be further discussed among 
Australian 

trilateral counter-terrorism meeting in Tokyo. 


9. (SBU) Follow-on discussions among U.S. 
and Japanese officials will occur on the margins 
USPACOM Military Operations and Law Confer 
Bangkok 

maritime security. Post will also add to the mati 
Australia has distributed to British 

emboffs. 
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GOVERNMENTS ARE RESISTING REGULAT 
OR CLOSE THESE ENTERPRISES. 


IMBY: PLANNERS STRUGGLE WITH \"IN MY 


9. (SBU) DR. LU TIE 

INDUSTRIAL ECONOMICS AT THE CHINESE 
SCIENCES (CASS) EMPHASIZED THAT THE 
OVERCAPACITY IS TO REPAIR THE RELATI 
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CENTRAL GOVERNMENT AND LOCAL GOVE 
GOVERNMENT HAS EMERGING ECONOMIC 
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MEASURES TO COMBAT OVERCAPACITY 
MUCH GREATER INFLUENCE ON ECONOMI 
AREAS. LU STATED THAT LOCAL LEADERS 
PROMOTE INDUSTRIALIZATION TO GENER. 
GDP GROWTH AND 

ENVIRONMENTAL PROBLEMS. CENTRAL G 
BEING MET BY RESPONSES FROM MOST P 
GOVERNMENTS THAT SUCH CONTROLS AF 
AREAS 


10. (SBU) DR. LU COMPARED LOCAL GOVEI 
MANAGERS OF A LARGE BUSINESS IN THA 
PROFITS AND THE BOTTOM LINE. LOCAL C 
HAVE THE RESOURCES TO PROMOTE LAR! 
SEEK TO ENCOURAGE THE DEVELOPMENT 
MEDIUM SCALE INDUSTRIAL ENTERPRISES 
STATED THE CENTRAL GOVERNMENTYS LC 
THEORY IS THAT LARGE-SCALE INDUSTRI/ 
COSTS BECAUSE OF ECONOMIES OF SCAL 
PARTS OF CHINA IS QUITE DIFFERENT. MA 
SIZED ENTERPRISES ARE MUCH MORE PRt 
PROTECTION FROM LOCAL GOVERNMENT 
THAT THESE INDUSTRIAL ENTERPRISES AI 
FORGOING COSTLY OUTLAYS ON CENTRA 
ENERGY CONSERVATION OR ENVIRONMEI 
ACCORDING TO DR. LU. 


11. (SBU) DR. LU INDICATED THAT THE EVA 
WHICH LOCAL GOVERNMENT OFFICIALS R 
AND ADVANCEMENT IS THE CAUSE OF THI: 
GOVERNMENT LEADERS UNDERSTAND TH 
PRIORITY DURING THE ELEVENTH FIVE YE. 
POLICIES LEADING TO GREATER CONSUMI 
ENVIRONMENTAL PROTECTION. LOCAL GC 
ARE AWARE THAT DEVELOPING MORE EN\ 
CONSUMPTION PRODUCING SECTORS 
SERVICE SECTORS 

STATED THAT AS A RESULT 

REMAIN COMMITTED TO USING INDUSTRIA 
ECONOMIC DEVELOPMENT AND СОР GRO! 
RECOGNIZE THIS DILEMMA AND ARE ТАКІХ 
BUT IN DR. LU\'S OPINION 

THESE STEPS CAN SOLVE THE PROBLEMS 


EMERGING POWER SURPLUS ALSO A PRO 


12. (SBU) DR. LU SAID THAT POWER GENEF 
SHOULD EMERGE IN 2007 WILL EXACERBA 
PREDILECTION FOR ENCOURAGING INDUS 
GOVERNMENTS AND POWER PLANTS WILL 
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ON POWER PURCHASES BY INDUSTRIAL C 
SEVERAL YEARS BECAUSE THE NEWLY CC 
WILL HAVE LOANS THAT THEY NEED TO P/ 
THIS MAY NOT BE A MAJOR PROBLEM IN E, 
WELL ESTABLISHED POWER GRID CAN BE 
THE NDRC 

PREFERENTIAL PRICES TO INDUSTRIAL EN 
ARE SUCH GOOD CUSTOMERS. DR. LU SA 
PRICING PRACTICE WILL BE MORE MANIFE 
WESTERN PARTS OF CHINA. THIS AREA H 
MANY OF THEM OFF THE ESTABLISHED RE 
BE COMPETING FOR THE BUSINESS OF SM 
INDUSTRIAL CUSTOMERS 

OF FERROUS METAL SMELTING PLANTS LC 


13. (SBU) NOTE: DR. LU DURING THE DISCL 
POWER SITUATION SOUGHT TO REFUTE A 
QUESTION CHINAYS GDP GROWTH RATE F 
2001 BY AMERICAN RESEARCHER THOMAS 
ASSERTED THAT CHINA\'S GDP WAS MOST 
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THE RATE OF GDP GROWTH AND ENERGY 
UNCORRELATED. DR. LU STATED THAT ΒΚ 
ENERGY CONSUMPTION BECAUSE OF HIS 
LARGE POWER PLANTS. THE STUDY FAILE 
FOR THE MANY SMALL-TO-MEDIUM SIZE P( 
CONTRIBUTE TO CHINAYS OVERALL POWE 
ENERGY CONSUMPTION. DR. LU ALSO CL/ 
FAILED TO FACTOR IN THE PHENOMENON 
PRODUCERS UNDERREPORTING THEIR PF 
TAXES 


FOR STEEL SECTOR AT LEAST 


14. (SBU) YANG ZUNQING 

CHINA IRON AND STEEL ASSOCIATION (CIS 
CENTRAL GOVERNMENT\S CONCERNS AB 
STEEL SECTOR ARE MISPLACED. IN FACT 
CAPACITY WILL BE INADEQUATE TO MEET 
DESPITE PUBLIC STATEMENTS BY CENTRA 
THE CONTRARY. CISA ESTIMATES THAT A 
CAPACITY IS AROUND 415 MILLION METRIC 
MILLION METRIC TONS TOUTED BY THE NL 
PRODUCTION CAPACITY IS AVAILABLE. ΥΑΙ 
THE NEXT TWO TO THREE YEARS 
CAPACITY WILL MEET THE COUNTRY\'S NE 
ESTIMATED AT AROUND 350 MILLION METF 
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TIMEFRAME 

CHINA\'S RISING DEMAND 
AT AROUND 15 PERCENT. 


15. (SBU) YANG SAID THAT TO MANAGE TH 
PROBLEM 

REAL ESTATE DEVELOPMENT AND NEW Ct 
DRIVERS OF STEEL DEMAND IN CHINA. TH 
HAVING DIFFICULTY CONTROLLING THE Εἰ 
REINING IN LOCAL AND PROVINCIAL GOVE 
INVESTMENT. YANG NOTED THAT CHINES 
ARE LEARNING THE HARD WAY THAT ENA( 
MACROECONOMIC POLICIES IN A MARKET 
THE POLICYMAKERS ARE ALSO LEARNING 
AND DEMAND IN CHINA\'S RAPIDLY EXPANI 
DIFFICULT. FIVE YEARS AGO ANALYSTS Al 
150 MILLION METRIC TONS OF STEEL MAKI 
SUFFICIENT TO MEET СНІМА\5 DEMAND 
EVEN ONE HALF OF TODAYYS REAL DEMAM 


16. (SBU) YANG ACKNOWLEDGED THAT TH 
OVERCAPACITY IN THE CHINESE STEEL SE 
DESPITE THIS FACT 

PRODUCTION CAPACITY SHOULD BE VIEW 
RATHER THAN A PROBLEM. FOR EXAMPLE 
THE SECTOR THROUGH MERGER AND ACC 
TECHNOLOGY UPGRADES CAN ONLY ВЕ Di 
EXCESS CAPACITY. YANG STATED THAT TI 
SHOULD TAKE ADVANTAGE OF THIS OPPO 
ADAPTATION OF TECHNOLOGIES THAT PR 
AND ENVIRONMENTAL PROTECTION AND T 
INTERNATIONALLY COMPETITIVE STEEL El 
GOVERNMENT WILL FACE AN UPHILL BATT 
APPROVAL AT MULTIPLE GOVERNMENT LE 
EFFORTS 

INFLUENCE THEY WANT TO PROTECT THA 
CHALLENGE. 


OVERCAPACITY 


17. (SBU) CASS\' DR. LU STATED THAT GIVE 
ARRAYED AGAINST THE OVERCAPACITY C 
CENTRAL GOVERNMENT NEEDS TO FORM 
GROUP SIMILAR TO THE ONE THAT MANAG 
STEP SHOULD BE TAKEN SOON GIVEN THE 
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GOAL OF 
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OVERCAPACITY REDUCTION HELPING THE 
CONSERVATION GOALS 

PLAN. DR. LU STATED THAT THIS MEANS T 
REDUCE OVERCAPACITY ARE GOING ТО C 
THEY MUST BE YIELDING RESULTS BY 200t 
APPROACHING DEADLINE 

SEQUENCING SCHEDULE FOR EFFORTS Tt 
ACCORDING TO DR. LU. 


18. (SBU) THE DRC\'S DR. SHI NOTED THAT 
PLANNERS MUST ACCELERATE THEIR UNE 
EMPLOY THE ECONOMIC 

THEIR DISPOSAL TO ADDRESS OVERCAPA 
CHINESE ECONOMIC PLANNERS RELIED St 
MEASURES TO MAKE ADJUSTMENTS IN TH 
PRACTICE IS INADEQUATE IN CHINA\' CURF 
LONG TERM 

CORPORATE GOVERNANCE ARRANGEMEP 
SYSTEMS 

PERIODS OF INDUSTRIAL OVERCAPACITY | 
ABSENT SUCH MATURATION 

AN UPHILL BATTLE TO CREATE A BALANCE 


RANDT 
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Those listed had the opportunity to enrich them 
evidence indicates that many did so. End sumr 


The UCP List 


2. (C) The Czech Embassy recently passed to E 
purporting to show BelarusY top 50 oligarchs an 
worth. The Czechs found this list published rec 
Smolensk 

paper 

Post has learned the Belarusian opposition Unit 
is most likely the group that compiled this inform 
least one independent Belarusian newspaper is 
have printed an earlier draft of this information 
the GOB never attacked the paper for printing tl 
information 

deny this information. 


3. (C) Belarus top 50 oligarchs are (Embassy c 
individuals follow some names in brackets): 


1. Aleksandr Lukashenko 


Column 3 


2. Vladimir Peftiev 

the head of state arms exporter Beltechexport = 
other businesses. Peftiev and Logvinets (numb 
closely together and were reportedly the first bu 
support Lukashenko. As such 

directly from a number of presidential decrees); 


3. Ivan Titenkov 

Administration\'s Property Management Depart 
million (formerly a close friend of Lukashenko 
moved to Moscow to work for oil company Itera 
criticized Lukashenko during the 2001 presiden 
and was subsequently fired from Itera. He now 
construction company in Moscow 

Belarusians 


4. Viktor Sheyman 

397 million (Sheyman is former Head of the Pre 
Administration 

was Prosecutor General in 1999 and 2000 wheı 
opposition figures disappeared 

Lukashenko); 


5. Mikhail Myasnikovich 
Sciences 
of the Presidential Administration); 


6. Viktor Shevtsov 

President of Trustbank 

bank 

under U.S. Treasury sanctions under the Patrio: 


7. Viktor Logvinets 
2 above 

Konto Group 

in Belarus); 


8. Vladimir Timoshpolskiy 

million (Timoshpolskiy is believed to be the real 
behind the state-owned steel giant Belarus Met: 
Factory); 


9. Yury Chizh 

the business group Traipl 

GOB. Traipl controls 

makes plastic windows 

Tom Tailor chain of up-market clothing stores 
travel agency 

and part of a Belarusian ski resort); 
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10. Filaret 

47 million (the Orthodox Church is well connect 
GOB 

receives money from Lukashenko-controlled off 
funds); 
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11. Leonid Kozik 

Belarus (FTUB) 

head of the FTUB in 2002 after the previous FT 
challenged Lukashenko for the presidency. The 
the pro-Lukashenko state-approved trade unior 
estimated four million members--nearly the enti 
work force. The FTUB also controls many varie 
including health resorts 


12. Vladimir Konoplyov 
Representatives 


13. Mikhail Borovoy 
Communications 
trucking firm 


14. Aleksandr Shpilevskiy 

Committee 

goods transiting Belarus and resells them dome 
a portion of that profit goes to the state budget); 


15. Aleksey Vaganov 

headed the Lada OMC corporation 

in abusing the Iraqi Oil-for-Food program. Vagé 
a partner in Ford Motor Company's assembly ç 
before Ford pulled out of Belarus. In his latest I 
venture 

assemble Iranian Samand cars in Minsk at the 1 
plant. He was also a Member of the previous P 


16. Vladimir Aleksandrovich 
USD 22 million (Itera is a Russian oil and gas c 
Russian director remains very close to Lukashe 


17. Sergey Kostyuchenko 
million (Priorbank is Belarus\' third largest bank 
majority owned by Austria\'s Raiffeissen Bank); 


18. Georgiy Kashkan 
Administration\'s Property Management Departi 
million (Kashkan is deputy to number 3 
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19. Petr Prokopovich 
Belarus 


20. Sergey Sidorsky 


21. Galina Zhuravkova 

Administration\'s Property Management Depart 
million (in 2004 the GOB arrested Zhuravkova = 
her to four years in prison for embezzling USD « 
Despite the severity of her crime 

day in jail. Unlike in almost all criminal cases 
allowed her to remain at home while awaiting tri 
took her into custody after sentencing 

cold. Lukashenko pardoned her several month: 
conviction 


22. Tamara Vinnikova 
of Belarus 
and fled to London 


23. Viktor Viadyko 

million (Belkoopsoyuz is a state concern that co 
retail trade in rural areas and small towns 
goods at slightly inflated prices. Vladyko is rum 
have personally profited from his control over th 


24. Vladislav Rachkevich 

company BelCel 

cell phone company. It has fallen on hard times 
to upgrade to GSM technology); 


25. Aleksandr Lyakhov 
(Belarusneft is a state-owned oil company); 


26. Nikolay Domashkevich 
million; 


27. Vladimir Andreychenko 
million; 


28. Anatoliy Tozik 

Committee 

enforces nearly all laws and regulations 
authority to inspect nearly every entity in Belaru: 
April Tozik was named Ambassador to China 
lost an internal power battle to Viktor Sheyman. 
Tozik were reported to head two rival \"clans\" м 
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29. Vladimir Savchenko 
million; 


30. Sergey Litvin 

business partner of Konoplyov (number 12) 
Kamenkov (38) and Glukhovskiy (40). He rece 
Poland to avoid prosecution over unspecified \"‹ 
and allegedly applied for political asylum 
opposed Lukashenko); 


31. Vasiliy Dolgolev 

(Dolgolev was formerly Governor of Brest Oblas 
PM 

to Moscow. In May he was named Ambassado 


32. Stepan Sukhorenko 


33. Yury Sivakov 

6.5 million (Sivakov was fired as Minister of Spc 
Belarusian Olympic team failed to meet Lukash 
expectations in the 2004 Olympics. Sivakov wa 
Interior in 1999 and 2000 when several oppositi 
disappeared. A Council of Europe report implic 
these disappearances. Post does not know wh. 
been doing since losing his position as minister’ 


34. Roman Vnuchko 

PM 

2000 to 2003 

to 2004. He is also chairman of the board of Be 
and is now a Member of Parliament); 


35. Leonid Getsenok 
million (Khimvolokno is a state-owned company 
chemical fibers); 


36. Konstantin Gisyak 
million; 


37. Valeriy Langov 
a large state-owned factory that makes fertilizer 
chemicals. Langov died in 2004 or 2005); 


38. Viktor Kamenkov 
Court 


39. Valentin Gurinovich 
the Minsk Automobile Factory 
enterprises); 
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40. Leonid Glukhovskiy 
Committee 

Ministry of Interior 
criminal cases); 


41. Viktor Moroz 
(Belshina is another large GOB company 
tires); 


42. Vladimir Semashko 
million (Semashko has been the GOBVs main n 
Russia on energy issues); 


43. Mikhail Pavlov 


44. Leonid Kucheryaviy 
million (Kristall is a large state-owned vodka dis 


45. Natalya Petkevich 

Administration 

climbed the ladder quickly. Appointed Deputy F 
Presidential Administration in late 2004 
Lukashenko\'s spokesperson. Her husband m: 
very lucrative state-owned lottery); 


46. Vladimir Grigorev 
million (Grigorev was recently replaced after reg 
suffering a stroke); 


47. Vladimir Goncharenko 
million; 


48. Nikolay Korbut 
49. Pavel Yakubovich 
Belarussia 


GOB\'s main state newspaper 
any paper in Belarus); 


50. Ivan Bambiza 
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(Bambiza formerly headed the state petroleum 1 
Belneftekhim. His two brothers are also reporte 


wealthy). 


4. (SBU) This list concludes with the footnote 
approximate figures 


Column 3 
dollars 
numbers are impossible to find.\" 


An Earlier 


5. (C) An internet search provided a similar list | 
by the on-line newspaper Slavyanskiy Bazar 
(www.bazarslave.com) in January 2005. The pi 
information is based on \"unofficial information" 
Ministry of Taxation. That list provides 56 name 
not on the above list) and slightly different net w 
This list is (new names include the person\'s oc 
brackets): 


. Aleksandr Lukashenko 

. Vladimir Peftiev 

. lvan Titenkov 

. Viktor Sheiman 

. Mikhail Myasnikovich 

. Viktor Lagvinets 

Filaret 

. Yury Chizh 

. Mikhail Borovoy 

10. Aleksey Vaganov 

11. Vladimir Aleksandrovich 

12. Galina Zhuravkova 

13. Georgiy Kashkan 

14. Petr Prokopovich 

15. Sergey Sidorsky 

16. Tamara Vinnikova 

17. Vladimir Konoplyov 

18. Aleksandr Shpilevskiy 

19. Petr Petykh 
Beltransgaz--GOB-owned gas pipeline monopo 
20. Aleksandr Lyakhov 

21. Leonid Kozik 

22. Sergey Kostyuchenko 

23. Yury Matusevich 

Trade for the Presidential Administration 
Belaya Rus--a trading company owned by the P 
Administration. Fired after allegediy embezzlinc 
dollars); 

24. Nikolay Domashkevich 

25. Vladimir Andreychenko 

26. Anatoliy Tozik 

27. Vladimir Savchenko 

28. Sergey Litvin 

29. Vasiliy Dolgolev 

30. Leonid Yerin 
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31. Yury Sivakov 

32. Roman Vnuchko 

33. Leonid Getsenok 

34. Konstantin Gisyak 

35. Nikolay Korbut 

36. Valeriy Langov 

37. Viktor Kamenkov 

38. Valentin Gurinovich 
39. Leonid Glukhovskiy 
40. Leonid Kalugin 
Atlant--refrigerators); 

41. Viktor Moroz 

42. Vladimir Semashko 
43. Mikhail Pavlov 

44. Viktor Rakhmanko 
Belarusian Railroads); 

45. Leonid Kucheryaviy 
46. Vladimir Grigorev 

47. Vladimir Goncharenko 
48. Nikolay Skutov 

of oil importer BelRosUkrnafta); 
49. Pavel Yakubovich 

50. Ivan Bambiza 

51. Vladimir Boiko 
Supreme Economic Court); 
52. Andrey Klimov 
construction company and former MP 
for alleged embezzlement 
Lukashenko); 

53. Nikolay Korotkevich 
Security Council); 

54. Stepan Sukhorenko 
55. Egor Rybakov 
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Television and Radio Company 
embezzlement); 

56. Sergey Gaidukevich 

Liberal Democratic Party of Belarus. Known to 
involved in abusing the Iraqi Oil-for-Food progre 


Comment 


6. (C) Post cannot confirm the amounts listed a 
rates this information as credible. The names c 
lists are a \"who\'s who\" of the Lukashenko reg 
present. These people had the opportunity to e 


Column 3 

themselves 

many of these people did so. 
Krol 
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government concerning money owed to his mer 
called on NITELVs customers to pay their debts 
company. He said private telecommunications 
(PTOs) owed NITEL significant amounts. Amar 
that some of these PTOs have never paid any r 
which \"is not how business is done.\" Labor co 
Lagos consulate said June 15 that NATE is con 
strike 

the stoppage may last longer than several days 
experts said the strike could last an additional t 
or longer if the government does not resolve the 
arrears completely. 


5. Telecom contacts of the Lagos consulate rep 
that NITELVs national secretary confirmed the C 
billion naira ($15.6 million) -- sufficient to cover : 
months overdue salaries -- as well as 625 milli 
($4.9 million) for overdue furniture allowances f 
year. NITEL is considering releasing a press st 
warning all PTOs that they must pay all intercor 
debts owed to NITEL or be disconnected. Fori 
claimed the GON 

PTOs owe NITEL about 89 billion naira ($695 n 
least 70 percent of which is overdue interconne: 
from PTOs. 


6. The sources added that the Ministry of Comn 
NITELYs management believe NITEL can be se 
PTOs and other customers pay their bills on tim 
experts 

management problems and poor morale as reci 
the company's delivering good service. The ar 
the impact of these strikes clearly had harmed ! 
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value. 


Telephone service improves 


7. Service on the MTN cellular network 

staff 

was corrected. Many calls could not get througl 
M-Tel lines 
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Mobile remained erratic. All NITEL lines in Lag: 
had been switched off 

(local time) 

Abuja -- and service was supposed to resume e 
country. The improvement in NITEL service dic 
from a resolution to the strike 

embassy. Embassy Abuja and Consulate Lago 
satellite communications (data circuitry) with Wi 
remained unaffected by the strike. 


Economic losses mount 


8. Cellular provider Starcomms told the Lagos c 
June 15 that losses in revenue from the strike c 
company more than 350 million naira ($2.7 milli 
PTOs are turning to alternative satellite backup 
the strike continued to cost them money. Globe 
Mobile Communications operators said the Мюе 
sector\'s total revenue losses from the strike ex: 
several billion naira. 


Power Holding Company workers warn of pendi 


9. Further labor unrest could be on the horizon ‹ 
of the Power Holding Company of Nigeria (PHC 
strike starting June 30 and cause a nationwide | 
the GON proceeds with its planned privatization 
company. Joe Ajaero 

Union of Electricity Employees 

that the government was not consulting with his 
about the privatization 

\"reform\" the PHCN on June 30 was impractica 
privatizing the electricity sector was unwise whe 
generated fewer than 4 

Enterprises 

estimated in 2005 that the company suffered ge 
distribution losses of 40 percent 

outages costing the country roughly $1 billion p« 
ANYASO 
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in two weeks is a lot and the fact that the taxi dr 
(likely) the Wackenhut guards secured concess 
could embolden others to strike to improve pay 
conditions. End Summary. 


Column 3 


2. (U) As reported in ref email 
strike in early June to protest the company\'s ev 
privatization and partial liquidation. The strike g 
CAMAIRVs two planes for several days but they 
again by June 10. A decision on the company: 
is expected by the end of June. 


3. (U) To protest rising fuel prices 

drivers orchestrated a one-day strike June 12 ir 
secure higher fare rates. The strike left many c 
stranded as taxis are Cameroon\'s only real forr 
public transportation. The Ministry of Labor anc 
Security agreed to a base rate hike (from FCFA 
40 cents)) during the day and to FCFA 250 (50: 
night. Taxis were back on the street by June 1* 


4. (U) The taxi rate hike prompted students at 
University of Yaounde ll to strike June 13; the s 
complain that the higher rates make taxis prohil 
expensive. (Comment: Students are not alone 
feeling.) For students at this branch of the unh 
quite distant from town 

from FCFA 1000 to FCFA 1140 (about USD 2.2 


5. (U) Separately 

morning of June 14 in an effort to secure contra 
severance pay due as a result of the company: 
acquisition by the German firm Group Four. Da 
not show up for work at the Embassy and many 
residences 

long as 36 hours without relief. 


6. (U) The Wackenhut strike was not without vi 
Guards at the Peace Corps headquarters were 
colleagues for staying on the job 

site quickly broke this up. There were other rep 
harassment and gendarmes forcibly removed a 
100 Wackenhut guards who were protesting in : 
Wackenhut headquarters on June 14. The con 
signed on replacement guards at Wackenhut he 
as negotiations were going on. 


7. (U) Wackenhut did not reach an agreement 
on June 14 

plan to address senior guard delegates on June 
the severance pay issue. Day guards resumec 
duties June 15 

destroying a parked automobile. 
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Comment 


8. (SBU) While it is too soon to characterize th 
as a \"wave 

caught attention. The taxi and student strikes u 
the keen price sensitivity to rate hikes for every 
and services. The Wackenhut walkout highligh 
frustration with heavy-handed labor practices ar 
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the near desperation of the guards who were wi 
their (at most) USD 100 per month jobs in a hig 
under-employment environment to make the po 
expect to be treated fairly. Gendarmerie Ministe 
told the Ambassador June 15 that he sees a dir 
between recent achievement of the HIPC Comp 
the recent spike in social unrest: popular expect 
too high 

MARQUARDT 
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clerk of the company. The two men were being 
a crowd of onlookers when police arrived. 


5. (SBU) The 32-year old Badraa became the | 
NBFRC when it began operations in January. € 
he briefed a special Cabinet session regarding 1 
NBFRC\'s initial audit of the previously unregula 
sector. On June 15 

to reporters that the 15 bankrupt institutions 
discussed in Badraa\'s report had lost over 32 E 
MT ($26 million) from 6400 depositors. While € 
Ochir said that TumengerelVs institution had no 
among those discussed in the report 

stories indicate Badraa had stated there were s: 
violations at this savings and loan. (Comment: 
Reporters in Mongolia frequently file stories witt 
fact checking -- and often appear to make up st 
out of whole cloth. It is entirely possible that 
Tumengerel was enraged by a press story repo 
something Badraa never said at the Cabinet se: 


6. (SBU) The Economic and Commercial sectic 
beginning to develop ties with Badraa and his a: 
our anti-corruption and anti-money laundering e 
Badraal's brother 

of Industry and Trade\'s Policy and Strategic Pl: 
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Department 

rising figure in the MPRP Youth wing and well re 
by a wide range of people as a bright and comn 
civil servant. Embassy contacts were shaken b 
death and many were involved in planning a ları 
funeral on Monday. 


Gundalai: Consequences Delayed 


7. (SBU) With the government focused on Bad 
murder and funeral 

in the Boroo Gold situation has become a side ‹ 
the moment. Ata June 15 press conference he 
Police Chief and the Minister of Justice (which 1: 
focused on the murder 

about the Boroo situation) 

Home Affairs said that the government would hi 
draw conclusions about Gundalai\'s behavior 
crimes were proven 

However 

phone calls by the Government Secretariat to a’ 
emergency Cabinet meeting and 

present 

MPRP caucus head Idevkhten told the Embass 
press report that Gundalai\'s dismissal had бее 
proposed the previous day was untrue; the subj 
not come up. 


8. (SBU) While the government was meeting tc 
the Badraa stabbing Thursday morning 

at the Boroo Gold site. According to Boroo Gol 
official in the Prime Minister\'s Office told it near 
mid-day that the PM was working through offici: 
channels to get Gundalai to return the 70 miles 
Ulaanbaatar. Gundalai did leave the mine site : 
PM on June 15 (other protesters remained) 
press conference immediately upon his return t 
capital. (NOTE: DCM observed Gundalai mid-ı 
at a UNDP-sponsored community development 
Ulaanbaatar attended by the Prime Minister.) C 
and other protesters repeated claims that the dk 
a 60-year old protester had occurred after Boro: 
security guards used stun guns. (Note: At the р 
conference on Badraa\'s murder 

Ochir said that final results were not in 

had been in poor health 

and distressed while protesters were climbing o 
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mine pit they had broken into.) At its own press 
conference in the morning 

condemned threats to mine personnel by Gund: 
other protesters 

died of a heart attack. 


Comment: Stay Tuned Next Week 


9. (SBU) We believe the Government will take 
Gundalai\'s behavior only after Badraa\'s Mond: 
One likely occasion is the regular Cabinet meeti 
Wednesday. If a decision were made to remov 
the opportunity might be taken to make other cr 
the coalition government. Minister of Industry a 
Trade Jargalsaikhan is another loose cannon in 
Cabinet. If made 

MPRP-led government. Both Gundalai and Jar 
are their parties\' only MPs. The MPRP has 38 
of 76 total including one vacant seat) on its owr 
expelling Gundalai and Jargalsaikhan would lea 
other parties with eight MPs as partners -- plus 
option of bringing in the many Democratic Party 
tried to join the new government in late January 
latter plan likely would have the happy side effe: 
the MPRP of further splitting the Democrats. If 
government fails to act against Gundalai or dith: 
long 

reputation among foreign investors will suffer a 
further blow. 


SLUTZ 
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negotiations could occur in parallel with discuss 
hoc committees on other CD business 

things off dead center. On verification 

that the EU would welcome alternative 
ensuring compliance not considered in the USC 
inter-agency report. 


3. (SBU) Kmentt said Austria and the EU are т 
in the outcome of US consultations with China e 
thought their positions would be decisive. Кте! 
raised a concern with the U.S. India civil nuclea 
initiative He asked whether India would be able 
the draft U.S. framework absent a verification s' 
Traditionally 

nondiscriminatory verification for confidence-bu 
especially with regard to China and Pakistan. 
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McCaw 
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reftel with polmiloff on June 15. 


2. Wilke hoped that the USG could be more \"fle 
regard to negotiations. He endorsed the U.S. a 
there should be no linkage between FMCT neq 
other efforts 

mandate \"without prejudice!" to national positio 
argued 

linkage V' and answering a partner country's cor 
another issue. He cited the Prevention of an Ar 
Outer Space (PAROS) as an example. While tl 
proposal was \"clearly immature V' and not consi 
argued that several friends and allies of the 054 
with the issue; their concerns should not be disr 
of παπα.” U.S. refusal to even talk about the ef 
suspicions about U.S. activities in outer space. 
the GONL was willing to discuss with the USG i 
redlines. 


BLAKEMAN 
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of counter-terrorist operations\" banning Russia 
well as foreigners. End Summary. 


The Legal Background 


2. (U) Shortly after the collapse of the Soviet Ur 
Government of Russia took steps to re-impose 
on travel by foreigners to areas that were sensi! 
for military reasons. Decree No. 470 of July 4 
restricts foreigners from traveling to specific par 
Siberia housing nuclear research facilities 
Russian Far East and Far North where military ı 
deployed 

Moscow district. The decree has been amende 
times since its inception. 


3. (U) On March 21 PM Fradkov signed Decree 
the operative paragraph of which adds to the lis 
off-limits regions as follows: 


Begin text of informal Embassy translation: 


(Paragraph) 19. The Republic of North Ossetia 
the exception of the Vladikavkaz Airport (Beslar 
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cities of Vladikavkaz 

travel is permitted on the automobile routes 
Nazran-Beslan-Nalchik (Autoroute M-29) 
Lars-Vladikavkaz (Automobile Road A-301) 
Zaramag-Alagir (Automobile Road R-297) 
Alagir-Ardon-Autoroute M-29 (Automobile Road 
automobile roads connecting Vladikavkaz with / 
and the automobile road connecting Vladikavka 
(Beslan) with Autoroute M-29; and on the railroz 
Nazran-Beslan-Murtazovo 

Alagir-Elkhotovo 


End text. 


Decree 155 instructs the Russian MFA to transı 
diplomatic missions in Moscow. The MFA did s 
15 via Note no. 3295. Local authorities in North 
signaled to international organizations based in 
that they would begin enforcing the travel ban ir 
procedures were made available to request autl 
travel to off-limits areas. 


Federal Focus on Georgia... 


4. (C) Local and international observers to whor 
spoken in the Caucasus апа in Moscow can thii 
reason for Russia\'s Federal Government to img 
restrictions: tensions with Georgia. The order Y 
two days after imposition of a politically-motivate 
the import of Georgian wine. It came after num 
occasions when UN international employees 
Caucasus Mountains (along with North Ossetiai 
officials) 

border guards). Each time 

hikers return to Vladikavkaz 


5. (S) Restrictions on the presence of foreigner: 
potentially help disguise military movements to | 
border and/or into South Ossetia. The large Ru 
base at Mozdok is off-limits to foreigners 
automobile roads leading to it. The road from V 
the Roki Tunnel border with South Ossetia is ор 
by foreigners as far south as Zaramag 

no destinations along that road permitted to fore 
of Alagir. The theory that the restrictions are de 
disguise military movements is consistent with 1 
OSCE observation and through other channels 
weaponry is appearing in South Ossetia. The C 
Ambassador told us June 15 that in his view 
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June 13 meeting he attended between Presider 
Saakashvili 

Georgians are preparing for military action in Sc 
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He sensed that the Russians were confident of 
readiness to meet any such contingency. (Note 
officials have often told us -- and said publicly -- 
Moscow takes seriously its \"obligation\" to prote 
citizens. Most inhabitants of South Ossetia now 
passports. End Note.) 


...But Local Authorities Target Prigorodnyy 


6. (C) There have been two known incidents in ' 
travel ban has been enforced 

OssetiaVs tense Prigorodnyy District. On June | 
was turned back at the North Ossetian border a 
enter from Ingushetia along a \"non-approved\" 
route the UN had been using for ten years. The 
most direct road from Nazran to Vladikavkaz 
Prigorodnyy. The approved route enters North : 
to the north and heads to Beslan (from where a 
route leads south to Vladikavkaz) 

skirts most the Prigorodnyy district. 


7. (C) During the week of June 12 

began to ban from the Prigorodnyy district Russ 
working for NGOs partnered with foreign assist: 
organizations 

project. They cited a hitherto unknown rule that 
was part of a V'zone of counter-terrorist operatic 
demanded special local (in addition to federal) r 
of NGOs. Attempts by international assistance 
with North Ossetian officials on the issue have I 


8. (C) Background: Prigorodnyy was originally [ 
Ingushetia. When Stalin deported the Ingush tc 
in 1944 

left by the Ingush. When the Ingush were V'reh: 
permitted to return in 1956 

-- and Ossetians remained in the former Ingush 
tensions led to a brief war in 1992. Though sev 
Ingush live in Prigorodnyy 

Recently President Putin ordered the North Oss 
Government to resolve the issue of Mayskiy 
have been living in tents since 1992. The North 
authorities picked up the tents 
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field two kilometers distant 

declared that they had fulfilled Putin\'s order. Ti 
between Ingush and Ossetians have been grow 
It was in Mayskiy that the North Ossetian authoı 
banning the work of local NGOs. 


Comment 


9. (C) The restrictions will have a serious impac 
assistance organizations. Though North Osseti 
vulnerable of the North Caucasus republics 

an inordinate amount of assistance. That appe: 
result of most aid organizations having their reg 
headquarters there 

sympathy іп the wake of the Beslan tragedy. Sí 
international assistance projects appear to grati 
sentiment in support of South Ossetian separat 
economic assistance to Ossetian refugees who 
1992. The area in which assistance inside Nortt 
clearly necessary is to lower tensions in Prigoro 
one place from which local authorities are insist 
banning international NGOs and their local parti 


10. (C) Even more serious 

mean for Russian-Georgian relations. It comes 
tensions across the board over the last few moi 
especially over South Ossetia. It also comes ar 
heard throughout the assistance community in 1 
that the GOR is building refugee camps there tc 
wave of refugees expected from South Ossetia. 
the deployment of Georgia\'s largest U.S.-traine 
and the construction of a new military hospital tl 
evidence of Georgian intentions. The moves Rı 
to counter these perceived Georgian intentions 
turn to increased Georgian suspicion of Russia 
Expected Georgian parliamentary action on Ru: 
South Ossetia will only add to this cycle of distri 
BURNS 
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on Pollution 

Kong General Chambers of Commerce. The fc 
local business community could and should taki 
action to supplement ongoing government effor 
regional air quality issues. Hong Kong compani 
finance over 70 

and the resulting emissions are a significant pai 
worsening air quality here. These firms could h 
ameliorate the situation while at the same time i 


Column 3 

their own bottom lines by using a market-based 
model that encourages investment in pollution-r 
improvements. The seeds of this model 
\"P2E2 

from the U.S.-China Commission on Commerce 
post\'s FCS office is actively working with local | 
corporations to match the availability of loan gu: 
with the installation of P2E2 equipment in PRD : 
The result is that companies now have an optio 
P2E2 equipment with no up-front costs and ther 
profits once the equipment is paid for out of initi 
savings resulting from lower energy use. 


3. (SBU) Media reaction was positive 

speech\'s focus on the role of the business com 
quoting the FCS Chief as saying that since May 
three enterprises and 20 environmental protecti 
companies had already shown an interest in joir 
program. On June 14 

mass-circulation pro-democracy Apple Daily (ci 
that Hong Kong\'s air pollution was so serious h 
driving foreigners away. He described the CG \ 
businessmen\" as taking the lead to criticize the 
claiming Hong Kong is an international city -- bu 
Third World air pollution. (Comment: Although r 
misunderstood the CG\'s message 

assessed that such remarks would force the Hk 
the situation. End Comment) 


4. (SBU) Environmental Protection Department 
Director Roy Tang praised the CGVs speech 

in well with his departments own message thal 
in Hong Kong is a shared responsibility betwee 
business 

with comments made after the speech by other 
of those present told us that it was refreshing to 
on air pollution that focused on solutions rather 
problems. 


HKG-PRIVATE SECTOR ENGAGEMENT 


5. (C) The CG met with SETW Sarah Liao in ad 
speech and inquired on possible HKG support f 
sector initiatives against air pollution. She comı 
it would be difficult to provide direct subsidies to 
sector efforts 

advise SMEs on pollution-related technical solu 
equipment designs. Liao said that the HKG is v 
proposal from the Federation of Hong Kong Ind 
an organization that aims to advance the intere: 
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manufacturers -- on public-private collaboration 
air quality. EPD\'s Tang separately told us that 
organization has been waiting several weeks fo 
The lack of action is hardly surprising 

EPD has been VwrestlingW with FHKI on bannir 
industrial grade diesel oil and also arguing agait 
organization\'s attempts to obtain permission foi 
widespread use of highly polluting bunker (ship) 
added that the EPD is still refraining from \"expc 
FHKIVs environmentally unfriendly tendencies b 
forced to act as public pressure grows with rege 
pollution. 


ALARMING NGO REPORT 


6. (C) Tang also told us that a recent report by I 
NGO Civic Exchange 

worsening air quality 

longer-term agenda within the HKG. The repor 
8 

of its smog: 1 

64 

visits. Tang did not contest the assessment ant 
as to say that while the report contained little ne 
information 

analysis that EPD itself had done. Tang 
short-term impact of the report as painful for the 
said he suspects that Civic Exchange founder C 
timed the release to coincide with other negativ 
accounts of Hong Kong\'s worsening air pollutio 


WHO STANDARDS 


7. (SBU) SETW Liao criticized soon to be publis 
Health Organization (WHO) standards for PM 2 
(2.5 microns or less) 

cities 

be able to meet them. EPDVs Tang agreed 

the WHO itself cautions that each country need 
account practical considerations for local condit 
public has to understand that the HKG will do w 
the outcome will depend in great part on outside 
As long as the public is given the right amount c 
information 

to present the people of Hong Kong with a V'me 
listed prices V' of air pollution policy options 


CHINA FACTOR 
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8. (SBU) SETW Liao said that power companie: 
told her that they were still generating surplus el 
that they could not sell off. Energy pricing in the 
two-tiered 

certain threshold 

unwilling to pay the premium and choose to swi 
cheaper 

instead. EPD\'s Tang observed that the Nation: 
and Reform Commission (NDRC) does not anti 
power shortage in Guangdong for the rest of the 
will give local authorities a window of opportunit 
in\" on the illicit use of the polluting generators. 
Cunningham 
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Todorovic said this would be precipitated if and 
when UNMIK left the scene. 


4. (SBU) The GOS insisted that the Protocol alli 
for returnees to choose where they return becaı 
of security 

community wants to know \"where am I going ai 
will | be safe 

changed in the last six years -- returning only 
to place of origin is not safe 

insisted 

returning to Pristina. 


5. (SBU) Todorovic addressed the funding of 
returns and said the GOS is prepared to fund 
returns to places other than the place of origin. 
He said houses are already being constructed ii 
Gracanica 

(Note: Dardan Gashi 

the Albanian side recently told RefCoord that 
Albanians will have the task of returning around 
40 

UNHCR official number of all IDPs in Kosovo is 
around 19 

Albanian IDPs from Mitrovica. End note.) 


6. (SBU) When asked about the long-term pros 
for returns if Kosovo becomes independent 
Todorovic bristled 

first Serbs to leave an independent Kosovo. Th 
gains of this Protocol and other agreements wo 
be entirely cancelled as Serbs ?will not trust 
such a state enough to live in it.? 


7. (SBU) Todorovic joined some of his GOS 
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colleagues in claiming SRSG Soren Jessen- 
Petersen?s departure as a good thing 

had ?expected more? from a person with Jesse 
Petersen?s expertise 

Albanians harder. Todorovic said Jessen-Peter 
surprised him by taking credit for formulation of 
disputed Article 2 when Kai Eide was the one w 
thought of it. 


8. (U) As for the publicly-raised ?Fund for 
Kosovo? for emergency cases 

knew the campaign had originally netted 11 
million dinars. He said the General Secretariat 
is responsible for disbursement and did not hav 
more information. 


9. (SBU) Comment: Todorovic is the most direc 
of our CCK interlocutors and offers the current 
Serbian assessment of the Protocol ?- itis a 
useful step but will not survive an independent 
Kosovo. Displaced Serbs are not packing their 
bags to return to Kosovo because of the Protoc 
and its relevance will be determined by Kosovo\ 
final status 

is an encouraging step ? it is an important 
example of GOS-PISG cooperation and should 
recognized and encouraged by the USG and thi 
international community. 
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by the United States. Не also said that even th 
Bank eventually certified that there was no cour 
currency among cash seized at the bank earlier 
Mongolian officials 

conduct any more business with Golomt. Havir 
years doing business in the DPRK 

life in North Korea is much changed from a dec: 
Summary. 


LEFT IN THE COLD IN MONGOLIA 


2. (C) EconOff met with Daedong Credit Bank ( 
Manager Nigel Cowie and discussed the recent 
bank\'s cash in Mongolia (ref A). We also discu 
effect of the Banco Delta Asia (BDA) asset free: 
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bank 


3. (C) Cowie\'s version of the February 21 seizu 
million and JPY 20 million tracked with reftels. , 
to Cowie 

passports 

Daesong Bank 

The custom of couriers carrying cash while usin 
travel documents is one common to North Kore 
concerns 

Ulaan Baatar is that the couriers -- one of them 
trip outside the DPRK -- allowed themselves to 
from the cash. Following that misstep 

two couriers remained overnight on the front ste 
building where the cash was initially inspected ( 
middle of a Mongolian winter) in order to remair 
cash. 


4. (C) The Mongolian government eventually cle 
in question (ref B) 

the Golomt Bank. DCB and Golomt maintain th 
relationship 

partner will not allow DCB to conduct transactio 
Mongolian bank again. Cowie suspects that thi: 
shun Golomt is partly due to the embarrassmen 
seizure of the cash 

Mongolian officials might seize a subsequent sr 


DAEDONG CREDIT BANK FEELS PINCH FRC 


5. (C) According to Cowie 

million frozen in Banco Delta Asia\'s accounts b 
customers. The largest DCB customer affectec 
is the North Korean branch of British American ' 
speculated that most of the remaining frozen ful 
belong to a handful of BDA\'s correspondent ba 
legitimate in his opinion. Cowie asserted that a 
more than one million (in cash) 

Treasury\'s September 15 announcement 
credited to DCB\'s accounts. His sources repor 
Cowie that the deposit was still segregated fron 
cash holdings of BDA. Cowie told us that he wc 
whether DCB made a list of serial numbers for t 
shipped to BDA. 


6. (C) The BDA freeze has severely constrainec 
operating capital 


Pyongyang-based customers affected by the BI 
immediately and they have \"all been very unde! 
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VCHECK MY BOOKS 


7. (C) Cowie and a group of investors jointly ow 
North Korea\'s Daesong Bank 

group. The DPRK authorities permit DCB to m: 
only for foreign customers; no state-owned com 
government offices may bank with DCB. Most ı 
currency deposits made at DCB come from cas 
commodities by foreign firms or individuals bast 
Korea. Cowie expressed consternation at the b 
in due to the BDA action. He expressed confide 
is doing nothing wrong 

inspection by the United States. Post has electi 
versions of a speech and a presentation Cowie 
Please advise if we should forward these e-docı 


8. (C) The banker confirmed that despite the DF 
use of Euros 

Korea; the more pervasive currency is the U.S. 
Contrary to reports of the superior nature of \"Sı 
and the common view that the counterfeits are ‹ 
detect 

with little difficulty. When a counterfeited note i: 
discovered 

any DPRK authority 

he was having difficulty in obtaining updated sel 
for the bankVs cash-counting machines. Becau 
Pyongyang address 

updated counterfeit-detecting technology thougl 
route. 


VLIFE IS GOOD..." 


9. (SBU) Formerly an employee of Honk Kong г 
Banking Corporation 

North Korea for more than fifteen years. Having 
than ten years doing business in the DPRK 
that life in North Korea is much changed from a 
Even so 

and working in the DPRK -- even though he live 
diplomatic compound and DCB is located ina n 
hotel -- for a few months at a time. Following e: 
the DPRK 

rest 


10. (SBU) Although he told us that life in the DP 
relaxed than when he first started working there 
stole furtive glances over his shoulder and hesit 
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Kim Jong-iNs name directly -- all this despite ou 
in a crowded restaurant in downtown Seoul. 


THE BROADER CONTEXT OF BDA 


11. (C) Cowie said that he is speaking to journa 
government officials at every opportunity out of 
that clearing up BDA\'s name will also improve 1 
for his own bank. In his opinion 

BDA freeze has no direct impact on any of Nort! 
senior officials. In fact 

specifics) that their money is in European banks 
North Korean officials are using the unfreezing ı 
assests as a precondition to returning to the Six 
Talks 

review of BDA accounts has been completed by 
government 

services to North Korean banks and individuals. 
VERSHBOW 
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faith\" and agreed that its details were largely ac 
they took issue with the language that Nigeria h 
\"minimum standards.\" They also stressed tha 
standards should be measured against availablı 
that they would continue trying to make improve 
coming year. They claimed that a lack of resou 
their ability to act more aggresively. 


2. The interlocutors said they cooperate with th 
but the level of cooperation they receive depenc 
person in charge of each particular office. How 
said they are receiving particularly good cooper: 
Immigration and Customs authorities. 


3. NAPTIP has adopted or is planning to adopt 
\"best practices\" they believe should entitle the: 
status. They say that they are trying to be a reg 
leader in anti-trafficking efforts and cited cooper 
Benin as an example. They say they have also 
break through a \"voodoo myth\" through which 

not cooperate with authorities because they beli 
has been placed on them. In terms of future pli 
they plan to establish a law enforcement forum 

discussion of issues related to trafficking. They 
a data center project and will work to sensititze ` 
responders on how best to interact with victims. 


4. COMMENT: NAPTIP has limited resources 
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still comparatively better funded than many othe 
agencies. We have doubts about their ability to 
planned data and the utility of \"forums to discus 
issues. NAPTIP and Nigeria still have much м 
obtain Tier 1 status. Post will continue commur 
NAPTIP so that they understand the specific sté 
caused them to be placed in Tier 2. END COM 
ANYASO 
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Daily" ran a colored banner headline on page ft 
Strongly Asserts That Recall Motion and No-Co 
to Usurp Power." The sub-headline added “Те 
Likely Be First Stop [for Chen] to "Make a Repo 
People.\\" Several papers also carried on insid 
Department\'s remarks Thursday welcoming the 
cross-Strait charter flights. 


2. In terms of editorials and commentaries 
mass-circulation V'Apple Daily" said the Bush a 
backing for President Chen may meet Washing 
interests 

major values of honesty and democracy. An ec 
limited-circulation 

News" supported Chen\'s decision not to subm 
the recall motion to the Legislative Yuan and urt 
to the Taiwan people with humility and honesty. 
limited-circulation 

Times\" criticized KMT Chairman Ma Ying-jeou 
Chen for no reason. End summary. 


A) V'United States Fully Supports A-bian Out of 


Professor Edward Chen of Tamkang University’ 
American Studies opined in the mass-circulatioı 
[circulation: 500 


VOn June 13 

recall motion aimed at the month-long heatedly 
case adopted in the Legislative Yuan. Followin 
Legislative Yuan is scheduled to vote on the mc 
United States is undoubtedly a key factor durinc 


\"This writer believes that the United States des 
for helping to strengthen the legitimacy of the e» 
practices in Taiwan. ... In addition 

adopted in the Legislative Yuan 

visited Taiwan 

the corrupt practices and misconduct happenin 
Burghardt\'s move is akin to helping Chen unde 
stabilize his stand and is thus viewed as а \'derr 
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States when it comes to the normal developmel 
democracy. On the surface 

his \'Four Nos\' pledge and not to go beyond the 
pushes for constitutional reforms 

from Burghart 

situation 

reform moves. 


\"On the surface 

stabilizing the morale in Chen\'s camp is in the | 
For one 

so vulnerable since he came to power 

the United States to put him under control. Sec 
sensitive moment 

will be most easy for Washington to make requ 
normalization of [cross-Strait] charter flights 
request should be direct transportation across tl 
Third 

will succeed him. [If that be the case 

new and dynamic atmosphere but unpredictabil 
and as a result 


\" this is really what the Bush administration hz 
actions might meet WashingtonVs short-term nc 
United States 

that it has honored since the founding of its nati 
democracy 

bribes. ... 


\"For a long time 

Taiwan\'s democracy. While facing difficulties f 
with regard to its efforts in pushing for ademocı 
the Middle East 

young democracy still relies on the United State 
full-fledged democratic country 

say empty words like Vthere are often sensitive 
democratic age 

can make mistakes during the process of demc 
never act shamelessly.\" 


B) \"Chen Should Report to People with Humilit 


The pro-independence 
20 


VWe strongly support the decision by President 
the Democratic Progressive Party to report dire: 
million people on the record of the six years of I 
instead of submitting a formal reply to the recall 
Tuesday by the Legislative Yuan. ... We therefc 
DPP\'s call for the president to issue a report to 
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rebuts the recall motion and explains the DPP\': 
concepts 

its administrative achievements and the directio 
will guide Taiwan\'s future development if DPP : 
continues. ...\" 


C) \"Ma\'s Brazen Attack on Taiwan\'s Democra 


Cao Changging 
opined in the pro-independence 
[eirculation: 30 


V... When Ma gave his reasons for supporting t 
inadvertently told us the truth. He said that the i 
Chen was a Vpolitical actionV and that Va violatic 
not necessary to support such a move. In the 
of pan-blue accusations against Chen 

the world that Chen had not violated the law anc 
involved in the corruption scandals; that these c 
effect 

en 
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ARTICLES: 


(1) Decision to withdraw GSDF from Iraq to con 
conditioned on transfer of public security to Iraq 


ASAHI (Top play) (Excerpt) 
Evening 


The government has firmed up its intention to d 
on the withdrawal of Ground Self-Defense Forcı 
stationed in Samawah in the southern part of Ir: 
because of the outlook that public security auth: 
Province that includes Samawah will be returne 
official government possibly next week. Upon r 
Minister KoizumiVs final decision 

prior to the Japan-US summit meeting on June 
Minister has it firmly in mind to bring about the v 
GSDF by the end of September 

The governmentVs plan is to complete the move 
Kuwait in about one month 

August. 


(2) Koizumi 
candidacies; exchange views on LDP president 


Column 3 
NIHON KEIZAI (Page 2) (Full) 
June 16 


Prime Minister Junichiro Koizumi held a one-ho! 
nigh at a hotel in Tokyo with former Prime Minis 
who heads the largest faction of the Liberal Der 
(LDP). With all eyes now focused on the two pr 
Koizumi contenders 

ostensibly see the moves of Chief Cabinet Secr 
and former Chief Cabinet Secretary Yasuo Fuki 
with the September LDP presidential election. № 
intention to step down from the faction\'s chairır 
Koizumi\'s withdrawal from the LDP presidency. 
Koizumi to return to the faction 
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down the offer. 
Mori explained the contents of the meeting to re 


Mori told Koizumi 

will be resolved.\" Koizumi 

return. Since | assumed the prime minister\'s pc 
the faction\'s membership 

the faction.\" 


Against the background of Mori\'s intention to st 
faction\'s chairmanship 
should treat Abe and Fukuda 


In a meeting of senior Mori faction members on 
learned that many in the faction favored Abe as 
Koizumi. Fukuda has yet to clarify his position tc 
presidential race. If Abe in the end becomes the 
minister 

Mori. 


In January 

acting head 

that if Abe becomes prime minister 
faction. 


In the meeting last night 

factions 

the former Miyazawa faction) will re-form thems 
Kochikai (name of the defunct faction). Mori the 
be extremely difficult for them to bury the hatche 
common good.\" 
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Other factions held meetings yesterday. The Ts 
Nikai factions shared the view in a meeting of tr 
general that it would be important to choose a p 
become their standard-bearer in next years Hc 
election as the next LDP president. The Niwa-K 
Kono factions 

faction (Kochikai) 

letting junior members attend meetings. 


A nonpartisan parliamentary group headed by T 
issued a set of proposals calling on the governn 
secular national peace memorial. Fukuda is als: 


group. 


The group will make Asia diplomacy into a majc 
aiming at a rallying together of forces. They will 
improvement of relations with China and South 
to KoizumiVs five visits to Yasukuni Shrine 


About 30 lawmakers 

Diet last year 

to urge the party executive to take leadership in 
candidates for the next Lower House election. T 
gain political sway. 


The current regular session of the Diet is to enc 
essentially. The LDP has already been dominat 
presidential race though there are three months 
election. 
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(3) Interview with former Prime Minister Yoshiro 
presidential race 


ASAHI (Page 4) (Abridged) 
June 16 


Asahi: In your view 
required of a person replacing Prime Minister K 
been in office for five years? 


Mori: The person has to have a gentle nature αἱ 
of healing (the country). Japan will crumble unle 
constantly gives warm consideration to local are 
If urbanites would go 

on rural areas 

to take risks associated with nuclear power plar 
bases?V I\'m afraid the Koizumi reform drive ha: 
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trend to some extent. 


Asahi: Are you suggesting that the LDP may no 
a victory in the House of Councillors election ne 
just continuing with the Koizumi reform drive? 


Mori: The LDP will lose if people think \'nothing 
It\'s important for people to think VThe LDP has 
toward local communities as well.\ We must по 
to Minshuto (Democratic Party of Japan) 


Asahi: Mr. Abe has an image of a \"direct desce 
Koizumi.\" 


Mori: The prime minister and the chief cabinet s 
inseparable. Prime Minister Koizumi seems to F 
many things to Mr. Abe for his own good. In any 
tenure as chief cabinet secretary nearing an en 
call a spade a spade in dealing with the prime n 
in one voice with Prime Minister Koizumi has bc 
minuses. 


Asahi: Did you talked to Mr. Abe and former Ch 
Secretary Yasuo Fukuda to learn of whatVs in tt 


SIPDIS 


Mori: There was an opportunity to talk to Mr. Ak 
know his feelings pretty well. He said 

pushing me. If | refuse it 

political mission.V If fulfilling it was his mission 
someone else could be his mission as well. Mr. 
me anything. He simply said 

presidential race).V 


It\'s not bad for two persons from the same fact 
race 

discuss 

their views happened to coincide 

there. They no longer need Mr. Koizumi\'s enco 
advice. 


Asahi: If you don\'t want to break up the Mori fa 
no other way but to pull the faction together witt 
is popular in the faction 


Mori: That could be one approach 
VMy personal preference is Abe but | will follow 
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view in the end.\' 


Asahi: There are vocal calls outside the faction 
aren\'t there? 


Mori: There are all sorts of views. For some 
good because it might deprive them of their cha 
fear that Mr. Abe\'s overwhelming victory would 
the mainstream. 


Asahi: Prime Minister Koizumi clearly indicated 
eventually back someone -- designation of his < 
speak. 


Mori: Everyone has been working hard for Mr. k 
quick to mention only Fukuda and Abe. But we : 
Foreign Minister Aso and Finance Minister Tani 
cabinet. They have all assisted Mr. Koizumi. Bo 
are like sons of our family (Mori faction) 
discuss who should go first. 


(4) Abe supporters (Part 3): Inactive original sur 


TOKYO SHIMBUN (Page 2) (Abridged) 
June 15 


The Parliamentary League to Support a Seconc 
inaugural meeting at the Liberal Democratic Pai 
June 2. The league is a de facto support group 
Secretary Shinzo Abe 


SIPDIS 

election. About 20 minutes into the session 
member Ichita Yamamoto 

funeral services. Yamamoto regretted having to 
so early 

stage in the strategy for the LDP presidential rai 
completed 


Yamamoto feared that calls for keeping Abe in i 
the race would grow louder in order to maintain 
balance. The attendance of nearly 100 lawmak« 
inaugural meeting indicated that such calls wou 
and Yamamoto felt relieved. 


But Yamamboto\'s early departure from the тесі 
participant speculate that he was being left out « 


In fact 
recruited by Isshu Sugawara 
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No traditional \"Abe loyalist 
roles in launching the league. 


Such dyed-in-the-wool Abe supporters as Yasu 
and Hiroshige Seko 

Yamamoto. Nobuteru Ishihara 

the inaugural meeting. 


Shiozaki and others were once dubbed a \"new 
today they are like \"big brothers\" to the junior r 
with Abe. 


They are supposed to be serving as engines to 
LDP presidency 
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The reason is simple. Being extremely close to 
dash ahead toward the presidential goal while A 
committed to his cabinet duties. 


Shiozaki and others are expected to play centra 
producing AbeVs manifesto 
candidacy. 


But rumor has it that the establishment of the le 
Yamamoto 
aftertaste for Shiozaki and other \"big brothers.\ 


In late May 

join the group. The loyalist in response said qui 
will fail. Don\'t bring shame on yourself.\" The or 
immediately sensed the loyalistVs ill feelings tov 


Abe supporters are tasked now with eliminating 
that exists between the original supporters and 
executives. 


(b) Interview with Heizo Takenaka on achievem 
administration over five years (Part 1): Fight witl 
was hard 


ASAHI (Page 15) (Full) 
June 16 


The last Diet session for the Koizumi administre 
Various evaluations have been made about the 
reform initiative. The Asahi Shimbun interviewet 
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International Affairs and Communications Heizc 
the lead in promoting the reform drive 

the administration\'s achievements over the pas 


(Interviewed by editorial board members Atsust 
Hoshi) 


Hoshi: You are the only one who has held a cak 
entire five years since the launching of the Koizı 
administration. How do you evaluate that period 


\"A so-called guerrilla unit - composed of five to 
proposed privatizing postal services. The Counc 
Fiscal Policy worked out its basic policy 

minister for postal privatization was set up in the 
Secretariat. Because the new post was placed | 


SIPDIS 

minister 

through. If the task had been left in the hands o 
the former Ministry of Posts and Telecommunic 
services would never have been privatized 
some areas in which bureaucrats are taking ch: 


Hoshi: You have fought with bureaucrats over tl 
Listening to recent Diet questions to you 
bureaucrats might have drafted some of the que 
the ruling and opposition camps. 


VI also have the impression that government of 
exerted influence widely over the ruling and opp 
is true that since carrying out politics and policyı 
high-level knowledge-intensive industry 
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benefit from the bureaucratsY accumulated kno' 
limited number of persons can see through {Пей 
with clever ideas equivalent to theirs. Under suc 
circumstance 

plans over negative reactions from bureaucrats. 


Yamada: Recently 
camp have turned out lawmakers equipped witt 
policymaking. 


\"There are now many junior members who hail 
than the bureaucracy. While many of them are y 
policymaking 
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Yamada: Don\'t you feel that there is a limit to re 
out under the LDP administration? | cannot und 
joined the LDP. 


VI was satisfied with being an academic. | had r 
| would become a politician. But | decided to hel 
response to his request 

person like Mr. Koizumi became LDP president 
This miracle will end this September. | am very 
post-Koizumi politics in Japan.\" 


Hoshi: Academics make judgments based on w 
proper or not. Now that you joined the political v 
for winning 

or that person 


WI think it is also a kind of victory to use our inge 
bring about a success.\" 


Yamada: What are tasks left unfinished and wh 
disappointing to you? 


\"The goals | aimed for have all been implemen 
disposal of nonperforming loans and the privatiz 
services. It is somewhat regrettable 

advancing economic and fiscal policies in an int 
has returned to a clean state. For the ongoing rı 
telecommunications and broadcasting 

based on an agreement between the governme 


The fourth round of Takenaka bashing is now g 
bashing occurred when the first Basic Policies + 
Fiscal Management was drawn up. The second 
to the reform of the financial system 

intensified. The third one came against postal re 
three rounds of bashing 

they tried to sack me 

bureaucrats have reacted negatively 

tension 

(To be continued) 


(6) Editorial: No problem about nuclear flattop\'s 


TOKYO SHIMBUN (Page 5) (Full) 
June 16 


The US Navy\'s Yokosuka base in Kanagawa P 
first in Japan to deploy a nuclear-powered aircré 
naval base is located near densely populated at 
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of an accident 

disaster. We wonder if there is no problem aboı 
government should do all it can to dissolve the : 
hosting local communities. 


Yokosuka City\'s Mayor Ryoichi Kabaya has no\ 
Navy\'s planned deployment of a nuclear-power 
to his city. In response 

yesterday to dredge the seafloor near a berth at 
homeport the nuclear flattop in 2008. They are : 
great guns to the point of excess. 


The USS Kitty Hawk 

homeported at Yokosuka 

Prefecture and Yokosuka City have asked the L 
the Kitty Hawk with another conventional flattop 


However 

aircraft carriers. The US government once cons 
renovating the USS John F. Kennedy 

carrier 

end 

Washington 

considered its military judgment first and ignore 
Yokosuka citizens. 


Of course 

carrier deployment. They have not changed the 
it. The mayor stated that he would accept the pl 
of a nuclear carrier to Yokosuka. It was a tough 
was sure that the government would not think tv 
opposition. If that is the case 

to listen to local requests for safeguards. We w: 
government to realize that point. 


One of our primary concerns is safety. The US ı 
underscored that nuclear-powered US warships 
visits to Japan since 1964 but there has never k 
incident of damage to human health or the envi 
the US government has not unveiled technical c 
reactors. It is an obvious fact that Yokosuka will 
unpredictable danger. 


The US government has told the Japanese gov 
George Washington will stop its nuclear reactor 
not repair its nuclear reactors nor will replace its 
in Japan. However 

wipe out local anxieties. 


Column 3 

In the case of nuclear power plants 

other accidents are to be reported to the goverr 
municipalities. However 

if not reported at once 


The mayor has requested the government to wc 
enter into a mutual assistance agreement in pre 
nuclear disasters and other eventualities and to 
local disaster drills. In addition 

government to reinforce its radiological detectio 
base and in its environs. The mayor may well a: 
to do so. 


Japan 
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to the use of nuclear energy for military purpose 
US Navy will deploy a nuclear carrier to Yokosu 
Japanese and US governments to do whatever 
of local residents. 


(7) FTC to review merger screening guidelines 
oligopoly standards into account 


NIHON KEIZAI (Page 5) (Full) 
June 16 


The Fair Trade Commission (FTC) has decided 
screening guidelines. It will undertake the work ' 
efforts to scrap the current share-cap system 
authorizes mergers if the domestic share of a rr 
below 35% 

used when judging whether applied mergers sh 
not 

question. However 

revisions will lead to deregulation as sought by i 
circles and the Ministry of Economy 


The move for the revision is in response to a ca 
industrial circles. According to the results of scri 
carried out from fiscal 2002 through fiscal 2004 
of applied mergers with their after-merger mark 
35% and 50% were judged as having no proble 
compliance with the Anti-Monopoly Law. In resp 
calls for changing the merger guidelines so that 
it easier to decide to reorganize themselves 

problems even if their after-merger market shar 
has come up with a plan to ease the share-cap 


Column 3 

Following this 

press conference on June 14 noted: \"If there is 
that it is not possible for companies to merge 
merger market share tops 35% 

guidelines.\" However 

noting 

is not possible to simplistically raise the share-c 
the FTC is eyeing the US guidelines. 


In the US 

degree of the oligopoly of higher-ranked compa 
as a whole to which they belong -- the Herfindal 
(HHI) worked out 

company to be merged and adding their figures 
market share cannot provide direct information 
decision. For instance 

increases by more than 100 to over 1 

the applied merger will have to undergo a strict 
is regarded as posing many problems. The FTC 
indicates a more accurate competitive situation 
such as price compelling power. Japan\'s prese 
include such conditions as \"below HHI 1 

Japan shifts its guidelines to the US-type 
standard 

oligopolistic industries. 


However 

brings about a company with a market share of 
the guidelines. In industries that are already olic 
guidelines will become stricter. For instance 
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with a crude steel share of approximately 30% ¿ 
such a share of about 7% 

but under the US method 

problematical 

industry is already over 1 

if the two companies merge. 


However 

to calculate shares of all companies. For this re 
will plan to include a regulation in the guidelines 
that bring about a market share of 35% are pos 
not lead to restrictions on competition." In any « 
strong possibility that revisions will not meet ME 
accelerate Japanese companies" reorganizatio 
their international competitiveness. The FTC\'s : 
spring will likely encounter complications. 


Column 3 
(8) \"Hissen\" column: Memories from days gon 


TOKYO SHIMBUN (Page 1) (Full) 
June 16 


After the end of World War Il 

day Japan and the United States entered into tr 
security treaty. In those days 

the security pact besieged the Diet. This now ar 
finally gone out of people\'s memories. 


Yesterday 

clarification of his intention before his city\'s тш 
assembly to accept the US Navy\'s planned der 
George Washington 

Yokosuka base. That is because the governme 
of the aircraft carrier's nuclear reactors 

as saying. It\'s strange enough to argue about tl 
weapons that are used to kill people. For now 
such a curious argument. 


Security arrangements between Japan and the 
now turned out to be a bilateral alliance in the U 
global transformation. Japan is now playing a p: 
States\' global strategy. Last year 

totaled 5.1864 trillion yen 

currency. This was the fourth largest amount of 
in the world-and one billion dollars more than CI 


In the years ahead 

apart from its defense budget slot 

realigning US military bases in Japan. The gove 
cabinet decision on June 9 to upgrade the Defe 
status of a ministry and has introduced a packa 
legislative measures to the Diet. The landscape 
changed over its national security. 


Tokyo Gov. Ishihara recently wrote for a monthl 
featured a battle of words over patriotism. In his 
Ishihara was fed up with young people who hav 
and the United States were once enemies at we 
on the necessity of teaching young people the n 
contemporary histories of Japan. Ishihara writes 
asked by a US lawmaker about what lies at the 
mindset toward the United States. Ishihara says 
lawmaker that it\'s based on the hostility he had 
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strafed by a US carrier-borne fighter plane. 
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We must also teach the history of Japan that re 
pacifist nation after the end of WWII. In Decem 
cabinet set forth the so-called three nonnuclear 
not producing 

country. This triple nonnuclear doctrine remains 
policy even now. We must also teach this fact. | 
Sasebo citizens stood in the way of the USS Er 
powered US aircraft carrier 

teach this fact 

memories. 


SCHIEFFER 


68266 

Ambassador informed Rajapaksa that he hopes 
military action in response to the Tigers heinou 
bombing would not mark an end to the fragile C 
Agreement (CFA) signed between the two partit 
2002. End summary. 


2. (C) Deputy Defense Secretary Admiral Sandi 
to Chiefs of Missions on the afternoon of June 1 
military had launched \"limited\" strikes on Sea ` 
targets in Sampoor 

district 

Mullaitivu (Reftel). United Nations International 
Children\'s Fund (UNICEF) representative in Ba 
Christina de Buin 

a pro-LTTE Tamilnet report that Sri Lanka Air F 
bombers had also targeted deep jungle areas s 
Batticaloa between 3:00 and 4:00 p.m. on June 
added there have been no reports of casualties 
representative in Trincomalee told poloff that so 
limited civilian-on-civilian violence of June 15 he 
continued on June 16. Pro-LTTE Tamilnet repc 
Sri Lanka Army (SLA) soldiers have been killed 
by the Tigers) in separate fire and grenade atta: 
June 15. 


3. (С) In a June 16 phone conversation 
Gothabaya Rajapaksa told Ambassador the mil 
concentrate on known military operations sites - 
Tigers base at Chelai 

Mullaitivu 

Kilinocchi - as it resumed aerial attacks on June 
dawn. Rajapaksa said strikes would continue u 
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strip was \"finished 

results.\" Rajapaksa reported that SLAF pilots | 
LTTE planes in the air on June 15 despite the a 
airfield 

or launched their single-engine planes from the 
highway. The SLAF also saw a large oil tank or 
the lranamudu airstrip 

hidden under the camouflage of the jungle. Am 
Rajapaksa he hoped these military actions woul 
forebode the end of the Ceasefire Agreement (( 
Gothabaya said that was not the intention. 


4. (C) The Defense Secretary further expressec 
about violence in response to the bombing. Wr 
Rajapaksa arrived at the scene of the bus mass 
afternoon of June 15 

him for not doing enough to stop Tiger attacks. 
to Rajapaksa 

the civilian dismay. \"We have to control these 
Gothabaya remarked to the Ambassador. Pres 
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Secretary Lalith Wiretunge 


SIPDIS 
described the bomb attack site to the DCM as V 
thing lVve ever seen. 


Foreign Secretary and Peace Head Unaware of 
Military Action 


5. (C) Foreign Secretary Palihakkara told Amba 
morning of June 16 that the military gave him th 
impression on June 15 that there would be V'oni 
operations. When Ambassador replied that th 
Ministry told him operations would continue unti 
targets were neutralized 

not heard anything to that effect. 


6. (C) Palihakkara contended there had been пи 
backlash against Tamils since the June 15 civili 
attack. He said political leaders would V'be bus: 
people down.\" Palihakkara added he hoped th 
would calm down 

would discuss with the Norwegians the next ste 
dialog process. Defense Spokesman Rambukv 
comment that the GSL would reexamine the CF 


Column 3 

news this morning) was \"not a considered GSL 
Palihakkara said 

the part of the GSL. Presidential Secretary Wir 
DCM the same thing regarding the CFA: We v 
it.\" Foreign Secretary called Ambassador back 
tell him that he had been assured by PresidentV 
that airstrikes would end today. 


7. (C) Ambassador spoke twice to Peace Secre 
Palitha Kohona June 16. In an early morning cc 
Kohona said that he had little information about 
military operations 

soon. He also affirmed there was no policy deci 
modify or abrogate the CFA. In a noon-time cor 
Kohona said that the aerial strikes \'may have e 
that there was Vno intention of formally termina! 
CFA.\" Kohona said he had just spoken to Norw 
Envoy Jon Hanssen-Bauer 

Kilinocchi. Hanssen-Bauer told the LTTE that if 
not respond to the air attacks 

Colombo that the Tigers did not want the situati 
back into war. 


8. (C) Ambassador said that we had heard from 
side that the strikes would continue until the tart 
neutralized. We were concerned because that s 
that the duration of the strikes was being decide 
on military concerns 

Kohona said that he hoped to see the President 
afternoon and would discuss the issue with him 


9. (C) Ambassador spoke noontime with Jon Hi 
who said he had been on the phone to the two [ 
had passed to the LTTE a message from Palith 
the action would end soon 

restraint 

Hanssen-Bauer said 

extended time 

wanted to use the occasion to teach Colombo a 
Ambassador repeated to Hanssen-Bauer the gi 
different conversations. 


10. (C) MFA Protocol Chief called Ambassador 
wanted to attend the funeral of the bus victims t 
afternoon. Ambassador declined. We understar 
missions are also being asked. 


Civilians Engage in Largely Peaceful Protests 
Continues 
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11. (C) Conoff currently in central Anuradhapur: 
from the June 15 bus bombing site 
reinforcements arrived in Anuradhapura from К 
Kandy on June 16 


12. (C) According to USAID representative in ec 
Lanka 

transport is running 

Most INGOs 

will not be traveling outside of Trincomalee towr 
SLAF and sea shelling of LTTE targets in Same 
the day and evening of June 15. Military preser 
higher than usual for the past several months. | 
no details on movements of Internally Displacec 
(IDP) or casualties. Similarly 

unrest in Batticaloa 


13. (C) In the coastal area of Ampara farther sc 
however 

protest in the town 

7:30 a.m. 

Kalmunai-Ampara road junction. International г 
open for staff 


14. (C) Comment. While so far the military resp 
bus atrocity seems to us measured and approp 
Defense Ministry rather than the Foreign Ministr 
to be running this latest phase of CFA \"negotia 
keeping the civilian side in some cases poorly ir 
The \"limited\" but V'definitiveV military strikes of 
15-16 

continue for another day or two 

escalation of engagement and a true threat to tl 
2002 ceasefire. Moreover 

bait of making it appear the GSL is terminating : 
VIf someone can make Prabhakaran talk 
ominously to the Ambassador 

GSL military operations go beyond the limits de: 
June 15-16 

envelope too far. End comment. 

LUNSTEAD 
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review 

June. In the interim 

prosecution for failure to comply with the law. E 
and the Civic Party 

membership roster 

legislation specifically designed to regulate polit 
parties 

\"now is not the right time\" for new legislation ir 
In the case of the DP 

rights principles involved 

legal requirement stems from long-standing fea 
by recent reports of attempted infiltration and br 
mainland officials would use their membership | 
pressure or intimidate DP members. End Sumr 


Democrats Hold Out 


2. (SBU) Since the eruption of the political party 
list issue in March (ref) 

parties -- first the Civic Party (CP) on May 19 
Democratic Association for the Betterment and 
Hong Kong (DAB) and the Liberal Party (LP) sh 
-- have 

As of June 16 

complied with this legal requirement. After first 
that it would publish its list on June 1 

rumors that 10-12 of its more prominent membe 
reluctant to have their past or present members 
public -- then reversed its position and decided: 
the requirement. Specifically 

application of Section 98 of the Companies Ord 
which mandates disclosure of membersY name 
political organizations was consistent with the B 
On June 1 

membership register for thirty days while it souc 
governmental and/or judicial relief from the requ 
the ordinance. 


3. (C) On June 7 

names of its members and seek a judicial revie' 
Government attempted to force it to comply witt 
June 8 

representatives met with Solicitor General Robe 
discuss whether the disclosure requirement wa: 
with the protection of privacy and freedom of as 
Ho characterized the CO as a commercial regul 
that was not appropriate for application to поп-р 
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such as political parties and nongovernmental c 
he suggested that the Government should waiv 
parties from the membership publication require 
told the DP representatives that the DOJ would 
legal issues to determine ifthere were any hum 
implications. Atthe same time 

that he could not guarantee that the DP would r 
prosecution for refusal to disclose their list unde 
law. Non-compliance could result in a HKD 10 

fine 

violation. The DP has said it would challenge a 
in the courts 


Human Rights Monitor Weighs In 


4. (SBU) Also on June 8 

Director Law Yuk-kai entered the debate 

that the disclosure requirement would infringe tt 
International Covenant of Civil and Political Rigt 
and could cause difficulty for some current DP 1 


HONG KONG 00002513 002 OF 003 


others from joining the party 

development. Law also claimed that the require 
have an adverse affect on other groups of a se! 
such as human rights activists 

freedom of association. According to Law 

and other non-business organizations had little | 
this matter 

(SO) would be even more difficult. (Note: The ‹ 
enacted during Hong Kong\'s colonial era to cor 
formation of criminal groups such as triads 
considerable power to the Police Commissioneı 
interfere with the operations of organizations rex 
under it. A society or group may be exempted f 
registration requirements only if it is established 
for religious 

such requirements would exclude most political 
groups.) 


5. (C) On June 16 

neither the SO nor the CO was appropriate for [ 
parties and NGOs. Neither ordinance was V'cor 
freedom of association" and these types of org; 
entitled to exemptions. Law was critical of the C 
agreement to publish its membership list; he sa 
leak of the names of most CP members causec 
face-saving gesture 


Column 3 

Law also noted that numerous other countries 
U.S. 

Zealand 

membership lists. 


Next Steps: Government Action 


6. (C) On June 14 

DOJ would give Vurgent consideration" to the L 
a legal review 

decision before the end of June. That said 
noted that there might be a V'prosecutorial ques 
Hong Kong Companies Registry formally reque: 
on whether to prosecute the DP for failure to co 
CO requirement to make its membership list av 
public. If that were to happen 

be forced to issue a decision 

matter would land in the court system for adjudi 


Next Steps: New Legislation 


7. (C) Both the DP and the CP have called on tt 
to enact legislation specifically designed to regu 
establishment and operation of political parties. 
to CP legislator Margaret Ng 

groups to meet standards of transparency 
good governance is important for the continuing 
of political parties in Hong Kong. Allcock told px 
he had passed the DP\'s request for a legislativi 
the Vrelevant bureaus\" for consideration. He n 
that this issue already had been discussed in Le 
the Constitutional Affairs Bureau already had sti 
that \"now is not the right time" for the governm 
present new legislation in this area because it V' 
the best means of encouraging the developmer 
political parties.\" Allcock 

Companies Ordinance was similar to that of the 
\"difficult to fault 

intended to regulate political parties or other 
non-commercial organizations. 


Why Are the Democrats Nervous? 


8. (C) Some members of Hong Kong\'s two pro- 
parties 

to reveal its membership. DAB Legco member 
speculated that a political party 

must have something to hide if it refuses to disc 


Column 3 

membership. Less caustically 

his party did not support the DP\'s effort to ameı 
legislation 

application of the CO to political parties was not 
appropriate. 


9. (C) The DP long has sought to keep its mem! 
to avoid pressure on individual members from tl 
government 

DP Legco members\' votes and policy positions 
months there have been press reports and rum: 
unidentified people or organizations were attem 
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V'infiltrate" the party 

its members as well as to gain information abou 
operations and positions. The DP formed a tas 
investigate the issue but has not announced an 
Also 

\"financial difficulties\" reportedly were offered le 
of cash by mainland contacts. 


10. (C) The party leadership also might fear tha 
disclosure requirement could inhibit recruitment 
members 

Morning Post\" article reported that four district ı 
recently had resigned from the DP 

of departures to 46 since January 2005 
members recruited during the same period. (P: 
currently totals about 600.) DP Secretary-Gene 
Yin-tung denied that there was an \"exodus\" frc 
claiming the departees had quit for V'different re 
remained Vfriends in the path of democracy. V 
Hong Kong press has speculated that there ma 
officials who joined the party out of V'youthful ide 
when they were junior civil servants; even if the 
resigned 

their identities. More concretely 

DP leaders from travel on the mainland 
members who are reluctant to have their memb 
public information might be concerned about lo: 
mainland travel permits. 

Cunningham 


68269 
9) One-day late but Japan 
notes on controversial patrol-boat grant 
10) Voices challenge appropriateness of using 
patrol boats 


Column 3 


BOJ on Diet hot seat: 
11) BOJ Governor apologizes 
refuses to resign 
12) Koizumi will not replace Fukui as BOJ gove 
opposition wants his resignation 


Political agenda: 

13) Koizumi will not name a successor when ht 
prime minister 

14) Prime MinisterVs final question-answer ses 

brings out his mellowness 

15) Rumors of one more Koizumi \"surprise\" a 

surprise visit to Iraq 

16) Rumor that Fukuda may pull out of the LDF 

17) Interim report by non-partisan Diet panel se 

national war memorial 


18) Food Safety Commission to look into impor 
Chile 


Articles: 
1) TOP HEADLINES 


Asahi: 
In meeting with Mori on LDP presidential race 
tells him that he will not designate his successo 


Mainichi 

BOJ Gov. Fukui apologizes for causing stir oveı 
investment but rejects calls to resign; Fails to st 
investment 


Nihon Keizai: 

Communications Ministry eyes making it mande 
carriers to open wireless communication netwoı 
increase new entrants and competition 
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Tokyo Shimbun: 
Social Insurance Agency mishandled 400 cases 


2) EDITORIALS 

Asahi: 

(1) BOJ governor\'s apology not enough 

(2) Jikei University School of Medicine\'s hospit 
guilty for allowing reckless surgery 
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Mainichi: 

(1) Diet session to end: Who is responsible for 
days? 

(2) Okinotorishima separate from Takeshima/L 


Yomiuri: 

(1) Can revised building standards law prevent 
violations? 

(2) BOJ head must be above suspicion 


Nihon Keizai: 

(1) For boosting tourism 

new investments 

(2) Medical reform must continue 


Sankei: 

(1) Ruling on botched surgery sounds alarm ag 
(2) Japan must take initiative at IWC meeting v 
logic 


Tokyo Shimbun: 
(1) Japan\'s credibility harmed by BOJ chief Fu 
(2) Is nuclear-powered aircraft carrier really saf 


3) Prime Ministen's Official Residence (Kantei) 
Prime Minister's schedule 


NIHON KEIZAI (Page 2) (Full) 
June 16 


10:36 
Met at Kantei with Chief Cabinet Secretary Abe 
Deputy Chief Cabinet Secretary Suzuki. 


13:00 
Attended Upper House Budget Committee sess 


16:47 

Met at Kantei with Administrative Reform Minist 
Administrative Reform Promotion Office Chief o 
Matsuda 

Met later with Financial Affairs Minister Yosano 
Office\'s Director General Takahashi. 


17:29 
Posed for a group photo with World Economic F 
Schwab and others. Attended reception of WEF 


19:06 


Column 3 
Met at Haneda Airport the Emperor and Empre: 
overseas trip. 
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19:56 
Met with former Prime Minister Mori at Akasaka 


21:02 
Returned to his official residence. 


4) Vice defense minister going along with Koizu 
security aide-de-camp 


ASAHI (Page 4) (Full) 
June 16 


Prime Minister Koizumi will have Defense Agen 
Deputy Director General Takemasa Moriya accı 
upcoming US trip scheduled for late this month. 
with US President Bush on June 29 

expected to talk about the realignment of US foı 
the situation in Iraq as well. Moriya is expected ! 
Koizumi\'s aide-de-camp in the area of security 


Moriya was a key player in a series of talks with 
States over the US military realignment. In past 
summits 

It is extremely rare for an administrative deputy 
general of the Defense Agency to accompany a 
the United States. 


\"Even the Foreign Ministry\'s administrative vicı 
going 

Agency said. \"The two countries\' leaders are n 
concerned about defense issues 


5) British forces to transfer security powers to Ir 
pull out this month 


YOMIURI (Page 1) (Full) 
June 16 


The British government has told the Japanese ¢ 
Britain will announce plans on June 15 to transf 
administrative powers from the multinational for 
government in the southern Iraqi province of Al 
includes Samawah 

Defense Force troops has been deployed to as: 
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reconstruction 

transfer the powers immediately after announci 
according to the officials. In response 

entered into coordination to make a decision lat 
the GSDF detachment\'s withdrawal. Four coun 
United States 

of working-level officials in London to coordinate 


The United States 

have been holding informal meetings with the Ir 
look into the possibility of transferring security a 
administrative powers in each province of Iraq. ` 
force and the гад! government have agreed tha 
possible to transfer the powers at an early date 
of Al Muthanna 

officials. 


According to Japanese government officials 


TOKYO 00003337 004 OF 011 


and the multinational force will hold a meeting o 
transfer committee after reaching a general agr 
informal meeting. The committee is made up of 
ministers 

minister 

the US and British envoys to Iraq. The Iraqi gov 
multinational force 

announce when to transfer the powers 


The Japanese and British governments recently 
their officials to consult on when to announce th 
the meeting 

that Britain would like to announce the transfera 
powers on June 20 and that the Australian gove 
basically agreed to do so. This is believed to ba 
results of their informal meetings. Japan and Br 
enter into final coordination with the United Stat 
the core of the multinational force. 


The Japanese government will make a formal d 
withdrawal when the transferal of powers is dett 
government would like to start withdrawing the ( 
late June at the earliest along with the Samawa 
and Australian forces. The government is makir 
the GSDF\'s pullout from Samawah in about 30. 
troops will move to Kuwait in late July and will re 
thereafter if Japan\'s coordination with the multi 
members is well under way and the GSDF is rei 
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6) All-time high of 84 officials punished over DF 
incident; Investigative committee report blames 


TOKYO SHIMBUN (Page 1) (Excerpt) 
June 16 


The Defense Facilities Administration Agency (I 
Committee (chaired by DFAA Director General 
has investigated bid-rigging cases led by its offi 
yesterday released a report noting that an atterr 
posts for retiring DFAA officials was behind the 
report 

incident 

construction projects were leaked or not remain 
Following the report 

52 officials 

Director General Toshiaki Kawano 
order-placement lists 

General Kitahara. Thirty-two Defense Agency o 
Director General Takemasa Moriya 
punishment of a total of 84 personnel is the larg 
and DFAA. 


7) Japan to renovate Yokosuka Port for US nuc 


ASAHI (Page 4) (Full) 
June 16 


Japan and the United States held a meeting of | 
intergovernmental joint committee yesterday an 
Japanese government will dredge the Port of Ү‹ 
Prefecture to berth the USS George Washingto 
aircraft carrier to be deployed to the US Navy\'s 
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2008. 
8) LDP\'s Yamasaki puts off visit to North Korea 


Taku Yamasaki 

Democratic Party 

scheduled visits to North Korea and South Kore 
being. Yamasaki had planned to leave Japan or 
countries. \"I will postpone my foreign trip 
general meeting of his intra-party faction yestert 
work on our (factionVs) policy proposals 


9) Provision of patrol boats to Indonesia: Signin 
one day behind schedule with Japan\'s concess 
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request for creating supplementary document 


YOMIURI (Page 2) (Full) 
June 16 


Etsunari Kurose 


The signing ceremony for a letter of agreement 
of three patrol boats in grant aid to Indonesia 
suspended due to the Indonesian government: 
in Jakarta yesterday one day behind schedule. 


According to sources from both governments 
objection to the restricted use of the patrol boat: 
purposes as antiterrorism at sea and antipiracy 
both the governments reached a compromise o 
supplementary document that will give consider 
Indonesia\'s request instead of modifying the ac 
signing the document. 


According to an Indonesian Foreign Ministry off 
supplementary document states that the patrol | 
for comprehensive purposes under the peaceke 
the Strait of Malacca as agreed on in August 20 
Indonesia 

Nations Convention on the Law of the Sea 
control. 


Japanese Ambassador to Indonesia Shin Ebiha 
supplementary document is not contradictory to 
restricts the use of patrol boats. V' 


On the other hand 

commented 

include the securing of safe navigation and the | 
the environment 

from various angles 

purposes of the use of the patrol boats. 


10) Some are skeptical of the restricted use of | 
saying it may not meet international standards 


YOMIURI (Page 2) (Full) 
June 16 


Japan decided to provide patrol boats to Indone 
exception to Japan\'s three principles banning v 
and in following the procedures for this provisio 
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raised an objection to the restricted use of the b 
purposes as antiterrorism at sea and antipiracy. 
objection 

that the limited use would bring about inconveni 
use of the boats.\" An exception was added to tl 
in 2004 when the government reviewed them 
Democratic Party (LDP) member cast doubts 
strict to meet international standards." 


Senior Vice Foreign Minister Yasuhisa Shiozaki 
conference yesterday: \"We were interrupted by 
It\'s absolutely not that some problem arose abc 
principles banning weapons exports.\" A senior 
official likewise emphasized: \"No modification v 
agreement both sides signed. The conditions st 
limiting the use of the boats to antiterrorism anc 
should be observed.\" 


11) BOJ Governor Fukui\'s investment in Murak 
to perform his duties; Apologizes over all the fu: 
possession of stock in several companies 


YOMIURI (Top Play) (Lead para.) 
June 16 


The Upper House Budget Committee yesterday 
deliberation on the issue of Bank of Japan Gove 
Fukui having invested 10 million yen in the Mur: 
indicated his perception that in compliance with 
regulations 

in the fund led by Yoshiaki Murakami even after 
BOJ governor. Murakami was arrested on susp 
Securities and Exchange Law. Fukui later told a 
that he wants to continue his duties as BOJ gov 
stressed that he had no intention of stepping do 
Minister Koizumi expressed his acceptance of F 
the opposition camp is strongly opposing this st 
minister. 


12) Koizumi on fund flap involving ВОЈ Governc 
thinking about replacing him\" 
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June 16 


Asked by reporters about the future course of B 
Governor Toshihiko Fukui over his investment ii 
Fund 

official residence yesterday afternoon: \" am no 
replacing him. V On FukuiVs replies in a meetinc 


Column 3 

Councillors Budget Committee yesterday 
understand his explanations. As long as he abic 
rules 


In this connection 

indicated іп a press conference the same day tł 
would not be necessary. He said: \"! generally u 
replies by Fukui). | hop he will continue to prope 
duty 


In the recording of a TV program yesterday 
Ichiro Ozawa lashed out at Fukui\'s continued ir 


TOKYO 00003337 007 OF 011 


Murakami Fund even after assuming the ргезе! 
is inconceivable that he continued (the investme 
assuming office as BOJ president. He should fe 
responsibility.\" 


After the taping 
found true 
voluntarily resign 


Japanese Communist Party Chairman Kazuo S 
Democratic Party President Mizuho Fukushima 
should resign. Rengo (Japanese Trade Union C 
issued a statement calling for his resignation. 


13) Koizumi tells Mori he has no intention to nar 


ASAHI (Top Play) (Excerpts) 
June 16 


The current session of the Diet will essentially e 
no extension of its term 

Now the three-month-campaign for the Septem| 
Party (LDP) presidential race will move into full : 
Minister Junichiro Koizumi last night told former 
Yoshiro Mori that he would not name a success 
Chief Cabinet Secretary Shinzo Abe 

successor to the Koizumi reform drive 

With former Chief Cabinet Secretary Yasuo Ful 
forces seeking an end to the Koizumi reform lin 
to form a group opposing Abe. Many in the non- 
strengthening their calls urging Fukuda to make 
clear. 


Koizumi met last night with Mori 
of the LDP 


Column 3 

they exchanged views for about one hour on the 
race. Mori had hoped to hold a meeting with Ko 
to prevent factional discord 

LDP. 


With Koizumi\'s remark that he will clarify for wr 
in mind 


\ think you should refrain from announcing you 
next LDP president. All (post-Koizumi contende 
Foreign Minister Taro Aso 

Tanigaki) have supported you. | want you to cor 


Koizumi then replied 

president.\" He added: VI left the faction and as: 
minister\'s post. | no longer can return to the fac 
indicated that he would not return to the Mori faı 
steps down from his post. 


14) \"Things that look ruthless are beneficial for 
they will understand that in the future 
last committee session 
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VI have been conducting politics 
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look ruthless оп the surface are in fact beneficie 
people of Japan and that the public will underst: 
future.\" 


Prime Minister Junichiro Koizumi summed up hi 
way in the House of Councillors Budget Commi 
yesterday 


It has been over five years since he took office i 
Koizumi has handled Diet interpellations aggres 
defiantly at times 

break a promise of this level.\" 


In yesterday's session 

member Yasuhiro Tsuji criticized the growing sí 
saying 

aside TsujiVs view 

greater tax burden on the people. With such a [ 
don\'t thing Minshuto can take over the reins of 


Column 3 

In response to questions from members of the . 
Party and the Social Democratic Party 

bluntly: "We have been in power because we a 
majority of the people who have all sorts of view 


Above all 

Toshihiko FukuiVs investment in the Murakami | 
Insurance Agency's irregularities regarding nati 
premiums. Questioners grilled the top officers o 
organizations 

times over answers by Fukui and others. Force: 
for the session to resume 

committee session. 


15) Will Koizumi visit North Korea or Iraq as anc 
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Attention is being focused on what Prime Minist 
before he steps down in September after the cu 
adjourns today. The prime minister has in the pi 
people by suddenly visiting North Korea and by 
personnel decisions. Will there be another surpi 


Asked by reporters the other day about how he 
summer 

things to do. There are a huge backlog on the r 
including foreign 


The prime minister is scheduled to visit the US ; 
starting on June 27. After having the Basic Polic 
and Fiscal Management 

will be completed 

will make an overseas trip to attend the G-8 sur 
Petersburg Summit) in Russia in mid-July. 


Afterward 

Sept. 12 

presidential election. But the prime minister ada 
an extension of the Diet session. Given this 
been rife that he might be planning some surpri 
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Some talk about a possible visit to Iraq to encot 
Defense Force (SDF) troops. This conjecture flc 
made an overseas trip 

Iraq on June 13 has revived such speculation. ` 


Column 3 

though categorically denied the possibility on Ju 
aide to Koizumi made this explanation: \"SDF tr 
dispatched to help the entire nation of Iraq. If th 
minister goes there to encourage SDF troops 
wrong impression that the SDF are the focus of 


In addition 

overseas 

will have to ask other countries\' troops to guarc 
stands 

an Iraq visit by the prime minister. 


Also a topic of speculation is a third visit to Nort 
the past two visits 

President Kim Jong II to admit that Pyongyang I 
Japanese citizens and to allow five abduction vi 
families to return to Japan. Later 

development issues reached an impasse. Some 
prime minister might visit North Korea to break: 
these issues. 


Although Koizumi has not completely ruled out : 
saying: V'lvm not considering it now 

minister will visit North Korea only when the two 
normalize diplomatic ties. \" Since the prime mir 
indicated that he does not necessarily aim at re: 
abduction issue before leaving office 

seen as extremely slim. 


On a visit to Yasukuni Shrine this year 

prime minister will visit the shrine on Aug. 15 
the LDP presidential election campaigning in 20 
are quoted as saying that a visit to the shrine or 
marking the end of World War II will no longer k 
Rather 

relations 

surprise. 


16) Former Chief Cabinet Secretary Fukuda de: 
speech at study meeting 
in presidential race 
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By Yoshiaki Nakagawa 


Yasuo Fukuda 

former chief cabinet secretary 

declined to deliver a speech at the Asia Study C 
for June 20. When asked about the reasons by 


Column 3 

told them: \"If the council intends to invite conte! 
premiership) equally to its gathering 

not qualified.\" Anti-Koizumi lawmakers of the LI 
Fukuda to clarify his plans at an early date 

not to give a speech is fueling speculation. For 
veteran lawmaker noted: \"Mr. Fukuda may be t 
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out of the presidential race.\" 


The council planned to have Fukuda as a guest 
but Fukuda 

leading member of the council about his refusal 
speech. After deciding to invite Fukuda to its me 
speaker 

Foreign Minister Taro Aso 

to separate meetings as guest speakers. 


According to a lawmaker close to Fukuda 
can\'t attend something like a speech meeting fi 
race. Those who want to attend it should attend 
made any commitment. Former Prime Minister 
complained to New Komeito Upper House Cauc 
Kusakawa: \"Mr. Fukuda stays mute. V 


A sense of disappointment is spreading among 
who have urged Fukuda to clarify his attitude. A 
member of the LDP said: V'If Mr. Fukuda has nc 
we need to put up someone to replace him. V 


17) Parliamentary group\'s interim report calls fc 
money for feasibility study of new war memorial 
visits to Yasukuni Shrine are unconstitutional 


SANKEI (Page 4) (Excerpts) 
June 16 


A nonpartisan group of lawmakers from the rulit 
Democratic Party (LDP) 

party Minshuto (Democratic Party of Japan) yes 
interim report calling on the government to builc 
national peace memorial to honor those who die 
Yamasaki heads the group. The interim report s 
funding for a feasibility study should be allocate 
2007. It also points out that official visits to Yast 
by the prime minister and state ministers are un 


The contents of the report are similar to one for 
December 2002 by an advisory panel to then CI 


Column 3 
Secretary Yasuo Fukuda. The 2002 report stres 


SIPDIS 

officials honor the war dead 

to other countries 

countries. It also called on the government to cc 
feasibility study on the name 

facility. 


18) Japan to conduct BSE testing on beef from 
countries; Mexican 


ASAHI (Page 2) (Full) 
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The Food Safety Commission yesterday began 
possibility of conducting BSE testing on beef im 
various countries. Products from Mexico 
imports have sharply increased due to the emb: 
Canadian beef 

formally make the decision after hearing opinior 
Expert Council; the Ministry of Health 

the Ministry of Agriculture 
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In fiscal 2005 

Australia (approximately 410 

(approximately 40 

940 times the level of fiscal 2003. Imports from 
ranked fourth 

the level of the same year. Imports form China : 
tons 

materials for beef-related products 

bowls 


No BSE cases have been reported in those cou 
SCHIEFFER 
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respect to its likely affect on humanitarian group 
Venezuela 

number of NGOs in that country. 

Visit Oslo\'s Classified website: 
http://www.state.sgov.gov/p/eur/oslo/index.cf m 


WHITNEY 
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looking to fill the void left by ANO. Martinakova’ 
of support for health 

has wide appeal 

politics. Unfortunately for SF 

proved that its politicians are just as ill-mannere 
rest 

surveys may be very influential in convincing po 
voters that SF still has a chance 

waste their votes. If SF does manage to get int 
it could be a key deal-maker in the post-electior 
horse-trading. It could either join Smer or help ı 
Dzurinda resurrect a four-party center-right coal 
summary. 


A Brief History 


2. (C) Slobodne Forum was born when several 
by deposed Minister of Defense Ivan Simko 
autumn 2003 \"Skupinka\" affair. SimkoVs visio 
was to mirror the SDKU reform agenda 
principles back into the politics 

of course. He was therefore shocked when the 
SF members chose Zuzana Martinakova as its 
just one vote. (Note: SF members have since t 
SimkoVs uninspired speech at the party conven 
them he was not a good leader. End note.) Ma 
journalist by profession 

she took over SF 

puppet-masters behind her every move: husbar 
(an MOD advisor during Simko\'s tenure who nc 
defense advisor to President Gasparovic) and V 
Chlipala (a former Slovak Intelligence Service C 
Kosice 

\"weird\" guy who is more a lone operator than ε 


SF Agenda and Campaign: The One-Woman P 


3. (C) Poloffs met with SF MP Lubica Navratilov 
Ambassador hosted a lunch for Martinakova 
Jozef Hurban 

All explained that SF appealed to urban 
professionals and small entrepeneurs. These v 
favored the Dzurinda government's reform age 
\"soften\" economic reforms to make them more 
ordinary people. On foreign policy 

they did not differ from SDKU. With Martinakov 
non-controversial public messages in support o 
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health care 

considered an \"acceptable\" party for any poter 
Her main public criticism was Mikulas Dzurinde 
style 

public life. Privately 

other 

The strategy that set SF apart was its determin 
Martinakova should be the only public face of th 


The \"Liberal\" Void 


4. (C) Pollsters estimate that since Pavol Ruskc 
government in disgrace and his Alliance of a Ne 
(ANO) party disintegrated 

Slovaks that favor a free-market fiscal policy bu 
progressive social policy are looking for a new Γ 
of them were drawn toward Smer 

SF as a good alternative. It was the dissolution 
bumped SFVs poll numbers over the five percer 
high as eight percent in some surveys. Howeve 
liberal image is somewhat misleading; accordin 
Cerna 

it easier to obtain an abortion 

womens groups 

parliament. When the Ambassador asked if SF 
socially liberal bent than SDKU 

him that Martinakova was V'a Catholic woman.V 


5. (C) There had been rumors since the beginni 
of a possible merger between SF and ANO. Ju 
before parliamentary elections 

Martinakova) convinced a large group of ANO n 
Bystrica to join SF. Although local SF organizer 
opposed to this \"hostile takeover by Rusko 
shunted aside. MP Branislav Opaterny (a forme 
who served as State Secretary at the ministry o 
brother of the local SF chief) protested that the | 
leader who promised to apply democratic princi| 
politics was breaking her vow. Subsequently 
removed him from the candidate list (another br 
procedure). The nasty war of words in the pres 
the V'good manners" image of the party 
Martinakova\'s skills as a leader 

erosion in the poll numbers. A disillusioned Op: 
recently told us that he originally hoped SF wou 
percent of the vote. Now he expected around fi 
and \"five percent would be a miracle. V" 


Martinakova\'s Weaknesses 
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6. (C) We had been trying to meet with Martinal 
was formed. On a half-dozen occasions she са 
last minute 

some consolation in hearing that other embassi 
experiences. SDKU campaign chief Kamil Hon 
her assistant during the 2002 campaign 

lazy; when handed a demanding campaign sche 
VDo we really have to do all of this?" Navratilo' 
that building a new political party was hard work 
Martinakova was simply too busy to meet with c 
foreign policy advisor Ivo Lancaric (who may be 
since we met him with Opaterny) told us Martin: 
insecure and didn\'t want to meet with diplomats 
studied what to say on foreign affairs. Opaterny 
all a game; Martinakova wanted to give the ima: 
woman in high demand 

We believe that only the personal invervention 
and current Ambassadors to the U.S. 

Rastislav Kacer 

Martinakova 

invitation to lunch. Once there 

and open 


7. (C) While initially supportive of the \"One-wor 
strategy 

big mistake. He described the SF headquarters 
while other parties are full of energy and campe 
SF\'s paid office workers sit idly at their desks. 
expressed tremendous frustration at Martinako 
style. He said that as a journalist 
independently writing reports 

experience. She did not know how to inspire a 
jealous of her colleagues 

kicked desks and yelled at people. They both d 
Chlipala as an absolute gatekeeper 

No one can meet with Martinakova without his 
said his former experience as an intelligence of: 
him a master of manipulating facts and creating 
theories 

the next government. 


Free Forum: Hovering on the Edge 


8. (C) Free Forum\'s program is friendly to U.S. 
Slovakia 

Chlipala. If the party receives enough votes to 1 
Parliament 

or boost the chances of a return to power by ac 
coalition. The question is: Will SF get five perc« 


Column 3 

last polls published before elections had the pot 
very influential on SF\'s potential voters 
educated 

with 4.6 percent support and the other showed | 
Voters must now make the difficult decision of t. 
and voting for the party 

votes. In the latter scenario 

significant portion. If SF comes close but misse 
cut-off 

parties that enter paliament in proportion to the 
percentage they received 

Smer even more. 

VALLEE 
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construct housing and contribute educational re 
impoverished Filipinos living in slums. In 2004 

sponsored the construction of the first Procter 8 
village representing 48 new homes in an impovi 
metro Manila. As momentum and enthusiasm 1 
spread throughout the company 

decided to contribute to the effort by giving up a 
salary to fund more houses. P&G instituted a п 
program for such employee contributions. In 2C 
donated funds to build another 70 homes. In ac 
employees opted to give up their 2005 Christme 
four-star hotel in favor of channeling the budget 
build even more homes for the poor. Over the [ 
years P&G Philippines and its employees have: 
170 

alliance with P&G and \"Providing Care\" began 
Philippines 

corporate network. \"Providing Care\" now rece 
from P&G employees around the world. P&G e 
encouraged to participate in the construction of 
and are excused from work to do so on pre-des 
occasions. 


3. Supporting Education: P&G Philippines sup 
Learn 

provide free pre-school services for children up 
years old. P&G donates five centavos (about ni 
every consumer purchase of Safeguard White t 
ongoing operations of the LLT centers. P&G al: 
education for the 7-13 age groups by donating L 
school supplies to students. 


4. P&G Philippines also designed the Sagip-Isi| 
aid the Philippines\' public school system 

resources. P&G Philippines partnered with the 
Microsoft Corporation to provide modern technc 


Column 3 

equipment to schools. Participating schools col 
product labels and exchange them for educatio! 
like computers 

educational tapes. These resources greatly enl 
learning environment in participating schools thi 
Philippines. 


5. Health Initiatives: P&G is a long-time advoc: 
promotion of good health and hygiene practices 
company employees volunteered their time to p 
\"Two Steps to Good Health\" campaign in whic 
to cities including Cebu 

and Davao to put on skits and hold training sem 
elementary children and their parents on the im| 
hygiene and how it protects against disease. 


6. In February 2006 

2nd International Health and Hygiene Symposiu 
seminar gathered 150 hygiene experts from aro 
to discuss cleanliness and hygiene measures tr 
to fight disease. 
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7. Management of P&G Philippines is focused | 
as a means to stimulate the local economy and 
creative ways to bring jobs to the Philippines. F 
Philippines has identified more than 7 
opportunities for local workers through direct an 
hiring practices. The jobs include direct sales 
and packaging positions as well as IT support a 
resource management positions through Ameri 
process outsourcing providers with operations il 
Philippines. The company also moved its Shart 
Center to the Philippines to centralize accountin 
the P&G network in Asia. P&G Philippines succ 
lobbied to set up a Pampers diapers manufactu 
in the RP. Production of the diapers will bring rı 
$7 million to the local economy. P&G has furthe 
$30 million in its manufacturing plant in Laguna 
Philippines a major manufacturing and service | 
Asia. 


EXEMPLARY EMPLOYMENT PRACTICES 
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8. P&G Philippines offers a generous compens 
to its employees including free P&G products 
service 

apply for loans towards the purchase of a car oı 
competitive wages based on a 15.5-month year 
Philippine law requires employers to pay worker 
extra \"13th month\" as a bonus. P&G\'s stande 
additional 2.5 bonus months beyond its legal ob 
quite generous. End note. The company place 
the top ten percent of employers in terms of sali 
Employees are also given stock in the company 
point out that one of P&GVs founders 

Procter 

interests and the interests of the company beco 
inseparable.\" 


9. P&G Philippines holds environmental stewar 
important responsibility. P&G was one of the fir 
companies in the RP to switch from using hard 
(AV) to soft AV in its soaps because the hard A' 
biodegradable. P&G was an early adopter of th 
which it implemented ahead of legislation which 
required companies to use non-toxic ingredient: 


10. P&G has reaped the benefits of an innovati 
strategy which is carefully tailored for Filipino co 
by targeting low income households and offerin: 
(\"sachet\") packets of product. The small quan 
product affordable for consumers on a tight buc 
not have the disposable income to buy in bulk. 
line also makes adjustments for local culture an 
infrastructure. For example 

for pre-treating laundry in consideration of the tr 
of hand washing in which bar soap is rubbed on 
In addition 

country\'s hard water conditions. 


11. P&G headquarters selected the Philippines 
manufacturing site for Pampers diapers in part | 
new technology developed by the P&G Philippir 
technology is being reviewed by the Departmen 


Column 3 
and Technology which may grant special status 
innovative project. 


12. Values are at the core of the Procter and G 
Company. Integrity 

\"doing whats right" guide the staff in their eve 
work. P&G Philippines has resisted the local pr 
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offering bribes as a means to move products th 
P&G managers revealed to Econoffs that they Γ 
dismissed an employee who had paid a bribe tc 
customs clearances. The company has establi: 
tolerance policy for corruption and requires its e 
to respect a high standard of ethical conduct. 


KENNEY 
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serve as a driving force in the pursuit of a Cyprı 
settlement and the reconciliation of the Greek C 
Turkish Cypriot communities is tremendous. ΤΙ 
however 


All Unhappy Families Are Unhappy in Their Owı 


2. (C) Civil society is relatively young. NGOs thi 
across ethnic lines 

active in the 1940s 

1960. Modern 

the 1950s and 60s 

encouraged by the growth of nationalist movem 
groups like EOKA and the Grey Wolves were st 
to organize the public. The communal violence 
and the coup/invasion of 1974 are still fresh in tl 
psyche and have shaped the first post-war gene 
a way that politics -- and political parties -- are s 
primary and dominant form of civic organization 


3. (C) Largely because of this 

the public space and suck up much of the oxyg: 
otherwise have energized civil society. Ayla Gu 
Oslo-based International Peace Research Instit 
Yiouli Taki of the think tank \"Index\" both pointe 
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high level of party loyalty in Cyprus and the pecı 
strength of the bond between family and party a 
significant limitation on civic activism. In Cypru: 
interests and all forms of expression are seen a 
political. Leftists and right-wingers have their o\ 
shops and football clubs. Gurel pointed out that 
Turkish Cypriot side there were \"right\" and \"е 
associations for the blind. The same holds true 
unions 

organizations in Cyprus. DIKO politician Christe 
admitted to us that the parties looked at civil sot 
organizations as potential competitors for the af 
loyalties of their voters. "We don't like organiz 
we don\'t control 


The Elephant in the Living Room 


4. (C) The Cyprus problem itself warps and dist 
environment in which NGOs operate. \"Human 
organizations focus largely on the violations of t 
of one community by the other. Greek Cypriot \ 
organizations -- and they are legion -- are conce 
exclusively with the return of property lost by Gr 
Cypriots in 1974. The parallel plight of Turkish ! 
of little interest to them. The struggle for democ 
Burma or the suffering of refugees in Darfur is t 
irrelevant. Former Turkish Cypriot Chamber of 
Ali Erel observed that this was 

of government-funding practices that advantage 
NGOs and a small 

thinks inside \"the Cyprus box.\" That the gover 
disingenously cites the Cyprus problem as the r 
inaction in unrelated areas of concern further er 
Cyprus-based NGOs to stick close to home. Yi 
pointed out that before 

referenda on the Annan Plan 

groups sprung up to advocate a position either | 
against (many 

of those groups were fly-by-night and have sinc 
leaving a dearth of serious civil society actors. . 
Theophanous 

the Cyprus issue 

essentially the opposite point. Theophanous ап 
network of organizations opposed to the Annan 
demonstrated the essential strength of civil soci 
Cyprus. V'ItVs just that we don\'t care about any 
ourselves 


5. (C) The Cypriot media has been openly hosti 
particularly those that stray from the establishec 
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line. The television news and the largest news 
reflexively toe the government line. Beginning i 
of 2004 

attack on U.S. bicommunal assistance 

that had worked with UNOPS to implement bicc 
The charge in the press -- presented without a ‹ 
of evidence -- was that the United States had e: 
paid Greek Cypriots to support the Annan Plan 

laundered our V'black money" through complici: 
Taki 

the UN-approved V'Citizens Guide to the Annan 
anti-plan activists dismissed as presenting only 
parts\" of the settlement proposal. Taki 

Vtook American money" in exchange for suppo 


Follow the Money 


6. (C) That NGOs in Cyprus are not financially ii 
makes them vulnerable to both influence pedali 
of influence peddling. Little private funding is αν 
domestically for charitable causes -- especially i 
-- and civic organizations rely on donations and 
grants from the government. Dependence on g 
largesse undercuts the independence of NGOs 
willingness to serve in a watchdog function. Ali 
described \"government\" funding of NGOs in th 
Vrequiring something in return.\" Moreover 
established rules regarding NGO funding. Typi 
degree of \"government\" support an NGO can « 
proportional to its degree of intimacy with the pc 
parties in power. In the past 

has voted to close down NGOs when their activ 
as being at odds with the goals of the governinc 
Erel added that an NGO applying for internatioı 
should expect authorities to view its activities wi 
suspicion 

or similarly non-controversial themes. 


7. (C) Rana Zincir of the Chrest Foundation poit 
Cyprus had a weak tradition of philanthropy anc 
to concentrate on a few limited areas of person: 
Josie Christodoulou of the Mediterranean Instit. 
Studies (MIGS) -- the only NGO to thus far rece 
anti-trafficking funds -- and Mine Yucel of Prolog 
Consulting both noted in separate conversation: 
Cypriot and Turkish Cypriot organizations (note: 
few if any truly bicommunal NGOs working on h 
mostly run by part-time staff who work full-time 
fields. Yucel thought that other elements of civi 
such as labor unions 
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related to the economic concerns of individuals. 


8. (C) NGOs find themselves fighting each othe 
of what can only be described as a pretty small 
Organizations working in the same area are drh 
rather than cooperate. Susana Pavlou of MIGS 
Polycarpou of the NGO \"KISA\" (Action for Equ 
and Anti-Racism) noted that the large number c 
NGOs run by disparate academics 

figures rarely join forces for a common cause. 
deep fragmentation of the NGO community me: 
organizations tend to be identified closely with tl 
leading them. Polycarpou 

of KISA 

most outspoken 

the island. Moreover 

full-time by the ROC 

that because of Cyprus\' small-size and close fc 
personal (and political) disputes have a way of ‹ 
into civil society issues. We have seen this phe 
regularly in an Embassy-sponsored anti-trafficki 
The leaders of the principle NGOs active on trai 
issues despise each other and spend significan 
on themselves than on the problem of traffickin 
well-intentioned attempt to coordinate the activil 
leading NGOs working on TIP under the umbrel 
anti-trafficking coalition broke down over persor 
and charges of corruption. KISA head Polycarp 
husband of the Limassol-based APANEMI Dire: 
-- who at one time had been employed by KISA 
CYP 7 

covert slander campaign against Polycarpou 
exercise collapsed in a round of acrimony and r 
This is all pretty routine by the standards of Cyp 
society. 


9. (C) There may also be aspects of Cypriot soc 
culture that limit the growth and development of 
civil society. A number of our contacts have poi 
broad trends in tertiary education as one key т 
factor. At the risk of over generalizing 

communities tend to gravitate towards technica 
rather than the humanities. Ayla Gurel and Met 
observed that many Cypriot civil servants were : 
the East Bloc during the cold war under a syste 
little to encourage civic debate and citizen activi 
Spyros Spyrou of Cyprus Colleges Center for t 
Childhood and Adolescence contended that the 
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conservative nature of Cypriot society encourag 
to dismiss transnational problems like traffickint 
and crime as being removed from Cypriot socie 
of limited relevance. Dr. Mehmet Cakici of the ( 
Health Institute (and a former BDH MP) maintai 
culturally 

beginning to publicly acknowledge problems like 
violence and drug use. The stigma attached to 
problems like these discouraged open debate. 
that his clinic in the area administered by Turkis 
was \"full of Greek Cypriots\" who had come to 1 
secrecy to seek help. 


The Future of NGOs 


10. (C) NGOs on both sides on both sides are ı 
their own shortcomings -- and even quicker to р 
shortcomings of their rivals. Building a vibrant 
and effective civil society on Cyprus will take co 
time. The division of the island is one obvious | 
but it also presents an opportunity if we can suc 
focus the fragmented and fractious organizatior 
south of the buffer zone on shared goals and ok 
Embassy has been leveraging the Bicommunal 
(BSP) to promote capacity-buidling activities ат 
have had some success with this 

trafficking in persons. There is still a lot to do if 
society is to fulfill its potential in promoting a СУ 
settlement and break the stranglehold that politi 
currently maintain on political discourse. 
MILLER 
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and the MDC had not gotten together formally s 
Madhuku said that the Zimbabwe Congress of ` 
(ZCTU) had been out of the picture since long k 
Congress and he did not expect them to re-eng 
term. 


4. (C) Madhuku elaborated that MDC anti-sena 
president Tsvangirai and his followers remainec 
committed to a late-July resistance effort but he 
little evidence of any mobilization or preparation 
part. Indeed 

civil resistance in April 

appeared reluctant to engage in civil resistance 
would proceed with or without them 


5. (C) Elaborating on the national mood and the 
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civil resistance 

largely supportive of the democratic forces but s 
inclined to action out of a mixture of fear and ap 
rural and urban areas alike 

him and were enthusiastically encouraging. Ge 
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a few hundred into the streets at one time 

take more education and confidence-building -- 
unanticipated spark otherwise lit a fire under the 
populace. 


6. (C) Centrally important to the NCA\'s civil res 
campaign was its growing effort to penetrate an 
rural areas 

had conducted at least three workshops іп eact 
country\'s 120 constituencies. In the coming thi 
they would hold two more in each. Attended by 
people 

misrule and community misery at the local level 
workshops also empowered rural residents poli! 
offering them promise of support by NCA struct 
representation should they run into trouble for p 
participation. 


7. (C) Madhuku assessed that the rural popule 
a largely untapped resource. Like most urban c 
they were suffering and unhappy. Although ma 
the sway of ruling party patronage and propaga 
in many cases be engaged. He asserted that tr 
demonstrations conducted by the NCA were thc 
participants were bussed in because 

\"they had nowhere to run.\" Madhuku said resc 
kept them from playing a more regular or expan 


8. (C) Militating in favor of civil resistance was t 
increasing ambivalence of the security forces 
Makhuku. He estimated that the level of outrigr 
democratic forces within the police was approac 
percent. Indeed 

regularly got invaluable tips from sympathetic pı 
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\"Free-lance\" violence was increasingly rare an 
were overtly hostile absent direct orders from al 
NCA had been around long enough that people 
what it was despite GOZ propaganda and even 
were comfortable with it 


9. (C) At the same time 

the continuing vitality of the GOZ intelligence ap 
Despite petrol shortages and other resource co 
their assets around the country kept the authori: 
well-informed. He said that the line of police qu 
during each of his more than dozen arrests den 
extensive knowledge of all his activities. Furthe 
that arrests were intelligence and not law enforc 
exercises 

extensive grilling about NGO activities and finar 
never anything about the activity for which each 
was arrested. 


10. (C) Madhuku asserted that the flap over his 
the NCA\'s recent Annual General Meeting wou 
stature with ZimbabweVs democratic forces or c 
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against the regime. The organization\'s constitt 
amendment that permitted him to run again des 
term limits reflected the overwhelming majority : 
members. It had been spotlighted disingenuou: 
The MDC pro-senate faction had for political re: 
criticized him 

had overtly endorsed or accepted his re-electior 
objection. He conceded that several donors ha 
concern about the apparent \"anti-democratic\" 
the exercise 


11. (C) Madhuku predicted that Mugabe would 
warring Mujuru and Mnangagwa factions to rea: 
accommodation with a view to stepping down in 
could not afford to allow one to prevail over the 
which could fracture the party and leave Mugab 
unprotected. At the same time 
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populace as a whole would tolerate Mugabe sta 
2008. Under the circumstances 

best served by forging party unity with a promist 
down in 2008 and yielding to an anointed succe 
predicted Mnangagwa ultimately would accept N 
succession chiefly because Mugabe would orde 
because she would prove a weak president and 
adversary for Mnangagwa than a Vice Presiden 
the status quo. 


12. (C) Madhuku warned that a Mujuru candide 
а \"retiring\" Mugabe would be a formidable elec 
assuming the nation\'s economic crisis continue 
would be so happy to usher the old man out 
\"reward\" him by voting for his chosen success 
regard to the traditional illicit tools ZANU-PF em 
manipulate elections. Factional tensions would 
in the upper echelons but the party\'s grassroot: 
\"homogeneous\" and V'good at taking orders". 
such a scenario made action by democratic forc 
urgent now 

to close democratic space in the year before the 
election. 


13. (C) Many in civil society have voiced conce 
ham-handed inattention to process concerns in 
re-election as chair of an organization dedicatec 
constitutionalism. Nonetheless 

grassroots as one of civil society\'s foremost str 
organizers and someone who mans the trenche 
With their respective congresses behind them 
ZCTU will be under pressure to support NCA de 
may proceed cautiously 

public\'s reticence to act as well as the regime 
if declining ability to react. 

SCHULTZ 
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NPT Safeguards Agreement in the Islamic Repi 
The session consisted of a DG introductory sta! 
country statements (28 Board members 

Iran) 

morning on June 15 and the Chair provided his 
hours. 


2. (SBU) The \"like-minded\" countries 
behalf of the EUS) and Austria (on behalf of the 
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provided statements that were generally more n 
than previous ones. EU members did not provi 
statements 

Reflecting extensive prior coordination 

noted the lack of cooperation cited in the DG\'s 
called on Iran to implement confidence building 
(CBMs) 

plus one package. Japan 

US (full text below) echoed these themes 
China 


3. (SBU) Malaysia (representing the NAM) 
Ministerial Statement verbatim and hit on all of 
well-known themes. Nevertheless 

tough national statements calling on Iran to coo 
the Agency and respond positively to the P5 plu 
Eight NAM members explicitly called on Iran to 
previous Board resolutions and CBMs to restore 
the nature of its program. End Summary. 


4. (SBU) DG ElBaradei\'s opening statement on 
Iran\'s lack of cooperation with the Agency 
report makes clear that the Agency has not mac 
in resolving outstanding verification issues.\" (N 
remarks 

provide cover for most of the NAM to make tout 
on Iran. End note.). Without specifically mentic 
plus one initiative 

aim to reach a comprehensive agreement that 
simultaneously address the international commi 
establish confidence in the peaceful nature of Ir 
program 

energy needs. 


5. (SBU) Board Chairman Amano 

DG reports 

implementation of safeguards in Iran on June 1: 
hours. Country statements immediately ensuec 
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6. (SBU) The Malaysian Ambassador 

provided a verbatim reading of the May 30 NAN 
Statement 

themes: states\' rights to peaceful nuclear coop: 
conformity with their legal obligations; voluntary 
confidence-building measures should not be co 
obligations; the IAEA is the sole competent autt 
safeguards verification; support for a Middle Ea: 
weapon free zone; cited Israel\'s need to join tht 
decried threats of attacks against nuclear faciliti 
to peaceful purposes; and proclaimed support fi 
without preconditions. The statement welcome: 
cooperation with the Agency 

DGVs reports and comments to the Board dem 
lack of cooperation with the Agency. It also did 
Iran to take steps that would enable the P5 plus 
initiative to succeed. 


7. (SBU) Many NAM counties associated thems 
statement 

cooperate with the Agency and respond positive 
plus one offer. India 

Indonesia 

Colombia 

statements had been closely coordinated to dis! 
themselves from the official NAM gibberish and 
growing international concern over lranVs actior 
members explicitly called on Iran to implement | 
resolutions and CBMs to restore confidence in t 
its program. Many also lauded the U.S. willingn 
in direct negotiations with Iran. (Note: Many N/ 
during private consultations with various delega 
yesterday 

individual statements 

our entreaties to send Iran a unified message. 


8. (SBU) Syria and Cuba were Iran\'s only defer 
Board meeting 

decision to refer Iran to the UNSC. Neither criti: 
for the lack of cooperation cited in the DGVs rec 
or called on Iran to implement CBMs. Cuba 
\"setbacks\" in the Agency\'s progress to resolve 
issues 

claiming this action never should have happene 
mentioned Vrecent events" by countries that ra 
prospects for a negotiated settlement 
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Iran to take actions that would enable such talk: 
was equivocal 

not calling on Iran to respond positively or take : 
create the conditions for its success. Yemen wi 
NAM country on the Board that did not provide ; 
citing the absence of a sufficiently senior Yemeı 
representative in Vienna. 


9. (SBU) Austria 

concern at the lack of progress in resolving the 
issues 

community\'s confidence in the nature of Iran\'s 
program. It called on Iran to cooperate with the 
implement CBMs (without specifically saying V's 
and respond positively to the P5 plus one packe 
no reference to the UNSC or possible future stic 
EU could deploy. 


10. (SBU) France (speaking for the EUS) endor 
statement 

\"dwindled to almost nothing 

of the P5 plus one-related developments over tl 
several weeks. The U.S. 

Norway 

coordination over the past two weeks. On balai 
statements were calibrated to highlight IranVs la 
cooperation and need to implement CBMs 
avoid an Iranian overreaction that could underrr 
diplomatic efforts. The EU3 

U.S. all specifically mentioned the UNSC 

and Argentina did not (but called on Iran to impl 
resolutions and implement CBMs). 


11. (SBU) Russia said that Iran\'s cooperation is 
dispel the international community\'s concerns г 
nature of IranVs program 

positively to this \"serious\" proposal. It did not i 
the UNSC. China 

resolutions and the UNSC Presidential Stateme 
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the U.S. decision to engage Iran 
had reached \"consensus\" on a far reaching prı 


12. (SBU) Under Rule 50 
speak 
the themes that Iran must increase its cooperat 


Agency and respond positively to the P5 plus 1 
Pakistan used this opportunity to trumpet Islam: 
to shut down the A.Q. Khan network 

from about 30 countries had been involved 
states to take steps to curtail development of ot 
proliferation networks. 


13. (SBU) Iranian Ambassador Soltanieh 
Ministerial Statement 

which he claimed reflected the views of 116 coL 
then delivered 

that played up Iran\'s cooperation with the Ager 
litany of over 2000 man days of inspections 

of the Additional Protocol prior to its ratification | 
though they are no longer implementing the AP 
complementary accesses with short notice 
samplings conducted at military sites. He also i 
the DG had found no evidence of diversion of d 
materials. He claimed that referral of the lran fil 
done because of verification issues but becaust 
CBMs-was a V'historical mistake V" and noted the 
returned to the IAEA. 


14. (SBU) Regarding the P5 plus one offer 

that Soltanieh specifically mentioned the other f 
but omitted the U.S. Repeating the official Irani 
proclaimed Iran\'s willingness to negotiate 
preconditions and said the package has some [ 
but there are many (unspecified) ambiguities. li 
respond to the offer in \"due course.\" He then i 
the Board remove Iran from the agenda of subs 
meetings 

will not support. 


Chairman\'s Summary Inadequate 
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15. (SBU) Chairman Amano 

summary that did not accurately capture the de 
Board room. He noted that some countries exp 
about Iran\'s diminishing cooperation with the A 
Iran\'s need to implement CBMs and the Additic 
called for by the Board 

positively to the P5 plus one diplomatic initiative 


16 (SBU) However 

then regurgitated themes from the official NAM 
out reflecting the widespread calls in the individi 
statements for Iran to increase its cooperation v 
Agency 

One initiative. (Note: Ambassador Schulte will is 
demarche over the Chairman\'s misleading рогі 
debate. End note.). 


17. (U) Mr. Chairman 


Last September 

first 

under the Nuclear Nonproliferation Treaty; and 
Iran had lost international confidence that its nu 
program is exclusively peaceful. 


The IAEA and the UN Security Council have cal 
cooperate 
questions about its nuclear program. 


The IAEA and the UN Security Council have als 
to refrain from activities to enrich uranium and r 
plutonium. Iran failed to heed these calls. Inste 
suspending uranium enrichment-related activity 
conducting small-scale operations and has anni 
plans to proceed with larger-scale operations. | 
halting work on a heavy water reactor that will p 
plutonium 

of granting IAEA requests for greater access 
limited the number and location of visits by insp 
refused Agency requests to upgrade monitoring 
Instead of answering IAEA questions 

satisfy IAEA concerns about ties to the A.Q. Kh 
illicit market for nuclear weapons technology an 
declined to meet the IAEAY s request to turn ovi 
from the A.Q. Khan network on fabricating com| 
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nuclear weapons; declined to answer IAEA que: 


advanced and potentially undeclared centrifuge 
declined to explain apparent connections betwe 
undeclared uranium conversion program and th 
missile warhead. 


Last week\'s report by the Director General is st 
words but clear in content: Iran continues to witl 
cooperation with the IAEA on almost every outs 
Iran is not implementing any of the confidence-t 
measures requested by the Board and backed I 
Council. 


Mr. Chairman 


No one disputes the right of Iran to a peaceful n 
program in conformity with its NPT obligations. 

program makes no sense from a civil perspecth 
leaders say they need the heavy water research 
Arak to produce medical isotopes. But why this 
investment when an existing research reactor ir 
remains underutilized? Iran\'s leaders claim the 
enriched uranium for nuclear power plants. But 
nuclear power plants. The one under construct 
will receive fuel from Russia. Iran\'s leaders cla 
need the capability to enrich uranium to be self- 
But Iran\'s known reserves of natural uranium a 
sufficient to power a single reactor for under se 
Even adding speculative reserves 

uranium soon after completing construction of jt 
reactors. Compare Iran to the examples of бош 
Sweden. South Korea has twenty nuclear powe 
gets 40 percent of its electricity from nuclear po 
are advanced countries. Neither enriches urani 


The programs and actions of Iran\'s leaders are 
with a peaceful program. 


Mr. Chairman 


Our goal is to secure a diplomatic solution 
leaders in Tehran provide tangible assurances 1 
not seek to acquire atomic weapons. With that 
we have worked with Europe 

like-minded countries to present Iran\'s leaders 
choice. The negative choice is for Iran\'s leadeı 
maintain their present course 

concerns and international obligations. If Iran\'s 
makes this choice 

costs and lost opportunities. The positive choic 
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constructive choice 

Iranian people 

course and to cooperate in resolving the nuclea 


This must start by Iran meeting IAEA and Secuı 
requests to suspend all activities related to uran 
enrichment and plutonium reprocessing 
development. These activities 

now pursued in contradiction of IAEA resolution 
necessary for Iran to enjoy the benefits of civil n 
power. But they are a necessary step in masteı 
technology and acquiring the material and know 
weapons-grade material. Hence our concern. / 
requirement by the Security Council 

Ministers to suspend these activities. 


Suspending these activities will allow the Securi 
to suspend its action. And suspending these ac 
allow the EUS countries 

others 

an agreement would both reaffirm and advance 
nuclear energy for peaceful purposes 

nuclear fuel and civil nuclear technology. Such 
would also open the prospect for increasing poli 
dialogue and economic cooperation with the res 
This choice will lead to the real benefit and lonc 
security of the Iranian people. 


Mr. Chairman 


When the Foreign Ministers of France 

Kingdom 

Vienna two weeks ago 

have been more clear -- a choice of two paths # 
government: one offering considerable benefits 
peaceful nuclear technology and civil nuclear pc 
second bringing to bear the weight of the Secur 


And the delivery of the message could not be m 
Ministers representing Europe 

States standing side-by-side 

hope that Iran\'s leaders will think carefully abot 
proposal from the six Foreign Ministers. 


We hope that Iran\'s leaders will think about wh; 
the economic prosperity and long-term security 
people. And we hope that other countries 
represented here today 

the right choice: a choice for cooperation and nt 
and a choice to grasp the diplomatic opportuniti 
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offered. 


Thank you 
SCHULTE 
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Goerus 

potentially subversive 

reportedly not meet directly with them. Also tak 
will be Ditib 

that previously had rejected dialogue with other 
organizations. Interior Ministry and some Islam 
believe the Minister\'s step 

breakthrough in state-Islam relations in Germar 
Summary. 


Background 


2. (С) Germany's relations with its primarily Tur 
immigrant Muslim community have been marke 
official contact between the government (at stat 
levels) and Muslim organizations 

Partly due to security concerns (many Muslim c 
are under observation by federal and state Offic 
Protection of the Constitution (OPC) as at least 
subversive) 

partly due to cultural-political reasons 

officials have generally avoided dialogue with M 
Government contacts generally cite the lack of 
umbrella organization with whom the governme 
a reason for rejecting dialogue with any one gro 
recently as May 10 

affairs in the Chancellery 

for Poloff in explaining why Muslim organization 
unlikely to be invited to the so-called \"Integratio 
planned by the Chancellor before the summer k 
other contacts have indicated discomfort at the 
direct dialogue. Maximilian Mueller-Haerlin 

for Federal Integration Commissioner Boehmer 
April that the Embassy\'s dialogue with Muslim ‹ 
a positive example for the government. In a sin 
Muslim leaders last fall commented that it surpr 
that 

(in some cases 

been invited to 

Iftaar dinner. 
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3. (C) According to Interior Ministry A/S for Imm 
Integration Lehnguth 

with Muslim groups remains fairly widespread. 
Interior Ministry family 

Investigation (BKA) and OPC were against dialc 
they consider subversive 

simply overruled them 

the Minister\'s staff 

Minister\'s. Lehnguth also dismissed oppositior 
members of parliament -- some of whom have : 
Muslim group in Germany is an acceptable diak 


Schaeuble\'s Plan 


4. (C) According to Lehnguth 

\"plenary\" session of the dialogue in Septembe 
will be drawn from government 

among independent experts/NGOs. He mentio! 
Ditib 

Muslims as invitees among Muslim organizatior 
Council Spokesman Mounir Azzaoui told us oth 
include the Association of Islamic Cultural Cent 
Alaouite and the Ahmadiniya organizations. As 
Lehnguth mentioned several Muslim politicians 
individuals who also have leading roles in Mosk 
others 

the plenary 

groups - one each on work 

bridge to integration. Krappen clarified that the | 
saw a role for Mili Goerus in the working groups 
the plenary 

contact with Schaeuble. (Note: Mili Goerus adv 
eventual 
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5. (C) A two-to-three years process of dialogue 
concern 

ensue. The goal of the dialogue would be the c 
an agreement between the groups (who might k 
represented by a single umbrella organization) : 
on Islam\'s role in the state 

major churches and the Jewish community һам 
Partially walking back previous German govern 
Lehnguth indicated considerable realism about 
bringing the fissiparous Muslim community und 
umbrella. Lehnguth indicated such an outcome 
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welcome 
outcome. 


Many Questions 


6. (C) Asked his view of the dialogue plan 
Secretary Yildirim said \"dialogue is always bett: 


SIPDIS 

isolation 

and that Ditib had not yet received an invitation. 
speculated that Interior Minister Schaeuble may 
the dialogue because the Chancellery did not be 
possible to include Muslim groups in its V'Integr: 
Summit.\" Yildirim was unwilling to give a view ı 
participation of Mili Goerus or other groups abst 
decision by the Ditib Board on participation. 


7. (C) Central Council Spokesman Azzaoui 
well-informed about the Ministry\'s plans 

the dialogue 

contribution toward the establishment of an umi 
organization representing most Muslim organiz: 
particularly important 

was willing to invite Mili Goerus 

effective lever to ensure the participation of Ditil 
dialogue. Ditib 

organization 

dialogue because of its size and quasi-official si 
Azzaoui 

umbrella organization 

to steer the dialogue in that direction. He was c 
however 

organizationally unaffiliated \"experts\" among tt 
participants in the dialogue. He asked what role 
non-representative experts can play if the goal ‹ 
dialogue is to reach an agreement between the 
the Muslim organizations. 


8. (C) Christian Hoffman 

forum for unofficial dialogue 

Minister\'s \"statement that he will meet\" with IV 
but was unhappy that the Ministry had not consi 
group. He said he was only aware of what had 
press and could not therefore comment more s 
he also signaled some skepticism about whethe 
would actually take place. 


Working Level in Chancellery and Bundestag N 
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9. (C) Schaeuble\'s step was apparently not coc 
advance within the government - at least not be 
cabinet level. According to Heidrun Tempel 
Office Director for Religious Affairs 

had read in the papers. She stressed that Minis 
Germany have the authority to act within their o 
Schaeuble\'s step was not a problem. She did ı 
confusion had arisen between the Interior Minis 
Chancellery plans for an \"Integration Summit\" 
two 

specifically religious element in the Chancellery 
Michael Guentner 

Kauder 

made after consultation with the party caucus in 
Bundestag and that the question of the suitabilit 
groups for dialogues remains open in party rank 
have to get used to dialogue 


Comment: More Than Meets the Eye 


10. (C) The details of Schaeuble\'s plan indicate 
beginning mixed with a large measure of cautio 
particular 

to keep Mili Goerus at arm\'s length and the тс 
non-representative \"experts 

liberal/secularist orientation 

to balance views it may find objectionable from 

organizations The plenary/3 working group set- 
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diversity of Islamic interlocutors will make for a 
complicated process. However 

should not obscure the significance of the move 
John 

Integration 

but essential process of recognizing that the str 
against terrorism can not be successful if non-v 
if conservative) Muslim groups are marginalizec 
has been the political status of Muslim organiza 
Schaeuble\'s move 

cities and states have had varying degrees of fc 
informal interaction with Muslim groups 
government has lacked routine and even symbc 
(e.g. 

political engagement between organized Islam : 
state. The national political class 

to begin to talk with 
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citizenry and population. End Comment. 
TIMKEN 
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facilitating the resolution of disputes by dialogue 


Mr. Guehenno 

momentum provided by this important event. H 
the determination of the international communit 
especially the United Nations 

valuable efforts of the African Union to bring lon 
lasting peace and stability to Darfur. 


Finally 

be made to inaugurate the Joint Commission st 
possible 

in Banjul 


Е Fasher 
HUME 
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decommissioning of all four plants. They have ı 
nuclear power is inherently unsafe. They have | 
that nuclear power plants are subject to disastrc 
(ala Three Mile Island or Chernobyl) especially 
earthquake prone Taiwan. They have also cont 
did not have a means of safely disposing of the 
radio-active waste material (LLRW) and high le 
waste (spent fuel) they generate. That argumeı 
steam due to the good safety record of the NPF 
underway to build 

safe long-term repositories for its LLRW (spent 
continues to be stored on site at the NPPs). Mc 
increasing gas prices and utility costs are forcin 
policy makers to rethink the non-nuclear stratec 
as evidenced by the public statements of promii 
scientists and politicians. 


DPP - RETHINKING NUCLEAR POWER? 


3. (U) Coming on the heels of a NT$ 3.00 gas p 
in the last two months 

as Academia Sinica President Lee Yuan-tseh 
completion of the 4th nuclear power plant and c 
use of nuclear power in Taiwan for at least 50 y 
At an environmental conference held in April 
Taiwan will have to rely on nuclear power if clea 
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and sustainable development issues are import 
of economic policy. Press reports that during a 
meeting Vice-President Annette Lu also comme 
energy was being viewed as an environmentally 
source and asked that experts examine the pos 
nuclear energy in order to meet the challenges | 
global energy crisis. Her comments were in res 
earlier statement on nuclear energy. 


REDUCING NUCLEAR DEPENDENCE THROI 


4.(SBU) The anti-nuclear camp is no longer fo 
safety issues as before but has turned its attent 
sustainable development. AIT spoke with Yeh. 
a long time anti-nuclear activist and former mini 
without portfolio 

law at National Taiwan University. Yeh said tha 
power is not only a technical issue (of nuclear s. 
has become a political issue (involving energy с 
Taiwan. The anti-nuclear forces in Taiwan were 
focusing on the technicalities of waste disposal 
sustainable development. They viewed continu 
nuclear power as indefinitely postponing their ul 
of turning Taiwan into a sustainable economy b' 
energy efficiency 

and educating the public. As long as nuclear pc 
viable (and cheap) 

Taiwan firms to invest in and develop sustainab 
technologies such as wind 

said that rising utility costs could force the public 
government to look at alternative energy and co 
Yeh remains committed to the \"non-nuclear ho 
(Note. Taiwan 

has undertaken steps to reduce C02 emissions 
industries to use the least polluting equipment a 
It is also looking at supplementing its fossil fuel 
through biomass fuels production--not a practic 
given Taiwan\'s limited agricultural land and res 
note.) 


THE VIEW FROM EPA; NUCLEAR POWER NI 


5. (SBU) EPA administrator Chang Guo-long 
opponent of nuclear power 

really concerned where the power comes from i 
it was there and affordable (ref B). However pu 
about the future of nuclear power in Taiwan is a 
has become so politicized that he felt only a put 
referendum could move it forward. Chang poin: 
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plans to extend the life of the nuclear plants bey 
original operational lifetime would run into the B 
Environmental Law section 23 where it is clearly 
that Taiwan is to become a nuclear free homele 
like Yeh also believes in a sustainable Taiwan а 
that keeping electricity and water costs low only 
the illusion of cheap energy in Taiwan. (Note: el 
costs in Taiwan have not been raised for two de 
has been part of a government policy that favor: 
order to promote exports by keeping production 
The average household consumer has also ber 
system as only heavy users are charged on a sl 
AIT does not believe this policy approach has e 
conservation or provided incentives to develop : 
energy sources. 

End note.) 


AEC -- CONFIDENT OF NUCLEAR POWERYS 


6. (SBU) Contrary to the thinking of anti-nuclea 
who see Nuclear power as transitory 
Min-sheng of the Atomic Energy Commission (/ 
confident of the future of nuclear power. At a di 
April for a visiting delegation from the U.S. Nucl 
Regulatory Commission (NRC) 

worried about the future of nuclear power and tt 
for the fourth nuclear power plant was certain. | 
as oil prices rose around the world 

substitute was nuclear power. Previously 
could be used for fuel; there is now potential 
use spent fuel (U238) as fuel 

growth. Не said that TaiwanVs entire nuclear pt 
regulatory and research structure (AEC 
organizations) would remain intact given the grc 
importance and support for nuclear power in Ta 
but he acknowledged that much work remained 
skeptical public about the benefits and safety of 
energy. In May 

Chief 

complete 4 NPP and put it into operation. He w 
that Taiwan would also solve its issue of storag 
noting that counties selected as potential sites f 
storage facility would be given an incentive pact 
of jobs and economic development that would k 
attractive to county authorities and residents alil 
assured AIT that the DPP has come to a quiet 
decision to support continued use of nuclear po 
that he would remain in his position until 2008 м 
to retire. 
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7. (U) COMMENT. The future of nuclear power 
more promising than it did a year or two ago. ТТ 
will most likely be completed and the three currt 
operating plants may be re-licensed to extend tl 
lifetime. Anti-nuclear groups 

advocate for sustainable development and use 
energy sources instead of nuclear power. Ener 
Taipei believe that relying on alternative energy 
which now contribute a miniscule two percent о! 
energy power generation capacity 

for Taiwan to fulfil its commitment to the Kyoto ! 
reduction of CO2 emissions 

fully exploit the nuclear power currently on tap a 
that in the long run alternative energy sources c 
displace nuclear power (ref C). 

END COMMENT. 
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through concrete action\" its commitment to in 
justice. Beckett stressed that HMGVs decisior 
prejudice to the eventual location or outcome of 
\"Taylor\'s right to a fair trial must be respected. 
were acquitted 

he were convicted and subsequently released a 
sentence 

President Taylor would leave or face removal fri 


2. (SBU) FCO West Africa Section Head Jasor 
Poloff this announcement satisfied the Netherla 
now prepared to allow Taylor to be tried before ` 
sitting in The Hague. The Dutch had insisted th 
state agree to allow Taylor to serve his sentencı 
state V'if convicted and should circumstances re 
thought the stalled draft UNSCR could be voted 
as early as June 16 and Taylor could be transfe 
Hague within days. 


3. (SBU) Britain does not yet have domestic lec 
authorizing the incarceration of persons convict 
tribunals not established by the UNSC. Moore : 
had consulted with Leader of the House of Com 
(her predecessor at FCO 

calendar) 

will be adopted during the October 2006 - July 2 
parliamentary session. This is ample time 

trial will not start for five or six months 

a good two years (including the appeal process 


Column 3 
convicted). 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. c 
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without result on June 16. A verdict should issu 
days 


2. (C) The proceeding in Beijing No. 2 Intermed 
closed to the public 

observers and reporters were not permitted to € 
courthouse. The court argument began at 9:30 
continued until 5 p.m. with a two-hour lunch bre 
defense attorneys Mo Shaoping and Guan Anpi 
guilty plea on Zhao\'s behalf but no witnesses w 
to testify 

Joseph Kahn who waited outside the courthous 
proceeding. In a telephone call with poloff 
attorney Mo Shaoping said trial procedures wer 
with Chinese law. He noted he could not comm 
substance of the trial because it involved V'state 


3. (C) As noted reftels 

17 

article correctly forecasting that Jiang Zemin wc 
down from his post as head of ChinaVs Central 
Commission. Kahn has denied that Zhao Yan v 
that report but Kahn\'s request to testify at trial v 
denied. Because he was charged with disclosir 
state secret 

convicted. But observers 

Cohen who advised the defense team 
sentence is a more likely result of any сопмсйо! 
RANDT 
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vehicle size and weight laws and regulations.\" 


2. As per reftel 
SECURITY ADVISORY: 


3. Since July 9 

heightened security measures in response to cc 
terrorist activity. U.S. citizens in the Netherland 
encouraged to monitor media reports 

maintain a high level of vigilance and to take ap 
steps to increase their security awareness. 


Column 3 


4. Tensions in the Netherlands are high 
November 2 

his outspoken criticism of Islam; and by the No\ 
2004 raid on ahome of suspected terrorists 
all-day standoff and ended with the arrest of thrı 
individuals and non-fatal injuries to the suspects 
police. Subsequent arrests were made in conni 
raid and further investigation revealed that these 
had ties to known terrorist groups. These event 
a GoN-wide overhaul of its Counter-Terrorism r 
including providing more resources to combat v 
radicalism. There have been a series of protesi 
attacks directed at mosques and Islamic school 
Netherlands 

churches. American citizens should bear in mir 
demonstrations intended to be peaceful can turi 
confrontational and possibly escalate into violer 
American citizens are therefore urged to avoid t 
demonstrations if possible 

within the vicinity of any demonstrations. 


5. The U.S. Government remains deeply conce 
heightened possibility of terrorist attacks agains 
citizens and interests abroad. As noted in the E 
of States Worldwide Caution of September 10 
terrorists do not distinguish between official and 
targets. Such targets may include facilities whe 
citizens and other foreigners congregate or visil 
residential areas 

schools 

include 

assassination 

may involve aviation and other transportation ar 
interests. 


6. An area of concern for visitors to the Netherl 
crime. Most crimes against official Americans г 
to pick-pocketing and purse and luggage theft. 
automobiles and hotel rooms are not unknown. 
theft of laptop computers has increased 
Schiphol Airport and major train stations. The tl 
operate in small groups that target travelers. TI 
determined and well-practiced at distraction the 
Official travelers have been victimized 
unclassified government computers 


SIPDIS 

Travelers are reminded that regulations require 
the diplomatic pouch for shipment of classified « 
and information. 
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7. Streets can be walked in relative safety but 
U.S. urban area 

especially after dark in the more populated citie: 
Hague 

public transportation hubs are common location 
incidents of street crimes. 


8. For the latest security information 

and traveling abroad should regularly monitor tr 
Department\'s Bureau of Consular Affairs Intern 
http://travel.state.gov 

Cautions 

found. Up-to-date information on security can a 
obtained by calling 1-888-407-4747 toll free | th 
line at 1-317-472-2328. These numbers are av 
8:00 a.m. to 8:00 p.m. Eastern Time 

(except U.S. federal holidays). 
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of Multi-focal Inflammatory Disease (NOMID)\" ; 
European Congress of Rheumatology (EULAR 


2. As per reftel 
SECURITY ADVISORY: 


3. Since July 9 

heightened security measures in response to cc 
terrorist activity. U.S. citizens in the Netherland 
encouraged to monitor media reports 

maintain a high level of vigilance and to take ap 
steps to increase their security awareness. 


4. Tensions in the Netherlands are high 
November 2 

his outspoken criticism of Islam; and by the No 
2004 raid on a home of suspected terrorists 
all-day standoff and ended with the arrest of thr 
individuals and non-fatal injuries to the suspects 
police. Subsequent arrests were made in conn 
raid and further investigation revealed that thest 
had ties to known terrorist groups. These event 
a GoN-wide overhaul of its Counter-Terrorism r 
including providing more resources to combat v 
radicalism. There have been a series of protesi 
attacks directed at mosques and Islamic school 
Netherlands 

churches. American citizens should bear in mir 
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demonstrations intended to be peaceful can turı 
confrontational and possibly escalate into violer 
American citizens are therefore urged to avoid t 
demonstrations if possible 

within the vicinity of any demonstrations. 


5. The U.S. Government remains deeply conce 
heightened possibility of terrorist attacks agains 
citizens and interests abroad. As noted in the L 
of States Worldwide Caution of September 10 
terrorists do not distinguish between official and 
targets. Such targets may include facilities whe 
citizens and other foreigners congregate or visil 
residential areas 

schools 

include 

assassination 

may involve aviation and other transportation ar 
interests. 


6. An area of concern for visitors to the Netherl 
crime. Most crimes against official Americans г 
to pick-pocketing and purse and luggage theft. 
automobiles and hotel rooms are not unknown. 
theft of laptop computers has increased 
Schiphol Airport and major train stations. The tl 
operate in small groups that target travelers. TI 
determined and well-practiced at distraction the 
Official travelers have been victimized 
unclassified government computers 


SIPDIS 

Travelers are reminded that regulations require 
the diplomatic pouch for shipment of classified « 
and information. 


7. Streets can be walked in relative safety but 
U.S. urban area 

especially after dark in the more populated citie: 
Hague 

public transportation hubs are common location 
incidents of street crimes. 


8. For the latest security information 

and traveling abroad should regularly monitor tr 
DepartmentVs Bureau of Consular Affairs Intern 
http://travel.state.gov 

Cautions 

found. Up-to-date information on security can a 
obtained by calling 1-888-407-4747 toll free | th 
line at 1-317-472-2328. These numbers are av 
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8:00 a.m. to 8:00 p.m. Eastern Time 
(except U.S. federal holidays). 
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100 percent 

on the proposal to resolve the situation in Iran 
diplomatically and plan for a negative outcome 1 
negotiations. Sawers stressed that 

measures were eventually agreed 

they be widely implemented to avoid a situation 
measures were easily circumvented with no nec 
Iran. 


5. (S) Paul Rankin 

Kilpatrick 

HMT\'s preference for multilateral measures ар 
United Nations or the European Union. Althoug 
acknowledged the importance banks attach to r 
risk 

better to clear rules on what they could and cou 
Relying solely on banks to end relations with Ira 
entities because of reputational risk could lead t 
situation where the money simply flowed to less 
institutions. Rankin welcomed our desire to dis: 
the context of the Financial Action Task Force ( 
Kilpatrick said that the UK has started to look at 
economic aspects that various financial sanctioi 
could have on financial 

that he thought that even robust financial meası 
Iran would not negatively impact the systemic vi 
the UK financial services industry or the viability 
single UK-based bank. 


6. (S) At the Bank of England 
Andrew Bailey and Adviser to the Governor Ala: 
agreed that financial institutions prefer clear-cut 
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Still 

institutions to examine their reputational risk 
also emphasize Iran\'s involvement in funding te 
addition to its nuclear activities. They agreed th 
financial measures could have an impact on Ira 
that many avenues would emerge to circumven 
Nevertheless 


Column 3 

the cost of doing business with Iran. They also 
they had observed a number of banks reducing 
to Iran 

Bailey said that the Bank of England had obsen 
moves by Iran to purchase gold. He said that h 
any evidence that this gold was being stored in 

reserve locations (such as the New York Fed or 
England) and presumed that it was being taken 
storage. He surmised that this was an attempt 

protect its reserves from risk of seizure. 


7. (U) This message has been cleared by U/S L 


Visit London\'s Classified Website: 
http://www.state.sgov.gov/p/eur/london/index. c 
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support for early deployment of a large-scale El 
observation тіѕѕіоп.\" Ohmori asked exactly w 
support we are requesting. ACTION REQUES] 
further information on the nature of the support 
requesting. 

SCHIEFFER 
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Le FigaroVs headline reads: At EADS 
economic press reports that the disclosure on T 
production problems would cut A380 deliveries 
two-thirds 

billions of euros and leading to a drop in EADS : 
with government investigations into EADS co-ct 
Forgeard selling shares in the company in the w 
Wednesday's crash in the share price. 


The French wealth tax (ISF) 

criticism 

a \"lying tax\" because it \"does not tax the weal 
suffering from high real estate prices.\" Le Figar 
following commentary: \"In the U.S. 

left 

will be taxed. In a country where everyone belie 
day become wealthy 


International news are dominated by the latest t 
Afghanistan 

\"iragization\" of Afghanistan 

special forces will be moving \"to stay with the A 
Afghanistan. (See Part C) Weekly right-of-cente 


Column 3 
very harsh op-ed calling for the closing of Guan 


Le Figaro devotes a full-page to the pre-electior 
U.S. 

turn into an anti-Bush referendum.\" (See Part C 
Somalia and the government\'s search for \"Isla 
subject of a report by Tanguy Berthemet in Le F 
EU support for the government 

C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Guantanamo 


\"Postcards from Guantanmo\" 

Bernard-Henri Levy in right-of-center weekly Le 
\"The truth is that Guantanamo must be closed. 
shocking in the existence itself of this out of law 
no-man\'s land 

which is a source of despair for the detainees 
image of the U.S. and disgraceful for a great de 
We must convince the U.S. ... to put an end to: 
not justified by the war against terrorism and wr 
tarnishes the image of the war and the cause ol 
the time being 

sanctioned for his comment about the suicides 
detainees of -sic- Vlacking respect\' for human li 
deaths could not be assigned to a Vgesture of d 
Vasymmetrical act of warV against the U.S.! Mo 
who oppose fanaticism must be faithful to the vi 
for us Europeans 

according to the principles which we all share 
we cannot defend the rule of law with the rule o! 


Afghan Violence 


VIn Afghanistan 

Jean-Dominique Merchet in left-of-center Libere 
French military source says that France\'s speci 
moving to stay with the American forces 

has been announced... This move has not beer 
worsening situation in Afghanistan; it is instead 
decision taken directly by the Elysee. Seen fron 
strong signal sent to the Americans to prove Fr: 
fighting terrorism alongside the U.S. In a manne 
a reconciliation to make up for the disagreemer 
\"The Taliban\'s Attack on the VTraitors VV" 
Adrien Jaulmes in right-of-center Le Figaro (06/ 
bombing of a minibus has everyone concerned 
the situation in Afghanistan... It is the first attack 
Afghans as targets and implies a change of tac 


Column 3 

spokesman of the coalition in southern Afghani: 
Since the fall of the Taliban regime 

never really been able to take over control of the 
in the south... To counter this new insurrection ¢ 
transfer of command between the Americans a 
launched a large offensive in the mountains 
important since 2001... But the Taliban have lee 
America\'s imposing fire power by dispersing ar 
mountains.\" 


Somalia 


\"Somali Government in Search of Islamic Supr 
Tanguy Berthemet in right-of-center Le Figaro (| 
no one seems able to stop the Islamic Tribunal: 
sources of financing or to stop the birth of an Isl 
Somalia... The Alliance 

with the support of Washington 

of his dwindling power 

\'masters...\ Meanwhile 

the Somali government 

Tribunals of protecting members of Al-Qaeda 


U.S. Midterm Electoral Campaign 


\"Republicans Fear an VAnti-Bush Referendum 
Philippe Gelie in right-of-center Le Figaro (06/1t 
show that President Bush\'s ratings are down... 
hoping that the elections will turn into Va referen 
House as they dream of a Vlandslide...V But the 
legislative elections are really played at the loca 
the war in Iraq 

topics for disagreements abound between \'blue 
America. But even within the conservatives 
separate the camp defending \'values\' and the 
Vbusiness.V In this broken up electoral landscaf 
are no guarantee for local victories.\" STAPLET 
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expand their control beyond Mogadishu. He sa 
taken Jowhar. He said the Transitional Federal 
Parliament in Baidoa remains divided on what s 
Eritrea continues to support to the Islamic Couri 
Ethiopian rebel groups. End Summary. 


2. (SBU) Note: This cable is derived from a DA 
A). 


3. (C) Yohannes said he is developing various c 
action as a precaution to what the Islamic Court 
well as trying to determine weaknesses. He sai 
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Courts have clear objectives 

Somalia\" 

Islamic Courts to control Mogadishu 

area they could have difficulty maintaining effec 
control. They will require more resources and fı 
expand their area of control. He said the Islami 
currently have moved 90 to 100 kilometers frorr 
Yohannes stated that if the Islamic Courts react 
Baidoa and/or cross the border Ethiopia would ı 
militarily and go deep. 


4. (C) Yohannes criticized the warlord alliance s 
was not real alliance and that the various clans 
together for as short time for money. He added 
alliances tend to fragment easily. 


5. (C) Yohannes stated Eritrea continues to sen 
funding to Somalia for the Islamic Courts and O 
Liberation Front (ONLF) and al Ittihad al Islamiy 
order to destabilize Ethiopia. 


6. (C) At the request of the Charge 

Yonus 

immediately to discuss Ethiopian military intenti 
refused to meet DATT 

the situation. DATT asked if Ethiopia had begu 
troops toward Somalia. Samora asked why anc 
U.S. want Ethiopia to move into Somalia. DA’ 
Vno 

repeated his statement about monitoring the siti 
said the Charge should talk to the Prime Ministe 
if she wants more details. 


7. (C) DATT called MG Bacha Debele 

whose forces would go into Somalia if Ethiopia 1 
Bacha currently is at his headquarters in Harar. 
if his forces had begun moving into or toward Si 
said they had not 

operation and that it was likely they could go so: 
this action would be in self defense. He did not 
timeframe. He said it would take a little time to 
plans and assemble the forces for such an oper 
added Ethiopia had experience in such operatio 
conducted them in the past. He said Baidoa rer 
town and Ethiopia could not let the Islamic Cour 
control of it. 

HUDDLESTON 
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the religious extremists?\" he asked. Sembranc 
keep him up-to-date on important development: 
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interest of the apostolic nuncio in Nairobi 

Paul Lebeaupin 

diplomat. The nuncio for Somalia (resident in A 
seems less involved. 


SANDROLINI 
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far in creating new permanent institutions.\" Bo 
welcomed the USG\'s announcement that it wot 
the Black Sea Trust (Ref B) as a very positive rt 
However 

regional conflicts as V'not very productive. V 


4. (U) Foreign Minister lvailo Kalfin used the Jut 
to stress Bulgaria\'s role in the Black Sea regior 
member and a future EU member. In a June 5 
release 

in the region.V In a reference to the 2004 NAT( 
Summit Communique 

is already a part of the area of responsibility of t 
Alliance. We welcome the increased interest o: 
we are ready to assist the further formulation of 
approach towards the region.\" 


5. (C) Poloff met with Yordan Bozhilov 
International Cooperation Directorate 
attendance at the June 5 forum and follow up о! 
demarche (Ref B). Bozhilov stressed Bulgaria\' 
NATO involvement in the Black Sea. He said tt 
delegation had hoped to use the forum as an ор 
learn more about U.S. plans for a U.S./NATO rc 
security (Ref B). 


6. (C) Bozhilov said that at the forum 

Rear Admiral Cem Gurdeniz 

Rear Admiral Minko Kavaldzhiev 

that 

member of OBSH. Bozhilov characterized the r 
bilateral international agreement 
Vunacceptable to the GOB for military-technical 
reasons.V One of the MODVs main reservation 
participation is that the Turkish memorandum w 
Bulgarian naval vessels under a Turkish nation: 
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structure. The perception of subordination is a 
even if Turkey cannot in fact issues orders to Bı 
vessels. Referring to the draft memorandum 
insisted that the exchange of maritime surveillaı 
information with Turkey \"should not lead to the 
for a Bulgarian naval vessel to take concrete ac 
a (suspicious) ship.\" 


7. (C) Naval Attache spoke with Deputy CHOD 
Lyutskanov June 13 

recommend against joining OBSH. He summaı 
objections: 


- The Black Sea is not a closed sea. It does no 
the Black Sea countries. 


- Information should be shared with CC-MAR N 
through Turkey. 


- A NATO operation is the best way for Bulgaria 
equal seat at the table. 


- A solution on Black Sea security should \"mak 
equally unhappy without giving dominance to or 


Lyutskanov stressed that the recommendation : 
a military recommendation 
decide. V" 


8. (С) The MFA\'s Bonchev told Poloff June 14: 
in a Vvery delicate stage\" regarding the U.S. re 
consider OBSH participation (Ref A) 

had strong reservations from the beginning abo 
Bonchev stated that Bulgaria continues to supp: 
extension of Operation Active Endeavor (OAE) 
Sea. 


9. (C/NF) Bonchev noted that before 2004 
NATO member on the Black Sea. He said that 
military planning documents reflected this fact b 
designating Turkey as the lead alliance membe 
activities in the Black Sea. Bonchev said that n 
situation is completely changed 

keeping its special status based on the argumei 
Bulgaria and Romania do not have the same m 
capabilities." He acknowledged Turkish contrik 
Black Sea security 
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should be a part of Euro-Atlantic security.\" 


10. (C) While assuring us that Bulgaria does no 
prevent any positive developments that affect B 
security 

participation) if this is going to replace NATO in 
Sea." He emphasized Bulgaria\'s long-standin« 
Sea issues in a wider NATO/EU context. Boncl 
informally that 

Cooperation Agreement with the U.S. (Ref D) 
U.S./NATO role would provide the U.S. with mo 
to continue to expand its profile in the region. 


11. (C) MOD and MFA sources informed us tha 
received an invitation to participate in expert-lev 
trilateral talks with Romania and Turkey in Buch 
19. The agenda will include SFOR 

discussions on the Black Sea 

The MFA\'s Bonchev said that Bulgaria will almı 
attend. He said that Romania has already еще! 
discussions with Turkey on OBSH 

Romania may cooperate with OBSH without act 
Bonchev said that this could also be an option f 


12. (C) Defense Minister Veselin Bliznakov rais: 
Ambassador June 15 

including the domestic political and public ге!а 
considerations regarding Bulgarian operations L 
flag. Explaining the we are currently determinin 
connection to OBSH would be 

U.S. understood it was difficult for Bulgaria to s: 
OBSH right now 

either. Bliznakov thanked Ambassador for the : 
which he clearly found appealing 

idea to Foreign Minister Kalfin. 


13. (C) The Bulgarians remain deeply skeptical 
OBSH. They regard the Black Sea as an area i 
already declared its intention to become involve 
view OBSH as a Turkish national operation. Th 
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that agreeing to join 

close the door on the possibility of OAE orasin 
operation in the Black Sea. At the popular leve 
also be a hot-button political issue 

history of Ottoman rule. The Bulgarians seek tc 
understand the USGV's vision for U.S. and МАТ! 
regional security issues to which we have allude 
We believe the best way forward is to articulate 
detail the thought process that led to our recent 
consider OBSH. Following the signing of the Di 
Cooperation Agreement (Ref D) 

strategic security relationship with the U.S. 

are eager to engage with us on this issue. 


14. (C/NF) We request supplemental talking po 
address: 


- How Bulgarian membership in OBSH would fa 
U.S or NATO involvement in Black Sea security 


- Whether something short of Bulgarian membe 
perhaps information sharing 


- Whether an expanded OBSH would be a pern 
would be superseded by a future mechanism 
NATO. 

Beyrle 
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On June 15 

Department of Foreign Affairs UN/Terrorism an 
section First Secretary Brian Cahalane. Cahala 
that the GOI will sign the Third Additional Protoc 
Geneva Conventions at the June 20-21 Internat 
of the Red Cross and Red Crescent. He added 
can expect Ireland\'s support in updating the St: 
Movement and in opposing any Conference adj 
Cahalane noted that the Irish Red Cross Societ 
likely vote in favor of the amendments to the St: 
added that the GOI is reluctant to directly appro 
Society\'s members because of its status as an 
agency. When pressed about delivering a state 
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need to focus attention on the primacy of humaı 
in this forum he replied that the EU will be issuir 
statement and the GOI would likely not be issuit 
separately. 


ok ck ko ck ck Ck Ck Ck Ck Ck Ck Ck Ck Ck Ck Ck ko ko ko k ok k kk 
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will stay overnight 

Curacao. Bot will meet with his Venezuelan anı 
counterparts and not with heads of state. 


3. (C) Just last month 

meet with both Chavez and Lula da Silva. Vogt 
admitting defeat 

meetings were more \"appropriate.\" He said ta 
would focus heavily on trade 

would focus on Netherlands Antilles status negt 
and energy 


4. (C) Vogelaar said the MFA would appreciate 
we wished to share with them prior to the visit. 
BLAKEMAN 
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and Human Rights V 


Degrees 


VLicence s Sciences politiques - Mention tudes 
internationales!" (University of Geneva and Gra: 
of International Studies 

Bachelor of Laws 

Thessaloniki) 

Postgraduate Diploma and Master's Degree in 
honours (Aristotle University of Thessaloniki) 
Ph.D. in Public International Law 

University of Thessaloniki) 


Education 
VPeiramatikon School" of the University of The 


American College of Thessaloniki 
Faculty of Economic and Social Sciences 
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Geneva 

Institut Universitaire de Hautes Etudes 
Internationales/The Graduate Institute of Intern: 
Studies. Geneva 

Law Faculty 

The Hague Academy of International Law 
scholarship) 

International Law Seminar 

Commission (twenty-seventh session) 

The Salzbourg Seminar interdisciplinary course 
protection of human rights 


Honors 


1976- Honorary Vice-Consul to the Republic οἵ. 
1998- Honorary Diploma of the Hellenic Club of 
2001- Titular member for life of the Bar Associa 
Thessaloniki 

The candidate submitted a list of over 20 books 
monographs )f Q()ah Sh% )S Qh% author. The 
available from the Secretariat. Besides these m 
publications 

commentaries 

numerous books 

proceedings and other collective research work: 
RIES 
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seems to want to come to Chad\'s sick-bed\" 
Vtherapies concocted without first knowing the | 
lead to fatal and tragic consequences 
necessity of listening to the patient 

is sick. V 


4. (C) The CPDC letter stresses that political di: 
be non-exclusive -- CPDC code-word for includi 
fashion Chad\'s armed opposition. It calls for ar 
dialogue to be \"god-fathered\" by the internatio 
and to be prepared under the aegis of the Afric: 
given that the AUVs Peace and Security Counci 
itself seized with the Chadian crisis at its 49th si 


5. (C) The CPDC written submission to Minister 
Girardin closes with a reference to conducting r 
usual with a president the group considers illegi 
letter asks the rhetorical question 

that in politics 

part 

cleansing the filthy.\" It warns the Minister not tt 
fooled by the call for political dialogue emanatin 
Presidency only one week before GirardinVs art 
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calling it a red herring of the same sort as the т 
on electoral transparency which the President s 
before the February 2004 visit of France\'s then 
Minister de Villepin. 


6. (C) Pol/Econ Off followed up with Garba on tl 


NDJAMENA 00000847 002 OF 002 


proposals contained in the CPDC\'s \"Note for tl 
Mr. Donald Yamamoto -- Political Crisis in Chac 
for a Resolution\". To the question of just how r 
CPDC\'s suggestions were 

CPDC\'s attempt to design an approach and str 
responded to what the group perceived to be idi 
AU 

international community members had propose: 
Minister from the opposition; to get there 

it would require changes to the constitution 

the President 

reminded us that the international community\'s 
were similar to the structures developed in the 1 
Conference in Chad -- and which President Det 
within only a year. 


7. (C) We questioned whether Garba or his CPI 
thought that it was sufficient to have internation: 
to operationalize an approach to pursue results 
striking similarities to those that had been soug 
achieved in the past. Garba noted that there w: 
of success in any dialogue without full support fi 
foreign partners to back the President into a cor 
not 

in fact implied that Deby might be past influenci 
would only cede or leave power if forced. 


8. (C) It would appear that both the political opp 
the Presidency are playing \"Please the Foreign 
proposals of political dialogue. As long as Deby 
newspapers with regular announcements of dia 
activities 

themselves willing to engage 
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process in train to which the international comm 
have to react. The CPDC will point out that Det 
has no sanity check in it -- the international com 
be kept at arms distance. They will call for outs 
organize 

on the President -- a level of engagement in Ch 
that is unlikely to be quickly forthcoming. The tv 
are set to continue talking past each other. Ме; 
men with guns sit to the East and South. END t 


9. (U) Tripoli Minimize Considered. 
WALL 
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on any substantive proposals\" at the initial sess 
Fraper warned that France could not back the L 
action in Working Groups should that hinder ad 
draft Convention on Enforced Disappearances 
described as a key deliverable for the French G 
Fraper said France supported the draft Declarat 
Rights of Indigenous Peoples but would not rus! 
acknowledged the draftVs \"judicial difficulties" : 
underscored that France was considering a \"ro 
declaration upon adoption that would set out Fre 
reservations regarding notions of collective righ: 
tribal right of secession. End Summary. 


2. (SBU) MFA IO DAS-Equivalent for Human R 
Fraper du Hellen 

to discuss reftel demarche 

U.S. concerns on the need for the Human Right 
to steer clear of country-specific resolutions in tl 
session 

on disputed territories in the Middle East (Ref A 
Nonetheless 

insistence that the HRC avoid V'action on any sı 
proposals" at the initial session. She said visiti 
officials had voiced the same reaction to this U. 
during a luncheon earlier that day. 


3. (SBU) Le Fraper understood U.S. dissatisfac 
Declaration on the Rights of Indigenous People: 
the U.S. hope to block any action on the reports 
Working Groups 

Disappearances? Le Fraper reiterated the MF/ 
adoption of the draft Convention on Enforced D 
which she termed a key deliverable for the Fren 
(Ref B). Le Fraper warned that Ambassador Ri 
had indicated France would not back the U.S. o 
action in the other Working Groups should that 
adoption of the Convention on Disappearances. 


Column 3 


4. (C) Le Fraper volunteered that France would 
action on the draft Declaration on Indigenous Pı 
France supported the initiative 

reservations and noted that France believed the 
as such lacked any juridical value and did not ct 
legal instrument. In fact 

the draft Declaration 

by issuing a \"rather robust\" national statement 
its \"juridical difficulties 

collective or group rights and the suggestion of 
self-determination (Ref C). Le Fraper provided 
draft text of the proposed GOF statement опа ( 
basis with the important caveat that the French 
had not yet cleared on the text. (Comment: Pre 
is a self-declared champion of indigenous peop 
inaugurating a major museum of tribal arts this : 
many believe he hopes will constitute his cultur 
France. Ref. D) 


Wedgwood Addendum 


5. (C) Le Fraper ended on encouraging terms t 
the French pledge to vote for Professor Ruth W 
reelection to the Human Rights Committee in е) 
United StatesV support for Christine ChanetVs ο 
(Ref E). She noted France had already decline: 
Spanish candidate by declaring a prior commitn 
the Wedgwood candidacy. 


Please visit ParisY Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c frr 
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15. A group of left leaders 

India-Marxist (CPI-M) General Secretary Praka: 
Communist Party of India (CPI) General Secret: 
issued the evaluation following a UPA-Left coor 
meeting with Prime Minister Singh and Sonia G 
been initially designed to create the appearance 
the coalition. The Left attacked the UPA for fort 
decisions 

U.S.-India nuclear agreement 

the IAEA on Iran 


Column 3 

price rises and support for FDI in the retail sect« 
public airing of the report card is designed to reı 
leadership that the Left will continue to skewer i 
ostensible coalition partners to make political Πε 
the machinery of progressive decision-making t 
best it can so it can then run against the Congre 
next general election. End Summary. 


UPA Report Card Unsatisfactory 


2. (SBU) Leaders of the two largest Leftist polit 
parties issued an unsatisfactory \"report card\" t 
Minister Manmohan Singh and UPA Chairperso 
June 15 

performance on foreign policy and economic iss 
reported that the left accused the government o 
its commitments to pursue an independent fore 
regard to the Indo-U.S. relations the voting on Ir 
the issue of Palestine.\" In the evaluation 
claimed 

disarmament and the governmentVs foreign pol 
distortion because of the obsessive drive to har 
positions with the U.S.\'s global strategies.\" 


Left Objects to Economic Reforms 


3. (SBU) The Left also heavily criticized the UP 
reform agenda 

plans to allow FDI in the retail 

and print media sectors. It also criticized the Ple 
Commission for pressing privatization in opposi 
\"priorities set by the common minimum prograr 
Plan.\" Mirroring comments in Ref A 

recent fuel price increases and demanded the ¢ 
more on agriculture development. 


Comment: News Flash: You Lost the Cold War 


4. (C) The way the UPA leadership sat with the 
of the Left to receive their \"report card\" -- mucl 
errant school boys -- shows how much Congres 
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LeftVs support in Parliament even though the le! 


their every move. Meanwhile 
power without exercising any responsibility 


Column 3 

gleefully torture Congress without withdrawing s 
would permit the hated and feared BJP to returr 
The Left very much considers retrogressive con 
Knows Best\" economics to be the best way to € 
prosperity 

continue to try to frustrate efforts by the UPA to 
economic reforms and views India\'s improving 
with the U.S. as a threat. The UPA 

support in Parliament 

ramifications of pressing forward with needed re 
public airing of the report card show that the Let 
weaknesses in the Congress Party and is trying 
authority. Punctuating the Left\'s impatience 
General Secretary concluded that 

note and now it is time for the government to re: 
must realize that our concerns cannot be ignore 
For Sonia and the PM 


5. (U) Visit New DelhiVs Classified Website: 
(http://www.state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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should do more trade in everything. We are del 
participate in any and every form where we can 
trade." While Bhagwati is generally supportive 
trade between central and south Asia in particu 
emphasized that \"everything depends upon wh 
projects are technically and economically feasik 


Pessimistic about TAPI 


4. (C) While the Indian cabinet approved India: 
participation in the Turkmenistan-Afghanistan-P 
(TAPI) pipeline (see reftel B) 

about the deal 

do not demonstrate that Turkmenistan\'s gas st 
sufficient to honor even existing gas supply agrt 
Russia 


Build Consensus in the Indian Bureaucracy 


5. (C) Bhagwati also encouraged USAID to sen: 
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the Indian bureaucracy 
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and the Planning Commission 

outstanding technical issues in order to allow fo 
political decision whether or not to participate in 
Central-South Asian transmission line to be maı 
USAID is planning to meet on June 22 with Kirit 
Member of the GOI Planning Commission to dis 
matters further. End note.) 


Indian Firms Scared of Afghanistan 


6. (C) In a separate June 8 meeting 
Secretary for Afghanistan told AidOff and Poloff 


SIPDIS 

security of any energy transmission line through 
is a key risk factor that must be taken into ассо! 
emphasized that after the April 29 killing of Indi: 
Suryanarayan 

continue work or begin new projects in Afghanis 
security concerns 

Iran-Pakistan-India (IPI) pipeline are being activ 
considered by the GOI 

between central and south Asia could still be ap 
India. \"We\'l have to consider all options 
concluded 

foreclose any options.\" 


Comment: Cautious Below 


7. (C) At the working level 

whole to be cautious about the prospects for ele 
trade between central and south Asia 

feasibility studies clearly demonstrate the benef 
projects. Judging by India's willingness to eng: 
TAPI and IPI projects 

and security risks 

level Indian leaders are more willing to be seen 
participate in energy trade and transport project 
will continue to engage MEA as well as other Gt 
to share information and demonstrate both the ı 
benefits of India\'s participation in regional ener 
projects 

particular 

the possibility of including India in the feasibility 
of the proposed Central-South Asia electricity lir 
MULFORD 
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condition that Parliament would again be restore 
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were no constituent assembly elections within a 
Chalise suggested that the government might d 
Parliament in two months. Chalise said that PM 
continued to recognize that the main problem w 
management of Maoist arms. Chalise stressed 
government remained firm in its position that th 
permanent management of arms before the Ma 
inducted into government. He noted that an es: 
of the talks must be a clear message to the peo 
that the Maoists will not be able to carry their gu 


3. (C) Prachanda 

Bhattarai 

commercial helicopter for the talks at the Prime 
residence. The discussion between the PM anc 
relatively brief 

between the negotiating teams led by Home Mit 
and Maoist spokesperson Mahara. The РМ\ | 
Ramesh Jung Thapa 

own security surrounding the talks. However 
the talks between the PM and Prachanda were 
that no decisions would be announced. Thapa 
talks between Mahara and Sitaula would contin! 
Prime Minister was in Bangkok June 17-24 for r 


PARTIES - MAOISTS REACH FOUR POINT A 


4. (SBU) The leaders\' meeting in Kathmandu c 
round of peace talks on June 15 led by Home N 
Prasad Sitaula and Maoist spokesperson Krishr 
in the capital. Following talks 
seven-party alliance and Maoists signed a four | 
agreement. They agreed to: 


-- Form a 31-member Ceasefire Code of Cond. 
Monitoring Committee 

be responsible for monitoring the implementatic 
Party-Maoist 12-point understanding (ref A) and 
Code of Conduct (ref B). The head of the Citize 


for Peace and Democracy and former Minister ‹ 
Devendra Raj Pandey will head the 31-member 


-- Hold further talks under the observation of a c 
five Nepali civil society leaders. Sitaula announ 
names of the observation committee: Former S 
Justice Laxman Prasad Aryal 

also heads the Monitoring Committee) 
Damanath Dhungana and Dr. Mathura Prasad ‹ 


Column 3 

-- Request the United Nations Office of the Higr 
for Human Rights (OHCHR) to assist the truce | 
committee and to monitor human rights. 


-- Hold direct talks between Prime Minister (PM 
Maoist leader Prachanda soon. Maoist talks te: 
Mahara said the summit talks would focus on cı 
assembly elections and arms management. 


POLITICAL LEADERS: POSITIVE STEP 
COORDINATION 


5. (C) Arjun Narsingh K.C. 

Congress (NC) said the formation of the monito 
observer committees was a positive developme 
believed a 31-member committee was too big t 
He lamented that the idea to form the committe 
discussed by the Cabinet but not with the centre 
members of the political parties. He stressed tr 
important outstanding issue was the manageme 
Minendra Rijal 

Congress-Democratic (NC-D) 

Committee Member 

the committees was positive 

important need for coordination between the co 
the government. 


6. (S) Hannes Siebert 

the Transition for Peace Initiative (protect) 
d\'Affaires the morning of June 16 that he and h 
working on draft terms of reference for the 31-n 
monitoring committee 

Siebert said that his group was also drafting ins 
for the observer group. Siebert worried that the 
process was \"moving a little too fast.\" He note 
has not been time to secure what the two sides 
upon or a clear picture of how the various worki 
committees that have been established will mes 
commented that in the texts of agreements sigr 
government had not yet made dangerous conce 
Maoists 

been able \"to tie down the Maoists yet.\" 


COMMITTEE TO DRAFT AN INTERIM CONST 


7. (S/NF) Siebert said that the government and 
appointed a secret committee to draft an interim 
constitution. Siebert asked that the new commi 
discussed publicly as its existence would not be 


Column 3 

two weeks 

agreement. Siebert described the group as \"fa 
lawyers\" from both sides: two Maoist lawyers (v 
participate in a group with the three Maoist пед 
two GON lawyers. Siebert said the committee: 
sort out the two sides\' different roadmaps 
agreement 

government. 


COMMENT 


8. (C) The peace process is happening at a bre. 
the speed at which things are moving is breatht: 
nearly all observers. While all seem to agree th 
an agreement on the decommissioning of Maoi: 
the determining factor in the negotiations\' succ: 


ultimate failure. In the meantime 

mechanism that will give teeth to the Code of С 
critical. Quickly finding an independent funding 
for the 31-man monitoring committee 

field personnel to come 

and running as soon as possible. As it stands 
still no coherent structure for monitoring the Со 
Conduct as the Maoists continue to violate the ( 
extortion and recruitment of cadre 

15 discovery of a dead 19-year old abducted by 
days ago in central Sindhupalchowk District. 
SCHWARTZ 
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purely domestic Internet entities in commerce 
and academia; however 

whose headquarters are in the US (and who he 
insufficiently accommodating to his requests for 
data) 

CERT-In\'s training classes are typically full 

no plans to offer distance learning to expand the 
educational reach. Rai also described his work 
complained about factors common to the IT ind 
him to accommodate nearly 10096 annual staff : 
Summary. 


CERT-In Briefing 


2. (U) CERT-In Operations Director Anil Sagar 
ten-minute PowerPoint briefing of CERT-In ope 
Highlights included: 


Column 3 


-- CERT-In focuses on protecting critical data in 
for the defense 
telecommunications sectors. 


-- GERT-In is working toward ISO/IEC 27001 in 
security management standards certification. It 
its informtion security management manual and 
certification by December 2006. 


-- CERT-In currently has no direct enforcement 
chooses to follow up on computer security infra: 
committed by GOI entities 

(Communications and Information Technology ‹ 
level. As regards the private sector 
empowered to issue voluntary cybersecurity gui 
Sagar described as V'up to international standar 


Outreach 


3. (U) CERT-In connects with digital India throL 
vectors: 


-- Their web site www.cert-in.org.in generates a 
460 hits/day from GOI 

academia (including foreign institutions). Their 
is approximately 75% domestic and 25% from r 


-- In the past 18 months 

security guidelines and white papers from the w 
large (but not quantified) number of downloads 
from academic institutions in India 


-- Vulnerability Notes are e-mailed to a list of 55 
security professionals 


-- Their e-mail contact list (for training and spec 
events) includes 800 Indian CIOs in critical sect 
(defense 
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sub-sectors (banking 
etc.). 


-- CERT-In is available for contact essentially 2: 
phone 
limited to one engineer at present. 


Column 3 
Breakdown of Incidents Handled by CERT-In 


4. (U) Sagar continued that of the total number 
CERT-In engineers worked on in 2005 
attacks. Ofthe remainder: 


-- 38% were virus/malicious code attacks 

-- 16% were network scanning/probing incident: 
-- 2% involved system misuse 

-- 2% were e-mail spoofing 


Web Defacements a Concern 


5. (U) Sagar said that India\'s on-line communit 
from a significant amount of web defacements - 
change the appearance of a corporate or gover 
without also attacking back-end functions such 

e-commerce 

web defacement 

Highlights 

as well as a simple graph of 2005 incidents 


-- Total annual web defacements of Indian sites 
CERT-In since 2003 are: 1687 (2003) 
(2005) 


-- Almost half of the web defacement complaint: 
received in 2004 were from .co.in domains; .go\ 
accounted for one-quarter of defacements 
academia (.ac.in) with one-eighth. India\'s rem: 
domains 

of defacements. 


-- Telecomms networks and Internet infrastructı 
most targeted sites in 2004. The prior white рај 
prevalence of defacements in past years agains 
to the railways and to the Gujarat state governn 


-- The 2005 figures were 60% against .com don 
against .org domains. 


Advocating a Soft Approach with Indian Firms .. 


6. (SBU) Asked by EmbOffs several times або! 
what authority CERT-In can enforce cybersecur 
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private sector 

seek voluntary compliance.\" Rather then confr 
make enemies 

it is in their (financial) interest to follow good 
cybersecurity practices 

that that in many cases the private sector (whicl 
that breaches of data security translate into cos 
and potentially lost clients) is generally more ap 
more forward-leaning 


7. (SBU) Rai also shared that CERT-In receive 
industry insiders 
departments 
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not adhering to cybersecurity best practices or s 
attacks. He reported that 60% of the entities CI 
follows up with comply with their requests for inl 
their second-round requests that include a warn 
possible legal infractions that might require a CI 
investigation generate additional compliance 
hastened to add that CERT-In had never referre 
non-compliance or an attack to Indian law enfor 
told us he has lobbied for amendments to the П 
that would grant CERT-In the authority to direct! 
cybersecurity mandates. 


Frustrated with Procedural Inefficiency 


8. (SBU) RaiVs dander rose as he described hi: 
over not being able to obtain Microsoft Hotmail ; 
personal subscriber data for e-mail accounts CE 
identified as having attacked CERT-In\'s own se 
that they have logged approximately 25 attacks 
facility this year 

five Indian-origin 

other countries. Rai never singled out Pakistan 
origin of any attacks on CERT-In or other Indiar 
he did note that some cyber-attackers located ir 
hijack servers in another to launch attacks. 


9. (SBU) Rai held to his position that the two cc 
should share the subscriber information directly 
despite EmbOffsY suggestion that the request - 
criminal activity -- could be pursued through law 
channels. WI keep asking the Indian headquart 
information 

bosses won't let them help 


Column 3 

When EconOff offered that US privacy rights we 
factor 

privacy?\" 


Training: SRO 


10. (SBU) CERT-In continues to run 2-day sem 
workshops 

Some events 

ICAAN executive as a speaker 

24-seat seminar room -- this event yielded a crc 
40 

seminars and workshops at IIT/Bangalore 
plans to introduce distance learning; the confere 
boasts videoconferencing equipment 

which is in the next room over. (COMMENT: Al 
workshops 

computer workstations 

learning 

seats to over-subscribed seminars through tele: 
End Comment.) 


Like IT Industry 


11. (SBU) Rai and Sagar bemoaned CERT-InY 
rate of approximately 100% per year; Rai explai 
employees" experience and connections are Пк 
by Delhi\'s growing private-sector IT industry 
director of Japan\'s CERT tried to hire away one 
employees. Rai also took a swipe at V'changinc 
values\" (read: Indian IT professionals act like tl 
American counterparts). Young employees do 
emotionally attached to their first job and can be 
snapped up by a better offer -- there is no socia 
staying with one organization for years at a time 
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complained. Rai also noted that the security of 
government sector is not as attractive as better 
the private sector 

possessing portable skills. He added that India 
willingly trade stability for mobility. 


Platform-Driven Work Teams 


12. (SBU) CERT-In staff are organized into woi 


Column 3 

on the platforms the engineers specialize in (W 
Oracle 

of the following tasks within their platform exper 


-- Real-time or e-mail customer assistance 


-- Resource building 
accumulating security tools 


-- Event monitoring/incident handling and draftir 
security alerts in response to newly discovered 


-- Collecting data 

-- Drafting/conducting training modules for CER 
-- Trend analysis 

-- Drafting white papers 

-- Reverse-engineering malicious code 


-- Conveying information to regional/internation: 
Cert 
sector-specific CERTs 


24 Hours a Day 


19. (SBU) CERT-In currently employs 22 staff i 
into two main shifts 

graveyard shift. Half the workforce are hired V'fi 
market 

departments. All have engineering or computer 
degrees 

C&IT Ministry approved an increase up to 38 st 
which would allow them to stand up a complete 
CERT-In augments its limited R&D manpower k 
from IIT and IIS computer science departments 
partnerships with Microsoft 

Red Hat are force multipliers that allow CERT-I 
some projects 

Symantec 

and IBM. (COMMENT: Rai easily separated his 
Microsoft regarding its Security Cooperation Pre 
frustration with Microsoft noted in Para 7. End ( 


Security: Less Than Meets the Eye? 


14. (SBU) Paying closer attention to CERT-InV: 


Column 3 
apparatus than in prior visits 
lapses/inconsistencies: 


-- We noticed biometric fingerprint-readers at si 
doorways; in approximately half the cases 
propped open. Only when Sagar entered the N 
fingerprint read required. 


-- The large number of CCTV cameras 
bio-metric sensors appear to be a security overl 
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perhaps more for show than for security -- cons 
the physical space CERT-In occupies could not 
accommodate more than 40-50 per shift 
visitors/seminar attendees. 


-- The X-Ray machine in the foyer still appears | 
A). 


Cybersecurity Audits Fell by the Wayside 


15. (SBU) To PolOff\'s question on whether the 
mandated cybersecurity audits (Ref B) 
mandate had never materialized. Instead 
voluntary cybersecurity audits to the private sec 
performed by their staff engineers. 


Breakdown of Hardware 


16. (SBU) Further to Ref B 

Center (NOC) employs 10 Sun servers (two eac 
\"Firewall\" and \"e-mail 

their servers are IBM. 


17. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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announced that the GON planned to strengthen 
ministerial committee to mainstream the issue ( 
and requested donor assistance to develop an i 
management system for better program monito 
Participating NGOs expressed their doubts abo 
feasibility of eliminating all forms of child labor it 
by 2014; instead the group challenged the GON 


Column 3 

sustainability of child labor projects. Thapa ack 
the group\'s concerns and pledged better gover 
cooperation. End Summary. 


LABOR SECRETARY HIGHLIGHTS GON EFF 
REQUESTS DONOR SUPPORT 


2. (SBU) During a June 1 donor meeting 

the only donor present but INGO and NGOs we 
Minister Lekhak requested donor support to acc 
goals to combat child labor. Secretary Thapa g 
presentation on \"Creating Synergy Among Part 
Effective and Efficient Implementation of the Na 
Plan on Child Labor" Nepal's Master Plan on 
which was revised in 2004 

of child labor by 2009 and all forms of child labo 
Thapa requested that the GON and donor repre 
а Vdonor consortium" to mobilize funds and co 
use. He announced that the GON planned to st 
high-level inter-ministerial committee to mainstr 
issue of child labor. Secretary Thapa stressed | 
commitment from all sectors of society 

needed to eliminate child labor. The NGOs anc 
session responded to the Secretary\'s presentat 
challenging the contention that Nepal could real 
eliminate all forms of child labor by 2014. 


3. (SBU) The MOLTM Secretary said that the G 
develop a monitoring and evaluation system 

to provide information to assist the GON to deve 
information management system. He requester 
funding for the Timebound Program 

August 2006. The goal of the Timebound Prog! 
the number of children engaged in seven of the 
child labor in 22 districts of Nepal. The Timebo 
focuses on influencing GON policy 

activities 

stressed that the Timebound Program was итри 
success of Nepal\'s Master Plan 

titled Continuation of Good Practices of the Tir 
Program and Addressing Future Gaps\" that coi 
three-year Phase Il of the Timebound Program 
to target elimination of seven of the worst forms 
labor and address issues of child soldiers at a c 
1.9 million. 


4. (SBU) Pracha Vasuprasat 

International Labor OrganizationVs International 
the Elimination of Child Labor (ILO-IPEC) in Ne 
subsequently explained to Emboff that no fundir 
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pledged by the U.S. Department of Labor (DOL 
donor for Timebound Phase II. Anja Elisabeth | 
Expert for ILO-IPEC 

meet formally with all donors to ascertain wheth 
any interest in supporting Timebound Phase 11. 
that the June 1 meeting had been called in part 
concern over Timebound Phase II funding 
opportunity for the new GON to demonstrate its 
eliminate the worst forms of child labor. 


SUSTAINABILITY AN ISSUE 


5. (SBU) During the meeting 

a major donor concern was the sustainability of 
projects. She noted that the GON needed bette 
to avoid duplication of efforts and waste of reso 
Secretary Thapa acknowledged that the goals c 


SIPDIS 

Plan were ambitious and that was why he was s 
cooperation and participation from donors and < 
He also acknowledged that there had been gap 
between formulation of goals and implementatit 
committees did not always work properly. Тһар 
that the GON was planning to allocate funds in : 
annual budget for innovations that have worked 
not a large amount 


DOL RECOGNIZED ON CHILD LABOR DAY 


6. (SBU) On Child Labor Day 

certificate of appreciation on behalf of DOL 
ILO-Nepal for DOL\'s outstanding service to the 
elimination of the worst forms of child labor in N 
Minister Lekhak conveyed the GON\'s commitrr 
necessary assistance to eradicate child labor. 


COMMENT 


7. (SBU) Most NGOs and INGOs complain that 
engagement from previous governments contrik 
of success of Phase | of the Timebound Progra 
new government seeks assistance to address tl 
problem of child labor 

unwilling to respond to the government. The Us 
continue to support Nepal in its effort to address 
labor by funding two major programs. One 
Futures Program Phase Il 


Column 3 

importance of education and provide access to 
education for children removed from or at risk o 
one of the worst forms of child labor. Two 
Elimination of Bonded Labor Program Phase ПІ 
withdrawing bonded child laborers and reintegré 
their communities 

prevent at-risk children from becoming bonded 
SCHWARTZ 
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4. (C) Rubaie told Edelman that poor 
intelligence collection and coordination 

is among the greatest obstacles to 
defeating the insurgency in Iraq. 

He lamented that the Ministry of Interior 
Ministry of Defense 

Security Council are neither working together 
nor sharing information. Without a formal 
intelligence framework and clear legislation 
in place 

playground for the enemy. 


5. (C) Rubaie also stressed that Multi National 
Division-Baghdad (MND-B) was not helping 
the situation by taking control of all 
intelligence operations leaving the Mol 

in particular 

Rubaie requested MND-B relinquish power so 
Mol can gain competency and not remain so 
dependent on the Coalition. (NOTE: 

MND-B reports it is not partnered with 

MOI or MOD for Intelligence coordination. 
MND-B 

Rubaie may be confused at the level 

of capability and ability of MND-B to 
influence intelligence sharing at the 
strategic level. MND-B only works with 

its partner units 9th IA DIV 

and 8th IA DIV to share intelligence 

and coordinate operations. (END NOTE). 
Rubaie also believes the Coalition 

should allow the Iraqis to lead 

and control the Iraqi National 

Intelligence Service (INIS). 


6. (C) Rubaie said he would like to 
have a more comprehensive security 
vetting process for senior government 


Column 3 

officials and singled out Director 
Generals and Deputy Prime Ministers as 
key candidates for such extensive background 
checks. He believes vetting would assist 
in weeding corruption and guard against 
appointing people with ties to militias and 
insurgents. In addition to the vetting 
system 

desperately needs an National Identity 
Card system. 


7. (C) Edelman attempted to allay Rubaie\'s 
concern about the possible waning of USG 
support by stressing that President Bush 
understands and has conveyed to the Americar 
people that Iraq is a long-term commitment. 
(NOTE: The President\'s visit to Iraq was 
after this meeting 

on to emphasize that while 

the USG is committed to Iraq 

new Iraqi government to increasingly take 
responsibility for security 

basic needs 

the people. 


8. (C) Edelman pointed to the transfer 

of detention operations to the Iraqi 
government as an example of one of key 
responsibilities the Iraqis must take 

on as soon as feasible. Edelman stated 
\"we need to get out of the detention 
business\" as this is in both our interests. 
Edelman also told Rubaie it was important 
for Iraqi and USG leadership to develop a 
more traditional bilateral security 
relationship to include a security 
assistance office and implementation 

of standard security agreements. 

Edelman stressed that with this development 
the USG expects the Iraqis to tell us 

what it expects out of such a relationship 
outlining its vision for security assistance 
and cooperation. This will be critical 

for continued Congressional support. 


9. (U) USDP Edelman did not clear 
this cable. 


Column 3 
SPECKHARD 
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on conversations with AF/E 

UPDF and begin discussions. Comment: Furth 
between State 

now be appropriate. End comment. 


3. (С) Kingma may accompany Radke on a visit 
or around June 28. They hope to meet with AF 
Secretary Fraser and others. Among topics the 


SIPDIS 

is a Dutch proposal to raise the Northern Uganc 
to a more senior level. While not committing to 
proposal 

discussions on the range of Northern Uganda is 


4. (C) The Dutch were extremely interested in h 
the range of USAID assistance programs in nor 
the possibility of further 

the relative calm right now makes possible incre 
directed at a resolution of Acholi grievances anc 
of development initiatives. They still do not see 
commitment by the Government of Uganda to r 
term issues. 


5. (U) The Dutch and we have worked closely o 
several months to identify positions in our ACO” 
the Dutch might be able to fill. We have an exc 
of opportunity - Dutch MFA and military support 
participation is strong now 

soon as possible. Washington offices in State ( 
the Pentagon have identified Ghana as the mos 
possibility. 


6. (U) The Dutch Ministries of Health and Foreic 
have both expressed strong interest in military-t 
HIV/AIDS programs in Africa. They understand 
of HIV/AIDS treatment and prevention to any se 
assistance program in Africa and are working oi 
awareness in the Dutch Ministry of Defense. Τι 
five DOD HIV/AIDS specialists will arrive in The 
18 for two days of consultations on US military [ 
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Africa. 
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(Bio Note: Adnan does not speak English. End 
Minister Al-Sudani would like to target the PDS 
needy Iraqis 

most critical five -- flour 

tea -- hopefully by year\'s end. (Currently 
entitled to receive the monthly food basket.) To 
the seven cut items 

the recipients with money. 


3. (C) Adnan told us Minister Al-Sudani would e 
implement monetization pilot projects in two prc 
probably Dahuk and Muthanna 

this year. The main challenge to monetization 
would be Iraq\'s poor banking infrastructure. (N 
end of 2005 

shortages experienced during the year. Iraqis c 
vouchers at Rafidan and Rashid state-owned b: 
According to both GOI and USG officials 
successful despite small glitches in a few cities. 
note.) Adnan said a major benefit to monetizati 
the decreased opportunities for government cor 
the downsizing of the massive PDS procuremer 
He told us the Minister envisions eventually con 
two PDS state-owned enterprises (SOEs) -- Fot 
Grain Board -- into one entity as the MoT draws 
Adnan also said the current Director Generals ı 
SOEs 

remain long in their positions; Minister Al-Sudar 
appoint more qualified people. 


4. (C) Adnan told us the Prime Minister\'s (PM) 
final decision-maker on any PDS reform actions 
believes PM Maliki wants to continue phasing o 
he believes the GOI will cut the PDS budget by 
(Previous GOI leaders 

DPM Chalabi 

PDS over a period of four years. The 2006 PDS 
billion is 25% less than 2005. The 2005 budget 
than 2004.) Adnan stressed that a precondition 
elimination of the PDS is successful implement: 
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new Social Safety Net 

of Labor & Social Affairs (MoLSA). (To date 
Safety Net has enrolled approximately 500 

half MoLSA\'s 2006 goal of covering Iraq\'s poo! 


5. (C) Adnan told us Minister Al-Sudani plans t 
business leaders 

Iraq 

private-sector growth in IraqVs food-distribution 
Adnan said lraqVs present policy on private-sec 
development is V'not satisfactory. He gave an 
ministry that wants to get involved in plastics 
manufacturing 

This should be a private-sector issue. V 
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6. (SBU) Adnan said Iraq has completed respo 
approximately 9596 of the questions from WTO 
on its Foreign Trade Memorandum (FTM). Не; 
Minister Al-Sudani is anxious to speed up the pi 
answering the questions 

quality of the process. Regarding the appointm 
Ambassador 

someone for the position 

said Mohanad Ahmad Saleh is currently manag 
WTO efforts on a temporary basis. Mohanad is 
Director General (DG) for both the State Iraqi Ti 
Foreign Economic/Public Affairs. Adnan said th 
Mohanad\'s responsibilities in the next couple o 
determine which position he will fully occupy for 
long-term. 


7. (SBU) Adnan told us the Trade Ministers Le 
is currently reviewing GOI laws that are in confli 
WTO 

legislation are being examined. Adnan noted th 
Director Generals of the WTO inter-ministerial c 
would also have legal and technical experts rev 
to ensure all ministries are on board with propo: 
He added that the Council of Ministers would m 
ultimate decision. 
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Embracing Reform 


8. (C) Comment: Adnan and Minister Al-Sudar 
PDS reform is a positive change from the previc 
leadership 

number of ration items should be increased. W 
encouraged by Minister Al-Sudani\'s initiative in 
meeting with business leaders to discuss ways ' 
private-sector growth. And we are heartened b 
belief that PM Maliki wants to continue dismant 
and his expectation of another PDS budget cut 
Irag\'s progress towards WTO 

knowledge of next steps 

Ministry of Trade is taking a leadership role. En 
SPECKHARD 
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Turkey in her remarks at the Turkish-Greek Me 
both attended. In his speech 

remarks 

this 

out of its way to create positive atmospheris 
the way Bakoyannis interactedwith Gul. 


3. (C) In their private meeting 

length (excessive length 

including especially on the Halki Seminary and 1 
Patriarchate. Gul replied that Turkey wanted to 
constructively on these issues but there are leg: 
constraints and domestic political resistance. C 
the status of Muslims in western Thrace; Bakoy 
Greek legal complications in addressing the issi 


4. (C) Gul warned Bakoyannis that continuing ( 
of Turkish \"genocide\" of Pontic Greeks could c 
in Greek public opinion to improved bilateral rel: 
noted that although relations with Turkey and re 
problems loom large in the Greek media 

are just one of many problems for Turkey 

most immediate or important. He reportedly tol 
that 73 percent of Turks have a positive view of 
51 percent regard Greece as Turkey\'s biggest : 
EU accession process -- more than any other ci 


5. (C) The meeting concluded on a positive nol 
Bakoyannis telling Gul that Greece will continue 
help on Turkey\'s EU accession 

issues. Tuygan said Turkey is pleased with the 
building measures announced during the meeti 


Column 3 
time has come for the two countries to address 
issues in the Aegean. 


6. (C) Gul emphasized to Ambassador his inter 
strong 

that Bakoyannis is working to deflect domestic [ 
that she is too close to Turkey and is playing to 
populist sentiment with her long-term political а! 
mind. He said Bakoyannis had invited him to G 
wanted to go soon. Both he and Bakoyannis as 
secretaries to be more frequently in touch and r 


SIPDIS 
them jointly on the results when they next meet. 


7. (C) Gul said Cyprus did not come up in his n 
Bakoyannis 

Ambassador 

complaining about EU members\' unwillingness 
Cyprus. Gul said he could understand Cypriot i 
but strongly objected to what he views as EU m 
accepting it. 
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8. (C) Ambassador reiterated U.S. interest and 
to work with all parties on ideas about how to pr 
ports and trade issues between Turkey and Су 
hindering Turkey\'s EU accession. Ambassado 
European Commission and others have been tr 
possibility of a simple 

expressed interest 

getting harder. He also made it clear that the di 
any such arrangement would be critical 

rhetoric surrounding it. 


9. (C) On Iran 

working together well and constructively. Gul s: 
signs of Iranian flexibility. Reflecting off Ambas: 
discussion with U/S Tuygan a day before on po: 
Tehran 

Secretary Rice earlier in the day. 
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SIPDIS 


10. (C) Gul briefly discussed Iraq and the need 
the new GOI. He said that Iraqi FM Zebari wou 
for a series of meetings on July 3. Gul added tt 
been invited to Baghdad and had agreed in prin 
Gul emphasized the importance of re-starting tr 
U.S./Turkish/lragi talks on the PKK. 


Bilateral Relations 


11. (C) Gul said he looks forward to meeting wi 
Secretary on July 5. This meeting will be his nu 


SIPDIS 

priority during his trip to the U.S. He recognizec 
а major U.S. holiday and some U.S. officials wit 
would like to meet may be unavailable. If they < 
available 

NSA Hadley would be helpful. Tuygan said inst 
the shared vision and structured dialogue paper 
to the Turkish Embassy in Washington 

discuss the matter further; he hoped the launch 
during Gul\'s visit. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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from causing tensions 

shrugged off recent calls from the opposition ar 
the new President be chosen in general electior 
the ruling AK Party would name its candidate w 
but added they were ready to compromise on tk 
and outside of the Parliament. Mainstream pap 
as indicative of Erdogan\'s longing for the Presi 
the PM had described himself as the candidate 
Cumhuriyet and Milliyet speculate that Erdogan 
not compromise with other parties in naming а « 
opposition CHP responded to Erdogan by sayin 
will represent only the AKP 


Heads of State 

Hurriyet 

ruling AK Party has invited 15 Presidents includ 
and 30 Prime Ministers to the inauguration cere 
Baku-Tbilisi-Ceyhan oil pipeline on July 13. 
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1.5 Million Students to Take University Entrance 
All papers report the nationwide university entra 
Turkish high school graduates to be held on Su 
will buy wigs to hide their headscarves 

the exam hall 

success in the exam. The head of the center th 
said about 1.5 million students will take the thre 
less than 500 

education in universities. He suggested \"baccz 
implemented to graduate from high school 
education must supported. 


AKP 

Hurriyet and Milliyet report that the Turkish Parli 
agriculture commission witnessed heated debal 
bill which allows unlicensed facilities built on far 
become operative again if the owners pay 5 Tur 
square-meter. The opposition CHP said the bill 
to safeguard the interests of US food giant Carc 
Bursa Province on a 195 

would pay the humble amount of 1 million Lira il 


Gul to Visit the US in Early July 

Hurriyet 

Foreign Minister Abdullah Gul is expected to tra 
first week of July to meet with Secretary Rice ai 
Iraq 

US-Turkey Strategic Vision Document to be dis: 
visit. During his stay in the US 

for the trip of Prime Minister Erdogan to the US 
to occur in fall this year. Radikal and Zaman sp 
returning from the US 

notification in advance. The Turkish FM is expe 
Iraqi counterpart Hoshyar Zabari before travelin 


On Friday 

Interaction and Confidence Building Measures i 
told the press that he would visit the 

United States on July 5. \"I hope we will release 
vision paper together with US officials during m 
adding that there was no problem regarding the 
document. 


Editorial Comments on Turkey\'s EU Process 
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Cengiz Aktar 
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issue has hijacked the process: \"Most likely wit 
Greece 

Union implementation included in the Joint Negı 
during the Turkey-EU negotiations for the Scien 
chapter although it had nothing to with the conte 
negotiations. The Greek Cypriot side got what it 
attempt should serve as an indicator for the res: 
negotiations -- CyprusY revenge-seeking Turke) 
all through the negotiation process and the Cyp 
be on the agenda during Turkey\'s EU accessio 
Unfortunately 

process hostage 

Turkey 

longer since they both have to focus on the Cyp 


Writing in mainstream Sabah 

the Turkish military regarding Turkey\'s EU mer 
they may be obstacles difficult to overcome: \"T 
against the EU but they have concerns related t 
Aegean and Cyprus. According to the military 
is strategically important for Turkey 

Turkey\'s power in the region. The other import 
after Turkey\'s EU accession 

immediately increase its territorial waters in the 
miles. This means 

lifted in the Aegean and it will become a sea of 
of the sea and air will pass to Greece. This is tt 
of the Turkish military. It seems rather hard for 
an EU member with these two concerns.\" 


TV Highlights 
NTV (8 a.m.) 


Domestic News 


- A time bomb left in a trash container at a majo 
station injured at least three people in Eminonu 
on Thursday 


- A terrorist died on Thursday in eastern city of ' 
grenade he tried to throw at security forces expl 
A-4 and C-4 explosives in his house. Another F 
killed in a clash with security forces in the south 
Mardin. 


- President Ahmadinejad has removed the ban 
flights to Turkey\'s Aegean province of Izmir. 


- Standard and Poor's reaffirmed Turkey\'s cre 
volatility in local financial markets. S&P comme 
Fitch Ratings 
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down its positive outlook on Turkey\'s ratings if ' 
policy slippages or negatives shocks.\" S&P rat 
foreign currency debt at \"BB-\" and its short-ter 
debt at \"B.\" The outlook on the country is posi 
Turkey\'s foreign and local currency ratings at V 


International News 


- EU Enlargement Commissioner Olli Rehn saic 
reforms were the largest hurdles challenging Tu 
Luxembourg\'s Prime Minister Jean-Claude Jun 
suspend accession talks with Ankara unless Gr 
granted access to Turkish ports and airports by 
year. 


- The UN Security Council voted on Thursday tr 
remain in Cyprus for another six months as UN! 
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the impasse would not be resolved before he le 
end of the year. 


- President Abbas has denied Israeli press repo 
the transfer of Israeli weapons to al-Fatah. 


- An Iraqi group calling itself Al-Imam Ali Brigad 
Turkish technician Hasan Eskinutlu and his tran 
Baghdad. The group demanded the Turkish go 
Ambassador in Baghdad and halt Turkish suppl 
in Iraq. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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5. Mr Blaha explained that REACH is now a chc 
draft bills 

said that chances were slim that Qualified Majo 
amendments would be added to the Council 
that no one wants REACH negotiations to go int 
talks\" between the Council 

Finland has suggested that it wants to conclude 
its upcoming EU Presidency. The Finns have be 
Parliamentarians 

to work with the Council before they adopt a ver 
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deliver it to the Parliament for a second reading 
groups 

financial burdens and bureaucracy 

legislation. Failure to reach consensus on REA( 
both the negotiation and political processes age 
industry fears a more robust anti-business bill a 
DODMAN 


68338 


-- IRAQ -- 


4. (C/NF) Casajuana said that the GOS wants t 
prosperous Iraq. Spain will continue to contribu 
effort 

million euro contribution to Afghanistan\'s recon 
development and encouraged consideration of ‹ 
support for the new гад! government. Dezcallar 
Spain\'s current contributions to Iraq 

assistance 

NATO Training Mission Iraq (NTM-I) training for 
security forces both in Spain and in cooperation 
Germany. Torrente said that the GOS would cc 
possibilities for additional support for Iraq throuc 
(ref A). He said that demining training courses ` 
security forces were successful 

government has asked Spain to consider differe 
areas because several of the deminers quit afte 
training. Torrente said that Iraq has requested 
would teach mid- and upper-level military officei 
work with civilian leaders in MOD 

industries. Torrente said that with a clear reque 
Iraq on what it wants 

option. 
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- AFGHANISTAN -- 


5. (C/NF) All the GOS leaders emphasized to V 
Carpenter that the GOS is committed to Afghar 
militarily and financially. Casajuana noted the d 
security situation and said that as it continues tc 
it would become increasingly difficult for Spain t 
anything new 

approved an increase in the troop level from 55! 
soldiers. He explained that all these troops wer 
the field 
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contribute to the headquarters force. Casajuan 
that while the GOS supports increased efficienc 
cooperation between ISAF and OEF 

about merging the two operations because this 
support for Spanish participation to drop. Torre 
Volker that the Spanish military will be in Afghar 
the job is done 

quickly as possible. He noted that 

troops 

intratheater movements 

airfield 


-- PALESTINE/HAMAS -- 


6. (C/NF) Carpenter explained that he was just 
discussing the proposed Temporary Internation. 
(TIM) with Christian Leffler 

pointman on Palestine issues (ref B). He said tl 
is moving quickly on a plan that is consistent wit 
position to help as many Palestinians as possib 
as possible. He stressed 

be important to manage expectations for the TII 
everyone understands that the TIM is not a corr 
solution and that the Palestinian Authority gover 
the international community - has created the ci 
and can solve it by accepting the Quartet princip 
Casajuana said that he is uncomfortable with th 
Hamas 

called the TIM a good possibility. He said that v 
important to keep pressure on Hamas 

send the message of need for change in a way 
play into the terrorists\ hands. The TIM could a 
issue by showing that the international commun 
abandoning the Palestinian people. Iranzo said 
already directs its bilateral assistance to Preside 
rather than the Hamas-controlled Palestinian At 
government. Iranzo noted that the salary issue 
be addressed at some point 

unless someone pays their salaries." Dezcallai 
would be important to build broad support 

for the TIM. Dezcallar also emphasized the nec 
between Israel and President Abbas. 


7. (C/NF) Carpenter and Dezcallar also discuss 
Abbas\'s recent announcement of a referendurr 
to change the political dynamic in the territories. 
Dezcallar called Abbas\'s referendum plan \"the 
imaginative move of his political life.\" Iranzo se 
the plan shows that Abbas is regaining some at 
that the international community 

all it can to support him because he is the best | 
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the future. He also mentioned that Israel has el 
Foreign Minister Moratinos to stay involved in P 
related discussions. 


-- SYRIA -- 


8. (C/NF) Carpenter and Volker both stressed L 
regarding Spain\'s official contacts with Syria. T 
reminded GOS officials that the international co 
agreed to isolate the Syrian government until it 1 
certain steps 

contact. They pointed out Syria\'s interference 

support for Hamas 

among other current problems. Carpenter said | 
always looking for signs that it can break out of 
isolation without changing 

any meeting that it could exploit as daylight betv 
members of the international community. Casa 
he understood the message 

the consensus 

positions on Syria. He said 

special links to Syria and the GOS continues to 
in keeping open a line of communication 

useful 


9. (C/NF) Dezcallar said that the EU has made 
the appropriate level of contact with Syria 
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Syria needs incentives as well as pressure. He 
there are no good alternatives to Bashar Assad 
is reaching out to Syria 

shouldn\'t push too hard without giving Syria sor 
space. Iranzo called for V'constructive engagem 
affecting the overall international pressure." Ca 
that Syrian moves toward Iran would be Syria\'s 
rather than the result of external pressure. Het 
Dezcallar that Syria is quick to publicize internai 
contacts and is always trying to open new chan! 
diplomacy and communication. Dezcallar replie: 
doesn't expect many high level visits 

why the US overreacts to such things. He said 
helpful to the US on issues like the CIA planes 

respect in return. PolCouns reminded Dezcalla 
not the US that had put into the press the US-S| 
disagreement on Moratinos recent stopover in 
Dezcallar said that while he doesn\'t expect ano 
visit for a long time 

was well-timed. 


Column 3 
-- OSCE/RUSSIA -- 


10. (C/NF) Volker explained the USG concept tl 
needs to focus on Russia. He said that Russia 
advocating certain \"reforms\" to reframe the de 
democratic countries need to push back with thi 
reforms. Volker explained that with all of the pri 
Russia at the moment 

overall message would be that while Russia is v 
with the international community on some issue 
it needs to address some of the international co 
growing concerns about its internal problems ar 
that it is creating for its neighbors. Volker share 
views in detail with MFA DG for North America 
Jose Pons 

Jorrin 

OSCE Chairmanship-in-office and will represen 
issues on behalf of FM Moratinos. Pons expres 
appreciation for Volker\'s ideas and looks forwa 
detailed strategy when it is available. Pons saic 
was concerned about approaches that would pt 
difficult position as Chairman-in-Office in any 
confrontational efforts toward Russia 

ideas as Volker presented them could be very Г 
because they represented a positive agenda ral 
confrontational one. 


-- NATO -- 


11. (C/NF) On NATO issues 

major issues to consider in the run up to the dei 
ministerial and the Riga Summit would be partn 
training 

strategic airlift capacity. Volker emphasized the 
of supporting the NRF 

substantial contribution and hoped the allies wo 
significant pledges as well. Torrente talked abo 
for broader and deeper support of the NRF by c 
than Spain 

(ref D). Dezcallar said that Spain is anxious to ! 
common funding of NATO operations 

it has born in association with NRF activities. H 
the GOS supports US ideas on Global Partners 
regional partnerships need to retain their individ 
Dezcallar said that it may be time to consider St 
Partnership for Peace 

political situation there. On caveats 

Spain has only one 

have to study the possibility that the ISAF comn 
be able to move Spain\'s Quick Reaction Force 
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said that the entire QRF are needed to protectt 
in their zone. Torrente said that Spain would su 
slow 

Afghanistan. On the question of strategic airlift 
noted Spain\'s past airlift problems 

leased plane that killed Spanish troops returning 
Afghanistan and the huge cost of airlift to take € 
troops into Pakistan for the recent NRF relief mi 
However 

infrastructure programs 

funds to buy into such a program. He also note 
A400-M program would complicate the issue foi 
Europeans. 


12. (C/NF) Volker also told them that it is time ft 
to begin an Intensified Dialog with NATO. He s; 
step would be reassuring to Georgian democra 
out that because the EU can\'t do anything for C 
NATO step would be particularly important. De: 
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that Spain agrees that Georgia should begin Int 
Dialogue 

enough so itis a question of timing. Nonethele: 
determination is made that Georgia is ready 

let Russia stand in the way of granting ID. 


-- VENEZUELA -- 


13. (C/NF) Dezcallar said that the US overreact 
sale of ships and planes to Venezuela 
balanced the deal with pro-democracy activities 
with opposition. He said that the Venezuelan o[ 
not complained to Spain about the defense sale 
Spain continues to coordinate with Venezuela\'s 
like Brazil and Colombia 

Dezcallar said that Chavez is his own worst ene 
local reaction to his interference in elections in | 
Mexico showed. He said that no one pays atter 
Chavez\'s rhetoric 

for dictatorship\" which isn\'t \"the Venezuelan w 
that we need to focus on building democratic all 
Chavez 

50/barrel. Dezcallar said that Spain\'s redlines i 
are (1) intervention in foreign countries and (2) | 
of political and economic freedom. Volker note: 
has been both intimidating the little opposition tl 
in Venezuela and interfering in neighboring coul 
Dezcallar said that while Chavez clearly control: 
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of powers 

other sources of power. He admitted that the G 
have a clear idea about how to address Venezu 
disagreed with Volker\'s suggestion to coordina! 
on Venezuela 


-- BMENA and ALLIANCE OF CIVILIZATIONS · 


14. (C/NF) Carpenter thanked the GOS for parti 
BMENA and explained the status of the Forum | 
Iranzo said that Spain likes the fact that BMEN/ 
enough to include all of the Arab world. He saic 
can contribute substance as well as financial as 
its clout and knowledge of the Arab world\'s \"hiı 
Iranzo asked whether a Spaniard had been incl: 
proposed board slate for the Foundation. He se 
would be glad to be invited to upcoming meetin 
the Dead Sea. On the question of locating the | 
headquarters in Qatar 

close to Hamas 

physical location. Carpenter noted that the Itali: 
tried to insert an Alliance of Civilizations like cor 
into BMENA 

see how the Alliance develops 

duplicate work that the Alliance will do. Dezcall: 
suggested dialogue between the US and EU on 
religious freedom resolution at the UN. He said 
members had all voted against last years vers 
agreement might be possible at this year\'s UN( 


15. (C/NF) Dezcallar expressed his thanks for L 
the Alliance of Civilizations. He talked about his 
discussions with countries like Indonesia 
Australia that are also supportive 

GAERC had endorsed the AllianceVs call for die 
Dezcallar\'s deputy Felix Costales said that he Г 
returned from a positive Alliance meeting in Dal 
that the Alliance of Civilizations isn\'t a crisis ma 
forum 

issues. He said that the Alliance is addressing | 
issues that the Secretary had identified in her le 
Moratinos. Volker asked about possible referer 
and Afghanistan in a Alliance of CivilizationsV Н 
Group draft paper. Costales said that the initial 
might include some historical references 
wouldn't be anything on those issues in the fine 
Dezcallar and Volker agreed that the Alliance ot 
Civilizations should not get pulled off track into i 
political concerns. 
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-- WESTERN SAHARA -- 


16. (C/NF) Iranzo told Carpenter that Spain is cı 
about stagnation in Western Sahara. The last | 
was useless 

He said that UN special envoy Peter van Walsu 
force 

Iranzo said that Walsum plans to tour the regior 
June 6. The GOS will provide logistical support 
he is received. Iranzo acknowledged that any n 
better than none 
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continue 

selected a replacement. Iranzo said that UN im 
important both because it contains the present : 
preventing either side from taking serious actio! 
keeps focus on the ultimate resolution of the iss 
Nonetheless 

only create the conditions for a solution rather tt 
solution itself 

Morocco needs to produce a convincing alterna 
reject the Baker plan. Iranzo said that both part 
be convinced that stagnation is not acceptable 
understand that Spain is pushing dialogue 
taking sides. He suggested that the US 
convene a meeting (at a higher level than the ct 
meetings in NY) to review the results of the Wal 
plan strategy for the next few months. Iranzo s: 
French should not be included because they are 
towards Morocco. Carpenter explained that Wa 
necessarily ready to get involved 

keep pressure on Morocco to produce an altern 


17. (U) NEA DAS Scott Carpenter cleared this c 
AGUIRRE 


68339 
premature\" to make a public statement congral 
Iraqi government because the situation continue 


2. (C) Not content with this response 

Mulamula in a separate meeting on June 13 to. 
a public statement of support. Ambassador Mu 
recognized that further progress had been madı 
naming of the Ministers of Defense and Interior 
cabinet on June 8. Mulamula noted that the GC 
not make formal statements unless the GOT м 
process either of negotiations 
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government etc.-- which is not the case for Tan: 
regarding Iraq. Nonetheless 

that senior GOT officials would look for opportu 
congratulate the people of Iraq on their progres: 
democratization in appropriate fora 

Nations. 

DELLY 
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to career state department Foreign Service еті 
apply to state department civil service employee 
of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Cas 
May 16 

vigorous efforts of Moroccan law enforcement s 
Although U.S. government facilities were not the 
the Casablanca attacks (and no Americans wer 
injured) 

interests and citizens remains high in morocco. 
Establishments which are readily identifiable wit 
States are potential targets for attacks. these rr 
facilities where us citizens and other foreigners 
including clubs 

hotels 

also include establishments where activities occ 
offend religious sensitivities 

where alcoholic beverages are sold or consume 
morocco it is important to be vigilant to one\'s $ 
and to maintain a low profile. Travelers should 
of recent developments within country and read 
state department consular information sheet co 
to morocco and any current worldwide caution r 
travel to the Middle East and North Africa befort 
country. The mission takes all information conc: 
terrorist incidents and terrorism very seriously. 
mission investigates all incidents fully in conjunc 
Moroccan authorities. All travelers are expectet 
any suspicious incidents or information to the R 
immediately 


C. Crime: 


The threat level for crime in morocco has been 
\"high.\" Crimes ranging from aggressive panh: 
pocketing 

harassment of women occur periodically. Atten 
of mission residences by burglars have occurre 
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general crime in morocco tends to be non-violeı 
criminals look for opportunities to steal by stealt 
than confrontation but there are exceptions. 


Women walking alone in certain areas of cities . 
areas are particularly vulnerable to verbal haras 
young men. Women are advised to travel with = 
a group when possible and to ignore any harass 
women who have responded to verbal harassm 
physical attack. If physical provocation occurs 
are urged not to resist in order to avoid injury ar 
report the incident to the regional security office 
immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers 

tourist attractions 

and trains in morocco are relatively safe 
considered safe. Avoid carrying large sums of : 
credit cards should be secured in the safe depo 
your hotel. In the event you are victimized by с! 
attempted crime 

during your stay in morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplome 
including ours 

calls 

receive any of these while at post 

and/or the RSO immediately. Further 

several white powder letters through the local rr 
note: mission policy strictly prohibits any ипоре! 
packages or boxes from being brought into any 
to screening by the embassy and consulate mai 
There are no exceptions to this policy and all pe 
expected to abide by it rigidly for the protection ı 
mission and its personnel. 


Finally 

morocco during periods of heightened tension. 
a few of these demonstrations have been anti-/ 
with a small number of these resulting in some i 
destruction of personal and public property. Tre 
should be cognizant of the current levels of tens 
region 

crowds. Demonstrations and suspicious inciden 
immediately reported to the marine security gua 
and the RSO. 
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E. electronic devices: 


Privately owned laptops 

and similar devices are strictly prohibited in con 
access areas (CAA\'s) of the chancery and con: 
Travelers with USG unclassified and classified 
laptop/notebook computers must notify the infor 
management officer (IMO) through marine post 
before bringing these machines into the embas: 
Questions concerning other types of electronic ‹ 
be directed to either the IMO or the RSO. 


F. Cultural Awareness: 


Travelers need to be cognizant of the fact that r 
Islamic country despite the appearance of some 
western culture. Generally 

should dress conservatively for all occasions to 
harassment from young men in public or offend 
interlocutors during social occasions. Men shot 
ostentatious apparel that draws attention. The | 
consumption of alcohol is permitted in morocco 
conservatives in Moroccan society are fundame 
its sale or use. Travelers should let common se 
and only buy or consume alcohol in shops 
hotels where it is readily available and permittec 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days c 
should request that their sponsoring office sche 
security briefing for them with the RSO. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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trying to convince militias to surrender. Accordir 
spokesman Captain Olivier Mputu 

militias in dialogue in an effort to have the volun 
disarm. Mputu said all militia who give themselv 
the deadline would receive amnesty from the gc 
assist in this effort 

in Aveba (25 miles south of Bunia) and Kpandrc 
north of Bunia) beginning June 19. Mputu said ‹ 
however 


3. (C) Comment: The increase in militia disarmz 
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is certainly welcome news. The demobilization c 
of these ex-combatants 

Congolese efforts at DDR have been poorly ma 
are still able to recruit members 

tanks of ex-combatants 

economic incentives the central government cal 
While future military operations promised by the 
aid in brining security to Ituri 

concerted effort on the part of the GDRC to est: 
authority and to rebuild Ituri\'s economic infrastr 
comment. 

MEECE 
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and a 20 percent interest in Provincia Asegurad 
del Trabajo 

Banco de la Provincia de Buenos Aires (\"Provil 
owned by the Buenos Aires provincial governmt 
alleged that its $28 million investment in Provinc 
had been depleted through mismanagement an 
corporate assets 

governance processes under the overall control 


Claimant H also alleged that its partner abused 
as a majority shareholder and violated the shart 
agreement by allowing Provincia Salud to incur 
obligations (many to other subsidiaries of Provir 
May 2000 

Provincia Salud upon terms and under circumst 
Claimant H describes as an effective confiscatic 
investment. Claimant H began both local legal ; 
arbitration under the BIT 

its shares in Provincia Salud and abandoned its 
claim and legal action. Claimant has not pursue 
further during the past four years 

this case be removed from the report. 


14. (a) Claimant | 
(b) 2002 


(c) Claimant | owns and operates several hydr 
hydroelectric power plants in Argentina. It has i 
billion in equity and $1 billion in debt in these pri 
In March 2002 

claiming that the pesification of its dollar-denom 
distribution contracts 

resulted in the effective expropriation of a large 
the value of Claimant ІХ5 investment. In April 2 
Claimant ІҮ subsidiaries signed a definitive agr 
re-negotiation of its concession agreement with 
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agreement was ratified by the Argentine Congre 
Claimant | expected the GOA to sign and publis 
in the near future. As part of that agreement 
agreed to suspend the portion of its claim relate 
subsidiary 

tariff agreement is approved. Negotiations cont 
the GOA on agreements and Claimant\'s other | 
subsidiaries and its generation business. On Ji 
2006 

parties 


15. (a) Claimant J 
(b) 2001 


(c) Claimant owned an interest in an oil and ge 
involved in the exploration for and production of 
hydrocarbons in Neuquen 

Fuego and Mendoza Provinces of Argentina. C 
2002 

million in damages allegedly resulting from the | 
of its contracts 

imposition of export taxes 

exchange rate 

alleged violation of 1992 decrees guaranteeing 
stability. On October 16 

its intention to negotiate before beginning forma 
arbitration. ICSID formally registered the claim 
2003. On April 4 

ICSID for the discontinuance of proceedings ba 
settlement agreement between the parties 
been accepted formally by ICSID. 


16. (a) Claimant K 
(b) 2001 


(c) Claimant K is an information systems provi 
a $37 million public bid contract to provide infor! 
services to the judicial branch. The contract arr 
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payable in 36 equal 

system was completed. Work started in early 1 
percent of the work had been completed by Мо" 
the remaining 15 percent was completed in Dec 
During work on the contract 

million in additional information systems work fc 
It also provided the GOA with $3.5 million in pos 


Column 3 

machinery. In January 2001 

percent work completed in November 1999 
2001 

contract was pesified by law when Argentina dic 
fixed 

January 2002 through April 2003 

under the contract 

has recognized the $3.5 million debt for the pos 
machinery 

million in additional work. 


Claimant K filed notice of its intention to pursue 
arbitration in October 2002. It held friendly cons 
with the GOA in February 2003 without success 
formally registered Claimant K\'s claim on Octol 
The claim is based on allegations of the pesificé 
original contract 

work done under the contract 

February 2002 through April 2003. Total claim ; 
approximately $55 million. According to Сайте 
not include a claim for the value of the postal m 
because the GOA has recognized that debt and 
promised to pay it. Before an arbitral panel was 
to hear the claim 

2005 to postpone the case and jointly appointec 
and technical experts to examine the facts. A re 
the accounting expert is expected by the end of 
and the technical expert will begin work once th 
completed. These reports will be used as the b 
settlement negotiations. 


17. (a) Claimant L 
(b) 2004 


(c) Claimant L is a US reinsurance company tt 
Argentina\'s privatized pension system between 
Claimant L 

pension system\'s assets. In 2002 

measures that fix the price of certain pension fu 
(Argentine Government bonds) at above-marke 
reinsurance contract benefits are linked to the v 
these assets 

Claimant L\'s financial obligations by 45 percent 
Claimant contends that it is entitled to compens 
substantial losses suffered because of the man 
asset values and has filed a request for ICSID = 
After holding a hearing on witnesses in Septem 
ICSID held its first session on November 22 
2006 

because it had mitigated damages through neg: 


Column 3 
local insurance companies. 


18. (a) Claimants M 
(b) 2004 


(c) Claimants M are US citizens who own real 
Bucharest 

confiscated the property from Claimants M 
returned it to the family in June 2003. Accordin: 
Claimants M 

Romania occupied the property as a residence. 
notified the GOA that the Romanian governmer 
the property to them 

the lease on the property. In response 
asserted that it would continue to occupy the pri 
pay arent of its choosing that was below marke 
April 1 

an investment dispute under the US-Argentina | 
that the continued occupation of the property co 
expropriation. The GOA subsequently agreed t 
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property 
property. Post therefore recommends that this · 
removed from the report. 


19. (a) Claimant N 
(b) 2003 


(c) Claimant N owned an interest in electrical c 
plants and in an oil and gas company operating 
In January 2002 

and gas supply contracts 

alleged violation of decrees from 1992 that guar 
tax stability 

regulatory and legal framework based on which 
invested. Claimant filed for ICSID arbitration in 
On April 27 

jurisdiction in favor of Claimant N. The arbitrati 
continues on the merits of the claim. 


20. (a) Claimant O 
(b) 2003 


(c) Claimant O is a provider of leasing service: 
Argentina. Claimant OVs claim was registered \ 
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February 27 

actions by the Government of Argentina effectiv 
expropriated the value of its investment. On Oc 
2005 

On December 28 

jurisdiction. Claimant O was expected to file a 
counter-memorial on jurisdiction on March 2 

is expected to take place later this year. 


21. (a) Claimant P 
(b) 2003 


(c) Claimant is an insurance company with ope 
Argentina. ICSID registered Claimant P\'s сот) 
22 

substance of Claimant\'s dispute. An arbitratior 
been selected 

Merits on April 28 

the panel held a hearing on jurisdiction in Febru 
that it had jurisdiction over the claim. Argentina 
a counter-memorial 

late 2006. 


22. (a) Claimant Q 
(b) 2003 


(c) Claimants Q are two companies with very s 
shareholders who owned an interest in both ele: 
generating plants and an oil and gas company c 
in Argentina. In January 2002 
dollar-denominated oil and gas supply contracts 
oil export tax in violation of decrees from 1992 t 
guaranteed export tax stability 

generation regulatory and legal framework on w 
company was induced to invest by pesifying dol 
capacity payments and regulating the previoush 
electrical generation industry in a way that does 
itto be profitable. Claimants filed their claim wit 
in June 2003 

one arbitration panel. The panel held a hearing 
jurisdiction in March 2005 

July 2006. 


23. (a) Claimant R 
(b) 2004 


(c) Claimant R is an oil and gas exploration an 
development company. Claimant R contends tt 
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was effectively expropriated following the 2002 | 
of its dollar-denominated oil and gas supply con 
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Claimant R also complains that the imposition a 
in 2002 violated the decrees that were in force г 
of its investment. Claimant R\'s claim was form 
registered August 5 

constituted; both sides have named an arbitratc 
president has not yet been chosen. 

24. (a) Claimant S 

(b) 2005 

(c) Claimant S is an Argentina-based company 
German investors. It formally registered its claii 
23 

claiming that a local bank illegally canceled a cc 
2003 and expropriated its funds. An arbitral par 
constituted on March 27 

25. Identification of claimants 

Claimant A = Sempra 

Claimant B = PSEG 

Claimant C = Chubb insurance 

Claimant D = Enron-TGS 

Claimant E = CMS - TGN 

Claimant F = Louisville Gas and Electricity 
Claimant G = Enron Azurix 

Claimant H = Capital Z Partners 

Claimant | = AES 

Claimant J = Pioneer 

Claimant K = Unisys 


Claimant L = RGA Reinsurance 


Claimants M = Steven and Robert Ausnit 
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Claimant N = El Paso Energy 

Claimant О = CIT Group 

Claimant P = Continental Casualty Company 
Claimant Q = Pan American Energy/BP Americ: 
Claimant R = Mobil Oil Company 

Claimant S = Asset Recovery Trust 


26. To see more Buenos Aires reporting visit c 
website at: http://www.state.sgov.gov/p/wha/bue 
GUTIERREZ 
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Aleksandr Opeikin from Third Way; Lyudmila Pe 
Women\'s Independent Democratic Movement; 
the Assembly of Democratic NGOs; Tatyana Pr 
Belarusian Helsinki Committee; Olga Karach frc 
and independent opinion pollsters 
Vardomatsky. 


-- Opposition Coalition Leaders: Sergey Kalyak 
of the Belarusian Party of Communists; Lyudmi 
Deputy Chair of the United Civic Party; and Inn: 
of opposition presidential candidate Aleksandr N 


-- Independent Journalists: Andrey Batunets of 
Belarusian Association of Journalists (BAJ); Vy: 
Khodosovsky of \"Belarus | Rynok\"; Ales Lipsky 
Viktor Martinovich of Belgazeta; Svetlana Kalink 
\"Narodaya Volya\"; Andrey Vashkevich of \"Bel: 
Gazeta\" (BDG); and Aleksandra Dynko of \"Na: 


3. (C) In the course of the meetings between thi 
delegation and the NGO 

representatives 

the successes of and obstacles to the oppositio 
during the 2006 presidential elections in Belarus 


Successes 


4. (C) The NGO and political party representativ 


Column 3 

described the opposition campaign as successf 
example 

pointing regarding the election 

campaign was effective and noted two positive ı 
first 

coalition; and second 

with political parties. Volynets noted that she ar 
members of her organization were encouraged 
displayed by the opposition in their support of A 
Milinkevich and the creation of the \"Za Svobodi 
Freedom) movement. Furthermore 

current situation for the opposition as better nov 
the 2001 election and argued that polls cannot I 
sole gauge of what is happening in Belarus. 


Obstacles 


5. (C) When Ambassador Adams asked why thi 
campaign had not been more successful 
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party representatives generally agreed that the | 
faced at least five nearly insurmountable obstac 
run up to the elections. 


-- Stable Economy. Most concurred that the rel 
economic conditions in Belarus during the cam[ 
favorable to the Lukashenko campaign. Belyat: 
the electorate was very reticent to change gove 
the government is doing well. Manaev pointed c 
Belarusians genuinely support Lukashenko and 
strong correlation between the current improver 
people\'s economic situation and their support fı 
quo. 


-- Marginalized Independent Media. All speake 
exception 

Belarus severely limited the opposition\'s ability 
to the regime\'s propaganda and to coordinate c 
However 

Whereas some speakers focused on the gover 
papers and pressure on newspaper distributors 
described the lack of professionalism among Be 
journalists. Still others criticized international 
assistance to independent media. 


-- Inadequate Resources. There was almost ur 
the speakers that opposition forces lacked suffi 
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material support from the international commun 
even claimed that one week before the election 
had exhausted its resources. However 
Belarusian opposition and most foreign donors : 
that short-term efforts aimed at immediate regir 
would be effective. 


-- Organizational Challenges in the Opposition € 
Although all speakers recognized the need for r 
unity 

forces had coalesced. Karach in particular disa 
the oppositionVs strategy of unifying behind a si 
national opposition leader on the grounds that tl 
was rendered leaderless and impotent after the 
arrested the opposition\'s top leaders. 


-- Media Savvy Regime. The NGO 
representatives uniformly identified the regime i 
their most formidable obstacle. Although Belya: 
others stressed that Lukashenko\'s regime is sti 
in mentality 

as clumsily as the Soviet state. Lukashenko co 
enjoy strong public support in large part becaus 
takes advantage of every medium to tout the su 
regime. 


6. (C) Opposition and civil society leaders unifo 
informed Ambassador Adams that foreign assis 
Belarusian opposition and civil society needs to 
significantly augmented in the post election peri 
recommended additional resources be devoted 
developing independent media 

of the opposition 

repressed activists. 


Bolster Independent Media 


7. (C) All emphasized the importance of promo 
development of an independent mass media in 
counter the regime\'s propaganda. Petina argu 
promotion of an independent mass media in Be 
since more access to independent news would 
whom she described as the \"most conservative 
Belarusian society 

change and women\'s economic empowerment 
more material support for print publications іпѕік 
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8. (C) Pollsters Manaev and Vardomatsky sug¢ 
be allocated to developing independent televisic 
broadcast via satellite. Manaev claimed that 45 
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the population has access to satellite channels ı 
directly through their own satellite dish or indirec 
through hundreds of very small cable companie 
that it would be hard for the GOB to shut down: 
as it is too decentralized and too many people n 
providing these cable services. Vardomatsky a 
working with EuroNews 

Belarusian youth. 


Deepen and Broaden Opposition Leadership 


9. (C) Most speakers agreed that the oppositioı 
simultaneously unify and enlarge its leadership 
more \"horizontal coalition.\" Some stressed th: 
opposition needs more regional programs. Whi 
Adams asked about encouraging more youth а! 
expressed strong opposition to unifying the opp 
movement and said that the youth groups shoul 
each other to encourage success. 


Ramp Up Assistance to Repressed Activists 


10. (C) The groups agreed that the internationa 
should provide more assistance to Belarusians 
fired from their jobs or expelled from school bec 
their opposition activism. However 

tended to define such assistance to include sale 
Responding to Ambassador Adams 

regime prevents opposition leaders from being ı 
that most activists could not afford to work pro k 
Gryaznova and Kulei said that they supported d 
opposition\'s \"back bench but agreed with Kal 
would be difficult without remuneration. 


KROL 
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to career state department Foreign Service em[ 
apply to state department civil service employet 
of other USG agencies and contractors. 


Column 3 
B. Terrorism: 


A series of terrorist bombings took place in Cas 
May 16 

vigorous efforts of Moroccan law enforcement s 
Although U.S. government facilities were not the 
the Casablanca attacks (and no Americans wer 
injured) 

interests and citizens remains high in morocco. 
Establishments which are readily identifiable wit 
States are potential targets for attacks. these rr 
facilities where us citizens and other foreigners 
including clubs 

hotels 

also include establishments where activities occ 
offend religious sensitivities 

where alcoholic beverages are sold or consume 
morocco it is important to be vigilant to one\'s $ 
and to maintain a low profile. Travelers should 
of recent developments within country and read 
state department consular information sheet co 
to morocco and any current worldwide caution r 
travel to the Middle East and North Africa before 
country. The mission takes all information conc: 
terrorist incidents and terrorism very seriously. 
mission investigates all incidents fully in conjunc 
Moroccan authorities. All travelers are expectet 
any suspicious incidents or information to the R 
immediately 


C. Crime: 


The threat level for crime in morocco has been 
\"high.\" Crimes ranging from aggressive panh: 
pocketing 

harassment of women occur periodically. Atten 
of mission residences by burglars have occurre 
general crime in morocco tends to be non-violei 
criminals look for opportunities to steal by stealt 
than confrontation but there are exceptions. 


Women walking alone in certain areas of cities . 
areas are particularly vulnerable to verbal haras 
young men. Women are advised to travel with = 
a group when possible and to ignore any harass 
women who have responded to verbal harassm 
physical attack. If physical provocation occurs 
are urged not to resist in order to avoid injury ar 
report the incident to the regional security office 
immediately (see telephone number above). 
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Travelers should be alert for pickpockets and 
purse-snatchers 

tourist attractions 

and trains in morocco are relatively safe 
considered safe. Avoid carrying large sums ої! 
credit cards should be secured in the safe depo 
your hotel. In the event you are victimized by cı 
attempted crime 

during your stay in morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplome 
including ours 

calls 

receive any of these while at post 

and/or the RSO immediately. Further 

several white powder letters through the local rr 
note: mission policy strictly prohibits any ипоре! 
packages or boxes from being brought into any 
to screening by the embassy and consulate mai 
There are no exceptions to this policy and all pe 
expected to abide by it rigidly for the protection ı 
mission and its personnel. 


Finally 

morocco during periods of heightened tension. 
a few of these demonstrations have been anti-A 
with a small number of these resulting in some | 
destruction of personal and public property. Tre 
should be cognizant of the current levels of tens 
region 

crowds. Demonstrations and suspicious inciden 
immediately reported to the marine security gua 
and the RSO. 


E. electronic devices: 


Privately owned laptops 

and similar devices are strictly prohibited in con 
access areas (CAA\'s) of the chancery and con: 
Travelers with USG unclassified and classified 
laptop/notebook computers must notify the infor 
management officer (IMO) through marine post 
before bringing these machines into the embas: 
Questions concerning other types of electronic t 
be directed to either the IMO or the RSO. 


F. Cultural Awareness: 
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Travelers need to be cognizant of the fact that r 
Islamic country despite the appearance of some 
western culture. Generally 

should dress conservatively for all occasions to 
harassment from young men in public or offend 
interlocutors during social occasions. Men shot 
ostentatious apparel that draws attention. The | 
consumption of alcohol is permitted in morocco 
conservatives in Moroccan society are fundame 
its sale or use. Travelers should let common se 
and only buy or consume alcohol in shops 
hotels where it is readily available and permittec 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days c 
should request that their sponsoring office sche 
security briefing for them with the RSO. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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circle of bad advisers for Hariri\'s periodic slips. 
Hani Hammoud as the worst adviser. Hariri is c 
appointments with MP\'s in the March 14 coalitii 
the meetings to promise good things without giv 
According to Ahdab 

disorganized. There is по \"majority whip" to cc 
actions. Ahdab 

critical of what he saw as Hariri\'s neglect of Τη 
Hariri seems to have left the Tripoli file complet 
hands of Minister of Public Works Mohammad : 
not even loyal to Hariri -- while ignoring his own 
allies in Tripoli. End summary. 


ЗА\'АБ A \"GOOD GUY" 


2. (C/NF) During an official visit to Akkar and 1 
June 14 (septel) 

with MP Mosbah Ahdab 

Hariri-led March 14 coalition. Over lunch 
perspective on March 14 leader MP Saad Hariri 
leadership style. Regarding Hariri\'s personality 
repeatedly said that he liked Hariri and describe 
\"good guy.\" 
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3. (C/NF) Ahdab continued 

ineffective as a leader. Ahdab expressed doubi 
March 14 majority in parliament could hold toge 
President Emile Lahoud\'s term expires in Nove 
coalition is splintering and Hariri is either doing | 
to stop it or taking the wrong actions. He blame 
ineffectiveness not only on his inexperience 
bad advice he receives from his inner circle of ε 
particular 

according to Ahdab. Asked if Hariri could devel 
leader if he received better advice 

he can learn.\" 


4. (C/NF) Ahdab conceded that Hariri is open 1 
with any MP in the March 14 coalition. Ahdab h 
getting an appointment with Hariri. However 
are pointless. Hariri tends to promise good thin 
very confident about his ability to achieve what | 
But Hariri never seems to get into specifics. H. 
challenged on his strategy or chances of succe: 
looks at the ceiling and says 

Ahdab commented that Hariri 

exterior 


A DISORGANIZED CAUCUS 


5. (C/NF) Although Hariri is open to accepting 
requests 

their opinions 

take the initiative if a meeting is to take place. | 
not close to any of the MPs in the march 14 ma 
keeps his distance and relies almost entirely on 
advisers. (See reftel for Ahdab\'s comments on 
to Saudi Arabia.) In parliament 

leadership for the March 14 coalition. With no V 
whip 

Ahdab cited the example of parliamentary exch: 
European countries. Hariri does not have a stre 
to send where. Instead 

Paris?" The MPs who volunteer have more int: 
than in building support in the international com 
They usually squander the opportunities afforde 
according to Ahdab. 


CAVALIER ATTITUDE TOWARDS TRIPOLI 
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6. (C/NF) Ahdab sensed that Hariri did not see 
about Tripoli and his constituents there. Hariri Γ 
delivered any new development assistance to L 
largest city 

majority in parliament. Ahdab considered that F 
subverted all northern Sunni and their represen’ 
Minister of Transport and Public Works Moham 
Hariri listens only to Safadi on Tripoli-related iss 
though Safadi is not loyal to Hariri. Safadi is mc 
independent (and possible aspirant for the posit 
Minister) 

ministerial offer. Ahdab said that Safadi is oper 
undermining Hariri by getting closer to Aoun. 8. 
done nothing to quell rumors that he could be a 
minister under an Aoun presidency 

the same time 

the viewpoints of his truest allies in Tripoli 
Ahdab. Hariri did not even call Ahdab when 
security guard shot at his house while his family 
the residence. 

MURRAY 
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V messages have been clear" concerning final 
status and that 

cite almost no progress from recent UNOSEK-lIt 
talks in Vienna. Both Ambassadors Polt and 
Pernet voiced unequivocal support for the UNO 
process and Harston averred that UNOSEK wa: 
close contact and coordination with the Contact 
Group. 


GOS strategy is ineffective and unclear 


4. (SBU) The consensus of the attendees was t 
the GOS is not open enough regarding its 
rationale and expectations from the talks 

that the GOS negotiating team is not presenting 
its case effectively. Ivan Vejvoda said the GOS 
team had a \"seminar\" approach to the talks 
they are discussing an academic case study rat 
than pragmatic solutions. Ambassador Pernet 
noted how the Serbian Orthodox Church (SOC) 
been able to formulate and publish a platform 
while the GOS had not. DANAS Editor Ramac 
the SOC had a history of being more willing to 
engage 


Column 3 

encourage dialogue and cooperation with UNMI 
KFOR after 1999. Father Irinej said he was 
heartened by the lack of \"public outrage\" to his 
June 7 interview with Belgrade daily Glas 
Javnosti. (Note: Irinej was the first SOC 

official to imply publicly that there must be 
preparations made for the possibility of an 
independent Kosovo. End note.) 


Serbian public is not engaged with negotiations 


6. (SBU) Ambassador Polt stressed that when 
Kosovo\'s final status is determined 

practical engagement by the GOS will likely leac 
to a settlement package being presented which 
majority of the IC would find acceptable. It 
would then again be up to Tadic 

other GOS officials to choose to frame the post 
settlement reaction in a productive manner or 
not. Ambassador Pernet said one of the most 
troubling aspects of how the GOS is handling 
negotiations now is the \"lack of public debate\" 
on the issue. POLITIKA editor Smajlovic agreec 
saying she was \"ashamed\" that frank discussic 
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on Kosovo status are occurring at foreign 
embassies in Belgrade 


7. (SBU) Smajlovic nevertheless expressed disi 
at the CG\'s implied \"act of God\" approach to t 
negotiations outcome and said that it appears tc 
Serbs that the end of the process is already 
known to the international community. She agrı 
that the DS and DSS will suffer politically if 

the lack of public debate would lead to confusio 
and outrage if Kosovo independence is announı 
Ivanovic said cynically that perhaps \"six years 
of democracy\" is not enough for people to knov 
demand more transparency. Vejvoda said the ( 
itself does not understand that there is a \"cost 
for peace and stability" which is the abandonm: 
of extreme positions. 


GOS has proven inflexible 


8. (SBU) Harston expressed dismay that both 
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President Tadic and Prime Minister Kostunica w 
presenting the same inflexible position on Koso’ 
status as Milosevic did with eastern Slavonia 
and that on Kosovo 

and DSS is no different from that of the 
Radicals. Harston also alleged that Kostunica a 
Tadic are unwilling to meet with UN or other 
international representatives one-on-one to avo 
being seen as \"complicit\" in a final outcome 
that both men use the common DS-DSS appro: 
cover to end any honest discussions of Kosovo 
status. Kosovo Serb leader Ivanovic added that 
the GOS negotiators cannot hope to achieve an 
measure of success with V'just saying no 

that it more important to get than to ask. V 
Unlike most negotiations 

sounds less willing to compromise publicly than 
it is in private discussions. Ivanovic indicated 
this was a sign of a \"hands-off\" and divested 
approach by Tadic and Kostunica to the actual 
negotiations 

desperate) negotiators are left in charge of the 
process. 


Possible outcomes 


9. (U) Vejvoda sought to frame a possible Serbi 
reaction to Kosovo independence in a historical 
context. He said that when PM Djindjic made 
efforts in January 2003 to address Kosovo statt 
it was the international community that had said 
his moves were premature. However 

public opinion being against compromise or 
reduced sovereignty over Kosovo 

that there was a \"sense of relief" among the 
public that the issue was finally being addresse« 
at all. He suggested that the recent referendurr 
in Montenegro shows that sometimes inflexible 
rhetoric can be followed by practical 


grudging 


10. (SBU) Comment: The purpose of this lunch 
to impress upon influential policy makers a 
similarly realistic message we tell Tadic and 
Kostunica: the Contact Group and UNOSEK art 
unified 

day after" a settlement of Kosovo status. The 
GOS is either unwilling or unable (or both) to 
inform its citizens of the probable outcome for 
Kosovo 
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makers from working to help the Serbian peoplk 
better understand an unwelcome reality. The 
international community 

part to demonstrate its commitment to help Serl 
- whether we are joined by the GOS or not - to 
help Kosovo Serbs on the ground and to move 
forward and become a stable and prosperous 
European state. 


11. (U) Attendees: 
US/France/UN: 
- French Ambassador Hugues PERNET (host) 


BELGRADE 00000964 003.2 OF 003 


- Ambassador Michael POLT 
- Mr. Julian HARSTON 
Belgrade 

- LTC Thierry NAVREZ 

- Mr. Didier LARROQUE 
(notetaker) 

- Mr. Demian SMITH 
(notetaker) 


Serbs: 

- Bishop-Elect Father Irinej DOBRIJEVIC 
Orthodox Church 

- Mr. Ivan VEJVODA 
Democracy 

- Ms. Ljiljana SMAJLOVIC 
POLITIKA 

- Mr. Mihajlo RAMAC 

- Ms. Duska ANASTASIJEVIC 
- Mr. Oliver IVANOVIC 
Kosovo and Metohija 
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engagement 

а non-politicized discussion on the basics of oil 
exploration 

marketing; the situation in Mexico; and how Me: 
industry relates to the global market. 


4. (U) Activity: Organize through local NGOs or 
universities 
key staff on energy and oil 
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Mexican or Latin American Institution through a 
to Brazil or Norway -- successful examples of ct 
like Mexico 

a state-run oil company. 


Telecommunications and Information and Comi 
Technology (ICT) 


5. (U) New investors have been unable to offer 
services in the broadcast and telecommunicatic 
leaving consumers and businesses unable to al 
price of expansion. The International Telecomr 
Union\'s V Digital Access Index\" ranks Mexico € 
behind nearly all other OECD members. Mean: 
continues to control 95 percent of the fixed line 
and charges high prices for network access. 


6. (U) Engagement: The incoming administratic 
legislature will face the same roadblocks in the 
and promotion of ICT. Mexico has moved slowl 
to develop enabling policies in the sector 
developments will come even more rapidly over 
years. We should use our position to better infc 
leaders 

that will be necessary to ensure that Mexico car 
the IT and telecommunications infrastructure ne 
compete. 


7. (U) Activities: 


-- Encourage regulator-to-regulator contact betv 
and the FCC and DOC. Sponsor speaking tour 
appearances of IT and telecommunications pro 
other nationsY private sectors. 
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-- Develop a one-day conference targeting inco! 
executive branch officials and legislators to helg 
the visibility of ICT as a key component in Mexic 
competitiveness. Speakers for the conference ' 
from our respective governments 

organizations 

as Chile). We would enlist the support of the In 
the Americas to stage the event 

early October. 


Column 3 
Transportation 


8. (U) Logistics costs in Mexico are some of the 
the world 

lack of infrastructure and operating inefficiency. 
the GOM began rail reforms in 1996 

large quantity of goods are transported by road 
cost and lower efficiency. 


9. (U) Engagement: In April 2006 

Development Agency (USTDA) gave the Secret 
Transportation and Communications (SCT) 91. 
develop a master plan for developing multi-mod 
in Mexico to improve transport and logistics. W 
further. 


10. (U) Activities: 


--Engage the СОМ in transition for follow-throuc 
completion and implementation of the USTDA N 
guide for logistics development to improve dom 
international trade. 


-- Bring logistics experts from around the world 
seminars and speaking engagements to raise p 
understanding that high transport costs sap Me: 
competitiveness. 


Commercial Law Reform 


11. (U) Mexico needs to attract more private in 
both domestic and foreign 

well as small and medium size enterprises - to 
jobs and improve Mexico\'s supply system. Me: 
antiquated and inefficient justice system and the 
criminalization of commercial disputes are majo 
constraints for commerce and investment. Mex 
from all three major political parties are pushing 
criminal law reform; experts are also advocatinc 
comparable reform of the commercial law syste 


12. (U) Engagement: Commercial law reform w 
investor confidence in Mexico and would contrik 
to improved competitiveness and future econon 
Building on the success we have had promotinc 
justice reform 

early-on with the next administration. 


13. (U) Activity: Offer the presidential transition 
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highly-structured seminar featuring presentatior 
by Mexican commercial law reform advocates a 
international experts on the legal reform proces: 
will complement this initial high-level approach \ 
project involving government and business аѕѕ‹ 
promote Mexican commercial law reform. 


Trade and NAFTA 


14. (U) Depending on the Presidential victor 

openings already achieved under NAFTA -- anc 
few scheduled for 2008 -- could come under thr 
protect NAFTA we must make certain that the N 
understand and accept all the benefits it has brc 


15. (U) Engagement: Full NAFTA liberalization 
for January 1 

trade in some of the most sensitive products-cc 
milk powder and poultry. We should engage th: 
administration early on to ensure these opening 
reduced or delayed. 


16. (U) Activities: 
-- Coordinate a Public Diplomacy campaign witt 
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Mexico that explains to Mexicans the benefits tt 
earned over twelve years of NAFTA implement: 
with the Secretariat of the Economy to provide c 
technical support as they work through the sum 
the original 1994 NAFTA promotional video. Er 
U.S. officials appear in the film. Arrange to sho 
film in public venues throughout Mexico 
starters 


-- Encourage USTR to meet with the transition t 
new Secretaries of Economy and Agriculture as 
possible to ensure that USG views on the final I 
openings are clearly understood. USTR must e 
importance of working together to facilitate glob 
trade. 


-- USDA and Mexico\'s Secretariat of Agricultur 
have begun a joint analysis on integrating U.S. 1 
markets for white corn and beans. Once we cor 
study 

leading agricultural officials from both countries 


Column 3 
present key findings and possible problem area 
transition team should participate in this proces: 


-- Schedule a Consultative Committee on Agrici 
in the fall that will include incoming and outgoin 
officials to promote continuing this tool to resolv 
agricultural trade problems. 
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immigrant community and th lack of opportunitie 
mobility within the German job market. Howeve 
developments suggest inroads are being made 
integration of the Turkish minority into the Gerrr 
First 

medium-sized businesses is emerging within th 
community. Second 

have begun to place greater emphasis оп integi 
assistance and on fostering entrepreneurial opp 
Turks. These recent efforts offer some hope th 
further economic integration of the Turkish minc 
Germany will be possible. END SUMMARY. 


TURKISH ROLE IN THE GERMAN ECONOMY 


2. Germany is host to approximately 2.6 million 
(including Turkish-born immigrants and ethnic T 
Germany) 

and 70% of Turks in the EU. Turkish immigrati 
began in the 1960s 

unskilled laborers. The majority of Turkish imm 
decided to stay in Germany and their families sí 
Today 

also born here. Though the inflow of migrants f 
has been on the decline 

estimates that some 50 

Germany annually. The largest clusters of Turk 
reside in Berlin 

Baden-Wuerttemberg 


3. The economic status of Turkish immigrants i 
remained largely unchanged since the 1960s - ‹ 
second and third generation Turks. Turkish imr 
continue to be over-represented in unskilled anı 
jobs 

garment industry. Since the 1960s 

and outsourcing have reduced the need for mar 
in Germany. As a result 

economic circumstances than before 


Column 3 
unemployment and more households requiring ' 
assistance. 


4. The unemployment rate among Turkish imm 
three times the German national average (33% 
Germany overall) 

unskilled Turks. All legal immigrants in Germar 
social benefits provided by the government. So 
governments say high unemployment among th 
population causes them to allocate as much as 
budgets to welfare payments. 


CHALLENGES TO ECONOMIC INTEGRATION 


5. Turkish socio-economic self-segregation has 
the emergence of a Muslim \"parallel society\" v 
in which immigrant Turks have limited and disc 
interaction with non-Turks. According to the Tu 
in Berlin 

division between Germans and Turks and is ar 
preventing further integration of Turkish immigr: 
German economy. In particular 

\"parallel society\" contributes to the low educati 
of achievement by young Turks in Germany anc 
unwillingness of many Turkish immigrants to ga 
professional-level German language proficiency 


6. Although young Turks\' educational perform: 
is slowly improving 

make upward mobility difficult. Immigration exp 
that the poor performance among Turkish yout 
caused by the presence of the V'parallel society 
less value is placed on achievement within the ( 
education system. Fewer than 1096 of 18-25 ye 
Turkish descent in Germany are enrolled in higt 
Fewer Turkish immigrants successfully complet 
school than non-foreigners and 


by the Friedrich Ebert Stiftung 
German apprenticeship programs has dropped 
1995. 


7. Lack of German language competence amo 
immigrants is a reflection of their limited econor 
integration in Germany and the pervasiveness c 
Society" phenomenon 

preferred and used substantially more than Ger 
German 

recent study of Germany\'s education system e: 
German language ability is a \"decisive obstacle 
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immigrant\'s educational and future career. Acc 
from the Turkish Embassy 

Germany lack \"good\" German speaking skills; 
is host to the largest Turkish immigrant commu 
48% have less than \"good\" German speaking 


CHALLENGES TO ECONOMIC INTEGRATION 


8. Exacerbating young Turkish immigrants\' poc 
performance is Germany\'s rigid education syst 
\"tracks\" students on a set career path on the b 
performance in their first four years in primary s 
2004-5 

were \"tracked\" into a trade or vocational schoc 


9. The Turkish Embassy claims German emplc 
against Turkish immigrants. Embassy officials : 
prefer to hire immigrants from Eastern Europe. 
Discrimination is more pervasive in eastern Gel 
say 

blatant. The German government 

integration difficult for Turkish immigrants. Prio 
Turkish immigrants without German ancestry cc 
German citizenship 

in Germany or lived in Germany for many years 
reforms to German citizenship laws after 2000 
such as Baden-Wuerttemberg 

restrictions on applicants from Islamic countries 
Turkey. 


PROSPECTS FOR INTEGRATION 


10. Despite the many obstacles to economic int 
are reasons for optimism 

Turkish community and government policy. The 
unemployment 

and the growing demand of the Turkish immigrz 
for goods and services have caused a growing | 
Turkish immigrants to become entrepreneurs -- 
family-run 

kiosks and delicatessens 

among both Turkish and non-Turkish consume! 
weekly newsmagazine \"Der Spiegel\" reported 
accounted for the creation of more than 300 
Germany. Turkish Embassy statistics indicate t 
2004 

contributing $9.1 billion in investments with an a 
turnover of $36 billion. 
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11. A variety of German and Turkish businesse 
organizations are working to tap into the Turkist 
growing entrepreneurial spirit. For example 
banks 

Turkish banking representatives to improve thei 
potential customers in the Turkish community. 
government of North Rhein Westphalia has beg 
called ReTra (Regionale Transferstellen) 
advisory body to local immigrants interested in ( 
their own enterprises. Furthermore 
associations and Turkish participation in trade L 
flourishing. 


12. Beginning in 2005 

Interior began requiring all new immigrants to ta 
six-month 

beginning and intermediate German language il 
orientation course to familiarize participants witt 
history 

federally-funded program 

immigrants with the opportunity to V'take part in 
of social 

the first time the federal government has fundec 


a program geared toward integrating immigrant: 
country; an initial review of the success of the p 
due by 1 July 2007. 

TIMKEN 
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Slovakia" won wild cheers from the crowd. All: 
\"Who\'s Who\" were present at the rally 
Kalinak had the most superstar appeal. He enti 
to squealing women and lots of camera flashes 
Vice-Chair Pavol Paska was greeted mostly by 
seemed to know him. 


5. (SBU) The crowd listening to the speeches w 
people. (The young people were still gathered : 
beer stands at that point.) A concert by a 1980: 
followed; however 

moved away from the main stage towards the fi 
candy 


6. (SBU) The political rally was attended not onl 
supporters and hungry Slovaks 

young opponents of Fico from the organization ! 
group of 20-something youth held up a large rec 
reading 
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Paroubek 

president Klement Gottwald to Paroubek 
Communist president Gustav Husak to Fico. At 
rally 

no older than 20 and were headed towards the 
handing out bumper stickers with a picture of Fi 
crossed out alongside the words 

him 

prince.\" 


SDKU: Autographs From the Architect of the Fl: 
7. (SBU) SDKU held a well-organized rally on Ji 
residential area about one kilometer outside the 
center of Piestany. The rally was designed as = 
greet with approximately 15 well-known SDKU r 
Finance Minister Miklos 

Justice Minister Zitnanska. PM Dzurinda has al 
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traveling the country 

Piestany. Each candidate was briefly introduce 
in-between songs by the popular Slovak singer 
1970 

focused on personal interaction with attendees : 
speeches. The candidates signed picture cards 
had small posters (11 by 14 inches.) Party worl 
out balloons 

entitled \"Slovakia in Summer." SDKU decided 
offering free goulash and beer. 


8. (SBU) All of the candidates we spoke with no 
atmosphere was substantially different from 201 
openly showed their discontent and anger at Dz 
other members of his government. There were 
attendees at the rally who based on appearance 
ages and income levels. SDKU holds its final гг 
square in Bratislava June 16. To counter Fico 
Czech Prime Minister Paroubek and show his s 
region 

and potentially future Prime Ministers from the r 
including Mirek Topolanek from the Czech Rep 
from Austria and Sanoder from Croatia 

final rally. 


KDH: Just Email Us 


9. (SBU) KDH Chairman Pavol Hrusovsky gave 
last push on June 15 when he 
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Palko 

Surprisingly 

leaving young campaign workers dressed in the 
signature yellow t-shirts and caps to hand out bi 
campaign packets. Many passers-by did just th 
without so much as a glance at the campaigner 
Emboff saw the always earnest Miklosko -- prok 
cleanest politician in Slovakia -- engaged in dee 
with some potential voters. The largest group of 
(about fifteen) was gathered around the free cai 
beer. 


10. (U) KDH 

pre-election newsletter 

Stork 

However 

to voters 

would 

estimates of the turnout were low. 


11. (SBU) We found Hrusovsky apparently tryir 
himself from conversation with an older woman 
himself awkwardly 

to leave for the day. When the woman tried {о г 
questions 

or to email the party her questions -- a line whic 
also fed another voter in campaign coverage thi 
Slovak Television June 12. 


THE LAST DEBATE 

12. (U) The final televised pre-election debate t 
the night of June 15. SDKU leader Mikulas Dzt 
Chairman Robert Fico and HZDS head Vladimii 
participated. The personal animosity between F 
Dzurinda was clearly visible 

to be left on the side of heated exchanges - stru 
remain both neutral and relevant. 


13. (U) The moderator opened by asking each ‹ 
much their parties pre-election campaigns had ‹ 
the money had come from. All three candidates 
uncomfortable with the question but none more 
who sought to avoid naming the specific banks 
had taken loans. Dzurinda and Fico claimed to | 
the neighborhood of forty million Slovak crowns 
campaigns but Fico challenged Dzurinda 

that based on what he had seen the SDKU cam 
cost six or seven times more. Fico charged tha 
money for the SDKU campaign came from fund 
public funds allocated to various SDKU-controll 
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Despite the fact that none of the candidates waı 
discuss their financing 

accusations lasted nearly 15 minutes. 


14. (U) Fico accused Dzurinda of being depend 
from the U.S. Embassy where he \"runs to get ii 
Fico also attacked Dzurinda for wanting to intro: 
university fees. Dzurinda responded by asking F 
takes his own son to a private school everyday : 
his tuition. V'If you are so concerned about gettir 
education to the poorest 

the standard of education and send you sonr to 
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school. Instead you drive him in an expensive c 
private school; this is not a very leftist approach 


15. (SBU) Fico seemed humorless but best pre 
with a flurry of details. Dzurinda was the most ci 
Meciar was clearly the man in the middle with tr 
seemingly taking place around him. He turned r 
when the moderator quoted Dzurinda\'s stateme 
newspaper that Fico is a Bolshevik and Meciar : 
the end of the debate Fico hinted that a Smer-K 
coalition would please him. 


FICKLE YOUTH 

16. (U) Poloff watched the last debate of the ele 
campaign with five university-educated professi 
25 and 30 years of age. Four of the five voted fc 
parties in 1998 and 2002 and 

inclined to support Smer in this election. As of |: 
however 

the least-bad option. (Comment. One SDKU coi 
admitted to us recently that he was trying to swe 
undecided voters to choose SDKU \"as the leas 
comment.) All five indicated that they absolutely 
or trust PM Dzurinda 

was the least bad. The principle factor that influ: 
left-oriented voters to abandon Smer were rece 
reports that Fico is considering a coalition with € 
HZDS. (RefB) 


17. Another young (28) friend of Poloff 

from the predominantly Hungarian city of Nove 
indicated she will vote for SMK in this election a 
supporting SNS in the past two elections. After : 
government for the past eight years 


Column 3 

will try to separate her district from Slovakia anc 
the practical advantages that having SMK in go' 
to her region. Her parents and her brother still p 
for SNS. 


VALLEE 
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engagement 

a non-politicized discussion on the basics of oil 
exploration 

marketing; the situation in Mexico; and how Me: 
industry relates to the global market. 


4. (U) Activity: Organize through local NGOs or 
universities 

key staff on energy and oil 

Mexican or Latin American Institution through a 
to Brazil or Norway -- successful examples of ct 
like Mexico 

a state-run oil company. 


Telecommunications and Information and Comi 
Technology (ICT) 


5. (U) New investors have been unable to offer 
services in the broadcast and telecommunicatic 
leaving consumers and businesses unable to al 
price of expansion. The International Telecomr 
Union\'s V Digital Access Index" ranks Mexico € 
behind nearly all other OECD members. Meam 
continues to control 95 percent of the fixed line 
and charges high prices for network access. 


6. (U) Engagement: The incoming administratic 
legislature will face the same roadblocks in the 
and promotion of ICT. Mexico has moved slow 
to develop enabling policies in the sector 
developments will come even more rapidly over 
years. We should use our position to better infc 
leaders 

that will be necessary to ensure that Mexico car 
the [T and telecommunications infrastructure ne 
compete. 


7. (U) Activities: 


-- Encourage regulator-to-regulator contact betv 
and the FCC and DOC. Sponsor speaking tour 


Column 3 
appearances of IT and telecommunications pro 
other nations\' private sectors. 
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-- Develop a one-day conference targeting incoı 
executive branch officials and legislators to helg 
the visibility of ICT as a key component in Mexic 
competitiveness. Speakers for the conference ' 
from our respective governments 

organizations 

as Chile). We would enlist the support of the In 
the Americas to stage the event 

early October. 


Transportation 


8. (U) Logistics costs in Mexico are some of the 
the world 

lack of infrastructure and operating inefficiency. 
the GOM began rail reforms in 1996 

large quantity of goods are transported by road 
cost and lower efficiency. 


9. (U) Engagement: In April 2006 

Development Agency (USTDA) gave the Secret 
Transportation and Communications (SCT) 91. 
develop a master plan for developing multi-mod 
in Mexico to improve transport and logistics. W 
further. 


10. (U) Activities: 


--Engage the СОМ in transition for follow-throuc 
completion and implementation of the USTDA N 
guide for logistics development to improve dom 
international trade. 


-- Bring logistics experts from around the world 
seminars and speaking engagements to raise p 
understanding that high transport costs sap Me: 
competitiveness. 


Commercial Law Reform 


11. (U) Mexico needs to attract more private in 
both domestic and foreign 


Column 3 

well as small and medium size enterprises - to 
jobs and improve Mexico\'s supply system. Me: 
antiquated and inefficient justice system and the 
criminalization of commercial disputes are majo 
constraints for commerce and investment. Mex 
from all three major political parties are pushing 
criminal law reform; experts are also advocatinc 
comparable reform of the commercial law syste 


12. (U) Engagement: Commercial law reform w 
investor confidence in Mexico and would contrik 
to improved competitiveness and future econon 
Building on the success we have had promotinc 
justice reform 

early-on with the next administration. 


13. (U) Activity: Offer the presidential transition 
highly-structured seminar featuring presentatior 
by Mexican commercial law reform advocates a 
international experts on the legal reform proces: 
will complement this initial high-level approach \ 
project involving government and business аѕѕ‹ 
promote Mexican commercial law reform. 


Trade and NAFTA 


14. (U) Depending on the Presidential victor 

openings already achieved under NAFTA -- anc 
few scheduled for 2008 -- could come under thr 
protect NAFTA we must make certain that the N 
understand and accept all the benefits it has brc 


15. (U) Engagement: Full NAFTA liberalization 
for January 1 

trade in some of the most sensitive products-cc 
milk powder and poultry. We should engage thi 
administration early on to ensure these opening 
reduced or delayed. 


16. (U) Activities: 
-- Coordinate a Public Diplomacy campaign witt 
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Mexico that explains to Mexicans the benefits tt 
earned over twelve years of NAFTA implement: 
with the Secretariat of the Economy to provide c 
technical support as they work through the sum 


Column 3 

the original 1994 NAFTA promotional video. Er 
U.S. officials appear in the film. Arrange to sho 
film in public venues throughout Mexico 
starters 


-- Encourage USTR to meet with the transition t 
new Secretaries of Economy and Agriculture as 
possible to ensure that USG views on the final I 
openings are clearly understood. USTR must e 
importance of working together to facilitate glob 
trade. 


-- USDA and Mexico\'s Secretariat of Agricultur 
have begun a joint analysis on integrating U.S. ‹ 
markets for white corn and beans. Once we cor 
study 

leading agricultural officials from both countries 
present key findings and possible problem area 
transition team should participate in this proces: 


-- Schedule a Consultative Committee on Agrici 
in the fall that will include incoming and outgoin 
officials to promote continuing this tool to resolv 
agricultural trade problems. 
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or Conflict?\" as part of a conference on Estonie 
minorities on June 2. The Ambassador spoke c 
perspective and experience in promoting racial 
and diversity 

provided views on the theme. The message we 
received and followed by a lengthy discussion o 
challenges facing Estonia in dealing with its curi 
minorities. Molodjozh Estonii 
Russian-language paper 

promoting diversity in Estonia. The Ambassadc 
will be turned into an OpEd for future publicatior 
Estonian-language paper in order to reach the k 
possible audience. 


- During a six-week exchange program in April . 
visiting Fulbright School Administrator Gale Fra: 
helped to increase racial sensitivity and awaren 
among Estonian youth. Frazier 

Director of Education at a private school in Chic 
spoke to at least 500 students at more than ten 
In many cases 

the first person of African origin the students ha 
met. Frazier\'s charismatic talks introduced chil 


Column 3 

cultural differences between the United States ε 
Estonia 

schools. Her talks generated both national and 
press coverage ranging from Postimees 

of record 

Estonia\'s heartland. 


- With special funding secured from State/EUR 
Embassy is providing $4 

Film Festival to screen U.S. films on the theme 
cultural and racial tolerance. We hope that this : 
festival -- run by Estonians for Estonians -- will | 
generate widespread public discussion on the is 
tolerance and diversity. 


- Embassy has requested DS/IP (reftel) to provi 
Estonian audiences the \"Racially Motivated Vio 
presented by Chuck Hunter in Riga in January 2 
is also regularly in contact with the wider diplom 
community and the police to remain engaged oı 
issue. 


RAISING AWARENESS AT THE TOP 


6. (SBU) On May 30 the Ambassador hosted a 
for Minister of Population and Ethnic Affairs anc 
presidential candidate Paul-Eerik Rummo 
Internal Affairs Kalle Lannet 


Rummo\'s advisor Ken Koort and SSA Stan Stri 
discuss our tolerance awareness activities апа”: 
conclusions from these events. The Ambassad 
length on the need for Estonia to begin to think 
the traditional and historical Estonian/Russian 
community dichotomy in light of anecdotal evide 
recent incidents against racial minorities. 


7. (SBU) The Estonians agreed that with a decli 
birthrate and booming economy 

increasing immigration pressure and a more mt 
society. With this in mind Minister Rummo said 
will broaden the next Integration Action Plan to ! 
out to new immigrants. In the meantime 

said the Estonian police and security force were 
grateful for the information Post has provided 
concerning racially motivated incidents involvinc 
nationals. Given the small population 

that it only took a small number of agitators to c 
a disproportionate amount of trouble and attenti 
(KAPO 
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100 active skinheads in Estonia 

residing in Tallinn.) Even a few incidents can cı 
perception of amuch larger racial problem 
impact the economy 

investment. 


8. (SBU) MP Nutt 

European Commission Against Racism and Intı 
noted that whatever problem existed was undot 
exacerbated by Estonia\'s larger problem with a 
Most of the instigators of racial incidents were d 
at the time 

local government leaders who have been far ἴοι 
on integration and tolerance promotion issues. 
the Russian-Estonian divide 

little political capital to create bridges between 
parallel communities through schools 

activities 

Minister Rummo that tackling racial intolerance 
even on most local governments\' radar screen: 


9. (SBU) There was general agreement that wh 
racial incidents are relatively limited and non-vic 
in nature 

population is a long-term process. As the Estor 
police are already struggling to maintain the nec 
number of officers to operate sufficiently (as ma 
officers leave the force for better paying jobs in 
private sector in Estonia or abroad) 

adequately train and sensitize their police on ha 
crime and tolerance issues. 


THE DUTCH BOMBSHELL 


10. (U) On June 6 the Dutch Ambassador to Es 
Glaubitz 

that he was curtailing his tour 

persistent and racist homophobic abuse. Glauk 
that though he and his partner 

were well received by GOE officials 

insulted when out in public. Glaubitz said on be 
his partner 

by drunken skinheads as a \'nigger\' and to be 
continuously gawped at as if you have just step| 
of a UFO. Glaubitz\'s statement has not only f 
prominently in Estonian papers 

up by international news organizations 
provoking considerable public debate within Est 
the topic of racism and homophobia. 
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11. (U) In the wake of Glaubitz\'s announcemer 
media (Estonian and international) have contac’ 
Embassy for comment (in part because Glaubit: 
reference to an inter-Embassy security-related ¢ 
citing incidents of harassment against and/or wi 
by U.S. Embassy employees). The Embassy s| 
these requests as an opportunity to say that altr 
reported racial incidents in Estonia are relatively 
in number 

and open dialog on the issue before it becomes 
problem. 


12. (U) The international media coverage has cl 
embarrassed the GOE and the general public 
backlash among some Estonian public figures v 
started questioning Glaubitz\'s claim. The MFA 
consistently denied it received information on 


Glaubitz\"s problems (either from the Glaubitz o 
Dutch Embassy) prior to the announcement. M 
Foreign Minister Urmas Paet claimed that Dutch 
Minister Bernard Bot expressed regret over the 
affair and said GlaubitzV's action was V'not a wis 
to do." Meanwhile 

passed an amendment to the Penal Code that v 
incitement of V'hatred 

on sexual orientation. (The existing law provide: 
protection on the basis of nationality 

sex 

financial and social status.) 


COMMENT 


13. (SBU) The controversy over GlaubitzVs dep: 
catapulted the issue of tolerance in Estonia to tl 
forefront. It is unfortunate that Glaubitz\'s depaı 
is becoming more the focus of the story rather t 
larger tolerance issues 

newspapers to grouse that Estonians do not de: 
\"smear\" on their reputation. MFA officials havı 
relayed to us their dismay and disappointment v 
Glaubitz\'s actions 

on the Embassy\'s reporting of racially motivate: 
incidents and Embassy-sponsored activities. W 
that our approach of sharing rather than lecturir 
helping to create an open and frank dialogue wi 
Estonians on this important issue. 


WOS 
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in Europe 

diversity provides a buffer 

be disrupted suddenly or market prices vary. H 
Finland\'s energy demand is growing steadily at 
and many sources are at maximum or near ma 
leaving nuclear power as the sole domestic alte 
growth. 


Russia as an Energy Supplier 

4. (SBU) Russia (including the Soviet Union) ha 
been a reliable supplier to Finland. Finland has 
direct supply infrastructure for importing gas an 
electricity 

Russia interrupted supplies to Ukraine and (indi 
Central and Eastern Europe. The Finns were n 
the potential concerns engendered by those de 
and certainly understand that Moscow has the [ 
play politics with fuel supplies. However 
Finnish private sector are also very confident in 
ability to manage!" their huge neighbor to the e 
Prime Minister Matti Vanhanen recently stated | 
GOF is not worried about its energy relationship 
Russia because 

money that they need. It\'s a business relations 
us it\'s sound.\" 


5. (SBU) During the Cold War 

supplier of oil to Finland 

planned barter trade system. Following the Sov 
collapse 

turned to the North Sea and Saudi Arabia. Finl: 
according to price 

it currently gets about 80% of its oil from Russia 
Finland imports 100 percent of its gas from Rus 
rational use of it (industrial use in a concentrate 
and the price is good. Gazprom has gone dowr 
owns 20 percent of Finland\'s gas distribution nt 
something the Finns view as positive 

Moscow suggested in Reftel A) it places at leas 
portion of Gazprom\'s operations under the eye 
and European regulators. Finland is importing : 
its electricity from Russia (and 3% from Sweder 
The need to import is due to the deficit in Finlan 
generating capacity. The fifth Finnish NPP curr 
construction will approximately offset the deficit. 
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COMMENT 

6. (SBU) For both practical and political reason: 
independence is not something the Finns will pı 
During her June 14 visit to St. Petersburg 
Halonen lauded Finnish-Russian \"energy interc 
a crucial and positive element of the two countri 
bilateral relationship. Having diversified its own 
use and managed Moscow well 

to make such claims. This said 

an important and helpful ally to the US as we se 
establish a shared energy security agenda with 
focuses on transforming Russia into a more reli 
supplier. Although unlikely to be a victim of Rus 
antics 

use energy policy for political purposes. Moreo 
because it is clearly in FinlandVs interests 

the importance of helping Moscow understand t 
to global regulatory standards and playing ассо! 
free market rules is in RussiaVs long-term best | 
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employing this design lies just across the Gulf o 
at Sosnovyi Bor 

considerable effort in the mid 1990s to develop 
operations procedures for this plant - which was 
Finland\'s own interest. This graphite-moderate 
water reactor was originally designed for the prc 
plutonium 

retrievable heat 

generation. Since the design is inherently unst: 
Finland cooperated closely in the international р 
upgrade RBMK reactors and their operations pr 
alarm systems and radiation monitors. 


5. (SBU) COMMENT: Whether or not the Russi 
Finnish improvements to the reactor they intenc 
part of the incentive package remains an unans 
question. However 

perspective the Finns are well placed to make e 
welcome contribution to the incentives package 
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as long as necessary to arrive at the broadest p 
consensus.V The postponement was a reverse 
she made as late as June 12 
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introduce the proposed reforms to Parliament. 
had been discussed in principle for a year with t 
Committee on Education 

Greece should be harmonized with EU educatic 
2010 

being recognized within the EU.) Protests and ‹ 
university sit-ins continued even after the Minist 
announcement 

were again smashed and firebombed by a smal 
anarchists during an otherwise peaceable demc 
several thousand students. The next student pı 
planned for June 22. 


3. (U) It is generally accepted that comprehens 
of Greek higher education are long overdue. РІ 
changes would be two-dimensional 
deregulation of higher education to allow and re 
private 

changes in the operation of existing universities 
make them more manageable 

would conflict with many vested interests. Тһе! 
complement each other but the former requires 
constitutional amendment (that would not be ral 
the next Parliament 

as V'the education framework law 

as it was passed by the current Parliament. Altl 
parliamentary debate this summer would have i 
involved discussion of the university deregulatic 
the actual vote would have been on V'the educa 
law." Demonstrators seemed to confuse the tv 
purpose 

private 

reform within Greek universities. 


4. (U) Press reports reflect this confusion of iss 
protesters and generally characterize the ровір 
defeat for the GoG 

who has gone on record strongly advocating ed 
Media also focus on how the decision caused te 
the government as several ministers 

Minister Meimarakis and Environment and Publ 
Minister Souflias 

Elite dailies To Vima (opposition) and Kathimeri 
(generally pro-GoG) also speculate that the Got 
postponement to avoid extreme student reactioi 
that broke out in France a few months ago that 
potentially disrupt Greece\'s tourist season. 


5. (SBU) Close Ministry of Education contacts I 
Thanos Veremis 
(protect) 
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(protect) 

reports of the controversy are generally accurat 
confirm that the decision was the Prime Ministe 
expressed strong disappointment over the post; 
noting that the timeframe for real reform is now 
vague and that the GoG has lost face 
momentum. Couloumbis opined that the manel 
ruling New Democracy party\'s desire to mainta 
over the opposition PASOK party 


expressed doubts about the current path of refc 
the demonstrations. Couloumbis also said he E 
GoG\'s postponement was a petty political man 
towards upcoming municipal and prefectural ele 


6. (SBU) COMMENT: The government\'s post 
face of student protests is disappointing to us: | 
of U.S.-based private 

here would benefit from these reforms. While v 
hopeful that the constitutional amendment to all 
universities will pass by 2009 

Many forward-looking 

without these reforms 

universities will lag even further behind internati 
standards. Despite Yiannakou\'s inability to fore 
protests or cool tensions once they started 
position does not seem to be in danger. 
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He noted that Kenya and Ethiopia 

million ethnic Somalis respectively 

such high level meetings. While crafting the co 
participants reportedly wanted to include a state 
mandating Tuju 

advocate for expansion of the Contact GroupVs 
include regional states. This language was ultir 
included 

Rafaelli 

intended as only a starting point and the operati 
parameters of the contact group were not yet fir 
established. 


Something Old 

3. (C) Much of the debate reportedly centered a 
and EthiopiaVs assertion that Article 51 of the U 
allowed them to undertake defensive moves ins 
the end 

and Uganda to mobilize peace support forces fc 
(NOTE: The Somali parliament on June 14 pas: 
Security and Stabilization Plan. Nairobi observe 
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been able to pin down the contents of the plan k 
by parliament 

parliamentarian resident in Nairobi has indicate: 
adopted plan allows for the entry of foreign troo| 
placing limits on their country of origin. This cre 
clear conflict between the desires of the Transit 
Federal Government and IGAD. END NOTE.) 


Something New 

4. (C) Prior to the IGAD meeting 

announced it would not allow warlords to enter « 
Kenya. It subsequently announced that this pol 
expand to including freezing warlords\' assets ir 
the IGAD meeting 

similar policies. In the course of debate 
repeatedly questioned the definition of a warlorc 
concerned about its long-standing relationship v 
of the armed leaders. In the end 

all IGAD members had decided to adopt these 
exceptions granted for those who have surrendi 
Vsubjected themselves to dialogue with the TFC 
While this is an admirable initiative 

noted that most participating countries would he 
enforce such measures. END COMMENT.) 


COMMUNIQUE 


5. (U) Following is the exact text of the commur 
emerged from the meeting. 


BEGIN TEXT: 
Communique Issued by the Extra-ordinary Ses: 
Council of Ministers\' Meeting on the Somali Re 


Process Held in Nairobi on Tuesday 


The Extra-ordinary Session of the Council of Mi 
Meeting held its meeting in Nairobi 


Hon. Raphael Tuju 
Republic of Kenya and the Chairperson of the It 
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Ministers opened the meeting. 


The Meeting was addressed by Н.Е. Ali Mohar 
Minister for Somalia and Louis Michell 
for Development and Humanitarian Aid. 
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The meeting was attended by; 


H.E. Seyoum Mesfin 

Federal Democratic Republic of Ethiopia 

H.E. Abdullahi Sheikh Ismail 

Somalia 

Hon. Isaac Musumba 

Charge of Regional Cooperation of the Republi 
H.E. Elsamani Elwasila 

of the Republic of Sudan 

Ambassador Ghirmai Gherbremariam 
Ambassador Mohamed Siad Doualeh 
Republic of Djibouti to Somalia 

Ambassador Mohamed Foum 

to Somalia 

Ambassador Francois Fall 

Special Representative for Somalia 
Ambassador Salim Ali Khusabi 

Arab States 

Dr. Attala Hamed Bashir 

Inter-Governmental Authority for Development. 


The following countries sent observers to the m 
Denmark 


The Council: 


Received an update on the current situation in € 
particularly with regard to the recent fighting in c 
Mogadishu between Islamic Courts union led m 
Warlords. 


Regret the loss of life during the recent fighting 
around Mogadishu and appreciates all humanit 
provided to alleviate the sufferings of those affe 
fighting. 


Encourages and supports the TFG to pursue cc 
dialogue with all those who recognize the Trans 
Federal Instutions and its Charter and that IGAL 
readiness to support constructive dialogue in Sc 


Noted that the fighting threatens to spread to ої 
such as Jowhar 


Agreed: 
i) To catalogue of all those involved in illegal us: 


to terrorize and harm innocent civilians and in tr 
recommends that those involved in these activit 


Column 3 
subjected to the legal international process for f 
for crimes against humanity. 


ii) That amnesty be given to those who may hav 
in the past in these illegal activities 

surrender and follow the path of dialogue with tr 
internationally recognized TFG 

authority for Somalia. Further agreed to grant s 
to those who accept this regional amnesty. 


ii) That IGAD Member States will apply the sarr 
against all Warlords as has been applied by Kel 
travel ban and freezing of accounts except for fi 
which may be extended to those Warlords who 
surrendered and subjected themselves to Чао 


Noted that the AU Resolutions gave IGAD the n 
Peace support Mission to Somalia (IGASOM) a 
and Sudan to expeditiously mobilize peace sup} 
Somalia in accordance with the IGAD Summit F 
March 2006 and the approved National Security 
Plan (NSSP). 


Noted that the United Nations Security Council , 
on Somalia do remain but exemptions be allowe 
Transitional Federal Government to establish its 
order enforcement institutions in accordance wi 
of the TFG/IGAD/AU working group meeting. 


Appeal to the international community for huma 
assistance for the people of Somalia. 
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Request members of the international communi 
official or non official unilateral assistance to ап 
or group of persons within Somalia without due 
with IGAD and the TFG. 


Mandate the Chairman of the IGAD Council of ! 
present the decisions taken in this meeting to tr 
Organization Conference (IOC) Council of Minis 
to be held Azerbaijan. 


While welcoming the initiative by the United Sta 
America on the Somalia 

unilateral and parallel initiatives which do not tal 
regard of consultation 

intelligence on Somalia. 
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Emphasized the need for closer coordination in 
of the international community towards Somalia 
to translating their commitments into concrete a 
would produce tangible results. 


Mandate the Chair to present this Resolution to 
of State and Government Summit to be held in 
Gambia. 


Issued in Nairobi on the Thirteenth Day of the N 
the Year of Two Thousand and Six. 


END TEXT. 
BELLAMY 
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just under a square mile 

Ukrainian territory. Romanians argue that Zmei 
not a true island 

point to set the EEZ 

Zmeiny Island is capable of supporting a popule 
economic infrastructure. Zmeiny Island 
offshore from Ukraine and 80 miles from Odes: 
unproven reserves of 10 million tons of oil and t 
cubic meters of natural gas offshore. 


8. (U) In September 2004 

International Court of Justice (ICJ) at the Hague 
resolution 

that stipulated either country could refer the cas 
ICJ if a mutually acceptable solution was not re: 
years. Ukraine lodged a counter-claim against 
the ICJ in May 2006. An oral hearing on the ca: 
to take place in 2008 

2009. In the meantime 

negotiations on the maritime border demarcatio 
that paralleled the court case. Both Stanciu anc 
the view that the issue was a technical one to bi 
experts and one that did not impact on the over. 
relationship. Both sides appeared willing to acc 
results of whichever process ended first. In the 
however 

developing Zmeiny Island until the case was se! 


Danube Canal 


9. (U) On May 16 
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began the dredging and related work of the pre- 
Bystroe canal to allow ocean-going vessels accı 
Danube river. The shipping through the new D: 
shipping canal was intended to allow the Ukrain 
to collect millions of dollars of annual fees curre 
by shipping companies for the use of the Sulina 
in Romania and to resuscitate Ukrainian Black ¢ 
were closed due to lack of traffic. The canal wa 
ceremonially opened August 26 

work was completed 


10. (U) The Ukrainian government started Phas 
2004 

Failure to conduct proper maintenance 

spring floods undid much of the earlier dredginc 
2005. The Minister of Transportation state ente 
Pilot 

maintenance 

then again suspended the work in mid-May. Ad 
flooding in July and August brought more sedim 
returned the Bystroe canal\'s depth to its meast 
the start of construction 


11. (U) The canal project 

Ukrainian part of the ecologically sensitive Dant 
which it shares with Romania 

environmental groups. The European Commis: 
Romanian 

The World Wildlife Fund (WWF) notes that the 
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UNESCO World Heritage Site since 1991 

of the world\'s white pelicans and half of its pygr 
cormorants. Supported by other expert opinion 
the deepened canal will adversely affect water f 
the Danube Delta 

water will kill fish fry 

destroy sensitive habitats. 


12. (SBU) Ukraine 

protest for economic reasons and not out of ger 
for the ecological health of the Danube Delta. T 
government has resisted considering various al 
approaches raised by the environmental and int 
communities. In a positive development 
Transportation reported in April 2006 that it had 
considering options other than the Bystroe сапа 
Ukrainian transportation needs in the Danube E 
the project is in abeyance 
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much to say on the topic 

Romanian government had the court of world o| 
side. 


Ethnic Communities 


13. (U) Although friction over the status of ethnii 
communities in each country is regularly cited a 
bilateral irritant 

to say on this topic. Popyk argued that 
government raised the topic 

its flanks against the revanchist claims ofthe P: 
Greater Romania. Stanciu complained mildly а! 
Romanian government and Romanian ethnic or 
difficulties in providing Romanian language text: 
Ukrainian state schools. He said 

Education had to review and approve all texts 
disapproved texts for flimsy reasons. Stanciu n 
requirement was a general one and not on direc 
ethnic Romanian community. On the other han 
government did not impose such a procedure fc 
language texts donated to Romanian schools. 


14. (U) Stanciu noted the EU\'s designation of s 
cultural zones that straddled both Ukraine and F 
promoted a wide range of official contacts at the 
government level as well as non-governmental | 
The three regions were the Lower Danube 
Carpathians. 


Transnistria 


15. (SBU) Although provided an opportunity 
push for a greater Romanian role in negotiation: 
Moldova\'s separatist Transnistria region. He n 
that the Romanian government continued to tak 
interest in Moldova/Transnistria developments г 
appreciate our update on the situation. Popyk s 
had been a negotiating party in the early 1990s 
settle the Transnistria issue 

\"Yushchenko plan\" on Transnistria settlement. 
the media Romania intended to propose its owr 
would be interested in learning the details 
finalized. 


Black Sea Forum 


16. (U) Popyk said his reading of the Romanian 
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suggested the Romanian public was divided ov 
Black Sea Forum 

Success 

meeting. From UkraineVs perspective 

the Black Sea Forum had been a complete suci 
Yushchenko had attended and bolstered Ukrair 
regional leader by proposing to initiate the ene 
of three seas\" (і.е. 

consultative mechanism within the framework o 
of Democratic Choice. The proposal envisionec 
together supplier 

development of a coordinated regional energy [ 
including consideration of energy projects and c 
of such cooperation. Yushchenko had also та 
toward resolution of the so-called \"frozen confli 


17. (C) Popyk said 

declaration failed to make any reference to the ! 
Georgian Community of Democratic Choice (CI 
although 
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declaration had been modified to refer to the Bk 
Forum. He said the Romanian government hac 
include the CDC reference in order not to ruffle 
feathers with the hope that Russian president P 
induced to attend. In the end 

attended and 

Russian ambassador to Romania as an observ: 
PopykVs description contradicts MFA\'s earlier « 
ref B 

reference.) 


18. (U) Visit Embassy Kiev\'s classified website 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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funds. SMK is more restrained 

17 percent. Former coalition members are calli 
faster tax cuts: KDH calls for reducing income ti 
percent over the term 

2008. KDH also proposed doubling the non-tax 
allowing families to deduct an additional SKK 1( 
first year of marriage. (NOTE: KDH\'s campaigr 
\"family values\"). Vladimir Meciar\'s HZDS has 
friendly to the tax reform package 
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disagree with the flat tax concept.\" Free Forun 
the system with further reduction of income tax 
all these proposals 

cuts are a voter priority this year. 


... but not a consensus 


5. Taxes are a centerpiece of Smer\'s criticism 
government 

about a Smer-led government. Smer has prom 
similar to what existed before the Dzurinda refo 
progressive income taxes would be re-introduce 
regime would be based upon three tax brackets 
annual incomes of up to SKK 240 
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incomes above SKK 240 

25 percent for the richest. The communist part) 
nationalist party (SNS) have also called for a gr: 
system 


6. Smer is the only party that proposes specific 
for business. While leaving the corporate rate < 
\"regular companies\" 

\"for all natural monopolies 

financial institutions.\" Without explaining whicr 
would be subject to the new \"monopoly tax 

it would generate revenues of approximately Sk 
133 million). Independent analysts estimate the 
would increase revenues by no more than SKK 
lower income of the state as a shareholder from 
overall profit will be squeezed by the higher tax 


7. Smer and SNS both plan to bring back the w 
dividends 

former level of 15 percent to 19 percent. SMEF 
revenues from this measure at SKK 9.8 billion fi 
number differs significantly from independent a: 
estimate additional revenue of only SKK 0.8 billi 
residents would be inclined to pay taxes elsewh 
dividends in addition to the corporate income ta 
last year before the dividend tax was abolished 
the state budget less than SKK 500 million. Sm 
projections leave open to question whether it ur 
degree of impact its tax policies will have on inv 
considering that Smer has a sizeable number o 
corporations supporting its campaign 

be able to actually move forward on such a pror 
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8. Smer would also lower taxes in other areas 
added taxes 

Specifically 

lower rates applied for foodstuffs 

and eventually other goods and/or services. Th 
be reduced to 14 percent in the first phase 
percent. The party expects that the measure wı 
budget revenues by SKK 7.5 billion (250 million 
which independent analysts agree is a realistic | 
would also decrease excise taxes on gasoline a 
also called for a two-tier system 

10 percent 

offered a specific plan. Among the parties that 
reform 

reducing value-added taxes on some goods 
firm proposal. 


Payroll taxes 

9. In contrast to previous elections 

campaign debate is focused on Slovakia\'s hea 
and welfare insurance systems. All of these se 
by payroll taxes 

unaffected by the GOS reform package. Overa 
Slovakia remain the highest of the Visegrad cot 
by EU standards. In Slovakia 

percent of their wages in payroll taxes. In addit 
are assessed payroll taxes of 35.2 percent on tc 
wages 

Consequently 

taxes on labor 

intensive investment in a country that still has ai 
rate of 11 percent. The payroll tax system is pa 
unfavorable to poorer and less-educated region 
Slovakia 


10. Most of the front-running parties recognize 
some degree 

payroll tax reform. Parties have not been very < 
payroll tax reform platforms 

system is highly unpopular and по party has а s 
preserving it 

and current ruling coalition parties - SDKU 
have called for relaxing the payroll tax burden 
collection of diverse payroll taxes under one offi 
administrative costs. These parties also seem 1 
need to unify payroll tax assessment bases by < 
portion of payroll taxes paid by the employer to ` 
recalculating wage rates (upward) accordingly. 
system 
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payroll tax-financed social benefits. This chang 
past problems with companies that have failed 1 
payroll tax obligations. Notably 
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not been specific about payroll tax rates. Smer 
payroll taxes is even less defined 

taxes while simultaneously increasing expenditt 
care 


(11. While parties have been loathe to discuss 
payroll tax schemes 

Minister Ivan Miklos and author of the flat tax re 
forward a specific proposal. Sulik calls for a pa: 
schemes with a single \"redistribution contributi 
18 percent of all labor income and a single V'cor 
equal to the minimum subsistence level. In this 
state would provide basic health care 

insurance would become private 

employment and tax revenues would be expect 
the transition cost and any special arrangement 
vulnerable groups like disabled and single motr 
which would radically reduce and restructure pe 
been endorsed by the influential Alliance of Enti 
Slovakia. It has not gained the official support c 
party.) 


Coalitions and Tax Policy 


12. Slovakia\'s economy is growing at a rate of 
year 

2002. Most observers in Bratislava believe that 
reforms greatly facilitated this boom 

of Slovakia are less willing to give the governme 
are more willing to give Robert Fico and Smer а 
would find governing much more difficult than w 
in the election. To form a coalition 

with partners like SMK 

disagree with most of SmerVs tax policy propos 
which agree more closely with Smer 

partners 

result 

of its proposed tax reforms 

personal income taxes. Changes to value-adde 
taxes are more plausible 

reforms will take. In any case 

impossible to deliver on its key tax reform camp 
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VALLEE 
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Hami pledged to convey US points to the Moroc 
attending the meeting 

comment. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Riley 


68368 
with the ELN. End summary. 


2. (C) Akerman told D/polcouns ELN military cc 
negotiator Antonio Garcia drafted a peace proct 
that Akerman and Jimenez will take to Oslo aro 
discuss with Norwegian MFA representative Jot 
According to Akerman 

declare a 6-month unilateral cease-fire prior to t 
the fourth round of talks in Havana on August 1: 
days of the declaration 

victims. (Akerman said there is some dispute a 
numbers of kidnap victims 

Galan saying \"it\'s about 100 

to 500.) A verification commission comprised o 
(Catholic Church) and international (Akerman si 
OAS were possibilities) representatives would v 
fronts in an effort to confirm the releases. 


3. (C) The proposal asks Norway to fund the pe 
with USD 18 million for the initial 6 month perio: 
down into USD 12 million for expenses for the E 
7 

million for the ELN Central Соттапа\ѕ (COCE 
During the latter part of the 6 month period (afte 
victims are released) 

from various donors to promote its political and 
development agenda. 


4. (C) Akerman said Peace Commissioner Res 
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trip on June 12 after changing his mind several 
insisted that the guarantors visit Oslo and not tr; 
Spain or Switzerland 

immediately upon their return. Akerman claime 
not know the details of the Garcia proposal and 
guarantors did not plan to share it with him until 
talking to Vibe. (We understand Restrepo is ам 
proposal.) In AkermanVs view 

that the guarantors and Waccompanying countri 
Spain 

process role for themselves. 


5. (C) Akerman described two March meetings 
Paz in Medellin at which a number of prominent 
(including Macaco and Julian Bolivar) met with | 
Galan. Akerman 

paramilitaries sought a political alliance with the 
saying the U.S. and extradition were the commc 
paramilitaries said 

Macaco and Bolivar wanted the ELN to obtain a 
the GOC so that paramilitaries could eventually 
sentences under a Colombian V'equal treatment 
Akerman confided that a similar meeting 

Galan and paramilitary Ramon Isaza 

June 16 at the Casa de Paz. 


6. (C) Akerman passed D/polcouns copies of c 
between Garcia 

ELN fronts in the field 

provided to relevant agencies at post). Akerma 
regards him as a V'tool of the gringos 

Galan does not share. Akerman said Galan wa 
to know the ELN is serious about peace talks bi 
understand the process is complicated. 


7. (C) If authentic 

suggest he is anxious to show the COCE that h 
negotiator. He criticizes the guarantors for their 
view that the peace process is easy 

Vel Judio\" (\"the Jew V) 

negotiate the ELN down from its preferred 60 m 
finance the organization for 2 years. He also cli 
letter that the ELN is not necessarily governed t 
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municipal electoral timetable. One internal ELN 
apparently drafted by Galan states that the FAR 
block any GOC-ELN peace process. 
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Classified By: COM Michael Parmly for Reason 


1. (C) Summary: The UKYs human rights officer 
shared with us June 15 her thoughts on the Eur 
recently released draft conclusions on the EU\'s 
Position\" toward Cuba. (The draft states 

the EU\'s commitment to seeking dialogue with 
Government and the internal opposition.) Politic 
Melanie Hopkins (protect) described a deliberat 
which the Czechs and Poles advocated a more 
approach 

favored engagement. These differences resulte 
absence of any mention of GOC participation in 
celebrations 

European officials in Havana are hopeful that th 
earmark special funds for the creation of a majc 
center at the EU diplomatic office in Havana. S 
is intense EU interest in Oswaldo Paya\'s \"Proc 
Cubans 

pass Canada as the top source of foreign touris 
End Summary. 


2. (C) The UK\'s human rights officer in Havana 
Hopkins 

recently released draft conclusions on the EU\'s 
Position\" toward Cuba. The draft states the EL 
to seeking dialogue with both the GOC and the 
opposition. Hopkins hailed the draft\'s criticism 
deterioration of the human rights situation in Cu 
for the release of all political prisoners 

over acts of repudiation targeting dissidents. (Ni 
reaction by Cuban human rights activists to the 
been mixed. Oswaldo Paya of the Christian Lib 
Movement told us that the draft doesn\'t go neal 
Leading Lady in White Miriam Leiva 
expressed appreciation for the draft\'s \"goodwil 


EU INTERNET CENTER IN HAVANA? 
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3. (C) Hopkins said the EU\'s stated commitmeı 
fullest range of resources\" to offer all sectors o 
society \"practical support towards peaceful cha 
the \"tens of millions of Euros piling up in Europ 
rejected by the Cuban Government." She expl 
British and other European officials in Havana a 
that the EU will earmark these funds for the cre; 
major internet center at the EU diplomatic office 
thus easing pressure on European missions to : 
labor-intensive Internet centers of their own. 


NO MENTION OF NATIONAL-DAY CELEBRA! 


4. (C) Hopkins said that because of disagreeme 
members 

of GOC/dissident participation in European паш 
celebrations. (The issue is politically charged; |: 
14 

Minister 

protest at which nine persons were detained. A 
prison nearly one year later 

British 

hold a national day party this year. 


TRANSITION PLANNING 


5. (C) The British poloff conceded that the Cour 
decision V'to start working on a mid- and long-te 
on Cuba\" is Euro-speak for \"transition planning 
Council members can be grouped into three cal 
first 

of Poland and the Czech Republic 

of the spectrum are Spain 

favor a policy of non-confrontation. Somewhere 
are Britain and other \"countries for whom hume 
important issue 


DISAPPOINTMENT OVER ROLLOUT OF PAY 


6. (C) Hopkins said there is keen EU interest in 
Paya\'s \"Program for All Cubans 

transition to democracy 

said the British Government regards the prograi 
the biggest things thats happened in Cuba in y 
of human rights.\" However 

disappointed that Paya and his colleagues have 
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distributing the Program more effectively. She : 
is Vfizzling out" (Note: Paya told us that the G: 
intensified its campaign to confiscate Program c 
distributed by members of Paya\'s nationwide n: 
activist. End note.) 


BRITISH TOURISM INCREASING 


7. (C) Hopkins also said Britain 

Cuba annually 

of foreign tourists 

sure it\'s a good thing 

tend to come in families 

and Spanish tourists. Many of the latter 
aged 55 years and above 

female company. 

PARMLY 
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is difficult to predict their actions. 
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GOU had forwarded WIPO internet treaties to F 
ratification. Market access and governmental p 
require more work 

resistance from local industries 

issues with small farmers 

the positive side 

currently benefit from an exception to the Mercc 
External Tariff (CET) 

that could easily be eliminated. Turning to the 
Uruguay-Mexico FTA 

typical U.S. FTA 

Uruguay in this instance to comply with Mercosı 
through an ALADI agreement. 


5. (C) Barnes then asked how the GOU intende 
Mercosur --and in particular Brazil-- if it were to 
forward on FTA talks with the U.S. Amorin repli 


issue would be defined long before the Mercost 
Argentina on July 20-21. \"We are preparing dc 
friends 

Amorin will visit Montevideo the week of June 1 
according to media reports) to meet with the five 
involved in trade talks with the U.S. and with Pre 
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Vazquez. He was optimistic: \"We have a case 
exception\" 

customs union without the benefits.\" In an obv 
to the favorable conditions for accession being | 
Venezuela 

on the part of our partners 

Venezuela.\" He noted \"flexibility\" within Merci 
into account the \"new reality of Mercosur\" 
worked in Uruguay\'s favor. In a related develo 
\"Chacho\" Alvarez 

President of the Permanent Commission of Mei 
in full-page interview published on June 16 by le 
Uruguayan daily La Republica that VI believe wl 
Vazquez and Uruguay are asking is just 

be flexible to allow Uruguay to enter into comme 
agreements with the United States 

Brazil 

(...) Lam convinced that Mercosur must be flexil 
such agreements 

opportunities in the international markets.\" 


EconMin Trade Policy Director Sarachaga 

6. (C) Barnes and the Charge then met with Da 
Trade Policy Director at the Economy Ministry. 

very clear as to the purpose of the Washington 
\"What we have to do 

negotiating 

is." He said the GOU team will propose negoti: 
\"ATUM\" (V'Acuerdo tipo Uruguay-Mexico\" or V 
Uruguay-Mexico type\") as a starting basis. He 
there is no mystery that what is being talked abt 
FTA 

\"political sensibilities . V" 


7. (C) Sarachaga then outlined in detail the preg 
the GOU team 

explained that five working groups had been for 
(to deal with 18 groups of products 

technical barriers) 

noted that some work has already been done in 
the BIT) 

institutional issues. Sarachaga commented tha 
contracted outside expertise to prepare itself foi 
negotiations. The World Bank is currently provi 
advanced trade statistics course 

invited on July 11-12 to discuss IPR issues 
ex-Trade Minister Alberto Trejos has been invite 
consultations. 


8. (C) Asked about Mercosur 
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visit of Brazilian ForMin Amorim. He said that tl 
an FTA with the U.S. had already been broache 
Brazilians a week ago and that GOU EconMin / 
with Amorim. As for private sector reaction to = 
Sarachaga pointed out that the EconMin and In: 
were in consultations with the Chamber of Indu: 
determine \"offensive\" and \"defensive\" areas. 
major private sector chambers 

Industry 

negotiation of an FTA with the U.S. and calling « 
approach its Mercosur partners in this regard. I 
Sarachaga did not expect much friction with the 
monopolies either 

entire cellular sector is free and only fixed-line t 
is a state monopoly. As for governmental ригс! 
commented that all FTAs reserve some space 1 
companies. Sarachaga closed the meeting by | 
the average Uruguayan tariff on U.S. goods is 4 
while the average U.S. tariff on Uruguayan expc 
percent. That is why we are talking about an F 


Whats in a Name? 

9. (C) Sarachagavs inclination to find an alterna 
an FTA was echoed at practically every other m 
Uruguayan officials. They suggested it would b! 
change the name from that of a Free Trade Agr 
something more politically palatable to the left-l 
Vanti-neoliberal elements in Congress. Espec 
to the Left is the word \"agreement\" 

translated into Spanish as \"treaty\" 

political overtones. One interloctutor pointed oL 
Chavez\'s own alternative to FTAA (ALCA in Sp 
Venezuela 

of \"ALBA\" 

Alternative to the Americas\".) Embassy recom 
interlocutors in Washington be sensitive to the i 
open-minded to alternative names for an agreeı 
substance would essentially be an FTA. We nc 
that Peru\'s FTA with the U.S. is called a Trade 
Agreement (TPA). 


Presidential Chief of Staff Gonzalo Fernandez 
10. (C) On June 14 

Vazquez\'s Chief of Staff Gonzalo Fernandez. T 
by congratulating him on his appointment as the 
Uruguay\'s team for upcoming trade negotiation 
said that President Vazquez is \"completely corr 
deepening trade relations with the U.S. He saic 
appointment as lead negotiator was a sign that 


Column 3 

to \"keep the reins in his own hands\" in order tc 
bickering among ministers and to maintain politi 
While Fernandez admitted that he was not an e 
negotiations 

Gianelli 

Dario Sarachaga were well up to the task. Fern 
GOU was still looking at three options: an FTA 
Bilateral Investment Treaty (BIT) and possible \' 
unilateral agreements.\" (Note: Unlike the techn 
from the MFA and EconMin 

that something other than an FTA was possible 
Uruguay\'s goals. End Note.) Fernandez confir 
Uruguay wants to emulate Chile and said that a 
Uruguay and Chile are the only \"serious \" cour 
region. 


MFA\'s Director General Jose Luis Cancela 

11. (C) In the late afternoon 

the Charge met with Ambassador Cancela 
General. Cancela began by reporting a favorab 
of Uruguay\'s prospects at the International Cou 
in The Hague regarding the paper mill dispute v 
When the conversation turned to trade 
understood that \"important advances had been 
that the GOU\'s negotiating team was in place = 
dates for the next meeting had been agreed upı 
expected that A/USTRVs Everett Eisenstat woul 
before October of this year. The Charge respon 
could not confirm Eisenstat\'s travel but would it 
it with USTR. With respect to obtaining Mercos 
V permission" to allow Uruguay to engage in at 
the U.S. 

\"flexible\" 

customs union to debate such an issue.\" 


Media Reactions 

12. (C) In response to a barrage of disinformatic 
opponents of a trade agreement with the U.S. 
ForMin Gargano 

journalists to help educate the public and dispel 
misconceptions. Emboffs also met with senior 
representatives from all political parties and key 
leaders. A full-page interview with the Charge ii 
issue of the respected business weekly \"Busqu 
excellent reviews 

USGVs silence had been taken as ambivalence 
picked up the Charge\'s talking points in pro-FT 
that followed the Busqueda interview. Recent p 
increasing public support for an FTA 
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opposition within the Frente government 

the Socialists and Communists. The private seı 
recently with an open letter supporting an FTA v 
and urging the GOU to discuss it with its Merco: 
Trade talks with the U.S. remain front-page nev 
asked about them every day. Post would welcc 
usable talking points as we continue to fight Mir 
Gargano\'s disinformation campaign. 


Meeting with MFA Officials 

13. (C) At a dinner on June 14 

Acting Director General for Political Affairs 
Gallardo 

Alvarez and the Deputy Director for the Americ: 
Liori. Liori thought that Brazil was not likely to o 
Uruguay\'s bid for an FTA with the U.S. His rea 
that Brazil knew that sooner or later it also woul: 
into an FTA with the U.S. 

partners facing the same competition from the F 
meant 

or to Mercosur. Мой also believed that Brazil\'s 
\"cooperation\" with Argentina within Mercosur v 
of convenience\" based largely on Brazil\'s neec 
support for its own bid for a permanent UNSC s 


Comment: An Opportunity to Send a Clear Mes 
14. (С) WHA/BSC BarnesY visit to Uruguay con 
focus on concrete decisions and timetables for : 
talks. It appears that the GOU understands the 
involved in negotiating an FTA with us and seer 
prepared to undertake serious efforts towards tl 
There is a palpable sense of urgency within the 
realization that there will not be another opportu 
FTA any time soon 

Authority (TPA). Our interlocutors kept repeatir 
June meeting is crucial and cannot be delayed. 
encouragement and monitoring by the USG will 
required 

positive outcome. 


15. (C) The table is set for a renewed dynamic ‹ 
in the Southern Cone 

Mercosur at the Mar del Plata Summit. As Mert 
to welcome Venezuela at the July Summit 
Uruguay could deliver a strong signal to Venez 
that left-of-center \"serious\" countries do not bu 
grand scheme. The formal approval of Urugua 
exception\" to Mercosur rules could occur at the 
Mercosur Summit in Argentina when Venezuela 
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bloc as a non-voting member will be formalized. 
could not be clearer. WHA/BSC Director Barne 
this cable before his departure. End Comment. 
Nealon 


5. (C) De las Heras discounted the significance 
\"strategic voting 

a particular candidate -- in this case 

would vote for the strongest of his two rivals 
their usual party affiliation. She said strategic vi 
have been a factor in 2000 

with their PAN counterparts on the necessity of 
PRI; many were willing to vote for the PAN\'s Vi 
the PRDYs Cuauhetemoc Cardenas 

stronger opposition candidate. She said such s 
voting was unlikely to be a major factor this yea 
(i) the third place candidate 

contention 

(ii) unlike in 2000 

divided in thirds as to which party it wishes to ke 
power. She questioned the logic of those in the 
sought to weaken the PRI in the hopes of attrac 
PRI voters 

defect to the PRD than to the PAN. (Note: A pi 
in the June 15 Reforma contradicts de las Hera 
According to this poll 

willing to vote for an alternate candidate if they I 
their preferred candidate had no possibility of w 
under those circumstances 

they would switch their vote to Calderon 

said they would switch to AMLO. End note.) 


Negative Campaign Hurts the PAN 


6. (C) De las Heras noted that the AMLO\'s att: 
Calderon\'s \"inconvenient brother-in-law\" had ‹ 
toll on the candidate\'s public support 

PRD to continue with this tactic. She argued 

a PAN-led negative campaign against AMLO wt 
traction because over the years 

attacked him on so many different issues that tr 
largely inoculated him against attack. She belie 
would have to come up with a truly spectacular 
it to significantly damage AMLO. 
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Focusing on Instability 


7. (C) Turning to the volatile teachers\' union st 
taking place in Oaxaca 

would likely discourage turnout in that state. Lil 
PRI-led state government\'s poor handling of th: 
likely sour the public on the PRI. Since the PRI 
by the PRD 

diminished turnout would inure to the benefit of 
although the PAN was unlikely to pick up many 
Oaxaca 

suppressed. 


8. (C) She said she was most concerned abou 
revealing that 13% of Mexicans expected there 
post-election unrest in their own communities. : 
had not seen such a high percentage respond c 
this question since the 1990 Mexico state electi 
first major election held after the Carlos Salinas 
victory over Cuauhetemoc Cardenas in the 198: 
race. She said that the question asked in this p 
poll 

was far more telling than the more general ques 
whether voters expected post-election unrest; v 
unlikely to respond affirmatively to the former qt 
unless they knew of neighbors who were prepaı 
least speaking about possible demonstrations. 


Comment: Giving Madrazo the Benefit of the D 


9. (C) Throughout our conversation 

particularly ill-disposed towards Calderon 

give Madrazo the benefit of every possible douk 
rule out that she is under pressure to use her px 
support Madrazo; her antipathy towards Calder 
explained by his public criticism of her June 13 | 
him in second place. Whether or not de las He! 
completely objective in her opinions -- we tend t 
finding that Madrazo is within striking distance - 
perception that AMLO now holds a slight lead is 
with the findings of most other pollsters. Her of 
the PRD\'s get-out-the-vote operation is superio 
the PAN is also noteworthy. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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students from 20 different Dominican public anc 
schools benefited from this project by learning k 
elements of bank management. Students had tl 
participate in a nationwide competition and the ı 
went to Brazil for aregional competition. 


Citibank Dominican Republic has supported mu 
credit projects since 2002. The company is cur 
with Dominican NGO Sur Futuro on a Micro Cre 
Rural Communities in Azua 

the country. The project provides small busines 
rural communities access to secure 

sources that contribute to improving the quality 
the communities the businesses serve. Anothe 
the program is to assure the sustainability and [ 
small businesses over the long term by providin 
necessary training to acquire abilities to run thei 
businesses in an efficient manner for the long te 


As part of the program with Sur Futuro in Azua 
Citibank employees volunteered for a reforestat 
during which they planted more than 3 


Citibank Dominican Republic sponsors Escuela 
school located in an impoverished area of Sant 
Citibank contributions to Escuela Fundacion inc 
restoration of the physical structure and facilitie: 
installation of innovative and dynamic learning t 
school to help create the best learning environn 
addition 

by donating books 

importantly 

More than 1 

have benefited from these contributions. 


Another example of Citibank\'s commitment to ( 
development is its work with Habitat for Humani 
its programs \"Aiding Families in Risk\" and \"Bı 
Citibank Dominican Republic jointly with Citigrot 
and Habitat for Humanity 
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build their own houses. This will allow these Dc 
families to raise their children safely in the comr 
Nagua 

Habitat for Humanity concentrates its operation: 


Citibank employees participated in a one-day br 
dedicated to the construction effort. 


Dominican Citibank works hand in hand with the 
Chamber of Commerce\'s community committe 
banking institution that is a member of that com 
result of Citibank 

responsibility 

organized and hosted the first Social Responsik 
for companies in the Dominican Republic. 


Given it long history of gernerous contributions 1 
country 

Republic was featured in Dominican business jc 
as one of the top Socially Responsible Compan 
country. It is the only institution from the bankin 
to have received the honor. 

KUBISKE 
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these declarations and no legal expropriation pr 
taking place at this time (Comment: The lack of 
probably due to lack of squatter mobilization on 
End Comment). 


3. (SBU) Hato Paraima 

company Agropecuaria San Francisco 

ranching 

center that produces certified pasture seed. Ac 
its owners 

of the cattle displaced by squatters has been m 
Pinero. Since 2003 

occupied by squatters 

ramshackle homes 

start a \"fundo 

are operated by rural cooperatives of squatters 
the BRV. End Note). Their homes are shoddily 
made with BRV promotional signs) 

electricity or running water 

the highway. Of the properties that EconOffs si 
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was visibly planting crops (a very small amount 
just looked like idle pasture. Government propz 
everywhere 

promoting the fight against \"latifundio\" (Note: 1 
traditionally defined as large private landholding 
under current land law just refers to \"idle land\" 
also built a small school on the property. 


4.(C) According to Branger 

squatters are from Cojedes state. Most are bus 
other parts of the country by organized peasant 
many are third-country nationals from other Anc 
Branger thinks that only a few of the occupants 
an agricultural vocation 

or inflated promises of free land and easy mone 
also said that opportunists (including retired mili 
officials and a high-level employee from Venezt 
processed food and alcoholic beverage produc: 
staked out land for themselves. Due to squalid 
most illegal occupants rotate in and out of the le 
six months. The owners were afraid to take Ecı 
squatters 

own vehicle 

targeted. 


5. (C) Funding for the \"fundos\" comes largely 
the BRV agricultural development fund. Thougl 
know how many peasants had received loans 
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peasants are awaiting funding or using funding ' 
received to subsist (but not to plant). INTI has « 
funding available for small projects 

nomination from FONDAFA. The Governor ass 
would receive water shipments 

intermittent 

destined for cattle for their own consumption. 


6. (C) The BRV has not legally expropriated He 
Instead 

refusing to recognize the land title chain (the Bri 
family is fighting this in court). INTI has given s: 
squatters a V'carta agraria" (document that allo' 
live and work the land 

peasants have burned down some structures al 
order to pressure owners into mobilizing the BR 
issue. He believes the government is not intere 
actual productivity of the land. One of Branger\' 
assured us of the existence of official document 
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overstate peasant agricultural production and $1 
high default rate on FONDAFA loans. 


7. (С) The Branger family told EconOffs that thi 
attempted to dialogue with the BRV to find a sol 
one point 

peasant groups. However 

Governor's office prevented this from coming tc 
Branger also said that he feels uncomfortable g 
to people who will not receive adequate funding 
will embark upon unsustainable projects or will j 
land go to waste. The Brangers noted that the : 
produced mounting legal fees for their company 
pessimistic a court will ever rule in their favor. | 
security is tight on the Hatos 

originally planned for the next decade are being 
into the next four years. 


8. (С) COMMENT. Hato Paraima is characteris 
\"reform\": a largely calculated political move thé 
capacity 

ground. The contrast between Chavez! signs р 
on latifundio\" and the poor conditions of the sqı 
(whose demarcated land is truly idle) show that 
illegal occupations is primarily about managing/ 
perception. The confiscations therefore have lit 
with land reform. Rather 

broader BRV voter base (rural and urban poor v 
with the impression that Chavez cares about the 
great things); an attack on those who are not hi: 
(landowners); and 

be seen by large segments of Latin American ci 
a defender of the poor). For photos of the squa 
government propaganda 

Rioja-Scott at Rioja-ScottIE@state.gov. END C 
WHITAKER 
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to profit-driven commercial software 

has proposed a draft Information Technology L: 
legislation would require government entitites al 
(plus their contractors and anyone receiving put 
use OSS. Currently 

software 

IBM is the country\'s largest provider of OSS. E 
Tascon 

year 

Felipe Perez 

of a Linux distribution company) is one of the m 
proponents of the law. Fighting between the tw 
stalled the drafting of the final version. End sun 
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2. (U) The BRV began a trend years ago to fa\ 
software (OSS) over commercial software. The 
the move are the perception that intellectual pro 
are against the \"revolution 

better for the consumer 

the BRV. In 2004 

all executive-branch agencies to migrate their o 
systems to OSS. However 

and often users violate the terms of the softwar 
making open modifications or using without lice 
Microsoft is the top provider of commercial soft 
(Windows) in Venezuela 

(Linux). 


3. (U) The Information Technology draft law (L 
Infogobierno) was passed in first discussion in t 
Assembly on August 2005. It mandates exclusi 
all government entities (from the executive to m 
government) 

who receive public funds or are directed by a gc 
employee (at any level) 

temporary services or goods to the government 
government employees. It also requires migrati 
platforms to OSS 

non-compliance 

Information Technology (CONATI) that would hi 
confidentiality agreements with software provide 


SIPDIS 


4. (U) In April 2006 

working group 

law. The group was comprised of private secto 
business chambers 

universities. Two camps emerged. One group 
has pushed to amend the law to allow each gov 
to choose between OSS and commercial softw: 
their needs. Tascon recently attended the Glob 
Forum in Washington 

Bill Gates. (Comment: It is ironic that Tascon 
infamous for publicly disseminating personal inf 
those who voted against Chavez 
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software. End Comment). 


5.(U) The other group is comprised of propone 
led by Felipe Perez Marti 

Association of Open-Source Software (and form 
Planning). They strongly favor using OSS exclt 
stipulated by the draft law. Perez 
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the pro-OSS 2004 decree 

of Venezuela) 

\"Los Felipillos\") is composed of many BRV lez 
including the Minister of Education. According ! 
Perez\'s company is positioned to provide the B 
and all the technical support. His company wot 
exponentially benefit from mandated governme 
which is currently minimal. IBM\'s Venezuela οἱ 
manager noted that they have great relations wi 
sector (their largest client) 

BRV wants to buy the software but not agree to 
contracts with IBM. 


6. (U) During а May 5 working group meeting 
called Tascon a \"traitor.\" Tascon expelled him 
and then declared he would finish drafting the le 
closed doors due to the \"impossibility of conser 
commercial software providers and OSS group: 
largely portrayed this as Tascon barring Perez f 
reasons. 


7.(SBU) Microsoft\'s General Manager 
(protect) 

claimed that all U.S. software companies had a 
mechanism whereby the U.S. government couk 
access information 

States Law of Assistance in Communications fc 
Systems). The memo made a claim that the US 
shut down all Microsoft operating systems in Ira 
attacking 

programs. The memo concludes that the BRV 
contract any services from American providers. 


Column 3 


8. (SBU) Ifthe law passes in current form 

for mandatory use of OSS will have grave reper 
BRV operations. By nature 

could pose security concerns for important BR\ 
such as PDVSA 

Foreign Exchange Control Authority). Though C 
only a one-time license fee -- and therefore see 
cost-effective -- critics claim the system can be 
friendly and requires frequent technical support 
often be costlier than licensing). According to № 
no government in the world has successfully us 
large operations (Brazil and Cuba reportedly att 
but then abandoned the effort). The issue of BI 
has become political -- with PQrez trying to bill € 
\"revolutionary\" software that would promote er 
development 

providers by promoting \"neutrality\" in selection 
systems. Most National Assembly deputies are 
the issue and though the law was to be presenti 
session in early May 

COMMENT. 

WHITAKER 
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Grosso do Sul. Two other Governors 

Aecio Neves of Minas Gerais 

however 

Economic Development 

were accompanied by their chief foreign affairs 
Commerce Secretaries. The discussion was ve 
constructive and focused on four major areas: i 
rights (IPR) 

(including the key role of OPIC) 

biofuels. 
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4. Leading off the breakfast 

on his meeting with Minister for Development 
Trade Luiz Fernando Furlan and the launching 
Commercial Dialogue announced by Presidents 
President\'s visit to Brazil last November. The € 
the Commercial Dialogue would focus on facilité 
expediting customs 

sides 

said the U.S. wants to strengthen bilateral comr 
with Brazil 
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promote two-way investment 

around USD 45 billion 

Secretary observed that Brazil profits more from 


SIPDIS 
U.S. 
with China 


5. Brazilian Ambassador to the United States F 
the Governors that Secretary Gutierrez\'s visit h 
productive 

senior GoB officials. He said the GoB will follov 
to Washington this fall to try to move forward or 
in these meetings. Minister Furlan is especially 
making greater progress on biofuels 

on scientific research. 


6. Secretary Gutierrez congratulated the Gover 
to date in combating piracy 

that better IPR enforcement would protect Brazi 
are producing innovative products and would he 
U.S. investment. Rio Grande do Sul Governor ! 
stressed that all five states represented are taki 
to attack the IPR piracy problem because they: 
economic equities they have in their states. Fo 
a major facility in Rigotto\'s state. He noted the 
better job of information-sharing regarding cros: 
where the merchandise is coming from 

is it going. Sao Paulo Governor Lembo affirme: 
governments have the political will to combat th 
welcomed continuing U.S. support. Yet there re 
perception 

nothing wrong with piracy; this complicates and 
enforcement efforts. Governor Pinho of Santa ( 
Rigotto\'s point about the need to combat piracy 
the goal of attracting more U.S. investment. Gc 
Grosso do Sul 

called for a stronger partnership with the U.S. in 
combating cross-border contraband. 


7. The Governors expressed great interest in tl 
developing biofuels. Several of the states 
Sul 
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seeking partnerships. Speaking for the GoB 
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recognized the need for closer cooperation with 
more U.S. investment in Brazil. He suggested t 
a working group to focus on building a global pz 
ethanol. Both Abdenur and Governor Lembo c: 
eliminate the 54-cent per gallon surcharge on in 
Secretary Gutierrez noted that President Bush | 


SIPDIS 

to developing alternative energy sources 
initiative opens up possibilities to work with Braz 
U.S. investors who would be interested in worki 
companies in developing this area. Bilateral co: 
area would benefit both sides. The Secretary s; 
learn something in this area since Brazil is far a 
in alternative energy. He promised to take the I 
back to Washington with him. 


8. The Governors then raised the question of B 
for infrastructure improvement and the GoB\'s p 
partnership (PPP) Program. Governor Rigotto ı 
states have the necessary legislation in place tc 
but the National Bank for Economic and Social 

needs to help facilitate financing of large infrasti 
Several others chimed in 

states and municipalities to find funds for big inf 
projects. They are looking for partnerships with 
For example 

U.S. investments -- highways 

facilities. In this context 

OPIC in supporting U.S. investors interested in 

projects 

He also underscored the importance of facilitat 
permits for such investments. Several of the gc 
indicated their interest in such programs 

to following up with them to outline possible hou 
infrastructure activities in their states. 


9. In the area of trade facilitation 
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John Harris urged the Governors to promote grı 
U.S. trade shows 

participation. Governor Rigotto replied that the 
much like to take advantage of these trade sho\ 
provide information early enough to allow state ı 
word out to companies. 


10. Following the breakfast 

with the Sao Paulo State Anti-Piracy Committee 
January of this year by then Governor (and now 
candidate) Geraldo Alckmin. The Committee is 
Governor 

Secretaries (Justice; Finance; Public Security; L 


SIPDIS 
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Science 

staffs. Sao Paulo is the second state to create . 
committee; the first was Rio Grande do Sul 
representatives of the private sector as well. Tt 
Committee was created in response to strong a 
by the Consulate. 


11. Sao Paulo State Attorney General Elival da 
commenting on the importance of public and pr 
fighting copyright piracy. He criticized the feder 
its inability to control the traffic of pirated goods 
and ports. He also commented on the deleteric 
in terms of lost tax revenue 

State Secretary of Finance 

state of Sao Paulo\'s capacity to attack counter! 
on a recent campaign against what the state go 
\"counterfeit fuel\" - watered down ethanol and ¢ 
successes in combating adulterated fuel were a 
successful public education campaign 
traffickers in diluted fuel 

closer state scrutiny of fuel distributors. Tacca ' 
cooperation received from the U.S. in training tr 
Intelligence Unit 

fight against money laundering. Tacca emphas 
angle 

evasion side of law enforcement. He concludec 
much work remains to be done in terms of encc 
participate in the Vlegal economy.\" BrazilVs rai 
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off-the-books transactions 

the government to offer incentives for gray marl 
businesses to enter the formal economy and op 


12. At this point 

at the legal limit in terms of its power to enforce 
Brazil\'s federal system 

area of intellectual property 

state\'s only real power to fight piracy comes fro 
laws. This is the only angle that allows Sao Pat 
beyond the federally mandated guidelines. Nev 
will remain active in pursuing tax evaders as ar 
counterfeiting. 


13. Following Tacca\'s remarks 

Public Security 

Sao Paulo\'s recent successes in fighting piracy 
the police department\'s organized crime divisic 
includes a unit dedicated to piracy 

property.\" This unit has recently conducted 1 
resulting in 4 

imprisonments. DEIC raids have netted 3.7 mil 
million CDs and DVDs 

450 

saying that despite DEIC\'s excellent track reco 
unsolvable problem until the federal governmen 
control its ports and borders. Nevertheless 
force is \"unequivocally\" dedicated to the contin 
piracy. Oliveira concluded by personally thankir 
Consulate General in Sao Paulo for its \"invalua 
assistance in the fight against piracy and drug tı 
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14. Secretary of Culture Joao Batista was the r 
the ills of piracy in Sao Paulo. Batista criticized 
attack on Brazilian culture 

75 percent of music sales in Brazil are of works 
and 52 percent of those are of counterfeit prod. 
with music sales 

films. Nevertheless 

To reinforce the reality of this threat 

of a pirated DVD version of the Brazilian blockb 
Filhos de Francisco" being watched aboard Br: 
executive airplane. [NOTE: Perhaps the most i 
the most popular film ever made in Brazil 

was Brazil\'s top grossing film at the box office i 
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a budget of less than USD 3 million 

top twenty highest grossing films of all time 
\"Francisco\'s Two Sons\" was also nominated f 
international film category. END NOTE.] Batist 
of the federal government to secure the borders 
behind the large market for pirated material in € 
reiterated the need for cooperation between sta 
authorities on this issue. 


15. Governor Lembo issued an invitation for the 
to participate in the periodic meetings of the Sa 
Council. He extended the invitation to other cor 
attend the public hearings of the council. Exect 
the Sao Paulo state Anti-Piracy Committee Mar 
Souza Netto then outlined the Committee\'s apr 
The Committee 

year 

down on money laundering 

and perfecting the logistics of combating piracy 
developing the process from seizure of goods tl 
storage and ultimate destruction. Netto noted tl 
are currently donated by anti-piracy groups 

the Motions Picture Association; however 

soon be outstripped by the tidal wave of incomir 
contraband. 


16. Echoing the State Secretary of Culture 
complained that the federal governments inabi 
police the borders was responsible for the probl 
arriving on the V'our states VV" doorsteps. Noting 
states represented at the meeting - his own (wh 
Argentina and Uruguay) and Mato Grosso do Si 
countries and that several others were home to 
made the bold suggestion that the Governors pi 
group comprised of the Secretaries in each gov 
for combating piracy 

Security 

states bordering on Paraguay (Mato Grosso do 
represented at the meeting) face the largest ch: 
pointed out that the products that cross through 
ultimately end up on the streets of Sao Paulo ar 


17. Mato Grosso Do Sul Governor Miranda dos 
immediately seized on this idea 

markets could help each other immensely. He | 
fuel from Sao Paulo is sold in Mato Grosso do ‹ 
from Bolivia and Paraguay make their way throt 
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Paulo. Thus 

gain by coordinating efforts. Governor Zeca the 
its helpful drug enforcement presence in Paragı 
called for a greater U.S. presence in the Brazilic 
themselves. Santa Catarina Governor Pinho de 
a large problem with piracy but expressed a will 
participate in a regional working group. He alsc 
Catarina\'s Federation of Industries (FIESC) ha: 
lend in this area. 


18. Secretary Gutierrez thanked everyone for tl 
stated that in order to better fight piracy 
information. For example 

material is being produced locally and how muc 
and from where. In the United States 

goods come from China; this is a useful figure f 
making policies to fight piracy. He asked the pe 
information they may have with him. In respons 
Rigotto clarified that most of Brazil\'s pirated go: 
China via Paraguay and enters through weakly 
borders in the form of textiles 

CDs 

are manufactured in Paraguay 

counterfeit cigarettes are made in Brazil. There 
large counterfeit computer industry in Brazil 
manufacturing takes place locally. Rigotto advc 
states play a stronger role in breaking up these 


19. Commerce Deputy Under Secretary Stephe 
and Trademark Office then commented that Br: 
congratulated on its recent successes in comba 
highlighted training programs currently being co 
the Department of Homeland Security and the [ 
Pinkos then described the success the U.S. ha: 
federal task forces 

efforts to combat piracy 

will be brought are federal. He suggested that t 
with Brazil to share experiences from this mode 
authorities implement a similar framework to fig 
emphasized the health costs of piracy 

revenue and unfair competition. Ten percent of 
is counterfeited 

ramifications of this phenomenon are sobering ; 
wider public attention. 


20. Governor Lembo closed the Roundtable su 
Governors\' respective Chiefs of Staff contact e. 
sub-regional working group meeting. Lembo of 
meeting in Sao Paulo 

the latter half of July 


Column 3 


21. Secretary Gutierrez next visited a branch o! 
Commercial Apprenticeship Service (SENAC). 
system begun in 1946 with the support of differe 
Industry 
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that would increase the country\'s stock of techr 
students. SENAC has 56 units in Sao Paulo St: 
Secretary 


SIPDIS 

greeted by Joao Kulcsar 

Szajman 

Sco Paulo; and Emelio Umeoka 

toured SENAC\'s library 

activities and resources 

Center of Innovation learning center. Umeoka | 
of Microsoft\'s investment in youth education an 
Innovation Center 

responsibility programs in Brazil. Following a pt 
the Center\'s students 

classroom 

in a roundtable format about their different clas: 
businesses 

SENAC\'s internal television station followed 
and other SENAC representatives took their lea 
and his delegation. 


22. Media coverage of the visit was generally р 
comprehensive and objective. There was muct 
Secretary - both his morning press conference \ 


SIPDIS 

his late afternoon media roundtable 

AmCham 

dailies and newsweeklies 

received from Brazilian journalists at the roundt: 
and well-informed 

Secretary\'s statements were accurately repres 
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SIPDIS 

points that he emphasized - greater Inter-Ameri 
trade cooperation and integration; viewing Chin: 
as potential markets 

positive steps that have been taken to combat [ 
that more remains to be done - were covered. ' 
the largest circulation daily newspaper 

mention FTAA in public at all 

efforts. The reporting was much more factual th 
Overall 

positive. 


23. This was a highly successful visit that adva 
our economic and commercial agenda. The Se 
a clear 

priorities 

Officials 

Ambassador. He also demonstrated a keen aw 
concerns on trade issues as well as a willingne: 
the aftermath of his visit 

enforcement agencies actually implement their 
communicate better with each other on issues r 
IPR piracy 

positive for both sides. END COMMENT. 
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24. This cable was coordinated/cleared with En 
MCMULLEN 
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continues to work through \"patient diplomacy\" 
border issue. News of the Venezuelan National 
approval of a Chavez-inspired motion to add an 
the Venezuelan flag to represent the province o 
March 2006 made headlines in Guyana but did 
concerted GOG response. The two countries cc 
maintain dialogue through the Guyana/Venezue 
Bilateral Commission (HLBC) and its various su 
dealing with health 

culture 

4 

Foreign Affairs Vice Minister Cesar Pavel Rond 
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included language reaffirming commitment to tr 
Offices Process and instructing the facilitators t 
before May 15 

not occurred. Head of the Frontiers Unit of the ¢ 
of Foreign Affairs 

delayed due to the parliamentary responsibilitie: 
facilitator 

parliament 

parliament in anticipation of the impending elect 
expects the two facilitators will meet with each c 
the Good Officer 

U.N. General Assembly in September 

foreign ministers are expected to meet as well. 


4. (U) Uncertainty surrounding the border issue 
decades of missed economic opportunities in th 
region. Among the more high-profile incidents w 
Beal Aerospace\'s decision to forgo constructio: 
million rocket launch site long the Waini River ir 
2000. While the company ultimately cited declin 
profitability of the aerospace industry as the cau 
withdrawal of the program--which also encounte 
political opposition within Guyana--the project re 
severe condemnation from the BRV Foreign Mi 
branded the project a V'colonialist arrangement 
provide cover for U.S. military expansion in the 


Development of the region\'s oil resources is als 
the border situation. ExxonMobil 

lucrative concession in the offshore beds that fe 
the disputed area 

lest it jeopardize its holdings in the BRV. 


5. (C) Partly as a result of the border issue 
been slow to embrace the BRV\'s offers to the r 
including PetroCaribe. Historically 

Venezuelan petropolitics 

during negotiations of the Caracas Energy Accc 
Guyana \"has always been opposed to petroleui 
food-exporting countries using these commoditi 
weapons against importing countries.\" To be ci 
factors have also tempered Guyanavs attitude t 
PetroCaribe. Guyana has yet to receive any Pet 
shipments 

debt and the Prime Minister\'s preference that tl 
refined in Trinidad prior to shipment to Guyana ı 
Prime Minister Hinds reiterated his call for an ar 
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whereby oil could be sourced from Venezuela a 
Trinidad in a media interview in March 2006. 


6. (C) Ironically 

attractiveness of PetroCaribe in Guyana. Exxon 
executives recently informed post they estimate 
the fuel available on the Guyanese market is sn 
Venezuela. Guyana is essentially already acces 
from Venezuela--without incurring an additional 
burden--albeit through the informal economy. A 
capacity to market PetroCaribe fuel may also be 
Guyana\'s involvement in the initiative. The state 
Guyana Oil Company (GUYOIL) has been plagı 
and scandal 

director in four years in October 2005. Among tl 
scandalous events surrounding the managemeı 
revelation that Guyoil was unable to account for 
(USD425 


7. (C) Talk of a road linking Guyana with Venez 
persisted for some time with little development. 
2006 HLBC called for convening a Joint Venezu 
Technical Committee to discuss terms of refere 
feasibility study. The road gained the endorsem 
of technical experts who examined three potent 
before recommending a road project move forw 
Transportation Sector Study issued in early 200 
However 

slim. President Jagdeo has dismissed the idea | 
a Vpossible Trojan horse\" (ref. A) 

transport priorities 

River Bridge and a road to Brazil 


8. (U) Venezuela sent environmental scientists : 
supplies in February 2006 

River basin. The government-owned Guyana C| 
front-page photograph of a Venezuelan military 
at Timehri airport. Commerce Minister Manzoor 
negotiated with Venezuelan authorities to sourc 
of cement to alleviate a shortage in March 2006 


9. (C) Guyana has a standing invitation for Jagc 
reciprocate Chavez\'s 2004 state visit 
reiterated in the March HLBC. However 
recently told Emboffs that Venezuela had demu 
this year 

D). Post reporting at the time of ChavezVs 2004 
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however 

project an image of a government \"not under s 
suggesting Chavez may seize such erratic politi 
opportunism in the future. In the meantime 
subcommittee meeting 

expected to meet in late June. 


10. (C) COMMENT: Guyana is essentially paral 
relations with Venezuela. The BRV indirectly ex 
over western Guyana 

dissuading large-scale economic development 1 
of affairs materially harms Guyana (and hampe! 
commercial interests too). However 

to push for a bilateral resolution 

Chavez. Instead 

pressure on Venezuela to resolve the border dis 
Tellingly 


USG and UK issue statements affirming the 18: 
the current boundary (Ref F). 


11. (C) COMMENT CONTINUED: There is ano 
well--Chavez and Castro appeal on some level: 
GOG who still harbor Marxist sympathies. Desp 
wrought by Venezuela\'s specious claim 
gravitate to Venezuela and Cuba and regard the 
utmost suspicion. 

BULLEN 
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means of addressing U.S. concerns about furth 
instruments. She also noted that the U.S. and I 
isolated during the Cultural Diversity debate anc 
law\" approach would be a means of guaranteei 
U.S. Mission Officer repeated that the U.S. doe: 
as a purveyor of either \"hard\" or \"soft\" law. 

4. This issue seems to be on the minds of EU ¢ 
week 

UNESCO 

stand setter. This was probably triggered by the 
consultations described above. End Note. 
Oliver 
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International Cooperation Law 

financing of Venezuelan NGOs and bring the er 
under Bolivarian control. Speeches from the prı 
deputies said the legislation was aimed directly 
receiving USG funds 

coup-plotters. Human rights and democracy N( 
specific targets. The law will now be sent \"to tr 


Column 3 

for town hall discussions conducted by the Natic 
NGO leaders told us they expect the law to be | 
to late-July 

would back the government off. The World Bar 
meeting June 19 with ambassadors and multila’ 
organizations to discuss a coordinated responsi 
End summary. 


2. (C) The National Assembly (AN) approved th 
the International Cooperation Law on June 13. 
reported in ref 

Bolivarian Republic of Venezuela (BRV). In adc 
international funding for NGOs would be funnel 
BRV entity that would decide whether the fundir 
with national development goals. According to | 
Assembly procedure 

International Relations Committee to incorporat 
made during the discussion. The all pro-Chave 
also added a step of consulting such legislation 
Parliaments 

facilitated by the AN. (Note: These meetings a 
symbolic 

have never resulted in substantive changes to tl 
question.) Committee head Saul Ortega told ok 
Assembly aimed to pass the bill before the Aug 
suggesting the AN will take action mid- to late-J 


3. (C) The deputies made it clear from their spe 
many Venezuelan NGOs are suspected of subv 
behalf of the USG. Deputy Iris Varela 
Matchstick\" for her fiery discourse and red-colc 
said 

have to control the activity of a group of organiz 
that 

rights 

political purposes and conspire against the Вой 
Government." Saul Ortega said the new law w 
imperialist and neo-colonial conception of interr 
a possibility only because Venezuela is no longt 
mistreated country. Deputy Carlos Escarra acc 
NGOs that came together as the \"Forum for Lit 
the law of being servile lackeys and participants 
April 2002 coup attempt. The AN would indeed 
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\"the people\" on the bill 

traitorous NGOs. Separately 

diplomats the law is strictly motivated by USG ft 
electoral NGO Sumate. 
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NGOs React 


4. (C) USAID officer sought reactions from key | 
vote. Several expressed shock at the brazen rt 
deputies 

Andres Carrizales of the Press and Society Inst 
expressed concern over the ferocity with which 
attacked the Forum for Life NGOs 

would be singled out for future persecution. He 
of the Central University of Venezuela\'s Humar 
said the law is part of a plan to close the remain 
democratic spaces in the country. That said 
that there are still fears in the government sectc 
backlash for cracking down on NGOs 

bill's final passage. Liliana Ortega of the huma 
COFAVIC noted that the BRV already has signi 
place to control NGOs; this law 

destroy them. 


5. (C) Carlos Ponce 

Justicia (WJustice Consortium") 

June 15 he was sure the bill would be passed w 
six weeks. He pointed out that the deputies hac 
focused on democracy and human rights NGOs 
regulation. He also noted that Vice Foreign Min 
Maripili Hernandez had said in her opinion colur 
that 

opposition to Chavez was now hiding out in the 
and 

funding controls as parties. Ponce accepted th: 
a key issue for the BRV 

also worried about the international outreach by 
Venezuelan NGOs 

credible cases against Venezuela in the Inter-Al 
Rights Commission and to tough criticism from 
International and Human Rights Watch. Ponce 
the total amount of funding to Venezuela\'s NGC 
not exceed US$4 million annually 

the BRV needed an elaborate control mechanis 
harassment from tax and other governmental а! 
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already adequate to make life difficult for NGOs 


6. (C) Emboffs received word that the World Ba 
a meeting on tentatively set for June 19 to disct 
They will reportedly invite multilateral organizati 
present in Venezuela as well as certain embass 
yet to receive an invitation. 


7. (С) The NGO law is a strategic effort by the E 
control civil society. Like many Bolivarian laws 

can be applied selectively to regime opponents 
manage the international community. We note 
provisions of the law would be phased in over n 
after passage. The immediate desire by the Bo 
be to create a presidential campaign issue out c 
financing to NGOs 

to unite the opposition around a single candidat 
Tactically 

may have gone too far with their thuggish rheto 
easier to convince the international community ‹ 
to democracy that this bill presents. This would 
time to push the issue with sympathetic governi 
care 
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3. (U) The Court has five judges 

for a total of 10 justices 

terms. Each judge and corresponding alternate 
different entity 

Supreme Court 

Carlos) 

its own rules for selection of justices. On consti 
questions 

five principal judges and two more selected by r 
from among the five alternate judges. 


4. (U) The current justices assumed their positi 
2006; this is the fifth court to be seated since it ' 
established following the transition to democrac 
The president of the current court is Alejandro | 
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one of Guatemala\'s most prominent and experi 
politicians. Maldonado 

served as an ambassador overseas 
congressman. The executive branch appointed 
constitutional expert (and former Solicitor Gene 
Molina 

only woman justice. The University of San Carl 
professor Mario Perez and the Bar Association 
Justice Francisco Flores for a consecutive term 
Maldonado and Molina are well-known to the Er 


5. (SBU) The CC\'s broad mandate and the do 
details of the 70-page Constitution (which has o 
articles 

allowed the Constitutional Court in recent years 
on a broad range of policy issues ranging from 1 
authority and electricity rates to payments for fo 
members of civil defense patrols. One of the ar 
affects U.S. interests is extradition 
Constitutional Court can be a venue for appeals 
tactics. The court also has pending two challen 
presented by the national university and a coalit 
The university\'s objection to CAFTA is procedi 
that the government should have submitted CAI 
referendum. The NGO challenge is substantive 
CAFTA does not meet the government\'s consti 
obligation to pursue economic and trade policie: 
to the Guatemalan people. The two challenges 
to be specious 


6. (SBU) The court is also available for consult: 
review 

2004 

opinion that derailed a previous iteration of CIC 
GOG-UN agreement to create an international t 
investigate clandestine criminal groups. As the 
interpreted several aspects of the CICIACS agn 
unconstitutional 

revising the draft. Believing that they have addr 
unconstitutionalities 

Commissioner Frank LaRue have said they inte 
current version to the court for a new opinion 
the UN\'s agreement in principle. 


7. (SBU) The Constitutional Court\'s most notal 
occurred in May 1993 when it ruled against ther 
Serrano\'s attempt to stage a Fujimori-style \"au 
court has issued several rulings on the presider 
eligibility of former dictator Efrain Rios Montt 

ineligible in 1990 and 1995 before deciding in 21 
was an eligible presidential candidate. The new 
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recently struck down a pension law for senior ci 


court has on its docket the politically sensitive c 
by former President Cerezo to the constitutional 
that forbids presidential reelection. A ruling in f: 
Cerezo would also open the door to a bid by for 
Alvaro Arzu 

according to some polls and analysts could defe 
likely contenders. 


8. (SBU) Comment: The Constitutional Court t 
reputation of being staffed with partisan justices 
decisions based on political considerations rath 
merit. The new court president (Maldonado) an 
of his fellow justices (Molina and Flores) are vie 
strong constitutional experts who are less likely 
political influence. 

Derham 
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1. (C) SUMMARY: Legislators-elect Keiko anc 
Fujimori 

13-member congressional bloc would be discip 
prepared to work constructively with the incomir 
government in return for an end to \"political per 
and \"impartiality\" in the legal treatment of ex-P 
Alberto Fujimori. The Fujimoristas praised Pres 
Alan Garcia\'s political acumen 

an arrangement with him that would satisfy bott 
expected the Apristas would continue to detach 
elected on Ollanta Humala\'s Union por el Peru 
They expressed concern 

isolated rural areas 

which they thought could be incited to violence | 
his followers. They doubted that the Garcia adr 
would have the time or capability to adequately 
demands in time to affect the November region: 
elections. END SUMMARY. 


2. (C) Polcouns met for 90 minutes with legisle 
Keiko and Santiago Fujimori 

minister and President of Congress Jaime Yost 
Santiago Fujimori\'s office on 6/12. In a wide-ra 
discussion 


-- RELATIONS WITH THE GARCIA GOVERNI 
were confident that the 13-member Fujimorista 
bloc will remain loyal and disciplined 


Column 3 

them with significant leverage in a divisive and 
inexperienced Congress. They hope to have a 
relationship with the incoming Garcia Governm: 
support policies that promote fiscal responsibilit 
increased foreign and domestic investment 
free trade (including implementation of the Free 
Agreement - Keiko said that she would ask her 
current Fujimorista legislator Marta Moyano to Е 
she backs the FTA) 

the FTA 

augmented social spending 

return 

Fujimoristas carried out under the current admit 
President Alejandro Toledo 

for ex-President Alberto Fujimori in the extraditi 
criminal cases against him. Santiago declared: 
solution would be a deal under which Alberto cc 
Peru and help siphon off votes from Humala in : 
regional/municipal elections. Keiko commentec 
doubted Garcia\'s ego would countenance her f 
in Peru 

could be worked out. 


- PRAISE FOR GARCIA: Yoshiyama was efft 
Garcia\'s and the ApristasV political acumen. H. 
the President-elect is not/not one to bear grudg 
despite having been the focus of criminal proce 
Fujimori Government 

will not/not face similar treatment under his gov: 
(NOTE: Keiko 

processes since Alberto went into exile 
currently is prohibited from leaving the country i 
connection with criminal charges related to the | 
the presidential jet. END NOTE). Keiko and Se 
that Garcia and his followers are adept at negot 
other political forces 

ideological or moral purity. Keiko said that the 
Fujimoristas are open to talks with the Apristas 
Santiago and Yoshiyama indicated that such tal 
underway 

officials who could serve as ministers under Ga 


- BUT CONCERN ABOUT APRAVS CAPABIL 
that Garcia\'s stated policies of political inclusio 
government austerity 

economy 

were the right way to go 

President-elect has the time or human resource 
make an impact in time to affect the regional/mı 
elections. The APRA leader needs to start to bi 
supporting political coalition now 
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wait until his inauguration. If he does not 
warned 

July 28 and traditionally spends the first month « 


opening session bargaining over committee che 
could organize itself to act would be September 
also doubted that APRA has the human resourc 
adequately staff the technocrat positions neede 
effectively implement the needed social policies 
Garcia\'s vow to halve GOP salaries at the uppe 
managerial levels would have a negative impac 
talented professionals. If Garcia staffs these jol 
APRA hacks 

disaster than his first term. 


-- THE HUMALA FACTOR: Yoshiyama 
announcement earlier that day that three UPP 
congressmen-elect had split from the Humalist: 
said that it was to be expected that Humala\'s c 
delegation would fracture given its impromtu for 
the quality of its members. He explained that m 
Humala\'s rural representatives at one time or a 
the Fujimorista ranks 

unreliable \"trash\" who will graze where the gra 
greenest. Santiago agreed with this assessmel 
that Humala will always have the temptation to ı 
approach and incite his followers to demonstrat 
of violence 

representatives could spur him to adopt this cot 
characterized the south as a time bomb that со! 
any time 

marginalized rural areas are just as discontente 
expressed concern that Humalistas could win tr 
elections in the 15 departments taken by Huma 
presidential second round 

present rival candidates in those regions and m 
where they could find nominees of unquestione: 
probity. 


3. (C) COMMENT: The Fujimoristas know tha 
congressional bloc gives them a strong card to | 
negotiations with the Garcia government 

parlay their support in return for an arrangemen 
relaxes Alberto Fujimori\'s legal situation. To wl 
those discussions prosper remains to be seen. 
Keiko\'s worries about the Garcia administratior 
for action and capabilities to implement needed 
well taken 

frustrations in marginalized areas to threaten gc 
and/or gain control over regional and municipal 
there. END COMMENT. 
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realignment plan 

initiative based on its adherence to the roadmaj 
vision. Boche confirmed that Chirac and Olmer 
convergent views on Iran 

incentives package and possible \"face saving\" 
Tehran. Addressing the current state of play wi 
Boche stated that Chirac believes that Khament 
circle are focused 

the ultimate guarantee of Iranian security. The 
be said of President Ahmadi-nejad 

\"irrational.\" Chirac and Olmert also briefly disc 
Lebanon 

on Sheb 

Boche\'s pessimistic assessment of the current 
Lebanon is reported septel. End summary. 


2. (C) Presidential Middle East/Americas advisc 
Boche briefed Pol M/C and poloff June 15 on th 
day\'s meeting and working lunch hosted by Pre 
for Israeli PM Ehud Olmert. (Note: Olmert conc 
high-profile visit to Paris June 14-15; in addition 
meeting Chirac 

Douste-Blazy 

launched a new French-Israeli foundation to prc 
Society contact 

to those Parisians who resisted deportation of F 
during World War Il. End note.) Boche describ 
friendly 

encounter with Olmert 

past generation of Israeli leaders -- military mer 
Rabin and Sharon. Boche opined that Olmert 
predecessors 

in common with Chirac. Boche added that Olm 
complimentary towards Chirac 

efforts to combat anti-Semitism and 

Chirac\'s advice\" based on his years of experie 
region -- all of which added to the positive atmo 


DIRECT NEGOTIATIONS AND REALIGNMEN 


3. (C) Boche described the Chirac-Olmert discu 
principally focused on two options: 1) direct 
Israeli-Palestinian negotiations 
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withdrawal and determination of borders in the ¢ 
talks are not possible or fail-- Olmert\'s so-callet 
realignment plan. Boche reported that Olmert r 
strong preference for a negotiated solution and 
to resume negotiations and meet with PA Presic 
the same time 

whether he could find a Palestinian partner 
Hamas-led government\'s continued rejection o 
Quartet principles -- conditions first articulated k 
In the event no Palestinian partner could be fot 
stressed to Chirac that Israel could not accept c 
of an unacceptable status quo; instead Israel wı 
define its own borders 

with a contiguous territory from which to build th 
state. On the latter point 

enter specifics on the geographic parameters о! 
Palestinian state; Boche interpreted OlmertVs re 
\"contiguity\" as a reference to contiguous territc 
the West Bank itself 


4. (C) Boche stressed that Chirac insisted upon 
Israel to pursue negotiations with PA President 
Vneither approving or rejecting" OlmertVs propc 
realignment plan. Chirac told the Israeli PM the 
realignment proposal V'saw the light of day 
examine it and judge it based on its adherence 
roadmap\'s vision of two states living in peace a 
Chirac added that the first option -- direct negot 
must be pursued with full force and fully exhaus 
to justify recourse to the second option of unilatı 
withdrawal. Boche affirmed that Chirac only bri 
the issue of Palestinian salaries with Olmert 
press him on the issue. 


5. (C) Boche conceded that the GoF viewed ас 
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between Olmeri\'s expressed commitment to re 
talks 

Bank 

Boche said the GoF strongly felt that Olmert alrı 
Palestinian partner in Abbas 

actions were irrelevant to the prospect for direci 
Boche listed a series of counterproductive actio 
French view 

Palestinian prisoners initiative 

to Abbas\' security detail 

military response to Palestinian rocket attacks. 
latter point 
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rocket attacks on its own territory 

the overwhelming Israeli response to what were 
ineffective 

\"disastrous photo ops\" of Palestinian suffering 


AGREEMENT ON IRAN 


6. (C) Boche noted that the two leaders discuss 
length 

expressed support for the P5 1 incentives/disinc 
package and efforts to reach a diplomatic soluti 
that they put a complete halt to Iranian nuclear : 
At Chirac\'s behest 

unspecified \"face-saving\" gestures for Tehran 
provided that Iran ended its nuclear program. E 
concluded that Olmert confirmed Israeli support 
efforts as long as they were successful; he conc 
discussion did not address what Israel would dc 
efforts failed. Boche described Israel as rightful 
Ahmadi-nejad\'s threats against Israel as seriou 
empty rhetoric; in a parliamentary address follo\ 
meeting with Olmert 

commitment to Israeli security and that France \ 
by Israel and protect it.\" 


7. (C) In an aside on the current state of play wi 
Boche assessed that the Iranians were entering 
phase on the European proposal 

or reject it 

Boche viewed Ahmadi-nejad as still outside the 
national security decisionmaking controlled by | 
seeking a way in. Boche added that the opaque 
Iranian leadership and Ahmadi-nejad\'s irratione 
questions as to whether Iran could deal with the 
issue rationally. As an example of the Iranian p 
irrationality 

the return of the so-called \"hidden imam 
ordered the widening of a highway leading to Ire 
mosque 


8. (S) Boche noted that President Chirac viewec 
leadership 

the nuclear issue principally as a pretext to rally 
support in the face of the continued U.S. non-re 
which struck at the very legitimacy of the regime 
Chirac\'s view 

recognition remained its overwhelming security 
outweighed its insistence on its \"nuclear rights. 
Iranian regime was well aware that one nuclear 
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not bring Iran the security which U.S. recognitio 
offer. As a result 

would seek to expand discussions with the U.S. 
nuclear issue 


LEBANON: SUPPORT FOR SINIORA 


9. (C) Boche confirmed that Chirac and Olmert 
discussed Lebanon 

enjoyed on Iran. On the one hand 

his confidence in Lebanese PM Siniora 
extension of control over all its territory. On the 
hand 

on Sheb\'a farms; when asked by Chirac about 
Israeli withdrawal 

to pressure Hizballah disarmament 

that Hizballah must be fully disarmed and withdi 
southern Lebanon first; only after that took plac: 
Israel be ready to negotiate on a possible withdi 


COMMENT: 


10. (C) While considerable differences still exist 
France and Israel on issues involving the Pales 
striking transformation in bilateral relations has ` 
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place since 2004 

to France in 2005 

issues like the fight against anti-Semitism 
withdrawal. This transformation in the French-l: 
relationship has been accompanied by an appa 
in French public opinion towards Israel 

Pew Foundation poll showing an equal регсепіг 
nationals -- 38 percent -- having sympathy for Is 
compared to the Palestinians. (A Pew survey of 
respondents in 2002 showed a near 2 to 1 marc 
the Palestinians -- 36 percent favoring Palestini: 
percent favoring Israel.) We would attribute the 
French attitudes to a number of factors 
post-Arafat revelations of PA/PLO corruption 
against Israel\'s existence 

struggle against terrorism. When we asked Bo: 
the shift in French public perceptions 

change almost entirely to the perception of a co 
against Islamic extremists 

Israel. Boche 
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in Tel Aviv 
more educated about the Israeli-Palestinian cor 
were now less \"naive\" about the Palestinian ce 
comment. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c frr 
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Belize or entities organized under the laws of ar 
principal place of business in/operating out of B 
lease or operate some North Korean-flagged sr 
to our information 


Consequently 

Registry in order to identify any Belize owned or 
vessels which have been bareboat chartered-ot 
and registered under their flag. The result of ot 
showed that there are no such vessels in our Ri 


We also conducted a search for North Korean c 
which are registered in Belize and flying our Нас 
identified two such vessels: 


1. The m/v \"San Tong 5\" 

by Korea Sinhung Trading Corp. 

Dong 13 

Road 

Santong Marine Shipping Co. 

Flat/Rm 2619. Tower 1 Millenium City One 38€ 
KL. Hong Kong. The latter registered this vesse 
and it is flying the Belize flag since 6 July 2004. 


2. The m/v \"Best Line\" 

Korea Dachung Transportation and Trading Coi 
address is at Ansan 1 Dong 

D.P.R. Korea and registered it at IMMARBE anc 
Belize flag since 25 August 2003. 


For your guidance 

Notices to both these vessels 

2005 and to the latter on 25 January 2006 pend 
satisfactory completion of overdue surveys. At: 
time 

any history of being engaged in any illegal activi 
in our Registry nor have we received any compl 
third party concerning their operation. 
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We note that the United States Treasury Office 
Assets Control will soon publish a regulatory ch. 
prohibiting U.S. persons from owning 

insuring any vessel flagged by North Korea. Wi: 
to being informed as to whether or not the Gove 
Belize will accede to the request from the Unite: 
changing the existing regulations to make it illec 
Belizean nationals or companies to use the Nor 


Trusting that the above information satisfies the 
from the Embassy of the United States of Amer 


With kind regards 


/s/ Angelo Mouzouropoulos FICS 
/s/ Annette Garel (Mrs) 


END TEXT. 
MOSS 
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\"negotiations\" as semantics; the two sides wer 
bargaining table and V'had more in common tha 
Kozhara dismissed press speculation about key 
coalition government positions having already b 
once a coalition deal was sealed 

on Rada committee structure 

Yanukovych would work out the top job assignn 
President Yushchenko. Kozhara said the coalit 
text addressed Ukrainian cooperation with МАТ! 
to the status of the Russian language in terms c 
Ukrainian constitution. Tymoshenko Bloc (BYu' 
Nemirya told us separately Yushchenko and Ty 
afternoon of June 16 following a meeting that m 
BYuT and the Socialists rejected OU\'s offer to . 
coalition. Earlier 

June 15 on next steps; the \"overwhelming majc 
continue efforts to form an Orange coalition unti 
(when the president was empowered to call nev 
chose to) 

unpublished NGO Democratic Initiatives Found 
Nemirya claimed the majority of respondents sti 
Orange coalition. The DIF\'s director 

poll only showed that public support for Yushch: 
weakening in western Ukraine -- which would he 
elections were called. As of 1800 

was meeting; OU\'s point man in the coalition fc 
effort 

In a conversation with Ambassador on the evel 
Foreign Minister Tarasyuk said he expected a c 
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decision on Monday 


Regions: Coalition Agreement Maybe Tonight... 


2. (C) Party of Regions MP Leonid Kozhara 
party\'s de facto shadow foreign minister 
afternoon of June 16 that Regions could finish ε 
agreement with Our Ukraine (OU) by as early a: 
16). Kozhara dismissed OU\'s distinction betwe 
\"consultations\" and \"negotiations\" as semanti 
two sides were at the bargaining table and \"hac 
common than differences." Kozhara 

take our call 

coalition agreement 

Rada committees and filling key government po 
In a conversation with Ambassador on the ever 
Foreign Minister Tarasyuk said he expected a c 
decision on Monday 

negotiating with its Orange partners as well as v 
neither option had been closed off.) 


... The Viktors Alone Will Make Key Assignment 


3. (C) Responding to a question about a June 1 
Pravda article that 

detail about who would do what in an Orange-B 
government 

working-level MPs who were holding preliminary 
discussions. Kozhara emphasized that key pos 
assignments would be worked out \"at the top\": 
between Regions leader Viktor Yanukovych anc 
Yushchenko. 


...And NATO Membership Decided Via Referen 


4. (C) Pressed for details on the contents of the 
agreement 

concise: Ukraine would develop \"productive 
relations\" with NATO 

decided via a referendum. Kozhara refused to | 
the question of Russian being made the seconc 
simply noting that 

text was \"in line with the Constitution\" and con! 
formula for granting \"official status\" for Russiaı 


Tymoshenko Bloc: Still Doing CPR On Team O 


Column 3 
5.(C) Tymoshenko Bloc (BYuT) MP and Tymos 
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policy guru Hryhoriy Nemirya told us June 16 th. 
and Tymoshenko met in the late afternoon of Jt 
morning of the same day 

Rada 

BYuT 

Socialist Party (SP) 

Yuriy Yekhanurov from OU. The talks 
nowhere; Bezsmertny and Yekhanurov had иго! 
to join OU and Regions in a grand coalition 

that Tymoshenko immediately rejected and Mor 
consulting with the Socialist Party\'s political cot 
troika agreed 

said OU and Regions were 

OU was being led by oligarch Petro Poroshenk« 
MPs Mykola Azarov and Raisa Bohatyrova. 


...BYuT Troops Solidly With Yuliya.. 


6. (C) Nemirya related that BYuT gathered its 1: 
15 to vote on what to do next. The BYuT troops 
three options by Tymoshenko: join a grand coal 
and Regions 

talks about forming an Orange coalition until Jui 
the president will have the constitutional authori 
new elections but is not required to do so) and 1 
be 

\"zero\" votes for joining a grand coalition 

going into opposition 

continuing to find а way to make an Orange сог 


7. (SBU) Nemirya 

NGO Democratic Initiatives Foundation (DIF) 
majority of the Ukrainian people still wanted an 
coalition. However 

Kucheriv 

the poll Nemirya apparently referred to did not c 
questions about an Orange coalition. It did ask 
they would vote if new parliamentary elections v 
poll indicated that the results would be roughly 1 
although media speculation about an OU-Regio 
eating into support for Yushchenko in Lviv and 
Ivano-Frankivsk oblasts -- good news for BYuT 


...And OU: We\'l Call You 
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8. (SBU) As of 1800 

Bezsmertny pledged to call DCM with a readout 
leadership huddle ended. Separately 

aide confirmed to us that MPs Petro Poroshenk 
Zvarych were representing OU in the talks with 
Bezsmertny and Yekhanurov were the designat 
Tymoshenko-Moroz interlocutors for OU. 


Comment: Possible Curtain Calls to This Dram: 


9. (C) Comment: The June 24 deadline that Nei 
in paragraph 6 only gives the president the cons 
authority to call new elections. Yushchenko is r 
to dismiss the Rada 

call new elections. The bottom line: the twists a 
this saga could continue beyond June 24. 
Taylor 
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Though he has left the UN alliance 

respects him. Flores said that she will try to cor 
to run for President of the Lima region; he and ( 
then join forces rather than be at each otherVs t 
opined however 

for Lima elections 


-- Flores said Rey\'s Renovacion Nacional grouj 
stay in the UN congressional caucus as it takes 
congressmen to form a bloc and Rey\'s party Πε 


-- The UN priority for November\'s regional elec 
to form alliances with regional movements outsi 
The UN goal is to win the Lima Region (which s 
likely) plus one other region - Ica or San Martin. 
said that in San Martin 

Maldonado 

regional ticket. 


-- She acknowledged UN is not a superforce 
play representing the emerging lower-middle/mi 
just in Lima). 


-- Flores said if Ollanta Humala\'s party wins mc 
regions there is real cause for concern as it will 
the country is truly divided. However 

longer term having egional governments that ce 
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could be a problem for Humala\'s party 
experience in Arequipa and Ayacucho. (Note: A 
presidents in Arequipa and Ayacucho were not . 
votes for Alan Garcia; Humala won both depart 
percent and 83 percent 

she was concerned about opportunists (includin 
joining the Humala bandwagon. 


Garcia: 


-- She said Garcia must walk the fine line of givi 
ministerial jobs to his APRA base but also inclu 
parties. Flores said though no offers have beer 
would not accept a ministry 

from an APRA government. She noted current 
Antero Flores-Araoz would be interested in the | 
position 

become a divisive issue. She said technocrats 
UN could work in an APRA government 
political appointments. 


-- She said the risk with Garcia is his tendency t 
money at problems when he is unpopular or un 
popularity motivates him. 


-- Flores congratulated Garcia by phone 
for 3 minutes with a promise to talk more later. 


The Congress: 


-- Flores said UN Lima congressman-elect Javi 
be the UN Congressional spokesperson. 


-- She expects the UPP congressional delegatic 
fragment. 


--Flores said Alvaro Gutierrez (Union por el Per 
Congressman-elect for Arequipa) called her to s 
would support UN for the Presidency of Congre 
declined 

have that position. (Comment: This offer shows 
maneuvering to create problems for Garcia by г 
have the opposition seize control of Congress fi 
outset. End Comment.) 


-- UN plans in Congress are to generally back / 
fiscal responsibility 

irresponsibility. She saw early action on educat 
and tax reform as possible if pushed by APRA. 
south needs immediate help 

offers of credit; the south needs technical assis! 
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-- Flores expects APRA to seek a multi-party co 
leadership slate with APRA in the Presidency. $ 
and the Fujimorista Alianza para el Futuro may 
of 40-50 votes to manage Congress. 


The Peru Trade Promotion Agreement (PTPA): 


-- Flores agrees with our take on Garcia\'s PTP 
to wit Garcia supports the PTPA when it comes 
will pick at some of the details. 


-- Flores noted a Peru Society for Foreign Trade 
internal poll of Congressmen that showed the P 
with the current Congress. 


3. (C) Comment: Flores was much less forward 
the relationship UN is prepared to have with AP 
in her April meeting with the Ambassador. This 
because it has been accompanied by a couple t 
APRA that will estrange relations. If UN plays it 
wrong 

agencies are headed by competent and indepe! 
Moreover 

groups that splinter off of the Peruvian Nationali 
Party/UPP bloc) 

populist direction. We will keep pushing UN to ı 
constructively with APRA. End Comment. 
STRUBLE 
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between SaVad Hariri and PM Siniora 
cooperation remained essential for the GoL to р 
commended SaVad Hariri\'s recent travel to Ger 
as enhancing his international stature 

visit to China was likely. Yared conceded that F 
frequent departures from Lebanon were necess 
high threat he faced there; at the same time 
Hariri\'s security posture as more professional а 
than that of his late father. In closing 

increased U.S. support and described the U.S. | 
most important long-term partner 

high-level attention to Lebanon would recede wi 
Chirac\'s expected departure from office in sum 
summary. 


SARG PRIVATELY VEXED BY BRAMMERTZ | 


2. (C) Pol M/C and poloff met June 13 with Bas 
prominent lawyer and longtime Paris-based adv 
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Hariri family reputed to also advise the French F 
Lebanon (see refs b-c for background) 
Syria/Lebanon-related developments. In a wide 
discussion 

report 

bombings and assassination attempts and the | 
assassination 

of which 

clearly in the direction of Damascus. Yared cor 
Brammertz\' handling of Syria in the report; by ri 
\"satisfactory\" cooperation 

Syrian attempts to discredit him or UNIIIC. Yare 
that the SARG 

the progress of the UNIIIC investigation. Since ‹ 
not attack BrammertzV credibility directly 
destabilize the Lebanese government using its 
including sending arms and money to the Pales 
reviving old cronies 

Mikati. 


INCREASED IRANIAN MONEY 


3. (C) Yared asserted that Iran was increasing { 
pro-Syrian proxies in Lebanon 

speculated received about 10-15 million USD fr 
month. (He conceded that some Lebanese estit 
Hizballah received as much as 50 million USD r 
Iran 

described Iran as now much more influential wil 
than Syria 

He assessed that Iran was seeking to increase 
to use the VLebanon card\" in wake of pressure 
nuclear program. At same time 

not seek to destabilize Lebanon as long as the 1 
track with P5 plus 1 remained a possibility 
wanted to avoid confrontation between Lebanor 
Sunni communities. 


AND A MORE ISOLATED 


4. (C) Yared assessed that the Iran-Syrian axis 
sour Saudi King AbdallahVs attitude towards the 
and increased SyriaVs isolation in the Arab worl 
Yared\'s view 

initiative earlier this year because they saw no a 
to the Asad regime in Syria and were afraid of c 
that Asad had allied himself with Saudi Arabia\'s 
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enemies 

light and would not seek to protect him. Yared ı 
that Syria was more isolated than ever internati! 
that the regime had \"no long-term future." Ne 
SARG had not given up its \"hegemonic\" desigı 
lost its capacity to make trouble there. 


URGENT NEED FOR GOL TO DELIVER REF( 


5. (C) With both Iran and Syria seeking to desta 
Lebanon 

of his term 

fruit for many months 

very difficult position. He remained determined 
that the GOL could find a way out by focusing o 
economic reforms and tangible 

improvement to the Lebanese people. Yared г 
initiative that SaVad Hariri was exploring with Ph 
and others to formulate a progressive reform pe 
next five years which could win the support of a 
factions. In Yared\'s view 

by first creating the legal frameworks necessary) 
such as privatization of Middle East Airlines or | 
reform of the power sector. Such moves 

the continued confidence and money of Lebane 
attract increased foreign investment 

in the international donor community. 


6. (C) Yared agreed wholeheartedly that the suc 
GOL reform programs would be contingent upo 
cooperation between SaVad Hariri and PM Sinic 
described rumored friction between the two as ¢ 
affirmed that both understood that they had to v 
and though tensions came up from time to time 
serious; Yared said Siniora understood that he | 
with SaVad and Ѕа\аа understood that Siniora 1 
for some time. Yared 

not say anything negative about the Lebanese F 
time he reserved praise for Ѕа\аа 

undisputed leader among Lebanese Sunnis anc 
unifying force for the country. (Comment: As se 
we heard a much more negative assessment ol 
Hariri and Siniora and prospects for GOL reforn 
follow-up discussion with Chirac\'s Middle East . 
comment.) 


SAVAD HARIRIVS RECENT TRAVEL 
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7. (C) Yared viewed Sa\'ad\'s recent travel to Си 
Moscow as a success 

international credibility. He conceded that Sal: 
leave Lebanon regularly due to the overwhelmir 
threat he faced there 

time abroad to good use by enhancing his inter! 
profile. Yared viewed the Russian trip as particı 
important 

and 

Yared\'s view 

Russians as a credible leader 

dossiers such as visas and economic cooperati 
that Ѕа\аа was received by Putin \"infuriated\" t 
SaVad planned a follow-up trip to China soon 
meeting with French senators in Paris the week 
Yared said Sa\'ad had sought a meeting at the ` 
told that Pope Benedict XVI receives heads of s 


8. (C) Yared conceded that he remained very v 
SaVadWs security in Lebanon; at same time 
SaVadWs security as much more professional th 
father 

targeted and was much less cautious than SaVe 
movements. Yared said Sa\'ad\'s security pack 
constructed in response to what happened to hi 
the same time 

invincible 

would have destroyed any convoy. 


U.S. MORE IMPORTANT TO LEBANON'S FU 


9. (C) Throughout the discussion 

U.S. would be Lebanon\'s most important future 
expressed the hope that U.S. security 
cooperation would continue to expand. Asked : 
Yared agreed that France had important historic 
cultural links with Lebanon. He stressed 

it would take \"only\" a modest U.S. investment: 
achieve full sovereignty and achieve its democr 
aspirations 
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region and vindicate U.S. efforts to democratica 
the Middle East. 


10. (C) Asked about post-Chirac GoF support 1 
Yared readily asserted that no future French pre 


Column 3 

devote the amount of personal attention Chirac 
Lebanon had been a major focus since beginnir 
presidency 

negotiations which led to creation of the Israel-L 
Monitoring Group in 1996 

beyond. According to Yared 

as a foothold from which to project French influe 
throughout the Middle East. The Hariri assassit 
the dynamic from a strategic vision to a person: 
Chirac feeling personally targeted and devoting 
effort to bringing Hariri\'s killers to justice. That 
Yared remained confident that France would co 
supportive policies towards Lebanon regardless 
succeeded Chirac 

and Lebanon and influence of the Lebanese со! 
the difference would be that the French preside 
longer be playing such a pivotal role in the procı 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c frr 
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the area\'s desolation. It is located approximate 
meters off the main north-south highway throug 
municipalities connecting Kosovo with Serbia ar 
to house one company (roughly 100 soldiers) al 
capacity to accommodate an additional compar 
needed. It will be manned by different national 
constituent forces on two-week rotations. Acco 
Bondsteel\'s DC-CMO 

weeks in late July. Responsibility for overall cor 
oversight will be in the hands of the French who 
charge of Kosovo 

will be responsible for sustaining its own TDY tr 


3. (C) Regional UNCIVPOL Commander Gary š 
and PolOff on June 15 that some local Serbs in 
the reopening of the camp as an employment o 
northern leaders complain that the international 
trying to surround and control them. According 
DC-CMO 

Albanians in to re-open the camp. She also sai 
French commander of MNTF-N expressed cont 
population about the stationing of U.S. troops in 
in a video tele-conference with COMKFOR. 


4. (С) The DC-CMO noted that neither NATO n 
any clear instructions as to the mission (deterre 
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outreach) of troops stationed atthe camp. She 
in general 

civil-military operations than others stationed he 
much more than the French 

static operations. She hoped that tactical order: 
mission will be given before U.S. troops are stat 


5. (U) U.S. Office Pristina clears this cable for re 
its entirety to U.N. Special Envoy for Kosovo Me 
Ahtisaari. 

MCBRIDE 
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cooperation with new local Kumt Consulting 
49.8 percent support among non-Serb Kosovar: 
coalition party Democratic League of Kosovo (L 
percent for the PDK 

Alliance for the Future of Kosovo (AAK) and 3.1 
Veton Surroi\'s Reform Party Ora (PRO). 


3. (SBU) Individual political personalities from tr 
opposition fared much worse than their respecti 
parties. According to the poll 

to results (5 being the best) 

polled highest at 4.18. Thaci 

the top ten among Kosovo\'s politicians 

place. 


4. (SBU) Thaci\'s political advisor Lirim Огејсем 
poIFSN June 16 that the poll was a \"manipulati 
orchestrated by Thaci\'s political rivals in the LE 
namely Deputy Prime Minister Lutfi Haziri and F 
Haradinaj 

Maliqi 

changed the original numbers. (NOTE: A forth 
by Index Kosovo supported the drop in public oj 
Thaci\'s PDK: LDK polled at 42 percent; PDK 2 
11 percent and ORA 3 percent. END NOTE.) 


5. (SBU) Deflecting an invitation to comment on 
Thaci\'s new-found comfort with a delay in elect 
from these poll results (reftel) 

neither influenced nor impressed with the poll\'s 
\"It has no bearing on our political actions. Our 
technical government precedes any current poll 


6. (U) U.S. Office Pristina clears this cable for re 
its entirety to U.N. Special Envoy for Kosovo Me 
Ahtisaari. 

MCBRIDE 
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detained. Press reporting continues to follow th 
arms cache found in al-Zubaidi\'s home was sin 
belonging to his Personal Security Detail. END 


2. (C) An early morning raid on the compound ι 
Provincial Council Chairman Sheikh Akeel Fahe 
Iraqi Security Forces backed by Coalition Force 
sums of cash and a large cache of weapons 
rifles and RPGs. Al-Zubaidi is reportedly a seni 
for terrorist activities in the province 

placement of Improvised Explosive Devices (IE 
in the deaths of six US soldiers. 


3. (C) The Karbala provincial government imme 
a halt to cooperative activity with Coalition Force 
Provincial Council suspended operations and m 
were told to suspend work for two days. Deputy 
Council Chairman Abdul Al -aal Yaseen Moharr 
that Iraqi Forces were present at the raid as a V 
The Americans 

advance to Governor Al-Khazali concrete evidei 
that an important representative of the people u 
wanted for terrorist acts. 


4. (С) DPCC Al-Aal Yaseen Mohammed stated 
four public demonstrations so far against the rai 
detentQ Local contacts and CF staff present in: 
provincial government building reported that the 
had been relatively poorly attended and obvious 
governor. 


5.(C) Press reporting and Friday afternoon pra 
generally followed the line presented by Кафа! 
government; the seized weapons were for use 
75-person Personal Security Detail. Sadrist cle 
Najaf 

attack and warning that the attack would lead to 


6. (C) COMMENT: The halfheartedness of the 
Al-Zubaidi suggests that it is common knowledc 
is a true \"bad guy." However 

elected public figure raises the stakes for regior 
leaders 

prosecution for corruption or ties to terrorist acti 
this reason 

their condemnation of Al-Zubaidi\'s detention. li 
a compelling public case as to why Al-Zubaidi n 
off the streets 

substantial effort into whipping up public indigne 
raid during the days to come. END COMMENT 
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Mercurio\" (circ. 119 
Over Guantanamo.\" Quote: 


2. \"The suicide of three Al Qaeda prisoners in t 
detention center has reactivated controversy ov 
renewed accusations of human rights violations 
Bush has invoked the special circumstances of 
terrorismV...saying the Geneva Convention doe: 
prisoners are not soldiers of a recognized gover 


3. "We do not doubt the difficulties of fighting te 
are not a regular army 

the guarantees of rule of law to operate but the 
its social system on the respect for human right 
these rights 

terrorism depends on the moral strength of its c 
such as the one in Guantanamo only degrade tl 
Chile already learned that even in justified case: 
rights degrades the cause and eventually turns 
should dismantle the Guantanamo prison witho! 
against terrorism.\" 


KELLY 
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CHANCES AGAINST LULA 


REF: (A) SAO PAULO 647; (B) SAO PAULO & 


(C) SAO PAULO 623; (D) SAO PAULO 355 
(E) SAO PAULO 316; (F) SAO PAULO 278; 
(G) SAO PAULO 206; (H)SAO PAULO 73; 
(I) 05 SAO PAULO 1256 


1. (SBU) Though not sanguine about the odds 
Andrea Matarazzo thinks Geraldo Alckmin still r 
President Lula in the election this October 
pieces fall into place. But the Assistant Mayor c 
downtown district thinks his party blundered bac 
Alckmin as its candidate over former Mayor Jos 
the people around him 

\"serrista\") 

campaign. Though Alckmin\'s call for a \"тапа! 
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to the business community 

win over in order to defeat Lula have no idea wt 
about. More than likely 

second term but will have very little support in C 
result 

support Lula but will try to provide some sort of ` 
the country from foundering completely. Why A 
with such intelligence 

nomination 

mystery. END SUMMARY. 


2. (SBU) Consul General (CG) and Poloff paid 
Andrea Matarazzo 

Democracy Party (PSDB) 

and the upcoming elections. Scion of one of Br 
families 

administration as Minister of Social Communica 
Ambassador to Italy. Now he wears two hats ir 
as Assistant Mayor of Sao Paulo\'s downtown d 
Secretary in charge of coordination among the « 


SIPDIS 

mayoralties (\"subprefeituras\"). In his suite on: 
downtown office building with commanding view 
Paulo\'s endless concrete jungle 

element; our meeting was interrupted while he t 
telephone conversation with a leader of the gay 
negotiating issues pertaining to the 
Gay-Lesbian-Bisexual-Transgender Pride parac 
on Paulista Avenue in the heart of the business 


3. (SBU) CG led off by indicating we had recen 
Carlos de Souza Meirelles (ref A) 

Geraldo Alckmin\'s presidential campaign. Mat: 
that instead of the party line purveyed by Meirel 
provide a \"realistic\" view of the campaign. Th: 
had simply decided wrongly back in March (ref | 
Alckmin. Jose Serra was a national politician w 
Senator 

the Congress worked 

introduced two Constitutional amendments. Se 
government program and knew how to negotiat 
coalitions at the state level. 


4. (SBU) Alckmin 
later Mayor of the small rural town of Pindamon 
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term as Federal Deputy 

Lieutenant Governor on the ticket with Mario Cc 
wishes 

Matarazzo slights Alckmin\'s resume; he in fact 
term in the Sao Paulo state Legislative Assemb 
the Chamber of Deputies; in both raceas for Fe 
among his party\'s leading vote-getters. END N 
all the major accomplishments of the twelve уе 
the state - Covas died in 2001 and was succee: 
re-elected in his own right in 2002 - were to the 
and not to Alckmin 

became Governor 

sound footing. Alckmin had pushed the \"Rodo 
highways around the metropolitan area 

His performance in the areas of health and edu 
overly impressive. As a Catholic conservative ( 
is amember of Opus Dei 

though he is not a leader of the group) 

rightist direction in his governance 

enjoys the support of so large a segment of the 
Many of the people around him 

\"baixo clero\" or lower caste of the PSDB 
ability - some 

state Legislative Assembly - but have no idea v 
operate a campaign on the national level. 


5. (SBU) Alckmin and his advisers 

world from a Sao Paulo perspective 

compete for votes in the impoverished 

don\'t understand concepts like 'management : 
economy may be stagnating 

done fairly well in recent years due to the growtl 
spending 

access to consumer credit (ref B). He cited figu 
dramatic growth in the purchase of household a 
northeast as one example of what Alckmin was 
the point 

so far. 


6. (SBU) Alckmin still might beat Lula 

can happen. There might be an economic dow 
in August or September to alter the dynamic. H 
speculation that the PSDB might be holding bac 
secret about Lula to spring late in the campaign 
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SIPDIS 

people 

them would vote for him no matter what might k 
media groups like \"Globo\" support Lula. More 
explained candidly 

despite public protestations to the contrary. Зе! 
Alckmin wins 

the Presidency are finished; Minas Gerais Gove 
doesn\'t want to wait too long 

as a vehicle for his aspirations if Alckmin wins; . 
certainly FHC supports Alckmin 

Backed up by polls coming out every week sho 
20-25 percentage points and growing 

his own party that Alckmin is going to lose are it 
becoming self-fulfilling prophecies. 


7. (SBU) Even if Lula wins 

is going to take a hit because of the political cor 
As a result 

difficult time governing. In this situation 
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support Lula - that would be too much to expect 
to provide some sort of \"balance\" to help keep 
for the good of the country. 


8. (SBU) Matarazzo 

play a key role in Jose SerraVs presidential carr 
to join his gubernatorial campaign. In fact 
continuity in the municipal government under δι 
Gilberto Kassab. He told us he spends half of e 
man\'s land\" he occupies as Assistant Mayor о 
dangerous downtown district and the other half 
where he received us. He still dreams of what i 
reminding us that Serra has a national vision ar 
is not a prisoner of macroeconomic orthodoxy. 


9. (SBU) Ever since his March 31 resignation a 
his candidacy for Governor (ref D) 

First he took some time off to have a hernia op 
then 

matter who his opponents are 

rocking the boat. Matarazzo expects Serra 

in the city 

in July. He doesn\'t expect much trouble from t 
Senator Aloisio Mercadante 

Quercia (ref C); with the help of Serra\'s strong 

should elect a strong slate of Federal Deputies 


Column 3 

believes. This will give Serra 
state 

President. 


10. (SBU) Matarazzo essentially told us what h. 
rumored and whispered but what few wanted to 
sizable portion of the PSDB has no enthusiasm 
candidacy 

to help him (PSDB Senate leader Arthur Virgilio 
prominent interview to national newsweekly Istc 
Candidate Should Have Been Jose Serra\"). ΤΙ 
within the party between the intellectual 
represented by FHC and Matarazzo 
exemplified by Alckmin and the \"baixo clero\" a 
makes a decent argument as to why Serra migt 
choice as the PSDB\'s presidential candidate; м 
mention is that Serra was the front-runner for tr 
when challenged by Alckmin (refs G-H) 
nomination and opted instead 

governorship that Alckmin vacated. Had the pa 
democratic mechanism for addressing such dis 
for a primary 

taken Alckmin on and prevailed 

with Lula. 


11. (SBU) But Matarazzo\'s analysis of the carr 
key question unanswered. During the blitz he u 
January in seeking the nomination 

only highly intelligent and focused but also fierce 
tenacious. Why his performance in the campai! 
uniformly 

June 11 

national convention in Belo Horizonte. He did s 
minute speech characterized by one media repr 
tiring 

audience away. \"It had to be a dense speech 
it 
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they\'d say he had no content.\" Maybe so 
have been an improvement; just ask Lula. ENE 
12. (U) This cable was cleared/coordinated wit! 


MCMULLEN 
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Mercurio\"(circ. 116 

commentator Karin Ebensperger entitled 
Crossroad.\" 


\"There is so much news from the U.S. that one 
the shocking ones...but in the U.S. the fine-tunir 
reveals other elements. For example Hank Pat 
environmentalist who transformed Goldman Sai 
a \"green\" Wall Street institution 

Treasury. This is important 

no secret that President Bush has shown almos 
environmental issues.... Today most essays an 
moment at which the U.S. finds itself with respe 
need to regain a sense of nation after the mista 
It will be interesting to see the solutions as they 
the United States is still a free and open society 
to criticize 


KELLY 
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68403 

68404 

68405 

has invested over US$500 

campaigns 

-- In partnership with The Nature Conservancy 
to conserve and protect Brazil's Araucaria fore: 
project seeks to restore 2 

reforestation 

and engage local communities in seedling prodi 
-- Working with E+CO 

financial impact of clean energy enterprises anc 
finance under the small-scale energy frameworl 
Development Mechanism of the Kyoto Protocol. 
-- Citigroup supports a multifunctional technical 
teaches life-skills (computers 

networking 

In addition 

Tomorrow\" project 

older attend classes in Portuguese 

gain working experience in entry-level jobs. 

-- In conjunction with the Ayrton Senna Institute 
participates in the Champion Circuit program 
responsibility within communities and train teacl 
professionals to better use managerial informat 
project is complete 

have benefited. 

-- In partnership with the Rotary Club 
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the Paulista Professionalization Institute 

school students from Sao Paulo\'s central regio: 
experience. Launched in June 2005 

from this project and 35 have already entered tr 
-- Since 1998 

a part of the Banks in Action program. Through 
simulator 

competitive conditions so that they may better u 
concepts of administration 

The program helps to develop entrepreneurial s 
students by stimulating personal development a 
youngsters a clear vision of the business world. 
-- Since 1995 

the ABRINQ Foundation Living Library 

benefits of reading. 

-- Finally 

works with Habitat for Humanity to provide impr 
poor and expand financial/credit literacy. 


Contribution to the Overall Growth and Develop 
Economy. 


Through its pioneering efforts in micro-credit 
contributed greatly to local economic developm: 
US$487 
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and training so that 720 young adults can open 
The bank supports a similar effort with Habitat f 
for the past 2 years 

Micro-entrepreneurship Award to raise awarene 
and publicize best practices. 


Development of Competitive and Innovative Act 
Results. 


Within the Brazilian financial industry 

in embracing innovation. On the corporate banl 
side 

derivatives 

margins outside of the country (as is usually rec 
brokers). In addition 

enabled customers to offset the currency expos 
various corporate entities 

the consumer banking side 

discrete groups of customers consortium (i.e. 
options. 


Column 3 
Exemplary Employment Practices. 


In 2005 

Citigroup Brazil as: 1) \"Опе of the Best Comp 
2) VOne of the Three Best Banks to Work for 
Best Companies for Women to Work for.\" The 
provide employment to the disadvantaged highl 
a fair and open workplace. Collaborating with a 
university in Sao Paulo\'s working class east sic 
internships to 21 Afro-Brazilian students to both 
career prospects and broaden the bank\'s empl 
years 

knowledge of financial concepts and learn more 
processes. The university will have access to s 
evaluations and will link them to student grades 
has already begun. 


In addition 

and local industry associations in developing the 
program to benefit young students from public Γ 
weak public school system in Brazil means that 
are unable to pursue career-enhancing job pros 
recruits and trains these graduates for entry-lev 


End Text of Award Nomination 
Chicola 


68406 

the negative connotations they have received in 
June 9 incident in which a prominent Montreal li 
threatened outside his mosque has raised tensi 
members of the city\'s Muslim community. А Jt 
public school in a Montreal neighborhood where 
nationalities are represented reveals that studer 
wide range of backgrounds can interact peacefi 
reactions in Montreal to the arrests in Toronto 
conversations with contacts 

innocence and reevaluations of the meaning of 
identity 

multiculturalism. And yet 

for tolerance and dialogue 

Quebeckers\' commitment to their \"secular\" sc 
expression of religious belief that multiculturalis 
End summary. 


Montreal\'s Muslim Community Calls for Dialogi 
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2. (SBU) The greater Montreal area has an es 
population of 150 

President Salam Elmenyawi noted to ConGen i: 
fast-growing. The MMC issued a press release 
recent Toronto arrests of suspected terrorists cı 
\"terrorism and extremism in all its forms 
Canadians and the media in particular not to V'ri 
judgment\" of the accused. The MMC applaude 
the RCMP 

referring to the averted criminal acts as \"motive 
politics and hatred 

14 

conference to condemn all violence committed 
Islam. Imam Sayad Nabil Abbas noted that ten 
Iraq-based Ayatollah for all Shiite Muslims issue 
that all Muslims residing in non-Muslim countrie 
the laws of the land in which they live. 


3. (C) Mr. Elmenyawi recently told Econoff that 
there has been V'confusion in the rhetoric used: 
Islam in the papers. | guarantee these (journali: 
know what is going on in our mosques.\" Elmer 
the need for \"intelligent scholars who understar 
to go out to speak to Muslims and non-Muslims 
noted the need to distinguish among \"extremis 
and terrorism\" and the fact that these words ha 
interchangeable in the media. Elmenyawi state 
should be proud of their religion" and warned tt 
people with different agendas using this issue tc 
Muslims" and Islam more generally. One spok 
group Bel Agir 

on promoting understanding of Islam and spirit. 
Econoff that he has found the coverage of the a 
Montreal media to be Vlacking objectivity\" but t 
not encountered overt anti-Muslim sentiments it 
week 

that occurs in Toronto rather than in their own b 


4. (C) Some Montreal-area Muslims are more 
wake of the arrests. In what Montreal police de 
hate crime 

threatened with a knife outside his mosque at rr 
Friday 

thereafter 

uttering threats 

(Note: Mr. Jaziri was one of the Montreal Imam: 
protests in the wake of controversy over the car 
the Prophet Muhammad in Danish newspapers. 
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Wednesday\'s La Presse contained an interview 
Wafai 

school for Muslim students 

experience in which a man yelled V'terrorist go { 
in a metro station. Ms. Wafai expressed her de 
Canada because she \"no longer feels respecte 


5. (SBU) Until the early 1980\'s 

immigrants came from Judeo-Christian commui 
(see reftel) 

shifted towards more diverse origins of immigra 
now hosts a large number of V'visible minorities' 
from Haiti (there are some 125 

descent in Quebec); North Africa (Morocco 

and Egypt); Latin America (especially Mexico 
Salvador 

(South India 

a diverse city 

to the most recent report from Quebec\'s Ministi 
Immigration and Cultural Communities 

of the Island of Montreal is foreign-born. 


6. (SBU) Unlike most Canadian provinces 
negotiated bilateral agreements with Ottawa to ı 
immigration program. While the Federal Gover 
criteria for Family Reunification and Refugee m 
Quebec also selects immigrants based on educ 
investments 

Francophone culture. The province also admin 
Federal money) the integration programs for ne 
immigrants. Quebec\'s immigration policy has { 
proactive over the last ten years 

address the provinceVs low population growth ri 
shortages 


7. (C) A poll taken by the firm Leger Marketing 
June 7 and 11 revealed that most Quebeckers | 
with \"multiculturalism\" in Quebec 

respondents consider themselves \"dissatisfied\ 
governments immigration policies. Several bu 
have told Econoff that they have begun to ques! 
emphasis placed by Canada on the V'Charter of 
Freedoms\" during the immigration and naturali. 
and that a balance needs to be struck between 
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Canadian citizenship includes and the V'obligatit 
those rights bring with them. According to the L 
57% of those polled indicated that they were V's 
the governments policies concerning safety an 


8. (C) On June 9 

high school in Cote St. Luc whose students con 
origins. The schoolVs principal said that 107 na 
(and 65 religions) are represented among the s: 
students. She noted that the conflicts in studen 
countries of origin rarely come into play in their 
interactions with other students. V'When there : 
in the Middle East 

mentioned here. At heart 

age 

schoolVs bare-bones amenities and broken des 
noted that the school is hard-pressed for fundin 
extra monies available to schools from the Quel 
are allotted on the basis of education levels of p 
Ironically 

funds 

this school had very high levels of education in 1 
countries of origin. Further 

do not have well-paying jobs 

are often not accepted by Quebec professional 
As a result 

many of its students are extremely driven and h 
at national math competitions for a number of y 


9. (C) The arrests in Toronto have made Montr 
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begin to question how vulnerable their own city 
similar plots. There still appears to be a consci 
on the part of the media 

differences and promote inter-cultural dialogue 
Mr. Elmenyawi points out 

are hot-button words for Muslims and non-Musl 
Quebeckers like to think of their society as firml 
\"secular 

\"Silent Revolution\" of the 1960\'s in which Frer 


Column 3 

rebelled against the Catholic Church. Quebec is 
struggling to rationalize its perception of itself as 
secular society with the \"mosaic model\" of mul 
in which immigrant groups are free to retain the 
culture and openly practice their religion. The le 
impact of the arrests in Toronto on MontrealVs { 
remains to be determined. However 
Montreal\'s natural population growth is minima 
Quebec suffers from negative interprovincial mi 
city of Montreal is likely to continue relying heav 
immigration for population growth. This is an is 
continue to follow. 


SHEAFFER 


68407 

68408 

68409 

a UN blessing to the coalition forces presently c 
and the related question whether the mission st 
Chapter VII authority 

will be consulting closely with Australia and othe 
whose forces are involved in the coalition prese 
ground in East Timor. While these questions aı 
importance 

whose forces are involved than they do to the p 
Timor. This message addresses the other pos: 
a post-UNOTIL mission: an international police 
administration and/or assistance 

promote human rights 


International Police Force and Unified Training | 


3.  (SBU) The Australian-led Joint Task Forct 
quickly to establish regular patrols and is respor 
quickly to acts of violence in Dili than was the οί 
two ago. JTF officials have made it clear 

the troops on the ground are filling the policing f 
best they can 

Soon as possible by an international police force 
Australian Federal Police (AFP) (augmented by 
contingent from New Zealand) and the Portugue 
National Guard (GNR) have been coordinating ι 
operational level to begin providing policing serv 
respective sectors. The pending arrival of up t 
police officers will double the number of foreign 
officers in Dili. As these units become more far 
conditions in Dili 

effectively 

restoring order within the capital. 
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4. Beyond the initial task of restoring a sens 
in Dili 

task of restructuring and retraining East Timor: 
police service (PNTL). AFP officials have indic: 
a thorough vetting process 

officers into AFP patrols and administrative stru 
Pending the establishment of a UN successor n 
important that one country 
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in engaging with the PNTL. During a visit today 
Headquarters 

District PNTL officers are reporting for work оп, 
although they are not permitted to conduct polic 
to wear their uniforms outside the police compo 
former command structure appears to remain ir 
officers in all twelve districts other than Dili are « 
out their duties more or less normally 

Dili are anxious to resume their responsibilities. 


5.  (SBU) The successor mission to UNOTIL 
police components. The first will be the operati 
should have executive authority over police ope 
throughout the country. After years of ineffectiv 
is important that the units chosen to participate 
international police force be selected carefully 
regional balancing and intra-UN logrolling that a 
influenced the composition of previous UN polic 
in East Timor. Each and every UNPOL conting: 
an exemplary police force whose record in the { 
fully consistent with international standards rege 
rights protection and appropriate levels of force. 
important not only to ensure that police operatio 
effective 

Timorese public for the international police forct 
retrained PNTL that will resume operations afte 
international force departs. An emphasis on ligl 
community policing should guide the operations 
international police force. (Note: Although som 
of policing under a new UN mission have sugge 
reaction force\" as a separate element in such г 
would be better that rapid-reaction elements be 
with other elements in a single international forc 
single command.) 


6.  (SBU)The second policing component in 
should be a robust and unified training program 
PNTL will be one of the most important respons 
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successor mission and one that will need to be 
closely by the diplomatic community. In previot 
the PNTL was trained by foreign police units fro 
countries with different standards of ethics апа” 
of operation and structures. Moreover 
less-than-exemplary human rights records in thı 
countries. See Refs AandB. The new training 
be conducted by either by one country\'s police 
very small number of like-minded foreign police 
continuity and in training. As with the operation: 
contingents 

from police units whose doctrines and practices 
incorporate human rights protection and the use 
appropriate levels of force in all situations --- un 
deliver the training appropriate for a reconstitute 
Timorese police force that would be lightly arme 
primarily in community policing. Past tendencie 
establishment of heavily armed specialized unit: 
actively resisted. Although recent events do shı 
Timor needs a highly-trained riot control unit anı 
and well-equipped border protection force 
important that these units be trained by internati 
with good records of not using excessive force. 
B. 


7. (ΙΝΕ) There have already been overtures 
begin training the Rapid Intervention Unit (UIR). 
formerly known as the Special Police Unit (SPL 
plagued by an institutional culture of machismo 
habits that some international and Timorese ob: 
in part to training the SPU received from GNR c 
missions. See Ref A 


Election Administration and/or Assistance 
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8. (SBU) Last year\'s local elections administere 
with the assistance of the United Nations Develı 
(UNDP) and bilateral donors were successful с! 
level 

were used to assist candidates of the ruling Fre 
that GOET leaders may also have engaged in ir 
non-Fretilin candidates and voters. Barring a dt 
in the political situation between now and early: 
national parliamentary and presidential election: 
place in an atmosphere of tension 

possibly of fear. Recent credible allegations of 
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the Prime Minister in illegal activities to ensure I 
government and party remain in power 
Governmenti\'s insistence that all election functi 
administered directly by the executive branch w 
role for the constitutionally mandated independe 
commission 

and ability to administer free and fair elections. 


9. (SBU) Foreign Minister Jose Ramos-Horta\'s 
the UNSC addressed this problem by requestin: 
elections be not only \"organized\" but also \"adr 
directly by the UN mission. Although there hav 
indications that Prime Minister Alkatiri does not 
this position 

UNSC by GOET. The United States should mo 
UNSC consensus to comply with this request 
enhance the prospects for a free and fair electic 
confidence of the Timorese people. Internation 
of the election should be carried out in close cor 
the Timorese authorities --- and particularly with 
independent election commission --- and shoulc 
that builds on the training received by national e 
officials during the local elections. Special atter 
be given to ensure that East Timor is left with cé 
ethical electoral institutions 

secretariat that handles the logistical aspects of 


SIPDIS 
well as the independent election commission. 


Political Affairs 


10. (SBU) UNOTIL has had difficulties in quickly 
information about developments in the far-flung 
country 

country where the news media often provides ir 
information and telecommunications are ипгей= 
difficult to debunk rumors without making time-c 
reconnaissance trips to remote areas. In light c 
elections and planned nationwide presence of L 
officials 

affairs and/or human rights unit offices be open 
towns across the country. Under the United Na 
Administration in East Timor (UNTAET) and the 
Mission of Support in East Timor (UNMISET) т 
offices provided a critical information resource f 
diplomatic community 


11. (S/NF) Both GOET and the leadership of U 
important that a successor mission include assi 
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judicial system 

public defenders 

police training 

to the judicial system be different from and bette 
assistance that has been provided under UNOT 
missions. While it is true that East Timor\'s cou 
fragile and inefficient 

designed to cure these problems has in fact ma 
The centerpiece of this plan was mandatory cle 
for the Timorese judges and other judicial office 
administered exclusively in the Portuguese lang 
time few of them understood --- followed by av 
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examination. In December 2004 the results of 1 
were announced: all 21 judges 

all accounts doing an excellent job 

along with almost all the Timorese prosecutors 
defenders 

another 18 months of training. About half of the 
completed the training and will now be able to rt 
bench as \"probationary\" judges. During the ak 
Timorese judges from the bench 

21 Timorese judges has been assigned to a mu 
(ranging at various times from 2 to 5) of interna 
all from Portugal and other Lusophone countrie: 
Ximenes (himself a Portuguese judge of Timore 
Prime Minister Alkatiri 

position that the international judges have imprc 
and quantity of judicial decision making 

is that the judicial system has slowed to a crawl 
of the international judges have made no effort: 
the people whose cases they are deciding. The 
the Timorese judges and other judicial officers 
\"probationers 

confidence in the legal system. International as 
judicial system should concentrate on helping tr 
judges and other officers to do their jobs 

them that they lack the capacity to do so 
judicial system under the new mission should nı 
to judges and other officials from Lusophone co 


12. (SBU) The relationship between the new mi 
international \"commission of inquiry\" into violet 
East Timor since April 28 

these entities to possible follow-up mechanisms 
accountability for serious crimes committed in 1 
discussed in septel. 


Column 3 
Disarmament 


13. (SBU) In light of the proliferation of weapon: 
recalcitrance of the various armed groups 
(many of whom are ex-independence fighters w 
with the armed forces (FDTL) during the recent 
dissident members of the security forces 
increasingly unlikely that GOET will be able to n 
necessary disarmament program alone. Althou 
forces currently on the ground have recovered г 
weapons possessed by police officers and \"civ 
efforts have been confined primarily to Dili 

are believed to remain hidden in Dili and elsewr 
complete disarming of dissident and pro-govern 
be along process. A program to accomplish th 
not only disarmament but also mechanisms to € 
of these groups are effectively demobilized and 
into civilian life. 


14. (C) During a meeting with EmbOffs today 
Minister Ramos-Horta agreed that a disarmame 
and reinsertion (DDR) program would be a usef 
follow-on mission. He discussed the possibility 
exchanges whereby weapons could be traded f 
agricultural tools 

disarmament program was long overdue in Eas 
population had never been effectively disarmed 
guerrilla weapons. The Minister also highlighte« 
point that 

confident enough in their physical security to ha 
weapons 

present throughout the country and must work t 
sense of community security. 


Military/Defense Advisors 
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15. (C) There have been productive discussion: 
President 

commander General Taur Matan Ruak regardir 
restructuring of FDTL. During a meeting with E 
Minister Ramos-Horta stated that he felt the sizi 
military should be reduced. The Government h; 
steps in this regard by recently adding line item: 
that would provide housing and pensions for vet 
FDTL soldiers are former guerrilla fighters who 
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retirement age 

FDTL can be effectively demobilized through su 
Although no decisions have been made 
previous initiative that would enhance FDTL\'s c 
as a maritime security force 

respect to land border security 

into two specially trained battalions 

battalion and an army corps of engineers. Suct 
would transform the current conventional infanti 
specialized units that would perform productive 
the country and provide noncombatant assistan 
such as natural disasters. In light of these posit 
initiatives 

include a small unit of military/defense advisors 
officers providing police training 

taken to select military/defense advisors with hit 
standards 

the military 

REES 


68410 

68411 

Radio 10 AM 710 covered the meeting between 
Gutierrez and the six Argentine young political lt 
travel to the US on an exchange program. 


2. OPINION PIECES AND KEY STORIES 
- VBushV's war power is limited V 


Hugo Alconada Mon 

daily-of-record V'La Nacion 

having confirmed the best news of recent montt 
in its daily battle over Iraq 

suffered a new and harsh recoil. 


V Yesterday 

package 

first time 

Presidents powers to draft 


V... The boundary established by the US Senat 
but it is a clear parallel to the limits imposed dec 
White House during the turn of the Vietnam W 


- V The IMF is accused of avoiding responsibility 


Martin Kanenguiser 

Nacion 

group of experts hired by the IMF issued their fii 
They stated that the IMF avoided assuming its r 
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2001-02 Argentine crisis... 


VA panel of experts that reviewed the IMF Indet 
OfficeYs performance stated that there was info 
in the Argentine case and that Washington auth 
provide enough cooperation to get an accurate 
necessary time.\" 


- VCrossed accusations at the IMF over its role 
crisis\" 


Ismael Bermudez 
(06/16) \"The IMF Board publicly disputes the rc 
2001 Argentine crisis. 


\"While there has been controversy for a long til 
not been publicly commented on by IMF author 
were unable to ignore the situation. The basis o 
comes from a report issued by a panel of exper 
IMF itself) about the work done by the Indepenc 
(IEO). 


\"This report included strong criticism of the IEC 
report 

disapproved of the IEO\'s work in Argentina by | 
evaluated the IMF\'s role in the process leading 
convertibility system.\" 


- \"The signs of a lie can already be detected" 


David Cufre 

writes (06/16) \"The IMF manipulated informatic 
fundamental data about its negotiations with Dc 
led independent evaluators to mistakes. 


\"These were the conclusions of a new group of 
hired by the IMF to judge its performance. The ‹ 
yesterday on the IMF Website. The report is hig 
asserts that in evaluations of the IMF\'s perform 
Argentine crisis 

exaggerated while the equally serious mistakes 
disguised. 


\"In regards to the performance of the Independ 
(IEO) 

explained that it passively accepted the IMF sta 
to the extreme 

direction...\" 


- VOne thousand and one mistakes\" 
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Marcelo Cantelmi 

(06/16) \"The Palestinian territories are in the m 
which they are not solely to blame. The combin: 
interests 

explain the lack of a State that fully represents t 
entity... 


\"All players have been wrong 
moderate Palestinian administration 
arrival of extremist Hamas to power... 


\"The economic siege to which the Palestinians 
have African features. It will hardly serve to moc 
it is rather an incentive to hatred.\" 


3. EDITORIALS 
- VMercosur is under debate\" 


An editorial in conservative \"La Prensa\" reads 
foreign ministerial summit hopes to reach deals 
strengthened regional integration 

crucial international trade negotiations. One of t 
to advance in is the decision to lead joint negoti. 
institutions; other important issues include drafti 
for the FTAA and a deal with the EU... 


\"In the past 
association with the US over that of Mercosur. 


Y... The impact of any trade or investment treat! 
general conditions of such a deal 
policy and expertise of every negotiating party.V 


To see more Buenos Aires reporting 
at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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of UN conferences and summits in the first prec 
paragraph. This crosses the US redline concer 
reaffirmation of the Durbin racism conference 
womenWs conference 

holding out for reaffirmation of the 'developmer 
objectives\" of the conferences 

summit. 
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-- Monitoring: This issue appears in several pla 
the G-77 is attempting to create new monitoring 
within the UN. All other delegations are resistin 
The fault lines are whether G-77 as well as dor 
commitments should be monitored 

involvement 

needed. 


-- Power of the G-77 in the Bretton Woods Instil 
is attempting to move beyond the summit langu 
\"effective measures\" in this regard. All other d 
are resisting strongly. 


-- Duty free market access for least developed « 
G-77 is trying to remove the \"work towards\" ca 
JUSCANZ are resisting. US has offered \"comr 
to duty free access\" as a compromise 


--Reaffirmation of Beijing Declaration - US is isc 
insisting on a direct quote of the summit langua 
proponents of stronger language are the EU an 


-- Climate change - US is in a centrist position k 
and CANZ. Most interesting dynamic here is C; 
in position from the summit (they can no longer 
references to the Kyoto Protocol) as a result of : 
in government. G-77 has entered the debate la 
request for a spoiler reference to V'special and c 
treatment. V 


-- Agricultural development - G-77 is trying to ar 
language to remove any responsibility by the de 
countries to do anything in this area and place e 
responsibility on the \"international community.V 
are resisting. 


-- Strengthening the role of the General Аззет! 
introduced language from GA resolution 57/270 
attempts by the G-77 to import language from tl 
rather than the summit outcome document into 
calling for strengthening the role of the GA in cc 
follow-up. All others are resisting 

out that the paragraph in 57/270B was followed 
measures to accomplish this strengthening 
already been accomplished. US and others are 
summit language on V'the central position of the 
alternative. 


--UNCTAD - G-77 is insisting on quoting para 2 
on the role of UNCTAD. US and others are res 
that there is no mention of UNCTAD in the outc 
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This is an area where we might have some flexi 


--System wide coherence and the High-Level Р: 
proposal supported by the US is being rejected 


--Corporate environmental and social responsik 
supported gently by JUSCANZ 

references. US 

formulation of \"corporate responsibility and acc 


Negotiation dynamics 


3. (c) This negotiation has moved by fits and st 
has proceeded in a highly unusual way. The ty 
in recent days has been to make rapid progress 
morning 

difficult issues 

following G-77 coordination meetings at lunchtit 
negotiation freezes in place as the G-77 stonew 
remaining issues for the rest of the day. Afternc 
have also occasionally included either India or C 
replacing South Africa as the G-77 spokesperst 
Africa remained in the room. China and Venezu 
increasingly attending the informals. Issues tha 
normally easily resolved or which have obvious 
the facilitator\'s point of view (and ours) remain 
locked. The facilitator has told us that V'there ai 
and issues beyond what is present in the room! 
judgment is that remaining issues could be reac 
through use of agreed language if the political w 
were present. Interestingly 

been called upon to replace the facilitator. On t 
atleast 15 EU members are now sending repre 
to support/monitor the negotiations 

attendees at the negotiationsY midpoint. Repres 
countries in EU accession negotiations have als 
appear. 


Next steps 


4. (u) The process now reverts to the control of 
Co-chairs 

expect negotiations to resume in some format 3 
next week 

the summer ECOSCC session. Many delegatio 
desire to complete the (frozen in place) ECOSC 
resolution before the summer session starts on 
that appears increasingly unrealistic with each c 
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program 

basics of banking 

manage abank. Since 2001 

Smile Venezuela 

cleft palate. During 2005 
volunteered in community activities. 


3. (U) As an example of competitive and innov: 
activities 

Citibank organized courses in entrepreneurship 
leadership 

balance sheet management for micro enterprise 
training helped entrepreneurs who were genera 
start-up phases of their businesses. Citibank th 
many Venezuelan entrepreneurs to start up thei 
2006 

assistance through volunteers to micro enterpri: 
Citibank bestowed its Global Micro Entrepreneu 
the most successful micro enterprises in Venez 
Caracas and 5 from the Provinces. Citibank co 
significant resources to the creation of such ent 
which are crucial to generating new jobs for Ver 
improving the quality of life in their communities 


4. (U) As a good Corporate Citizen 

complies with Venezuelan and U.S. laws 
respect to anti-money laundering and transpare 
the Chavez Administration imposed increasing ı 
banking sector 

Citibank has adapted its business to the new re 
including implementing new compulsory loan ce 
mandated by law at preferential interest rates. | 
challenging environment 

investment product 

the \"2005 Deal of the Year\" in derivatives. Thi 
derivative for local currency sovereign bonds tre 
currency default risk to investors 

institutions to better manage their exposure. Ci 
strong relationships with its labor unions and 
feedback from its employees through annual sí 
continuously improves internal processes and p 


5. (U) Ata time when the Venezuelan governm 
free enterprise writ large as the primary means 
development 

believe that recognizing Citibank\'s achievemen 
steadfast commitment to corporate social respc 
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corporate excellence in Venezuela would be esı 
meaningful. While the Government is intention: 
to sour relations with the United States -- which 
some U.S. companies keep a low-profile -- Citik 
to stand up and be counted. 

WHITAKER 
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had met personally with Thomas to discuss Ade 
reinstatement. He noted that Thomas had crea 
position within his office so that he could keep а 
on Adams 

not be allowed back on the street. Adams has ( 
left before retirement and about three months м 
year 

Adams to retire a year early. 


3. (C) Following the CMU officersY indictments 
visas were canceled pursuant to INA 214(b) anc 
212 (а)(2)(А)(1)(1) - crime involving moral turpitt 
and C). On June 13 

acquitted along with Adams (Lenford Gordon 
Shayne Lyons and Roderick Collier) arrived at tl 
Section to inquire about their visas. Fraud Off € 
that their visas had been revoked because they 
determined to be V'ineligible to travel\" 
ineligibility was not permanent and they were eli 


reapply. 


4. (C) The media quickly picked up on the issue 
following day 

VVisas Revoked - U.S. 

Kraal murders\". The article reported that Adan 
go to the Embassy to inquire about his U.S. міѕг 
following day. As promised 

Consular Section and was met by the RSO and 
basement parking area. RSO informed Adams 
in fact been revoked and asked if Adams had h 
him so that his U.S. visa could be physically car 
Adams replied that he did not have his passpor 
consequently 

physically canceled. RSO also informed Adam: 
appeal the USG\'s decision to revoke his visa if 
desired. On June 16 

not appeal the revocation. He said he had visite 
only once in the previous 25 years 

\"very unimportant\" to him. 


5. (C) COMMENT: Despite a history of involven 
(including Crawle) that gave every appearance ı 
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extrajudicial killings 

acquitted. Blair and others with intimate knowle 
Crawle investigation have told us in no uncertail 
there was an abundance of evidence that Adarr 
murdered the individuals at Crawle - regardless 
jury found. Adams enjoys a formidable reputati 
Jamaica\'s crime weary population as somethin 
no-nonsense supercop and there is a fair amou 
support to unleash him against the country\'s vit 
criminals. He is also alleged to be close to elen 
governing Peoples National Party 

due by late 2007 (but which may occur within th 
months) 

JCF that find themselves vulnerable on the crim 
Right now 

be returned to the street action and the spotligh 
craves. END COMMENT. 
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development 

furniture and garment industries and run the ind 
public/private partnership. (Note: Private capit: 
probably stayed away because there is little hor 
profit from manufacturing furniture and garment 
The country has some of the highest wages in 
would have to import the necessary raw materiz 
industries (lumber and fabric). End Note.) 


3. (C) Mottley easily dominates any gathering w 
commanding physical presence 

speech delivered in a distinctive contralto voice. 
demonstrated her leadership skills when she qu 
the police and military to restore order after inm 
and burned down the countryVs only prison in M 
Mottley was the youngest ever lawyer in Barbac 
the rank of Queen\'s Counsel 

of the ruling Barbados Labour Party for over a d 
competence has given way to arrogance at time 
been known to walk out of negotiations and ass 
of subjects in which she has little expertise 
business and economic policy. Many observers 
Arthur\'s decision to move her from Attorney Ge 
Minister of Economic Development in the Febru 
shuffle as a way to round out her skills in prepai 
run for Prime Minister. 
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4. (С) Asa small 

currency and minimal exports 

deficit and a foreign exchange problem. Rising 
living coupled with easier access to credit have 
demand for imports 

own economic success. Except for a financial c 
early 1990\'s 

exchange from tourism 

to maintain its reserves at a sustainable level. ( 
to right this trade imbalance had previously focı 
encouraging exports through private investment 
\"Mottleynomics\" of state investment in manufa 
drive up the country's already-high debt while c 
more inefficient state-run albatrosses similar to 
industry. 


5. (SBU) As Ministers tend to do when attendin 
in Barbados 

speech 

indirectly rebutted her assertions by focusing or 
for private investment and for the country to pro 
has a competitive advantage in producing. Mic 
professor at the University of the West Indies 
direct criticism of Mottleynomics. Arguing that f 
and garments are the \"way of the past 
Barbados could not compete with Trinidad in mi 
HowardVs remark drew titters of knowing laught 
assembled audience of business leaders. 


6. (C) Mottley was a relatively competent if diso! 
Attorney General 

Minister of Economic Development. Lacking ex 
training in business and economics 

consult with business leaders in Barbados and I 
embraced discredited statist import substitution 
The obvious divergence in approach between tl 
Minister/Minister of Economic Development anc 
Arthur 

Because it seems highly improbable that Mottle 
the PM 
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investment in the furniture and garment industri 
backward-looking proposal is likely to be short-l 
KRAMER 
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&essential8 it will not be &indefinite.8 Additiona 
fully functioning and capable ISF will allow Iraq ! 
ownership of both its domestic and foreign affai 
Regarding DFI/IAMB 

changed8 and that &it was time to put an end tc 
of IAMB 

Council to decide. 


Iraqi Foreign Minister Zebari 
On the International Compact 


3. (U) In both public and private UNSC session 
provided a participatory framework for an Intern 
Compact 

and regional neighbors to build international sur 
also noted that Iraq was 

which requires the international community to in 
shared responsibility. Because of this 
Compact would be necessary and appropriate. ` 
support for such an initiative 

discussed it with EU foreign ministers and that t 
receptive. The UK and Tanzania also voiced st 
Compact in their remarks. 


4. (U) Zebari 

security and economic assistance efforts in Iraq 
outset 

developments (e.g. Zarqawi and the recent min 
appointments) and cited the continued challeng 
achieving domestic reconciliation and economic 
Zebari called for an increased UNAMI role in Iré 
&maximum capacity 

to &engage fully in Iraq only encourages the ins 
Furthermore 

constitutional process 

assistance 

statements 

pledges from Madrid and Amman. Drawing оп | 
\"internationalization\" theme 

upon reconciliation conference 

and the Arab League in August (Note: This was 
from an original date of June 21-22. End Note.). 
other speakers supported an Arab League role 
(who had requested an Arab League reference 
statement) as well as by Denmark 
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Human Rights Concerns 


5. (U) Numerous speakers voiced concern over 
issues 
Congo 
Secretary General Angela Kane tied human rigt 


SIPDIS 

security challenges and sectarianism 

problem of displaced persons. She stated that: 
total of &approximately 1.3 million IDP 

Without mentioning specific incidents 
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Iraqi Security Forces (ISF) and MNF-I have a &| 
responsibility to act in full accordance with interi 
human rights and humanitarian law.8 Furtherm 
upon the ISF and MNF-I to ensure &full 
effective investigations of all such incidents8 of 
rights violations. To address the human rights : 
issues 

Independent National Human Rights Commissit 
Missing and Disappeared Persons. This initiativ 
supported by Congo. 


6. (U) There was unanimous support for a stron 
Iraq. Besides fulfilling the UN mandate as stipu 
UNSCR 1546 

strengthen its activities in reconstruction and de 
Additionally 

advise the UN on how it could best fulfill its mar 
UN again noted logistical and security concerns 
more difficult for them to fulfill their mandate. D 
called for an increased UN role 

uniquely contribute to the issue of national reco! 
Denmark also noted their recent authorization t 
UNAMI with a dedicated aircraft. The UNAMI rr 
reviewed this August. 


7. (U) The UK laid out seven areas for which the 
increase its role in Iraq 

promoting inclusiveness and a rejection of sect: 
supporting the Constitutional Review process; e 
effective relations between provinces and Bagh 
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successful provincial elections and electoral refi 
to deliver the rule of law and improved human ri 
increasing its reconstruction and development e 
promoting greater international support and coo 
donor contributions. 

BOLTON 
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technical assistance to the Government of Lebe 
investigations of the other 14 terror attacks com 
Lebanon since October 2004. During an open I 
Council on June 15 

to his most recent report to the UNSC in outlinir 
in the investigation but refusing to name any na 
Speaking after Brammertz 

thanked the Council for its support and praised 
his professionalism. Syrian Deputy Foreign Mir 
also praising the \"objectivity and professionalisı 
UNIIIC\'s latest report 

characterized Syrian cooperation with the Comr 
satisfactory and warned that \"certain parties\" v 
exploit the UNIIIC\'s efforts to pressure Syria. 


2. (SBU) During closed consultations of the Cot 
the open briefing 

the Commission but split on the issues of Syriar 
and expanding technical assistance to the other 
While suggesting it is more realistic to expect th 
investigation to conclude after one year rather tl 
months 

register \"significant progress\" by September 21 
averred that 5-10 additional staff members wou 
sufficient to provide the Lebanese expanded tec 
assistance on the other 14 attacks. During a bil 
meeting with Ambassador Sanders 

that the tribunal could only be established once 
Commission concludes its investigation and not 
tribunal\'s prosecutor could continue the investic 


Open Briefing Contains Few Surprises 


3. (U) During the open briefing to the Council 

delivered remarks that hewed closely to his rece 
contained no surprises. He outlined progress o 
forensics investigation into the Hariri assassinat 
concluded that the attack had been a targeted e 
Brammertz reiterated that Syrian cooperation w 
had been V'generally satisfactory." While argui 
links in intent and modus operandi between the 
and the other 14 attacks in Lebanon since Octo 
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Brammertz admitted that he could not yet point 
evidentiary links. Warning that \"no progress\" \ 
in these inquiries without increased internationa 
he argued that the Commission should adopt \": 
role\" in extending technical assistance to the G 
Brammertz acknowledged the high expectation: 
the UNIIIC investigation and promised that the ( 
would focus in the months ahead on identifying 
perpetrators behind the Hariri attack. 


4. (U) Speaking after Brammertz 
Secretary-General Boutros Assaker thanked the 


SIPDIS 

support in the Hariri investigation and praised tr 
Commissioner for his professionalism and seria 
Assaker expressed hope that UNIIIC assistance 
the GOL to determine responsibility for the othe 
as well. He \"noted with interest" how the UNIII 
characterized cooperation from \"relevant partie 
the report 

cooperation.\" Assaker praised current consulté 
the GOL and the UN Secretariat to draft an agre 
establishing the tribunal 

with concern and anticipation.\" 


5. (U) Syrian Deputy Foreign Minister Faysal Mt 
asked to address the Council after learning that 
made the same request 

professionalism\" of the UNIIIC report. He obse 
report deemed Syrian cooperation with the Cor 
satisfactory 

future requests made by the UNIIIC. Mekdad w 
\"certain parties 

exploit the CommissionVs work by jumping to a 
conclusions in an effort to pressure the SARG. 

that the UNSCRs establishing the Commission 

cooperation from all member states -- not just S 
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he opined that UNIIIC should continue to operat 
confidential manner and take the time it needs t 


SIPDIS 
investigation to the next stage. 


Member States All Support UNIIIC 
But Split on Expanded Mandate and Syria 
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6. (SBU) During closed consultations 
expressed support for an extension of UNIIIC\'s 
delegations characterized Brammertz\'s report г 
the Council as professional and detailed. Qatar 
hope that the Commission\'s next report would ‹ 
conclusions about responsibility for Hariri\'s ass 
Russia argued that the tribunal established to tr 
responsible for this crime should be based on b 
and international law 

should have as much Lebanese participation as 
Japan asked whether the Commission would be 
its investigation within one year 

CommissionVs functions would change once the 
established. 


7. (SBU) Council members offered divergent as 
Syrian cooperation with the UNIIIC. Ambassad 
drawing from ref B 

responses to the Commission\'s questions in all 
not just some. The UK 

in insisting that Syria \"fully and unconditionally\' 
with the Commission. Surprisingly 

Syria\'s cooperation had become \"more satisfa 
encouraged the SARG to \"fully cooperate\" witt 
Russia 

with the UNIIIC as \"positive 

that Syria\'s cooperation would continue. 


8. (SBU) Similar divisions were apparent in the 
the issue of whether the UNIIIC should expand 
assistance to the GOL in its investigations into t 
terror attacks committed in Lebanon since Octo 
France and Denmark joined the U.S. in support 
CommissionVs intent to provide expanded techr 
While Qatar and Argentina also expressed sup 
continued technical assistance 

additional aid the Commission planned to grant 
Russia and Japan argued that the priority of the 
efforts should be the Hariri assassination 

said they expected Lebanon to strengthen its ov 
largely on its own. Even the UK observed that 
UNSCR 1644\'s authorization for technical assis 
applied and that resources should mainly go tov 
Hariri investigation. 


Brammertz Slightly More 
Forthcoming in Private 


9. (SBU) After member states delivered their int 
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during closed consultations 

detail on his timeline for progress in the investig 
While 

suggesting it is more realistic to expect the inve 
to conclude after one year than six months 
Commission would register \"significant progres 
-- including completion of forensic analysis and 
progress in analyzing the communications reco! 
received. On the issue of Syrian cooperation 
suggested his efforts to send the Syrians \"conc 
with \"realistic timetables\" had helped elicit ma» 
cooperation. He also mentioned that he holds t 
meetings with them every six to eight weeks to ı 
sides are communicating well. 


10. (SBU) On the issue of providing technical a: 
the other 14 cases 

extent of this expanded support by suggesting t 
not speaking of large numbers\" of additional sti 
suggested 5-10 additional staff members would 
with 2-3 focused on forensics 

investigations. Brammertz appealed to the Cou 
interpret \"technical assistance\" in the widest p 
to include the Commission conducting interview 
and extending its forensics capabilities to the О! 
evidence collected in the other 14 investigations 
bilateral meeting with Ambassador Sanders on 

Brammertz said a formal expansion of UNIIIC\'s 
it becomes necessary -- would have to await S\ 
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report on that issue per UNSCR 1644. He estin 
report might be ready by September 2006. 


11. (SBU) Brammertz declined to offer many m 
the transition from the the UNIIIC to the tribunal 
closed Council consultations -- except to say thi 
decisions had been made and the SYG would rı 
negotiations -- but he was more forthcoming du 
bilateral meeting with Ambassador Sanders. Di 
bilateral meeting 

could only be established once the Commissior 
its investigation. Noting that the UNIIIC has org 
work in a way that will enable a smooth handow 
prosecutor\'s office 

continue the investigation if the Commission ha: 
reached final conclusions. If the UNIIICYs тап 
eventually expanded to include the other 14 att: 
Commission concludes its work before those іп 
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complete 

discretion to continue those investigations or rei 
back to the GOL. 
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opposition 

Patria Roja party. While a lessening of Humala 
in Congress is to be welcomed 

type of horse-trading might have been involved 
the defectors to jump ship. END SUMMARY. 


2. (U) Torres Caro 

legislators-elect (Isaac Mekler 

Gonzalez) held a press conference on 6/12 to a 
the four were breaking with Humala and claime: 
future UPP congressmen would follow their leac 
that the UPP presidential candidate had betraye 
\"nationalist\" project with the post-election annc 
that the Humalistas would form a Peruvian Nati 
Democratic Front (FNDP) with elements of the ` 
as the Peruvian Communist Party - Patria Roja 
to launch a V'policy of radical opposition affectin 
governability.\" Torres Caro singled out the V'ex 
influence of leftists in Humala\'s organization 
First Vice President candidate Gonzalo Garcia : 
long-time friend 

Carlos Tapia. He also criticized Humala\'s \"aut 
and \"anti-democratic\" nature 

had proposed the FNDP without consulting with 
officials. 


3. (U) Ollanta Humala was in Bolivia when Torr 
announced his separation from the movement 
returning on 6/13 blasted his former running me 
him as a traitor who had put himself permanent 
nationalist project." Humala 

for the three congressmen-elect accompanying 
return to the fold. Torres Caro fired back 
Humalistas of threatening the members of UPP 
legislative bloc to keep them from joining Torres 
movement. 


4. (U) Later that day Humala signalled that he 
a new gentler posture vis-a-vis the incoming adi 
of APRA party leader Alan Garcia: accepting G 
to meet together; promising a \"constructive opr 
would work towards lowering the cost of petrole 
revise the Economic chapter of the 1993 Const 
pass legislation to prevent legislators from leavi 
parties that elected them to Congress; and dem 
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held talks with Patria Roja. That evening he me 
UPP leadership and most of that party\'s legisla 
announcing afterwards that the remaining 41 cc 
would remain loyal to his movement. That num 
42 on 6/15 when Isaac Mekler announced that | 
the UPP bloc 

that the feared alliance with the far left was \"off 
agenda.\" 


5. (C) COMMENT: It is not surprising that the 
congressional bloc has begun to shed member: 
Humala\'s defeat 

legislative slate was assembled from myriad po 
and opportunists. We have heard from several 
APRA representatives have been lobbying UPP 
to leave the Humalista movement 

General Jorge del Castillo as much as admitted 
in this activity during a 6/6 meeting with the Aml 
The week before Torres Caro\'s announcement 
(and congressman-elect) Aldo Estrada had war 
leave the movement out of pique over HumalaV 
consult on the FNDP formation 

after consultations with Humala and other UPP 

While a lessening of the HumalistasV influence 

to be welcomed 

horse-trading was involved in encouraging the c 
jump ship. END COMMENT. 
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for this purpose is still under discussion. End S 


CHAIRMANSHIP 


3. (C) Throughout discussions in early June 
African members of the PBC asserted that the f 
should be from Africa 

post-conflict situations in that region. Egypt lobl 
heavily to be selected 

Group. In the face of stiff opposition from seve! 
including the U.S. 

subsequently put forward the Permanent Repre 
Angola 

acclamation as chairman of the PBC. 


COUNTRY-SPECIFIC FORMAT 


4. (SBU) The main work of the PBC will be dont 
country-specific formats. The PBC Organizatioi 
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will choose two or three countries to focus on fir 
Burundi and Sierra Leone have both written to t 
President asking to be placed on the PBC agen 
these countries are currently on the Security Co 
agenda 

countries. We expect the SC President to get tl 
ofthe SC members in the coming week for that 
Timor 

possibilities for the PBC\'s agenda in future. Ur 
instructed otherwise 

the SC or PBC to putting Burundi and Sierra Le 
agenda. 


FUNCTIONING OF THE PBC 


5. (C) The creation of the PBC affords an oppor 


improve upon the UNVs usual working methods 
with other like-minded countries to ensure that t 
be innovative and flexible in its rules and procec 
bulk of the PBC\'s work will take place in the 
country-specific formats 

committee. USUN believes the PBC will functic 
provides a venue for experts from the field -- su 
Ministers from the target country; UN resident c 
or Special Representatives of the Secretary Gei 
ambassadors 

to the target country; field representatives or de 
from the World Bank and other IFIs 

exchange information and views on the best wa 
This would prevent the tendency of some NY-b: 
view everything through the prism of north-soutl 
is more likely to lead to well-informed гесотте 
the PBC that donors can support. 


6. (SBU) The rules of procedure are still under 
with the aim of agreeing on at least minimual Pr 
Rules before June 23. Major points to be discu: 
how often the PBC will meet; whether meetings 
closed; how the agenda of the PBC will be set; | 
chair will serve; what the chair\'s functions will b 
role of IFls 

of the PBC\'s advice 

work to keep the rules as light and flexible as p: 
with the option of adjusting to circumstances as 


VICE-CHAIRS 


7. (C) The ambassadors of El Salvator and Nor 
themselves forward as the two Vice Chairs. No 
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voiced opposition to these candidates 

asked for more time to consider the question be 
agreeing 

will be asked each to chair a country-specific foi 
more countries are added to the PBC agenda ir 
option is open to choose more vice-chairs 

Asia or Eastern Europe (the two regional group: 
represented in the PBC\'s bureau). 


NEXT MEETING 


8. (SBU) The next informal consultation among 
will take place on Tuesday 

Chairs 

country-specific focus. 


GUIDANCE REQUESTED 


9. (SBU) Mission would appreciate Department 
concurrence with Burundi and Sierra Leone as 1 
countries to be on the PBC agenda. 
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for this purpose is still under discussion. End S 


CHAIRMANSHIP 


3. (C) Throughout discussions in early June 
African members of the PBC asserted that the f 
should be from Africa 

post-conflict situations in that region. Egypt lobl 
heavily to be selected 

Group. In the face of stiff opposition from seve! 
including the U.S. 

subsequently put forward the Permanent Repre 
Angola 

acclamation as chairman of the PBC. 


COUNTRY-SPECIFIC FORMAT 


4. (SBU) The main work of the PBC will be dont 
country-specific formats. The PBC Organizatioi 
will choose two or three countries to focus on fir 
Burundi and Sierra Leone have both written to t 
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President asking to be placed on the PBC agen 
these countries are currently on the Security Co 
agenda 

countries. We expect the SC President to get tl 
ofthe SC members in the coming week for that 
Timor 

possibilities for the PBC\'s agenda in future. 


FUNCTIONING OF THE PBC 


5. (C) The creation of the PBC affords an oppor 
improve upon the UNVs usual working methods 
with other like-minded countries to ensure that t 
be innovative and flexible in its rules and procec 


bulk of the PBC\'s work will take place in the 
country-specific formats 

committee. USUN believes the PBC will functic 
provides a venue for experts from the field -- su 
Ministers from the target country; UN resident c 
or Special Representatives of the Secretary Gei 
ambassadors 

to the target country; field representatives or de 
from the World Bank and other IFIs 

exchange information and views on the best wa 
This would prevent the tendency of some NY-b: 
view everything through the prism of north-soutl 
is more likely to lead to well-informed recomme! 
the PBC that donors can support. 


6. (SBU) The rules of procedure are still under 
with the aim of agreeing on at least minimual Pr 
Rules before June 23. Major points to be discu: 
how often the PBC will meet; whether meetings 
closed; how the agenda of the PBC will be set; | 
chair will serve; what the chair\'s functions will b 
role of IFls 

of the PBC\'s advice 

work to keep the rules as light and flexible as px 
with the option of adjusting to circumstances as 


VICE-CHAIRS 


7. (C) The ambassadors of El Salvator and Nor 
themselves forward as the two Vice Chairs. No 
voiced opposition to these candidates 

asked for more time to consider the question be 
agreeing 

will be asked each to chair a country-specific foi 
more countries are added to the PBC agenda ir 
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option is open to choose more vice-chairs 

Asia or Eastern Europe (the two regional group: 
represented in the PBC\'s bureau). 


NEXT MEETING 


8. (SBU) The next informal consultation among 
will take place on Tuesday 

Chairs 

country-specific focus. 


GUIDANCE REQUESTED 


9. (SBU) Mission would appreciate Department 
Burundi and Sierra Leone as the first two count 
the PBC agenda. 


BOLTON 
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extensive agenda with Mexico 

public 

closely for signals of the USG attitude towards t 
message to be one of confidence in Mexican ar 
institutions. With that in mind 

president-elect to visit Crawford sometime betw 
earlier the better 

between officials of the two governments. We: 
schedule of visits 

(obviously we have not yet discussed this with tl 


July - Secretaries of Treasury and Commerce (j 
August - SECDEF; 

September - U/S for Political Affairs and A/S foi 
and USNORTHCOM for the annual independer 
October - Border tour for new GOM officials 
Chertoff if possible; 

November - Law enforcement summit (see refte 
December - Inaugural delegation which we recc 
Lady. 


Rethinking Bilateral Institutions: Binational Corr 


4. (С) If senior U.S. leadership comes away fror 
asking 

substantive? that may be a clue. The BNC is. 
not reflect the modern U.S.-Mexico relationship. 
dynamic 
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search together for new ways to grapple with dit 
border violence. The BNC 

characterized by the ennui of bureaucrats trying 


5. (C) Launched in 1981 at a time when Mexico 
probably to create the appearance of constructi' 
actually having too much 

(not to mention the staff work that goes into it). 

discussion of timely topics 

which self-congratulation has replaced problem 
less return on the public diplomacy investment. 
deliverables is yielding increasingly trivial and sí 
silly finds. Instead of symbolizing the strong an: 
the U.S. and Mexico 

failure to achieve \"breakthroughs.\" Good drat 
that BNC fact sheets and press releases tend tc 
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governments reconfirm their commitment to...\" 


6. (C) The only argument for not giving the BNC 
doing so will generate stories alleging problems 
relationship. This can be minimized by preparir 
relying on the facts. There has been a rapid ad 
technology since 1981. The BNC predates bott 
Mexican senior officials talk and meet regularly 
bilateral agenda 

quarter-century ago 

counterparts met face-to-face to work out our bi 
concerns. Today it is just one more meeting in 
visits and conversations that now include not ju: 
state and local as well. In effect 

close for a \"same time next year" relationship. 


7. (C) There may be some in the GOM who will 
(just as there are some whose ideas of bilateral 
the 19th Century). That is no reason to keep dc 
decision to retire the BNC with the coming of a i 
and stressing that the BNC is inappropriate to tl 
relationship reflected by the SPP 

positive. We do not 

of our closest allies). In any case 

deservedly forgotten. 


8. (C) Some 

suggested that an SPP-based trilateral mechan 
replacement for the BNC. This might be popul: 
we do not recommend it. It would simply trilater 
of the BNC without bringing any apparent benef 
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should happen 

events and necessity 

calendar of proposed meetings to the incoming 
the first year of the administration we may be at 
engagement without committing to a six-year se 


Senior Law Enforcement Plenary and Bilateral | 


9. (C) The SLEP 

as the parent (just as the BIWG reflects the we: 
U.S. and Mexico law enforcement cooperation I 
in the last few years. It needs to accelerate eve 
enforcement contacts are intense and daily at tl 
in Mexico City and at the border. When more s 
weigh in 

meetings between our Attorneys General or our 
Security and Government 

officials 

every six months to exchange PowerPoint pres: 


10. (C) Because they have a lower profile than : 
do not create and disappoint public expectation 
considerable amounts of energy on both sides. 

sometimes serve the worst instincts of some in 
law enforcement concerns into a low energy \"té 
such as SRE that are less disposed to innovativ 
have a chance to apply the brakes. When we м 
we typically turn to ad hoc meetings focused on 
do with most other countries. Helping the GOM 
cooperation centrally 

necessarily in our interests 

cooperation with the states. We may wish to cc 
meetings semi-annually 

interdiction issues of interest to both countries. 


Inter-Parliamentary Group 


11. (C) The IPG belongs to the legislatures 
Branches. We mention it here not because it w 
to meddle with it 

recognition. To the extent that we are asked to 
(e.g. 

mechanisms available to inform Mexican legisle 
variety of topics. It also serves as something of 
allowing Mexican legislators to tell the press tha 
the ears of their U.S. counterparts about this or 
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immigration). Of course 

The real utility is that Mexican legislators 
political parties 

we talk of rising U.S. concern over issues such 
illegal immigration. This is also a possible targe 
\"trilateralization\" by inviting Canadian legislatoı 
s to observe. 


12. (C) The Border Governor\'s Conference 
Conference 

providing opportunities to air important concern: 
Border Legislators\' Conference is sponsored b 
get no direct support from the USG or GOM. W 
states\' activities 

these conferences in order to provide some cor 
meetings and follow-up on the useful ideas that 


Joint Staff and Political-Military Talks 


13. (C) DOD and USNORTHCOM have done ai 
Mexican Secretariats of National Defense (SED 
in annual Joint Staff talks. These talks have stc 
reflecting the caution of the Mexican services (€ 
need to continue to be patient as the Mexicans\ 
engage on issues of greater substance builds. 


14. (C) As a complement to this effort 

Mexico to engage in pol-mil talks. Like many Li 
Mexico lacks a strong civilian component to its 1 
apparatus. This leaves us with no one else to ti 
military does not want to engage on an issue ar 
state of play when the military and civilians play 
us. Mexico recently agreed to pol-mil talks with 
scheduled for September 2006) 

experience. Annual pol-mil talks would not be e 
Although that is directly counter to our recomme 
such as the BNC 

just beginning to flower. The Mexican military 
structure and predictability 

medicine in this case. Again 

\"observers\" might help int 

egrate this into an SPP-framework. 


Border Liaison Mechanisms 


15. (C) If we did not have BLMs we would have 
remain after more than ten years a less than ful 
to cross-border problem solving. Perhaps BLN 
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success. The fact that there are so many issue 
causes some to feel that they are not getting su 
considerable time they have to invest in the me 
properly tracking the issues raised in the BLMs 
it needs to be 

for 


16. (C) Part of the solution 

pursuing 

course has resource implications for the consul 
to organize and chair half a dozen subgroups 
other agencies involved in the BLMs are going t 
roles on their issues. SRE periodically raises its 
\"revitalizing\" the BLMs. Assuming that interes 
we would like to join with the border post princip 
engage SRE in a serious discussion of what wc 
view towards putting more energy and accounte 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 
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(http://www.starbucks.com/aboutus/Company_f 
devoted to Corporate Social Responsibility. The 
\"Corporate Social Responsibility Annual Report 
the firm\'s projects in great detail. It can be revi 
http://www.starbucks.com/aboutus/csrannualrey 
take advantage of their ability to expose hundre 
of people a day to their corporate responsibility 
than 7 

implementing new purchasing and technology a 
within Costa Rica that have changed the lives o 
coffee growers. Both programs demonstrate Si 
corporate citizenship 

policies 

capabilities of Costa Rican coffee growers 
coffee-producing partner. 


The Starbucks Story 


2. Producing coffee beans 

the world 

However 

impoverishing farmers and creating incentives f 
suppliers to cut costs at the expense of the envi 
the 1990s 

were willing to pay farmers 
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prices were at their lowest levels in 100 years. : 
implemented two main programs to assist farmı 
coffee prices: the Starbucks Coffee Agronomy ( 
Support Center 

Equity (C.A.F.E.) Practices. Due to Starbuck\'s 
position 

steering market decisions towards more sustair 
practices 

Rica. 

C.A.F.E. Practices Implemented 


3. The C.A.F.E. Practices aim to create a suste 
coffee farmers and their communities. Significz 
the result of a collaborative effort between coffe 
Starbucks. In 2001 

International (Cl) 

applied their own experience and stakeholder fe 
coffee buying standards. To receive the C.A.F.E 
approval 

coffee farmers and suppliers participating in C./ 
must meet minimum requirements of coffee qué 
transparency. Next 

economic 

processing coffee. The criteria are rigorous 
independently verified 

coffee supply chain. Finally 

score high are offered preferred supplier status 
contracts and other economic incentives. 
C.A.F.E. Practices Benefit Local Communities 


4. Implementing C.A.F.E. Practices helps coffe 
іп and sustain their farms for the future. By pro: 
quality coffee 

have greater economic security 

farms and communities. Starbucks has witness 
benefit from C.A.F.E. Practices giving back to tl 
through projects such as health clinics and edut 
C.A.F.E. Practices have received global recogn 
2005 World Environment Center Gold Medal Av 
Corporate Achievement in Sustainable Develop 
Specialty Coffee Association\'s 2005 Sustainab 
C.A.F.E. Practices resulted in StarbuckVs invita’ 
UN Global Compact in 2004 

corporations 

worker rights and environmental sustainability. 
C.A.F.E. Practices served as a model for the gc 
created a national Sustainability Seal for local cı 
who use sustainable methods. 

Starbucks Educates and Supports Coffee Grow 
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5. The Starbucks coffee Agronomy Center 


provides coffee growers with local support. The 
team of experts in quality coffee production and 
practices. This team works closely with coffee 1 
suppliers in Central America 

farms to help build long-term mutually beneficia 
and help farmers improve the quality of their cot 
lessening environmental impact. Starbucks\'s r 
Rica allows them to engage directly with local s 
ongoing feedback and collaborate on business | 
help ensure local farms will be strengthened for 
Costa Rica over 11 

Practices program; the majority of these are sm 
members of a cooperative and all of them have 
of assistance from the Farmer Support Center. 


Starbucks Offers Affordable Credit and Looks t 


6. Starbucks also provides access to affordable 
Rican coffee farmers. This policy is invaluable ! 
must deal with the uncertainties of the upcomini 
yield as well as the uncertainties of the world mi 
coffee. Affordable credit helps farmers weather 
of the market to they can survive until market u| 
as provides farmers with the ability to borrow mi 
make technological improvements. Due to the : 
Rica Agronomy office 

expansion of the Agronomy Center model and f 
of C.A.F.E. Practices in other countries to spree 
best practices throughout industry. Since the pi 
depends on the worker and environmental stan 
countries 

Rican farmers as well. 


7. Comment: Post cannot think of another U.S 
served as a better ambassador in Costa Rica fc 
Americans hold dear. Starbucks has directly {γε 
lives of 11 

technological standards. The ACE would not be 
recognition for the good works they do 

Center awarded Starbucks their 2005 World En 
Medal for International Corporate Achievement 
Development http://www.wec.org/docs/web/200 
For the reasons described above 

nominate Starbucks for the Secretary\'s Corpor: 
the Multinational Enterprise (MNE) category. 
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to him about the future of the CAN. Uribe and L 
that they had to \"listen to Morales carefully. He 
talking to different audiences 

constituencies 

July 2 Constituent Assembly elections. Lula tok 
wanted to approach Morales pragmatically but E 
nationalization of Petrobras was costing him at | 
Political opponents were criticizing the conduct : 
foreign policy. Barco said she had told U/S Bur 
last visit to Washington that it was a good mom: 
U.S. to reach out to Brazil. Shannon commente: 
continued to be criticized in the press for his hai 
the Petrobras matter 

campaign poll numbers. 


8. (С) Shannon reviewed his meetings in Brazil 
Minister Amorim and Under Secretaries Patriot: 
The Brazilians had worked hard to contain the fi 
Petrobras nationalization but remained \"very uf 
expected more trouble. A key issue was the grt 
between Brazilian small landowners and the ind 
in Bolivia. The GOB was concerned that 

land reform process 

prejudiced. Shannon stressed that Brazilian inv 
Bolivia was strategic leverage and not economic 
motivated. Given what had happened with Petr 
Brazilians told him they planned to move ahead 
additional exploration to replace Bolivian gas by 
GOB\'s message to Bolivia would be that it coul 
between being linked to Brazil or not 

lose out if it opted to reduce ties to its largest ne 


9. (C) Shannon met with Amorim just after the F 
call with Chavez. Shannon said Amorim told Ct 
Brazil was \"out of patience\" and that meddling 
economy was damaging to Lula and Brazilian-V 
relations. Chavez\'s actions were presenting ar 
two countries competing for influence in the reg 
unhelpful to both. At the same time 

remained convinced that bringing Chavez into № 
give Brazil an opportunity to influence and temp 
Amorim 

Bolivia as a lost cause. 


10. (C) Barco agreed with Amorim\'s approach 1 
The GOC remained determined not to close the 
just yet. Her biggest problem was Bolivian offic 
returning phone calls. Shannon said the Brazili; 
authorities had recommended that foreign interl 
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directly to Morales. Barco noted that Morales а 
willing to engage his neighbors and had called f 
meeting on Andean commitments coming out o 
American Summit. Trade and Foreign Ministers 
June 13 in Ecuador and Presidents the followin 
reported that Peru still had not made up its minc 
attending; President Toledo wanted to send a п 
Shannon offered to follow up with Peru to encot 
attendance. 


11. (C) Shannon said Chavez had the same ap| 
CAN 

disorganizer.\" When operating in an organizec 
environment 

was disorganized 

rally crowds gave him the advantage. This is w 
Venezuela 

Shannon stressed that the U.S. message contir 
the institutions he was disrupting were importan 
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stability in the region. 


12. (C) Barco 

Uribe earlier in the week (he praised Uribe as a 
Vdeserving of respect\" despite their ideological 
differences) 

Foreign Minister Rodriguez was talking to Peru 
trying to mend fences 

less belligerence. Shannon said that Chavez w 
down and assessing the damage he had done t 
However 

and ultimately would not change his behavior. I 
U.S. had tried to establish a dialogue with Vene 
identifying four areas where cooperation might I 
- energy 

had invited Vice Minister for Foreign Affairs Mar 
Hernandez to Washington to convey his interes 
and four days after her return 

convoy was attacked. Brownfield had spoken t 
about a possible visit 

later that if A/S Shannon wanted to come 

he behaved in a respectful way. Shannon said 
continue to try to find ways to dialogue. Tensior 
people in the region uncomfortable. Barco agre 
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that confrontation distracts from the economic 3 
programs we need. 


13. (C) Barco continued that Chavez\'s conciliat 
toward Uribe are what he has been saying priva 
The GOC was also trying to maintain a dialogu 
to meet Rodriguez in the middle of June. Barcc 
would \"pick up\" on the four topics Shannon ide 
conversations with Rodriguez 

theme given plans to jointly build an oil pipeline. 
remained convinced that projects like this could 
things together.\" Barco underscored that main 
Colombian-Venezuelan commercial relationship 
Colombia\'s economy. Chavez knows our \"Act 
disruption in that trade 


14. (C) Barco asked Shannon for his views on ( 
had invited President Bachelet to visit Bogota bı 
far been unresponsive. Shannon said Bachelet 
President Bush on June 8. The U.S. would try t 
everything to make the visit a success. He ackı 
discussions with Chilean officials on the Venezu 
candidacy for the UN Security Council have bee 
officials have not made a final decision 

it clear they do not want to V'be alone in the regi 
provoke Chavez. Chile believes it needs good rı 
MERCOSUR to retain any influence. With Mor: 
Bolivia 

long-standing border issue with the GOB 

could exploit. All this suggests that Chile will lik 
stick close to Brazil\'s position 

candidate but 

closing fast. 


15. (C) He underscored that the U.S. remained 
about Venezuela on the Security Council. \"Disc 
Chavez would approach it as he has approache 
summit or international meeting 

vehicle to attack the U.S. on Iraq and divide cor 
Iran. Ambassador recalled Venezuela\'s disrup 
unproductive behavior during the Sixth Regular 
Inter-American Committee Against Terrorism 
hosted in March. Barco noted that the Guatem: 
actively campaigning and had done well in elect 
Human Rights Council 

seat. 
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in 2000 

Rayo Montano received his Panamanian \"cedu 
giving him the status of a legal resident of Pana 
Despite being mandatory 

his place of birth. The cedula has now being ca 
current authorities. 


Properties in Panama 

4. (SBU) Through third parties in Panama 

long list of assets. Many of his properties were 
Atlantic coast 

Tres Marias (\"The three Marys\") that his group 
refuel boats and to hide; several hectares of bei 
land; three beach houses in another island; and 
restaurant 

Embassy officers on their way to Isla Grande 
tourist destination. 


5. (SBU) Rayo Montano\'s properties in the rest 
country included three apartments in the historic 
Viejo area 

presidency; a small hotel; an art gallery; a hous: 
old Canal zone area 

moving to Brazil 

(\"Nautipesca\"); a yacht named after his daugh 
two beach-front homes on the Pacific 

the western province of Chiriqui. Authorities als 
thirty-nine bank accounts; eight boats; thirty-fou 
vehicles; and over US $300 


VA la Panamena\" (Panamanian style) 

6. (SBU) Despite Rayo Montano\'s large operati 
and the amount of wealth and property he and t 
controlled no Panamanian ever reported any su 
Rayo Montano\'s activities to the authorities. Tt 
taken as a sign of how complacent Panamaniar 
how easily things can be done in Panama. It al: 
public corruption. To pick just a few glaring 
discrepancies: 


-- Just one year after Rayo Montano is granted | 
\"technician\" visa 

without raising suspicion. How often does a tec 
become an investor in Panama? 
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-- Immigration authorities granted a resident\'s c 
Rayo Montano that did not state his place of biri 
mandatory. Probably no other cedula in Panam 
state place of birth. 


-- Current National Maritime Director Ricardo Tr 
in the same Casco Viejo building where Rayo N 
three apartments. Traad publicly claimed not tc 
Rayo Montano\'s properties in the building. Cor 
that Rayo Montano paid US $200 

relatively small building 

was not aware of who else was investing in his | 
Are these apartments really worth US $200 
neighborhood? 


-- Rayo Montano paid US $150 
(Los Canones") near Isla Grande on the Atlar 
Its small marina was attractive to the cartel; 


-- Two-term former Revolutionary Democratic P 
legislator Abelardo Antonio sold land in Portobe 
to Rayo Montano\'s group. Then-mayor and cu 
legislator Nelson Jackson Palma approved the ! 
Following the pattern 

overpaid. Could these individuals 

and well-acquainted with its population 

or suspicious of Rayo Montano\'s operations? 


-- How did this \"unknown\" group of foreigners ' 
obtain a special government concession to coni 
islands? Authorities are investigating who in the 
of Economy and Finance approved it. 


-- Why did no one question that Nautipesca 
fishing supply store 
tournaments with US $300 


COMMENT 

7. (SBU) Rayo Montano\'s case is one example 
and weapon smugglers 

criminals can achieve in Panama when money i 
\"No questions asked\" seems to be the rule. B 
lawyers 

willing \"to help 

Montanos are out there? 


Arreaga 
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Qais arrived within five minutes. When the gov: 
members were attacked by protesters at Al-Qa: 
took an hour and a half.\" Al-Muslimawi more fi 
VAre the governor and PC members not import 
police protection?" 


5. (C) The governor further articulated that addi 
\"security infractions" will produce decidedly ne: 
consequences for the capital and therefore the 

whole. The violence at Al-Qasim 

throughout Babil and beyond. The possibility of 
increase 

government to create a new committee directly 
coordination of all Babil security forces 

Army and the police forces. 


6. (C) Dr. Usama 

with Qais runs much deeper than professional c 
he maintained 

the PC through compromise. (COMMENT: Dr. 
articulate what type of compromise he or the PC 
Qais. END COMMENT). Usama explained tha 
not the Babil PC - aspires to control the provinci 
forces for the purpose of establishing a dictator: 
province. Furthermore 

insistence to bypass the recommendations of tr 
ignore other governmental bodies has not pass: 
can do nothing 

gone too far. The security of the province does 
the shoulders of one individual.\" 


7. (C) COMMENT: The events at Al-Qasim and 
province-wide deterioration in security have forc 
and the SCIRI PC members to actively seek RE 
and collaboration. The governor proposed a lar 
meeting that would bring together ISF 
provincial government and the REO to discuss i 
for the province. While on the surface 

the governor is a positive step that will hopefully 
into increased coordination between the Babil g 
PRT 

likelihood the SCIRI governor is exploiting the s 
pretext for garnering increased influence over tl 
security forces. The PC\'s interest in establishir 
security committee and the endless attempts to 
responsible for the events at Al-Qasim certainly 
to this probability. Despite the governor\'s and I 
allegations 

competent 


FONTENEAU 
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THROUGH FINANCIAL ASSISTANCE AND BY 
FUND RAISING ACTIVITIES. 


8. (SBU) IN ADDITION TO FUNDRAISING AC 
HAS BEEN SUPPORTIVE OF CULTURAL ANI 
EXAMPLES 

KNESSET MEMBER AZMI BISHARA TO DISC 
POLITICAL ISSUES 

MINISTER OF CULTURE 

TIMES IN PALESTINE (AL-AMIRY IS NOW TH 
RAMALLAH-BASED NGO). YASSER ABED В, 
EMIRATES CENTER FOR STRATEGIC STUD 
CONFERENCE IN MARCH 2006. AND IN MA’ 
FOUNDATION HOSTED RAMI KHALIFEH 
SINGER MARCEL KHALIFEH. PALESTINE IN 
UNIVERSITY 

WILL START ITS FIRST ACADEMIC SEMEST 


POLITICS LESS URGENT THAN RESIDENCE 
9. (SBU) PALESTINIANS HAVE FOUND SECL 
PERCEIVE TO BE A WELCOMING COUNTRY 
GENERALLY ENGAGE IN ANY POLITICAL AC 
JEOPARDIZE THEIR RESIDENCE STATUS O 
IN THE PAST 

CONFINED TO SIT-INS AT THE ΡΑΙ ΕΞΤΙΝΙΑΙ 
ABU DHABI (THE UAEG APPROVED THE [Αἱ 
AFTER THE START OF THE SECOND INTIF/ 
POLITICAL FIGURES AT THE ABU DHABI CU 
THE ECSSR. 


10. (SBU) ALTHOUGH POLITICAL DISCUSSIC 
ARE SUBDUED IN PUBLIC 

PRIVATE. IT IS IMPOSSIBLE THESE DAYS T 
PALESTINIAN HOME IN THE UAE WITHOUT 
ABOUT THE PROS AND CONS OF HAMAS IN 
THE TALK WAS OF SUPPORTING FATAH 
HERE ARE SAYING THAT HAMAS SHOULD E 
ESPECIALLY WITH THE FINANCIAL CORRUI 
(NOTE: THE NEW PALESTINIAN AMBASSAD 
ARIDI 

EDUCATORS 

OFFER STRONG SUPPORT TO HAMAS AND 
CONSERVATIVE OR EVEN EXTREMIST IN TI 
OF THE UAE PALESTINIAN POPULATION. (N 
WORKING SINCE AT LEAST 2004 TO MODE! 
ISLAMIC STUDIES CURRICULUM IN ORDER 
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VMISINTERPRETATIONS OF ISLAM." END 
PALESTINIANS 

SUPPORT FOR A POLITICAL PARTY. MANY 
EXPRESS LONGING FOR AN INDEPENDENT 
SOME EXPRESS BITTERNESS THAT STATE 
ACHIEVED. 


PALESTINIANS WELL-REPRESENTED IN UA 
11. (SBU) PALESTINIANS ARE SIGNIFICANT 
UAE 

PALESTINIAN TERRITORIES. HAVING LIVEL 
DECADES 

ABLE TO GATHER ENOUGH MONEY TO OPI 
WHILE A FEW POSSESSED CAPITAL THAT 
IN THE UAE. MANY PALESTINIANS MANAGE 
IN THE UAE. AS EXAMPLES 

VGRAND STORES\" 

JORDANIAN. A MAJOR CONTRACTOR FOR 
EQUIPMENT 

COUNTRY 

MAJOR CONTRACTING COMPANY IN ABU D 
PALESTINIAN JORDANIAN 

BUSINESS COUNCIL WAS ESTABLISHED AE 
HAS SINCE BEEN ACTIVE IN COLLECTING C 
PALESTINIAN BUSINESS PEOPLE 
BETWEEN THE UAEG AND THE PALESTINIA 
COUNCIL ALSO HOSTS VISITING OFFICIAL 
SUCH AS PA PRESIDENT MAHMOUD ABBAS 
LAST FEBRUARY. ACCORDING TO A COUN 
PALESTINIAN BUSINESS IN THE UAE IS INT 
FIELD 

AND ANOTHER 7-10% IN THE MEDICAL SUP 
PALESTINIAN HIGH ROLLERS ARE: PALEST 
AL-ASSADI 

PALESTINIAN JORDANIAN SAMI SULEIMAN 
MANAGER AND PARTNER OF THE GROCEF 
PALESTINIAN JORDANIAN NASSER ODEH 
CONSTRUCTION COMPANY; AND RIAD AL-£ 
EMIRATI CITIZENSHIP (PREVIOUSLY HELD , 
AND IS A BUSINESS PARTNER OF REGION/ 
MAGNATE KHALAF AL-HABTOOR. 


FUNDRAISING - A PRIMARY SOCIAL OUTLE 
12. (SBU) MOST PALESTINIANS 
ESTABLISHED IN THE UAE 

IN FUNDRAISING ACTIVITIES TO BENEFIT P 
PALESTINIAN CAUSES. MANY BECAME WE 
AFTER MIGRATING TO THE GULF. PALEST 
HASSAN 
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PROMOTER OF FUNDRAISERS. PALESTINI, 
HIRZALLAH 

VERY ACTIVE CONTRIBUTOR TO CHARITY. 
WELL-TO-DO PALESTINIAN WOMEN OVER: 
CONTRIBUTE FINANCIALLY TO SOCIAL ASS 
CHRISTIAN PALESTINIAN ALL-WOMENVS Af 
ACTIVE IN BRINGING SPEAKERS TO ADDRE 
BASHAYER ALSO HAS BEEN ACTIVE IN CHZ 
ACTIVITIES. AL-QUDS (JERUSALEM) OPEN 
OFFICE IN THE UAE AND HAS ALSO BEEN A 
CHARITY DINNERS UNDER THE PATRONAG 
ANOTHER UAE-BASED PALESTINIAN ORGA 
USRA (LITERALLY \"FROM ONE FAMILY TO. 
ORGANIZING FUND RAISING EVENTS IN TH 
CHARITY DINNERS 

THEATRICALS. IN MAY 2006 

POPULAR PALESTINIAN PLAY ENTITLED \"A 
NEIGHBORHOOD: STORIES FROM UNDER * 
PERFORMED IN ABU DHABI AND THE NORT 
UAE LAW REQUIRES THAT ALL FUNDRAISIP 
MINISTRY OF SOCIAL AFFAIRS. THE UAEG 
INTERNATIONAL CHARITABLE CONTRIBUTI 
ONE OF THREE QUASI-GOVERNMENTAL EN 
ALL OF THE ABOVE-REFERENCED FUNDRA 
WITH ESTABLISHED UAEG REGULATIONS. 


COMMENT: 

13. (SBU) PALESTINIAN EXPATRIATES IN TF 
MODERATE POLITICAL LEANINGS AS EVIDE 
REACTION TO THE HAMAS VICTORY IN THE 
PALESTINIAN ELECTIONS. THOUSANDS H/ 
BENEFITING FROM THE STRONG ECONOM 
BY THE UAE GOVERNMENT. UNWILLING Τί 
RESIDENCY STATUS 

PURSUE ECONOMIC GOALS 

PALESTINIAN CAUSES 

POLITICS TO THEMSELVES. 


SISON 
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about democracy in the Arab world." Awaad re 
Mubarak wanted the U.S. to know that the accu 
baseless and illogical. The Ambassador assure 
knew that Egypt on the contrary had pressed to 
PA elections. (Comment: While such tendentic 
reporting does not rise above the usual backgrc 
Egyptian media 

report -- in what he knows we view as GOE con 
is notable. End Comment.) 


Column 3 


2. (U) Reporting on the recent U.S. visit by the 
Council on Foreign Relations 

Wahby claimed that \"think-tank\" members sug 
had supported the victory of Hamas in the Pale: 
elections as a way to discourage the U.S. Admi 
pro-democracy policy. Wahby contended that E 
have been put in a no-win situation with Americi 
politicians: on one hand 

helping Hamas come to power; but on the otheı 
that if Egypt had wanted to prevent Hamas frorr 
power 

influence and value to the U.S. 


3. (U) Translation of excerpts of the Wahby arti 
al-Musawwar weekly 
Impossible in America": 


\"...perhaps the strangest thing that the delegati 
what was said in a meeting with the leaders of c 
most important (American) political research ins 
accusing Egypt of having helped to bring about 
Hamas in taking power over the Palestinian Aul 
affording it the equal treatment it accorded to Fé 
negotiations that it had organized between the t 
When the Egyptian delegation refuted these cla 
stranger riposte ensued 

wanted to keep Hamas from taking power 
outcome is a serious failure for Egypt and is prc 
shrinking role in the region. However 

it is indeed the case that Egypt had helped Harr 
the Palestinian Authority 

America away from its policy of promoting dem« 
region - just as (Egypt allegedly) had done with 
Brothers by letting them run in the parliamentan 
in spite of the fact that they were a banned grou 
would be difficult to continue to view Egypt as а 
America 

assistance in excess of USD 1.7 billion dollars c 


In fact 

yet they were echoed in some meetings we had 
key research centers and think tanks.... In sum 
campaign to spread about whatever could belitt 
importance to America. A report by the U.S. Gi 
been submitted to the Congress 

purpose. That report focused on whether Amer 
assistance to Egypt really serves American fore 
security policy. 


Of course 
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all its meetings. Repercussions of these charge 
in the hostile campaign led by Representative Г 
reneged on his friendship with Egypt and called 
two hundred million dollars from military assista 


Egypt 
reform....\" 
RICCIARDONE 
68434 


(6/16): \"Some people choose their candidate fc 
even if the candidate is unqualified to hold a ра! 
position. Some choose their candidate because 
same family or tribe 

office. Some choose their candidate in return fı 
monies 

type of voters.\" 


-- Fatima Othman Al-Bakr penned in progressiv 
under the title \"Stars and Moons in KuwaitVs St 
first time is the hardest and \'the voyage of a thc 
with a single step.Y For those observing this de 
experiment 

hands. These nights are beautiful as the skies 
stars and moon shine. This is not a midsumme 
a reality that is felt and embodied in reality that | 
pride in the Kuwaiti womanVs role and her entra 
political fray.... Congratulations to Kuwait on its 
wedding which will be recorded in KuwaitVs hist 
light. V" 


-- Salah Al-Fadly editorialized in moderate Arab 
Al-Aam under the title \"Do Not Let Us down 
due respect to our devoted political leadership t 
realistically it is the youth who lead these demar 
provided by the youth has made them leaders a 
followers. Thanks to their vitality 

the political reality as a whole 

elections. We must warn them against apathy : 
they do not let us down at this sharp turn on our 
Kuwait. Our only hope for reform hinges on the 
all other means. They must not quit with the en 
as the elections are only the beginning and the i 
of us. V" 


-- Dr. Saoud Mishal Al-Shimmery inquired in mc 
Al-Watan under the title "Why Don\'t We Start « 
\"The government should present its opinion on 
and its outlook for the future as long as it takes 
and equality. Or 

the number of districts 

to the number of citizens in an area 


Column 3 

their opinion as is done in advanced democratic 
Kuwaiti people will respect the opinion of the m: 
decides to have one district 

right 


-- Ali Fahd Al-Ajmi observed in moderate Arabic 
the title \"Finally 

Opposition\" (6/16): \"It caught my attention whe 
of the National Council Jassim Al-Khorafi...warr 
members against playing with fire as the countr 
that they will burn the dry and the green 
differences will reflect on the people. | hoped thi 
mention them by name so the truth can become 
would know the honesty of his intentions. | dor 
meant the ruling family members who are curre 
those who are not. | wish the leadership would 
words under the dome of the Parliament when ‹ 
combating the same phenomenon mentioned b 


-- Member of the Kuwaiti Engineers Society Sal 
stated in pro-government Arabic daily Al-Seyas: 
\"We Will Reveal the Corrupt 

candidates and former MPs and their empty slo 
will reveal the corrupt. They do not have the co 
truth or the names of the corrupt.... It is true the 
corruption in some government agencies and a 
there must be corrupt individuals. Revealing th: 
electoral seminars is courage and honesty from 
voter. To speak in slogans is meant to fool the 
their emotions for the sake of the parliamentary 
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cried over Zarqawi are the very same people wt 
former Iraqi dictator and were sympathetic. It is 
the pan-Arab satellite channels that set aside al 
massacres Zarqawi committed against civilians 
attention to 


Column 3 

VtruthV behind the timing of Zargawi\'s killing an 
the formation of the Iraqi government and the A 
Iraq won its first round against terrorism. There 
Zarqawi\'s death is a step for Iraqis in the direct 
guaranteeing their country\'s future and its unity 
Iraqi government must take advantage before tl 
and work to unite Iraqis and dismantle the infra: 
terrorist cells 

demise of \'their leader who taught them sorcen 
Quran) carry out their destruction in Iraq. V 


-- Ahmed Bu Dostoor stated in moderate Arabic 
the title \"Mecca\'s People Know Its Streets (6/ 
witnessing a new era following the absence of t 
the butcher Al-Zarqawi 

Iraqis and spread destruction and mayhem in Ir 
God watches over his subjects and for all thing: 
end.... We say to the terrorists who follow Zara. 
Takfiris 

hands from Iraq and its people." 
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return to Ba\'qubah. Mahdawi told them his car 
return later 

road that connects Baghdad to Ba\'quba by way 
and Nahrawan (an area of substantial JaM activ 
South Buhriz 

activity). Because of the insecure nature of this 
it would be very unusual choice for a high-profile 
official; the bodyguards believed that this was a 
attempt by Mahdawi to alert them to the fact tha 
been kidnapped. 


6. (C) Rather than returning to Ba\'qubah 
guards contacted Mahdawi\'s son 

provincial ПР leadership. Diyala\'s ПР leaders q 
alerted the national leadership. By the afternoo 
June 12 

from the Ministries of Interior and Defense to er 
Ministry of Health and conduct an investigation 
apparent kidnap. According to Zubaidi 


Column 3 

investigation 

not recover any of the disappeared persons. It « 
however 

the entrance of the Ministry and at the Minister\' 
office) that Mahdawi had not only entered the М 
but had seen the Minister. 


7. (C) Mahdawi would be the second top Diyala 
official to be kidnapped in Baghdad in six weeks 
April 22 

Director of Planning and the primary POC with | 
kidnapped. He had traveled to Baghdad to 5661 
release of his brother 

killing two of a group of JaM members who had 
been attacking his family home in Baghdad. VA 
body was found with marks of torture several dé 


8. (C) COMMENT: If indeed the Diyala Director- 
Health and companions have been kidnapped f 
Sadrist-controlled Ministry of Health 

provoke reprisals in Diyala. Mahdawi is very we 
connected within the IIP (as evidenced by the qı 
reaction to his capture) and the Sunni communi 
large 

intimidation attempt by the Jaysh al-Mahdi. Acc 
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Diyala\'s Deputy Governor 

interpreter June 7 

candidate for the position of Deputy Minister of | 
Sunnis here are assuming that the abduction wi 
Minister\'s way of saying \"по.\" End comment. 
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backward" by electing sectarian officials 

Kurds move forward by attracting foreign invest 
adding to security and stability in the country. B 
of the Kurdistan Regional Government\'s (KRG\ 
on secularism 

and minorities have been invited to participate il 
areas of the government. Goran suggests Iraq 
partitioned into four separate federal units 

Shia controlled south 

and a Brussels-style Baghdad. The real power 
the units 

to better protect itself from its neighbors. For th 


Column 3 

happen 

unity government policy and re-think how it trea’ 
major ethnic group in Iraq. End Summary. 


2. (C) During a meeting with PolOff on June 15 
said he hoped the new GOI would do a better jc 
last administration to keep the peace and provic 
security. However 

that needed to be overcome: the Shia would ha 
realize they could not ram through programs an 
they preferred without consideration of other grc 
the country. The Sunnis 

to come to grips finally with their loss of һедет‹ 
The Arabs were still Vstuck in the past 

move away from the hard-line \"religious zealots 
parties that were shifting the central governmen 
sectarianism 

two groups persisted 

continue taking care of themselves. If needed 
the Kurds would be happy to secede from the cı 
Goran claimed the Kurds were the only major g 
that understood advancement depended on the 
religious institutions from the state. It was the o 
way a society could create laws that were respe 
all religions 

state did not try to impose its religious views on 
anyone 


3. (C) Goran said Iraq was faced with one of th 
choices: return to dictatorship 

towards a true unity government 

because of Sunni Arab and Shia violence and s 
or create a country of separate federal units. G 
suggested Iraq could better function if federalisı 
agreed upon by the country's three major ethni 
with a Shia-controlled south 

Kurdish north 

Baghdad. The political reality was that the char 
already happening 

people to relocate to areas where they could liv 
relative comfort with their own kind. Sunni and 
been fighting since the Shia broke away and fol 
said Goran; this was a war that had been going 


Column 3 

centuries. The Shia 

was now trying to get the all Iraqis to pledge to / 
during the call for prayer 

tactics\" such as these prevented the country frc 
progressing 
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adjust its policy of creating a unity government i 
by having a unique relationship with each major 


group 
U.S. and the Kurds. 


4. (C) VIf you ask any Kurd he\'ll tell you heVd г 
have his own country 

outcome was unlikely in the near future becausı 
neighbors 

Kurds in their countries would also call for 
independence 

million Kurds throughout the region. He said he 
odd that smaller groups of people already had t| 
country 

numbered about a third of all Kurds. Goran hor 
national census due in spring 2007 would bring 
implementation of Article 140 (TAL 58) of the 
constitution by deciding the future of Kirkuk. 
Constituents in areas such as Sinjar 
Makhmour and minority areas of eastern Ninew 
allowed a referendum vote to decide whether th 
might wish to accede to the KRG. Polls conduc 
KRG in those areas already showed the people 
shifting towards the KRG 

parts of western Ninewa and eastern Mosul wer 
to the KRG 

not: \"Tal Afar is too much trouble 

don\'t want any part of that city 


5. (C) If the KRG were permitted to annex east 
Ninewa 

better protected. The Kurds had a history of tak 
of minorities in lraq 

discriminated against by the Arabs for centuries 
Assyrian Democratic Movement (ADM) party di: 
Kurds because the Kurds did not believe ADM s 
Christians in Iraq. The KRG was assisting sma 
Christian parties 


Column 3 

Orthodox and Catholic and indigenous Christiar 
in Iraq. There were even three Christian тик 
serving in the KRG 

government 

were essentially Kurds 

converted to Islam. And the Shabek were Kurd 
to what Shia coalition and national assemblyme 
Hunain al-Qado claimed. \"Al-Qado is an oppo! 
said Goran 

the Kurdish coalition before last year\'s national 
election so he joined with the Shia. Goran clain 
have video evidence of al-Qado saying all Shab 
Kurds during a speech in Irbil in 2004. 


6. (C) Goran\'s comments track with those we | 
some other Kurds 

Iraq. With additional numbers of Shia and Chri: 
reportedly moving from southern Iraq and Bagh 
with relatives in more peaceful areas of eastern 
for example 

case for partitioning the country along ethnic lini 
While he admitted he was not sure how such a 
would take place 

function 

perform if called upon to protect the nation at a 
war 

they really prefer: eventually 

independent Kurdistan; but in the short run 
from the Arab conflicts of Sunni and Shia to the 
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office while his people work with the parties in tl 
room.V The DDD chairman will not be chosen ; 
AU Summit in Banjul 

\"administrative process" within the AU. 


Government Gives Airtime for DPA 


3. (SBU) Kingibe summarized recent AU efforts 
noting that the Government had given the AU 2 
of airtime each week on local radio stations to h 
explain the DPA. The problem 

that the Government then asked the AU to pay: 


Column 3 

airtime--and since the AU had not budgeted for 
expense 

rhetorically whether the AU should be accepting 
government radio 

spots as government propaganda. 


4. (SBU) Kingibe also recounted his recent visit 
Darfur 

visit on June 20-22. Kingibe had met with both 
Minister Akol and Interior Minister Taha prior to 
visit 

arrived 

the AU was wonderful 

and that AMIS should be strengthened. Kingibe 
this exercise 

was trying to speed up implementation of the DI 
control of the peace process. He also noted the 
Governor of North Darfur was mobilizing IDPs ti 
the DPA 

Darfur governorship was the position most likely 
\"shared\" with the rebels. 


First CFC Meeting; Joint Commission to Meet J 


5. (SBU) Kingibe also discussed the recent Hun 
Cease Fire Commission (CFC) meeting in El F: 
that it was \"very delicate.\" The JEM represent 
insisted he was there only to discuss CFC issue 
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ones 
However 

issue and coaxed the JEM delegate into particip 
Hume agreed 

over the NYDjamena ones 

violations. Until the JEM and SLA/Wahid sign c 
the AU will have to follow a two track process fa 
HCFA and the DPA 

meeting of the Joint Commission would likely be 
Saturday 

designate a representative to the Joint Commis: 


Wither Abdul Wahid? 


6. (SBU) Hume mentioned that he had met earl 
week with several Fur tribal leaders close to SL. 
Commander Abdul Wahid al-Nur 


Column 3 

meet with other prominent locals during his trip 
Darfur next week. (Post will report on the meeti 
septel). Kingibe laughed 

be making the rounds.\" Nur\'s position was be 
untenable 

\"sacrificed on the altar of realpolitik 

now that his frequent host 

became \"chummy chummy\" with Sudan Presic 
Beshir during last week\'s summit in Khartoum. 


HUME 
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News.\" He began by blaming many of the prok 
businesses in Saudi Arabia on an unresponsive 
bureaucracy. He noted that many Saudi bureat 
act quickly 

maintain their own power and influence. He ext 
the economy complaining that the bureaucracy 
to progress in virtually all aspects of Saudi soci 
explicitly citing the government\'s reluctance to ‹ 
conservative and religious elements who stymie 
reforms. 


EDUCATION MUST BE REFORMED 


6. He then turned to a topic very much the cent 
attention at the moment 

year--education. Al Maeena insisted that Saudi 
must be drastically improved at all levels. He nt 
current educational standards simply did not pre 
for competition in an open world market. But Πι 
reform is necessary not because outsiders 

the U.S. 

Saudi people need and demand a solid 


SAUDIS NEED NOT BEG AMERICA 


7. Then 

first part of the speech 

Saudi Arabia did not have to bend to American ı 
According to Al Maeena 

America\" for education 

acknowledging that the terrorist attacks of 2001 
to America 

claimed 

or when traveling in the United States. He point 
incident 

occurring in Florida where two Saudi students h 
school bus and been arrested when they spoke 
Ignoring the sensitivity strangers on a school bu 


Column 3 
America 
students from any other land. 


8. His complaints multiplied 

constantly suspect and singled out for harsh tre 
confessed that 

on occasion 

some other Arab country 

tolerated in America. He then went on to advise 
did not have to endure such hostility. He obsen 
medical treatment may be had in Germany; Sat 
educational and business opportunities in India 
even Australia and disregard the United States. 


RESPECTED BUSINESS LEADER ENDORSE 


9. After Al Maeena concluded 

Binzagr 

controls many enterprises throughout Saudi Аг: 
seconded the journalists remarks. The septua 
Binzagr 

least forty years and has been a mainstay of the 
American-Saudi business group for many years 
he also felt unwelcome and uncomfortable in th 
States. He also admitted to denying that he wa: 
fear that he would arouse suspicion. He said th 
left for the airport at least an hour earlier when t 
in America 

questioning. 


10. He insisted that after the terrorist attacks 
Saudi passport was returned to him with a V'nur 
it 

but that ever since that time he had been the vi 
intense questioning and stringent searches whe 
traveled in the U.S. He said he was often ques 
to him 

his answers were met with suspicion 

that he had traveled because he was dining witl 
ambassador to the U.S. He said he no longer c 


JEDDAH 00000425 003 OF 003 


travel to the U.S. for pleasure 

there since the 1960\'s. He ended his commen 
assertion that he did not feel it was vital that Sai 
only with the U.S.; there were other options. 


DECLINE IN PERSON-TO-PERSON CONTAC 
U.S.-SAUDI RELATIONSHIP 


Column 3 


11. COMMENT: While the official U.S.-Saudi r 
be improving 

Saudis 

relations with the U.S. 

Binzagr have traveled extensively in America fo 
they are ready to eschew that relationship and e 
others to do likewise. They did not express hos 
merely a developing disinclination to deal with / 
expressing a fear that they and other Saudis wc 
mistreated. Numerous other contacts have rela 
growing individual reluctance to deal with the Ui 
even among colleagues or family members whc 
warm regard for the U.S. This attitude 

Saudi governmentVs recently inaugurated V'Eas 
seeking strengthened relationships with rising A 
may bode ill for the future strength of U.S. socia 
economic bonds with the Kingdom. END COMI 
Gfoeller 
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capable of revealing truths in public that men ar 
consciences 

money like men. Psychologically and socially 
than men. Those who stood against womenVs 
wear the cloak of political deception asking for r 
forgiveness. You men should know that womer 
National Assembly with our sequined skirts 
loud voices 

great enthusiasm and energy congratulations to 
on the high heels 


-- Saoud Al-Samakah commented in the progre 
Al-Qabas under the title "Relax Mohamed 
Stronger" (6/17): When I found out about the 
Mohamed Al-Sanousi as Minister of Informatior 
column congratulating that choice. It was the pi 
background of Mr. Sanousi which he acquired tl 
in the media that qualified him the most for this 
to congratulate and never did it cross my mind t 
professionalism and experience would be empl 
opposing freedom of speech and the freedom t 
want it five. You are the reforming hope for whi 
been searching for years so carry on 

Kuwaitis are behind you.\" 


-- Liberal columnist Ahmed Al-Deyyain stated in 
daily Al-Rai Al-Aam under the title \"29 June 
Elections" (6/17): \"Perhaps it is no coincidence 


Column 3 

the pending parliamentary elections is June 29t 
with the very first parliamentary elections held ir 
Wednesday evening June 29 

a petition to the former Amir Shaykh Ahmed Al- 
peace 

That was the story of the first parliamentary elec 
June 29th 

elections.\" 


-- Baraa Hamoud Al-Roumi inquired in moderat 
Al-Aam under the title \"Reform and Revealing t 
Necessary\" (6/17): \"During the campaigns...mi 
appeared such as \'reform 

us protect the future 

candidates know where to begin implementing 1 
win? Do they know where the problems are in t 
can fix them and uproot corruption ?V" 


-- Jassim Mohamed Kamal stated in moderate , 
under the title Be Free\" (6/17): \"People are c 
a given truth 

as these elections have a different taste and fla 
participate for the first time in the history of the | 
democracy.... We 

prudent since our early days. We know who is | 
represent us and most beneficial to the people ‹ 
of Kuwait will say their word on June 29 

those who came to their voters with righteous hi 
platforms will benefit. V" 


-- Lawyer and columnist Aziza Al-Mifrij remarke! 
daily Al-Watan under the title \"You and Your Vc 
V'Naturally 

to ask him for anything afterwards. The man p: 
the he is in the Parliament. As for what he does 
how much he benefits from his membership 

He presented a bribe and you accepted it. The 
right but to be silent after losing your right to qut 
| and many other Kuwaitis will not do as you did 
choose the best candidate for us and our count 
bribes.\" 


-- Professor of Political Science at Kuwait Unive 
Yousef Al-Issa held in the pro-government Arab 
under the title WUnwarranted Reaction?\" (6/17 
the Minister of Information Mohamed Al-Sanous 
satellite television channels covering the electio 
unprofessional 
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and dispute amongst citizens and threaten natic 
stability is a truly sad thing. At a time when Kuv 
itself to become an open country economically ; 
this step in agreement with political openness? 
the Ministry against freedom is a clear sign that 
be a media hub as is Dubai 

equipment 


-- Hasan Abdullah Al-Sayegh warned in the mot 
Al-Anbaa under the title “Фо Not Play with Fire 
candidate\'s slogan attracts your attention you c 
is it directed 

You also ask why does this candidate have suc 
bears no relationship with the truth? Some can 
with fire...the fire of division among citizens of tr 
and use tribal and sectarian undertones in their 
them of playing with the fire of separation.... Th 
not win the candidates the favor of voters; but r: 
lead them to a bad result." 


-- Former Media Advisor to Minister of Foreign . 
Latif Al-Nesf observed in moderate Arabic daily 
title "Wedding 

to call a democratic wedding has turned into soi 
funeral after the transformation of clean compel 
candidates to another painful and messy war; o 
mass national destruction are used 

unite. There is everything from accusations of t 
blasphemy 

All this is justified by the rationale that the end j. 
means and the end in this case is achieving par 
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on the Prisoners\' Document апа HAMASY Gov 
government\'s reaction to the popular referendu 
Palestinian president on the Prisoners\' Docume 
already hard situation in Palestine. The referen 
idea because it allows the Palestinian people to 
situation that has to do with the acceptance or r 
state solution.... A few days ago hundreds of Is 


Column 3 

against the Israelibombing of Gaza 

on its way out of the state of unity against the P; 
can say that more Israelis will differ from right-w 
peaceful sentiments are expressed by the Pale: 
also say that the referendum can be the catalys 
difference on the coming era.\" 
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transition it contains. The new MOU 
some provisions of the current MOU through thı 


COMMENT 


10. (C) Comment: There are still many issues 
BIA. A main issue is a lack of funding to compl 
projects 

2005. Abdul Razzak wants to meet the requirer 
take control of the commercial operations at the 
However 

that are out of his control. Although there is cor 
desire for the MOU to end on June 30 

issues related to transition of air traffic control tc 
Iraqis are compelling reasons to move deliberat 
appears to be moving in the right direction but it 
that all required issues will be sorted out in the r 
a half weeks. The MOU likely will either be exte 
draft will be negotiated and executed. There is 
fully conforming 

second largest city would greatly improve Basra 
continued growth. End comment. 

GROSS 
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new beginning.\" He said that the PM recognize 
the problem during his visit to Basrah and that tl 
security measure that have been put into place 
resulted in a reduction in murders. (Comment: 
murders reported to the Police Joint Operations 
Basrah on June 13 and only one murder on Jur 
is still too soon to tell if the murder rate has real 
End Comment.) Exuding confidence 


Column 3 

that the PM had requested him to take on a leat 
Basrah and stated that the Iraqi Army (IA) had k 
large role in implementing the security plan. He 
that the IA\'s role was to support the central gov 


3. (C) In accordance with the security plan 

he is in charge of four brigades 

the four southern provinces. One company fror 
provinces of Muthanna 

to buttress his forces in Basrah. The increase i 
results allows him to increase IA presence in th 
said 

affiliation or militias since they come from outsic 
The end result 

criminal elements in Basrah responsible for mo: 
Even with the recent reduction in murders 

let up on the security campaign. 


New Security Committee? 


4. (C) MG Latif alluded to a new security commi 
been formed in Baghdad without the knowledge 
parties to address security in Basrah 

scheduled to arrive in Basrah soon. This new s 
is a very good thing 

taking the situation in Basrah seriously and recc 
the political parties were part of the security prol 
unsure of the names of the members of the nev 
believed that there were seven people on the cc 
Minister Safa al-Saafi heads the new committe 
will report directly to the Prime Minister and not 
governor. (Comment: If this is true 

al-Saafi is not unbiased and will act in support o 
Governor Mohammed al-Waleli. See reftel. Ei 


Relations with CoP 


5. (C) In regards to Basrah Chief of Police (Со! 
al-Saad and the Basrah Iraqi Police Services (II 
said he maintained good relations with the CoP 
him when possible with security matters 

that the CoP did not trust 80 percent of his own 
of the problem with the IPS in Basrah 

was a lack of field supervision. He said that wh 
in Basrah 

armor and helmets if they were not wearing the 
supervision of IPS exists. Although there is a g 
with militia and political party infiltration into the 
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said that this problem could be addressed throu 
supervision and direction. 


6. (C) MG Latif described his relations with Go\ 
as starting off well at the beginning 

to maintain communications were not reciproca 
and that the governor had not attended the fune 
sons. He described taking a trip to Nassiriyah = 
the close cooperation between the governor of | 
commander. He said that the lack of communic 
cooperation between the IA and the Basrah gov 
to increase security problems. 


7. (C) When asked about the governor\'s push 
from his position 

authority over the IA. He acknowledged that the 
Provincial Council had convened on June 11 an 
replacing the CoP as well 

obtain the necessary number of votes. The BP 
\"uneducated\" because it attempted to get rid o 
found difficult to work with instead of seeking w: 
dialogue. 


Criminals and Mafia Types Carrying Out Murde! 


8. (C) He acknowledged that Sunnis 
associated with the Coalition were being targete 
The perpetrators are opportunist \"mafia types" 
only people they can get at. Most of the militias 
made up of criminals who had records for theft . 
Jayish Al Mahdi (JAM) is the worst of the militia 
is responsible for most of the IEDs and mortar c 
city. These incidents are exacerbated by lack o 
the part of the BPC-he described an incident du 
visit to Basrah where Vice President Hashimi sf 
mentioned that Sunnis were being targeted in B 
because of it. BPC Chairman Sadoon al-Obadi 
that the Sunnis in Basrah were free to leave if tl 
no one was forcing them to go. These remarks 
reaction from the other people in the room. 


9. (C) The criminals were targeting teachers 
and minorities in Basrah in order to ultimately di 
from the rest of Iraq and control its resources 
view. The Oil Protection Forces (OPF) is heavil 
these criminals 
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access oil and profit from smuggling. Every tim 
close to capturing some of the smugglers 
individuals were killed by other members of the 
the group as a whole. Political parties 
particular 

Protection Services (FPS) to join their party 


10. (C) Despite the recent decrease in murders 
that he suspected that many of the criminals we 
low and waiting for the 30-day state of emergen 
upping their activities again. He said the best w 
lasting effect on security in Basrah was to focus 
the IPS and removing those who were corrupt a 
criminal activity. He expected this to be the mai 
new security committee that was coming down ` 
that it would take six to nine months to root out: 
in the IPS. 


Iraqi Army Up to the Challenge 


11. (C) MG Latif was optimistic about the ability 
carry out its role in the security plan. Gaps in re 
existed 

job done. The IA launched a public education c 
to direct people to call a hotline to report killings 
kidnappings and to respect IA convoys and give 
way so they can do their job. He described his : 
well-trained and morale as good 

that they were working to protect people. 


Increased Protection for REO Employees 


12. (C) The RC asked the MG to consider incre 
outside the main gate of the Regional Embassy 
the monitoring of the movements of local emplo 
on them. The MG replied that this should be pc 
he would coordinate with the British military to d 
concurred with the RC that an increase in IPS o 
gate would simply frighten local employees eve 
IPS have become associated in the minds of m 
murder campaigns. 
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13. (C) Comment: MG Latif was careful and di 
descriptions of the governor 
figures 
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dialogue and professional relations with all the ү 
field. He was dismissive of the BPC\'s approacl 
and voting out people they did not agree with 
that the provincial elections would result in man 
current political players in Basrah losing their se 
clearly does not believe that only 30 days of em 
measures will result in a complete cure to the st 
situation in Basrah. However 

carry out his role in keeping Basrah from falling 
of separatists that wish to monopolize the provir 
by forcing a national division. End Comment. 
GROSS 
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complex where more than 1 

conditions were found (ref). Minister al-Shibli πι 
his general awareness of the prison abuses occ 
at site 4 

described the conditions of abuse discovered b' 
interagency team (including MOJ personnel) an 
to provide additional information. When asked 
he was aware if nine MOI detention facility pers 
had been fired 

also acknowledged his participation in a newly f 
committee on prison inspection and abuses (wr 
includes MOD 


4. (C) Comment: Soft-spoken and amicable 
was very passive during the meeting. Preferrin 
listen and agree with what was being said 
failed to provide insight into his own priorities or 
beliefs. As the meeting was ending 

stated that he would be a strong minister and w 
enforce the laws 

statement. 

SPECKHARD 
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informed about the content of Mr. Brammertz\' г 
that it is distinguished by its objectivity and proft 
and that it contains positive signs about SyriaVs 
cooperate with the committee and about Syrial: 
demands of the committee." Miqdad added tha 
a provisional description and explanation of the 
efforts of the committee 

those related to its instruments. Miqdad said he 
investigation 

the truth about the crime. \"In this respect 

we have mentioned previously 

investigation faces is the attempt of parties insic 
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our region to exploit the process to jump to con: 
are not based on firm proof and evidence 


Papers also reported that Vice-President Faroul 
with Farouk Qaddoumi 

latest developments in the Palestinian arena un 
internal tension and foreign siege. Mr. Qaddoun 
Shara on the results of his meetings with the Ρε 
leadership in Tunisia. The vice-President reitere 
call for all the Palestinian factions to participate 
constructive national dialogue. In a press staten 
his meeting with Shara 

Mr. Shara the Palestinian issue and the existing 
has been exploited by Israel to escalate its aggr 
the Palestinian people." He added that the stea 
people inside the occupied Palestinian territorie: 
discontented with the existing tensions between 
Palestinian factions. The Palestinian official saic 
abandon everything that could disrupt inter-Pale 
relations." 


All papers reported a statement by The Civil As: 
Syrians in Lebanon that listed the names of 377 
been exposed to intentional damage by Lebane 
including assaults and arrests 

presence of 1079 lost Syrians in Lebanon. The 
underlined that \"ѕоте Syrian citizens have bee 
physical and moral attacks by Lebanese securit 
individuals 

hate for Syria into a profession and have becorr 
the hands of foreign parties planning to spread : 
instability in the Arab region." The statement u 
Lebanese government V'to play its role to protec 
Lebanon according to international law and norr 
association called upon the Lebanese governm 
this issue before the Lebanese judiciary 
perpetrators. 


End of summary. 
2. Selected Headlines: 


\"The UN Security Council debates Brammertz i 
Syria\'s cooperation arises from full interest in e 
truth. Syria\'s support accords with standards of 
criminal investigation and examination of false t 
(Government-owned Tishreen 6/15) 


\"377 Syrians are exposed to physical and more 
Lebanon!" (Government-owned Tisrheen 
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\"In the wake of exposure of the Mossad netwoi 
confirm: The failure of some Lebanese to regarı 
enemy paves the way for Mossad activities in Li 
(Government-owned Tishreen 


\"Al-Shara discusses developments in the Pales 
Farouk al-Qaddoumi: Syria supports a Palestini 
dialogue\" (Government-owned Tishreen 


\"Olmert is received with protest demonstrations 
is ready for a long-term ceasefire on condition c 
pullout\" (Government-owned Al-Ba\'th 


\"Al-Maliki unleashes a major security crackdow 
expresses readiness to hold dialogue with insur 
ignores withdrawal and calls for \'an alliance for 
reconstruction\'\" (Government-owned Al-Ba\'th 


3. Editorial Block Quotes: 


Omar Jaftali 

commented (6/15): \"We warn against the cons: 
Palestinian rifts while Palestinians are suffering 
and Israeli terrorism... 


\"The current situation in the occupied Arab terr 
delicate and sensitive.... Palestinians must cons 
national unity and cohesion of their political worl 
cooperation with the elected government. This ‹ 
priority for the Palestinian people.... 


\"It is also important to exclude any contentious 
the referendum 

many priorities on which all efforts must focus 
confront the siege 

inform the world of the difficult situation and the 
that seeks to uproot the Palestinians and torpec 
of their existence and the possibility of the estat 
an independent state....\" 


VA Visit to Contain the Defeat" 
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Jamal al-ZuVbi 

commented (6/15): VUS President George Bus! 
visit to Baghdad hours after the end of his war c 
David. He wanted to salute his \'brave\' soldiers 
at the killing of women and children in Hadithah 
Ba\'qubah 

civilian deaths resulting from war crimes commi 
with low morale 

igniting a civil war in Iraq 

the shame he has brought upon his troops. Мо" 
the damage. For these crimes cannot be seen: 
a number of corrupt individuals.... 


VWhen the United States talks at great length a 
and freedom in the world and claims to be conc 
it has in mind only one specific thing: the democ 
serves the interests of the United States and th: 
loyal or subservient to it. But when it comes to а 
force 

States is concerned 

rights. The aim is to intimidate the world into acı 
American hegemony....\" 


Isam Dari 
(6/15): VIt was announced in Lebanon that a sp 
the Israeli Mosad and involved in assassination: 


and Palestinian figures in the past few years ha: 
uncovered. Lebanese Army intelligence has the 
proud of this achievement because 

network 

importantly 

and sabotage. 


V'The discovery of the group came as a surprise 
the game of hiding behind terrorist and criminal 
Lebanon to harm Syria 

against it.... It also came as a surprise to those ' 
disarming the resistance and exposing Lebanor 
aggression.... 


\"Israeli spy networks have operated in Lebanor 
time.... The Israeli factor must not be ignored in 
crimes that have been committed 
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al-Hariri to this day....\" 


Seche 
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people\" 


Columnist Fahd Kheetan writes on the inside p: 
mass-appeal Arabic daily Al-Arab Al-Yawm (06/ 
development in the case of the four Islamic dep 
that they were arrested 

formulate an anti-Islamic movement trend amor 
attract the huge numbers of unbiased people to 
side.... More than once 

compete with the Islamists over the people.... T 
deputies was an opportunity to test the ability of 
and state institutions to challenge the power of 1 
the people on the streets.... The discrepancy w 
Thursday\'s demonstration where the governme 
in the streets 

governments have the authority and can make : 
So who would the government pressure when it 
demonstration? The purpose of the demonstra 
different 

not the rule. Yet 

of Amman allow the Islamists to organize a den 
that of last Thursday? True 

their four deputies did 

After all 

to the governmentVs basket? They do not exisi 
as long as the governments in our countries are 
do not reflect the will of the parliamentary and p 
majority." 


-- VThe government and the Brotherhood in initi 


Chief Editor Taher Odwan writes on the back pi 
mass-appeal Arabic daily Al-Arab Al-Yawm (06, 
state is waging an initial confrontation [against t 
invoking the law 

of people who took part in Thursday\'s demonst 
to do so by the government 

Brotherhood 

recognizing the presence of popular pressures ; 
social and humanitarian considerations related : 
the martyrs of the bombings and the feelings of 
Continuing to ignore this is going to complicate ` 
leave it open to surprises 

continued deterioration of relations between the 


Editorial Commentary on War on Terror 
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-- VThe VshapelessY definition of terrorism requ 
legislation 


Columnist Bater Wardam writes on the inside p 
influential Arabic daily Al-Dustour (06/18): \"I dc 
anti-terrorism law includes the need for detailed 
instructions 

is disciplines and leaves no room for absolute a 
general claims. There is 

rights and constitutional rights that must be uph 
preserved.... There is no moral shame in drawi 
freedom of expression. This line 

extensive space for freedom. Any anti-terrorisn 
law must provide citizens 

every right to criticize the government and its pc 
the ability to sympathize with terrorist groups 
constitute a call for violence.... Terrorism 
phenomenon that is getting increasingly compli 
is reaching out its heinous hand to Jordan 

that there are those on the inside who are willin 
That is why Jordan and not the government nee 
legislatively disciplined anti-terrorism law that is 
Jordanian citizen from terrorism and protect his 
rights all at the same time. It is not an easy pro 
be done with openness and responsible natione 
various sectors in Jordan. V 

RUBINSTEIN 
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6. (SBU) Al-Shroogi stated that Bahrain 
cheaper housing and office space 

Dubai: a more developed local (that is 

in the financial sector. Expansion in Dubai will I 
by local requirements to hire a certain percenta! 
citizens. It is difficult to find qualified Emiratis. : 
is possible 

from Dubai to Bahrain even as it moves its regit 
headquarters in the other direction. 


7. (SBU) With Bahrain losing some of its luster . 
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hub for conventional and investment banking 
stated 

role for the Bahraini economy. In this area 
BahrainVs position slipping. He fully expected E 
remain the regional center for Islamic banking. 
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8. (C) More broadly 

economy could follow the path that Gulf Air has 
recently 

wealthier neighbors try to develop their own indı 
Bahrain has traditionally been strong. Gulf Air F 
of its four original owners (Qatar and Abu Dhab 
countries build their own airlines. Alba will face 
competition as Oman and others build their owr 
factories. Dubai and Qatar are fast building up 
financial sectors. Bahrain is trying to develop it: 
sector 

the Gulf if Islamic parliamentarians continue to ; 
threatening to the industry. 


9. (C) Al-Shroogi said that there will be great pre 
the Crown Prince to produce. \"Everyone says: 
is in the hands of the son 

has focused on political reform while turning есі 
over to the Crown Prince. \"Young Bahrainis loı 
Prince 

Development Board 

move quickly. 


10. (C) Comment: The move of CitibankVs regic 
Dubai received surprisingly little notice here 
certainly a blow to a country which has long takı 
its role as a regional financial center 

signature office building projects now under cor 
called the \"Bahrain Financial Harbor.\" This m 
the challenges facing the Bahraini government i 
compete with its wealthier neighbors 

the UAE 

attract business. It also underscores the import 
FTA as a way to help Bahrain compete and attr: 
Although the FTA is still weeks away from imple 
there are a few signs that it may in fact help brir 
in investment to Bahrain. In recent weeks 

of an American automotive parts manufacturer 
build a plant in Bahrain 

auto parts for the U.S. market. And Microsoft is 
establishing a regional office in Bahrain that cot 
some 25-30 executive-level employees to Bahr: 
companies have cited the FTA as an important 
decision-making. 
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Slovak Democratic and Christian Union (SDKUJ 
Slovak National Party (SNS) - 11.73 

Party of the Hungarian Coalition (SMK) - 11.69 
Movement for a Democratic Slovakia (HZDS) - 
Christian Democratic Movement (KDH) - 8.31 


2. The 150 seats in parliament will be divided a 


Smer - 50 
SDKU - 31 
SNS - 20 
SMK - 20 
HZDS - 15 
KDH - 14 


3. Mathematically 

coalitions. The only certainty is that SNS and S 
be in a coalition together. It is likewise highly 
improbable that Smer and SDKU could be in a ¢ 
together 

Fico told media 6/18 that Smer would not like to 
coalition with \"rightist\" parties 

to both coalition and opposition parties from the 
electoral term. 


Smer/SNS/HZDS - 85 
SDKU/SMK/KDH - 65 


SDKU/SMK/KDH/HZDS - 80 
Smer/SNS - 70 


Smer/KDH/SNS - 85 
SDKU/HZDS/SMK - 65 


Smer/SMK/KDH - 84 
SDKU/SNS/HZDS - 66 


Smer/SDKU - 81 
SNS/SMK/KDH/HZDS - 69 


4. President Gasparovic told media 6/18 that he 
6/19 with Fico and the chairmen of other parties 
their visions of possible governing coalitions. A 
series of meetings he will empower one of therr 
next government. Gasparovic also said he exp: 
in SlovakiaVs foreign policy 

future coalition. 


5. Embassy Bratislava\'s public messages will c 
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the Slovak people on exercising their democrati 
the free and fair election 

won seats in parliament 

working with the coalition government that resul 
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over U.S. ports from which it had agreed to dive 
The website includes a \"clock\" that gives the r 
hours 

operations in 22 U.S. ports\" and further states 1 
nothing that requires the \"Emir\" to sell the port 
Congress takes action. The website also incluc 
of Dubai Crown Prince and UAE Vice President 
Minister Mohammed bin Rashid (MbR) 
\"You\'re being duped 

operation of our ports 

al-Maktoum.\" Al-Qasimi stated 

to have Sheikh Mohammed\'s photo on the web 
was also upset over an apparent advertisement 
edition of the Congressional weekly 

MbR\'s photo and contained some of the same 
on the website. 


2. (C) Note: Al-Qasimi will be in Washington for 
USTR and elsewhere June 19 - 23 

her concern and frustration about what she reg: 
inaccurate and unfair media coverage of the Un 
Emirates. End note. 

SISON 
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Capital of the Arab World 

marquee U.S. expert speakers throughout its R 
programming. End Summary. 


2. (U) DOM (then Charge) in a June 14 call on ^ 
Awgaf and Religious Affairs Abdullah al-Salimi « 
letter of thanks from the Superintendent of the L 
Academy in return for a gift the Minister had ser 
Superintendent via Dr. Brandon Wheeler 

the Academy. The Minister expressed his appr 
special relationship between the Ministry and th 
remarking on the USGV's V'sincere intentions V' ir 
the Sultanate 

supporting cultural exchanges. He said such e 
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benefit the international atmosphere and promo 
initiatives in cultural 

The Minister expressed gratitude to the Embas: 
organize his own recent trip to the U.S. 

fruitful visit that will lead to deeper cooperation : 
relations between Oman and the U.S. 


3. (SBU) The Minister also cited the recent visit 
of USCENTCOM chaplains who facilitated a sui 
of views. Such dialogue is valuable to the Sulte 
stressed 

one side only receives ideas from the other." T 
said discussions with American experts familiar 
culture are particularly useful in advancing the n 
of building a community of tolerance 

respect. He said that the ministry looks forward 
expanding such discussions. 


4. (SBU) When asked why other Islamic states 
to Oman as a model of religious tolerance 
replied that 

lead to misunderstandings.\" Referring to the ic 
\"clash of civilizations 

and Muslim cultures in the Mediterranean basin 
similarities often clash 

peacefully coexistent precisely because of their 
dissimilarities. Nonetheless 

stability is through dialogue. 


5. (U) UNESCO declared Muscat the cultural ος 
Arab world for 2005/06. With that in mind 
sponsor a photo exhibit on Islam and the Quran 
at the Grand Mosque. Additionally 

organizing activities in conjunction with the U.S. 
of American Values 

commemorate the cultural year. He noted that: 
annually organizes a Ramadan lecture series fe 
prominent foreign guest speakers 

included such notables as Bernard Lewis. This 
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program 

heavyweights as Samuel Huntington 
Thomas Friedman. 

GRAPPO 
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with the strong 
has serious rule of law problems. 


3. (S/REL UK) According to al-Sari 

is the result of three fights that are happening 
simultaneously 

is about corruption. Al-Sari accused Fadhila of 
money it garners through graft and corruption 
totaling 650 

activities. For this reason 

desperately to maintain control of the province. 
another party should gain control of Basrah in tr 
provincial elections it would mean the collapse 1 
al-Sari predicted. This 

the downfall of Fadhila\'s spiritual leader 
al-Yaqubi. Sheikh Yaqubi is therefore willing to 
corruption and violence in order to hold on to B: 
Sari opined. 


4. (S//REL UK) The second fight in Basrah invo 
intelligence services 

Saudi Arabia 

operations in Basrah. Iran 

especially troublesome 

the Imam Hussein Battalion 

recent death of a Basrah FSN (ref B). 


5. (S//REL Uk) The third fight 

among the various political parties in Basrah. A 
said that 

control of Basrah politics 

Provincial Council (PC) do not wish to see the c 
government insert itself into Basrah affairs. The 
PC therefore viewed Prime Minister Nuri Kamal 
recent visit to Basrah as a direct challenge to th 
authority. 


6. (S//REL UK) The Basrah PC 

to pull away from central government authority. 
an attitude among the provincial leadership that 
treasure should be for Basrah only 
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Sari said that it would take a good deal of effort 
the situation in Basrah back under control. Witt 
heavily involved in stirring up trouble in Basrah 
said 

in the complete collapse of the Basrah governrr 


7. (S//REL UK) Al-Sari said that the people of B 
the Iraqi Army and MOD 

said 

is like its own country 

rarely communicate. The lraqi Police 
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infiltrated by militias. In Basrah 

are approximately 15 

Chief of Police has said that half belong to a mil 
The MOD 

so many Iraqis would rather see the MOD in chi 
security. 


8. (S//REL UK) Our contacts tell us that certain 
such as Basrah\'s rival political parties and the | 
intelligence services 

promoting unrest in Basrah (ref C). A strong pri 
government that is able to withstand such influe 
appears to be a distant prospect. As the provin 
elections draw near and rivalries for power inter 
expect violence to increase unless the central g 
proves able to assert control over Basrah. 


9. (S//REL UK) Bionote: Majeed al-Sari was bo 
in 1963. His wife and three children reside in S' 
Majeed al-Sari fled Iraq in 1982. In 1985 
intelligence officers arrested him in Pakistan for 
Saddam activities and took him back to Iraq 
sentenced to death. He was released from pris 
in 1988. 


10. (S//REL UK) Bionote continued: Al-Sari ser 
leader of the 1991 intifada in southern Iraq. Aft 
he joined the U.S. at Camp Arafa in Saudi Arab 
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moved to Sweden for 14 years. After the collap 
Hussein\'s regime 

now serves as the chair of the National Movemt 
1991 Intifada. He has worked as a counselor fc 
Ministry of Defense for the past two years. End 
SPECKHARD 
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Shaikho affirmed that these issues would be ha 
so that there would be the V'smallest gap possil 
the U.S. and Bahrain 

specifically address Israeli-Palestinian matters 
that Bahrain would do what it could to narrow di 
with the United States. 
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POSITION AT UNHRC INAUGURAL AND OIC 


REF: A. STATE 99490 


B. CAIRO 3758 
C. CAIRO 3743 
D. CAIRO 3658 (NOTAL) 
E. USUN 1073 


Classified by Ambassador Francis Ricciardone 
(b) and (d). 


1. (C) I conveyed ref A points to Egyptian Forei 
Aboul Gheit on June 19 

instructions from the Secretary. | reminded him 
raised the same issue with him last week (ref B 
he was not current on the state of play due to re 
and heavy VIP host duties 

any moves afoot in the Arab group or OIC agair 
any single country. He promised to delve into tł 
immediately and to instruct Egypt\'s delegation 1 
constructively\" at the UNHCR inaugural sessioı 


2. (C) | also asked Aboul Gheit to work at tomo 
conference in Baku to prevent a replay of the Si 
statement earlier this month that had let Iran off 
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Although we had no independent confirmation 
concerned that the Saudis (ref С) or others mig] 
soften public OIC statements on Iranian prolifer 
urged him to press the OIC to support the mess 
President Mubarak reportedly had pressed upoı 
Cairo last week (ref D): seize the diplomatic орк 
offer to Iran from the P5 plus 1. Aboul Gheit sa 
would not travel to Baku 

instruct the Egyptian delegation 

Baku within the hour. 


3. (C) Comment. The least support from the E 
\"constructive\" positions at Geneva or Baku wo 
significant departure from traditional practice (re 
multilateral fora. End comment. 
RICCIARDONE 
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Al-Issa 

columnist in the pro-government Arabic daily Al 
\"The accusation by the Minister of Information | 
against four satellite TV channels is a regrettabl 
Al-Sanousi claims that these TV channels are s 
opinions in an unprofessional manner in a way 1 
citizens of Kuwait and pose a threat to national : 
shame to have this type of allegation come from 
government at a time when Kuwait is preparing 
country politically 

of Information is an indication that Kuwait woulc 
center similar to Dubai. V 


-- Kuwaiti writer and political activist Dr. Moham 
Al-Yousefi wrote an op-ed in Arabic pro-governt 
under the headline 

Al-Yousefi said 

Kuwait carried a slogan taken from a fatwa by tl 
Ayatollah Sistani. The fatwa forbid the act of bu 
all know that fatwas are put to answer question: 
Other fatwas in the past by Shaykh Abdul Aziz k 
mixed-gender meetings. These are just exampl 
peoples minds these days.... These days 
working diligently to gain votes in an unexpecte: 
racing the clock 

their campaigns next year 

Parliament placed women in an unfavorable sit 
Says 

captain. V 


-- Under the headline \"Change It and Resign\" 
Arabic Al-Qabas ran a column by Dr. Abdullatif 
and a member of the \"We Want it Coalition\" p: 
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he said 

MP\'s to work towards defeating the forces of οι 
these forces. It is unacceptable to run an electi 
the wishes and orders of the corruptive forces. ` 
this election based on the old 25 districts was a 
who favor corruption. The reformists want these 
to become five. Let us run this election with one 
that is changing the number of electoral districts 
voters must work together to foil the plan of the 
The National Assembly election in 2007 will be | 
districts.\" 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
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Abroad for Families and Employees\" (SAFE) 
certify to the Department of State\'s Bureau of L 
that the employee has undergone equivalent se 
contact for this training is Assistant Director for 
(703) 205-2617. Country clearance will not be ¢ 
traveler with planned TDY in excess of 30 days 
is not stated/certified. POC for additional inform 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand cur 
from transnational and indigenous terrorism as 
terrorist groups or support groups believed to be 
Zealand at this time. In light of the worldwide st 
visitors should heighten their security awarenes 
unusual incidents to the Regional Security Offic 


c. (SBU) Anonymous telephonic threats and ok 
occasionally targeted U.S. diplomatic missions i 
response to U.S. policies and actions 

have demonstrated occasionally at the Embass 
the Consulate in Auckland. These demonstratic 
and are peacefully conducted. During these de 
country police and protective services normally 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium 
environment. As such 
increase in violent and petty crimes 
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non-confrontational in nature. However 
assaults 

and thefts occur countrywide but primarily in the 
Auckland 
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especially aware that street crime 

is a daily occurrence in these cities. Common s 
should be taken 

opportunity. 


e. (SBU) Generally 

the world drug situation; however 

Zealand has been utilized as a transit point for є 
Ecstasy 

New Zealand are locally produced methamphet 
There have been increased amounts of lab seiz 
associated with groups attempting to control thi: 


f. (U) All forms of public transportation are gent 
times of the day; however 
precautions so as not to become a target of opr 


g. (U) The traffic situation in Auckland can be c 
moderate amount of congestion. Wellington an 
is significantly better; however 

can be expected. Visitors are advised that traffi 
left-hand side of the road. Visitors are advised: 
accidents are common and that it is safe to pull 
may take an accident report. However 

hostility or anti-American sentiment should dep: 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use = 
electronic or photographic equipment must сот 
introducing that equipment into the Chancery. F 
or photographic equipment is not permitted in tr 
severely limited cases will a notebook or laptop 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not d 
classified information outside secure environme 
and/or cellular telephones 

sensitive information at the Chancery and not αἱ 
residences. 


j. (U) Visitors should also be aware of the State 
Consular Information sheet for New Zealand an 
Worldwide Caution Public Announcements 
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Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroun 
to their personal security. Suspicious incidents/ 
be reported to RSO Wellington (Telephone (64) 
hours/day). 


McCormick 
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weak\" to reach a consensus because of the lar 
between the Israeli and Palestinian sides. 


2. (SBU) Cipot said Slovenia supports the Swis: 
the Third Additional Protocol. She also said tha 
views the U.S. position as positive and opined tl 
hopes to see \"good results\" from the Conferen 
further noted that Slovenia did not support a prc 
\"a few countries\" to postpone the Conference 
SloveniaVs position was that this would be coun 
ROBERTSON 
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Indonesia are comfortable with Boeing\". Rajas 
to visit Seattle in August for a ceremony at Boei 
Air officials. 

AMSELEM 
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Indonesia are comfortable with Boeing\". Rajas 
to visit Seattle in August for a ceremony at Boei 
Air officials. 

AMSELEM 
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economic development. Prime Minister Koizum 
UkraineVs President Yushchenko a hero 
possible counterweight to Russia. Finally 

said that Japan is coming V'more into line\" with 
States and the EU regarding Belarus\' human ri 
but admitted that Tokyo is waiting for the U.S. a 
take the lead. End summary. 


Visegrad Four: From ODA to FDI 


2. (C) Japan is in the process of phasing out its 
Development Assistance (ODA) to the Visegrac 
Czech Republic 

the end date of all ODA to these countries 
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South Eastern Europe Division Principal Deputy 
Tatsuya Machida told Embassy Tokyo Political | 
Szpila recently. In contrast 

investment (FDI) is growing rapidly. It has alma 
to Poland in the past three years. There are no 
63 Japanese companies in Poland 

59 in Hungary. Japan\'s current plan is to explo 
investment opportunities using organizations su 
Poland-Japan Economic Committee 

facilitate better communication and stronger rel: 
between the business sectors of the two countri 
believes the political relationship between Чара! 
Visegrad Four is strong 

pro-Japan than the original EU member states.\ 


3. (C) In a separate meeting 

Division Principal Deputy Director Kaname Arak 
that Japan\'s investment in the Visegrad Four is 
but observed that it remains low compared to th 
EU accession and the subsequent harmonizatic 
regulations have made investment in these cou 
Araki observed. He singled out Hungary as acti 
attract more FDI from Japan; however 

of qualified workers with a \"Japanese-style wor 
a constant hurdle for Japanese businesses ope 
region. Japan also needs to convince the Visec 
the Japanese market is just as profitable as Ch 
contrary to what these countries may think 
protectionist. 


Romania and Bulgaria: Bringing Oil to the Black 


4. (C) Japan supports Romania\'s and Bulgaria’ 
Machida noted. Japan hopes both countries wil 
trading partners through the creation of modern 
frameworks. Much of the focus of Japan\'s rela 
the two countries has been on energy security 
180 million in assistance to construct a new cor 
terminal in Romania\'s South Constanta Port an 
million in assistance to expand the Bulgarian Pc 
Bourgas 

intended to facilitate the completion of the pipeli 
the Caspian Sea through the Black Sea in ordeı 
Eastern Europe\'s dependence on Russian oil. 
to the NATO Foreign Ministerial conference as i 
for Japan to coordinate with Romania and Bulg: 
security issues. 


5. (C) Japan has also successfully established | 
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with Bulgaria and Romania to implement the Cli 
Mechanism (CDM) to reduce carbon dioxide en 
Machida. These non-binding MOUs clear the w 
companies to invest in emissions control equipr 
Bulgarian and Romanian factories in return for . 
receiving credit for emissions reduction under tt 
Protocol. 


Balkans: The Focus on Kosovo 


6. (C) Japan currently has three embassies in tl 
in Croatia 

Vienna and Rome cover Macedonia and Albani 
Total ODA for the Balkan region was close to U 
in 2004 and focused on V'peace consolidation 
development and regional cooperation. Kosovc 
not a question of \"if\" it will happen 

happen 

and status of minorities within Kosovo and dism 
Serbian governments inflexible stance has stal 
negotiations. Japan appears sympathetic to tht 
Machida continued 

Overall 

strictly an EU problem. Machida relayed that Je 
objectives in Kosovo are to be included in conte 
maintain close contact with the UN and 

stable 


Ukraine: Possible Counterweight to Russia 


7. (C) Since V'Koizumi loves heros 

as the hero of the Orange Revolution 

Viktor Yushchenko\'s July 2005 trip to Japan prt 
good meeting" that fostered a positive relations 
Prime Minister Koizumi and Yushchenko 
creation of the Ministerial-level Japan-Ukraine C 
Committee demonstrates Japan\'s desire to cre 
relationship with Ukraine. Yushchenko follows ‹ 
between Russia and EU 

EU-centric as he is sometimes portrayed. Macl 
concern at possible friction between Ukraine ar 
citing the recent disruption of gas supplies to Ul 
highlighting the weaknesses in European energ 
its vulnerability to Russia's whims. Japan view: 
a possible counter to Russia in the upcoming G 
is currently seeking high-level talks with Ukraine 
margins of the G-8. Japan\'s ODA contribution 
million in 2005 targeted the development of Ukr 
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transport infrastructure. 


Belarus: Considering Sanctions 


8. (C) Japan is coming \"more in line\" with the | 
and European Union regarding the human right: 
Belarus 

presidential elections 

the Belarus authorities to pursue democratic pri 
expressed regret that many undemocratic acts ' 
during the election. Two official \"calls of conce 
placed to the Belarussian Charg in Tokyo that 
Machida 

in Minsk declined an invitation to attend Preside 
Aleksander Lukashenko\'s inauguration. Japan 
been reviewing its options with regards to possil 
against Belarus 

United States and the EU to take the lead. Whi 
contact may be dwindling 

people-to-people exchanges with Belarus; in 20 
Belarussian journalist and democracy activist cé 
and this year Japan plans to host a Belarussian 
SCHIEFFER 
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have a resolution die in the Security Council.\" | 
said that GOT officials have spoken with official 
\"Myanmar\" who were \"willing to consider favo! 
of referral to the HRC. Mulamula said the GOT 
out the USG on this issue in New York and has 
formal proposal for referral to the HRC. 


2. (SBU) In response to Poloff noting the stron 
that a UNSC resolution would send 

of the draft resolution on Burma is on human ric 
violations 

Mulamula said GOT officials have spoken with 
of ASEAN countries 

situation in Burma 

Aung San Suu KyiVs detention. However 

for a resolution and the GOT does not want a si 
UNSC. Mulamula added that the situation in BL 
dealt with adequately under UNSC regulations. 


3. (SBU) COMMENT: We have pressed Tanz: 
repeatedly during Tanzania\'s tenure on the UN 
the GOT position voiced by Mulamula is not ош 
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encouraged by greater signs of engagement on 
However 

UNSC action. END COMMENT 

DELLY 
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and CFT laws and a strong supervisory regime 
attractive environment for DPRK entities that thi 
to exploit - sending them the message that Mon 
safe place to do illicit business. This poses a si 
reputational risk to Mongolian institutions if impr 
activities are exposed. 


-- Encouraged all GOM stakeholders to actively 
in Mongolia\'s development of their AML/CFT re 
encouraged all stakeholders (not just Central Bi 
officials) to participate in the APG to ensure all ı 
sectors are aware of the international standards 
understand the importance of building a compre 
AML/CFT regime. The upcoming APG Plenary 
particularly timely in this regard as Mongolia is < 
undergo a mutual evaluation this fall - which will 
comprehensive assessment of its AML/CTF cay 
relevant sectors. 


-- Expressed appreciation for cooperation from 
financial community; both are strong partners in 
to clamp down on illicit financial activities 

those associated with North Korea. 


4. (SBU) Highlights of his meetings included: 


-- Acknowledgement by Mongolian commercial 
risks posed to their banks and Mongolia\'s finan 
system by illicit activities and specifically North 
Korean activities. 


-- A Golomt Bank representative described the | 
it faced as a result of a recent North Korean bar 
transaction (the February transfer οἵ US$1 millic 
Yen 2 million in cash). Golomt has cut its 
relationships with DPRK firms and banks. 


-- Virtually all contacts sought more information 
AML and CTF efforts as well as additional traini 
institutional AML/CFT best practices. 


-- Law enforcement and security agency official: 
flagged potential legal authority and enforcemer 
problems in Mongolia\'s pending AML law. 
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-- Ministry of Foreign Affairs officials revealed tr 
the government is moving to tighten down on tr: 
North Koreans by requiring visas for North Kore 
except for North Korean diplomatic or official pa 
holders. MFA and MOF officials agreed that No 
illicit activities posed a threat to Mongolia and 
requested that the U.S. share as much informal 
specific to North Korean activities in Mongolia. 


5. (U) DAS Glaser cleared this message. 
SLUTZ 
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The two Sadrist ministers invited 

the meeting 

violation of Iraqi sovereignty because GOI did n 
know President Bush was in the country. Tawa 
AlaVa Makki told Poloff on June 17 that PM Mal 
unhappy with remarks made by DPM Salam al-. 
contributed to their already frosty relations. Enc 
Summary. 


2. (C) Deputy President Tarik Hashimi told Polo 
meeting with President Bush that he appreciate 
opportunity to review Sunni Arab security conce 
similar vein 

his meeting that he intended to raise the issue с 
expected MNF assault in Anbar asking that mili! 
be stayed in favor of negotiations in order to rec 
civilian casualties. Sheikh Khalaf Alayan (Natio 
Dialogue Council) 

sharing a room with Ayad Allawi 

SCIRI politico Hummam Hammoudi 
Abd-al-Rahman al-Husseini 

President 

good. 


3. (C) Tawafuq leader Alava Makki told Poloff o 
that Tawafug was working on repairing relations 
Maliki and Тамаша DPM Salam al-Zawbaie. A 
Makki 

after the Ministerial meeting with President Busl 
said that the PM was unhappy with ZawbaieVs r 
gathering 


4. (C) On June 14 
Rafi al-Esawi (ПР) lamented that security surrot 
President\'s visit did not allow ministers time to | 
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issues for discussion. He said the most importe 
that happened at this meeting was that Preside! 
looked us in the eyes and said 

full support." He considered the moment \"legit 
inspiring.\" 


5. (C) A range of senior Shia political figures ov 
past five days told PolOffs they believe the Pres 
visit gave a real boost to Prime Minister Maliki. 
Ismael al-Kuzai of the Fadhila Party told Pol/FS| 
Bush\'s visit as \"a great step 

the world the U.S. is still committed to supportin 
GOIA" He also applauded the timing of the visit 
was good to arrive after the death of Abu Musal 
which he said was a great victory for the U.S. ar 
against the insurgency. 


6. (C) Embassy officers escorting participants o 
building after their meetings with the President ı 
upbeat 

al-Attiyah 

morose during his enforced wait with Sunni Aral 
Mashadani - with whom he clearly lacks rapport 
meeting smiling broadly. He made PolOff prom 
for him a copy of the photo with the President. 


7. (SBU) The two Sadrist ministers who were in 
attend. Sadrist Minister of Health Ali al-Shamar 
Pol/FSN that the next day 

session of the Council of Representatives (COF 
Parliamentarian Saleh Hassan Essa denouncec 
Bush\'s visit as a violation of lraq\'s sovereignty. 
complained that not even the Iraqi Prime Minist 
about the POTUS visit beforehand. He then ca 
COR to formally protest the visit. In the al-Kadr 
district of Baghdad 

detainee and brother of Sadrist CoR member B 
led demonstrations on June 14 protesting Presi 
visit. 

SPECKHARD 
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and future projects with Prince Karim Agha Kha 
upon local 

(Government-owned Tishreen 


VLebanese MPs and figures criticize movement 
Ambassadors against the background of revela 
network: They serve Israeli interests (Governn 
Tishreen 
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\"In light of confessions by members of the Mos 
arrested in Lebanon 

penetration. The case will be referred to the Sex 
Lahoud: Israel seeks revenge against the Lebar 
(Government-owned Tishreen 


\"The Palestinian dialogue makes progress. The 
Palestinians. Palestinians consider it insufficien: 
owned Tishreen 


VFinally 

the QuartetVs approval. Israeli calls for coordine 
Abbas. Fatah casts doubts on Israeli intentions! 
owned Tishreen 


\"Italy commences withdrawal of its forces from 
killed 
6/16) 


\"American annoyance at the Italian withdrawal 
Iraqis killed 
Tishreen 


\"President Asad discusses role of state and so: 
current reform process with Assistant Secretary 
Asad calls for pursuing objectivity and credibility 
owned Tishreen 


VA memo of understanding for defense cooper: 
Syria and Iran. Minister of Defense Tourkmani c 
with Iran as strategic 

us\" (Government-owned Tishreen 


\"Revealing the Mossad network in Lebanon boı 


resistance. Lahoud: Investigations are continuin 
will be punished\" (Government-owned Tishreei 


3. Editorial Block Quotes: 


Isam Dari 
commented (6/17): \"The situations іп Afghanisi 
the failure of the US policy drawn up by neocon: 
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\"It is obvious that the US Administration has no 
the mistakes it has made in more than one plac 
from Somalia to Afghanistan to Iraq. The evider 
continues to adopt the same military-political ap 
Despite the American failure 

rely on the same theories 

and seeks to plunge the Arab region into uncon 
instability to please Israel and its expansionist p 
serve the Greater Middle East plan.... 
\"Washington 

into consideration the factor of peoples 

stand fast and foil foreign plans.... The Bush ad 
today knows that it failed in its wagers on isolati 
it will perhaps find out soon that it is unable to s 
Syria or ignore the central role that Damascus [ 
regions security and stability 

way to solve all problems and differences... V 


Muhammad Ali Buzah 

Thawra 

justification of the Israeli massacre on the Gaza 
subsequent crimes means that there is no longt 
positive sign that the Bush administration will ac 
and turn 

mediator 

of justice in this troubled and volatile part of the 
elsewhere... 


\"The US Administration has sold itself out to th: 
become 

unrest and an enemy that harbors every evil for 
nation; it effectively participates in aggression a 


nation and in crimes that seek to annihilate it ar 
violate its sanctities.... 


V'This situation must not remain without an Arak 
What we need today 

a unified strategy and pan-Arab action capable : 
and upsetting the equations of balance and the 
calculations of the enemies. This cannot be ach 
adoption and use of the other options 

failure and futility of politics and as support for tl 
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option 

concerned. These other options are numerous 
painful to those who loved the game of gratuitoi 
belligerence 

blackmail 

with their appalling crimes for ever and avoid th: 
response and punishment.\" 


Izz-al-Din al-Darwish 

Tishreen 

might turn into a national 

moment if those who add fuel to the fire continu 
irresponsibly.... 


\"Israel is working to ignite internal strife in the F 
territories against the background of the results 
Palestinian elections.... From the beginning Isra 
its dissatisfaction with HAMASVs assumption of 
announced this and launched a campaign to att 
thwart its overwhelming popular victory. It Беда! 
tight siege and withholding aid from the Palestir 
And 

states to stop transferring funds to the Palestini; 
and 

staging demonstrations demanding their salarie 


VWhile Israel is feeding Palestinian sedition by . 
means 

Israel more comfortable 

and stoking a Palestinian political problem and 
placing hard options before the Palestinian gove 


Seche 
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and support 

travel to El Fashir and Nyala soon to meet with : 
leaders 

favor of the DPA. 


3. (C) Ahmed Adam Rijal 
chief) of Nyala 
meeting with Nur in Nairobi. Nur remained obst 
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refusal to sign the DPA 

objections. Rijal told Nur they agreed that the C 
problems 

had never answered this question. Rijal plans t 
again soon 

the peace process. 


4. (C) Salin Mamoud 

Against Torture (SOAT) and Communist memb 
Assembly thanked the U.S. for its support. Des 
failings of the DPA 

re-open the negotiations. \"We have to find the 
the most practical ways 

noting that Nur had never had a good 

However 

participation was not necessary 

in Darfur without the Fur 

group in the region. Mini Minawi 

more territory or have more troops than Nur 
represents a minority tribe. Mamoud especially 
President Bush\'s letter 

before; \"This is a guarantee! he exclaimed. Е 
strongly for a UN force in Darfur 

League force would not be trusted by the peopl 
to be seen as legitimate 

not from Africa. Justice was also critical issue 
question of compensation should not stop the E 
forward. 


5. (C) Adbulgassem Seif Al-Din 

Assembly -- and Abdel Wahid Nur\'s father-in-le 
but noted that the highest priority was the returr 
people to their villages in safety. \"There shoulc 
thing as blood money at this stage 

welcomed President Bush\'s letter 

encourage Nur to write back 

comments to Iraqi PM Al-Maliki: When Ameri 
promise 
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observations about the lack of good advisors ar 
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one point suggesting the U.S. send Alex de Wa 
and emphasized the importance of the Fur to th 
process. \"If Abdel Wahid signs 

agreement 

optimistic Nur would listen to other Fur leaders. 


6. (C) Ibrahim Ahmed Diraige 

Program and son of Federal Democratic Allianc 
Ibrahim Diraige 

personally responsible 

led 70 percent of his tribesmen to lose life or pri 
Nur\'s refusal to sign was based on his persona 
on a careful reading of the agreement. \"The D 
vague and general 

move forward." He particularly emphasized the 
thinking" in Darfur 

and Nur. V'The Fur in the camps think that the ; 
support the DPA because Minawi has signed 
wont support it until Abdel Wahid does. But ΙΓ, 
signs 

reason to think that Nur might join the process: 
can influence him 

and Al-Din. 


7. (C) Hume thanked the leaders for their comn 
addressed the twin issues of justice and securit 
understood the need for immediate compensati 
in camps rebuild their lives 

more difficult. If we can\'t stop the killing 

to justice 

Security was even harder. Ultimately 

must start trusting their own government again 
meantime 

them. Hume asked them to identify specific dis 
peacekeepers might be able to start making prc 
security. 


8. (C) The leaders responded by noting the imp 
community policing in building security. In som 
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had even deputized young men to help maintair 
camps 

enforcement. This system helped residents mo 
who had taken up residence in the camps 
Chad 

Mauritania. (Note: Hume asked whether there 
to government reports that there were Al-Qaida 
Darfur; \"Мопѕепѕе!\" Al-Din responded 

would quickly root out any Arab that came into t 
Al-Qaida attempted to land a plane once 

killed them 

agreed that there were more opportunities for b 
security in some areas than others 

attempts to create model villages 

tried in 2004. The people want to go back to thı 
land 

be ethnic cleansing. 

HUME 
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in Baku would replace an Iraq neighbors meetir 
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Visit Embassy Manamavs Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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2. (C) Like it has done for Iraq 
Bahrain could provide financial training for Yem 
and promote networks and linkages between Y: 
financial institutions. He noted 
would not be able to make monetary donations. 
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Visit Embassy Manamavs Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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seemed to indicate that the public has little expe 
Prime Minister Junichiro Koizumi 

down at the end of his term in September. 


The most often chosen reason for supporting th 


Column 3 

before 

changing 

point drop to 9% in those who chose 

policies 

reason for not supporting the Cabinet 

VI cannot feel that the economy has recovered. 


Regarding party support 

point drop) 

a point). The New Komeito had 5% (down a poi 
Communist Party 
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Party 
points to 38%. 


4) Abe rises 4 points to 4296 as popular favorite 
minister widening gap with Fukuda 


MAINICHI (Page 1) (Excerpts) 
June 19 


The Mainichi Shimbun carried out a national opi 
telephone) carried out on June 17-18 

which of the six Liberal Democratic Party (LDP) 
favored as the next prime minister. The top favc 
Cabinet Secretary Shinzo Abe with 4296 
previous poll in May. The next favorite was form 
Secretary Yasuo Fukuda with 1996 (down a poir 


SIPDIS 

time). The gap between the two has widened to 
factor influencing the number apparently is Fuki 
not making it clear whether he will run in the rac 
in the party urging him to declare his candidacy 
to strengthen their calls. 


Other than those two 

point) and Finance Minister Tanigaki 

changing their rating very much. Among LDP st 
6196 support 

the priority policy of the next prime minister 
answer was V'dealing with the low birth rate/agir 
crisis 

issue 


5) Poll: Abe support up to 4196 in post-Koizumi 
1796; Cabinet support slightly down to 4796 


Column 3 
NIHON KEIZAI (Page 1) (Full) 
June 19 


Chief Cabinet Secretary Shinzo Abe has risen t 
popular favorite to become the next prime minis 
Keizai Shimbun found from a public opinion sur 
16-18. The figure is up 8 percentage points fron 
in May. Yasuo Fukuda 

17% 

candidates has widened from 12 points to 24 pc 


Abe has gained more support in the post-Koizuı 
Clarified his de facto candidacy for the ruling Lib 
Democratic Party\'s presidential election schedt 
September and is now coming out with his own 
appears to have reflected the rise in popularity r 
Minister Taro Aso was at 3%. Three others-Fin: 
Sadakazu Tanigaki 

Yosano 

survey. There is no change in the trend of publi 
centering on Abe and Fukuda. 


The approval rating for the Koizumi cabinet was 
points from the last survey. The disapproval rati 
to 41%. In the breakdown of public support for | 
the LDP stood at 4296 

leading opposition Democratic Party (DPJ or Mi 
up 1 point. The DPJ has risen in public support 
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Ozawa became DPJ president. 


In the survey 
asked if they would like to see a change of gove 
the ruling and opposition parties. 


The survey was taken by Nikkei Research Inc. ‹ 
on a random digit dialing (RDD) basis. For the « 
were chosen from among males and females 
across the nation. A total of 1 

voters were sampled 

(59.1%). 


6) Poll of LDP lawmakers; Abe takes lead over 
presidential race; Half the members have yet to 
support 


SANKEI (Page 4) (Full) 
June 17 
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Kyodo News Agency as of June 16 surveyed thı 
the Liberal Democratic Party (LDP) regarding pı 
contenders. The survey directly interviewed 403 
both Diet chambers and found that Chief Cabin: 
Abe has taken the lead 

from the Mori faction 

who are affiliated with no factions 

Cabinet Secretary Yasuo Fukuda 

members 


Chances are that this situation could change wi: 
members or about 200 members of both the Ur 
members undecided about which candidate to « 
strong that the Tsushima faction (35 members) 
LDP Caucus chairman Mikio Aoki and the Nikai 
Minister of Economy 

will act as a body. Their move will 

focus in the later stage of the election race. 


Among 86 Mori-faction members 

belong 

support Abe. The number of those who support 
below 10. About 30 members did not clarify whi 
support. 


Among 74 non-faction-affiliated members 

first elected in last year's Lower House electior 
revealed their support of Abe 

Only a few cited support of Fukuda. 


Most of the members of the Tsushima faction a 
in the Lower House have yet to clarify their votir 
among those who have decided whom to suppc 
Abe exceeded those who were in favor of Fukut 
Ibuki faction members have yet to decide whorr 
about 10 declared their support of Abe. There a 
Fukuda supporters in the Komura faction 

who support Abe topped those who support Fut 
Foreign Minister Taro Aso from the Kono factio! 
Tanigaki of the Tanigaki faction 

intention to run in the race 
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7) Poll: 60% give positive response to Koizumi ‹ 


achievements 


NIHON KEIZAI (Page 2) (Full) 
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June 19 


According to the result of an opinion poll on the 
the government of Prime Minister Junichiro Koi: 
valued 

60% gave positive responses. Twenty-two% sai 
appreciate to a certain extent and 11% said the' 
appreciate the achievements at all. 


Compared to the outcome of a poll conducted ii 
response decreased by 5%age points 

increased by 9 percentage points. The reason i: 
scandal involving the Social Insurance Agency : 
Japan Governor's investment in the scandal-tai 
came to light at the end of the regular session o 


8) LDP presidential election: Officers of local ch 
successor to Koizumi to revise his reform policy 


ASAHI (Top Play) (Excerpts) 
June 18 


The Asahi Shinbun\'s interviews with senior offic 
chapters of the Liberal Democratic Party (LDP) 
them are calling for the successor to Prime Min 
revise his structural reform policy. More than 90 
surveyed members are calling for a correction c 
reform policy in some form or other. With the UJ 
election and simultaneous local elections close 
local LDP members have a strong sense of alat 
difficult for them to win unless the LDP under its 
deals with the gap between urban and regional 
question as to whom they support 

Secretary Abe. 


SIPDIS 


In the survey 

general and other senior officials of 47 prefectui 
regarded as properly representing local LDP me 
carried out similar interviews this March 
changes in the members of local chapter officer 
reelections. 


Regarding a four-option question on what the nt 
should do about Prime Minister KoizumiVs struc 
policy 

expanded. A total of more than 90% sought a re 
calling for a slight revision in consideration of th 
in regional districts and 12 noting that the policy 
revised extensively. 
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9) US would impose additional sanctions on No 
Minister Aso 
immediately stop preparations for missile launcl 


SANKEI (Top play) (Excerpts) 
June 18 


Foreign Minister Taro Aso and US Ambassador 
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Schieffer on the evening of June 17 met at the I 
to discuss North Korea\'s move to test-fire a Та! 
range missile 

to immediately put a stop to its preparations for 
launch and quickly return to the six-party talks. ' 
revealed that they are warning North Korea aga 
test 

community 

ready to impose additional sanctions on Pyongy 
US authorities remain on high alert 

possibility that a serious situation could take pla 
afternoon of June 18 or afterwards 

completed its preparations for a test launch. 


According to a government official 

has instructed its people to fly the national flag : 
on June 18 and watch a message on TV or othe 
evening. Taking this move as hinting at a possil 
a missile 

movements. 


Foreign Minister Aso in his talks with Ambassac 
expressed concern: \"Should North Korea test-f 
would threaten the peace and stability of our co 
the international community and would be of gré 
terms of nonproliferation of weapons of mass di 
revealed that on June 16 

embassy in Beijing not to proceed with plans fo! 
launch. Schieffer explained that the US had dire 
concern through the United Nations office in Ne 
Korea. 


Both Aso and Schieffer shared the perception tt 
missile is an act that would violate the Japan-Nt 
Pyongyang Declaration that stipulates a morato 
launches and the Joint Statement of the six-par 
specifies efforts to contribute to peace and stab 
East Asian region. They also discussed what ac 


Column 3 
taken should the North fire a missile. 


After the meeting 

telling reporters: \"It\'s a very provocative act an 
it from the international community further" \"If 
fired 

even UN sanctions are being considered. 


10) Japan 
preparations for missile test; SDF 


NIHON KEIZAI (Page 2) (Full) 
June 18 


The Japanese government is now working in m 
with the United States on the diplomatic front ac 
Korea as there is a growing probability that Pyoi 
fire a long-range ballistic missile thought to be a 
Meanwhile 

(USFJ) are on high alert 

ships and patrol planes to the Sea of Japan. 


The meeting on the evening of June 19 betwee! 
Taro Aso and US Ambassador to Japan Thome 
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in response to America\'s sudden request for a 
dialogue. Aso 

with the ambassador. Holding this sort of meetii 
a political message to North Korea. 


A careful analysis of North Korea\'s moves is be 
government under the leadership of the Ministry 
Affairs (MOFA) 

Secretariat. Tokyo will V'continue its efforts to ur 


SIPDIS 

to exercise self-restraint 

official added there has been no other response 
will convey your request to our home country. V" 


Considering this situation 

monitoring system by putting the observation ve 
Island at its Sasebo Base and also deploying th 
135 aircraft to Kadena Air Base from the US те 
addition 

deployed in the Sea of Japan. 


In line with these US moves 
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ship based in Sasebo to the Sea of Japan andi 
mobilized the EP-3 multipurpose aircraft for elec 
and the reconnaissance aircraft to gather inform 


On June 17 

ourselves for a worst-case scenario of a missile 
senior Maritime Self-Defense Force official also 
the probability of a missile launch is mounting 
stay alert.\" 


11) If North Korea fires Taepodong-2 missile 
to discuss sanctions 


YOMIURI (Page 1) (Excerpts) 
June 19 


The government decided yesterday that if North 
long-range ballistic missile \"Taepodong 2 
United Nations Security Council (UNSC) to com 
economic sanctions against that country 

US and other major powers. Japan will also cor 
own sanction measures 

from Japan to North Korea 

prohibiting North Korean ships from entering Ja 


Ina TV Asahi news program yesterday 

that if Pyongyang fires a Taepodong-2 missile 
strongly protest against the country and apply p 
under a UNSC resolution. The US is of the sam 
minister also indicated an intention to discuss tr 
G-8 foreign ministerial meeting in Moscow on Ji 


The Japanese and US governments interpret a 
test as a violation of the 2002 Japan-North Kore 
Declaration 

missile tests 

governments have already asked North Korea t 
channels to refrain from test-firing and have als: 
Pyongyang ignores their demand 

stance against that nation. 
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12) High alert against Taepodong 2 launch 
every effort to analyze North Korea\'s moves 


YOMIURI (Page 2) (Excerpts) 
June 19 
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On high alert due to North Korea\'s preparations 
Taepodong 2 long-range ballistic missile 
officials continued analyzing intelligence yesterc 


Assembled at the Defense Agency yesterday al 
defense officials as Defense Agency Director-G 
Nukaga 

Moriya 

North Korea\'s moves based on intelligence fror 
Maritime Self-Defense Force\'s Aegis vessels. | 
agreed to remain on high alert 

the North would fire the missile yesterday. 


Nukaga told a press conference yesterday ever 
seen any change in particular. | instructed other 
their best to gather intelligence.\" 


The dominant view in the government is that the 
aimed at securing a chance for direct talks with 
States and convince Washington to remove its : 
against Pyongyang 

But views are split on whether the North will act 
missile. 


13) Japanese 
about North Korea\'s moves over nuclear 


NIHON KEIZAI (Page 1) (Excerpts) 
June 19 


Hiroshi Maruya 


North Korea appears to have completed pumpir 
Taepodong-2 missile 

Japanese and US governments have started cc 
concern about the moves in a joint statement to 
their leaders meet later this month. They plan tc 
Pyongyang test-fires a long-range ballistic missi 
summit 

interpreting it as a provocative act against the ir 
community. 


Prime Minister Junichiro Koizumi and US Presic 
scheduled to meet in Washington on June 29. / 
theme for the summit 

are suddenly coming up. In the event that Pyor 
missile 

as referring the problem to the United Nations $ 
and sanctions by Japan 


Japan and the US have taken it seriously that N 
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without returning to the six-party talks on its nuc 
development programs 

missile. The two countries have judged it neces 
leaders to call on North to cooperate with the in! 
community for the sake of peace and stability in 
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region. 


14) GSDF mission to Samawah; Government cı 
on June 21 of date of withdrawal 


YOMIURI (Page 2) (Full) 
June 19 


The government is now coordinating the date oi 
withdrawal of Ground Self-Defense troops 

in reconstruction assistance in Samawah 
Koizumi will likely announce the decision on Jur 
conference. A government source on the 16th r 


The transfer of security and administrative auth: 
Muthana Province 

forces to the new Iraqi government is expected 
agreed on as early as the 20th after a decision | 
government. The GOJ has determined that it sr 
withdrawal of GSDF troops as soon as possible 
withdrawal operations. The prime minister\'s ani 
likely come either on the 20th or the 21st 

as more likely due to such factors as the time di 
Iraq. 


Prior to holding that press conference 

meet with New Komeito leader Kanzaki to conv 
decision to pull out GSDF troops from lraq. He : 
a security meeting to order Defense Agency Dir 
Nukaga and Foreign Minister Taro Aso to ensur 
withdrawal operations. 


As reasons for withdrawing GSDF troops from | 
minister is expected to cite: (1) progress of the | 
process with the launch of a permanent Iraqi go 
stable security in Muthana Province 

deployed; (3) multinational forces 

Australian troops 

Muthana 

stress the continuation of Air Self-Defense Forc 
operations to transport supplies to Iraq even aft 
withdrawal of GSDF troops. Following a reques 
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government intends to expand the coverage of: 
Baghdad. 


Following the prime ministers announcement с 
withdrawal 

immediately order the withdrawal of the 10th ας 
reconstruction dispatch group operating in Iraq. 
order the dispatch of a withdrawal assistance tri 
about 100 supply and transport experts. 


15) Three cabinet members to discuss GSDF p 


TOKYO SHIMBUN (Page 2) (Full) 
June 19 


Foreign Minister Taro Aso revealed on a TV Asi 
yesterday that he would meet with Chief Cabine 
Abe and Defense Agency (JDA) Director-Gener 
the Prime Ministers Official Residence this mo 
when to pull out Ground Self-Defense Force (С. 
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Iraq's southern city of Samawah. 


Samawa is the capital of Muthanna Province. B 
likely to announce plans for a pullout from the p 
as tomorrow after transferring security control tc 
making arrangements to announce a plan for a 
troops possibly on June 21. 


When asked whether the pullout would begin by 
Minister KoizumiVs visit to the United States sla 
this month 


16) In summit statement 
values but stop short of referring to revision of c 
guidelines 


ASAHI (Page 1) (Excerpts) 
June 17 


The governments of Japan and the United State 
arrangements to issue in a meeting between Pr 
and President Bush set for June 29 a joint state 
the importance of the V'Japan-US alliance in a c 
deal with terrorism and other global issues. Witl 
China in mind 

share a set of values 

statement is likely to stop short of mentioning th 
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Agency-proposed revision of the guidelines on . 
cooperation and instead confirm the implement; 
for US force realignment in Japan compiled this 


Chief Cabinet Secretary Abe called the last mee 
President Bush for Koizumi 

minister is to expire late in September 
statement is likely to highlight the importance of 
alliance in wide-ranging areas 

and economics. 


17) MSDF left out of US info loop in missile defe 
Hawaii; Close cooperation dead 


TOKYO SHIMBUN (Top play) (Full) 
June 18 


Japan and the United States have now releasec 
their talks over the realignment of US forces іп. 
incorporating their agreement to V'cooperate cla 
other in missile defense (MD). Nevertheless 
does not allow Japan to use its military commur 
satellites 

preparing to launch a Taepodong-2 ballistic mis 
the US Navy plans to test its sea-based SM-3 ir 
late this month with JapanVs Maritime Self-Defe 
equipped destroyer participating. The MD test 
up with the MSDF being unable to exchange inf 
counterpart. 


The missile intercept test will be conducted off I 
intercept test 

an intermediate range ballistic missile mockup t 
from Kauai 

intercept that projectile with an SM-3 missile. TI 
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share its data with the MSDF about the flight pa 
ballistic missile through a US military satellite cc 
system 

Aegis destroyer 

network and will track the missileVs path. 


Japanese and US Aegis ships are loaded with = 
tactical information exchange system called Lin 
enables them to exchange information online. T 
however 

Kirishima 

permission. In addition 
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loaded with a decoder and a new communicatic 
the US Navy is not expected at all to let the MSI 
system. The МӘРЕ Aegis destroyer also canno' 
these new systems on it. 


In 1998 

Japan and landed in waters off Sanriku. At the 1 
Aegis ship detected the projectile. The Kirishim: 
detect a ballistic missile mockup in the SM-3 te: 
been participating in a series of US missile inter 
However 

remain reluctant to take part in the US MD initia 
United States is apparently aiming to play up the 
participation in MD testing. 


The Kirishima will be staged in waters near the 
will be left out of the US Navy\'s information loo 
the Kirishima\'s participation in the missile interc 
far cry from the \"close cooperation\" reaffirmed 
report on the planned realignment of US forces 


When Japan built its Aegis destroyers 

an Aegis system that excels in fleet air defense 
United States banned Japan from joining the int 
system (IBS) of the US Army 

In point of fact 

Japan in spite of their favorable relations. 


In the meantime 

band radar system at the Air Self-Defense Forc 
Detachment base in Aomori Prefecture by this : 
related equipment and systems incorporated in 
the US military realignment. However 

United States will provide Japan with intelligenc 
the X-band radar. The United States may only L 
outpost convenient to defend the US mainland. 


18) Japan 


ASAHI (Page 4) (Full) 
June 17 


The governments of Japan and the United State 
notes as early as next week allowing Japan to Е 
defense system (MD) interceptor parts to be joiı 
the two countries. Although the Japanese gover 
missile parts as weapons 

production of the MD system as an exception tc 
principles banning weapons exports. The notes 
the US from using MD parts for purposes other 


Column 3 
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purposes without each other\'s prior agreement 
to a third country. 


The Japanese government plans to make a cak 
notes next week for Foreign Minister Taro Aso : 
to Japan Thomas Schieffer to sign them to mak 
Following this process 

on MD development later this month. 


19) Minshuto head Ozawa to formulate policy vi 
August 


NIHON KEIZAI (Page 2) (Excerpts) 
June 18 


Minshuto (Democratic Party of Japan) Presiden 
to compile his own basic policy -- the \"Ozawa \ 
as August. The vision will include measures to i 
net for agricultural and employment policies 
steps to promote administrative efficiency by de 
decentralization. Ozawa 

intends to highlight differences with the Koizum 
stressing a stance of correcting distortion create 
Koizumi policy 


Taking particular note of the negative effects of 
drive by Prime Minister Junichiro Koizumi 

will focus on measures for regional revitalizatior 
security. 


Ozawa advocated the need for drafting policies 
bureaucrats 

Plan to Remodel Japan 

noted 

policies between Ozawa and Koizumi 

forward with similar reforms. Ozawa 

supporters of the Liberal Democratic Party (LDF 
areas 


Ozawa\'s main basic policies 


Agriculture 

Liberalize agriculture. Introduce a new system t: 
farmers growing key agricultural products. Crea 
supported by farmers and consumers. 


Employment 
Create stable employment system under which 


Column 3 
both their jobs and private lives. 


Tax administration 
Basic part of the social security should be cover 
consumption tax revenue. Cut the income tax rc 
reduction system and increase benefits. Slash t 
expenditures and keep the consumption tax ratı 
for the time being. 


Decentralization 

Abolish all subsidies from the central governme 
government should collect founding on their owi 
should allocate them subsidies as a package. 
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Education / nurturing talented people 

Create a system under which municipalities car 
their own programs.The state should bear resp 
compulsory education at the end. 


Foreign policy/security 

Under the present Constitution 

in UN-centered activities to contribute to the inte 
community. 


20) Ozawa likely to be reelected as Minshuto pr 
Ota most likely to be picked as Minshuto leader 


YOMIURI (Page 1) (Full) 
June 18 


With the close of the regular Diet session on Ju 
(Democratic Party of Japan) and the New Kome 
their intraparty efforts to choose leaders in fall. ! 
President Ichiro Ozawa 

party\'s leader in the September presidential ele 
Komeito representative Takenori Kanzaki 
replaced by Acting Secretary General Akihiro O 


Ozawa is currently serving out the remainder of 
Seiji MaeharaVs term 

Ozawa showing his willingness to stay on as pa 
President Naoto Kan and Secretary General Yu 
expressed their intention of supporting him in th 
an eye on the House of Councillors election ne» 
Minshuto members are pinning hopes on Ozaw 
scoring election victories. As a result 

be reelected without going through an election. 
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Ozawa is expected to announce his policy propı 
party\'s basic policy platform prior to the preside 
has already ready been working on the party m: 
on the assumption he will be reelected as its lez 


Since the party has been advertising that those 
party members or supporters can vote in its pre 
some members have called for taking a vote 
possibility that young lawmakers will run in the r 
the Kan and Hatoyama groups 

Social Democratic Party have decided to suppo 
race. The expectation is that Ozawa will easily v 


Meanwhile 

October\'s party convention. Kanzaki has said tl 
final decision after seeing the result of the Liber 
Party presidential election in September. There 
of his remaining in his post 

he will have served in the post over eight years. 
supported Kazuo Kitagawa 

transport 

successor. 
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Nihon Keizai editorialized (6/19): \"How many tir 
North Korea ratcheted up tensions in the region 
undertaking preparations to launch a missile? L 
Japanese national security officials 

close tabs on what appear to be preparations to 
Taepodong-2 long-range missile 

a Vprovocative act\' and warned Pyongyang to it 
stop. A missile launch would not only threaten tl 
security situation in Northeast Asia but would al: 
further isolate North Korean from the internatior 
community. We can only imagine Pyongyang\'s 
but we suspect that the leadership intends to сп 
problem and then step back as a \'compromise\ 
seek a similar compromise from the US. 


2. \"This is similar to the negotiation tactics emp 
by the Soviet Union in the Cold War.... North Kc 
to realize that the diplomatic brinkmanship it ha: 
in the past is no longer effective and that the on 
choice is to forgo a missile launch. If it does not 
this choice 

Council will begin discussing economic sanctior 
Ambassador Schieffer has said that Vall options 
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the table.\' Even in the event there is по UNSC 
resolution 

willing led by the US and Japan will discuss san 


3. VDPRK Must Heed Warning\" An editorial in ` 
Asahi commented (6/19): V'There has been no | 
the abduction issue. North Korea 

has been \'resolved 

development and is now preparing to launch a r 
missile.... Late last year 

the first time adopted a resolution criticizing the 
rights situation in North Korea. The resolution e: 
concern over the imprisonment and execution c 
prisoners 

thought and expression 

foreign nationals... 


4. V'Nonetheless 

to test-launch a new ballistic missile as if to moc 
concerns of the world. This is foolish. A missile 
would not only violate the Pyongyang Declaratic 
concluded between PM Koizumi and Kim Jong 
also heighten tensions in the region 
international trust of Pyongyang. A launch wouk 
strong reaction from the international communit 
would not serve the interests of the DPRK. It is 
for North Korea to heed the calls from Japan an 
of the international community. V 


SCHIEFFER 


68486 
the Chavez regime. 
MILLER 
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68488 

68489 

planned construction project might disrupt the a 
prevent future successful exhumations. To dat 
listed approximately 185 confirmed burial sites i 
and approximately 40 in the south. 


3. (C) Turkish Cypriot \"MFA\" official and Dept 
Ahmet Erdengiz told us that the CMP bicommuı 
and anthropological team had discovered 6 pel 
skulls at the bottom of a 

30-foot deep abandoned water well on June 5. 
thought to be those of Turkish Cypriots missing 
intercommunal clashes of 1963 and 1964. The 
bones discovered suggests that there were six | 


Column 3 

at the site according to Erdengiz 

Cypriot side had expected there would be sever 
results are expected to confirm the identity of th 
when and if additional funding is received to cor 
the analysis of the remains. Observers expect ! 
be the first case of a Turkish Cypriot multiple gr 
found in the south since the establishment of th 


4. (C) The CMP has refrained from public com 
pending formal DNA results 

that at least one of the victims (a Turkish Cypric 
had been \"preliminarily\" identified thanks to a [ 
jewelry found on the site with the remains. Erde 
with the CMP\'s decision to hold back this inforr 
now 

\"mix-ups\" involving stolen or misidentified jewe 
Greek Cypriot grave sites located in the north. 


5. (C) Nonetheless 

extensively on the exhumations of these presun 
Cypriot bodies. Jennifer Wright 

CMP\'s Acting Third Member pending the July 1 
appointee Christophe Girod 

was not supposed to be a public one 

had somehow found out and showed up at the : 
to issue a public statement within days of the d 
She was nonetheless pleased that the press ap 
taken heed of Greek Cypriot CMP 

Member Elias Georgiades\' June 5 request that 
refrain from further reporting on the issue V'so a 
disturb the feelings of the relatives of the missin 
Wright added that CMP members jointly agreec 
speculation regarding the number of remains fo 
possible identities until the DNA evaluation proc 
had been completed. 


Plowing Ahead Despite Budget Worries 
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6. (C) This exhumation represents one of the tt 
successful digs made by the CMP as a formal k 
since the Committee resumed serious work in |: 
previously dormant CMP (inactive largely becau 
Denktash regimes uncooperative approach to 
the Missing) was frozen at the Committee level 
prior to August 2004. \"From August 2004 until 
2005 
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became more positive 

confidence building measures to move forward 
exhumations 

plans to design and define the actual Project pr 
establish who will be working in the scientific lak 
including a team from the UK-based forensics ¢ 
and determine equipment and personnel needs 
completed 

to Wright. Remains for approximately 90 bodies 
recovered in the \"TRNC 

articles. CMP experts expect they will be identit 
returned to their families for burial by 2011 
overcoming uncertainties due to the \"comming 
relocation of burial sites 

to geological factors 

history of the CMP by successfully \"closing\" а, 
among the roughly 2000 missing from both corr 


7.(C) Nonetheless 

problems 

that a lack of money could derail the entire exer 
Previous UN Third Member Pierre Guberan ma 
disorganized pleas for money in 2005 

of exhumations and investigation placed new ar 
on the budget of the historically inactive CMP. | 
from the United Kingdom in the amounts of $50 
an additional 45 

with 100 

recently pledged from Turkey and Greece have 
strain 

enough to cover what they expect will be further 
exhumations and DNA tests. 


8. (C) In a briefing for local diplomats on May 5 
members asked for $13 million over the next thi 
million of which they said was needed up front ii 
money would cover their multi-phase V'Project c 
Exhumation 

Missing Persons in Cyprus\" and allow them to ` 
(although certainly not all) of the cases on their 
In a subsequent meeting with us 

donations such as \"$30 

because it was \"logistically infeasible\" to contir 
CMP\'s entire exhumation and identification mis 
hand-to-mouth 

the United States to make a Vhefty donation. V 
and Wright were quick to claim credit for the Ch 
success of exhuming and identifying American ı 
Kassapis. Kassapis 

killed in 1974 at the age of 16 and was one of tr 
American Citizens cases submitted to the CMF 
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CMP deserves little if any credit for the investig: 
Kassapis\' disappearance 

independent American team under the auspice: 
Robert Dillon.) 


9. (C) Wright expressed similar thoughts on th 
CMP funding 

including the communities themselves -- would 
Thus far 

ROC having contributed 200 

funding from each side towards investigations 
project preparation 

because the CMP had made such progress 
Cypriot nor Turkish Cypriot leadership could \"di 
expectations of their respective communities by 
there is no further funding to continue.\" Wright 
on several occasions 

doors that it was the duty of the Cypriots 
international community 

supported this idea 

Vigorous international donations were importan: 
CMP from falling under the political influence of 
side. In order to maintain the Committees inde 
stated 

by the international community. 


10. (C) Based on the assumption that \"the mor 
eventually come from somewhere 

was planning to begin new exhumations during 
period beginning in August. These new ехпит: 
carefully planned to maintain a balance betweer 
remains from both communities. 
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Third Member On His Way 


11. (C) The newly-appointed Third Member Ch 
whom Wright expects to arrive July 1 

and energy to the CMP -- not least in its efforts 
funds. She noted that one of Girod\'s first tasks 
head to Brussels and lobby the EU for funding. 
that although the EU has stated it would not ha 
available for the CMP before 2007 

articulate" Girod would be able to V'push the EL 
and more generally \"гаіѕе the prominence of th 
eyes of the international community. V 


Column 3 

12. (C) Meanwhile 

us by sources in the UN and close to the two le: 
Girod\'s arrival will serve as the backdrop for the 
meeting between President Papadopoulos and 
leader Talat since 2004. Talat\'s advisors have 
concern that using the CMP as the backdrop foı 
could politicize the CMP 

comparatively well functioning bicommunal und 
Still 

worked out 

occasion of Girod\'s arrival. 


COMMENT 


13. (C) The CMP is one of the few success stor 
relations between the two sides 

unproductive circle of mutual recrimination for t 
Despite inevitable disagreements 

work together in a spirit of pragmatic cooperatic 
they hope can serve as an example for how to } 
settlement questions. Even if this goodwill does 
over into other arenas 

accepted the CMP as a face-saving backdrop a 
can meet for the first time since 2004. 


14. (C) For this reason 

goal of resolving the fate of the missing 

support the work of the CMP. The USAID-fund 
UNDP-administered Action for Cooperation (AC 
pledged up to $100 

cautious as we consider how to reply to the CM 
requests for funding 

request submitted to potential donors was a he: 
wish-list that included plans to fund funerals -- c 
with a flower basket from the CMP -- for the de: 
line items clearly outside the scope of the CMP\ 
Therefore 

items (i.e. a certain number of DNA tests) rathe 
general CMP budget support. Furthermore 
other donors (including the EU and the commur 
themselves 

seeing the CMP succeed) to carry some of the I 
COMMENT. 

MILLER 


68490 

(i.e. India) was putting significant amounts of m: 
Balochistan and FATA to keep the Pakistan Arr 
area. He noted the involvement of the Indian cc 
the Pakistani borders with Afghanistan (Jalalab: 
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and Iran (Zahedan) 
and channeled money through Dubai. 


CROCKER 


68491 

and \"Fight Hunger\" campaigns 

families. The company has initiated the establi: 
been the main sponsor of 

League -- a highly visible program in a country v 
easily the most popular sport. Kraft also sponst 
festivals like the Dainu Dainele (children\'s sonc 
ten-day-long Kaunas Jazz Festival 

festival. These major national events attract ter 
participants and spectators every year. 


PRESIDENTIAL KUDOS FOR KRAFT 


5. Lithuania\'s President 

Kraft\'s employees for their exceptional record c 
has highlighted particularly their participation in 
to needy families and raising money for orphan: 
statement of congratulations 

employees for providing a model of \"how to tak 
country.\" 


COMMENT: AN EXAMPLE FOR THE REGION 


6. Lithuania could use more companies like Kra 
where too many businesses are associated witl 
still-lingering Soviet-era business practices 
activities 

should strive to become. 


MULL 
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Vgenerational change" likely to be campaign is: 


(2) Potential successor to Prime Minister Koizur 
campaign issues? Part one 

given priority 

(8) Poll on Koizumi cabinet 


(4) Poll: 4996 urge BOJ gov. to quit over his inve 


(b) Interview with Heizo Takenaka on achievem 
administration over five years (Part 2): There is 


Column 3 
poverty in Japan creating social disparity 


(6) Editorial: We appreciate Yokosuka\'s decisic 
nuclear-powered warship deployment 


(7) Editorial: Japan should take initiative in scier 
argument at IWC plenary session 


ARTICLES: 


(1) Abe a step ahead of others in LDP presiden 
Political maneuvering intensifying over 704 vote 
\"generational change\" likely to be campaign is: 


NIHON KEIZAI (Page 3) (Abridged) 
June 17 


Now that the current Diet session is effectively ‹ 
successors to Liberal Democratic Party Preside 
Koizumi will dash ahead toward the presidential 
Chief Cabinet Secretary Shinzo Abe 

lead in the race at present 

are expected to rally around former Chief Cabin 
Fukuda 

determined by a total of 704 votes 

rank-and-file members combined. Fierce camp: 
been kicked off in order to capture as many vot 


404 Diet members\' votes 


Abe 

press conference yesterday: \"There are so mal 
care of 

being.\" Abe intends to announce his candidacy 
Petersburg Summit in mid-July. 


Abe loyalists 

launched a parliamentary league to support a sı 
facto support group for Abe. A total of 94 LDP I: 
up at its inaugural meeting 

for Abe. 


Meanwhile 
speculation of his candidacy after a Lower Hous 
yesterday. 
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In contrast to junior members who are eager to 
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behind Abe 

of blocking a generational change. Both Fukude 
members are critical of Abe 

Yasukuni Shrine by Prime Minister Koizumi. Su 
members as Koichi Kato and Taku Yamasaki 
of Abe in consideration of relations with China = 
are closely watching whether the shrine visits w 
campaign issue. 


Yamasaki and others are considering joining ha 
members of the Tsushima 

have any specific individuals to support. Clampi 
tilted junior members in those factions is also a 
them. 


Recent opinion polls also showed low support r: 
Minister Sadakazu Tanigaki 

65 

meeting last night expressed his eagerness to r 
presidency 

Tanigaki 

hard to fulfill his duties. 


Whether or not Fukuda will join the race is a me 
concern to many. Veteran lawmakers fear that i 
decides not to run in the race 

a powerful candidate in place of Fukuda. 


In a meeting yesterday of LDP Lower House mt 
predicted fierce factional maneuvering 

Diet session is ending 

occur in the LDP.\" 


300 local votes: Rural areas call for special con 
while urban areas expect continued reform proc 


The future of 300 votes to be assigned to prefec 
also a focal point. Some 1 million rank-and-file : 
members 

last year 

characterized by a growingpercentage of V'floati 
not bound by wishes of factions or support grou 
by KoizumiVs collection of 68.3% of the votes in 
presidential poll. 


The Nihon Keizai Shimbun conducted a telepha 
June 15-16 of secretaries general 

other executives of prefectural chapters to prob 
on the presidential race and campaign issues. F 
secretaries general know local situations inside 


Column 3 

SIPDIS 

strong voices toward rank-and-file members 
served as prefectural assembly members. 


Backing the right horse 


In the survey 

as the lawmaker most suitable to become the n 
His support ranged in region from Hokkaido to ! 
addition to his home turf of Yamaguchi. Aso foll 
five people (Fukuoka 

with three (Gunma 
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Nearly 70% said \"undecided\" or \"cannot answ 
expressed their willingness to back Abe once he 
candidacy officially. A secretary general in the T 
predicted that industrial organizations would bac 
horse to maintain communication channels with 
administration so as not to be labeled as a orce 


Prefectural chapters are expecting the next pre: 
the party\'s attractive standard bearer for the Ur 
election next summer. V'Mr. Abe has the edge i 
popularity 


Local areas unhappy with structural reform 


The survey exposed a clear difference in aware 
issues between urban and local areas. For inst: 
members in Tohoku 

correction of the social disparity as a major issu 
many in urban areas 

need for fiscal reconstruction 

reform programs. 


Discontent is deeply seated in the LDP\'s local c 
Koizumi administration has pursued structural rı 
of local areas. Abe in the press conference yest 
his determination to pursue policies to encourac 
people in rural areas. Aso also underlined the n 
attention to local districts. Post-Koizumi contenc 
making comments with the issue of social dispe 


(2) Potential successor to Prime Minister Koizur 
campaign issues? Part one 
given priority 


Column 3 
NIHON KEIZAI (Page 2) (Excerpts) 
June 18 


Party takes initiative 


Finance Minister Sadakazu Tanigaki on June 1: 
Democratic Party (LDP) Headquarters office of 
Council Chairman Hidenao Nakagawa 

drafting a spending cut plan to be incorporated | 
guidelines on economic and fiscal management 
reforms to be issued in July. He told Nakagawa 
cooperate with you.\" Budget bureau officials re: 
drafting a budget for each government agency: 
the Policy Research Council chairman\'s office. 
saying 

moved to LDP Headquarters.\" 


Tanigaki and State Minister for Economic and F 
Yosano 

Policy 

concrete deal by advocating unified reform of e 
revenues. 


However 

the drafting of a concrete plan by the LDP. Follc 
Nakagawa has seized the initiative 

national burden should be constrained to the mi 
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through \"thorough spending cuts.\" He is close 
Secretary Shinzo Abe. This has contributed to tl 


SIPDIS 
observation that the prime minister has Abe in r 
candidate for his successor. 


Having trouble in increasing approval ratings in 
Tanigaki found it necessary to go halfway to tall 


Yosano during a press conference on June 16 « 
of cooperating with the LDP 

government to refrain from actively making stati 
present stage.\" 


Yosano 

following Foreign Minister Taro Aso 

Tanigaki 

Cabinet Secretary Shinzo Abe 

with mid-ranking and junior LDP members. He i 
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Nakagawa 

actions and policies. Some members of the Ibu 
affiliated with the Nakasone faction 

affiliated member 

consideration to the presidential race. 


Nikai acts as go-between 


In order to avoid the tax hike argument 
estimate an increase in tax revenues at a highe 
economic growth at a slightly high level. Yosanc 
policy. There appeared to be no way out in their 
argument. The moves of Minister of Economy 
(METI) Toshihiro Nikai have become entangled 


METI has then drafted an economic growth stra 
real growth rate of 2.25 a year and calculated a 
revenues and spending 

can be attained. In the meantime 

camp are aiming at a high growth rate under a ¢ 
outline. This approach has saved the faces of b 
Yosano. 


Last year\'s Lower House election took place w! 
serving as the chairman of the LDP Executive C 
responsible for election campaigning. He appro 
then acting chief cabinet secretary. Calling for ir 
relations with China 

rival. 


Because of this position 

to reconcile Yosano and Nakagawa. Yosano is 
support from anti-Abe lawmakers in the event F 
declare his candidacy for the presidential race. 
it is significant for Yosano to cooperate with Nal 
of the Abe camp. 


The prime minister 

consumption tax during his tenure 

giving priority to cutting expenditures at a meetii 
National Council of Secretaries General of the L 
held on June 14 

you want to avoid a tax hike 

revenues.\" 


TOKYO 00003388 005 OF 010 


(3) Poll on Koizumi cabinet 


Column 3 
MAINICHI (Page 2) (Full) 
June 19 


Questions & Answers 
(T = total; P = previous; M = male; F = female) 


Q: Do you support the Koizumi cabinet? 


T P M F 
Yes 41 (50) 44 39 
No 38 (36) 41 35 
Not interested 20 (13) 15 24 


Q: (Only for those who answered \"yes\" to the c 


T P M F 

Because the prime minister is from the Liberal [ 
9 (8) 8 10 

Because something can be expected of Prime 1 

leadership 
27 (24) 26 28 

Because new policy measures can be expectec 
9 (17) 7 10 

Because the nature of politics is likely to change 
53 (47) 56 50 


Q: (Only for those who answered \"no\" to the al 


T P M F 
Because the prime minister is from the Liberal [ 
8 (8) 10 7 
Because the prime minister compromises too т 
parties 
16 (22) 18 13 
Because | can\'t feel there is an economic reco 
57 (49) 47 65 
Because the prime minister is reluctant to take | 
political scandals 
14 (15) 18 10 


Q: Which political party do you support? 


T P M F 
Liberal Democratic Party (LDP) 
28 (31) 29 28 
Democratic Party of Japan (DPJ or Minshuto) 
21 (20) 24 19 
New Komeito (NK) 
5 (6) 3 6 
Japanese Communist Party (JCP) 
3 (2) 2 3 
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Social Democratic Party (SDP or Shaminto) 
1 (2) 1 2 
People\'s New Party (PNP or Kokumin Shinto) 
0 (0) 1 0 
New Party Nippon (NPN or Shinto Nippon) 
-- (0) -- -- 
Other parties 
2 (1) 2 2 
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None 
38 (85) 38 38 
Q: Prime Minister Koizumi will not run in the LDI 


election set for this September and will step dov 
think is appropriate in the LDP for the next prim 


Taro Aso 4 (3) 6 3 
Shinzo Abe 42 (88) 38 44 
Taro Kono 2 (2) 2 1 
Sadakazu Tanigaki 2 (3) 2 

Yasuo Fukuda 19 (20) 25 15 
Taku Yamasaki 1 (1) 1 


Not on the list 26 (27) 24 27 
Q: What would you like the next prime minister 


T P M F 
Fiscal reconstruction 

16 (19) 17 15 
Economic expansion 

23 (29) 21 24 
Cope with low birthrates 

25 (23) 18 31 
Improve Japan's ties with China 

9 (14) 14 6 
Fix social divide 

17 (--) 19 15 
Not on the list 

7 (8) 10 5 


(Note) Figures shown inpercentage 
that the figure was below 0.5%. \"No answer\" o 
denote the results of the last survey conducted 


Polling methodology: The survey was conducte« 
telephone with the aim of calling a total of 1 
the nation on a computer-aided random digit sa 
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Answers were obtained from 1 


(4) Poll: 49% urge BOJ gov. to quit over his inve 


TOKYO SHIMBUN (Page 1) (Full) 
June 19 


Kyodo News conducted a telephone-based nati: 
survey on June 17-18 

it would be better for Bank of Japan Governor T 
resign over his investment of 10 million yen in tl 
Fund. 


Fukui continued investing in the fund even after 
governor. In the survey 

it was problematical. In response to this questio 
public answered \"yes 

show that many people questioned his investme 
Those who \"can\'t say which\" accounted for 24 
he would report his investment gains to the Diet 
However 

behavior and future response. 
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In the survey 

However 

or not. As seen from such results 

there were also cautious opinions about whethe 
resignation. 


(5) Interview with Heizo Takenaka on achievem 
administration over five years (Part 2): There is 
poverty in Japan creating social disparity 


ASAHI (Page 15) (Full) 
June 6 


Hoshi: When the bureaucrats criticize you 
widening income disparity. What do you say to 1 


Takenaka: In an age of advancing globalization 
like IT expanding 

disparity eventually grows. Despite this fact 
attribute the widening gap to the Koizumi reforrr 
industrialized countries 

1980s 

occurring only in Japan. 


Column 3 

If the non-performing bank loans had been left | 
number of jobless persons would probably have 
current 2 million or so to 4 or 5 million. If this nu 
people earned no income 

risen further. The more the economy improves 
divide will be narrowed. The Koizumi administra 
made efforts to that end.\" 


Yamada: Various incidents have taken place re 
their details 


Takenaka: Rather than income disparity 

is the question of poverty. If poverty spreads to 
extent 

this country 

that must be tackled at a social policy level. 


Yamada: It might be a logical conclusion that sc 
traditional convoy system only expanded the inc 


Takenaka: That might be true 
System resulted in growing income disparity 
raising the income of bankers. 


Yamada: Local economies 


Takenaka: Some complain of decreasing local : 
transfers 

that local tax revenues have been on the increa 
local governments fiscal plans for FY2006 
have decreased only 0.796 from the year before 
works in local districts has certainly been reduc: 
terms 

the regions. The situation is returning to what it 


In order to revitalize local economies 
means but for the government to resort to ortho 
measures 
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rehabilitation. Some local governments have bri 
positive results by such means. 


Hoshi: Some criticize your policy stance as V'be 
beck and call.\" Does Japan have to choose bel 
in Asia or acting as a mediator between the US 


Takenaka: Japan should play both roles. The de 
manufacturers\' integration in Asia is significantl 


Column 3 

trend 

into the future. It is also important for Japan to k 
ties with the US. Even so 

different from that of Europe in nature. 


Japan and the US are now enjoying good relati: 
favorable state owes much to the personnel ties 
Koizumi and President Bush. It might be neces: 
as a whole to make more efforts. 


Hoshi: What do you think about the problem of : 
market that came into focus in the wake of the | 
the Murakami Fund scandal? 


Takenaka: | think that Japanese society was so 
(about such wrongdoings). Those involved in th 
overly optimistic. They still believed that some ir 
would be tolerated in a village society (mura sh: 


(Interviewed by editorial board members Atsust 
Hoshi) 


(To be continued) 


(6) Editorial: We appreciate Yokosuka\'s decisic 
nuclear-powered warship deployment 


SANKEI (Page 2) (Full) 
June 19 


Yokosuka Mayor Ryoichi Kabaya expressed his 
the planned deployment of the USS George W: 
powered aircraft carrier 


The US nuclear-powered aircraft carrier will be : 
Yokosuka Port as the replacement of the USS I 
will end its service in two years. Yokosuka Port 
first Japanese port of a US nuclear-powered air 


Mayor Kabaya stated: \"In consideration of the « 
and the Far East 

important. We have no choice but to accept the 
nuclear carrier.\" His statement should be highly 


Moves by North Korea 

long-range ballistic missile 

the possible use of arms against Taiwan 
issues for Japan. 


In an attempt to prevent such moves 
aircraft carrier assumes the role of maintaining | 


Column 3 
stability in the Asia-Pacific region. It is significar 
city of Yokosuka understands that the effectiver 
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in collaboration of the US military and Japan\'s : 
Forces (SDF) secures Japan\'s security. 


The governments of Japan the United States re 
last October on the nuclear-powered aircraft caı 
The USS Kitty Hawk 

commission in 1961. The Japanese governmen 
Navy\'s plan to replace all its aircraft carriers to 
powered aircraft ones. 


However 

carrier. The city assembly also had passed una 
resolution calling for withdrawal of the plan to de 
powered aircraft carrier. 


The mayor finally accepted the planned deployn 
George Washington because Foreign Minister ` 
there was no possibility of the US deploying a ci 
aircraft carrier 

with the US on a mutual assistance pact in case 
disaster 


The mayor himself stated at a press conference 
choice." The Japanese and US governments 
their utmost so that Yokosuka residents will be i 
the deployment. 


Regarding the safety of nuclear-powered aircra 
Japanese and US governments have found no : 
radioactivity in their monitoring of more than 1 
carriers making port calls in Japan since the 19 
order to eliminate the anxiety of residents 

need to strive for perfection in the arrangement: 


According to the outcome of a survey conducte: 
Office in April 

the Japan-US security arrangements. We shoul 
Japanese public desires Japan-US security coo 
promoted. 


(7) Editorial: Japan should take initiative in scier 
argument at IWC plenary session 


SANKEI (Page 2) (Full) 
June 16 


Column 3 


The International Whaling Commission (IWC) м 
plenary session on St. Christopher Nevis on the 
Amid the rumor that the IWC has stopped funct 
confrontation between whaling countries and ar 
countries 

scientific data. 


Though Japan 

whaling 

whaling countries will likely exceed that of anti-v 
countries а the upcoming plenary session. 


This could be the outcome of Japan\'s efforts b 
in order to have critical choices adopted at the | 
necessary to gain approval from three-quarters 
nations. For this reason 
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management system (RMS) that stipulates a ce 
based on the resumption of commercial whalint 
system 

put on the back burner. Tangible progress cann 


However 

brought about the possibility of М/С discussions 
fruitless past arguments featured by simple exc 
recriminations. This can be a good opportunity t 
present rigid situation in the IWC. 


Taking advantage of this situation 

intention to form a group of pro-whaling countrie 
countries will discuss a sustainable method of u 
resources from a scientific standpoint in this set 
whaling countries may oppose the move 
pro-whaling countries group hold meetings in a 
convince the international community 

as a Starting point for the normalization of the IV 


The determination of populations of whales will 
hot issue at the plenary session. In particular 
the number of black minke whales will likely be 
from the present 760 


The figure 300 

through observation. It is said that the number \ 
on the oceanic areas that are surveyed 
situation. 
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As a matter of fact 

number of whales has increased since the total 
whaling. There is even a view that the increase 
fishes eaten by whales 

ecosystem 

sardines 


For this reason 
estimate for populations of whales 
standpoint. 


When it is said that there would be food shortac 
future 

which plays а big role in terms of being a food п 
Japan to take the initiative in discussions on the 
based on a scientific standpoint 


SCHIEFFER 


68493 
68494 
68495 


Chief Editor Taher Odwan writes on the back-p. 
mass-appeal Arabic daily Al-Arab Al-Yawm (06/ 
crisis between the government and the Muslim 
terrorism has re-emphasized the importance of 
domestic and foreign policy agenda 

top of that agenda in recent years.... It may be: 
the draft anti-terrorism law was proposed at this 
coincidence that only enriches the national deb: 
contributes to focusing attention on the culture t 
difference between terrorism and resistance 
political reform 

rights. | do not want to discuss the terms of the 
anti-terrorism law ... but | have to start by wonde 
country really needs such a law 

Jordanian Penalties Law more than sufficient... 
terrorism is a national tasking. It is the society!" 
is the responsibility of the state. Here | make tw 
The first is that there is need to have a national 
on terror 

Bush is implementing. After all 

on turning Iraq into an international arena for ati 
terrorists 

is safe - a plan that failed because it just enrich: 
The anti-terrorism Jordanian national plan must 
from the American plan 

liberating Iraq from terrorism starts with liberatir 
occupation and the quagmire of sectarian strife. 
observation is that having numerous laws and р 
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intensifying them is not going to stop the terroris 
on self-sacrifice weaponry.... The best weapon 
terrorism is to create a social and cultural natior 
that rejects giving cover to terrorism.... This en\ 
be established by numerous anti-terrorism laws 
society founded on principles of democracy 
human rights.\" 


-- "Where is the crisis between the government 
going?\" 


Columnist Fahd Khitan writes on the inside pag 
mass-appeal Arabic daily Al-Arab Al-Yawm (06/ 
scenarios for addressing the issue between the 
Islamists are not going to lead to solutions 
complication of the crisis 

solution that has to do with the arrested four de| 
the Government is concerned 

what about the other scenarios? The talk aboul 
memorandum calling for the dismissal of the foi 
confirmed 

ramifications and great skepticism of its legality. 
speaking 

serious escalation of the crisis.... The scenario 
Muslim Brotherhood that is indirectly being hinte 
sources is not on the table 

concerned. Going ahead with it means the end 
strategic alliance between the state and the Bro 
the Muslim Brotherhood underground.... The p: 
solving the crisis. Despite the hardline stateme 
escalation 

reconciliation. The Government's demand of tl 
legitimate and logical and does not harm the mc 
or diminish its popularity. The Government doe 
Islamists to describe resistance as terrorism 
IAF. The conflict is not about the stand vis- -vis 
Palestinian resistance 

entitled for the government to stop its campaign 
let the law take its course in the case of the fout 


-- VWatching reality" 


Centrist 

\"The Human Rights Watch\'s criticism of the G 
arrest of four parliamentarians after they visited 
slain terrorist Abu Mosab Zarqawi to offer their ‹ 
exemplifies how international human rights Ναί 
how reputable they are. By criticizing Jordan fo 
the four members of the Lower House of Parliaı 
Watch did a disservice to the human rights proc 
sensitivities and peculiarities of the situation anc 
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context of this case.... Inthe eyes of Human Ri 
is only an Valleged terrorist. Legally speaking 
continues to be referred to as an Valleged сити 
doubts about his criminality. If Human Rights V 
Zarqawi is only an Valleged terroristV 
organization could do with some reckoning with 
only with abstract and academic ideas.\" 


Editorial Commentary on Iran 
-- VWhere are the Arabs?!\" 


Former Minister of Information Saleh Qallab wri 
of semi-official 

going on between Iran and the United States is 
it is certain that 

and Tehran is concluded 

a huge price.... There is serious talk between V 
Tehran to rewrite the regional equation on the b 
acknowledgement of Iran\'s role in this region in 
Iran\'s military nuclear project. If this happens 
Arabs will be completely left out. When the Am 
Iran\'s regional role 

understanding 

over areas of authority in the region. If this hap 
clearly on its way to happening 

all the rest of the Arabs will be like chess pawns 
Iranian-Israeli chessboard.... If the concerned / 
Saudi Arabia 

seriously and effectively 

soon. 

RUBINSTEIN 


68496 

Ministry of Economic Affairs for guidance on ho 
ownership of the He Jian shares 

response. Hu told shareholders at last weeks 
as Taiwan authorities give approval 
share-holding rights. 


2. Former UMC Chairman Robert Tsao and for 
Hsuan 

trial on charges that they violated the trust of sh 
secretly investing in He Jian. Tsao was fined N 


SIPDIS 

US$ 90 

2005 for failing to promptly report dealings with 
shareholders (ref A). MOEAVs Investment Corr 
million in February 2006 for illegally investing in 
USD 150 


Column 3 
Taiwan\'s Commission of Adminstrative Appeal: 


3. Comment: The final resolution of the UMC-F 
important signal of how the Chen administratior 
\"active management\" policy for investment in t 
27-28 Sustainable Economic Development Con 
the administration reach consensus on how to k 
closure. End comment. 

KEEGAN 


68497 

68498 

Sadrist Minister of Transportation 

position to funnel approximately 300 

Bureau each month. Al-Dabbagh said he told S 
that 

his way 


3. (S/REL UK) Al-Dabbagh told EmbOffs that hi 
priorities as Minister of Transportation would be 
and aviation sectors. He said there is a great а 
corruption at the ports that needs to be rooted c 
continued dredging is necessary to increase poi 
Al-Dabbagh told us that he would work to impro 
of Baghdad International Airport (BIAP) and see 
expand the fleet of Iraqi Airways. He said he be 
privatization of the airline is necessary but seve 
off. Al-Dabbagh also said continued reconstruc 
rail system is important 

constructing a line running from Turkey to the C 
addition 

the Ministry 

political hangers-on. 


4. (S/REL UK) On June 9 

picture of the incoming cabinet. He said the ті! 
Water (Latif Rashid) 

Foreign Affairs (Hoshyar Zebari) were fully qual 
Al-Dabbagh argued that the rest of the minister: 
unqualified 

Jabr) 

al-Sudani) 

Municipalities and Public Works (Riyadh Ghurai 
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5. (S/REL UK) Al-Dabbagh said PM al-Maliki sh 
first-rate advisors who could ensure that the ти 
followed policies that would solve the country\'s 
Former PM Jafari\'s advisor Falah Fiad and al-L 
worked on an organization chart for such an ad 
and Dabbagh had talked to several potential ad 
including former Minister of Finance Ali Allawi 
and former Minister of Oil Thamir Ghadban. 


6. (S/REL UK) The problem 

relying too much on Sami al-Askari to pick his tı 
and al-Askari is relying on the network of his so 
al-Askari 

(IPO). (Note: IPO was a London-based opposi 
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established by young Shia medical students in 2 
London group moved to Baghdad after the liber 
established a Baghdad chapter 

funds started coming in 

allegations of corruption and mismanagement c 
was impossible to determine which side was rig 
group agreed to separate amicably 
oppositionists returning home to continue their r 
studies and political work. Members of the grot 
to run a web site and to publish articles and sch 
analyses 

perspective. Their website is www.iprospect.or( 
note.) IPO Chairman Ahmad Shames has beer 
advisor 

are making the same mistakes that Jafari\'s ad\ 
drawing only on Dawa loyalists and on people м 
insufficient experience to run a prime ministerVs 


7. (S/REL UK) In the ministries 

said. The Ministry of Industry has spent only tw 
its budget for 2006. The Labor and Social Affai 
has a budget of 500 billion Iraqi dinars (USD 30 
for a major social program 

families -- one percent of the families eligible foi 
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assistance. Dabbagh alleged that Sayyid Abd ; 
al-Hakim supported Interior Minister Jawad Bol: 
because Bolani agreed to keep the arrangemer 
Bayan Jabr had set up in the Interior Ministry. V 
a weak minister 

the ministries 

Minister having qualified advisors working for hi 
added that if bad staff blocks access to Maliki 
advisers will not stay. Meanwhile 
gamesmanship continues around Maliki. Falah 
role 

al-Askari is trying to control staff appointments 
network of contacts 


8. (S/REL UK) Al-Dabbagh asked PolOff what tl 
if the Maliki Government failed. Poloff replied tt 
United States was focused only on making the I 
government a success. Al-Dabbagh said he tht 
inevitable that several ministers would have to k 
for incompetence 

fall 

constitutional way. 


9. (S/REL UK) Al-Dabbagh said he has told Fa: 
head Sheikh Muhammad al-Yaqubi that he (al-I 
want to be identified as being Deputy Secretary: 
the Fadhila party. Instead 

independent. He indicated he would be leaving 
does not want to do so in haste 

left because he did not get a ministry. His real r 
leaving 

important instances failed to approve his politic: 
e.g. 

negotiations 

parties within the United Iraqi Coalition. To hav 
issues decided by the party's spiritual leader wt 
constitute wilayet al-fagih 

would not follow. The new Secretary-General a 
Fadhila is Abd al-Rahim al-Hasuna 

from Nasiriyah. 


Comment 


Column 3 


10. (S/REL UK) Comment: Al-Dabbagh has no 
transportation sector 

and his business experience running a Таргісаш 
would give him some background needed for ru 
Transportation Ministry. In addition 

expressed an open-market philosophy. He told 
is ever to achieve economic prosperity 

reduce subsidies and stock its ministries with te 
rather than politicos. Al-Dabbagh 
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is wary of Sadrists expecting him to utilize the М 
a money generator for Sadrist political purposes 
to be seen whether al-Dabbagh could remain οἱ 
free-market reform principles while serving in a 
ministry. 


11. (S/REL UK) Comment continued: Some of 
comments on the cabinet could be considered t 
of a disappointed office seeker. They could alsı 
as reaffirmation that Iraqi Shia views are not mc 
Another independent 

of the Iraq Memory Foundation 

competent ministers were Electricity 

and DPM Salih (i.e. 

He said that Ayatollah Husayn al-Sadr of Kadh 
Amman for medical treatment 

competence in the cabinet. Kadhimy said he hz 
Minister of Interior Jawad Boulani for more thar 
and he is more sectarian than Bayan Jabr. End 
SPECKHARD 


68499 

68500 

68501 

local unit of land area equal to roughly 210 sque 
The seized portion of land is part of a larger 25( 
block in the Beir Obeid zone of Sanaa where thi 
planning to build a new road. According to СЛай 
lawyer and an official in the Sanaa Governate C 
Secretariat 


SIPDIS 

the personal approval of Sanaa\'s mayor. To di 
has received no decision on compensation in tr 
local officials say the responsibility for pursuing 
compensation claim lies with Claimant A. Rathe 
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for compensation 

seizure is inappropriate and that the property sr 
returned. 


a. Claimant B 
b. 2005 


c. On 14 November 2005 

agreement (PSA) with the ROYG expired. The 
oil concession in Block 18 in the Mareb region 
over by the Government-owned Safir Exploratio 
Operations Company. Claimant B signed a five 
agreement with the Ministry of Oil in January 2C 
believes the agreement is binding. The claimar 
that the ROYG required the company to commit 
investments based on the extension agreement 
contends that the agreement required 
parliamentary approval and is therefore not lege 
Claimant B filed arbitration procedures against 1 
21 November 2005 before the International Che 
in Paris 

case is ongoing 

outcome of the ICC. 


Claimant A: Noman AI Huth. American citizen 
taking. Has not signed Privacy Act Waiver. 


Claimant B: Yemen Exploration and Productior 
American company at time of taking 

Company and Exxon Mobil Corporation. The οἱ 
singed a Privacy Act Waiver. 

Krajeski 


68502 

count their membership on one hand 

some poetic license. He continued that there ai 
Sunni militias in Akkar. Hedeide insisted that A 
welcome in Akkar 

econoff\'s picture taken with him and his top cle 
Hedeide admitted that people are disappointed 
see as a USG double standard in favor of Israe 
does not translate into hatred of Americans. 
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4. (C) Hedeide said that the vast majority of cle 
Sunni residents in Akkar have resisted Iranian r 
said the vast majority of clerics and Sunni resid 
Akkar remain loyal to Saad Hariri and Prime Mit 
Siniora. This loyalty 

press 

especially in the lack of agricultural assistance. 
cited the example that Siniora canceled two me 
delegation of the mayors of Akkar and has not r 
them 

them. (Comment: The fact that Lahoud is so is 
thus has a fairly open schedule may be lost on 1 
of Akkar. End comment.) 


..BUT THE GOL IS NOT 


5. (C) A perceived sense of GOL neglect was . 
theme in Akkar. Omar Hayek 
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village only a few kilometers from the Syrian bo 
that all his village receives from the GOL is USI 
year. This stipend covers virtually none of the n 
expenses. There is no local secondary school 
and phone service is spotty 

The villageVs septic tanks were installed right nt 
only well in town. Now the citizens 

unemployed 

Hayek insisted 

unemployment 

are not extremist. A local cleric told us that he: 
Sunni clerics owe their allegiance to Dar al-Fatv 
mainstream 

Mufti of the Republic Qabbani. We were widely 
received by much of the male population of the 
though this was unfortunately made possible by 
so many were unemployed. 


6. (C) Another Akkar municipal leader 

Tell Humari 

by the GOL. He said that virtually no one has a 
in his village (again allowing most of the male p 
show up to greet the Embassy delegation). Acc 
Zakaria 

which goes to support an average family size of 
(two adults and seven children). He denied any 
armed activity in the area 


Column 3 

led to a disturbing increase in street crime. Nor 
the 90 percent of the residents who are Sunni rt 
Hariri. The approximately ten percent of his vill 
Alawi are suspected of keeping ties to Syria 
When econoff mentioned that the delegationVs : 
several newly plastered posters of Syrian Presic 
Asad on the way into the village 

first denied it. After consulting with his police ct 
Zakaria said that the village Alawis had plastere 
posters to protest the Embassy delegationVs vis 
dismissed this sentiment as being in the minorit 


HIZBALLAH 
IRANIAN MISCHIEF 


7. (C/NF) The visit to Akkar on June 14 was at 
invitation of Sheik Mohammad Fares 

close to Minister of Social Affairs Nayla Mouaw: 
approached econoff and FSN political specialist 
alarming news of lranian initiatives in Akkar. Fe 
that Iran is funding 

Movement as well as Palestinian extremists loc. 
Palestinian refugee camps outside of Tripoli. Iri 
Hizballah Ware throwing money!" at the north 
Hizballah is offering Sunni clerics a stipend of u 
50 

extremist sentiment in Akkar 

has also delivered small arms and rocket prope 
(RPG) launchers to al-Tawhiid 

rudimentary military training in Iran. Despite the 
money and support 

support in Akkar and its membership is small in 
said. 


8. (C/NF) Fares said that no Iranian officials οί 
Akkar 

Embassy. Rather 

Hizballah officials. They are based out of sever 
Shia villages in the area. There are other Sunn 
groups -- based on Wahabi and Salifi ideologie: 
are small 

because they hate Shia Muslims. They receive 
private donations from Saudi Arabia and the Gt 
according to Fares. These Gulf-supported grou 
sheikhs up to USD 5 

extremist sermons in their mosques. None of tl 
Salifi groups maintain militias 


9. (C/NF) To verify FaresV information 
separately with Abbas Sabbagh 


Column 3 

access to Hizballah. Sabbagh confirmed that Ir 
Hizballah are making alliances with al-Tawhiid ε 
Sunni extremists in Akkar. He also confirmed tl 
approximately two to three thousand Shia living 
villages in Akkar 

Sabbagh said that Iranian and Hizballah efforts 
had a minimal impact on promoting Sunni extre 
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north. 


COMMENT 


10. (SBU) Public reaction to the Embassy visit 
overwhelmingly positive 

Arabic language daily newspaper V'An Nahar\" r 
with a picture showing econoff standing side by 
clerics of the Sunni Endowment of Akkar. Even 
of the Embassy praised the trip. All felt it impor 
the Embassy show interest in the situation of Al 
comment. 

MURRAY 


68503 

68504 

68505 

interest rates over the next six months. He saic 
a series of foreign reserve simulations 

with its current reserve level of about USD 44 b 
although the risk of renewed 

remains a concern. Despite the expected dowr 
interest rates 

prospects for GDP growth in 2006--the Ministry 
BI 

revised 2006 GDP growth estimates for Indone: 
below 6 percent due to lower government spent 
investment. Like in other emerging economies 
markets have been volatile in Indonesia in rece 
Sarwono and the majority of our economic cont 
the country is in a solid macroeconomic positior 
the current storm. End Summary. 


2. (SBU) We met BI Deputy Governor Dr. Harta 
June 13 to explore BI\'s thinking about the likely 
Indonesia\'s monetary policy over the remaindei 
Sarwono is a former Director for Economic Res 
Monetary Policy at Bl and perhaps the top macr 
the BI board. Our contacts consistently place h 


Column 3 

interest rates \"hawks\" on the BI board along w 
Deputy Governor Miranda Goeltom and Deputy 
Bunan E. J. Hutapea. In contrast 

Governors Maman H. Somantri and Aslim Tajuc 
leading proponents of a more accommodating т 
with frequent support from BI Governor Burhanı 
BI sets monetary policy at monthly meetings of 
Governors. 


Interest Rate Lowering will Continue 


3. (SBU) Sarwono made it clear that that BI beli 
inflationary pressures are falling 

consumer price inflation would fall below eight r 
October 2006 and to less than seven percent b: 
said BI wants to keep real interest rates at abou 
percent 

benchmark Bl rate to 11 percent by year\'s end. 
currently at 12.5 percent 

likely interest rate scenario would be continued 
lowering through the end of 2006 

However 

course of the U.S. federal funds rate. Bl seeks 
difference between the U.S. federal funds rate c 
rate at about six percent 

rises much beyond current levels 

maneuvering room for BI. 


4. (SBU) While noting that BI does not directly t 
Rp/USD exchange rate 

comfortable stock of foreign exchange reserves 
billion as of May 31) that should permit it to acc: 
continued capital outflows without undue presst 
rupiah. Bl has performed a series of simulation 
scenarios 

outflows at twice the total year-to-date inflows. 
result of the scenarios 

Indonesia has sufficient reserves to cover 4-5 п 
imports and short term debt repayments. None 
acknowledged BI is concerned about renewed 
of portfolio capital if rates drop too quickly. He : 
stock of foreign-held BI certificates (SBls) had c 
sharply after the mid-May emerging market sell- 
22 trillion (USD 2.4 billion) to Rp 10 trillion (USE 
billion). However 

stock market had fared much better during the i 
emerging market sell-off 

outflow from the former and two-way movemen! 
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sharing in the latter. 


Concerns About Currency Volatility 


5. (SBU) Sarwono confirmed that concerns abo 
impact of a second 

Rp/USD exchange rate led BlYs Board of Goveı 
rates unchanged at its June 6 meeting. He claii 
the rupiahVs volatility can be traced to the chara 
Indonesia\'s foreign exchange markets 

(daily turnover of USD 300 - 350 million) and op 
exclusively on a spot basis. The thin spot mark 
wide swings during the trading day 

reported on Bloomberg and affect market psycr 
said Bl is working hard to develop swap and for 
to take some of the pressure off the spot marke 
Some investors use a Singapore-based V'non-d 
market\" to manage volatility via swaps and opti 
contact at the IMF office in Jakarta noted that in 
currency trading of the rupiah sometimes swing 
600 points against the dollar in a single day 
hard for businesses to plan. 


6. (SBU) Investment bankers we spoke with cor 
of the money that wanted to leave Indonesia ha 
left. \"Yields are still attractive here...some who 
waiting to come back in and buy bonds 

interest rate to drop 

is politically stable 

a trade surplus and a current account surplus. ` 
attractive to many investors. V 


Concerns Mounting about Slow Growth 


7. (SBU) BIVs cautious plan for lowering short-te 
has left Sarwono and other economists concerr 
prospects of GDP growth in 2006. The Minister 
announced on June 14 a growth estimate of 5.€ 
2006 

percent. For its part 

growth estimate for 2006 to 5.2 percent. Sarwo 
concerned that both central and regional goverr 
remains much lower than expected (Ref B) and 
infrastructure investment and spending probabl 
seriously underway until 2007. Regional goverr 
(provinces and districts) account for approximat 
third percent of total government spending 


Column 3 

clear evidence of spending backlogs at the loca 
\"The regions are sitting on Rp 28 trillion (USD « 
of SBls 

social spending.\" However 

Economy Boediono told donors on June 14 that 
government spending would pick up in the seco 
2006. The World Bank was also a bit more opt 
that the GOI traditionally backloads public spen 
6.9 percent of GDP 

end of the year. 


Capital Markets Volatile 


8. (SBU) IndonesiaWs foreign exchange 

bond markets have remained volatile over the p 
However 

volatility is part of a global trend rather than an 
Indonesia-specific one. V'Money is moving arot 
very quickly 

investing globally has grown dramatically in the 
months 

macro-economically stable than other emerginc 
will sell Indonesia last.\" Another investment ba 
agreed 

looking for high returns 

rates.\" 


Comment 
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9. (SBU) Indonesia seems well positioned to we 
current wave of emerging markets volatility. It F 
budget deficit 

level 

ministers. Our contacts also express optimism 
ability to manage the delicate move to lower inte 
in a climate of emerging market volatility and de 
risk appetites among many investors. A more c 
challenge will be finding ways to boost growth g 
very slow progress on government spending an 
climate reforms. BI Governor Abdullah has alre 
speculated to the press about accelerating the r 
interest rates 

find a way contribute to higher growth levels. 


AMSELEM 
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experiences 

Belarusian side hoped to boost its exports to Sı 
tractors 


2. (SBU) The Belarusian government made no ; 
cooperation protocol. No GOB body 

state news agency BelTA 

was in Minsk. [Note: Poloff by chance directly c 
Minister Maltsev entertaining the Sudanese delk 
restaurant. Maltsev was accompanied by a ser 
and 

from the BKGB.] 


3. (U) The Sudan Tribune article also stated tha 
exported weapons to Sudan since 1996 
list of arms sold: 


1996: nine T-55 tanks; 

1997: six Mi-24B attack helicopters; 

2003: nine BMP-2 infantry fighting vehicles 
reconnaissance vehicles 

propelled howitzers 

2004: 21 BRDM-2 armored reconnaissance vel 
armored personnel carriers 


4. (SBU) Comment: Post believes that such ad 
GOB has long sought to increase cooperation a 
outcast nations 

from Russia. The Belarusian Foreign Minister v 
early February 

scientific 

also been actively building ties with Iran 

Korea (which has a delegation coming to Minsk 
Belarus is possibly keeping this new agreement! 
UNSC sanctions on Sudan. Normally the GOB 
as further \"evidence\" Belarus is not internation 
Post also has reason to believe Minsk is still suj 
equipment to Khartoum (reftel). 


KROL 


68507 

from the international community for one partict 
candidate - namely 

doubt that the electoral system was free 
transparent 

were disadvantaging or excluding other political 
Students saw the credibility of the elections as t 
by involvement of the international community 


Column 3 
recent Liberian elections as a negative example 
international intervention in influencing results. 


Dissenting Views About the UDPS 


4. (SBU) There are opposing views in Kisangan 
Kinshasa about Etienne Tshisekedi\'s Union for 
and Social Progress (UDPS). Traditionally 

has been strongest in the Kasais and in Kinsha 
at the University of Kisangani 

little sympathy for either the party\'s positions 
delaying the elections. By contrast 

was evidence of much support of the UDPSVs r 
of the students pushed for the inclusion of the L 
either through reopening voter registration or thi 
new political \"dialogue.\" There were also milit: 
sentiments expressed; one student at the Unive 
Kinshasa (UniKin) stated that 

included in elections 

be enough to keep the UDPS down.\" 


Freedom of Information 


5. (SBU) Students decried a general lack of infc 
about the candidates and poor media coverage 
official campaign period does not begin until Jur 
End note.) Students were worried about insecu 
threat posed by armed groups 

part of the country 

of certain candidates. One student at ISTA 
school in Kinshasa 

the DRC you need a дип.\" Some students arg! 
the brassage 

complete 

were fears about the potential of candidates\' іп. 
accept defeat leading to violence after results a 
announced. 


6. (SBU) Students also voiced concern about th 
individuals to freely express their opinions abou 
current electoral race. But when pressed on thi 
they said it was primarily President Kabila they « 
feel free to criticize. Most students felt that they 
could criticize parliamentary or provincial candic 
without concern 
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presidential election was important. 


Concerns About the Voting and Election Proces 


7. (SBU) Some students called for a formal cen 
elections. Others voiced concern that the Inder 
Electoral Commission (CEl) had set the electior 
July 30 without a \"consultation\" process. Stuc 
questioned the right of any group to push the de 
elections beyond the Sun City deadline of June 
However 

elections any further at this point. Some faulted 
international community for not doing more to p 
Congolese for elections and the post-electoral r 


The Electoral Law 


8. (SBU) Many students felt that in drafting the « 
laws and the new constitution the international c 
had forced through certain provisions. When a: 
however 

constitution or electoral laws and relied on what 
heard on the street or read in the newspapers. 


Comment 


9. (SBU) Comment: These fora were all well att 
discussions were lively and often heated. Stude 
relished the chance to express their opinions in 
presence of U.S. diplomats. That university 
administrators facilitated frank exchanges show 
admittedly skeptical students that there is a gro\ 
commitment in the country to democratic give-a 
transparency. University students are of the Co 
generation that has known only Mobutu 
\"transition to democracy.\" Their skepticism is 
surprising 

especially the UDPS. While we spoke with only 
number of students in a self-selecting audience 
to express contrarian views 

representative enough to demonstrate clearly tr 
a critical lack of accurate election information a 
to Congolese voters. End comment. 

Meece 


68508 
bankrupt\" local officials who try to cover up 
wrongdoing and dissuade media from investiga 


Column 3 

issues. Popular web portal Sina.com ran а сот 
article the following day by Henan-based schola 
journalist Zhu Sibei 

piece as a springboard to complain about heavy 
censorship and what he termed \"the weakness 
supervision of government.\" 


3. (C) Without mentioning names or ranks 

that jittery officials fearful of negative revelations 
are the main culprits in squelching the unseen s 
Не decried the tendency of such officials to \"blc 
the information network\" to protect their interes 
He contended that authorities wrongly believe tl 
scrutiny of the workings of government will harn 
social stability. On the contrary 

corruption and abuse of power will prompt bette 
public service 

criticism is \"safe 

society. 


Headlines and Redlines 


4. (C) The People\'s Daily Online news portal fc 
with a pair of articles on May 31 and June 2 tha 
appeared to acknowledge the legitimacy of calls 
imprved media watchdog function and less loca 
inerference. The first piece recounted a visit to 
CCTV by Wu Guangzheng 

Committee member in charge of discipline inspı 
Wu stressed to CCTV news personnel the impc 
media supervision in the fight against official 
corruption. Contacts said they were especially 
surprised to see the Government mouthpiece P 
Daily Online treat the issue again two days later 
another opinion piece. The piece characterized 
scrutiny of officialdom as integral to \"building a 
harmonious society 


5.(C) Calls for media oversight of Government 
conduct are not unusual 

a free lance journalist who writes regularly for tr 
Beijing News. Accusations of censorship and c 
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by local officials 

staid Party outlets and have raised eyebrows ar 
among some journalists and reformers. Li Xiac 
producer at CCTV-9 


Column 3 

online piece so strongly supported the media\'s 
watchdog role because the Central Governmen 
investigative journalism to ratchet up pressure c 
local officials to clean up their acts 

on environment and corruption issues. 


6. (C) In this context 

piece as valuable and important 

Chinese professional journalist who reads the a 
will be heartened by its persuasiveness and hov 
it gets to official redlines without crossing them. 
After more than a year of tight media controls 
daring piece is welcome 

Zhu would not be criticized by censors in the 
Propaganda Department for his commentary. С 
writer starts discussing specifics 

officials or particular Government agencies 

or she can suffer repercussions. That is not the 
here. VZhu never even mentions the Propagan 
Department by name 

Zhou remarked. He added that at the same tir 
is no specific guidance about discussing broad 
and the mediaVs watchdog role as a public serv 
fair game. 


Tribal Interests 


7. (C) At CCTV 

discouraged by the constraints they face 
former News Probe producer 

on staff there regularly tell her she is smart for 
transferring to the English service 

Propaganda officials are less concerned. Li sta 
that for the news magazine shows 

on the air as quickly as possible 

program has controversial content 

the censors. Once the journalists start investig: 
a story 

revelations might harm rally their connections w 
view to pressuring censors to nix the show. Th. 
without good connections often must appeal str. 
the Propaganda Department. Zhou 

journalist 

Department office is constantly booked full of ре 
from the Provinces who want to make sure cert 
sensitive stories never see print or airwaves. 


8. (C) One of Li's News Probe shows was squı 
few years ago 


Column 3 

together a special about a cigarette factory in 
northeastern China that was so strapped for ca: 
it paid its workers partly in packs of cigarettes. 
News Probe aired a first segment and then preg 
go to the plant for a follow-up a few weeks later 
When the production team got to the airport to « 
however 

around and come back to the office. Li surmise 
someone with influence had called a Governme 
to get the journalists to stand down. In that sen 
the Zhu article is also about what Li called \"trib: 
interests.\" That is 

using their relationships with top brass in Beijinc 
press for protection from media exposure. V'Th 
happens all the time 


Comment 


9. (C) While the GovernmentVs rhetorical endo 
of a role for the press in fighting corruption may 
create some protection space for some investig 
journalism 

effective watchdog function will likely go only as 
as the Party deems helpful to its cause. Pursue 
wrong story or \"go too far\" and the rug can eas 
pulled out from under any author or outlet. The 
year prison sentence for \"extortion\" recently m 
out to Hunan investigative journalist Yang Xiaoc 
illustrates the risks reporters continue to face as 
they investigate official misconduct. 

RANDT 
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educating the people. Deputy Chief of Police fo 
Lombok 

was Ahmadiyah\'s \"exclusiveness\" and V'arrog 
perspective we found prevalent among local go' 
officials and non-Ahmadiyah Muslim religious le 


GOVERNMENT HOUSES IDPs INDEFINENTL 


10. (SBU) All 187 Ahmadiyah IDPs remain hou: 
government-provided barracks 

food 

been IDPs previously; one told us he had fled h 
times. Local government officials of West Loml 
compensate the 137 IDPVs in West Lombok for 
homes but reportedly have not taken any steps 
such promise was made to the 45 IDPs in Pray: 


Column 3 

Lombok 

plan a safe return for them into the community. 
their only other hope is a bid for political asylum 
Australia or Canada 

by publicizing their plight and intentions. (Note: 
leaders admitted slim chances for gaining politic 
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either of these countries 
opportunity to internationalize their cause even i 
asylum claims ultimately prove unsuccessful. E 


11. (SBU) May 23 and 24 we met with nearly 1C 
West Lombok and Central Lombok IDP camps. 
depression and hopelessness had become wid 
community 

Ahmadiyah members from the IDP camps сот) 
discrimination based on their religious affiliation 
limiting employment prospects and their ability t 
independently. The women in Central Lombok 
complained of the lack of security at the govern 
barracks and reported break-ins and molestatio 
unknown assailants. 


LOCAL GOVERNMENT NOT LEADING 


12. (C) West Lombok Regency government rep 
described to us three ways to solve tensions be 
Ahmadiyah and other Muslims in Lombok: (1) A 
create a new religion and stop calling itself \"Mu 
suggestion that was first floated by the GOI Min 
Religion); (2) Anmadiyah could return to the folc 
mainstream Islam; or (3) Anmadiyah could disp 
persons per regency) and thereby be V'absorbe: 
mainstream religious communities. Local доме! 
representatives did not have a plan that would e 
Ahmadiyah members living and worshiping in tt 
nor did they refer to compensation that Ahmadi) 
West Lombok claimed the local government prc 
(Note: Lombok remains a poor province with lit 
independent resources; it is not clear where fun 
compensation would come.) 


13. (SBU) Dr. H. Lalu Sernata 

Lombok 

Ahmadiyah was too exclusive because its follow 
pray with other Muslims and this was offensive. 
teaching religious tolerance was not a viable op 
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many Lombok residents are \"uneducated\" and 
influenced by Islamic religious leaders with intol 
of Ahmadiyah and its teachings. 


14. (C) Ahmadiyah leaders complained to us pri 
West Lombok Regent showed no interest in the 
failed to fulfill promises to meet with them to he: 
grievances. They described the Central Lombo 
sympathetic but still unable to control mobs war 
terrorize Ahmadiyah followers. Ahmadiyah lead 
that President Yudhoyono did not have the polit 
help them obtain recognition of their religious rit 
their best hope lay with former President and loi 
ardent religious freedom advocate 

popularly known as Gus Dur. 


MUI PROMOTES INTOLERANCE 


15. (C) The police 

Ahmadiyah followers told us that the Lombok br 
Ulama Indonesia (MUI) was by far the most inflı 
institution on the island. Known as V'Tuanku Gi 
MUI members have a moral authority substanti: 
that of the police and local governments. Ahme 
told us that if MUI supported Ahmadiyah 

be largely solved. However 

that it does not support violence as a method of 
the Ahmadiyah problem 

steps to end discrimination against Ahmadiyah 

MUI at the national level that in 2006 renewed tl 
(a non-legally binding religious edict) declaring / 
heretical (ref. A). 


16. (C) West Lombok\'s leading Tuanku Guru 
explained to us that he saw MUI as a principal г 
between the government and the people 

within Islam 

recently met with Ahmadiyah representatives 
local government officials to find a solution for A 
problems. At that meeting 

government compensate Ahmadiyah by purcha 
Mataram 
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Ahmadiyah would have to stop \"bothering\" neii 
building mosques exclusively for Ahmadiyah an 
pray with other Muslims. Hakim said the altern: 
Ahmadiyah members to return to their homes b 


Column 3 

Ahmadiyah characteristics.\" Otherwise 
guarantee their safety. Hakim told us the best s 
would be if Anmadiyah followers would rejoin m 
Islam. 


17. (C) Hakim and the other Tuanku Gurus pres 
found Ahmadiyah teachings deeply offensive. 1 
Ahmadiyah was too exclusive 

next to mosques already established by other N 
they should not call themselves Muslims if they 
with other Muslims. Hakim said he was not sur; 
violence against Ahmadiyah takes place in Lor 
this to the widespread low level of education the 
Significant Anmadiyah populations live peaceful 
and other locations in Indonesia. End Note.) 


COMMENT 


18. (C) Mainstream Muslim groups have decide 
is an illegitimate form of Islam; the question nov 
less tolerant Muslims will continue to feel this at 
them of responsibility to live in harmony with Ah 
The prevailing view that Anmadiyah\'s beliefs ar 
lie at the root of the problem provides a classic : 
\"blaming the victim\" and will preclude a peacel 
for Ahmadiyah in Lombok in the near term. Altr 
our contacts said that the low level of education 
island was a key factor in the attacks 

willing to educate the population also clearly cor 
the conflict. In our discussions with governmen 
religious leaders 

a negotiable right seemed to elude many of Ahr 
opponents. It does not help that the national go 
appears to condone hostility to Anmadiyah. The 
statement of Minister of Religious Affairs M. Ma 
that Ahmad 

iyah should either create a new religion or come 
the fold of mainstream Islam expresses a sentir 
echoed repeatedly on Lombok. While Presiden 
government has spoken recently on plans to tal 
against militants (ref. C) 

status of Ahmadiyah. Gus Dur is the only public 
speak out repeatedly on behalf of Ahmadiyah 
President Megawati Soekarnoputri also voiced ‹ 
the recent attacks on Lombok. Despite occasio 
statements 

the political class. 

AMSELEM 
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the NRC.\" Separately 

Malaysian officials 

the statement made by Interior Minister Kongsa 
June 15 attacks that the bombs had come from 
country to the south.\" On June 18 

told the press that \"there is no evidence pointin 
Malaysian involvement.\" 


MEANWHILE 


4. (SBU) Since the June 15 coordinated attack 
been a continued high level of violence across t 
On June 16 

Narathiwat and Yala provinces. One explosion 
seriously injured a district official and three polic 
June 17 

a Yala karaoke bar which killed two. On June 1 
attacks were reported 

provincial official and a bomb attack on a police 
Narathiwat. Following the recent attacks 
number of arrests across the three southernmo 
mostly on drug charges. Among those arrested 
Indonesian citizen -- Zablee Hamaeruding -- wh 
a Narathiwat rubber plantation with two pounds 
and some nails. The suspect is being held on il 
charges and is under interrogation. 


5. (U) BEGIN TEXT - THAI DIPLOMATIC МОЛ 
Developments in the Southern Provinces of The 


Overall Situation 


The situation in the three southern provinces of 
namely Narathiwat 

the Thai Government as violent incidents contin 
with militants targeting both innocent Muslim an 
civilians. Since 2004 

provinces is approximately 1008 and figures of : 
being around 1812 -- with victims being nearly € 
both Thai Muslims and Thai Buddhists. It has a 
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that there has been an increase in militants targ 
innocent civilians. Recently 

attacks 

beaten -- leaving one hospitalized and in seriou: 
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As noted in the Joint Press Statement between 
El-Masry 

and Mr. Krit Garnjana-Goonchron 

Ministry of Foreign Affairs of Thailand 

in the southern provinces of Thailand is not a re 
conflict. But instead is a situation in which religi 
been used as a pretext for violence. Religion hi 
distorted by those who are taking advantage of 
socio-economic problems in the three southern 
stir unrest of their own political interest. 


Efforts of the government are no only seeking tt 
violence 

will promote harmony and overall development : 
of the local population 

The Thai Government understands the root cau 
problem and is fully committed to addressing th 
a long-term and comprehensive manner. The ( 
thus 

educational system and stimulate economic gro 
region. 


At the same time 

the region and gives emphasis to the promotion 
understanding among government officials and 
that will enhance confidence building and enabl 
society. With this recognition 

priority to assigning competent officials 

to the unique characteristics of the region 

three southern provinces as well as initiated a n 
cultural awareness programs. 


With regards to the tragic Krue Se and Tak Bai 
Thailand also reaffirms our commitment to unde 
comprehensive measure to prevent a recurrenc 
incidents by equipping our security personnel w 
training and skills to handle crowed control base 
international standards. 


To ensure the successful implementation of the 
enabling sustainable and long-term progress 
government will continue to push forward and b 
success of these past initiatives. 


Socio-Economic Measures 


Among the three southern provinces of Thailanı 
population of 1.7 million 
17 percent with unemployment rate high. The 1 
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recognizes this problem and gives high priority 1 
situation in the southern provinces of Thailand 
thus 

root causes of the socio-economic problem as : 
reiterate our commitment to peacefully resolving 
situation in a comprehensive manner. 


In the past few years 

efforts by launching a number of initiatives focu: 
addressing the educational system; training for 
personnel; developing the economy for the loca 
improving the transportation system; and enhar 
awareness as follows: 


Educational Initiatives: 


The Thai Government 
playing a greater role in implementing measure: 
the southern provinces of Thailand. 


-- The educational system is being re-designed 
more compatible with the demands of the labor 


-- Atthe same time 

distinctiveness of the local community by promc 
studies at state primary schools as well as encc 
schools to teach Malay and the regionVs history 
hundreds of \"ponoh\" (293) have also registere 
for Government assistance; 


-- Hundreds of scholarships have been also gr: 
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students in the southern provinces; 


- Asa national policy to promote greater undeı 
unity within the country 

also organized a summer training course and si 
Thai Muslim students from Narathiwat 
Songkhla during 8 - 26 May 2006 

receive first-hand work experience at various de 
within the foreign ministry. 


Economic Initiatives: 


The Thai Government is addressing the econor 
the southern provinces of Thailand in long-term 
comprehensive manner. In addition to the voca 
available at the various training centers located 
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three southern provinces 


-- Promoting the halal food industry to enhance 
opportunities and stimulate economic growth in 


-- Providing financial assistance and tax incenti 
attract investments; 


-- Ensuring that financial services provided be i 
accordance with the Islamic principles; 


-- Providing assistance in developing local proc 
enhancing its market accessibility; 


-- Providing low interest rates to expand the ec 


-- Improving the transportation system to enhar 
of goods and services. 


As a result 

vocational training and received employment bc 
and private sectors throughout the southern pro 
Businesses have also been stimulated with corr 
investments flowing into Yala creating greater jc 
opportunities for the local communities. 


Remedial and Security Measures: 


In addition to the remedial measures given to fa 
affected by the Krue Se and Tak Bai incidents 
will push forward to give assistance to those wh 
suffered as well as expedite a review pending is 
petitions in accordance to the due process of th 
this recognition 

have been implemented to reaffirm its commitr 
recurrence of such incidents. 


Remedial Measures 


Pursuant to the Office of the Prime Minister's C 
9/2548 

persons who have suffered from the Tak Bai inc 
establish to provide necessary assistance and r 
families of the deceased 

well as verify the damages and losses. 


Remedies have been made in various forms 
investigation result 

financial assistance of up to 300 

education as well as social assistance to enable 
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families to continue their daily lives and living. 


Training for Security Personnel 


In addressing the lessons learnt from the tragic 
Tak Bai incidents 

well as better facilities to equip its security persc 
with means to handle crowd control situation in 
with international standards and practices. 


1. Every military officer station in the three sout 
provinces of Thailand must receive training on € 
crowd control handling and negotiation in accorı 
standards used during UN peacekeeping opera 
Timor; 


2. A special \"Riot Control Company" was set u 
crowd control - using only shields and batons fo 
and no firearms permitted. There are two units 
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one station in the south and the other - its reinfc 
unit 


3. The UN Basic Principles on the Use of Force 
by Law Enforcement Officials was also translate 
disseminated as training manual to all relevant : 


4. The Southern Border Provinces Peace-Build 
conducts an evaluation of its personnelVs омега 
and periodically - 3 to 6 months - to ensure effic 
resolving the situation in the South in a peacefu 


5. A number of cultural awareness training and 
courses have been organized for security perso 
the Southern provinces of Thailand to enhance 
among the local community. 


(6) The Ministry of Defense and its Supreme C 
Headquarters have periodically organized hume 
seminars 

(i.e. 

government conflicts of firearms) 


(7) The Royal Thai Police also gives high priori 
prevention of human rights violations by police ‹ 
issued a human rights handbook and organized 
training programs for police officers on human r 
(i.e. 
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Foundation for Human Rights and Developmen 


Others 


-- The cabinet approved the establishment of tt 
Commission on Justice and Civil Liberties for th 
Border Provinces (ICJC). ICJC is chaired by foi 
Parliament President 

provide legal advice to the Government on ітрі! 
effective 

accordance to the distinctiveness of the commu 


National Reconciliation Commission: 


NRC Report 


- The National Reconciliation Commission wa: 
28 March 2005 and headed by former Prime Mi 
Panyarachun as an initiative to by the Thai Gov 
promote reconciliation in the southern provinces 


-- NRC 

societies 

official 

made recommendations to the Government -- = 
suggested long-term measures. 


- The NRC submitted their report to the goverr 
June 2006. A press conference was given at th 
Ministry by the head of the NRC 

about the report: 


1. Reaffirmed that the situation in the southern 
neither a religious conflict nor separatism. 


2. Concluded that the root causes of the proble 
southern provinces were poverty 

cultural differences as well as the failure of the j 
system. 


3. Proposed that the state clearly demonstrate 
chooses to engage in dialogue with the militants 
the problems of unemployment; improving the |! 
and using \"Yawi\" as working language to reduc 
communication barriers between the local comr 
authorities. 


- The Government is reviewing the proposals i 


END TEXT - THAI DIPLOMATIC NOTE. 
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ARVIZU 
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The two Sadrist ministers invited 

the meeting 

violation of Iraqi sovereignty because GOI did n 
know President Bush was in the country. Tawa 
AlaVa Makki told Poloff on June 17 that PM Mal 
unhappy with remarks made by DPM Salam al-. 
contributed to their already frosty relations. Enc 
Summary. 


2. (C) Deputy President Tarik Hashimi told Polo 
meeting with President Bush that he appreciate 
opportunity to review Sunni Arab security conce 
similar vein 

his meeting that he intended to raise the issue c 
expected MNF assault in Anbar asking that mili! 
be stayed in favor of negotiations in order to rec 
civilian casualties. Sheikh Khalaf Alayan (Natio 
Dialogue Council) 

sharing a room with Ayad Allawi 

SCIRI politico Hummam Hammoudi 
Abd-al-Rahman al-Husseini 

President 

good. 


3. (С) Tawafuq leader Alava Makki told Poloff o 
that Tawafuq was working on repairing relations 
Maliki and Тамаша DPM Salam al-Zawbaie. А 
Makki 

after the Ministerial meeting with President Busl 
said that the PM was unhappy with ZawbaieVs r 
gathering 


4. (C) On June 14 

Rafi al-Esawi (ПР) lamented that security surroL 
Presidents visit did not allow ministers time to | 
issues for discussion. He said the most import: 
that happened at this meeting was that Presidei 
looked us in the eyes and said 

full support." He considered the moment \"legit 
inspiring. V 


5. (C) A range of senior Shia political figures ov 
past five days told PolOffs they believe the Pres 
visit gave a real boost to Prime Minister Maliki. 
Ismael al-Kuzai of the Fadhila Party told Pol/FS| 
Bushv's visit as V'a great step 
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the world the U.S. is still committed to supportin 
GOIA" He also applauded the timing of the visit 
was good to arrive after the death of Abu Musal 
which he said was a great victory for the U.S. ar 
against the insurgency. 


6. (C) Embassy officers escorting participants o 
building after their meetings with the President ı 
upbeat 

al-Attiyah 

morose during his enforced wait with Sunni Aral 
Mashadani - with whom he clearly lacks rapport 
meeting smiling broadly. He made PolOff prom 
for him a copy of the photo with the President. 


7. (SBU) The two Sadrist ministers who were in 
attend. Sadrist Minister of Health Ali al-Shamar 
Pol/FSN that the next day 

session of the Council of Representatives (COF 
Parliamentarian Saleh Hassan Essa denouncec 
Bush\'s visit as a violation of lraq\'s sovereignty. 
complained that not even the Iraqi Prime Minist 
about the POTUS visit beforehand. He then ca 
COR to formally protest the visit. In the al-Kadr 
district of Baghdad 

detainee and brother of Sadrist CoR member B 
led demonstrations on June 14 protesting Presi 
visit. 

SPECKHARD 
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and to ride the wave of strong nationalism in Ac 
offer an alternative program with concrete polic) 
End summary. 


2. (SBU) AmCon Adana poloffs recently held a 
with local opposition party leaders 

chairmen for the Republican People\'s Party (C 
Party (DYP) 

the local branch of the ultra-nationalist Nationali 
Party (MHP) refused to see us. Adana has hist 
left-leaning province 

late-1990s. Current Adana mayor Aytac Durak 
on the Anavatan ticket in 1999 (Anavatan was / 
and later joined the AKP. The more affluent Se 
Adana municipality is in the hands of the AKP a 
from 1999-2004 it was dominated by CHP. The 
Yuregir 

of Ceyhan 
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Riding nationalism and \"secularism\" to early el 


3. (SBU) In a series of early June meetings 

in Adana asserted that Turks see that the AKP i 
the country\'s core problems 

is a growing expectation that there will be a nati 
before November 2007--by which time an electi 
In anticipation of an early election 

Adana are slowly beginning to map out an elect 
seeks to capitalize on the high level of nationali: 
what they claim is a growing public concern reg. 
\"Islamic agenda.\" CHP provincial chairman Se 
that events in northern lraq--both the ongoing Р 
the perception of growing Kurdish autonomy--ar 
nationalism 

One of Seyhan\'s aides noted that party chairm: 
opened CHP\'s doors to voters on the right 
administration recognizes that nationalism will b 
force in any upcoming election. Seyhan himsel! 
draw a distinction between what he sees as the 
ethnic nationalism and the CHP\'s Ataturkist (i.e 
anti-religious) nationalism 

version of nationalism. (Comment: In practice 
is not much of a distinction. End comment.) 


4. (SBU) Seyhan also invoked the specter of ar 
overthrow the state and install an Iran-like regir 
provincial chairman Nevsat Saskin echoed Seyl 
a separate meeting. When challenged to demo 
undertaking to undermine the Turkish Republic 
of his comrades claimed that an outsider would 
changes but that the AKP is acting in small way 
into every aspect of life in Turkey. One DYP oft 
that some municipal services in Adana are bein 
on whether or not a person prays five times a d 
Saskin argued 

about religion than those who support the AKP 

Adana know this. Saskin also added that unlike 
would have no problems working with the Turki: 
chairman Mehmet Agar 

fact 

has served as national chief of police and Interi 
In the 1990s while serving as Minister 

the infamous 1996 Susurluk scandal that reveal 
among the mafia 

incident has awakened fears in the Southeast o 
of such groups. End note.) 


5. (SBU) In contrast to the CHP and БҮР leadk 
Anavatan chairman 
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rise of nationalism over the last several years aı 
threat political Islam poses to the Republic. Erc 
former head of the local bar association 

simply seeks to promote individual freedom anc 
economic policy. He claimed that Anavatan anc 
have always sought close relations with the Uni 
will continue to do so. Unlike his DYP and CHF 
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Anavatan is not seeking an early election 

only now beginning to rebound from its historice 
performance in opinion polls. By 2007 

will be in position to either lead a government oı 
significant coalition partner. 


6. (SBU) Although the opposition parties were | 
in the 2002 election 

representatives have yet to learn many lessons 
defeat. It is clear that the opposition hopes to u 
sees as emerging 

public reaction to the AKP\'s religious leanings-- 
voters 

and CHP 

There is little to distinguish them. More importa 
except perhaps the Anavatan chairman 
program or a set of alternative policies to the At 


7. (SBU) The more religious political parties in 
Turkey--including the AKP and its predecessors 
had effective 

grassroots level 

both the 2002 national election and 2004 local e 
on our meetings 

have adopted similar tactics. When prodded fo 
activities the parties are undertaking to win bacl 
both the DYP and CHP chairmen spoke only ge 
villages and small businessmen. CHP\'s Seyha 
organizes \"coffee shop\" discussions from time 
effort did not appear to be consistent or organiz 
appeared to be slowly adopting some of the AK 
not have the popularity locally to make it work. 
chairman Erdem said his party is dividing Adan: 
200-person districts to which the party hopes to 
activists. The activists would then visit each pei 
individually to court them on behalf of the party. 
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8. (SBU) All three opposition leaders complaine 
about media bias against them 

They claimed that the owners of the major outle 
deals with the AKP that lead to bias in news rep 
Anavatan chairman Erdem claimed his local ас! 
to door in Adana trying to get people to tune intc 
chairman Erkan Mumcu\'s weekly address to hi: 
speech carried only on state-run TRT 

Replying to poloff\'s assertion that the national r 
have grown more critical of the AKP recently 
the media only criticize the government if the m 
material interests are being harmed. 


9. (SBU) Although we are likely a long way fron 
season--local AKP contacts continue to echo PI 
the election will be held November 2007--our re 
Adana reveal opposition parties hoping simply t 
АКР.\" Putting forward solutions for Turkey\'s lii 
and economic problems is secondary--at best. 
at all meetings were generally cordial and free c 
America-bashing we have seen in the past 
reflecting a widespread belief here that the U.S. 
electoral outcomes in Turkey. As opposition lec 
push for an early national election 
dissatisfaction with the AKP and may wish to be 
the U.S.Vs endorsement. 

REID 
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referendum results in the days after the vote 
that he did not wish to discuss the referendum. 
said that the pro-Union bloc\'s activities contribu 
stability in the referendum period 

of preparations to disrupt the outcome (septel) I 
that his actions spoke louder than words. End ‹ 


Decentralization in An Independent Montenegrc 


2. (U) Poloff met with Andrija Mandic 

Serb People\'s Party (SNS) 

the strong pro-Union turnout on May 21 showec 
nationalist coalition could do well in republic 
parliamentary elections 

independence of Montenegro 

would not follow the example of ethnic Serbs in 
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Bosnia 

ethnic Serbs within the legal and democratic fra 
post-State Union republic. He said the core pla 
SNS campaign would be decentralization of go\ 
functions 

staffing and delivery of public services 

police and education. He readily agreed that hi: 
could make him and for example Albanians see 
autonomy for Tuzi 


Disappointment in Serbian PM Kostunica 


3. (SBU) Mandic said his decision for SNS to er 
referendum campaign was strongly influenced t 
conversation in Belgrade with Serbian PM Kost 
said that he was disappointed that Kostunica he 
failed to concur in recognition of Montenegro\'s 
independence 

occur. Mandic added that if Belgrade was really 
in protecting the interests of Serbs in Monteneg 
to do that was to establish a Serb embassy 
only somewhat in cheek) 


Mandic Sheds Criticism 


4. (SBU) Poloff underscored USG interest in a \ 
Montenegrin democracy 

Poloff reiterated that democracy means playing 
rules 

and referendum process 

\"rejection\" of the referendum results when ann 
Ambassador Lipka (Slovakia) 

Referendum Commission. Mandic reiterated th 
wish to discuss the referendum 

Montenegro is now independent. 


Public Security Issues during the Referendum 


5. (SBU) Poloff stressed that the USG had rece 
apparently reliable reports that 

and peaceful atmosphere that pervaded the car 
vote 

undemocratic means 

Mandic urged that the reports be discounted 
near total lack of violent confrontation throughoı 
campaign 

the pro-Union bloc\'s actions were the single lar 
contributor to the peaceful outcome. Comment: 
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the view that the credit belongs 

to Socialist People\'s Party (SNP) president Pre 
Bulatovic 


Comment 


6. (SBU) Mandic is an engaging 
is very conscious of his audience 


BELGRADE 00000966 002.2 OF 002 


accordingly. His stated commitment to a peace 
ethnic 

benchmark 

standard that he has set for himself. End comn 


POLT 
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(presumably Intelligence Bureau or the Researc 
Wing) would question him prior to his trip to Pur 
immigration chief said the entourage would likel 
at 0900 June 18. 


4. (U) RSO FSNI took possession of the USMS 
will facilitate their delivery to CONUS. 


5. (SBU) In accordance with the extradition agr 
Embassy will remain in contact with Barapind 
legal team 

they arise. 

MULFORD 
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agreement with Turkey 

to develop its industrial base to the best of the L 
ability. He claimed that Turkey has spent over ‹ 
defense R&D since the 1970Vs (Turkish defens 
іп 2005) to increase its defense industrial capak 
a result of Turkey\'s increased industrial base 
governments procurement priorities have shift 
that the greatest value of the DIC is in providing 
forum for discussion 

particular subject. 


TAPPING JOINT RESEARCH OPPORTUNITIE 
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3. (SBU) Following up on discussions held at th 
meeting 

projects. Mr. Bruce noted USG interest in conc 
Research 

MOU with Turkey but underscored that the USC 
concrete project opportunities that have the sup 
of the military services or another DOD agency 
entering into an MOU. He asked for MG Inak\'s 
identify specific projects. MG Inak stated that 
Turkey would prefer to sign the MOU first and tt 
project opportunities 

projects 

Excellence for the Defense Against Terrorism 
(COE-DAT)-sponsored counter-IED (improvisec 
development program which Turkish Land Forc 
MND coordination. Dendis added that the US А 
in cooperation on a tactical missile MOU. MG lı 
consider this idea. Both sides agreed that any 
benefit both countries. 


4.(SBU) Representatives of the Office of Nava 
Research-Global and the US Army Internationa 
Center-Atlantic (USAIT-Atlantic) outlined opport 
scientist exchanges and joint research and liste 
research areas of interest. USAIT-Atlantic also 
mission of the US Air Force\'s European Office 
Research and Development (EOARD) and note 
basic research opportunities with that organizati 
responded that Turkey is doing a lot in the NAT 
investing in EU projects and evaluating several 
Asian countries. He offered to forward the USC 
technical opportunities to Turkish universities ar 
centers and requested the establishment of a w 
identify additional areas of cooperation. BG Bir 
MND Technical Services Department Chief inqı 
possible research into dual use items. Mr. Bruc 
provide MND with a contact at the US Defense 
Agency 


5. (SBU) The Turkish side suggested two additi 
cooperation -- the certification of military aircraft 


certification of all Turkish-manufactured weapor 
According to MND 

and defense system certification authorities anc 
US consultation assistance. Col Dendis reques 
specifics in order to identify the appropriate DOI 
these tasks. Regarding the certification of milite 
aircraft 

Federal Aviation Administration for information ‹ 
aviation air-worthiness certifications 
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US military facilities. Regarding NATO certifica 
ammunition 

and NATO HQ on specific procedures for Turki: 
manufacturing companies. 


DEFENSE COOPERATION -PROBLEM OR OI 


6. (SBU) MG Inak said Turkey\'s primary goal is 
production of armaments. Absent Turkey\'s abi 
indigenously produce an item 

with a foreign firm. Only as a last resort will Tur 
foreign defense item outright. A Turkish compa 
prime contractor but will be \"free\" to choose its 
sub-contractors 

like US/Turkish defense industry cooperation to 
for Turkey\'s cooperation with other countries. | 
responded that the most successful cooperatior 
industry and moves to government -- not the otl 
-- and highlighted the importance of the May 24 
Industry Day for US and Turkish firms to conne: 
other. 


7. (SBU) Undersecretariat for Defense Industrie 
Aviation Department Head Sedat Guldogan led 
entitled \"Problems and Restrictions in Turkish | 
Cooperation 

situation 

\"opportunity.\" Guldogan enumerated Turkey: 
priorities 

follows: 1) up front foreign government commitr 
project 

3) sustainment of workshare 

use of the finished armaments Was required. V 


8. (SBU) Guldogan denied that Turkey requires 
usage rights for transferred technical data. V W 
his definition of \"technology transfer" 
differentiated between design source codes 
considered \"technology 

required for the installation of TU-origin equipm: 
US platform 

not constitute V'technology transfer.” Regardin 
requirement for approval to modify a foreign-ori 
Guldogan said that any restriction on modificati 
Turkey\'s use of an item after purchase \"іѕ una: 
Addressing contractor liability for force majeure 
Guldogan insisted that a foreign contractor shot 
responsibility for its governmentVs decisions an 
resolve with its government any damages result 
government's actions. According to Guldogan 
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bearing the liability for problems which occur up 
actual production begins. Therefore it is fair to i 
contractor to bear any subsequent liability. 


US EXPORT CONTROLS AN UNACCEPTABL 


9. (SBU) According to Guldogan 

restrictions on foreign manufacturing 

US-origin equipment 

the US \"an unacceptable security risk.\" He co 
difficulty identifying \"the right address\" in the U 
government to discuss the export licensing proc 
that the USG and US firms each lay blame for є 
restrictions (provisos) on each other 

where to turn. Noting that Turkey is working on 
indigenous UAV and will look for international pi 
that SSM will issue in June a tender for a survei 
satellite 

closed to American firms unless the export licer 
\"resolved.\" Mr. Bruce offered to connect SSM 
licensing experts to discuss the USG process. 
requested detail on specific restrictions placed ¢ 
approved licenses in order to determine if the re 


are USG-origin or industry-specific. 


10. (SBU) Guldogan also expressed frustration 
contractors\' differing definitions of a show stop 
condition (T&C) 

is not a problem for another company. Inak adc 
is willing to review those T&Cs that don\'t meet 
regulations but 

are based on business decision. 


DECLARATION OF PRINCIPLES 


11. (SBU) To clear the way ahead for industrial 
Guldogan suggested drafting a bilateral \"Decla 
Principles\" to pledge the efforts of both governr 
expedite the export licensing process; avoid V'iri 
restrictions; define and increase areas of collab: 
increase the level of inter-operability. Mr. Bruce 
that any such document would be 

our governments\' goodwill for cooperation -- nc 
legally-binding document. A \"Declaration of Pri 
unnecessary 


WORKSHARE DRIVING TURKISH JSF PARTI 
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12. (SBU) The Joint Strike Fighter (JSF) project 
priority for Turkey over the next decade 
Guldogan. He stated that 

US had suggested it would consider a relaxatioı 
transfer restrictions for this project 

true. Turkey has pledged $175M in JSF investr 
high expectations for its participation in the proj 
including $5-$6B in workshare in \"technically-in 
areas such as the mission control systems (Not 
said TurkQreceived positive signals about work 
area) 

and Chief of the General Staff will meet on June 
determine whether Turkey will commit to JSF. T 
will be based in great part on Turkey\'s quality a 
workshare 

with the $2.4B in workshare opportunities offere 
Lockheed Martin (LM) and its partners. (Note: \ 
that LM has outlined a potential $5.4B in works! 
could rise with the sale of additional aircraft.) 


13. (SBU) Guldogan acknowledged that Turkey 
financing lined up to buy 100 aircraft and is look 
international credit or another source of funding 
Turkey is in discussions with Italy and the Nethe 
the joint establishment of a European logistics c 
requested US support for this project. 


14. (SBU) Mr. Bruce stated that JSF has been c 
program from its inception. All partners were a\ 
agreed to those terms. He noted AT&L receipt 
letter requesting high-tech JSF workshare апа ‹ 
is being studied and may be discussed in upcor 
negotiations. He urged Turkish industry to cont 
contacts with LM on the workshare issue. 


DEFENSE SPACE COOPERATION STYMIED 


15. (SBU) ЗАРЛА International Program Analys 
outlined project opportunities in those areas whi 
seeking cooperation under the umbrella space « 
(Note: signed on November 9 

Level Defense Group meeting). He emphasize 
ready to initiate a cooperative relationship with 
the space area but is waiting for a White Paper 
Turkish Air Force that was promised in January 
not been delivered. He underscored that no cot 
begin until the US Air Force receives this non-p: 
the areas Turkey would like to explore 
technologies and capabilities Turkey can contrik 
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cooperation projects. When pressed 
representatives suggested it might be ready in . 
provided no detail on its content. 


COMPETITION KEY TO PARTICIPATION IN L 


16. (SBU) In response to an MND request for in 
foreign involvement in US Military Depot Level I 
Elizabeth Bieri 

of Staff for Logistics explained the US Army De| 
Maintenance process. She emphasized that Uf 
restrictions limit the ability of foreign companies 
participate and underscored that any foreign aw 
made on a \"best value\" basis. She and Mr. Br 
outlined the Performance-Based Logistics (PBL 
concept 

military programs and urged that Turkish comp: 
pursue opportunities and demonstrate their pric 
leadership in those areas where they believe thi 
competitive edge. Guldogan said the PBL conc 
Turkey and will be a challenge. He expressed c 
the implementation of PBL on the JSF program 
DOD to provide any PBL-specific wording that T 
include in its JSF sub-contractor agreements. 


SECOND ANNUAL INDUSTRY DAY 


17. (SBU) To ensure that Turkish companies re 
message presented to the Turkish MND regard 
Turkey to be aggressive and competitive and to 
Vbest value\" in any bid on USG military project 
representatives of Turkish and US defense firm 
to the second annual Defense Industry Day on | 
receive briefings by Mr. Bruce 

research specialists on depot level maintenancı 
performance-based logistics and USG research 
At every opportunity the US briefers stressed th 
Turkish companies to take the lead to identify U 
and to investigate USG program opportunities. 

18. (SBU) Also on May 24 

Turkey\'s equivalent of the US National Science 
(NSF) 

Istanbul and Ankara-based research institutes. 

Professor Dr. Omer Anlagan expressed an inte! 
with the USG and noted that TUBITAK and the 

conducted 40 joint projects under an exchange 
TUBITAK had participated in past bilateral proje 
US/Turkey research agreement that had expire 
TUBITAK institutes work on such projects as IE 
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sensing 

fire arms identification and other sensitive techr 
US research representatives pledged to follow t 
of TUBITAK\'s Istanbul-based institutes to cond 
review of missile development and other resear 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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Problems Politically - Release Aung San Suu K' 
Political Prisoners.\" U Myint Thein told us that 
members 

and bring family and friends to sign 

leave the petition open until June 21. Represer 
the 88 Generation Students and the Old Vetera 
also participated. Regime informers and photo, 
freely with the crowd. The U.K. Embassy was tl 
mission present for the petition launch. 


4. (C) In a meeting on the edge of the activities 
Executive Committee Chairman U Lwin told us 
Kyi had recovered fully 

been granted access to her compound several : 
her June 8-11 illness. U Lwin said the doctor h: 
conducted his regular monthly visit for June. Tv 
tourists present at NLD to honor ASSK\'s birthdi 
had flown in on the Thai Airways flight that morr 
Salai Tun Than had tried to board. They had br 
about Salai Tun Than\'s plans to hold a press e' 
the day in Bangkok. 


5. (C) Police sources told us that they were pre; 
Aung San Suu Kyi to the Shwedagon Pagoda a 
but authorities never asked her directly if she pli 
this year 

sources 

Insein Township on her birthday last year. (Not 
visits to temples are common practice in Burma 


6. (C) Since early morning 
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visible along main routes in Rangoon 
ASSK\'s house to the downtown area. Upgrade 
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barricades and reinforced squads of troops bloc 
and pedestrians from approaching the area aroı 
University Avenue. NLD leaders told us earlier 
members had planned to go to the house to hor 
Kyi on her birthday 

discouraged these efforts. The tight police cont 
prevented any close approach 

the street was closed for the day. Undercover s 
agents and police made no effort to hide their e 
photograph and videotape everyone visiting NLI 
today. 


7. (SBU) Press contacts confirmed that police q 
arrested a lone protester who was chanting his 
Aung San Suu Kyi in front of Town Hall at midd: 
one hour later 

evident. Other supporters planned to mark the c 
offerings at monasteries and temples. 


8. (C) Comment: The regime did its best to let / 
Kyi\'s birthday pass unnoticed today by preventi 
her home 

public protests. But the international attention 
public turnout at NLD headquarters 

mark June 19 remind the GOB that 

sight 

and minds. End comment. 

STOLTZ 
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Consortium 

Group. (Note: The al-Maashanis are related to 
on the maternal line 

region\'s most prominent tribes. End note.) Thi 
includes Malaysian independent power produce 
Finnish firm Fortum. PSEG expects the deal to 
by the end of July. 

GRAPPO 
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mentality. Ilves expects the election to go to tl 
Electoral College 

chance of winning. End Summary. 


| DON'T WANT TO 


2. (SBU) In typically brassy fashion 

Minister and current presidential candidate Tooi 
Hendrik Ilves marched into his meeting with us 
by saying: \"So 


Column 3 

job. Well 

twice before he has sacrificed a comfortable life 
serve his country -- once when he gave up his [ 
head of RFE\'s Estonian Section to become Am 
Washington 

Minister. Ilves claimed to have no interest in 
committing himself to a life of near poverty for h 
country a third time 

little power as that of Estonia?s president. 


3. (SBU) So 

disdains incumbent President Arnold Ruutel 
during Ruutel\'s tenure Estonia has effectively lc 
President. And 

who has a chance of ousting Ruutel. He portra: 
Ruutel-llves showdown as a battle between enti 
regime-era figures with their Wkolkhoz manager 
mentality" and eastward-orientation and Estoni: 
younger 


HOW IT WILL PLAY OUT 


4. (SBU) Ilves thinks he is the only candidate w 
stands a chance of uniting enough of EstoniaVs 
establishment to beat Ruutel. This is not becau 
political elite particularly like him. It is 

because Імев is the only potential candidate рој 
enough with the public to have a real chance of 
Ruutel. 


5. (SBU) As llves sees it 

decided in the parliament 

the two-thirds support among deputies required 
election. Since they know this 

leaders of the People\'s Union (Ruutel\'s old par 
the Center Party will not allow their deputies to 
participate in the secret ballot election. This will 
leave lives three votes short of the required two 
and throw the election into the Electoral College 
the parliamentary deputies will be joined by a la 
number of local officials. 


6. (SBU) Ilves shrugs off press reports that Pe 
Union and Center are actively recruiting support 
these local officials with promises of budgetary 
largesse. (Both parties are members of the gov 
coalition 

opposition.) In the end 

with an eye to their own political futures will vote 
way they think will be most popular back at hom 
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believes he holds the trump there given what he 
is his greater popularity even in rural areas whe 
Ruutel is supposed to be strongest. (NOTE: R 
polls asking voter preferences in a Ruutel-llves 
show a jump in support for Ruutel since he anni 
would run for re-election. This jump has eaten : 
most 

Taking all this into account 

50/50 chance of winning in the Electoral College 


AND WHAT IF HE DOES? 


7. (SBU) So what will Імез do if he does wind | 
this job he says he doesn\'t want? He does not 
flout the constitutional limits on the president\'s 

as he believes his patron 

he will use his bully pulpit to try to constrain the 

politicians he so clearly disdains such as Cente! 
Edgar Savisaar and People\'s Union\'s Villu Rei 
foreign policy 

serving as the voice for new EU entrants who w 
push the EU in two important directions: toward 
liberal economics -- he points out that his Eston 
Social Democratic Party votes more liberally on 
issues than the German CDU -- and a more prc 


policy. 
WOS 
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Still 

\"world-level\" prices for its coal 

function \"too much like a transportation compa 
its coal long distances to its Urals customers. (V 
Ambassador countered that Access probably hé 
\"world-level prices\" to acquire its mines 
laughingly admitted that was true 

paid V'risk-adjusted prices. V") 


Access: Growing Interest in Power Generation 


4. (C) Blavatnik told the Ambassador that Acce: 
increasingly interested in investing in electrical [ 
generation 

production chain and to reduce the costs assoc 
long-distance coal transport. Blavatnik envision 
markets. The old Russian power infrastructure 
functioning at capacity 

investment. Exporting electricity to China was i 
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added 


5. (C) Notwithstanding the company\'s overall сі 
increasing its generating assets 

quietly looking to sell its \"unprofitable\" Access 
(combined heat and power) plant in Petropavlos 
long petitioned the government for a wholesale 
increase 

recently promised Blavatnik to increase tariffs \" 
point 

Days earlier 

had approached AES about buying the plant -- ‹ 
AES was considering. End note.) 


6. (C) At the same time 

interested in buying into the Ekibastuz Gres II ci 
plant (owned 50/50 by RAO UES and the GOk) 
building an additional 1000MW of capacity or by 
turbines from its CHP plant in Petropaviosk. Ei 
Access would likely export the power to Russia 
advantage of Northern Kazakhstan\'s abundant 
lines. 


Nuclear Power: Not Economical 
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7. (C) Asked by the Ambassador what he thoug 
recently-revived plans to build a nuclear power : 
2015 

economic sense in Kazakhstan 

too smart to do it 

decision-point 

that oft-discussed plans to build gas-fired plants 
Kazakhstan\'s Caspian region 

lines to carry the electricity east 

uneconomical when compared to electricity gen 
Kazakhstan\'s abundant coal. 


Basell\'s Petrochemical Project: Stalled on Feec 


8. (C) Blavatnik then turned the conversation to' 
petrochemicals 

Access acquired Basell in 2005. In late March 
KazMunaiGaz (KMG) and SAT&Company anno 
a joint venture aimed at constructing an integral 
chemical complex in Atyrau. End note.) \"Kaza 
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ideally positioned for petrochemicals 

However 

feedstock prices in comparison with Middle Eas 
In most Middle East countries 

governments effectively subsidize feedstock pri 
petrochemical industry. In Kazakhstan 
BasellVs only existing option was to buy Tengiz( 
at around $50 per thousand cubic meters. At tl 
Blavatnik concluded 

Unless we solve that problem 

(Comment: Although Blavatnik is looking at the 
market 

contest BlavatnikYs assertion that Kazakhstan i: 
situated\" for a petrochemical industry. The ske 
out that Kazakhstan\'s landlocked status and di: 
market reduce its competitiveness. Further 
Kazakhstan\'s associated gas is reinjected to m 
pressures 

petrochemical processing. Even at the selling r 
$50/mcm 

contractual right to reinject the gas 

Basell 

comment.) 


9. (C) Blavatnik closed the conversation by refle 
contemporary Russia 

investment 

said 

and was forced to navigate a political context \"! 
complex than Kazakhstan\'s.\" Blavatnik noted 1 
with BPVs global strategy 

assets -- including one to a CNPC/Rosneft joint 
point which Blavatnik thought was indicative Ru 
willingness to sell assets to the Chinese -- while 
on acquiring new 

policy 

term meant that V'the status quo is about all we 
the near future." 

ORDWAY 
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to deal with 


Kashagan: Wresting More Control from AGIP 


4. (C) Albers told Almbassador that 

discovery of a significant design flaw in the Kasl 
project (reftel) 

to replace many AGIP appointees 

Director 
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explained 

for a twelve-month transition. V'Even the presid 
country doesn't require a year-long transition 
incredulously. The partners would send anothe 
he said 

filibuster\" techniques until the GOK became mc 
the issue. That might happen in the coming we 
concluded 

associated with the latest delay. 


Hoping to Exit the Retail Fuels Business 


5. (C) Willis commented that ExxonMobil was h 
Chevron\'s August 2005 lead by selling its two г 
in-country service stations to KazMunaiGaz (KN 
a decade ago 

encouraged TOTAL to establish service station: 
and other companies had followed suit in order 
prejudice their chances for offshore oil tenders. 
Willis said 

line 

signified a reduced ExxonMobil interest in other 
future investments. (Note: Chevron successfull 
service stations to KMG subsidiary Trade Hous 
November 2005 announced its ambition to incre 
of country-wide KMG service stations from 55 tc 
At the time 

alleged \"profiteering\" at the gas pump associa’ 
late Summer 2005 spike in oil prices. End note. 
ORDWAY 
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DECISION 


Classified By: Amb. John Ordway 


1. (C) Summary: Kazakhstani government offit 
informed ConocoPhillips (CP) that KazMunaiGa 
select a partner or partners for the developmen! 
offshore Caspian \"N\" block until fall 

earlier indications that KMG would make a deci: 
of May. In good news 

period of exclusivity for negotiating a share in th 
had expired 

sweetened either in financial terms or by a com 
build a petrochemical plant. CP Country Manac 
told the Ambassador on June 8 that he had left 
with a sense that CP had all but secured at leas 
in the project 
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Shell\'s expense. CP now faces the choice of e 
into another round of profit-eroding bidding aga 
or approaching its rival with a proposal to share 
concession 

Janah\'s view that the GOK likely delayed the \"| 
decision 

CP 

\"deliverable\" -- for President Nazarbayev\'s an 
visit to the White House. End summary. 


Disappointment as the Decision is Delayed... 


2. (C) Janah briefed the Ambassador on the sta 
to participate in the \"N\" Block project on June 
CP CEO Jim Mulva\'s May 29-31 visit to Astana 
explained that Mulva\'s trip had been scheduled 
anticipation of a final decision on the \"N\" Block 
However 

Samryk Holding Company 

news to Mulva on May 29 

to postpone a final decision on \"N\" until autum 
Janah said 

the 2006 seasonal window to work on the \"N\" | 
closed 

required that certain legislative amendments be 
KMG could legally choose a project partner. Jar 
Ambassador that he didn't find either justificatic 
compelling 

to preserve its leverage over CP through the su 
that CP can help deliver a White House audienc 
Nazarbayev. 


...Offset by Hints of CP\'s Improved Standing 


3. (C) Kulibayev also delivered good news 
telling Mulva that Shell\'s \"period of exclusivity\' 
negotiating a share of the \"N\" block project hat 
December 31). Thus 

negotiate anew with KMG. Kulibayev went furtr 
telling Mulva that 

1596 share of the project. CP could obtain 3596 
Shell out and leaving KMG with 6595) 
submitting an \"enhanced\" proposal. If Shell st 
better bid 

terms. Or 

directly with Shell and submit a joint bid to KMG 
be happy 

split.\" Kulibayev declined Mulva\'s request 
KMG broach the idea of project-sharing with Sh 
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tell Shell who to marry 


The GOK Seeks a Petrochemical Commitment 


4. (C) Mulva\'s other GOK interlocutors -- Prime 
Akhmetov 

Minister Izmukhambetov 

spoke encouragingly of CP\'s prospects 

of Kulibayev\'s informal guarantee of a CP shar 
GOK officials told Mulva that CP needed to enh 


this point 

including an offer to build a petrochemical plant 
Janah said 

proposal was needed to win the bid; while Kulib 
Izmukhambetov 

advantage could be secured with improved final 


5. (C) Janah relayed a lengthy exchange betwe: 
Mulva on possible CP support for a petrochemi 
Mulva had told Akhmetov that 

was not competitive with the Middle East in peti 
either in terms of feedstock price or distance to 
that context 

the initiative 

returns? Akhmetov replied that other studies (k 
Shell) had shown that Kazakhstan could compe 
petrochemicals. The GOK was willing to share 
KMG entering as a 50/50 partner in the project. 
rate 

the project on non-commerical terms. In that c: 
pressed 

quantity and quality of \"N\" Block gas had been 
this point 

insisting that the GOK was looking 

upfront \"commitment\" to build the petrochemic 


6. (C) Janah explained to the Ambassador that 
choice of either improving its bid and entering a 
of profit-exhausting bid competition with Shell 

with Shell to submit a joint proposal to KMG. S 
had to decide whether to revisit the petrochemit 
simply improve its commercial terms -- risking t| 
might advance its own petrochemical proposal. 


7. (C) Comment: While the GOK \'s latest delay 
decision is disappointing 

almost inevitable 

an audience with President Bush in the fall. Giv 
high-level advocacy on behalf of CP\'s bid -- the 
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President\'s efforts here in May culminated an ir 
half-year of Secretary-level letters and mentions 
should perhaps be excused for thinking that CP 
ensure that Nazarbayev\'s visit goes well. End ‹ 
ORDWAY 
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independent researchers or businesses that wa 
presence -- are also available. Industrial areas 
to manufacture pharmaceuticals or medical equ 
for export are planned 

manufacturers could just as easily operate at a 
free zone such as the Jebel Ali Free Zone. For 
Ansari envisions DuBiotech\'s niche as researcl 
Ansari believes companies will come to Dubiote 
world-class infrastructure 

atmosphere 

presents. He said UAE government researcher 
Foundation for Research and Innovation -- will c 
at DuBiotech and initial work will be on issues o 
concern to Arabs 

endemic in all Arab countries. 


4.(SBU) Ansari told PolEconoffs eleven compar 
working at temporary offices in Dubai Media Cit 
them are planning the construction of their own 
DuBiotech. Ansari said ten more businesses ar 
stages of application processing. DuBiotech is 
and Canadian universities -- names of which he 
-- as partners. DuBiotech broke ground in June 
site near DubaiLand and Emirates Road 311. / 
headquarters building 

are scheduled to open in 2008. PolEconoffs dri 
and witnessed three bulldozers -- only one in of 
vast 


5.(C) Comment: As DuBiotech develops into a f 
free zone 

three particular areas of concern. First 
proliferators do not use the research facilities to 
Second 

equipment. Depending on the due diligence an: 
provided by DuBiotech 

as inexpensive cut-outs for proliferators to move 
Third 

counterfeiting or other forms of IPR violations. 


BURNS 
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not want to go through other such tragedies.\" 


OZGUR GUNDEM: Kurdish hackers reportedl' 
of Mersin Governor\'s Office and put a statemer 
the Mersin Governor Huseyin Aksoy. The state 
said 

people because of the state terrorism we have | 
Kurdish people.\" 


OZGUR GUNDEM: Supreme Court of Appeal: 
lifetime imprisonment given by Diyarbakir\'s 4th 
Court against a 21 year-old person on charges | 
threw а Molotov cocktail at a police car in Оіуай 
December 2004. Attorney of the accused claim 
was detained as he was walking around the spc 
and he was convicted only upon statements giv 
officers. 


OZGUR GUNDEM: Diyarbakir\'s 4th Heavy Pe 
three people 

Kurdish Azadiya Welat newspaper and Ulkede ! 
newspaper in Batman 

attempting to gather signatures in a campaign c 
Ocalan represents my political will. V' 


OZGUR GUNDEM: DTP (Democratic Society 
President Ahmet Necdet Sezer 

Kurdistan Regional President Massoud Barzani 
congress to be held in Ankara on June 25. 


BOLGE / OZGUR GUNDEM / EKSPRES: 270 с 
workers 
ago 


BOLGE / EKSPRES: Adanavs 7th First Ins! 
hear the defamation lawsuit PM Erdogan filed a 
Mayor Huseyin Sozlu. 


BOLGE: Saban Bas 

said that Iraq International Fair 

turned out a successful enterprise which brougf 
foreign and local companies that would like to c 
business in Iraq. 


BOLGE / EKSPRES / SABAH (GUNEY: Transft 
through Kirkuk-Yumurtalik pipeline has resume« 
4-month lapse of inactivity. The petroleum flow 
pipeline was stopped because of sabotage targı 
in Iraq. 
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SABAH (GUNEY): Jandarma teams seized 95 
found hidden in sections of a private car in Hakl 
Yukseokova district. 


SABAH (GUNEY): Twenty-six Iraqis 
illegally from northern Iraq 


REID 
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official documents they may generate. 


EVRENSEL: 15 

by the Federation of Alawi Unions in Germany c 
Cologne. Chairperson of the federation said th: 
been oppressed by various authorities in power 
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years. 


RADIKAL: A municipality in Istanbul\'s Umr. 
the first time granted the title deed of a 2000-sq 
plot of land in Umraniye 

for building a Cemevi (Alawi worshipping place) 
plans of the municipality 

order to build a Cemevi. Alawis will hold a celet 
this development on July 8. 


BOLGE / EKSPRES: A new course introdu: 
Learning Center of Adana\'s Cukurova Universi 
grow Spirulina algae and will reportedly create r 
opportunities for people. 

REID 
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and has walked out of its seats in all parliament 
Due to the Byzantine make-up of the committee 
or are staffed in the majority by 

legislative 

walk-out from these critical functional committe: 
the parliament is effectively hamstrung. 


7. (SBU) In addition to these former state unio 
appointments 
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to replace Labus 

Dulis-Markovic is also under attack from SPS 

it would never let her be appointed but later clar 
simply wanted her out of the AGMIN job (Dinkic 
down the government if she was not appointed 
effectively called their bluff). Our contacts have 
privately that SPS will support Dulic-Markovic a 
far holding firm against Draskovic. 


The Constitution (Again) 


8. (SBU) Kostunica has revived his call for a п 
constitution 

He tasked Speaker of Parliament Markovic to b 
reaching consensus between two drafts that һа 
parliament for about 20 months (ref c). Initial ru 
the PM might use the constitutional discussions 
indirectly-elected president 

from office in advance of fall elections. Tadic 
refused to discuss the constitution with Markovi 
the GOS to follow the legal requirements to alte 
which are essentially impossible to meet. (Note 
term runs through 2009 

to compete for the PM job - though contacts in I 
hinted he\'s happy in his current position. End r 


Since then 

and perhaps G-17 (in the person of \"bridge buil 
working on a compromise that would allow a co 
agreed and elections called with democratic par 
- either loosely or in coalition. Contacts tell us T 
Kostuinica met privately on June 3 

issues. Media were not informed of the meetin; 


Elections Timetable 


9. (SBU) The institutional challenges in the dis 
state union 

(most notably the EU\'s suspension of SAA talk: 
failure to produce Mladic) and the looming deac 
status talks have thrown into stark relief the frac 
Kostunica government. The referendum 

finally set into motion machinery that makes eat 
inevitable. 


10. (SBU) There are several possible triggers : 
If parliament 

session 

changes necessary to formalize the devolution « 
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competencies to the Republic of Serbia (which ! 
more likely) 

parliament and call new elections. Even ifthese 
out 

will withdraw support in September if SAA talks 
Finally 

two 

the new document 

government (parliament 

depending on how that office is treated in the ne 
This last option will require creative interpretatio 
(Milosevic) constitution 

daunting prospect. 


11. (SBU) If elections are announced by the be 
- allowing for some bureaucratic inertia and the 
August holiday - we would expect an election dé 
October or early November (the date must be n 
not more than 90 

report septel on the interplay between election c 
status talks. 


POLT 
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north of Colombo 

Colombo harbor and blow up at least two Navy 
Meanwhile on June 17 

Tamilselvan issued statement warning Colombc 
attacks following SLAF raids. This intensified e 
including attempted Sea Tiger attacks near the 
threatens to bring war close to Colombo 
serious implications for the economy. End sum 


2. (С) Sri Lanka Air Force (SLAF) aerial raids o! 
airstrip in lranamadu 

following the presumably-LTTE bus explosion tt 
June 15 

the pro-LTTE news site Tamilnet 

wing leader S.P. Tamilselvan 

headquarters in north-central Kilinocchi 
\"convey a strong warning to Colombo\" of \"a fe 
GSL continues to fault the Tigers for the failure 
peace process. Tamilselvan again denied that ` 
behind the June 15 civilian bus attack 

the GSL of V'irresponsibly targeting civilian area 
15-16) aerial raids\" on Mullaitivu 


Column 3 
Batticaloa. 


3. (C) On June 17 

arrested in Negombo 

swallowed cyanide capsules - killing one and lai 
second in the hospital. Police took a third into c 
questioning. RSO sources confirmed the \"frog 
boats to detonate on timers before they swam t 
causing two explosions that caught the attentior 
on the morning of June 17. 


4. (C) Sri Lanka Intelligence sources told RSO t 
was targeting the former U.S. Coastguard cutte 
the SLN in March 2005 

donated to the GSL - the SLNVs only two \"blue 
ships. The source added that the LTTE had trie 
times since June 15 to enter the harbor but had 
rough seas. The cadres had been training for o 
the east coast for the attack 

suburb of Negombo 

approximately June 1. The cadres aborted the 
attempt 

shore where they were to be picked up by a ver 
emerging from the water in \"frogman\" suits 
seen by civilians and apprehended. 


5. (C) According to GSL intelligence officials 
intended to affix magnetic bombs to the two SLI 
naval harbor adjacent to the Colombo commerc 
addition 

harbor 
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Israeli-made dvora patrol boats 
deployed after the attacks on the Navy vessels 


6. (C) Sources in Colombo told econoff June 1€ 
the LTTE naval actions near Colombo over the 
increased insurance rates. Sri Lanka was 
designated as a \"war risk\" country after the Me 
sinking of a Navy vessel off the coast of Trincor 
result 

premiums on ships passing through Colombo p 
below the half a percent premium in effect befoı 
cease-fire. Port officials had been negotiating v 
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insurance firms in London to eliminate the new 
arguing that military actions have been in the Nt 
East 

water after this weekend 


7. (C) SLMM deputy Robert Carlsson confirmec 
June 17 that the Sea Tigers had attacked the S 
(SLN) base at Pesalai 

engagement between 6 and 8 a.m. between the 
police. According to media reports 

naval base in 11 small fiber-glass boats in an e 
military sources consider to have been a diversi 
to the larger Colombo port attack. The Tigers s 
dinghies 

11 Tiger boats 


8. (C) Simultaneously 

upon a police check-point located near a Catho 
the town of Pesalai. The SLN returned fire 
\"apparently firing randomly into the city.\" Acco 
civilian witnesses 

hurled a grenade into the church where up to se 
people had taken refuge. The grenade and cro 
one elderly lady and injured at least thirty others 
military and LTTE have traded allegations of res 
for the civilian casualties at the church. 


9. (C) Military Spokesman Brigadier Prasad Sar 
(protect source) told pol FSN that he could not r 
possibility of a SLN sailor lobbing a hand grenac 
church 

though the Sri Lanka Army had been undisciplir 
1980s 

\"no faith\" in the Navy 

and he would not be surprised if the SLN had be 
massacre in Kayts 


10. (C) Ambassador spoke with Peace Secreta 
Kohona mid-day on June 19. Kohona volunteer 
things seemed quiet so far that day 

the Mannar church incident. He said that he hac 
with President Rajapaksa the evening of June 1 
Defense Secretary Gothabaya Rajapaksa and F 
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Secretary Lalith Wiratunga had been brought in 


SIPDIS 

conversation. The President 

distressed at the reports about the incident. He 
appoint a one-person Presidential Commission 
and hoped to find a Tamil judge who would take 
position. \"The President wants to get his hands 
problem 

seems to slip out of place.\" Kohona agreed witl 
that Sri Lanka could not repeat the mistakes of 
90\'s 

Lanka\'s friends would be less able and willing t 
Government. 
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11. (C) The usual low-level attacks characterizir 
since President Mahinda Rajapaksa\'s Novemb 
resumed on June 18 after the more extreme inc 
before. In separate incidents in north-central V. 
gateway to the LTTE-controlled \"Wanni 
remote-control claymore mine exploded on a SI 
vehicle killing all three soldiers inside 

upon SLA foot soldiers. LTTE clashes with the 
breakaway Karuna group reportedly killed five t« 
in Ampara 


12. (C) Comment. The implications of the LTTE 
attempts on SLN targets in Mannar and Colomk 
significant: they bring the de facto cease-fire a 
closer to its end 

and organization potential of the LTTE 
potentially devastating damage to the container 
trans-shipment industry in Colombo port. Ther 
attack on Tamil civilians is extremely disturbing 
exactly the kind of behavior we have been tellin 
the highest levels 

to hear of the Presidents concern 

a Presidential Commission 

have no doubt of President Rajapaksa\'s sincer 
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ability to enforce discipline throughout the secur 
is at best questionable. If the evidence shows tt 
responsible 

violators 


LUNSTEAD 
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widely covered in editorials and on today\'s fron 
exception of La Croix which leads with the Inter 
Justice 

and Le Monde which headlines \"The European 
Aid to the Palestinians.\" The decision in Brusse 
million euros in aid without going through Hama 
Friday. \"The EU 

asphyxiated wanted to find a solution to help the 
by-passing Hamas.\" La CroixVs question of the 
Palestinian Territories in the Grips of a Civil Wa 
an elected member of the Palestinian Authority 
is an exaggeration. There are military skirmishe 
leaders are talking to one another... V" 


America\'s foreign policy under the leadership o 
the subject of a laudatory op-ed in Le Figaro en 
Method to Widen Spectrum of U.S. Diplomacy" 
to her new Iran policy. Saturday's Le Figaro гер 
is pushing Iran to Compromise.\" (See Part C) L 
major report to \"Tension Between Ethiopia and 
drafted from dispatches. 


Liberation carries the French translation of UN € 
Kofi Annan\'s op-ed entitled WA UN World Cup? 
that the soccer World Cup is truly V'a global gar 
the UN jealous... It is a rare phenomenon with tl 
reach as the UN... V" 


Le Figaro reports on FM Douste-Blazy\'s trip to 
French business in Qatar. V'Qatar is planning to 
dollars to strengthen its infrastructures 

VFrench companies wanted to be in on the deve 
constructive partnerships 

biotechnologies 

Mayor 

This pole of excellence is of great interest to th« 
well positioned in weapons sales and coastal se 
overtaken in other economic sectors by the Am: 


Le Figaro carries an op-ed on the proposed me 
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stock exchange Euronext and the NYSE. The fi 
why a marriage with the Americans is best \"des 
agreement with Wall Street would better preser 
model...\" 


Economic news is dominated by EADS 

La Croix\'s editorial recalls EADS\'s recent inter 
battle 

is experiencing with the A380. Guillaume Goube 
government to \"Save EADS\" from itself 
greatest examples of European cooperation.\" N 
Saturday\'s Le Parisien carry interviews with EA 
co-president Nokl Forgeard 

expressing shock at the accusations of insider t 
Tribune Forgeard said: \"At the time of EADSY ‹ 
the one we face today would have been enougr 
enterprise. Today 

Echos 

with EADSY management: the Vdouble helm\' sy 
(with two co-presidents 

general directors) is obviously faulty and has lec 


Le Monde reports on its front page that \"the wa 
Boeing is also a war of images... This has been 
practice. But today the attacks against Airbus in 
targeting its A380 as an inadequate consumer [ 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
\"Condi Rice\'s Method to Widen Spectrum of U 
Philippe бейе in right-of-center Le Figaro (06/1! 
Condoleezza Rice 

America\'s diplomacy has returned to complex ¢ 
make unforeseen moves... The conditional offe 
with Iran stands as proof 

possibility of a peace treaty with North Korea. S 
smoothly into the State Department 

order to lead diplomats reluctant to follow Presic 
revolutionary ambitions 

pugnacious team 

while sending hawks like Bolton away to the UN 
spectrum of the tools at her disposal 

opened up the game in a spectacular manner... 
predecessor who did not have the Presidents ‹ 
influence to avoid dissension. The May 31st dec 
Iran) carries her trademark... Although the new 
appear as an about face 

out... Rice sets the course and adapts the mear 
Her offer for a dialogue (with Iran) aims to bring 
international coalition which is suspicious of U.S 
which tends to decipher its diplomacy in light of 
It also offers the advantage of testing Iran\'s de: 


Column 3 

The road traveled since March 2005... is astour 
the considerable influence she exerts over the F 
be waiting in the wings to see whether her polic 
or she may truly have convinced them. Time wil 
fact that nothing is taboo for America's diploma 


\"Beijing Urges Tehran to Compromise\" 
Jean-Jacques Mevel in right-of-center Le Figarc 
first time 

Five plus Germany that would lead them to sus| 
enrichment program... \'We are considering the 
forward 

placed Iranian official expressed hope for the οἱ 
negotiations... Ahmadinejad was in Shanghai h 
support from China in blocking any eventual we 
China 

and its immediate oil interests 

But President Hu took care not to cede to the Ir: 
offensive.\" STAPLETON 
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respect of people on the street 

with the Americans.\" (Note: Post had sought г 
Hassan 

Saudi Hezbollah and who first came to ConOffs 
several news stories noted his participation and 
King Abdullah\'s National Dialogue. Ahmed 
contact had shared 

May 28 meeting to discuss the idea further. En 


2. (C) Elaborating 

three categories vis-a-vis their willingness to me 
diplomats: \"First you have the lightweights 
importance in the community; of course they\'ll 1 
Next are the political class 

Al-Shayeb 

are happy to talk with you; | am sure you can ca 
them up and arrange a meeting in five minutes. 
not truly represent the Shi'a community. Finall 
people like Sheikh Hassan al-Nimr 

Sheikh Ali Al-Nasr 

the ShiVa community. American policies make 
for them to meet with U.S. diplomats.V (Note: . 
recently appointed as the judge т Qatif\'s ShiVa 
C). Contrary to Ahmed\'s assertion 
consistently refused ConOffs requests for meet 
number of years. End note.) 


3. (C) Ahmed mentioned four issues in particul: 
prevented Hassan from meeting American diplc 
contrasted Secretary Rice\'s call in Riyadh in Ju 
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the release of three jailed reformers with U.S. V 
the issue of nine ShiVa who 

without trial in SAG prisons for six to ten years i 
connection with the Khobar Towers bombing. \' 
U.S. government speak out about their conditioi 
Next 

on reform: \"People throughout Saudi Arabia 
ShiVa in the Eastern Province 

Wahhabi regime and want change. If the U.S. ı 
partner to the Saudi people 

reform.\" Finally 

pro-Sunni bias of Ambassador Khalilzad in Iraq 
problems with U.S. foreign policy. PolOff obser 
ShiVa have raised similar concerns directly with 
diplomats and asked why these issues were ap| 
sensitive to Hassan than to other ShiVa. \"If Sh 
meets with American diplomats 

people on the street 

was \"open-minded\" and noting that he had me 
Swiss 


4. (C) Ahmed proceeded with an analysis of tht 
situation in Saudi Arabia not markedly different ` 
have heard from other ShiVa interlocutors. He c 
ShiVa as \"desiring peace\" and Saudi ShiVa as 
treated as full Saudi citizens without discriminat 
However good King Abdullah\'s intentions 
moving \"very 

whose most recent session Hassan participatec 
exercise 

been swept under the table unimplemented.\" F 
pressure that (Sunni) religious extremists put or 
reformers and Saudi institutions 

was a \"golden opportunity for dealing with therr 
extremists) 

advantage.\" On the positive side 

increased cultural expression of the Shiva comr 
regular forums and other institutions of civil soci 
Hassan\'s forum had been one of the earliest aı 
Ahmed said 

Hassan chose \"wiliyat al-fagihV' as the discussi 


5. (C) Continuing on the theme of culture 
Embassy Riyadh and ConGen Dhahran did not 
programs like the embassies in Beirut and Cairt 
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approvingly to a recent visit by Noam Chomsky 
(though not claiming it was an Embassy-sponsc 
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Ahmed urged more cultural and intellectual dialı 
the U.S. and Saudi peoples. When PolOff begé 
the cultural activity undertaken by ConGen Dhal 
past year by noting that PAO had recently spoke 
of 70 women in Al-Ahsa about our cultural prog 
Ahmed almost choked with laughter on his drink 
\"You\'re so concerned with women 

care of the men 

reaction to indicate that Anmed did not find proc 
Saudi women to be serious programs. End con 
Recovering himself 

on human rights 

host a series of presentations on Aramco\'s hist 
cultural significance 

charitable societies. He said that Hassan woulc 
attending cultural programs organized by ConG 
they were held at neutral locations. 


6. (C) This conversation was PolOff\'s first with 
clearly represents Saudi Hezbollah. As expres: 
noteworthy point is that most of Ahmed\'s positi 
remarkably similar to those of many of our othe 
interlocutors. Differences in content 

ones of degree and not kind: Ahmed tacked a 1 
\"very\'s\" on to the \"reform is going very slowly 
example 

not urging due process for the Khobar Towers c 
political and cultural points of reference 
markedly different. He referred once to Hassar 
Mohammed Khatami (in reference to similar rer 
on Lebanon\'s diversity); once to (Lebanese) He 
example of ShiVa cultural commitment to comm 
and 

press reports 


7. (C) As noted in ref B 

support for Saudi Hezbollah remain open quest 
Ahmed\'s contrast between \"politicians\" like Ja 
and figures like Hassan 

core\" of the Saudi ShiVa 

political: several comments indicated that he cl 
followed local 

justification for HassanVs refusal to meet with U 
diplomats was also political 

street" might lose respect for Hassan\'s commi 
ideals. Ahmed\'s willingness to meet with PolO! 
also indicates that Saudi HezbollahVs views tow 
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are not so extreme as to rule out interaction. In 
last question to PolOff 

International Visitor Leadership Program as one 
how Mission Saudi Arabia was promoting cultur 
between Saudis and Americans 

about this cultural visits program?\" End comm: 


(APPROVED: KINCANNON) 
OBERWETTER 
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3. (SBU) On June 17 

with the Ministry of Transportation\'s Under Sec 
Civil Aviation Affairs Muhammed Sakhir al-Amri 
responded that deliberations were underway an 
announcement would be made soon. He furthe 
Airbus\' recently reported woes (stock scandals 
delays) as being immaterial to Gulf Air\'s decisic 


4. (SBU) Al-Amri then recounted his difficulties i 
to Seattle on behalf of Oman Air (33% governm 
finalize the purchase of new Boeing 737 aircraft 
2002. He expressed dismay at being denied bc 
privileges by authorities stationed іп Amsterdar 
three-day period 

U.S. immigration 

Seattle. Upon arrival in Detroit 

questioning in secondary inspection for several 
resulting in a missed connection. Upon al-Amri 
immigration officials argued in front of him as to 
should be escorted to his flight. A U.S. graduatı 
former pilot with Gulf Air 

the concerns of the U.S. authorities 
disrespectful manner in which he was treated. 


5. (SBU) While both Gulf Air board members we 
to tip their hands 

is favorably disposed to Boeing 

Secretary\'s unpleasant travel experience in 20( 


SIPDIS 
had a hand in Oman Air\'s previous decision to | 
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in a region that has 

Airbus. (Note: Oman Air recently ordered 2 mo 
737\'s 

note.) 

GRAPPO 
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pollution in the Gulf and supports Iraqi Prime Mi 
reconciliation initiative. \"Al-Watan\" is skeptica 
prospects for an international investigation into : 
Israeli shelling of a Gaza beach. Online discus: 
outrage at the posting of a Marines song. ЕМІ 


1. Continuing Iran coverage this week largely f: 
front pages 

to use nuclear energy along with news of the mi 
incentives offered to Iran to end its uranium enr 
June 14 

language \"Oman Tribune 

Palestinian boy with a massive head wound 
Israeli shelling in Gaza that was termed a V'mas 


2. On June 13 
(circ. 38 
Extremely Important Matter\": 


V'The possibility of nuclear pollution in the Gulf i 
important issue. There are foreign forces in the 
not care about it - including one that used deple 
the region. Will countries need to spend 15 yea 
rid of the effects of nuclear pollution ?V" 


3. On June 16 
Vlraq and the Missing Peace": 


\"The American president has indicated in recer 
that ending violence in Iraq is impossible... The 
Iraq is worsening and getting more complicated 
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irrespective of whether coalition forces 

stay orleave. These days 

killings are what define the political system and 
political settlements. A national reconciliation т 
exit from the Iraq quagmire 

Al MalikiVs calls for dialogue about the future of 
Arab countries.\" 


4. The privately owned Arabic daily V'al-WatanV 
reacted to Kofi Annan\'s call for an international 
into the alleged Israeli shelling of civilians at ab 
in a June 19 editorial 

Habit\": 


\"How many investigation committees were forn 
Israeli massacres against innocent Palestinians 
Der Yassin 

U.S. pressure manages to impede such investic 
Israelis have always refused international inves 
suggesting that internal Israeli investigations su 
their army is not guilty of such crimes. V 


5. \"Al-Sablah 

featured outraged response to the appearance ı 
homemade video showing a Marine singing call 
treatment of Iraqi civilians. Of 800 site visitors v 
initial posting on the subject 

U.S. military and American citizens \"for their his 
of Muslims and Arabs.\" Despite a subsequent 
the Pentagon\'s denunciation of the Marine\'s a: 
users described the video as symptomatic of \"г 
kill Iragis...the song shows their clear 


GRAPPO 
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MAOIST AND PARTY LEADERS REACH EIGF 


2. (SBU) After the Prime Minister and Maoist le: 
government and the Maoists held day-long negı 
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capital on June 16 

Maoist and Party leaders of an \"historic eight-p 
agreement\" that called for drafting an interim c« 
within 15 days 

dissolution of the House of Representatives anc 
\"people\'s governments 

(UN) to manage and monitor the weapons of th: 
and Maoists\' PeopleVs Liberation Army (PLA). 
June 16 press conference 

House and the Maoist local governments will be 
an interim government formed within a month. 
spirit of the eight-point agreement signed today. 
that constituent assembly elections should be h 
or May 2007. Prachanda hailed the agreement 
for the world 

and India could not understand us.\" CPN-UML 
Secretary Madhav Kumar Nepal said the agree! 


SIPDIS 
the Nepali people could resolve armed rebellion 
dialogue. 


PARTY LEADERS: AGREEMENT REACHED | 
DISSOLVING PARLIAMENT 


3. (C) The hastiness with which the agreement ' 
announced took almost all by surprise. 
Jhalanath Khanal 

commented that because the agreement was re 
hurry there could be obstacles in implementing 
suggested that Party leaders rushed to agreem: 
combination of Maoist pressure and their urgen 
support peace and political stability in the count 
Jha 

Ananda Devi (NSP-A) told us that the content o 
eight-point agreement was positive 

negotiations happened in haste without consult: 
Party leaders and Central Committee Members 
displeased with the decision to dissolve Parliam 
Bahadur Adhikari 

Congress-Democratic (NC-D) 

positive but lamented the lack of transparency il 
negotiation process. 


4. (C) Demonstrating their uneasiness with Mac 
several politicos commented on the need now ti 
agreement was implemented. Dhawal Sumshe 
of Nepalgunj (far western border town) and mer 
Rastriya Prajatantra Party (RPP) explained that 
reality was that the agreement gave Maoists po 
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identity while they had weapons 

acceptable to the Parties. He said that the man 
Maoist weapons and the cessation of Maoist ex 
take place \"immediately.\" Som Nath Pyasi 
(western Nepal) Secretary (CPN-UML) 

the agreement was implemented and opined thi 
interim body should be formed before Parliameı 
dissolved. Dikendra Kandel 

Congress (NC) said that while he was \"astonisl 
decision to dissolve Parliament 

agreement would help check the sincerity of the 


CIVIL SOCIETY EXPRESSES OPTIMISM AND 


5. (C) Subodh Pyakurel 

Informal Sector Service Center (INSEC) 
signing of the agreement had shown the Maoist 
join the political mainstream. However 

about the decision to dissolve Parliament since 
re-instatement of Parliament was a prime mand 
people during the pro-democracy movement. F 
that the Party leaders failed to take a stand aga 
Maoists during the June 16 negotiations. Jeevé 
INSEC\'s Western Regional Coordinator 

issue would be the agreement\'s implementatioı 
Maoists continued to intimidate and extort peop 
in violation of the Code of Conduct. Wagle stre 
Maoists should put down their weapons before : 
assembly process began. Narayan Subedi 
western Nepal) representative 

the need to \"sincerely implement\" the agreeme 
that the people of Nepal wanted peace. 


...AND LACK OF PLACE FOR WOMEN IN THE 


6. (C) Sapana Malla 

Law 

eight-point agreement as there was no place foi 
She commented that the agreement revealed tt 
sincerity by the government and the Maoists for 
democracy. Malla criticized the government ап! 
not including any women on the committee that 
interim constitution. She noted that womenVs g 
rally in Gularia (Bardiya District 

18 

various committees the government has formec 
days. 


INDIANS MYSTIFIED AT SPEED OF PARTY-N 
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7. (C) With the Indian Ambassador engaged in . 
event 

Haran says that his government is \"astounded\ 
\"remarkable and reckless speed" with which tr 
Nepal (GON) is pursuing its negotiations with th 
He said that he and his Ambassador had spent 
days meeting with party leaders 

by the June 16 agreement and had thought - ev 
somehow the Government of India (Gol) was be 
developments. Haran recounted how the Gol h 
and earth!" to allow PM С.Р. Koirala\'s visit to N 
take place with five days\' notice and how 

other elements of their assistance package 

its first-ever grant-in-aid to another government 
Nepalis. He told Charge that several Gol officia 
counseled PM Koirala that he was making too n 
concessions to the Maoists who were not makir 
responses and that the GON urgently needed tc 
agreement on Maoist arms before making any r 
institutional changes 

Gol finds itself besieged by Nepali politicians ar 
asking whether the June 16 agreement was V'M 
as a way of seeking reassurance that some Gre 
8. (C) According to Haran 

Ambassador June 15 

the plans for the next day 

that V'as in the past" Home Affairs Minister Kris 
Sitaula continues to negotiate with the Maoists 
keeping the PM entirely in the loop. Looking to 
ahead 

the UN in arms management and human rights 
will be urging the PM to consult more broadly wi 
Alliance and with the public. His government fe 
Vsetting a sober tonel" with clear objectives bas 
Vdemocratic principles\" could assure popular s 
Government that would be essential if people w 
conclude that the Maoists are assured of near-t 
the government. But most importantly 

the Gol believes that reaching an agreement be 
and the Maoists on the decommissioning of Ma 
essential if a UN monitoring mission is to succe 
process is to go forward successfully. \"But whi 
they'll do next 


UNITED NATIONS WAITING FOR LETTER 


9. (C) Charge spoke with United Nations Reside 
Representative Matthew Kahane June 19 about 
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letter from the GON to the UN to invite assistan 
monitoring of human rights under the Code of C 
monitoring the decommissioning of weapons. F 
Charge that he has not yet received a letter of ri 
however 

getting UN support. He indicated that he has be 
informally with the Nepalis to get them to prope! 
their request 

the UN take urgent action upon \"unrealistic\" tir 
expecting the UN to be on the ground in \"about 
Moreover 

more than the UN staff can realistically undertal 


10. (C) A second generation UN bureaucrat 
the process toward getting UN observers on the 
Nepal. He speculated that although the UN bur 
already preoccupied with monitoring in Darfur a 
the Secretary General was likely to look with fav 
Nepali request for assistance. Upon receipt of ` 
the Secretary General would likely send an \"as: 
mission out fairly soon\" to take a look at the chi 
an agreement was in place between the GON a 
regarding weapons 

Memorandum of Understanding that would perr 
undertake monitoring operations in the country. 
suggested that the UN observer team would no 
dozen and perhaps fewer" military officials draw 
Voutside this region.\" According to Kahane 
how the UN would pay for these operations - the 
have to request that a voluntary fund be establis 
underwrite the mission. Finally 

GON was V'not asking advice and using its own 
the way forward. He pointed out that absent a r 
agreement between the GON and the Maoists - 
which the Nepal Army had substantial experien: 
on Nepali participation in other UN missions wo 
UN would be reluctant to take on a monitoring t; 
not based on V'an element of trust between the 


11. (C) A colleague from the People\'s Republic 
Embassy stressed that China was concerned th 
mention of management of arms or a time line : 
this would happen before elections or the Maois 
interim government. He also remarked how qui 
agreement had happened. A British Embassy c 
that the U. K official reaction was that the new e 
agreement was fine 

arms management. She noted the U.K. was al: 
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the lack of international pressure on the arms т 
issue. 

COMMITTEE TO DRAFT INTERIM CONSTITL 


12. (SBU) On June 16 

the members of a six-member interim constituti 
committee headed by former Supreme Court ju: 
Prasad Aryal. (Note: Aryal was also appointed 
a member of the five-person observer team for 
Note.) The other five members are all lawyers: 
(NC supporter) 

Association) 

(NC-D) supporter) 

supporter) 

Nepal-Maoist). 


TEXT OF AGREEMENT 


13. (U) The text of the Party-Maoist eight-point 
follows (unofficial translation): 


Begin Text. 


1. Implementing firmly and honestly the 12-poin 
understanding reached between the seven polit 
CPN (Maoist) on November 22 

conduct made public by the government-Maoist 
teams on May 26 


2. Expressing commitment to competitive multir 
system 

press freedom and democratic norms and value 
concept of rule of law 

will carry out their peaceful activities accordingly 


3. Requesting the United Nations to help manat 
and weapons of both sides and to monitor it in c 
ensure free and fair election for constituent asst 


4. Framing an interim constitution by ensuring tl 
rights acquired through the peoples movement 
recent historic movement 

commitments expressed in the 12-point unders! 
spirit of the preamble of the ceasefire code of οι 
forming an interim government accordingly; anr 
date of constituent assembly elections; dissolvir 
of Representatives by making alternative arranc 
consensus; and dissolving all people\'s governn 
the CPN (Maoist). 
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5. Making decisions through consensus on issu 
importance that have far-reaching implications. 


6. Ensuring basic rights so that the Nepali peop 
participate in the process of preparing the const 
participating in the constituent assembly electio! 
absence of any kind of fear 

violence. Involving international observation anc 
as per the need during the election. 


7. Restructuring the state in a progressive manr 
constituent assembly election so that it can resc 
problems including those related to class 
gender. Translating into permanent peace the c 
between the Government of Nepal and CPN (M 
at the center democracy 

country's freedom 

expressing commitment to resolve all problems 
dialogue. 


8. The government-Maoist dialogue teams have 
to carry out all works related to the above-menti 


End Text. 


COMMENT 


14. (C) The speed with which the eight-point ag 
reached and announced was dizzying. Many in 
swooning over Prachandavs press conference : 
perhaps in hopes that peace could truly be at hé 
complete lack of consultation and transparency 
negotiations process demonstrated by PM Кой 
adviser both for their political party coalition and 
people of Nepal has many party leaders in shoc 
agreement appears to be yet another series of 
the Maoists. We are surprised that the PM agre 
Parliament. Agreeing to draft an interim constiti 
fifteen days and then form an interim governme 
involve the Maoists within thirty days undermine 
statements and private assurances that Maoist 
need to be put beyond use before/before they c 
admitted to government. 


15. (C) Whether this agreement could actually k 
and democracy - is the ten million dollar questio 
implementation and the monitoring of the Code 
continue to be critical. The negotiators have no 
the military or started work on a military agreem 
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necessary for effective UN monitoring - and it is 
the UN can mobilize a monitoring team within tr 
The point in the agreement about the monitorin« 
vague and even leaves open the possibility that 
only temporarily lay down their weapons for con 
assembly elections. Stay tuned 

isn\'t over yet. 

SCHWARTZ 
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REF: (A) DAMASCUS 963 (B) DAMASCUS 25° 
02688 


Classified By: Charge dVAffaires Stephen A. Se 
) 


1. (C) SUMMARY: Throughout the last eight r 
of newly created human rights organizations һа 
Syrian civil society stage. However 

these organizations are not new to the scene; ir 
tend to hail from splinter groups of still-existing 
organizations 

differences. Yet starting a new organization is r 
to end these internecine conflicts; instead 
continue their feuds both privately and publicly. 
these internal divisions the human rights field re 
most engaged 

where human rights violations abound. Beneatl 
squabbling 

bedrock reality of intense SARG repression 
manipulation by the security services of these v 
organizations. END SUMMARY. 


2. (C) THE HUMAN RIGHTS LANDSCAPE IN 
first human rights organization was founded in * 
organizations have actually only been able to ор 
Bashar al-Asad\'s rise to power in 2000. Howe' 
these organizations have been officially recogni 
nongovernmental organizations by the Ministry ı 
Affairs and Labor (MOSAL) 

register. Instead 

legal gray zone; in a January interview 
acknowledged the existence of such groups: V't 
licensed 

last eight months 

organizations and research centers have been | 


3. (C) Syrian human rights organizations and r 
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centers include: 


--HUMAN RIGHTS ASSOCIATION OF SYF 
(Jamia Huquq al-Ensaan fi Syria): founded by € 
rights lawyer Haithem al-Maleh and Alawite eng 
Kheirbek in July 2000; current President is Faye 
While its membership is ideologically diverse (F 
former communist) 
influence the group\'s statements and activities. 
focuses mainly on human rights case documen 
international press work 
HRAS\'s board of directors is probably the most 
the organizations 
publication of any press statement on arrests (n 
chagrin of fellow activists 
particularly in crackdown situations). HRAS ofte 
meeting space at Maleh\'s office for other civil s 
opposition endeavors 
Declaration group (which Maleh signed). Maler 
sentenced to three and one-half months in prisc 
insulting the army and court officers 
ten days in prison. He is considered to be the 
unacknowledged dean of the human rights acti 
at least among diplomats and other objective ok 


--ARAB HUMAN RIGHTS ORGANIZATION 
Al-Arabiya li Huquq al-Ensaan fi Syria); formally 
2002; President is Mahmoud al-Iriyan 
Rassem al-Attasi; pan-Arabist ideology; closely 
the Democratic Arab Socialist Union and its lea 
Abdulazeem. Its former president 
imprisoned for seven months in 2005 afteran a 
al-Jazeera Television during which he called for 
Syria. Another member 
imprisoned since April 2005 
Supreme State Security Court on charges relate 
activism. Work focuses on legal representatior 
documentation. 


--CENTER FOR LEGAL RESEARCH AND : 
prominent human rights lawyers and activists Al 
and Khalil Maatouk 
BunniVs independent human rights advocacy ac 
unclear what impact BunniVs short-lived 
Community-funded Civil Society Training Cente 
closed by the SARG after 10 days of operation i 
A) 
detained by SARG authorities 
the DBD and the EC-Training Center. 
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--NATIONAL ORGANIZATION FOR HUMA 
(NOHR): (al-Monazema al-Watania li Huquq al- 
founded in March 2006 by former AHRO spoke: 
al-Qurrabi. Prominent board members include fı 
Spring detainee and attorney Habib Issa. Work 
legal representation 
and regional work. 


--SYRIAN HUMAN RIGHTS ORGANIZATIC 
SHRO): (al-Monazema al-Syria li Huquq al-Ansi 
September 2004; President: Mohanned al-Hass 
Bassam Ishak. The organization\'s leaders char 
small 
prominent Damascene families as well as prom 
intellectuals 
Tizini. According to Hassani 
as a neutral party between the SARG and the o 
work focuses on case documentation 
international NGO networking 
human rights organizations. 


--SWASIAH (Il): Former spokesman Abdulk 
left SWASIAH (1) in October 2005 
rightful president of the organization and that he 
dismissed all the other board members from the 
He appears to be working on his own without ne 
work focuses on case documentation and press 


--DAMASCUS CENTER FOR HUMAN RIGI 
(Markaz Dimeshq li-Derasat Huquq al-Ansaan); 
2005; a human rights research center that prodi 
bi-monthly journal featuring academic papers a! 
on the relationship between human rights and o 
does not currently practice advocacy work. The 
director is Radwan Zyadeh. Rezan Zeituneh 
women active in the human rights arena in Syri; 
his deputy. (NOTE: In addition to her DCHRS v 
works independently in case documentation 
representation 
rights organizations.) 


-- COMMITTEE FOR THE DEFENSE OF DI 
HUMAN RIGHTS IN SYRIA (CDF) (I): (Lajnah г 
al-Hurriyaat al-Demokratiya wa Huquq al-Ansaa 
originally founded in 1989; founded by Aktham | 
secular Alawite 
reimprisoned in 2004 for five months. Naisse re 
President of CDF in December 2005 but 
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activists 

himself as president. According to post contaci 
attempt failed 

society activists that the CDF is currently led by 
Sauud and Nidal Darwish (a DBD detainee). 


--CDF (II/CHAM CENTER FOR DEMOCR/ 
RIGHTS/COMMITTEE FOR ARRESTEESY RIC 
VIOLENCE VICTIMS: Naisse continues to sign 
publish statements in the name of CDF. He als 
conglomerate of organizations in late 2005/earl' 
working on a variety of issues ranging from pris: 
to human rights research. 


--KURDISH ORGANIZATION FOR THE DE 
AND PUBLIC FREEDOM IN SYRIA (DAD): (al- 
lil-DefaaVa an al-Huquq al-Ansaan wa al-Huriya 
Syria): founded in 2005 and working on Kurdist 
leadership structure is unclear 
who is also an Kurdish Azadi Party activist. Wo 
case documentation and raising awareness of k 
rights issues. 


--KURDISH COMMITTEE FOR HUMAN ВК 
in March 2006 
lawyer Radef Moustafa 
party activist. 


--DAMASCUS CENTER FOR THEORETIC. 
STUDIES: (Markaz Dimeshg lil-Dirasat al-Nazir 
al-Medaniya); based in Sweden. President: Na: 


4. (C) PROLIFERATION OF ORGANIZATION 
DIFFERENCES 

conflicts have led a number of activists to start t 
organizations. Maleh\'s organization HRAS 
begotten at least four other organizations. The 
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originated as a splinter group from HRAS after 1 
membership opted not to join a Cairo-based pai 
rights network. Another major split occurred in 
secular-oriented HRAS members like Bunni anc 
the HRASVs use of the term \"martyr\" to descril 
Syrian foreign fighters killed in clashes with U.S 
Fallujah 

Bunni and Maatook also later launched their ow 
all four activists have maintained official membe 
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HRAS as a gesture of unity with the \"original\" ‹ 
rights group. 


5. (C) The most recent split is the creation of | 
was based on QurrabiVs desire to depoliticize hi 
issues and distance his human rights work from 
pan-Arab 

been friendly by observers 

the Vprofessional split" to Poloff in early May 
press statements from both sides wishing the οἱ 
organization well. 


6. (C) CDF has also produced a number of ne 
in addition to the current Sauud/Darwish and Ne 
CDF 

SWASIAH is an offshoot of CDF that developec 
of CDF members accused Naisse of collaborati 
during his 2004/05 trial in order to win bail and | 
acquittal. 


7. (C) COOPERATION BEGINS AND ENDS II 
one area where the organizations do successfu 
in providing legal representation in court to civil 
activists facing prosecution. Lawyers from the 1 
organizations meet regularly to discuss case str 
appear to have developed a real esprit d\'corps 
interactions. At most major trials and hearings : 
last year 

Abdulazeem 

detainees 

and later NOHR 


8. (С) COMMON ACCUSATIONS OF PERSO 
OVERPOLITICIZATION 

into different organizations has not put a stop to 
disagreements among the activists. Drawing fri 
of the Damascus Declaration 

variety of political parties and organizations togt 
activists have privately acknowledged the need 
since the start of 2006 

SARG\'s ongoing crackdown. Nonetheless 
question the motivations of some of their brethr 
dedication to \"pure\" human rights work 
conducting advocacy only on behalf of accused 
specific ideologies 

and international events than focusing on dome 
rights issues 

politics. Activists also regularly accuse each otl 
being more interested in achieving regional and 
notoriety through media interviews and not focu 
in-country advocacy work. Younger activists ha 


Column 3 

criticized Western media and organizations for ı 
much attention to \"symbols\" of the human righ 
like Maleh 

they perceive as having become relatively inacti 
nonetheless have received a number of Europe 
prizes. 


9. (C) ALWAYS VIGOROUS SARG PRESSUF 
MONTH: Beneath the internecine squabbling 
relatively petty 

surveillance 

security services of these vulnerable organizatic 
Activists have faced vigorous efforts by SARG s 
services to divide the groups and roll back unify 
achievements such as the Damascus Declarati 
Damascus-Beirut Declaration (DBD). To achie 
crescendo of internal divisions over the DBD 
services imprisoned some signatories but not a 
competing declarations and pressured non-impi 
to sign them or risk imprisonment themselves (t 
SARG then used the resulting fissures and recr 
weaken the organizations further and undermin: 
of the DBD. 


10. (C) LONGSTANDING CONCERNS ABOU 
THEIR ORGANIZATIONS: While activists ofter 
discuss some of their own meetings with securi: 
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representatives 

the purported SARG links of their fellow activist: 
manipulation and pressure on the organizations 
the past month 

who among them has succumbed to it. Both N: 
are the most common targets of speculation ab 
ties to the SARG 

SARG-sponsored documents last week (ref B) ‹ 
activists suspicions. Hassani is also a target o 
suspicion 

detainees on June 3 to sign a letter to Asad ask 
release 

SARG tactic designed to de-legitimze them and 
principled stand in support of the DBD (ref C). : 
activists also remain suspicious of Qurrabi 
up-to-the-minute scoops on arrests and trials ar 
sourced from the security services (rather than ` 
family members or lawyers). 


11. (С) COMMENT: While divisions 
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suspicions abound among the alphabet soup of 
rights organizations 

of relatively heroic activism and human rights ac 
They have focused on 

about 

governed for forty years by Emergency Law 

the government to act without restraint or respe 
articulated rights of its citizenry. Despite the spl 
conflicts 

society in Syria is the most vibrant. While weak 
and full of ideological and personal bickering 

as it gets here in civil society -- and as good as 
government will allow it to get. END COMMEN’ 


SECHE 


68547 
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scale\": \"It is difficult to conclude that Iran is fac 
unrest. To the contrary 

stability and that is due to the harmony between 
and the republic\'s religious leader. This stability 
upon current high oil prices 

and the nature of the strife with the United State 
fact 

the conservative groups in Iran. Iran is utilizing 1 
the U.S. over its nuclear program to distract Am 
from other issues in Iran such as human rights 
of the republicVs religious leader. V 
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crescent.\" In this context 

relations\" with Syria. They discussed how to lo 
from the Iranian embrace. 


2. (C) Awad denied media \"rumors\" that Mube 
host Abdullah and Asad (and/or Abbas) in Egyp 
fact 

June 20 to June 19 

Mubarak was \"cooly\" accepting Asad\'s repeat 
rescheduling requests 
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invite Asad. 
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enforced and involuntary disappearance in the I 
It explained that the high number of disappeara 
arose from six factors: a lack of proper docume 
NA 

migration to India and other countries 

India for treatment and dying of injuries there wi 
record 

and Maoist underreporting of deaths in combat 
appendix to the report lists the number of disap| 
cases alleged by various governmental and nor 
organizations and the number still under investi: 
According to the report 

disappearances involving the NA since the last 
Council Session in March-April 2005. 


Nepal Army Reaction to OHCHR Report 


4. (C) The report stated that the NA formed ah 
investigation team 

investigate the allegations made in the OHCHR 
May 16 about the ill-treatment and disappearan: 
detainees from the Maharajgung barracks from 
September-December 2003. The NA report no 
high-level task forces already investigated the c 
that the whereabouts of 5 of the 49 alleged disa 
the OHCHR report were already released to the 
The NA report appears to attempt to explain aw 
report by stating 

statement cannot be taken as accurate and cle: 
the inevitable confusion in cases of disappearar 


Detainees And Internally Displaced People 


5. (C) The report stated that 

detainees in any NA military barracks. Accordir 
report 

time frame) at the request of the civilian authori: 
held them in barracks. Of these people 

to their families and 1 

Police. The NA claimed that the military was nc 
any violation of human rights outside of the arm 
with the Maoists 

Spring. The report touched on internally displac 
Nepal due to the conflict 
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displacements on the Maoists. The report listec 
15 


The Nepal Army is Making Progress 


6. (C) The report detailed the progress made b 
the last session of the Human Rights Commissi 
March-April 2005. The report claimed that five ! 
Martial were currently underway for NA personn 
human rights violations in the past year. The N. 
trainings and seminars on human rights and the 
conflict. The NA stated that they had given l'un 
access to human rights groups 

While OHCHR has been given access to barrac 
detention 

Martials and investigations. End Note.) Also 
an \"intra Army Human Rights Action Plan 
personnel found guilty of human rights violation: 
part in UN Peace Keeping operations and foreic 
courses. The NA has punished 156 NA person 
rights violations 

compensation to families of victims to imprisonr 
perpetrator. The Army referred two rape cases 
courts for prosecution. 


Nepal Army Claims Maoists Atrocities Continue 


7. (C) Army officers often express their frustrati 
Maoist atrocities seem to go unnoticed 
attention focuses on army violations. The NA re 
contained a list of Maoist atrocities allegedly cot 
since the beginning of the conflict in 1996; a list 
activities from the bombing of a bus in Chitwan 
June 2005 (Ref B) to continuing abductions anc 
the countryside. An appendix to the report liste: 
atrocities reported to the NA from April 28-June 
killings 

looting 


Nepal Army Committed to Human Rights 


8. (С) The report stresses that the NA is dedice 
upholding human rights and international humaı 
It once again states its intent to upgrade the Hu 
Cell of the NA to a Human Rights Directorate 

Brigadier General and containing its own legal c 
NA also plans to establish human rights sub-cel 
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battalion and company levels. The report admit 
NA had made mistakes involving human rights 
that these were not policy driven. The report cl: 
human rights violators have always been held a 
their misdeeds and that the NA continued to inv 
outstanding cases. 


Comment 


9. (C) Although the progress on human rights i: 
the NA report is encouraging 

The Army recognizes the international commun 
but it clearly chafes at the belief that the Army w 
account while it was ordered to fight an insurgeı 
seemingly held to a much lesser standard. The 


community must shine the spotlight on continuir 
atrocities 

upholding international standards of human righ 
SCHWARTZ 
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ARAB PARTICIPATION\" IN NEW CONTACT € 


REF: 6/15/06 NEA/RA-HEGADORN E-MAILS 


Classified by ECPO Counselor John Desrocher 
(b) and (а). 


1. (C) During a June 19 meeting 

African Affairs Mohamed Higazy complained to 
what he termed WashingtonVs decision to \"exc 
participation ' іп a newly formed V'Contact Grou 
the ongoing crisis in Somalia. Higazy questione 
selection criteria of the new grouping 
Washington not to lead peace efforts without Ar 
involvement. Higazy predicted that the absence 
role in Somalia peace-making efforts would leat 
deepening of the political and military conflict 
Islamic Courts (UIC) supporters would attempt 1 
efforts of the Contact Group as a \"Western\" at 
solutions in the troubled East African country. ( 
further 

Arab League from a July 14 international meetir 
discuss Somalia might result in efforts by the Le 
Cairo to launch its own separate peace track. 


2. (C) Offering GOE views on how best to deal 
crisis in Somalia 
its diplomatic efforts on securing the viability of : 
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Transitional Federal Government\'s (TFG) instit 
seek ways to subsume the Islamic Courts into tl 
IGAD-negotiated TFG process. Recognizing th 
military situation on the ground 

Ethiopian forces entering the conflict 

diplomatic efforts should aim at salvaging as mt 
IGAD-led political process as possible. The Ar: 
said 

together TFG and UIC representatives 
Ambassador in Nairobi will participate. Higazy « 
against assumptions that the Islamic Courts wo 
break up as a political and military force 
warlords have lost their credibility among the po 
Asked about outside intervention 

the appropriate moment" for allowing Ugandan 
troops (as agreed by the AU\'s Peace and Secu 
be sent to Somalia. 


3. (C) Arab League staff had similarly expresse 
June 15 disappointment that the League had be 
new Contact Group participation list. Drawing fi 
messages from the Department 

staff that despite physical space limitations for t 
meting 

Group 

League with respect to Somalia peace eforts 
diplomats would be willing t offer a readout of th 
Contact Group meting. 

RICCIARDONE 
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2. (SBU) Tomas Gulbinas 

Policy Division 

planning this statement for a while (reftel) and tl 
Lithuania had coordinated in advance with its B; 
neighbors and Poland to arrive at a common po 
artificial obstacles should be created for countrii 
for accession.\" AdamkusVs foreign policy advi: 
Satunas told CDA June 19 that the statement w 
smooth the way for the Presidents upcoming v 
to add that the GOL did not want any special fay 
Turkey during the accession process 

Turkey\'s recent performance in the meeting its 
the EU \"disappointing.\" 


3. (SBU) Turkish CDA Kemal Kaygisiz told us. 
Adamkus\'s statement was \"positive 

would like the GOL to speak up more forcefully 
like the June 16 Council summit on Turkey\'s be 
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that Adamkus would hear this message from hi: 
this week. 


4. (SBU) The principle of V'open doors\" for all c 
meeting the EU\'s membership criteria is the co 
Lithuania\'s neighborhood policy. Lithuania see 
leading advocate within the EU for expansion. , 
Lithuania\'s primary focus for enlargement is Uk 
and Moldova 

of Turkey to the EU as a natural consequence c 
doors\" principle. Lithuanian society does not ni 
share the political class\'s enthusiasm for this рі 
April 27 opinion poll found that barely a third of ἱ 
Lithuanians think that the EU should expand to 
Central and Eastern Europe 

coming decade. (Note: Turkey currently has 8( 
servicemen and four F-16 fighters deployed to L 
part of NATO\'s air-policing operation. These fc 
remain here until July 2006.) 

MULL 
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simply. Al-Reshaid told him not to believe every 
heard in the press and 

winked at PolOffs sitting next to her in triumph c 
victory won. 


Nightlife 


4. (C/NF) Women are also participating activel 
activities. Male candidates from all political lear 
established 'womenVs committees V to сатрай 
with female voters in their district. Some wome 
complained about the number of calls they have 
female campaigners. Retired diplomat and GO 
Al-Qadiri told PolOff his home phone has been 

non-stop with calls for his wife and two of his da 
He is not receiving any calls because he failed t 
residency information after a move to a new nei 
Because women were automatically registered ' 
the change in the voting law 

his wife and daughters is available to candidate: 
Hussein Al-Sultan 

association and a campaign advisor to several ‹ 
candidates 

ShiVa candidate was attended by a number of м 
about their husbands waiting at home for them ' 
debated campaign strategies and political issue 
liberal candidate even had female campaign wc 
short-sleeve shirts directing men and women to 
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seats as they arrived at his campaign rally. 


5. (SBU/NF) Political Scientist Dr. Nada Al-Mut 
to EmbOffs that she was at a rally and overhear 
woman tell her daughter she was not ready to rı 
wanted to visit the campaign tents of other canc 
tired daughter reluctantly spoke to other womer 
the nearby headquarters of other candidates 
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escorted her mother to other tents. Al-Mutawa ı 
exchange was not unique. Many older women i 
late night election activities and opportunities to 
late 

weddings. 


The Fatwa\'s in Your Court 


6. (C/NF) These developments have not been | 
universal approval 

of the Faculty of Sharia at Kuwait University 
Al-Tabtabaei 

a \"fatwa\" recently stating that Wa divorce claim 
husband on the grounds that his wife did not vo 
to his preference will be valid.\" The Ministry of 
Al-Ifta and Islamic Research Sector issued a cc 
which reportedly invalidates Al-Tabtabaei\'s fatv 
that \"no one can force any citizen 

vote for any specific candidate. Al-Mutawa cle 
press exaggerated the reaction to the alleged fc 
PolChief met with a group of women activists th 
announcement and they were clearly worried th 
would keep ShiVa women away from the polls a 
religious scholars to speak out against Al-Tabta 


7. (U) In addition 

were vandalized. Four \"Islamist activists 
claimed belonged to \"an Islamist group oppose 
political rights 

the English daily Arab Times reported June 14. 
the vandalism 

seemingly relishing the firestorm of criticism she 
from conservative Islamists. Posters for a few ¢ 
candidates 

the acts have not attracted the attention that the 
of Al-ReshaidVs has 

a extremely conservative district against an out: 
Islamist MP. 
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Shaping the Issues 


8. (C/NF) The participation of women is also sl 
issues and rhetoric of these elections. Local mı 
devoted extensive coverage to women\'s partici 
candidates\' positions on women\'s issues and ү 
participation. Female voters are asking tough 
questions with a focus on social issues such as 
health care 

Several female candidates 

Undersecretary of the Ministry of Information fo! 
Nabila Al-Omari and MEPI program alumna Hir 
are campaigning primarily on these issues. Al-! 
Samar Al-Roumi 

only are women deeply interested in the issues 
women traditionally do not attend diwaniyas anc 
interact with the male candidates 

tents as their one and only opportunity to ask to 
questions 

to former MPs. A highly-placed advisor to one ı 
concurred 

men 

candidates. Women are also calling to task ma 
candidates running for re-election for voting age 
suffrage legislation in 2005 

candidates and womenvs activists who advocat 
anyone who voted against women\'s suffrage. 


9. (C/NF) Many political activists and liberal pol 
are encouraging women to exercise their newly: 
political rights. In a women\'s diwaniya he hoste 
February 

recently-dissolved Parliament\'s Human Rights 

Committee and tried in vain to get Oprah Winfre 
conference he organized 

bring up the issues they care about and to force 
parliamentary candidates to address these issu 
beyond the normal rhetoric of campaigners whc 
womenWs votes having an effect on \"women\'s\ 
health 

could be the engine for reform in Kuwaiti society 


Get Out the Vote 


10. (SBU/NF) Focusing on the broader reform 
potential impact of women on the political scent 
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candidates are concurrently involved in voter ec 
awareness programs. Candidate Al-Anjari told 
intends to launch o/a June 20 a women\'s elect: 
campaign through the media. She proudly poin 
ribbon on her lapel which she said symbolized r 
Kuwait Are Gonna Vote\" campaign. This cam[ 
from her own electoral bid 

and thereby confirm their importance to the poli 
For example 

districts where there is no candidate they suppo 
the polls and file empty ballots. Likewise 
guidance and encouragement from the MEPI-fu 
Democratic Institute 

(WSCS) is launching a voter education campaic 
and broadcast media and advertisements on th 
The message chosen by the Society depicts a r 
young woman with a piece of tape across her m 
line 

contributed to the campaign and WSCS secure 
from local TV and radio stations. Additionally 
74 plasma TVs located in 15 malls agreed to ru 
public service announcements every 20 minute: 
a total of 27 

Septel will address the role of MEPI-funded prc 
parliamentary elections. End note.) 


11. (U) Other local businesses have also step 
support of women\'s rights. The newly establist 
Airlines 

offer free flights to Kuwaiti women who wanted : 
Kuwait to vote in the June 29 elections. CEO М 
told the press 

possible have the available access to return to ! 
vote in these historic elections as part of Jazeer 
national social responsibility program.\" He alsc 
the free invitation to \"women of every nationalit 
Jazeera Airways to Kuwait and observe the hist 
elections.\" Jazeera flies to Egypt 

Bahrain 

districts are reportedly offering to provide transp 
to polling stations to women who want to vote. 


12. (U) While most members of the ruling fami 
away from comments on the elections 
Al-Sabah has attended the rallies of several fen 
candidates and penned an op-ed encouraging v 
noting 

victory to all women in Kuwait.V' Other Al-Sabal 
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lamented to PolChief that members of the rulinc 
vote 

the polls. 


A Slow Process 


13. (C/NF) In this conservative 

significance of these changes should not be un 
Nonetheless 

agree that the majority of women will vote on thi 
their male relatives. Supporting this view 
responding to a recent poll conducted by the pri 
television channel Al-Rai said they believed \"m: 
influence on a woman\'s vote.\" Even a liberal c 
PolOff his sister asked him recently 

for?\" There are a number of reasons why worr 
rely on their male relativesY advice when voting 
conservative social values 

issues and candidates 

a bloc. It is also unlikely that a female candidat 
elected due to the short campaign period and tr 
female candidates are not known personally to 
whereas many male candidates have spent yea 
diwaniyas and developing a strong base of sup 


14. (C/NF) For these reasons 

significance of women\'s participation in these e 
One tribal candidate told PolOff he was relying « 
reach female voters. Jamal Al-Omar 
candidate running for re-election 

separate meeting for women 

specifics as to how his message to them had di 
message to male voters. Instead 

patronizingly that he explained the history and p 
voting to the women. Several other male candi 
campaign managers have been similarly unable 
they believe women will vote for them 
candidates do not view female voters as a uniql 
with unique concerns. It will be interesting to se 
four years candidates can be as dismissive of w 
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concerns when they have to defend their record 
National Assembly on issues important to wome 


15. (C/NF) It is also likely that womenvs particip 
these elections will benefit Islamist candidates. 
are well organized and well funded 
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conservative base whose female members are 
for male Islamist candidates. In addition 
conservative families are more likely to follow th 
their male relatives when voting than those Нот 
backgrounds. Women\'s participation is also lik 
only a marginal impact in tribal constituencies 
male members of the tribe are allowed to partici 
primaries to choose candidates to represent the 
elections. Since primaries are illegal in Kuwait - 
seldom enforced by the Government -- there ап 
requiring tribes to allow female members to par 
the primaries. Both the men and women from t 
expected to vote for the candidates chosen in tl 
primaries 

voter turnout is likely to be high in tribal areas 
vote will almost certainly be pre-determined. 


A Lasting Impact 


16. (C/NF) Despite these concerns 

these elections is making a significant differenc 
laying the groundwork for womenv's full integrati 
KuwaitVs political system. In addition to the sho 
impact on these elections 

have a significant long-term impact 

legislative priorities over the next four years anc 
enhancing the standing and legitimacy of the N: 
Assembly. Now that more than half of the elect 
female 

equality than in previous Parliaments. lronically 
failure of female candidates could also lead to tl 
of a quota system 

Parliament are allocated to women 

some activists. Womenvs participation is also li 
to a gradual shift in social attitudes 

at traditionally male-only diwaniyas and other ge 
where politics are discussed becomes more act 
woman told PolChief that she is now discussing 
her husband for the first time and he sought her 
the credentials of both the male and female can 
changes 

29 elections 

issues in Kuwait. Finally 

the new Parliament will vote to reduce the numt 
electoral districts in Kuwait. This would give wo 
further boost since redistricting will enhance the 
emerging political parties and force candidates : 
on political platforms and less on the leverage c 
and family connections. 
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political focus on the status talks to be retained. 


4. (U) Media reported that PDK spokesperson \ 
that elections were postponed at a time when cl 
Kosovo\'s municipal leadership is most needed. 
from Veton Surroi\'s Reform Party Ora 

that his party favors conducting elections as sch 
(NOTE: The PDK has majorities in two of Koso 
municipal assemblies; PRO did not participate i 
municipal elections and therefore does not have 
in any municipal assembly. END NOTE.) 


5. (U) U.S. Office Pristina clears this cable for r« 
its entirety to U.N. Special Envoy for Kosovo Me 
Ahtisaari. 

MCBRIDE 
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Declaration!" calling for improvements in humar 
and the passage of laws guaranteeing a range ‹ 
liberties has gained international attention follow 
release on June 14 

unaware of the document or have dismissed it 
its signatory organizations as V'illusory.V' The rr 
the DeclarationVs signatory organizations are 
one-man shops with overlapping leaders 
featured prominently in recent SARG-backed ac 
discrediting the opposition. Contacts are divide 
whether the Declaration is simply a publicity stu 
small organizations 

encouraged the Declaration\'s release. END SI 


2. (C) SYRIA DECLARATION CALLS FOR IM 
RECORD 

group of ten Syrian human rights and civil socie 
organizations released the V'Syria Declaration" 
calling on the SARG to \"follow peaceful and gré 
democratic steps 

state." The Declaration calls for the SARG to il 
eighteen measures 

ending the Emergency Law; passing new laws : 
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freedom of expression 

ending the politicization of the armed services a 
system; committing itself to work on the return c 
Heights; working in harmony with the internatior 
and its different organizations; and setting up a 
market-based economy. The signatories descr 
as using the secular approach of cultural liberal 
combining political action with \"the slogan of de 
liberalism and human rights.\" According to pos 
the document is in essence the same documen 
Naisse had been developing since November a 
to the Damascus Declaration (ref A). 


3. (C) TEN SIGNATORY ORGANIZATIONS A 
OF PEOPLE: While a joint public statement by 
civil society organizations may look good on pa| 
document proves not to be especially represent 
society upon closer inspection. Of the ten signe 
organizations 

Arrestees\' Rights 

Violence) are all run by human rights activist Ak 
and have very few 

article about the declaration incorrectly assertec 
jailed human rights lawyer Anwar al-Bunni had : 
document 

the Damascus Center for the Study of Human F 
Bunni is an advisor. Representatives of that cei 
confirmed to Post that they are not involved witt 
Declaration.) The signatory Syrian Human Rigr 
Organization/SWASIAH is in fact a one-person 
run by Abdulkarim Rihawi 

SWASIAH in autumn 2005. Rihawi and Naisse 
been rumored to be active SARG collaborators) 
linked recently to SARG-backed actions aimed . 
or splitting the opposition in the post-Damascus 
Declaration (DBD) environment 

denunciation of a human rights lawyer (ref B) ar 
signature of a SARG-sponsored anti-DBD state 


4. (C) The other signatories are equally small-: 
According to post contacts 

Democratic Secular Gathering (VADL) and the C 
for Liberal Studies and Minority Rights 

gadfly Nabil Fayyad and his \"disciple\" Elias He 
few additional members. Another group 
Movement 

Assyrian Democratic Organization. Finally 
Alliance is a two-week old 

Bukai 

Syrian opposition politician Mohammed al-Jbaili 
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5. (C) STATEMENT OFFERS ALTERNATIVE 
DECLARATION 

Rihawi told Poloff on June 18 that the group dex 
release the document now as an alternative to t 
Declaration (DD) 
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gained broad support. In addition 

\"more acceptable to the Syrian opposition\" no 
Brotherhood leader Ali Sadreddin al-Bayanouni 
Syria Declaration group\'s perspective 
Vice-President Abdulhalim Khaddam\'s Nationa 
Rihawi emphasized that the Syria Declaration i: 
progress and that other internal organizations a 
parties are welcome to discuss its contents and 


group. 


6. (C) When asked if the Syria Declaration sig! 
faced any problems from the SARG since the d 
release 

Damascus-Beirut Declaration 

not cross any SARG redlines 

learned\" that the SARG has \"no problem with | 
does not cross the redline of contacting foreign 
or NGOs. \"Any project created within Syria will 
discussed 

Rihawi. When asked why the U.S.-based Third 
acceptable to the SARG 

statement spoke out against external interferen 
invasion 

(including Syria Declaration signatory Helyani) s 
Third Alliance\'s board. Rihawi claimed he had 
contacted twice by security service agents rega 
Syria Declaration 


7. (C) CIVIL SOCIETY PLAYS DOWN DECLAI 
According to post contacts 

been widely disseminated among Syrian civil sc 
who are aware of it have largely dismissed it ba 
organizations which signed it 

organizations\" and V'merely names rather than 
Post contacts note that a variety of secular alter 
the Damascus Declaration had been floated sin 
that the Syria Declaration is simply a latecomer 
stunt by its organizers. Kurdish lawyer and Yek 
activist Faisal Badr told Poloff on June 14 that h 
had worked with Naisse on an earlier draft and : 
surprised at the documents \"sudden\" release 
told them that dialogue would continue about th 
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declaration s contents. Badr dismissed the doc 
personal project of Naisse\'s to gain attention. 


8. (C) COMMENT: One explanation for the tin 
Syria Declaration would be that the leaders of tr 
organizations are using the document to promo’ 
and gain press attention while more prominent : 
distracted by the aftermath of the May post-DBI 
Other activists speculate that the SARG manipt 
Declaration signatories. That Naisse and Rihav 
to release a document calling for democratic ret 
midst of the harsh crackdown has raised specu 
SARG may have at least signed off on 
encouraged 

opposition further. 


SECHE 


68557 

Mr. А-Вада\'ап observed 

action in our society these days. We are seeing 
forward plans 

issues. However 

first time. This is the first time that we see the Is 
coalition groups 

Movement - Muslim Brotherhood - and the Sala 
agenda.... This is the first time that we see canc 
Islamist groups welcome young people in oranc 
without any objection to women\'s participation i 
They are not even being conservative about it 
the ones who used to consider mixed gender m 
[forbidden by God].... This is a civilized change. 
women with and without veils from all districts a 
in the election process. This is the democracy tl 
Kuwait. V 


-- The opinion section in conservative Al-Watan 
June 19 

the headline: V'Chasing Private Satellites!! Has . 
Mr. Karam defended the Minister of Information 
appointment of the Minister of Information to his 
was welcomed by everybody. | hope that he cor 
Minister of Information in the new government. ! 
information sector needs restructuring and we F 
Al-Sanousi will lead our public media into a new 
still maintain that Mr. Al-Sanousi might have rus 
decision to chase after the private satellite chan 
upset a lot of people and began a media war ag 
minister. Instead 

government-sponsored TV Channel that would 
and give informative reports about election prog 


Column 3 
government of Egypt did just that before and du 
election.\" 


-- Daily moderate Al-Qabas published a column 
under the headline \"The Era of Mouth Gagging 
questioned 

air as long as there are young men and women 
freedom of opinion is the foundation of democr: 
today\'s open world 

the Minister of Information not dealt with other T 
attack Kuwait day and night? Are we going to w 
Minister of Information would call for the closure 
TV? 


-- Fouad Al-Hashem commented in his daily col 
Al-Watan on his visit the previous night to a ferr 
election tent in that 

Hassan Al-Bassry and | received a call from Dr. 
her election tent. We went there 

conversations with the candidate who holds a d 
economics 

been rumored. The power generator in the tent 
friend of Dr. Dashti; the tents were also donatec 
companies that support Dr. DashtiVs election ος 
the U.S. Embassy. All the requirements were ar 
colleagues of Rola 


-- Saud Al-Samaka 

moderate Al-Qabas 

are Equal in Crime to Drug Traffickers 

opined 

Minister 

that equated vote buyers and drug traffickers wi 
message to the law enforcement agencies in Kt 
aggressively against anyone involved in vote tra 
same fashion 

an announcement to all mosque Imams to prea 
act during prayer sermons 

young men and women who have put on the or: 
snowball of reform that may uproot all forms of : 


-- Dr. Shamlan Yousuf Al-Issa 

Political Science at Kuwait University 
pro-government Al-Seyassah an article that cari 
\"Freedom of the Media.\" Dr. Al-Issa enquired 
face is whether the move by some Kuwaitis to a 
private satellite channels should be considered 
government control over the media 

liberate Arab media? In other words 

rebellion against public media 

governmentsY policies?\" Dr. Al-Issa concluded 


Column 3 

these channels does not constitute a new medi: 
fierce competition in the media market together 
and start-up costs 

force these private channels to close 

operating plans. Nevertheless 

environment in the Gulf does not allow for freed 
This freedom is a product that every channel se 
seek.\" 


-- Dr. Sami Nasser Khalifa wrote in the indepen 
Al-Rai Al-Aam 

of the groups that are involved in paying bribes. 
knows these brokers 

being paid and to whom. The government has e 
would allow it to put an end to these shameful a 
we see no action being taken to call a halt to th« 
lack of action by the judicial authority is an indire 
the criminals 

spread corruption. V 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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committed to international arms control standarı 
\"appreciates consultations with Washington on 
transactions\" especially transactions concernin 
Afghanistan and Africa. 

TAUBMAN 


68559 
G. 05 KUWAIT 4993 - FREEDOM AGENDA 
EMBASSY KUWAIT: USING FILM TO РА! 
DEMOCRATIC AND EDUCATIONAL REF 


Classified By: Charge d\'Affaires Matthew H. Tu 
for reasons 1.4 (b) and (d) 


1. (S/NF) Summary: There is a strong possibilil 
Kuwaiti Parliament elected on June 29 will inclu 
Islamist members than the previous one. Islam 
well-organized and poised to capitalize on the м 
While there are legitimate concerns about the ir 
would have on U.S. interests 


Column 3 

should not be viewed as a major setback for ou 
Agenda. First 

Parliament (33 seats) 

advance their conservative social agenda. Witr 
Ministers and strong bloc of pro-Government M 
Government will still be able to control what legi 
approved by Parliament. Second 

cooperate in Parliament and during elections 
Islamists are not a monolithic bloc. Even if mor 
MPs are elected 

Islamist groups in Kuwait; some are far less hos 
interests than others. Third 

MPs could increase the chance for political refo 
Islamists in the now dissolved Parliament stron 
electoral reform and are likely to continue pushi 
reduction to five constituencies in the next Parli: 
Without Islamist support 

reforms have little chance of being implementec 


Increase in Islamist MPs Likely 


2. (S/NF) There are several reasons to believe 
will be more Islamist members in the next Ра! 
Islamists are poised to benefit most from the pa 
of women in the upcoming parliamentary electic 
are well-organized and enjoy the support of a si 
conservative base whose female members are 
male Islamist candidates. Second 

previous Parliament were quick to join liberal M 
supporting electoral reform. Islamist candidate: 
to capitalize on their support for reform to attrac 
moderate voters (ref A). Third 

contributed to a growing conservatism in Kuwai 
leading some Kuwaitis to support Islamist candi 
they believe will protect KuwaitVs conservative c 
Finally 

better organized and better funded than other p 
groups. 


3. (S/NF) According to PostVs rough estimate 
candidates who have a good chance of being el 
open seats 

including two ShiVa Islamist candidates; 40 are 
Government-leaning; 8 are liberal; and 7 are inc 
(Note: There were 15 Sunni Islamist MPs in the 
recently-dissolved Parliament. End note.) Althc 
are differences between Islamist candidates 
are pooling their resources in an effort to increa 
Islamist representation in Parliament. The 56 c 
believed to genuinely support political reform іп 


Column 3 
of the Islamists from our short-list of strongest c 


The Spectrum of Islamists in Kuwait 


4. (S/NF) Though they often cooperate in Parli: 
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during elections 

bloc. There is a great degree of variety betweei 
different Islamist groups 

from pragmatic and open 

anti-American. (Note: For a brief overview of Ki 
Islamist 

classified website: http://www.state.sgov.gov/p/i 
End note.) The Islamic Constitutional Movemei 
political arm of the Kuwaiti Muslim Brotherhood 
the most vocal advocates of political reform in k 
strongly supported recent proposals to reduce t| 
electoral constituencies 

electoral corruption (refs D and E). The two IC! 
recently-dissolved Parliament also set a preced 
by disclosing their financial records 

followed. Other Islamist groups 

and the Ummah (Nation\'s) Party 

reform 

influence. In the previous Parliament 
cooperated through the 14-member Islamic Blo 
some signs of division earlier in the year. 


5. (S/NF) The main difference between Kuwaiti 
groups is in how pragmatic they are in pursuing 
objectives and the degree of animosity they hav 
West. Salafis are generally uncompromising in 
and strongly anti-American or anti-Western in tl 
though in private meetings some can be friendly 
while differing with U.S. policies. The ICM 
hand 

policies 

issues. Despite their criticisms 

actively advocate the departure of U.S. troops fi 
Iraq. Indeed 

toleration 

in the country to their regional counterparts. In 
many tribal candidates with conservative leanin 
supported by Islamist groups 

their tribes rather than a pan-Islamist ideology. 
analyzing the results of the elections 


Column 3 

distinction should be made between the Islamis 
the election of more Salafis could be seen as a 
our freedom agenda 

Islamists 

security and strategic interests. 


Issues of Concern 


6. (S/NF) The one issue almost all Kuwaiti Islar 
on is the need to fully \"Islamize\" Kuwaiti legisle 
amending Article 2 of the constitution to make |: 
ShariVa \"the source of legislation 

source.V In order to amend the constitution 
Islamists would need the support of 44 out of th 
of Parliament. With the Government controlling 
seats 

practically impossible. (Note: The Prime Ministe 
required to appoint one elected MP as a Ministe 
there are always 49 elected MPs and 16 Gover 
who serve as ex officio MPs 

addition 

constitutional right to dissolve Parliament and c; 
elections if the Islamists push this issue 


7. (S/NF) The greater concern is that Islamist N 
push a conservative social agenda and/or block 
legislation 

government to aid victims of hurricane Katrina. 
could also obstruct passage of a U.S.-Kuwait frt 
agreement that included a provision requiring K 
its economic boycott of Israel. In addition 
advocate increasing Kuwaiti assistance to the 
Hamas-controlled Palestinian Authority 
educational curricula to bring it more in line with 
conservative values 

to U.S. interests. One must keep in mind 
Islamists are unlikely to win a majority in Parlian 
seats) and that the Government is still likely to { 
clear majority capable of blocking conservative 
legislation and passing legislation it supports. Ii 
important to note that Kuwaiti parliamentarians | 
extremely limited ability to shape foreign policy 
considered the sole purview of the Government 
the Islamists are likely to be just a vocal opposi 
not a real threat to the Government. 


No Political Reform Without Islamists 
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8. (S/NF) Ironically 

could increase the chance for political reform in 
All 14 members of the Islamic Bloc in the previa 
were also part of the 29 MP \"orange\" bloc wha 
grilling the Prime Minister unless the Governme 
five constituencies led the Amir to dissolve Parli 
Since the number of liberal and truly independe 
likely to remain unchanged or even decline 
chance for the number of pro-reform MPs to inc 
more Islamist candidates to be elected. This ex 
liberalsV support for Islamists despite their ideol 
differences (ref A). On the other hand 

contacts question Islamists\' sincerity (ref C) 
IslamistsY support for political reform is based p 
the calculation that it will increase their political | 
Unfortunately 

support 

the first place. 


Next Steps 


9. (S/NF) Post will continue to attend the electic 
diwaniyas of candidates from all political backg! 
paying close attention to the rhetoric and suppo 
Islamist candidates and noting any significant di 
between them. We will also continue to seek οἱ 
ways to engage Islamists through events like Ar 
diwaniyas (ref F) and movie nights (ref G) 
occasionally nominating moderate Islamists for 
MEPI-funded programs focusing on political ref 
suggested іп postVs report on the ICM (refs Da 
reporting on the influence of Islamists in Kuwait 
focus on analyzing both the similarities and diffe 
between Kuwaiti Islamist groups 

between them 

that emerge from their increased representatior 
Parliament. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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Majid Al Nuaimi predicted additional suicide atte 
speculated that the reason behind the three sui 
draw even more international focus onto Guant: 
International Bahrain started a letter-writing can 
petition drive in support of detainees. Arabic da 
columnist Lamees Dhaif called on the MFA to a 
diplomatic efforts and MFA Assistant Undersecı 
Abdul Aziz Bin Mubarak Al Khalifa spoke of GO 
with the raised level of pressure on the governn 
and the unresolved status of the remaining deta 
summary. 


2. (SBU) The recent suicides at Guantanamo E 
another round of press stories in Bahrain and re 
to increase pressure on both the USG to releas: 
three Bahraini detainees and on the GOB to rec 
efforts to negotiate for their release. Al Minbar | 
Society MP Mohamed Khalid 

predictably responded to news of the suicides b 
publicly June 13 that he held the U.S. Administr 
responsible for the three deaths 

concerned about the condition of the Bahraini d 
expressed doubts about the official story on the 
characterized Guantanamo as a \"U.S. Nazi pris 


3. (U) English daily Gulf Daily News carried an 
June 13 with released Bahraini detainee Abdull: 
Nuaimi in which he said that he was well acquai 
three men who committed suicide and predictec 
would be more suicide attempts in the future. A 
stated he thought that they had sacrificed them: 
other detainees in order to draw international at 
Guantanamo. He surmised that in order for thre 
succeeded 

attempted suicide at that same time. \"The cam 
has high security and there is no chance for det 
commit suicide. I\'ve seen 10 people attempting 
themselves at one time.\" Al Nuaimi also said tl 
possible that the deaths were not suicides at all 
result of an attack by guards. 


Public Calls for Action 


Column 3 


4. (U) According to press reports June 18 
International (Al) Bahrain sent an initial batch of 
400 letters 

Embassy and to the MFA. The letter writing car 
reported to be part of activities planned to recoc 
June 26 UN International Day in Support of Vict 
Torture. Those involved in the effort include Al 
coordinator Nasser Burdestani and Al Bahrain r 
Rajab 

Rights (BCHR 

petition drive June 6 called \"10 

Bahrain intends to send the petition to the U.S. 
soon as it has collected 10 


5. (U) Arabic daily Al Ayam carried an editorial . 
which Lamees Dhaif wrote that each Bahraini fe 
the Bahraini detainees at Guantanamo. (Note: 
previously written in support of the activities of \ 
Khalid and Nabeel Rajab in calling for the relea: 
Bahraini detainees. End note.) \"We thought tr 
American dream was the ultimate savior from o 
Arab World 

human rights has been revealed to us at Guant: 
urged the MFA to increase diplomatic efforts to 
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remaining Bahrainis home. She also called on ` 
send email messages to the U.S. Embassy den 
release. 


6. (C) Ina June 14 meeting with U.S. DOJ Ass: 
David Warner 

and Follow Up Shaikh Abdul Aziz Bin Mubarak , 
expressed his and the GOB 

and criticism the GOB is receiving from the Par 
media 

enough on behalf of the three remaining Bahrai 
He acknowledged that the Ambassador and the 
Guantanamo matters nearly every time they me 
more information from a DOJ official. Shaikh A 
related that he had received a call at midnight o 
the suicides were announced 

the three 


Column 3 

Bahraini detainee Juma Al Dosary 

have attempted suicide at least 11 times. Тһе! 
of the whole Guantanamo situation is the uncer 
the detainees. He said it would not bother him 1 
detainees jailed for 50 years if that were the res 
legal process. Pressure is building on the GOB 
something to resolve their uncertain status. 


7. (C) If it had been the intent of those who con 
suicide to raise the profile of Guantanamo 
measure of success in Bahrain. The GOB has 
of this increase in local pressure and has reach: 
Embassy to provide some evidence of progress 
resolution of the Bahraini detainees\' legal limbc 
of these developments 

response to a recent request to send a Bahraini 
Guantanamo (reftels) 

behalf of the Bahraini detainees. 
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Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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on the ALNV's list for national deputies. The eve 
stated that Camino Cristiano leader Guillermo C 
respect and influence within the evangelical cor 
because of his alliance with the PLC 
presidential candidate Jaime Morales Carazo h: 
party considerable evangelical support due to h 
support of prejudicial laws in the National Asser 
leader complained that the Bolanos administrati 
Catholic clergy over evangelicals. Despite their 
non-partisan affiliation at the institutional level 
evangelical leaders are clearly anti-Sandinista a 
encourage their followers to support a democra 
End Summary. 


2. (SBU) Ambassador and poloffs conducted a 
meetings with different evangelical groups to di: 
upcoming national elections. Most of the pasto! 
preference for ALN presidential candidate Edua 
Montealegre 

in their efforts to support him if he would promo: 
evangelical candidates within the ALN. The eve 


Column 3 

leaders claimed that 30-40 percent of Nicaragu: 
identify themselves as evangelical. A brief dem 
summary of each evangelical organization follov 


- EVANGELICAL ALLIANCE: The Evangelical / 
member institutions from most evangelical denc 
directors of the Alliance claim that its member o 
represent 70-80 percent of all evangelicals in Ni 


- NICARAGUAN PASTORS\' ASSOCIATION (А 
year-old organization that has over 70 active ev 
pastors from various denominations in its тет! 
is based in Managua 

but includes pastors from throughout Nicaragua 


- NATIONAL COUNCIL OF EVANGELICAL PA 
umbrella organization that includes more than 4 
representing all evangelical denominations in N 
Council members are present in 122 of Nicarag 
municipalities. 


MANY EVANGELICAL LEADERS PREFER ЕС 


3. (C) All of the groups expressed some degree 
Eduardo Montealegre as the most appropriate c 
presidency. APANIC leader Jairo Hernandez οἱ 
APANIC will publicly declare its support for Mon 
candidacy and is discussing with his campaign | 
best timing for the pronouncement. Evangelica 
leaders initially seemed tepid in their support for 
Montealegre during a June 8 meeting with Emb 
out more strongly in favor in a meeting with the 
on June 12. Alliance leader Leonel Ubeda note 
ongoing contact with Montealegre through evan 
of the ALN 

Arellano. In contrast 

Evangelical Pastors Mario Espinoza stated that 
does not maintain close ties with evangelical ch 
that evangelicals in general have not yet definec 
presidential candidate that they favor. 


4. (C) Ubeda expressed concern that evangelic 
Arellano 

positions on the ALN\'s deputy lists. (Note: Arel 
currently in the ninth position on the ALN\'s natit 
list 

leaders Hernandez and Jaime Sierra commente 
like to see Arellano moved into the fourth or fiftr 
and to see more evangelicals in general in posil 
influence within the ALN. Sierra generally сот) 
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the ALN deputy lists 

ofthe ALN primaries and not horse trading with 
parties and the Bolanos Administration. 


OSORNO HAS LOST INFLUENCE IN EVANGE 


5. (C) The evangelical leaders agreed that Cam 
head and current PLC deputy candidate Revere 
Osorno has lost much of his influence in the ev: 
community for \"selling out\" to the corrupt PLC. 
leader Danilo Ortiz noted that Osorno is preside 
the Alliance\'s member organizations (the Asse! 
respected as such 

decision\" to join the PLC. Sierra stated that Os 
the wrong path\" and can no longer claim to rep 
evangelicals outside of his own denomination. : 
Osorno 

pact 

National Assembly to function efficiently. End N 


MORALES CARAZO HURTING FSLN WITH E 


6. (C) FSLN vice presidential candidate and cur 
Assembly deputy Jaime Morales Carazo was sı 
stronger censure from the evangelical leaders fı 
promotion of \"noise pollution\" laws in the Asse 
would have shut down evening services for mar 
denominations. The Alliance leaders laughed м 
mentioned that Morales renounced his previous 
\"wrong\" after receiving the FSLN nomination. 
Hernandez both agreed that Morales is V'compli 
by the evangelical community. 


BOLANOS FAVORS CATHOLICS 


7. (C) Mario Espinoza complained that the Bola 
administration has \"remained distant\" from evi 
despite strong evangelical support in the last ele 
claimed that Catholic clergy are given open acc 
airports to enter the country 

subject to luggage searches and other formalitie 
referred to subsidies that the state allegedly pro 
Catholic cultural and other facilities and wants e 
to have the same access and clout that he clain 
clergy currently enjoys. 


COMMENT: EDUARDO SHOULD COURT EV/ 


Column 3 


8. (C) The evangelical leaders emphasized the 
have considerable and growing influence throuc 
especially in poor 

traditional parties retain their strength. For that 
poloffs advised Montealegre\'s close advisors te 
account the evangelicals\' concerns 

Arellano a better deal 

the evangelical community 

deputies who actually works for the people of N 
the Assembly. Working against Delia Arellano i 
that her joining Montealegre was a personal 
decision 

political entity to lobby for a more favorable posi 
the National Assembly candidate list. 
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their goods. Embassy contacts note that for the 
the Algerian authorities view the Chinese reside 
benign foil to other more problematic foreign po 
such as African migrants. An Algerian importer: 
that as long as the Chinese are here to work an 
the proper papers 
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5. Besides laborers in Algeria for fixed contract: 
significantly smaller community of Chinese have 
residency by setting up trading companies. The 
Center of Trade Registration reports that there ‹ 
Chinese companies registered nationwide. Two 
shops recently opened 

boulevard of Algiers. Provided they register thei 
with the police 

local agent 

to facilitate the commercial registration process 
to Embassy contacts 

other parts of the Middle East 

Arabic when they arrive. Many are known to ma 
women. 


6. Embassy contacts note that Chinese traders 
exclusively on cash for their business transactic 
rarely possess bank accounts. Chinese laborer: 
part 

meager stipend for living expenses in Algeria 
trade is an important part of their livelihood. 


Column 3 


GOODS TRADE DOMINATES 


7. Simple goods trade dominates the Algerian-C 
relationship. According to official Algerian trade 
statistics 

to Algeria in 2005 

total imports. Algerian exports to China are sign 
smaller 

trade with Algeria to twelfth place in 2005. Chine 
most prevalent in Algeria include electronics 
furniture 

plumbing products. 


8. The major centers for trade in Chinese produ 
so-called \"Dubai\" neighborhoods of Algiers an 
225 kilometers southeast of Algiers. Former Pri 
Ouyahia said on Algerian television last year the 
of trade in the Algerian \"Dubais\" were so great 
had substituted weighing money for counting it. 
goods enter Algeria overland through Libya or 1 
ship from the real Dubai -- in the United Arab Er 
other goods arrive via so the so-called V'cabasV 
method 

Persian Gulf with hundreds of bottles of Chines 
perfume in his luggage. According to the UAE E 
Algiers 

closely scrutinizing Algerians applying for visas. 


DEARTH OF INVESTMENT 


9. Despite the abundance of trade 

investment outside of hydrocarbons in Algeria. I 
Bouteflika 

International Trade Fair June 1 

shortfall 

trade grounds who accompanied the President 
This trend was clearly reflected in the compositi 
represented at the fair. Touring the Chinese Pa 
Econoff noted numerous booths promoting elec 
agribusiness equipment 

comparison to many other countries\' pavilions 

a single booth showcasing industry or sustainec 
opportunities. 


10. Since 2002 

signed three contracts for roughly USD 1 billion 
hydrocarbon projects with Algeria. According to 
press 


Column 3 

with state-owned Algerie Telecom to develop a 
internet network. In June 

the network in four Algerian cities. 


DESPITE QUALITY CONCERNS 
FLOCK TO CHINESE WARES 
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11. Concerns about quality and increasingly stri 
import standards may imperil market access for 
Chinese products. In line with a law passed last 
the importation of used vehicles over three year 
environmental and safety reasons 

Algeria is planning by the end of the year to rais 
standards for new vehicles to the same level as 
Europe. Chinese vehicles 

Algeria but lack airbags and other safety meast 
well short of these requirements. In the same vi 
law empowered the Algerian Center for the Con 
and Packaging (CACQE) to bar food imports th; 
the World Health Organization\'s CODEX Alime 
As a result 

shipment of 4 

code. 


12. For their part 

by such quality concerns and have responded t 
Chinese products with unabashed enthusiasm. 
offer the average Algerian family access to goo: 
well out of reach during the decade of civil war : 
three prior decades of socialist austerity. Not on 
variety of goods expanded but Chinese product 
fraction of their European equivalents. Whereas 
once traveled to Europe to buy goods unavailak 
still do for certain products 

situation has reversed. Now members of the Al 
return to Europe laden with inexpensive goods 1 
acquired while visiting relatives here. Families tl 
went into debt preparing their childrens home f 
can now afford a greater quantity of household 
fraction of the cost. 


13. While the typical Algerian family has shown 
for quantity over quality 

sector have noted some work shifting to non-Ct 
competitors. Developers of high-end real estate 
continue to depend on Chinese workers for con 


Column 3 

basic structures 

subcontractors 

finish work. The Algiers Sheraton is a striking e: 
the pitfalls of quick-turnaround Chinese constru 
shine long gone since opening in 1999 

with electrical and plumbing problems 

cheap finishes. The lifespan has yet to be seen 
handfull of high-profile 

currently underway 

terminal and an expansion of the MFA. 


COMMENT: CHINESE A GOOD SHOCK TO T 
LIKELY TO CONTINUE OPERATING UNDER ` 


14. Algerians tend to view the role of Chinese b 
Algeria as a net positive shock to the system. B 
variety of goods now available 

publicly praised the work ethic of Chinese labor 
referring to them last year as \"ideal workers\" -- 
inspiration for 

workforce. 


15. Some uneasiness remains. Part of this is a 
the skepticism Algerians accord all foreigners. | 
despite the critical demand for housing and the 
acknowledgment that Algerian labor is not able 
to meet the country\'s needs 

state\'s use of Chinese labor when their own un 
hovers around 20 percent. An Embassy contact 
estate development in Algiers noted that the pei 
Chinese dominance in the housing sector has Ik 
pressure to develop deals with other countries 
Turkey and Belgium. Similarly 

at the Chinese trade pavilion track with rumors | 
of Algerian labor was a critical component of Cr 
bid for a segment of the future East/West Highv 


16. Nonetheless 

succeeded in tempering Algerian suspicion of tr 
remaining below the radar. One Embassy conta 
Algerians welcome the fact that there are no \"C 
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Algeria. When not toiling away at one of their m 
Chinese here are practically invisible. Provided: 
SO 

meet predictions by the Algerian Ministry of Lab 
by next year and 
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work ofthe CoR. Given the CoR\'s slow organi: 
process 

consistent with this requirement. END NOTE.) 
agreed that TNA Constitutional Committee Cha 
SCIRI member Humam Hammudi would be a c 
chair the review committee. He stated that no 
decisions had been made on the organization o 
committee 

approximately 25 members. 


Bylaws Committee Charged to Produce Draft L: 
Replacing Members 


8. Attiyah said the CoR would discuss a new lav 
replacing CoR members (who have left to becoi 
ministers 

added that the IECI had told the CoR leadership 
the CoR had authority to decide how the memb: 
be replaced as long as the replacement membe 
candidates in the December election. (NOTE: F 
understood that the current electoral law would 
be applied 

candidate on the applicable governorate list to 
replace a departing member (Article 14(1) END 
He said there are two main schools of thought: 
retain the current requirement that departing me 
be replaced by the next available member from 
governorate list 

revise the law to allow departing members to be 
replaced by someone from the same party from 
applicable governorate list. The CoR voted to 
authorize the bylaws committee to produce draf 
legislation on replacing CoR members. Muhsin 
provided PoIFSN with a copy of a draft law that 
be discussed by the bylaws committee; it utilize: 
latter school of thought. 


9. (C) Attiyah added that some laws had alreadı 
sent to the CoR for its consideration 

financial management law and a new Independ: 
Electoral Commission of Iraq (IECI) law. He cit 
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up" telephone call several hours before the De} 
Minister formally conveyed this information. Acı 
Minister of Finance 

own presentation during this Cabinet meeting aı 
went smoothly. In a further conversation with tr 
Foreign Minister Tsekoa (a respected diplomat) 
told the Ambassador that he had been present ı 
meeting 

this as a very positive development despite the 
it had taken to achieve it. (Note: Tsekoa 
undergoing treatment for cancer 

CMR June 14 to personally brief Ambassador o 
meeting the night before his treatment in South 
Note) Ambassador had met one-on-one with M 
to her May 30 meeting with the Prime Minister tı 
assessment of pending Cabinet approval in Jur 
who is a contemporary and a friend of the Prim: 
assured the Ambassador that he would speak t 
confidentially. 


SIPDIS 


3. (C) Comment: Bilateral and multilateral legis 
are approved by the Cabinet after having been ' 
Attorney General -- a lengthy process. In this c 
Prime Minister indicated that we should have th 
paper \"within days.\" We will remain in close ct 
Minister of Foreign Affairs to track the status of 
document 

the Prime Minister. It is our understanding that 
the Government of Lesotho will send a commur 
that it has agreed to be a signatory. We have n 
statement on this matter to anyone 

we have informed the government that if they w 
quiet matter 

our Public Diplomacy officer received a call Jun 
European Union delegation officer asking if the 
Lesotho had signed an Article 98 Agreement wi 
response was “По document had been signed. 
best to take this tack until we have the actual ac 
hand 

offered the GOL arguments against the U.S. po 
Ambassador and Foreign Minister (who has jus 
Thailand) will have the opportunity to determine 
Governments wishes to publicize it once the d 
signed by both parties 

representing their respective governments. Enc 
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PERRY 
68568 


5. (C) In response to a question from Dep U/S 
Boucher affirmed that the north-south regional f 
put in question continued U.S. support for the ei 
energy corridor; rather 

options to build countries 

Both sides cited completion of Baku-Tbilisi-Ceyl 
pipeline and progress on Baku-Tbilisi-Erzurum ( 
tremendous accomplishments and highly symbı 
continued commitment to east-west transit. Boı 
example of Kazakhstan renegotiating its gas co 
Gazprom as a small victory for empowerment b 
options. 
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6. (C) Citing questions about Turkmenistan 
willingness to be a connection for a prospective 
trans-Caspian pipeline for gas 

holding much higher near-term potential for a p 
well as a separate oil linkage to Baku-Tbilisi-Ce 
stated that the U.S. Trade and Development Ag 
would soon announce funding for a feasibility st 
pipeline across the Caspian for gas from Kazak 
sides agreed that realizing a trans-Caspian pipe 
require strong support from the U.S. and Turkey 
Jacobson noted that Turkmenistan might be ab 
into a Kazakhstan pipeline. She said that Turkr 
date was unwilling to be open about its reserves 
susceptible to pressure from Gazprom. 


7. (C) Turkish Energy Coordinator Mithat Balka 
there was a convergence of U.S. and Turkish re 
policy. He worried 

confusion about north-south linkages competinc 
diverting from the east-west energy corridor. B: 
for clear support from the U.S. for the East-Wes 
(also plugging high level U.S. support at the 
Baku-Tbilisi-Ceyhan inaugural on July 12-13). I 
emphasized that Russia was putting pressure c 
including Turkey 

excluding Caspian gas. Ambassador Ordway p 
Russian leverage was reduced because its аем 
were dwindling; Balkan insisted that this made | 
pressure more &desperate8. 
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8. (C) Director General Resit Uman emphasize 
U.S. and Turkish policies in the region. He said 
fully supported integration and cooperation and 
political and economic reform. Uman cited Turl 
historical and special ties to the region. He етү 
that each country had its specific characteristic: 
monolithic approach was impossible. Uman ad 
Turkmenistan and Uzbekistan were difficult anc 
but noted that Turkish companies have still bee 
successful in both 

asserted that Turkey 

focused on democratization after 2003 
accession. 


9. (C) Accepting Boucher 

of education 

important in the region 

&foundations8 which still provided a modern an 
quality education sought out by the local elite (a 
reference to Fethullah Gulen Islamic schools). 
that Turkey provided significant training and вс” 
the region. The Turkish side also cited activitie: 
Turkish Cooperation and Development Agency 
to USAID) in the region. 


10. (C) Boucher also stressed the need to focu 
efforts on information (as almost all media comi 
Russia) 

success on counter narcotics could be particula 
for Afghanistan and Central Asia. 


11. (C) In response to a question on Kazakhst: 
OSCE Chairmanship in 2009 

meet the high standards of the organization. Tt 
how and when Kazakhstan would do that. The 
been able to certify Kazakhstan 

and democratic reform to our own Congress 
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it will achieve the standards by 2009. Neverthe 
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talking with Kazakhstan about this and have ast 
identify the steps they will take to reach accepta 
rights standards. 


12. (C) In both the meeting with Foreign Ministe 
the general session 

intelligence (TNIO) officers 

stressed the long and special relationship Turke 
Afghanistan. Turkey has pledged $100 million 1 
Afghanistan 

and has taken over joint command of Kabul Cei 
It will establish a Provincial Reconstruction Теа! 
later this year. Gul said the Afghan leadership i 
progress 

foreigners will not always be there. 


13. (C) Boucher stated that the perception that 
situation in Afghanistan is deteriorating was not 
Rather 

the central government out to the borders 
conflict and &testing8 from criminals 

Taliban. He said that the Taliban 

narcotics 

that expansion of government must mean the e 
government. He cited recent replacement of pc 
better 

against the local misperception on the ground tt 
not as good as the Americans 

change in the U.S. commitment to success in A 


14. (C) Deputy Director General Babur Hizlan v 
for these objectives 

levels of U.S. forces. He and the Coordinator fc 
Afghanistan Koray Targay provided a long list o 
support and training in the sectors of health 
security 

in roads and rails 

and Asia-Europe 


15. (C) Boucher expressed appreciation for Tu 
contributions. He noted that the U.S. was dedic 
billion per year to security 

reconstruction. Citing the importance of both pr 
secondary road development (&good guys use 

augmenting government services 

international support for infrastructure. Bouche! 
supported increased literacy and vocational trai 
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that Afghanistan had been one of the world 
countries in the 50 

downhill for two decades. 


16. (C) DAS Gastright echoed the observation 
Taliban and other resistance was disparate and 
monolithic 

reacting to expansion of government control. H 
Operations &Mountain Lion8 and &Mountain Th 
successful for expanding government control in 
areas in the east and south. Gastright emphasi 
needed to counter misinformation on governme 
also described efforts to increase roads and po 
infrastructure 

governance and narcotics eradication 

project as a successful program. 


17. (U) This message was cleared by Assistani 
Boucher. 


18. (U) Dushanbe Minimize Considered 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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WILSON 
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vote 

We have also been in touch with the Guatemal 
which has demarched the Egyptians and receiv 
non-committal reply. We will keep in close touc 
MFA players on this issue and take every oppor 
the case for Guatemala. We will also continue | 
allies at the Arab League. 

RICCIARDONE 


68570 
representatives have objected to clauses limitin 


of resistance\" to Palestinian territories capturec 
in 1967. 


4. (C) Fatah sources told ConGen POL FSN on 
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HAMAS has indicated its willingness to form a ^ 
an agreement on the prisoners\' initiative. Fatal 
Fahmi al-Zaharir told POL FSN June 19 that Fa 
for the creation of a new government 
technocrats 

prime minister. Al-Zaharir reported that Nablus 
Fatah-affiliated 

candidate (biographical information via septel). 
predicted that PM Isma\'il Haniyyah will not opp: 
reshuffle to incorporate technocrats and represt 
other factions 


Gaza Violence Continues; 
SSF Still Deployed 


5. (C) Gaza-based Presidential security sources 
five RPGs were fired at PSO headquarters in К! 
June 18 at 0830L 

casualties. In addition 

launched from Gaza June 16-19. Fatah\'s Abu 
and PIJ claimed responsibility for the attacks. 


6. (C) ConGen FSNI in Gaza reported June 19: 
HAMAS-affiliated Special Security Force (SSF) 
deployed in Gaza at major intersections and se 
areas 

from the streets and integrate them into the PA 
forces(reftel). 


7. (C) Speculation about an imminent agreemer 
intensified in recent days 

second -- or third-hand. While certain elements 
HAMAS are eager for an agreement 

sides (including Damascus 

signed off. 


WALLES 
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trouble\" if the Bakassi is handed over to Came 
they would \"rather die like dogs on the side of t 
than be subjected to Cameroonian authority. TI 
claim that their \"blood ties\" with groups in the | 
would give them access to weapons necessary 
insurgency. Returning to this point 
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stressed that \"we may all die as a people 

with pride 

had in a previous meeting with the Embassy\'s . 
that they were ready to declare a republic and h 
flag and national anthem prepared. 


4. (C) The two representatives displayed a ser 
betrayal by both the GON and the international ı 
President Obasanjo had repeatedly assured the 
not cede \"even an inch\" of Nigerian territory 
was a sudden settlement in New York that cede 
Bakassi peninsula. There was no preparation c 
residents 

they said. A question repeatedly raised was wh 
a plebiscite has been minimized. The two repre 
felt that before transferring the Bakassi to Cami 
people should have a chance to vote 

perceived right to self-determination 

would like to call home. They said they would ri 
handed to the US or the UN in a trustee arrange 
Cameroon 

with 

emphasizing the official bilingual status of Cam: 
the Efik communities in western Cameroon. Er 


5.(C) PolMilOff stressed in unambiguous term: 
would not/not support any sort of armed moverr 
transfer of the Bakassi 

representatives seemed genuinely surprised by 
went on to emphasize that violence would not a 
issues of underdevelopment and lack of infrastr 
by the people of the Bakassi 

development and international engagement tha’ 
existed. The DATT implored both representativ 
positions as community leaders to calm their pe 
make the transition period peaceful and succes 
parties involved 


6. (C) Comment. The transfer of Bakassi is a 
emotional issue for the residents of the peninsu 
sudden compromise agreement implementing t 
as even more of a surprise to them than it did tc 
international observers. The threat of local viole 
Nigeria can never be taken lightly 

presence of small arms and disaffected youth n 
all the more real. Mission will continue to press 
for permission to visit the Bakassi (a request thé 
repeatedly denied) to expand engagement with 
community. End Comment. 

FUREY 
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expansion\" agreement was partially annulled w 
dissident community held its GOB author hostaı 
Meanwhile 

support to undertake \"reduction\" operations (A 
eradication) in the Yungas (a historic first) 

has been unable to pull together its own counte 
(most especially 

cocaleros about where to begin reducing exces: 
cultivation). END SUMMARY. 


LIBERALIZING \"LICIT\" LEAF 

2. (SBU) The government of President Evo Mor 
steered a circuitous route in defining its coca 
policy 

terminology: \"reduction\" or \"rationalization\") w 
also dramatically redefining the controls on the 
domestic sale of leaf. On June 17 

a new regime governing the commercialization ı 
leaf 

\"revalorize\" the leaf. Under this new regime 
individual producers are now permitted to seek 
channels for the sale of leaf to reach new markt 
through a barter system (trueque). 


3. (SBU) The announcement was made in Irup: 
Yungueno community where Morales celebrate: 
opening of a coca tea plant financed with US$1 
of Venezuelan assistance provided under the ai 
of the People\'s Trade Agreement (Tratado de € 
de los Pueblos) signed in Havana on April 29. ( 
President arrived at the event in one of the Purr 
helicopters recently provided to the GOB by the 
Venezuelan government.) Morales admitted the 
initially the project would run at a loss 

permit us to demonstrate that the coca plant са 
used for other purposes than just the productior 
cocaine 

Morales also spoke of eventually baking a cake 
from coca flour for Fidel Castro. 


4. (SBU) Morales also invited Yungueno cocale 
attend a June 29 ceremony in the Tropico de 

Cochabamba where he said he would lobby Arc 
President Kirchner to accept the legal import of 
coca leaf into Argentina. In a separate press 

account the Argentine Ambassador to Bolivia w 
reported to comment that there was a history of 
consumption among residents of Jujuy. (NOTE: 
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newspapers subsequently declared that Morale: 
meet Kirchner in Buenos Aires on June 29.) 


5. (SBU) The new commercialization regime als 
contemplates the recycling of seized leaf for the 
benefit of impoverished camposinos residing in 
altiplano 

structure for coca; it also might be provided to tl 
elderly. (NOTE: The means for effecting this 
recycling before the leaf becomes unpalatable e 
unclear 

leaf is not diverted to narcotrafficking. END NO 
This recycling apparently violates the letter of Le 
1008 

revised to suit the GOB\'s new priorities. 


6. (SBU) Hugo Salvatierra 

Development 

been agreed to by both producers and the retail 
sellers of coca. The GOB however never provid 
draft text to the USG 

that it do so; the Embassy is still seeking the 
official text. 


7. (SBU) In Irupana 

balanced this expansive policy with a call for 
voluntary rationalization: \"(Rationalization) is nc 
an imposition; rather it is a suggestion. It is 
better for everyone to rationalize 

plots to a maximum of half a hectare and stop 
there.\" (NOTE: Allowing a half hectare --5 
meters-- greatly exceeds the standard \"cato\" ( 
sq meters) that Felipe Caceres (the Vice Ministe 
for Social Development 

has said the GOB wants to apply countrywide. E 
NOTE) 


8. (SBU) In an interview published June 19 
Salvatierra apparently began to backstep from I 
forward-leaning pronouncements in Irupana. He 
Ley 1008 was not being changed 
commercialization were actually becoming mort 
strict 

responsibility of each coca federation to 
administer 

member (afiliado) through the two legal market: 
V'The (producers) cannot begin free cultivation . 
Control will be V'coordinated with the (coca grov 
associations 

from there that the flow towards illegal uses 
begins 
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PUSHING FOR --THEN RETREATING FROM- 
9. (SBU) In sharp contrast to this liberalizing 
trend is the GOB\'s avowed desire to assert cor 
over coca Cultivation in the Yungas 

has resisted such intervention. On June 9 
official within the GOB\'s Vice Minister of Coca : 
Integrated Development unveiled a \"по expans 
agreement covering some 40 

traditional zone surrounding Coroico 

rupture with Yungueno belligerence against any 
of control. Unfortunately 

official was held captive by a dissident commun 
within that same zone until he signed another 
pronouncement that maintained the \"no expan: 
zone 

community. The GOB hopes to secure further \' 
expansion\" agreements from other Yungueno 
communities in the coming weeks. 


LAUNCHING REDUCTION IN THE YUNGAS 
10. (SBU) On June 8 

requested NAS support to undertake operations 
\"reduce\" (aka eradicate) coca cultivation in the 
Yungas 

area outside the traditional zone that has 
experienced recent growth in coca plantings). 
Caceres said that eventually reduction operatio! 
would be extended into La Asunta 

Larecaja. Cocaleros would be allowed no more 
cato per family (a norm being extended from the 
Tropico) 

resolution pending the completion of the EU-fur 
licit demand study (REFTEL). 


11. (SBU) Prior 

initiative to the press in some detail 

the standing up of a \"mini-JTF\" (a reference to 
Joint Eradication Task Force that NAS supports 
the Tropico). Although Caceres wanted reductic 
activities to begin as soon as June 20 

logistical requirements are substantial 

clear agreement with cocaleros yet as to which 
cocales will be uprooted first and the GOBVs ом 
abilities to pull the pieces together are nearly na 
existent. The NAS sent experts to Caranavi to 
determine the requirements needed to support : 
mini-JTF (a small task force consisting of 100 
conscripts and roughly 30 officers and civilians 
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be based in a pre-existing military camp locatec 
Caranavi). They found little evidence on the gro 
that prior coordination had been accomplished I 
authorities. 


COMMENT 

12. (SBU) There is a perpetual disconnect betw 
the expansive line stated publicly by the Preside 
(now so dramatically expressed thorough the ne 
commercialization regime) and what his Vice M 
of Social Defense seeks to do to reign in the 
cultivation of coca. If initial press accounts prove 
to be true 

radically loosen the already minimal controls the 
exist over the licit sale of coca and undoubtedly 
complicate the role of the police in monitoring it: 
movement. (In fact 

legally for the police to seize any excess leaf at 
all.) It might prove to be Bolivia\'s \"great leap 
backward\" in its coca policy. 


13. (SBU) Additionally 

the disconnect between what Caceres says is C 
policy and what actually gets done. Caceres ha: 
consistently voiced a hard line against excess c 
purportedly mirroring the President\'s own views 
Nowhere is this divergence more evident than ir 
Tropico 

under this government have been lackluster 

by a lack of prior planning and coordination with 
cocalero leaders. It is obvious that there are few 
seasoned political operatives dedicated to maki 
all come together 

of establishing with cocaleros where reduction v 
occur. This weakness is most apparent in the V 
Ministry of Coca and Integrated Development 
only explicit responsibility by law is the promotio 
of the \"revalorization\" of coca 

it has also been overseeing the destruction of 


excess leaf. 
GREENLEE 
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also said that Romania would support the admit 
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the Palestinian Red Crescent Society and Israe 
Adom at the same time. 

TAUBMAN 
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school boards 

system 

schools. Insiders believe the BRV will delay the 
controversial law until after the December presi 
elections 

National Assembly could act on it at any time. \ 
immediate effect of the bill would be to undermi 
independence and sustainability of private scho 
Chavistas are postulating an uncharacteristicall 
philosophical argument that the State\'s non-tra 
as society\'s educator -- and \"indoctrinator 
Bolivarians say -- supersedes parental rights. F 
that Bolivarian efforts to reform schools in 2001 
thousands of angry mothers into the streets 

are treading lightly on this topic 

forward direction. End summary. 


2. (C) Poloff met separately with a cross-sectior 
stakeholders on the education issue -- Leonard 
head of the pro-opposition group Asamblea de | 
(Assembly of Educators) on May 24; Octavio Di 
of the Chamber of Private Schools 

Acuna 

on June 1; and Brother Anton Marquiegui 
Venezuelan Catholic Education Association (A\ 
-- to discuss the education bill now before the A 


3. (C) The BRV appears poised to take another 
injecting its ideology and control into Venezuela 
system via a new draft organic law. The infamc 
decree 1011 (aka 

required all public and private schools to accept 
Ministry of Education \"itinerant supervisors 
widely perceived as roving ideological commiss. 
backlash from educators and mothers was imm 
of angry women chanting \"don\'t mess with my 
Carvajal\'s NGO 

marches and ultimately became a founding met 
Coordinador Democratica. (The \"Coordinadora 
opposition group that mounted the unsuccessfu 
recall Chavez by referendum in August 2004.) * 
backed off 1011 
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with other decrees and just plain ignoring existir 
procedures. For example 

offered the national teaching certification for fou 
that 

teachers do not have tenure 

summary dismissal if they resist BRV policy. 


4. (C) In 2002 

controversial education bill and approved the ini 
discussion. Subsequently 

the country experienced waves of political unres 
2004. Carvajal asserted that both Chavez and | 
Education Aristobulo Isturiz were not in favor of 
and had stopped the National Assembly from pı 
in early 2005 

substituted for the one approved by the earlier / 
Acuna 
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decided to ally with Isturiz. He held a series of [ 
consultations to amend the draft 

was a ruse so that Acuna could restore some Οἱ 
content to the draft. Acuna also moderated the 
bill 

other incendiary language. Some opposition fig 
the bill as another attempt to Bolivarian-ize the : 
but the politics had changed since 2001 and the 
opposition was unable to rally much more than ; 
marches. 


5. (C) The draft law is organic 

reforms for the entire education system; subsec 
narrower-focused laws will treat specific themes 
university education or teacher formation. The 

controversial section for private schools and op| 
members is the creation of \"education commur 
essentially school boards expanded beyond the 
members. The draft law says school boards wc 
of the director 

collar workers 

representatives.\" Carvajal said that \"social orc 
would most likely be those sanctioned by the BI 
Bolivarian Circle 

Furthermore 

that representatives would be voted on at-large 
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members of a V'macro-assembly 

organization representatives would have a vote 
teachers and parents would sit on the board. H 
would force a Bolivarian onto every school boar 
country 

in more than half of the nation\'s schools. Acun 
the measure because schools do not exist in a ' 
cannot function without input from the communi 
they operate. 


6. (C) Another hot button issue in the legislation 
religious education. Septel will expand on this t 
briefly 

currently treated as an elective -- in public scho 
provision has drawn attacks from the Catholic C 
draft also recognizes formally the educational \" 
operated by the BRV as the way to guarantee a 
education for those who have been traditionally 
learning in Venezuela. Acuna said the need for 
temporary to suit a specific need and may be te 
that need is filled. (Comment: The missions he 
importance as a method for disbursing cash to ! 
support. The draft language smacks of a guara 
education system and the ministry will not interf 
missions 

Presidency.) 


7. (C) Carvajal said that the bill pushes an ideol 
message with roots in the French Revolution ca 
Educating State\" (Estado Docente). Minister Is 
May 20 press conference 

right guaranteed in the 1999 Bolivarian Constitu 
described the StateVs role in education as one t 
non-transferable 

entity. Isturiz said that the StateVs authority in tl 
supersedes even that of parents because of the 
up Venezuelan citizens 

citizenry.\" The Venezuelan education system i 
said 

according to their own selfish interests 

greater interests of the State. Carvajal noted th 
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refers to the rights and responsibilities of the St: 
times 
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8. (C) The bill\'s airy text 

more basic intent to implant revolutionary ideolc 
schools. Lara State Governor Luis Reyes Reye 
clear picture of the ChavistasV intent when he $ 
group of teachers in Lara on May 24 in the pres 
Minister Isturiz. As reported in the press 


\"You (teachers) are the indoctrinators of the re 
process; you are called to inculcate in the childr 
principles and values of the revolution; you don\ 
afraid to do it. The Enemy says that меуге indo 
Of course we\'re indoctrinating! All professors e 
indoctrinators of the new citizen; the Empire ind 
via its education system 

capitalist and individualist doctrine. We have to 
our communist doctrine from the schools 

to our children of socialism 

principles that (Simon) Bolivar left us as a divine 
inheritance.\" 


9. (C) Deputy Acuna acknowledged private sch: 
temporary necessity while the current system is 
he added that he hoped public schools would in 
point that private education would be unnecess. 
Isturiz frequently derides private schools as mei 
corporations. Given the BRV\'s clear position 
schools are worried. Delamo argued that privat 
comprise an essential sector of the education s' 
cannot be eliminated overnight. He noted that [ 
schools account for 1.6 million students (pre-K 1 
university) 

percent of college entrants are private school g! 
Carvajal pointed out that Minister Isturiz already 
an assault on private schools last year when he 
rollback in private school tuition increases to a 1 
maximum after most schools had already imple 
larger increases. The decree was timed 

that schools had already implemented raises fo 
effected improvements to infrastructure 

into profits for the year. By this method 

the Ministry can slowly drain the profit out of priv 
schools. Marquiegui said the decree puts priva: 
behind by about 40 percent 

Ministry this year are that it will only allow anoth 
10-percent rise. (Note: Persons interviewed th: 
the bill's passage would subject international Οἱ 
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schools -- such as those attended by many Emt 
-- to same onorous provisions applied to all priv 
There are no specific provisions 

international schools in the current draft.) 


10. (C) While signs earlier in the year pointed tc 
this summer 

May that senior BRV officials (possibly Chavez) 
to table the bill because of the pending presider 
elections. Marquiegui said the BRV fears the \" 
in which mothers revolt against Chavez for goin 
indoctrinating their children. Acuna denied to px 
the BRV has anything to fear from political back 
BRV has a sterling track record on education 
with a record 9 percent of GDP going to educati 
Acuna said this includes the education missions 
unclear how much is spent on formal education 
insisted that the education bill was indeed on th 
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legislative agenda and could be taken up in the 
discussion at any time. 


11. (C) We have little doubt the education bill is 
must-have for the hard-core revolutionaries. It\ 
hard 

education reform is anything short of Bolivarian 
indoctrination. It is not certain whether a legisla 
ramrod right now would stir up anger broadly ac 
But it is probably not worth it for the Chavistas tı 
passage this year and risk upsetting large parts 
population on the eve of a presidential election. 
Chavista revolutionary hubris should not be unc 
making it a slight possibility for this year\'s legisl 
session. Also 

deal on religious education 

out of the debate and facilitating easier passage 


WHITAKER 
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diagnosis\") to be conducted with the Venezuel: 
institutions in reftel. 

WHITAKER 
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to Convince\" series celebrating UNESCO\'s 60 
precede the June 19-21 conference “Тһе Futuı 
will take place in Tunis 

Deserts and Desertification. END INTRODUCT 


COMBATING DESERTIFICATION AND CONS 


2. Thomas Schaaf 

highlighted UNESCO\'s progress in combatting 
past 50 years. He discussed how UNESCONSs f 
just protecting the natural environment to evalu: 
well. UNESCO in recent years has also focuse: 
exchange 

others. To that end 

Sustainable Management of Marginal Drylands 
program that strives for sustainable conservatio 
and Asia. Another successful sustainable deve 
by the panelists (all from the UNESCO Secretar 
G-WADI program 

strengthen global capacity to manage water res 
semi-arid areas. Annukka Lipponen 

Sciences 


NEW INITIATIVES: TEACHER RESOURCE KI 


3. Panelist Helene Gille 

Sciences 

Resource Kits 

semi-arid environments. The lessons are for scl 
and are meant to be incorporated into a normal 
are specifically targeted for teachers in arid and 
so children will not only understand the environr 
live 

desertification and land degradation. There are 
one for dryland areas and the other for mountai 
kits in nine languages have been distributed in ‹ 


4. Panelist Herve Barre 

Intercultural Dialogue 

desert and arid regions. He spoke of the rich ni 
heritage in the desert 

frontier." He also spoke of ecotourismVs poten 
economies and sustainable development. One 
ecotourism in the desert was that water should 

the local population to satisfy the needs of touri: 
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article 

Leipzig had increased 

not. The article quoted sources as saying inten 
municipal controls sent a clear message to brot 
The story reported street prostitution has been | 
Leipzig during the World Cup and described ар 
nightclub that resulted in police issuing warrants 
arrest of two men on charges of human trafficki 


6. (U) Over 20 NGOs throughout Germany have 
government funds to conduct dozens of trafficki 
and awareness campaigns. (NOTE: A spreads 
major NGO campaigns 

was provided to EUR/AGS and G/TIP via e-mai 
Volunteers from NGOs are distributing informat 
outside stadiums. German government agencit 
NGOs have established help hotlines that are a 
during the World Cup 

languages to TIP victims 

suspect a prostitute may be a victim of traffickin 


7. (U) The German Women\'s Council governm 
Whistle\" campaign 

member organizations and 13 other groups -- ir 
German Council of Criminal Detectives 

of Trade Unions 

Commission of the Protestant Church in Europt 
Mondiale 

Christian Women in Europe 

Municipal Women\'s Affairs Offices and Equal C 
Offices 

and Emergency Hotlines 

International Labor Organization -- has used pe 
media events 

events to raise TIP awareness. Demand for V'F 
flyers 

NGOs conducting anti-TIP campaigns -- was gr 
originally anticipated 

Marion Steiner. As of April 10 

ordered was two times greater than campaign c 
produced. The campaign subsequently used a 
German Soccer Association (DFB) to produce e 
highlighting the campaign\'s logo 
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8. (U) A social aid organization affiliated with the 
Church 

billboards (27 feet x 36 feet) that read \"Say No 
Prostitution\" in multiple languages outside majc 
stations during the World Cup. The group is als 
in major newspapers and set up a 24/7 hotline f 
victims. Other NGOs have posted large signs il 
train stations displaying anti-TIP slogans in Ger 
English 

NGO \"Women\'s Rights are Human Rights\" (F 
launched major campaigns targeting customers 
to educate clients how to discern whether a pro: 
have been trafficked and whom to contact to file 
a report. NGO personnel hung posters and cor 
distribute brochures throughout the city 

train stations. 


9. (U) The NGO Lower Saxony Coordination an 
Office for Trafficking Victims (KOBRA) has proc 
awareness video with the support of the Lower : 
of Criminal Investigation (LKA) and distributed t 
clip to each of Lower Saxony\'s approximately 2 
and their preventive councils (ref D). A copy of 
available online at www.kobra-beratungsstelle.c 
representatives expect the clip will be aired sevi 
day during the 28-day World Cup tournament oi 
screens at the fan festivals in Hannover. (NOTI 
Approximately 20 

events daily in Hannover. END NOTE.) The vit 
distributed to other cities hosting World Cup gai 
including Cologne 

Kaiserslautern 


10. (U) KOBRA representatives told ConGen Hi 
NGO volunteers are distributing post cards at fe 
throughout Lower Saxony. The postcards call fi 
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prostitution a blatant violation of human rights a 
public to provide KOBRA with clues on potentia 
forced prostitution. KOBRA officials said а broe 
of representatives from political parties 

and womens organizations in Lower Saxony hi 
26 
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Forced Prostitution -- Johns Hold Responsibility 
campaign also calls for improved witness protec 
need-based support for NGOs assisting TIP vic 
contact expressed concern about the accuracy 
claiming German authorities facilitate prostitutio 
said she had been quoted often in the media wi 
having given any interviews on the subject. 


11. (U) In a June 1 debate 

(NRW) legislature discussed TIP in the run-up t 
Cup. NRW Interior Minister Ingo Wolf (FDP) sti 
authorities were well prepared for the fight agair 
said the state had a strong program in place for 
victims. Wolf expressed pride that despite NRV 
fiscal austerity policies 

provide counseling and assistance to TIP victim 
cut. The Greens 

motion calling on the NRW government to use i 
the Bundesrat -- Germany\'s upper house of pai 
press for \"improvements\" in pending federal le 
would implement EU Council Directive 2004/81. 
mandates uniform standards on granting reside 
third-country TIP victims who agree to cooperat 
authorities. The Greens favor granting residenc 
more than 12 months (current legislation requir« 
willing to cooperate with authorities to renew the 
residence permits every 12 months) and grantir 
immunity privileges for members of NGOs that : 
victims. Government coalition speakers mainta 
further protective measures for TIP victims beyc 
directives were not necessary and would in fact 
counterproductive. The Greens\' motion was re 
committee for further deliberation. 


Leipzig Public Awareness Campaign Prompts E 
Victim Assistance 


12. (U) City of Leipzig 

Library 

Protestant Churches organized a forum May 22 
\"Final Whistle\" campaign. Local politicians 
representatives 

event 

entitled Without Gloss or Glamour -- Prostitutit 
Trafficking in the Age of Globalization." Germa 
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Kallenbach (Green party) discussed EU-wide ar 
campaigns. She linked trafficking to globalizatic 
called for harmonizing anti-TIP policies in EU cc 
She also called for more public pressure on poli 
increase funding for anti-TIP NGOs. An NGO rı 
focused on German implementation of EU guid 
residence permits for TIP victims and called on 
government to increase financial support for TIF 
She also talked about the intimidation and violei 
traffickers 

police in their victims to prevent them from turni 
authorities for help. 


13. (U) A police union representative used the e 
discuss a shortage of police resources to comb. 
Saxony (NOTE: As reported ref A 
commitments have stretched police resources t 
Germany\'s eastern states. END NOTE). He tc 
challenges in investigating trafficking networks ‹ 
obstacle posed by TIP victims\' reluctance to co 
He stated German Customs officials working or 
border with Poland and the Czech Republic hav 
training on TIP and described a campaign to ed 
public in the border region. 


14. (U) This message was coordinated with Coi 
Hamburg 
TIMKEN 
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Guantanamo?\": \"What took place in Guantana 
humanity. It contradicts all the nicely put words 
that the U.S. Administration forms on human rig 
detainees --two Saudis and one Yemeni-- at the 
died 

truth 

who believe that the death of these detainees w 
They have unsuccessfully tried to get the rest o! 
their voices; but no one has responded. Private 
human rights organizations and attorneys for th 
attempted to arrange meetings with them 

least be charged with whatever crime they were 
committing. But 

Administration. The United States 

first allegedly proclaimed defender of human rig 
acts that contradict all its stated human right val 
about the death of the three detainees in Guant 
carelessness and injustice that they have suffer 
my mind the U.S. Department of State reports c 
third world prisons 
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and torture. We as the Human Rights Committe 
Society add our voice to those who are calling fı 
the detention center in Guantanamo 

legal rights.\" 
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For more reporting from Embassy Kuwait 
http://www. state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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operation.\" (See para 6 for full text of Aide Men 


3. (C/ REL AS 

will not take part in a PRT in Iraq because of co 
local Iraqi resentment of Coalition presence anc 
involvement in a PRT with limited assets would 
Australia\'s operational overwatch mission. 


4. (C/ REL AS 

convey these points to Washington. Charge ca 
however 

requirement to obtain Iraqi consent for Coalition 
operations in advance 

current obligations to protect Iraq\'s security unc 
1546 and 1637. Such a restriction 

would contravene our requirements for freedorr 
which the GOI has accepted. Finally 

transfer of security responsibility in Muthanna P 
not remove MNF-I\'s continuing responsibility fo 
command and control of all Coalition and Iraqi € 
Forces (Iraqi Army and National Police). Charg 
he was very disappointed with Canberra\'s deci: 
participation and pressed to see if locating the F 
Tallil Air Force Base might change the Australia 
government\'s decision. Brown responded that 


5 (C/ REL AS 

Muthanna Province was announced by the PM ı 
believe that keeping the Australians on board in 
some way in the PRT is important 

this request for prior Iraqi consent. Persuading 
Australians to do so is best dealt with in capitals 
do not know what the GOA meant in the fourth | 
Aide Memoire (nor did Ambassador Brown) 


Column 3 

possible reference to rules of engagement and | 
constraints. This could be fleshed out in capital 
We request that Washington and Canberra kee 
developments. END COMMENT. 


6. (C/ REL AS 

Delegation the 15 June Quadrilateral Meeting ir 
number of bilateral Meetings. The following da 
Ministry of Defence and the FCO at which they: 


Sought to have the National-Level Implementing 
between the GOI and MNF-I include a specific « 


written instruments in the event Coalition Force: 
requested to assist the ISF in crisis re-interventi 
operations under operational overwatch. 


Stressed the need to ensure there was clear an 
Iraqi consent for each specific operation. 


Recommended that the provincial-level agreem 
Iraqi Governor of Al Muthanna province and MN 
reference to respective Coalition PartnersV nati 
elements and processes. 


UK interlocutors undertook to attempt to have a 
language to this effect inserted in the respective 
agreements. END TEXT. 

SPECKHARD 
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Plus Council of Ministers for sanctioning by mer 
and possibly also by the African Union (AU) anc 
Commission members agreed to improve the qi 
quantity of intelligence to the fusion cell 
standard operating procedures for operationaliz 
\"actionable\" intelligence 

rebel leaders to be sanctioned. The ministers v 
meet informally on the margins of the AU Sumn 
July and possibly in a formal ministerial in New ` 
September on the margins of UNGA. End sum 


2. The Government of Rwanda hosted a U.S.-f 
meeting of the Tripartite Plus Sub-Commission 
and Defense in Kigali May 26-27 to follow up on 
made during the April 20-21 Bujumbura ministe 
This was the 14th meeting of the Tripartite Plus 


Column 3 

Commission and second meeting of the Sub-C« 
Representing the four Tripartite Plus member si 
Amb. Richard Sezibera 

Great Lakes Region (Rwanda); Col. Godefroid | 
Deputy Army Chief of Staff (Burundi); Mbadu К! 
Diplomatic Office of the Presidency (DRC); and 
Butuuro 

Amb. Don Yamamoto 

Affairs (U.S.) 

host representative Amb. Sezibera. MONUC re 
LTC Patrick Van Hees and LTC Mike Burke 
representatives Col. Waldemar Vrey 

Mzinjana participated as observers. 


3. As mandated by the Bujumbura ministerial it 
Sub-Commission focused on improving intellige 
by the fusion cell 

for acting on intelligence 

operational effectiveness 

leaders for the Tripartite Plus Council of Ministe 
approve and submit to the AU and UN for possi 
sanctioning. 


Opening Remarks 

4. In opening remarks 

delegation hosting the meeting 

Plus Commission has come a long way since it: 
that there is more work to be done to strengther 
cooperation and to reduce the threat of armed r 
He welcomed the continued support of the U.S. 
reiterated the Commission\'s decision to hold ac 
armed groups that failed to voluntarily disarm b 
September 30 

sanctions to restrict their activities. 


5. Amb. Yamamoto thanked the delegations foi 
commitment to work together to address the fur 
problems that affect all their countries: counteri 
threat of rebel forces 

promoting and developing economic integration 
the delegations for their exemplary commitmen 
served as a model for other bodies. He pointed 
everything that has been accomplished has bee 
collective effort of each of the member countrie: 
the U.S. 

reaffirmed U.S. commitment to continue its sup| 


Improved Regional Relations 


6. Rwandan Foreign Affairs Minister Charles M 
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commended the delegates for their participatior 
commitment to addressing issues that are critic. 
region. He observed that problems in the regio 
primarily security-related 

among the states and that improved regional se 
lead automatically to improved diplomatic relatic 


7. He expressed Rwandavs appreciation to the 
creating the Tripartite Plus forum and comment 
Yamamoto\'s frequent visits to the region demo 
commitment of the U.S. to the process 

yielded tangible results. For example 

Rwanda and the DRC 

Vvery cordial. The two countries have agreed 
envoys and they no longer exchange sharp wor 
international meetings. (Note: DRC officials ha 
repeatedly said that a formal exchange of ambe 
not be possible until after the July 30 presidenti: 
elections. End note.) He reiterated the GORVs 
to the process and assured that it will attempt tc 
whatever decisions are made. 


Tripartite Fusion Cell 

8. Parties reaffirmed their commitment to такі 
facilitated fusion cell fully operational and integr. 
with national intelligence operations 

timeline with measurable milestones for attainin 
operational effectiveness by August 30 

to provide intelligence to the TFC 

quantity of data for \"fused\" actionable intelliger 
effectively respond to the regional threat of arm 
and form a military planning component within 1 
coordinate immediate and long-term responses 
intelligence. 


9. They requested that the U.S. play a more ac 
providing requisite logistical and material suppo 
processing and analysis of intelligence 
evaluating intelligence 

resolving disagreements among member states 
deconflicting competing intelligence. In additior 
requested that MONUC 

role in sharing intelligence and providing logistic 
support to the TFC 

earlier request for assistance. 


10. MONUC observer LTC Mike Burke reaffirm 
commitment to the fusion cell 
intelligence and other joint efforts to remove the 
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negative forces are V'of paramount importance ! 
security.\" He noted 

been developed to instruct MONUC on its respc 
He pledged to work with UNDPKO to hasten de 
guidelines 

changes MONUC\'s Chapter VII mandate to a C 
after the July DRC elections 

joint operations would be hampered. 


11. Col. Timothy Rainey 
African Affairs 

is to receive 

intelligence 


Most Wanted Lists 

12. Parties reaffirmed their commitment to imp: 
sanctions 

Council of Ministers in Uganda in October 2005 
groups and their leaders and supporters who Πε 
September 30 

These measures include an assets freeze and i 
travel 

and restricted access to the media and visas. 


13. As a follow-up to their October 2005 comm 
member state developed and submitted to the f 
initial list of "most wanted" political and military 
of negative forces. These lists will form the bas 
consolidated 

sanctions within the four member states 

by the AU and UN. 


14. Parties agreed to submit to the facilitator re 
for clarification on the provisional lists that they ` 
to resolve among themselves. The USG agree 
the provisional lists and to submit a consolidate: 
the Tripartite Plus Council of Ministers prior to tl 
Summit in Banjul in July for approval and submi 


AU for sanctioning. (Note: if approved 

first time the AU has imposed sanctions. End n 
Yamamoto noted that imposing sanctions woulc 
step 

consequences when member countries fail to e 
sanctions -- would be discussed at the next min 
meeting. The USG agreed to provide proposed 
arrest and prosecution 

treaties 

and to explore the possibility of using the fusion 
mechanism for tracking sanctioned individuals. 
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Final Outcome Documents 

15. The two-day Kigali meeting concluded with 
by delegation heads of a Summary of Conclusic 
attachments (attachment 1 

Experts\' recommendations of January 30 
communications architecture and operational cc 
attachment 2 

intelligence; and attachment 3 

actions and milestones). The ministers will nex 
informally on the margins of the AU Summit in E 
and possibly in a formal ministerial in New York 
September on the margins of UNGA. 


Comment 

16. The commitment of all four Tripartite Plus n 
states 

toward eliminating the common threat of negath 
ensured the success of this meeting. While пес 
were at times prolonged and difficult 
discussions of specific individuals for sanctionir 
Commission succeeded in meeting its overall ol 
evident willingness of the parties to cooperate o 
security 

message for the future of conflict prevention an 
in the Great Lakes region. With greater operati 
effectiveness 

critical mechanism in ensuring regional peace a 
ARIETTI 
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artists predominantly from Europe and the Arab 
cross-cultural communication 

dialogue 

participants presented interesting ideas on how 
intercultural dialogue 

WestVs desire to impose its values on the Arab 
seminar did not generate any broad consensus 
dialogue. The seminar took place June 6-7 

by the Permanent Delegation of the Sultanate o 
the Division of Cultural Policies and Intercultura 
UNESCO in the framework of the Arabia Plan. 
approximately 100 participants 

UNESCO 

capital 2006. (Note: Oman currently presides tt 
Conference.) 


2. UNESCO\'s Arabia Plan is intended \"to incre 
Arab culture in the world and to encourage grea 
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understanding between Arab culture and the otl 
promoting dialogue and exchanges.\" Activitie 
thoughtfully organized and targeted to appropri: 
advance U.S. objectives of countering extremisı 
COMMENT. 


OPTIMISTIC PROPOSALS FOR INTERCULTL 


2. Panelists discussed both how to make interc 
effective 

One keynote speaker 

contended that in order to find common ground 
should not speak of culture or religion as if it ha 
debate 

others. To that end 

one person claims to speak for an entire group 
Appadurai 

Huntington\'s theory of a Clash of Civilizations 
theory implicitly stated that intercultural dialogue 
Mr. Appadurai was the sole panelist from the U 


3. Several panelists idealized the \"city\" as а gi 
intercultural dialogue. Keynote speaker Andr M 
de France discussed the city during antiquity an 
times 

specifically mentioned Baghdad as the home ( 
world. Another panelist spoke of the need for т 
that promote intercultural understanding 
Frankfurt and Rotterdam. Another interesting p 
many is that culture is more than words; it is als 
expression such as looks 


PRAISING THE ARAB WORLD AND PROMOT 


4. A keynote speaker in the session on \"The E 
World" argued for a broad notion of cultural rel, 
Europeans are too proud of their human rights : 
emphasis on assimilation. Traugott Schoefthalı 
Anna Lindh Foundation for the Dialogue betwee 
Euro-Mediterranean Partnership between the E 
states that border the Mediterranean) 

wrong with maintaining differences 

a \'common language of differences" just as th 
of Human Rights had been a \"common langua 
contended that interfaith dialogue (but not interc 
is virtually impossible. In the ensuing discussio 
participants from Arab states also criticized wha 
the WestVs wish to impose its values on the Arc 
participants expressed their support for the coni 
the importance of continuing dialogue on these 
OLIVER 
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would deny Fico most (but not all) of his potenti: 
One HZDS interlocutor told us that they prefer : 
plus one" option to continue the reforms 
remaining party chairman but not seeking a role 
government. On the other hand 

and will go with Smer as option B. KDH 
lower-than-expected results 

closely whether to go with Smer 

party is currently split into three \"camps:\" those 
to work with Smer 

those that would work something out with Meci: 
the \"losing\" parties will decide the shape of the 
END SUMMARY. 


FICO GETS MOST VOTES 


2. (C) Smer chairman Robert Fico emerged fr 
elections confident that his party -- which perfor 
than he had expected (reftel) -- would receive tt 
from President Gasparovic on June 19 to consti 
according to SmerVs preferences. He even tipp 
the press over the weekend 

coalition options that included Smer-KDH-SNS 

or Smer-HZDS-SNS. We believe Gasparovic w 
of meeting with all party leaders to show a presi 
of bias. He has called for a press conference a 
19 

beginning June 20. Only if Fico is unsuccessful 
Gasparovic give Dzurinda a chance -- an that ој 
require KDH 

Dzurinda is already deep in negotiations to orch 
a course of events; Dzurinda advisors confirme 
Gasparovic was on television asking Fico to fori 
government 

While Fico will get the first attempt at forming a 
government 

be doing his best to make sure Fico is not succi 


..BUT DZURINDA STRIKES FAST 


3. (C) PM Daurinda clearly has been embolder 
higher-than-expected percentage 

Slovaks voted for reform parties than against. ! 
immediately reached out to HZDS and KDH to t 
foundations for a SDKU-KDH-SMK-HZDS coali! 
coalition would have an 80 to 70 advantage 

the 76 needed for a majority. Smer was surpris 
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to emerge from a 11:00am meeting on June 19 
Gasparovic without an immediate mandate to fc 
Gasparovic 

promised to first meet with all parties. Dzurinda 
told us that SDKU was working hard on cement 
deal before Dzurinda\'s 1:00pm meeting with С: 
vice chairman Pavol Paska told us that they wei 
Gasparovic\'s refusal to offer them the mandate 
\"we won a third of the votes; we have a right to 
government.\" 


4. (C) Smer immediately reached out to us at: 
levels 

KDH to accept cooperation with HZDS 

decided HZDS was V'acceptable to the internati 
Smer jumped to the conclusion that the U.S. st 
Dzurinda\'s effort 

repeatedly that we would not and are not playin 
what is an internal Slovak affair. 


HZDS MIGHT GO ALONG WITH DZURINDA Y: 


5. (C) HZDS Vice Chairman Milan Urbani told 
HZDS prefers a Vcontinuation of reforms Y" and 
one\" coalition made up of the former center-rig 
coalition with HZDS (SDKU-KDH-SMK-HZDS). 
KDH is the only party reticent about this formule 
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former Minister of Justice Daniel Lipsic particule 
to cooperation with Meciar. Urbani said that HZ 
that there is a solution to this impasse that can | 
without removing Meciar from his party chairma 
not elaborate 

cabinet Ministry. (NOTE: Urbani is from the Үр 
wing of HZDS 

than Viliam Veteska 

Smer. END NOTE.) 


6. (C) Urbani said that HZDS is determined to 
government 

\"three plus one\" proposal does not work out. | 
they already have an offer from Smer 

to sign the afternoon of June 19. 


7. (C) COMMENT: HZDS 
second place in 2002 elections 
fifth this year. \"Slovaks are stupid\" Urbani saic 
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voters went with Slota\'s anti-Hungarian agenda 
with it.\" 


KDH IN CLOISTER 


8. (C) SDKU parliamentarian Ferdinand Devin: 
his party is working on the \"three plus one 
remains divided about whether to work with theı 
admitted this would be a difficult chore 

positive side that KDH has not drawn any \"we v 
with Meciar\" lines in the sand since the electior 
KDH is saying \"no\" to HZDS 

can be found that limits his influence 

arranged. Dzurinda is working hard to find suct 


COMMENT: THE ROAD AHEAD 


9. (C) The high number of votes received by bı 
SDKU has emboldened both 

atmosphere in Bratislava. SDKU won an advan 
action attempting to build a coalition 

awarded Smer the first attempt at forming a go\ 
remains to be seen whether SDKU\'s advantage 
will result in a three plus one coalition 

simply a tactical speed bump for Smer -- and PI 
Robert Fico. 

VALLEE 
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Morocco specific problem\" she said 

countries of origin need to take some of the res 
as well.\" Zailachi expressed the GOM 
upcoming Euro-African Conference on Migratioi 
Development as well as its disappointment at A 
decision not to participate. The conference will 
in Rabat on July 10-11 and expects to bring tog: 
European and African countries as well as doze 
regional and international organizations. Zailacl 
poloff that high-ranking Government of Mexico ‹ 
have also agreed to attend as observers only. 


3. (C) Turning to another subject of concern fo! 
Zailachi mentioned the newly announced budge 
various European cities to Morocco. Moroccan 
specific concern are Agadir and Marrakech 
destinations for sex tourism 

admitting that that cheap flights will increase tot 
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main economic goal for Morocco 

that the \"wrong type\" of tourist may find the ba 
appealing as well cause increased problems in 
areas. The flights are scheduled to begin to Ma 
July and all eyes will be carefully trained on the 
(Note: Coincidentally 

conoff earlier June 16 similar fears about the 
bargain flights. He claimed that the flights may 
numerous inexperienced British travelers to Mo 
possibly leading to an increase in the number οἱ 
Citizen Services cases seen each year at the Bi 
Consulate.) 


GREENE 
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least January 2007 before the force could be sti 
SUMMARY 


2. (C) Jean-Marie Guehenno 

Peacekeeping Operations (U/SG DPKO) briefet 
NYDjamena diplomatic community June 16 ont 
DPKO\'s technical assessment mission to Darft 
stressed his impressions from his June 13-15 п 
Fasher 

Agreement (DPA) is a positive step 

transition toward peace 

polarize attitudes among refugees and IDPs on 
the Chad/Sudan border. He said he had heard 
expectation that a UNPKO in the region would s 
Government of Sudan 

unrealistic. On the other hand 

deployment a V'UN invasion\" to be feared. 


3. (SBU) Regarding his June 16 meetings in NY 
Guehenno called them useful for getting a regio 
perspective. The DPKO/AU mission had met e; 
with Chadian President Deby 

Affairs and of Territorial Administration. They h 
briefed at the French Embassy 

in N\'Djamena. Guehenno said it was clear fror 
conversations that the Darfur conflict V'interfere: 
intersects with ChadYs domestic political schisn 
he had seen considerable evidence that armed 
to President Deby were established and active i 
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Darfur. 


4.(C) The U/SG said President Deby had expre 
support for a PKO 

with reality. Guehenno said that managing the 1 
from AMIS to a UNPKO in Darfur would be eno 
and there would not be room for this force to be 
Vintegrated into the Chadian conflicts. V" 


5. (C) Ambassador Wall raised the questions of 
for a UN PKO in the Chad border region in prov 
protection for refugees and IDPs 

have learned about reports of Chadian support 
opposing the DPA. Guehenno called getting a | 
Va logistical challenge -- more like a nightmare! 
cautioned that providing security for the region\' 
and IDPs was equivalent to trying to police seve 
20 

expectation that а РКО could \"lock up\" 1 
Chad/Sudan border 

was trying to come up with ways to maximize vi: 
monitoring capabilities. He noted that the affect 
Chad along the Sudan border amounted to regii 
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kms by 800 kms 

He urged his audience to entertain no illusions 
would be possible in Chad from a UN presence 
Last 

troops would be on the ground in Darfur. 


6. (C) Regarding DPA spoilers 

received reports of Chadian support for elemen 
Minni Minnawi\'s faction of the SLA/SLM. He nc 
increasing fragmentation between Zaghawa an 
and within the Zaghawa clans. He said that whi 
positive thing that Minnawi had signed on to the 
not lose sight of the fact that Minnawi himself ас 
command full spport. 


COMMENT 


7. (C) U/SG Guehenno was straight-forward an 
commentary regarding how the technical asses: 
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looking at its probable impact on and involveme 
He stressed repeatedly the need to control and 
expectations. END COMMENT. 


8. (U) Tripoli Minimize Considered. 
WALL 
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for thousands of U.S. dollars and demanded th: 
fired. 


3. On June 12 

and broke into the UNHCR compound 

23 UNHCR vehicles and plundered two of the g 
UNHCR offices causing approximately $50 
damage. Police arrested 61 people 

still looking for 8. Of those arrested 

refugees 

Liberian ex-combatants whose refugee status h 
rejected. 


4. UNHCR Representative for Sierra Leone Elik 
told PolOff that he had signed approximately 50 
status rejection letters to Liberian ex-combatant 
his arrival in August 2005 

or three months. They are upset 

they have not been chosen for resettlement. 


5. Segbor told PolOff that after the first demons 
UNHCR staff discovered that the refugees plani 
demonstrate again. After reinforcing their secui 
posture 

who promised (and later failed) to send an extre 
contingent of officers. When the rioting started 
eight unarmed police officers were guarding the 
(Note: Segbor said that a group of approximatel 
people had gathered the day before at the Natic 
Stadium to plan the raid 

had not picked up on it. We later learned that tl 
Criminal Investigation Department did pick up 
intelligence on the upcoming raid 

Operational Support Department failed to act or 
the warnings by UNHCR personnel. End Note.) 


6. On June 12 just after 1200 
to break through the gates at the UNHCR office 
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unarmed police 

backup but there was no response. Between 5I 
demonstrators breached the gates at approxim: 
Armed police arrived at approximately 1300 anc 
to arrest some of the rioters 

with riot gear arrived 


(Note: Key to the dispersal of the demonstrators 
likely a combination of the arrest of the ringlead 
a heavy rainstorm that began in the middle of th 
End Note.) 


Resettlement Fraud Claims 
Misdirected 


7. FahmbullehVs claim that UNHCR local hire ei 
Inathorma Kumba was selling asylum privileges 
true 

assistant and has no authority when it comes to 
recommending families for resettlement 


8. That is not to say 

are not being sold 

many precautions as it can to verify identity and 
eliminate imposters 

can go. He has heard rumors 

refugees selected for resettlement are selling sj 
\"family members\" for $1 

imposters who claim to have been accepted for 
resettlement who reportedly charge $1 

selling (nonexistent) family slots. 


July OPE Interviews 
Merit Caution 


9. Segbor said that his staff is identifying 228 re 
for Overseas Processing Entity (OPE) personne 
interview during the first week of July for resettle 
in the U.S. Segbor said that during a recent 
conversation with IOM Chief of Mission Andrew 
cautioned that IOM may want to increase securi 
the IOM compound for the duration of the interv 
(Note: Refugee screening interviews will probak 
in the IOM headquarters building in Freetown o1 
Hill Road 

Note.) 
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10. Unlike last year 

identifying refugees currently living in refugee c: 
for possible resettlement. (Note: The refugees 
camps arrived more recently than the refugees 
urban areas. In 2005 

selected from the urban refugee population. Er 


11. The violence on June 12 was likely triggere 
recent delivery of refugee status rejection letter: 
Liberian ex-combatants. There was plenty of fri 
to go around 

were ex-combatants or even recognized Liberia 
It is possible that UNHCRVs decision to recomn 
recently arrived camp-based refugees for resett 
could trigger more resentment and unrest amor 
refugees (or those who consider themselves to 
The arrest of the riot\'s ringleaders removes the 
immediate problem 

violence from frustrated urban refugees 
response 

program remain and will require the continued v 
of UNHCR and other stakeholders 
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empire 

return.\" The Bolivarian Republic of Venezuela 
transmits its messages via its monopoly on all s 
rank and file proselytism physical and psycholot 
intimidation 

himself. Chavez\' hate-sowing rhetoric forces e 
an us-or-them binary decision 

fearful 

resolving basic conflicts. End Summary. 


2. (C) President Chavez is all talk. Like many a 
intent on maintaining power 

political weapon that seeks to vivisect society al 
political 

long and rambling speeches are semi-coherent 
laughable. To the average Venezuelan 

have meaning 


Column 3 

message. Chavez speaks as if his words will cı 
reality they are describing. For example 
distorted version of the events of April 2002 for 
prosecutors finally started filing charges against 
Chavez labeled traitors. For Chavez 
construction site for future public housing and гг 
against the \"oligarchy\" for historically denying | 
poor 

seemingly important) to Chavez than actually bt 
aforementioned houses. While it is tempting to 
to Chavez\' mastery of bovine scatology 

it has remarkable impact on Venezuelans. Mor 
going full throttle to extend his hypnotic messag 
world. 


3. (C) When Abraham Lincoln sought to unify th 
avoid the Civil War 

natures.\" Chavez 

Venezuelans\' V'worse demons\" with a simple c 
strategy. There are many such divisions 

for this analysis. His first cut is between rich an 
Admittedly 

political system had as a characteristic two \"po 
parties that were socially inclusive. Chavez fani 
underlying resentment into flame 

political movement. He continues to pick the sc 
In Chavez Us-vs.-Them thinking 

or rich -- he all but ignores the middle class. Th 
calls V'el pueblo 

all Venezuelans. Bolivarians like to interchange 
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with V'el soberano 

only the poor have the right to speak in matters 
interest. The remaining Venezuelans (at least 4 
the population) 

term 

thinness. Chavistas are now using the term as 
\"escualidizarse\" means to detour from the rev 
and seek a personal fortune (an emerging trenc 
revolutionary vanguard). 


4. (C) The second cut of hate rhetoric is betwee 
imperialism and Bolivarianism. \"Imperialism\" i 
label meaning that all USG actions are motivate 
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desire to dominate other countries. This haranc 
after April 2002 when Chavez accused the Unite 
plotting a coup to oust him. Chavez regularly с: 
United States an \"evil empire 

this is a recrimination of the USG and not of the 
people per se. Of course 

automatically tagged as lackeys of the empire. 
is a Bolivarian term of disdain that is frequently 
with \"fascist 

tantrums against President Bush (\"assassin 
maniac 

stark relief when senior Chavista Eliecer Otaiza 
April 2005 that Venezuelans had to learn to hatt 
anticipation of an eventual armed conflict. Нур 
INR studies in mid-2005 show a clearly declinin: 
Venezuelans\' perception of the United States. 
the studies 

early 2002 (up 27 points to 48 percent) and Ver 
positive views of the United States are down 29 
percent. While not all these changes can be ati 
Chavez and his rhetorical salvo -- the Iraq War 
significant intervening variable -- it is a safe bet 
fulminations against us are having an effect. M 
Chavez uses \"Bolivarian\" as a loose synonym 
anti-imperialism. He paints his Bolivarian Alterr 
the Americas (ALBA) 

of the FTAA 

Venezuela. 


5. (C) A third cut of divisive hate rhetoric is рем 
capitalism and socialism. Underpinned by a ne: 
interpretation of history 

capitalism and neo-liberalism as a \"savage\" sy 
left unchecked will end human life on Earth. CF 
economic theory in religious terms 

socialism as the way of Christ while capitalism i 
system.\" He impugns capitalism for its empha: 
individual and lack of \"solidarity\" and frequenth 
the need for the emergence of a V'new man\" nc 
consumption. For example 

brutally murdered in March 

guilty of \"extreme individualism\" and had devia 
tenets of socialism. Chavez offers socialism as 
alternative 

populist spending programs (ironically fueled lai 
sale of petroleum to the United States). Chave: 
blasts a capitalist \"oligarchy\" in Venezuela that 
undo the works of the Revolution (and cut off be 
poor). 


Column 3 
Target Audiences 


6. (C) Chavez\' strategic audiences are the maj 
pro-Chavez poor 

class) 

spate of international forays 

domestic base 

distributing benefits to the red-clad masses. Po 
that about 20 percent of Venezuelans will suppc 
matter what 
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supporters. Of course 

to tear down and discredit the opposition rather 
to earn and maintain the support of the poor. C 
uses his propaganda to stir up resentment agail 
political opposition 

country. The strategy appears to be working: = 
21 study from April 2006 showed that 60 percer 
Venezuelans do not hold Chavez responsible fc 
problems. At the same time 

opposition is a critical audience. He frequently ! 
with outlandish remarks that usually draw asinir 
For example 

add an eighth star to Venezuelavs flag (reporte: 
Bolivar had wanted it). Not 24 hours went by be 
opposition group held a rally to cut the star out c 
national flag 

Finally 

de-capitated the opposition 

rhetoric of hate for international audiences. He 
to hawk his anti-imperialist diatribe in internatior 


7. (C) Chavistas play on the fears and anxieties 
and poor. For the poor audience 

as a new evolutionary stage in world political thc 
is opposed by the United States and the opposi 
often swears on his life that the opposition \"will 
return\" to power. Chavez and his supporters w 
adversaries want to strip the poor of benefits su 
Cuban-run Barrio Adentro medical program anc 
subsidized food markets. Chavez tells his follo 
they must practice \"solidarity\" and V'community 
seeking personal wealth. He frequently tells his 
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that \"to be rich is bad.\" A priest from Barinas t 
that school reading lessons in his state two yeai 
teaching children phrases like 

rich. Chavez tells the poor audience that an o 
United States is preparing an invasion 

by blowing up the oil fields and converting the b 
an Iraq-like insurgency war. To reinforce this 
Venezuelan military regularly publicizes its traini 
exercises to repel invasions 

citizen-reservists in urban resistance. One pres 
an officer throwing a rifle to a reservists and scr 
\"The gringos are coming for your women. Whe 
to do?" 


8. (C) For the rich 

uncertainties. Rural and urban expropriations n 
publicly touted as correcting an injustice to the | 
it is actually a threat to Venezuela\'s property ov 
nothing is safe for those who oppose Chavez. ( 
Juan Barreto put the elite in a tailspin late 2005 
publicly toyed with the idea of expropriating the 
Caracas Country Club for low-rent government 
warns the opposition constantly of a lower class 
should something happen to his government 
streaming down from the ramshackle neighbort 
CaracasY hilly landscape to perpetrate violence 
In electoral politics 

of a battle 

deliver a V'knockout blow" to the opposition. If: 
to fight by selecting a single candidate 

the idea that he will convert the election to a refi 
his indefinite re-election. These messages are 
keep opponents and would-be opponents subdi 
to risk open conflict. 


9. (C) Chavez continues to develop and target Γ 
international audience 

process. In his early days in office 

much more mainstream acceptance of his asys 
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anti-globalization message among the internatic 
After rounds of political successes in Venezuel 
we suspect international actors are waking up tt 
Chavez\' power accumulation entails. His stron 
perhaps 

Europe 

these dedicated groups present a ready crowd 1 
overseas events and can influence perceptions 


Column 3 
countries. 


10. (C) As pollster Alfredo Keller pointed out eaı 
year 

on a ratio of 20 

media is bitterly critical of Chavez and is able to 
counteract some of the BRV\'s propaganda des 
media content law. Chavez\' most powerful we: 
public arena 

television and radio for hours a week 
compulsory broadcasts on all stations (\"caden: 
his message in a variety of ways. One survey p 
obligatory broadcasts during his seven-plus yea 
836 hours 

2006. The Sunday \"Alo 

propaganda product 

followers glued to the set each week for five to : 
to receive guidance and inspiration. Practically 
talks for the rest of the week about the latest Οἱ 
stealing momentum from all other issues in the 
Thus 

fundamental issues like unemployment or crime 
itself consistently drowned out by Chavez noise 
courting Bolivia\'s Evo Morales or buying Russie 
having Iranians building low-cost housing in Ver 
Chavez only has to promise something for peor 
has delivered it. 


11. (C) The official media can deliver Chavez! c 
message with a programmatic array of subtlety. 
currently four principal 24-hour government tele 
stations: VTV (the principal news and opinion о! 
(targeting poor communities); ANTV (the Natior 
station); and Telesur (Chavez version of CNN : 
international audience). VTV has shock talk shi 
Hojilla 

nightly basis. VTV also airs the cynically titled V 
with Reality" spots that portray opposition figure 
worst possible light. At times of heightened poli 
unrest the station runs cartoon spots depicting | 
caricatures of key USG figures throwing bombs 
terrorists 

a morning show in which an analyst tears apart 
States over every news item from the war on te 
autonomous in name only from the BRV 

news stories that hammer on Chavez" internati 
points 


Column 3 
analysts predict failure for winner Alan Garcia 
with Chavez repeatedly during the campaign. 


12. (S/NF) Of course 

brazenly preaches its messages to its rank and 
missions and other public programs. Participan 
job-creation mission 

comic book that describes the concept of \"епа‹ 
development 

nearly depleted Venezuela of its resources and 
until the arrival of Chavez. The newspaper \"VE 
becoming the \"Granma\" of the Bolivarian Rew 
a daily opinion column which ends 

the world! Chavez is socialism! The educatio 
Robinson 

school texts all contain distorted versions of his 
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including a reference to how the United States t 
empire after forgetting that it was once subjugal 
Britain. When that fails to convince 

troops such as the Tupamaros and various V' mi 
motorcycle gangs to deliver the message. Ser 
to threaten and sometimes commit violence ag: 
figures was a prevailing practice during the era 
opposition protests in 2003-2004. It is still pres: 
today\'s Chavista toolkit 

Ambassador\'s motorcade was menaced by egt 
motorcyclists. Chavistas also dabble increasinc 
psychological operations 

terrorist act of blowing up a pipeline during the 
parliamentary elections to suggest an internatio 
conspiracy against the BRV. 


13. (C) The effect of ChavezV rhetorical onslauc 
frenzied populace afraid to express anything ott 
support 

study by the think tank Cedice Libertad reportec 
residents of the barrio are fearful for their lives 
because of the out of control crime rate. Howe 
government supporters added fears for their chi 
event of a U.S. invasion V'as the president cons 
announces.V Many expressed fears of a subse 
in the event that Chavez were to be removed frt 
Others said they are awaiting an opposition figu 
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guarantee that were Chavez to leave office the : 
would not exact revenge on them. Chavez oppı 
barrio fear losing their employment or other ben 
their political affiliation is discovered. Many saic 
had ceased to vote or sign petitions because it ' 
consequences for them and their families. 


14. (C) The Chavez regime is predicated on ma 
supporters hate the opposition and vice versa. 
problem that worsens with time 

in this warped environment. Chavez is in this st 
follower of Che Guevara 

a factor in the struggle: intransigent hatred of tr 
pushes humans beyond their limits 

effective 

Venzuela 

even basic public policy questions ignores the tl 
hours Chavistas put in weekly to keep both side 
It also means that Chavistas will not likely let up 
assault on the United States any time soon. Wt 
maintain our careful restraint to the rhetorical pr 
as well as a steady public diplomacy effort to ofi 
insidious effort to teach Venezuelans to hate us 
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HOSPITALS 


REF: BAGHDAD 2047 


Classified By: POLITICAL COUNSELOR MARC 
AND (D). 


1. (C) On June 8 

physician at Karama hospital (located in the Sal 
neighborhood near the IZ) 

al-Mahdi (JAM) militia hospital \"takeovers\" hav 
common practice in several hospitals across B: 
including his own. The takeovers 

when JAM members have been injured in actio! 
of medical attention. Dr. Bashar said that medit 
are afraid to publicly complain because of a con 
that many Facility Protection Staff (FPS) guardi 
hospital themselves moonlight as JAM member 


2. (C) In one instance 
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hospital was flooded with JAM members after a 
associate was brought into the hospital. When 
how he knew the incoming person was JAM 
the patient in question himself admitted to beinc 
told his caretakers he was injured in a \"raid\" or 
Dr. Bashar said that as soon as this particular p 
brought in 

fanning out to each floor and roughly command 
the care of their injured associate. 


3. (C) Astounded by the sheer number of JAM r 
taken over the hospital 

(IP) and Iraqi Army (IA). IA finally showed up al 
hours 

the JAM. \"They simply watched as JAM comm 
hospital.\" This type of event 

occurrence at Karama hospital 

Bashor told PolOff that colleagues at Baghdad\' 
hospital indicate that JAM-style \"take-overs\" hi 
occurred there. \"We are too afraid to respond: 
situations\" 

international community\". Bashor claimed that 
well-known among medical staff that the FPS а 
by JAM. 


4. (C) Dr. Bashor further reported that several E 
hospitals have become dangerous places for Si 
Bashor 

he claimed family members on their way to visit 
members or picking up deceased are known to 
later reappear dead. Dr. Bashor noted that con 
bodies have remained uncollected at Al-Noor hi 
is located in front of an al-Sadr office. 


5. (C) Comment: We have heard from other Вг 
residents who are afraid of picking up their fami 
remains from morgues for fear of being targetec 
elsewhere) by Jaysh al-Mahdi. Bashor\'s accou 
to other reports such as that of the recent abdu« 
Tawafuq nominee for Deputy Minister of Health 
visiting the Sadrist-run Health Ministry (reftel). 
SPECKHARD 
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will force Cerro Verde to contribute more to the 
no such decision is issued 

strike on June 27. The Coalition claims that the 
for an indefinite strike beginning on July 4 if ME 
to heed their claim. 


Motivation Behind the Protest 
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5. (C) Like most regions in Peru that have acce: 
funding 

much of this money. In 2005 

60 percent of the canon. Hence 

behind the protest were not financial 

He informed us that the coalition mayors repre: 
that support both President-elect Alan Garcia ar 
The leader of the coalition 

of Arequipa who has fallen from grace with mar 
party. (Note: Romero publicly criticized Alan G 
months ago 

E 

if he lost the Presidential election. End Note.) / 
up for reelection in the upcoming regional electi 
November. Broderick opined that 

Verde and demanding that MEM alter the comp 
agreement 

vote. 


Need to Get the Word Out 


6. (C) On June 20 

Arequipa local press to explain their side of the 
Broderick and his staff will present details of Ce 
expansion projects 

stability agreement 

social impacts of Cerro Verde\'s projects throug 
Verde will attempt to focus people on the future 
on the short term by explaining that if copper pri 
relatively stable during the next 14 years 
receive approximately $1 billion in canon money 
Verde alone. 


7. (C) Cerro Verde also plans to launch a plan | 
from Lima. Officials will meet with the Minister « 
next week to discuss the future of Cerro Verde : 
how the expansion of the mine will positively aff 
region. Broderick believes that the MEM will up 
stability agreement and will use information on | 
Verde projects benefit Arequipa to debunk the ( 
arguments. Beatriz Boza 

will also argue on behalf of Cerro Verde to the r 
that Cerro Verde meets its canon obligations ar 


8. (C) Regional President Daniel Ballon 
the APRA Party 

irritation with the protest. Ballon 

with Mayor Yamel 
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social programs and projects that create jobs in 
Cerro Verde expects that he will make public st: 
support of the company early next week. 


Not All Regional Leaders Agree 


9. (C) Broderick pointed out that 18 regions in / 
eligible to receive canon money 

participated in the demonstration at Cerro Verde 
four mayors 

company noting that they would rather engage i 
In the letter 

project that will benefit 7 of the 18 regions. Bro: 
indicated that Cerro Verde will likely partially fur 
project 

dialogue is more effective then protests. 


Comment 


10. (C) The protest against Cerro Verde came 
as it is one of the few mining companies that mi 
excellent relations with the regional government 
public. In fact 

previously worked as the union president of Cer 
is convinced that the mine provides enormous k 
region. The protest appears to be an effort at p 
jockeying in the face of upcoming elections. Ar 
region that strongly supported Humala in the pre 
elections 

their reelection. 


STRUBLE 


68601 

that would fix a price schedule at more or less v 
PlusPetrol is already doing (and thus not allowir 
possible contractual price) would be a win for G 
hurt the consortium. 


7. (C) Another way in which Garcia could show 
renegotiation as promised would be to legislate 
guaranteed minimum years that the Camisea ct 
reserve for domestic consumption. Under the c 
contract 

consumption (from the Camisea field 
consumption. By renegotiating that to 25 years 
Garcia could show that he is ensuring that dom: 
are met (one of the criticisms of Peru LNG) thro 
renegotiation. Since domestic demand is not le 


Column 3 

would not be a significant burden for the compa 
if it can be delayed until Hunt or Petrobras strike 
adjoining fields. 


Exploration - Not in the Crosshairs 


8. (C) Rex Cannon 

he believes Garcia poses no obstacle to the set 
president-elect wants to encourage exploration. 
Camisea 

screen. Some industry representatives mentior 
Garcia\'s economic advisors may want PetroPe 
into oil and gas exploration. However 

is no indication yet that Garcia himself wants to 


Comment 


9. (C) The mining and energy sectors appear r 
the incoming Administration to ascertain what ri 
any 

indicate that the President-elect will coordinate ι 
with the mining and energy sectors before imple 
reforms. We believe that Garcia understands tl 
improve PeruVs investment climate to attract ful 
investment in the extractive industries. By not n 
and juridical stability agreements but encouragiı 
to take a more active role in promoting social pi 
Garcia will put the mining and energy sectors at 
sending an important message. 
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increasing productivity and improving employme 
potential sectors." He added that the teams we 
a second set of criteria 

suitability of public investment and the economi 
various projects 

The Ambassador emphasized the importance o 
accomplishment because it will provide the two 
agreed methodology to evaluate potential projec 
for inclusion in the compact. Jettou was please 
methodology and noted the Moroccan public we 
MCA program with great interest. Grossman sé 
would stay in close contact with him and that Mt 
two more visits to Morocco by early July. 
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3. (SBU) Jettou proceeded to discuss the bene 
of the programs included in the current compac 
although he acknowledged Grossman\'s asserti 
them might need to be deleted. He noted the pı 
results of existing programs in the fields of micr 
lending 

fishing 

Human development (INDH). Jettou also discu 
considerable work the GOM had done to identif 
growth sectors (off-shoring 

components 

handicrafts) through a study conducted by McKi 
Company. He said Morocco was opening its ec 
world and was facing stiff competition on severe 
Therefore 

(in the range of $100 to $150 million) 

Loom 

MCA compact proposal was accepted 

private sector-led team to implement the plan. 


4. (SBU) Grossman responded that most MCA 
retain some members of their compact negotiat 
their implementation teams. Jettou agreed and 
MCC to suggest members of the future implemi 
Grossman declined to suggest names 

civil society members should also be included. 
added that the current MCA team should work c 
acceptable compact proposal on a full-time bas 
than their current part-time schedule 


5. (SBU) Comment. The GOM will be pushed : 
condensed proposal by the end of July 

current trip has helped to focus the GOM on the 
programs it should pursue. Jettou showed stroi 
getting the compact proposal completed by offe 
increase Morocco\'s MCA team to a full-time ba 
an acceptable proposal. The new methodology 
focusing the GOM\'s proposal 

how readily the GOM will accept the need to elit 
certain programs contained in the current comp 
proposal. 
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decision 

adjournment to the attention of the GoB delegat 
concluded by restating that the GoB wants to cc 
process in accordance with the outcomes of the 


CHICOLA 
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Infringes the Law.\" The article went on to сот) 
the NEC had violated the Constitution and bypa 
Parliament. There were later complaints about 
of so many seats in Bonthe District 

readily admitted is sparsely populated but retain 
sentimental significance. (Comment: These init 
protests have since subsided 

believes the new seat allocation will not reverse 
majority in Parliament. End Comment.) 


10.(U) Although seat allocations are now finish 
process of drawing constituency boundaries is « 
progress. Statistics Sierra Leone (SSL) 

the 2004 census with European Commission sı 
only one set of paper maps with census enume 
handwritten on them. During the census 
Global Positioning System (GPS) coordinates o 
village 

digitized maps. It has taken a while to compute 
maps 

Leone placed villages outside the country's bor 
the Atlantic Ocean. UNDP elections consultant 
Handley wrote in a September 2005 boundary c 
report that such errors are not unusual - the sar 
happened in Liberia in 2004 when the military w 
to provide GPS coordinates for Voting Registrat 
Centers. Once the maps are digitized 
Geographic Information Systems (GIS) software 
relatively easy to delimit constituency boundarie 


11.(U) Once the boundaries are drawn 

public consultations nationwide to solicit comme 
NEC will consider recommendations for bounde 
that make sense according to the delimitation cı 
(geographic features 

distribution 

other administrative areas). 


Back to the Future: Plurality vs. 
Proportional Representation Systems 


12.(U) Perhaps the most significant change for ` 
upcoming elections is the return to constitutione 
mandated constituency-based 

Elections in 1996 and 2002 used two different v 
of the proportional representation (PR) voting s' 
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primarily because there were huge population 
displacements and large areas of the country th 
inaccessible during the 11-year civil war. 


13.(U) NEC officials and others hope that the re 
the constituency-based 

system will bring greater accountability of 
parliamentarians to their constituencies. PR cri 
that Sierra Leoneans voted for political party syr 
(the SLPPVs palm tree or the APC\'s rising sun) 
individual candidates 

were more beholden to senior party officials tha 
people who elected them into office. 


14.(SBU) The return to the FPTP system is not 
supported 

political science professor 

system has historically been a political disaster 
Sierra Leone - not only because constituent 
accountability never materialized when the syst 
place before 1996 

differences 
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discouraged wide political representation. Karg 
some of the responsibility for the country's dew 
to civil war on the poorly managed FPTP electo 


15.(SBU) President Kabbah told the Ambassad 
that he intends to announce at the June 23 opel 
Parliament that the elections will be held in May 
He conceded that holding both elections on the 
might be legally impossible despite the conside! 
saving and political convenience of doing so. N 
admiration for the few amendments to the U.S. 
Constitution 

the Sierra Leone Constitution to accommodate : 
elections. Kabbah also reiterated his desire to r 
further indication that the elections will be soone 
rather than later. During the meeting 

aide to convene legal experts 

he has not yet settled on a precise date next Με 


16.(U) The 1991 National Constitution dictates 1 
Parliament shall be dissolved five years after thi 
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of its first sitting after the general election. New 
parliamentary elections can occur up to 30 days 
and 90 days after the dissolution date. The pre: 
also sits for a five-year term 

supposed to occur within the first three months 
last four months in office or within three months 
post becoming vacant. 


17.(U) There is broad consensus among Sierra 
the international community for simultaneous pr 
and parliamentary elections because of the cos 
of a single election and because politicians\' fea 
the electorate will lose interest in the parliament 
election if the presidential election is held first 
as Kabbah stated 

impossible. (Note: By our count 

should occur between May 26 and September : 
ostensible window for presidential elections wot 
between February 19 and April 19 

Kabbah takes some other kind of action 

early. End Note.) 


Education 
To Make Democracy Work 


18.(U) Voter education is a key component of tr 
strategy for making the upcoming elections free 
A nationwide campaign using print 

is planned 

population who are accustomed to being influer 
rice by political hopefuls and pressured by their 
chiefs to vote for certain candidates 

learning curve. The NEC just completed a natic 
campaign to educate Sierra Leoneans on the cc 
allocation and boundary delimitation process. T 
campaign was meant help Sierra Leoneans unc 
the election process works so they can own the 
it moves forward. The next step 

are completed and draft constituency boundarie 
will be to circulate them for comment and revisit 
staffers have said that the first round of educati 
been very successful 

chance to play with the maps and numbers and 
process works. 


19.(U) Although the NEC has made significant | 
officials concede that funding has become an in 
that could derail their calendar for election 

preparations. Although the Sierra Leone Gover 
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UNDP had supported the NEC 

Commission and the British have not materializ 
other major donors 

forthcoming to date. In addition the Political Paı 
Registration Commission (PPRC) 

inter alia to resolve campaign complaints 
underfunded. 


20.(U) Political maneuvering is already in full sv 
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and there have been multiple reports that the SI 
using its incumbency inappropriately. Vice Pres 
Berewa 

reportedly been using his frequent upcountry vis 
launch public projects as political rallies. Post h 
seen an attempt to росте an Ambassadors 
Self Help Fund project with prominent local SLF 
activists vying for control and credit. There havi 
been reports that local authorities in SLPP-dom 
districts have prevented the opposition APC froi 
political meetings. NEC Commissioner Thorpe 
condemned early campaigning ahead of the offi 
campaign period and said that incidents of wror 
being monitored and will later be raised to the F 
which is responsible for enforcing electoral laws 
is also one of the PPRC Commissioners. 


21.(U) Like peas and carrots 

frequently been seen together throughout Sierré 
history. Police are already cracking down in an 
to maintain order: in November 2005 

People\'s Movement For Democratic Change (F 
Charles Margai in Bo for an alleged violation of 
Public Order Act (see ref A). In June 

chased down a foreigner who photographed an 
where Vice President Berewa was present and 
Sierra Leoneans who gave him shelter in their ii 
cafe. The press reported that the police will de[ 
armed police to Biriwa Chiefdom 

16 to allow a chiefdom candidate declaration ce 
go forward. Previous attempts to have the cere 
press reports say 

violence. In May 

Embassy staffer that he plans to be on leave du 
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2007 elections because he has fears about whe 
happen. (Note: Many young men in Kailahun vo 
Charles Margai. End Note.) 


22.(SBU) Plans are being made to prevent polit 
police violence. The American head of the UN | 
liaison unit recently briefed the Ambassador on 
election training that will be given to the police ir 
crowd control. The objective 

the police capable of handling different levels of 
demonstrations instead of their two current moc 
passivity and over-reaction. 


23.(U) Peaceful 

crucial to Sierra Leone\'s continuing political 
maturation 

process and educate the public represent Sierr: 
best hope for achieving them. The NEC has a 
slog ahead 

complete everything they are planning to do bef 
election (e.g. 

delimiting ward boundaries for local elections in 
It will be crucial in the months ahead to keep the 
spotlight on politicians of all stripes to ensure th 
partisan activities do not break Sierra Leones f 
peace. 

HULL 
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functioning of the democratic institutions." Gus 
indicated that he planned to invoke this power b 
Government of East Timor (GOET) has been ul 
of its functions for almost two months 

majority of Timorese people believe AlkatiriVs re 
dismissal is an essential element in any plan to 
and stability 

armed and paid a group of ex-guerrillas to kill hi 
has made it impossible for Alkatiri to regain the 
people or of the President himself. See Reftels 
in previous conversations President Gusmao hé 
wait until the international forces (JTF) had rest 
disarmed civilian armed groups. There were al: 
that the President might be waiting for an even | 
consensus --- perhaps including FDTL leaders ‹ 
leaders --- before taking action. As recently as 
the President\'s Chief of Staff 

that Vthe President thinks it is important for the 
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country that everyone know Alkatiri fell on his o' 
being pushed.\" In today\'s meeting 

he had decided it was time to act. 


(3) (S) The President said that tomorrow mornir 
Alkatiri a videotape or DVD of tonight\'s progran 
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Australian television news program \"Four Corn 
the program will reveal detailed information linki 
a group of ex-guerrilla fighters that has claimed 
former Interior Minister Rogerio Lobato gave thi 
automatic weapons 

certain Alkatiri opponents including opposition р 
some or all of the ex-FDTL V'petitioners.V (Nott 
did air tonight. It contained more damning evidt 
Lobato 

Alkatiri 

in direct contact with Alkatiri. For instance 
showed a message from Alkatiri\'s cell phone a: 
you?\" sent in early June 

they had cut off contact with Lobato.) The Pres 
tell Alkatiri 

does not wish to prejudge AlkatiriVs guilt or inno 
the outcome of judicial proceedings 

that VI can no longer have confidence in you. V" 
therefore ask that Alkatiri immediately resign as 


(4) (S) If 

resign 

probably for Wednesday (June 21). Article 112 
Timorese Constitution requires the President to 
Council of State before exercising his authority : 
Prime Minister. See paragraph 13. Although th 
believes the members of the Council will be abc 
--- with Alkatiri himself and four or five close ass 
one side and a coalition of Presidential allies 
representatives 

--- he pointed out that the Constitution requires - 
President consult with the Council 

that the President follow the CouncilVs advice. 


(b) (S) After the Council meeting 

afternoon or evening 

of the Prime Minister in a televised address to tl 
will present in detail the evidence of AlkatiriVs al 
--- including not only the provision of arms and: 
the group featured on the Four Corners prograr 
acts involving other armed groups whose memt 
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says have given him sworn statements and othe 
will also set forth the constitutional justification f 
dismissal of the Prime Minister. See paragraph 


(6) (S) The President said that in his public addı 
nation he will reach out to members and leader: 
Party 

Ambassador he believes Fretilin still has an imp 
play in East Timor 

crimes.\" Contrary to some early reports on the 
probable course of action 

which has a large (55 out of 88) Fretilin majority 
will ask Fretilin to propose a new Prime Minister 
Alkatiri as the head of an interim government ur 
possible to organize national elections. First 
request that Fretilin hold an V'extraordinary Con 
preferably next week. The purpose of this Conc 
elect new leaders under procedures consistent 
Political Parties 

that leaders of political parties be elected by sec 
The Fretilin Congress held in May 

Alkatiri as Secretary-General of the party 

the congress adopted a controversial rule requii 
hands for election of party officials. Many obse! 
that if the congress had followed the rules requi 
ballot 

President Gusmao maintains that the election o 
other party offices was therefore illegitimate. Hi 
discussed this with key Fretilin leaders and he E 
Alkatiri were no longer Prime Minister the party 
with the Presidents request to hold a new part 
new leaders 
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Minister. (The President added that \"the Fretili 
no doubt that Alkatiri is guilty. Unlike us --- at fii 
could not believe he would do this. But they kne 
along”) 


(7) (S) President Gusmao said he believed Fore 
Minister Jose Ramos-Horta would emerge as tr 
Fretilin Partys choice for Prime Minister. He s: 
Ramos-Horta is an inspirational leader but not ε 
so he will quietly suggest that a Deputy Prime N 
appointed 

Araujo. Asked whether һе had considered sim 
extremely popular Ramos-Horta to attempt to fc 
--- a procedure that would require him either to ı 
of Fretilin\'s parliamentary majority or to form a i 
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parliamentary majority consisting of some Fretil 
least 12) and some deputies from opposition pa 
President said \"! cannot 

as imposing a candidate on Fretilin or on Parliaı 


(8) (S) When asked what he would do if Fretilin 
а new Congress 

Alkatiri ally as the party's candidate for Рите N 
President said he would not accept such a canc 
out that Article 106 of the Constitution empower 
party or majority coalition in parliament to nomir 
Minister 

the article makes it clear that the President\'s ag 
power is more than just a ministerial duty to apr 
the majority party prefers: it explicitly requires th 
\"consult with the political parties sitting in the N 
Parliament\" before making an appointment 
consider arguments that the majority party nom 
inappropriate and should not be appointed. So 
majority party or coalition comes up with a cand 
to the President there will be no Prime Minister. 
said that he believed this prospect would cause 
at least what he believes to be the pragmatic m. 
party\'s \"permanent political committee\" --- to c 
with an acceptable candidate. In the meantime 
himself would continue to direct defense and se 
(which 

of State 

police but also other essential government func 
electricity and humanitarian aid to internally disg 
persons) working with members of the Alkatiri\'s 


(9) (S) The President said he will also request tl 
pass an electoral law by the end of July. He wil 
Parliament to ensure that the law meets interna 
for a free and fair election 

parliamentary election for this October 

next year as Prime Minister Alkatiri had plannec 
Article 86 of the Constitution give the President 
\"set dates for presidential and legislative electic 
accordance with the Law.\") He will ask the Uni 
organize and administer the elections 

would be recognized as free and fair but also be 
Timorese government lacks the technical capac 
national election within the 90-day time frame hi 


(10) (S) Asked what would happen if Alkatiri refi 
down after the President dismissed him --- pres 
that the Presidents dismissal was а \"coup dVe 
upon FDTL to \"defend the constitution and den 
said virtually nobody would support Alkatiri. In | 
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said he had had several recent conversations w 
Ruak 

Matan Ruak now understands that \"Alkatiri ordı 
attack on Tasitolu [the FDTL headquarters] and 
think it was the police\". (The President also sa 
other armed exercises ordered by Alkatiri during 
the Fretilin Congress may have been partly an = 
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dissipate the public attention that was beginninc 
the illegal procedures employed at the Congres 
meet again with Matan Ruak tomorrow morninc 
the Four Corners program 

of the Prime Minister and reconstitution of the C 
is confident Matan Ruak will support the plan. 


(11) (S/NF) The President said he had discusse 
Brigadier General Mick Slater 

of dismissing Alkatiri 

meetings with other senior ADF officers to lay o 
detail. These officers had raised no objections ` 
seemed to understand and accept it. Tomorrov 
President will meet with General Slater to prese 
plan including the timetable. (Comment: Althot 
have suggested at various times to Emboffs tha 
Alkatiri might be a step toward restoring stability 
Timor 

A diplomatic source told Emboffs today that the 
Foreign Ministry has asked its Charge d\'Affaire 
a meeting with the President for tomorrow 

the Charge the content of what he is to say to tr 
Embassy has also received a credible report (pl 
protect) that Australian Foreign Minister Alexant 
called the Australian Broadcasting Company an 
unsuccessful V'demand to see the evidence\" th 
presented on \"Four Corners program about A 
group. End Comment.) 


(12) (S/NF) President Gusmao said he had disc 
in detail during his June 17 meeting in Bali with 
President Yudhoyono. He said Yudhoyono was 
and had promised to explain it to the leaders of 
nations 

different explanation for each Asean governmer 


(13) (SBU) Comment: The President\'s propos: 
appears to comply fully with East Timor\'s const 
112 of the Constitution (VDismissal of the Gove 
forth seven types of situations in which the Prim 
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and/or his Government may be dismissed. The 
set forth in section 1 of Article 112 and are man 
\"require\" or \"bring about\" (implicam) the dism 
Government. They include such cases as the E 
legislative term; the resignation 

disability of the Prime Minister; and a vote of no 
Parliament. The second section is permissive: 
the President \"may\" (pode) dismiss the Prime 
certain specified situations: \"in the cases set fo 
previous section [vote of no confidence 

session 

the regular functioning of the democratic institu! 
consultation with (ouvido 

State. To the extent Prime Minister Alkatiri\'s ` 
talk has any substance 

Vfunctioning of the democratic institutions V" lanç 
2 of article 112 merely places an additional limit 
Presidents power 

situation in which he may dismiss the Prime Mir 
interpretation would lead to absurd consequenc 
situations set forth in section 1 --- vote of no coi 
beginning of a new legislative term 

іп and of themselves to justify the dismissal of г 
and have been so regarded in other countries w 
systems. Imposing an additional requirement tt 
political or constitutional crisis in order for a gov 
be dismissed in these situations would make nc 
straightforward reading of the \"functioning of th 
insitutions\" language is that it adds a seventh s 
which the President may dismiss the Prime Min 
mandatory situations set forth in section one \"a 
dismissal is necessary to preserve the functioni 
institutions of government. Other steps the Pre 
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to take --- appointing a new Prime Minister only 
acceptable candidate is nominated by the majo! 
coalition and only after consultation with the oth 
Parliament 

are explicitly authorized by the Constitution. Se 
and 9. The Constitution does not explicitly prov 
governance after the dismissal of a Prime Minis 
the appointment of a new one 

power over security and defense 

\"declaration of crisis\" approved by the Council 
agreed to by Prime Minister Alkatiri in accordan: 
provisions of law governing such declarations (s 
appears to provide sufficient legal authority in th 
situation. 
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(14) (S/NF) Comment continued: Notwithstandi 
apparent determination to proceed quickly 

that he could be persuaded that further delay is 
desirable. If 

promise to consider carefully the President\'s re 
but to ask for a few days in which to consider it 

of the question that the President would agree. 

Matan Ruak were to object to the President\'s p 
President were to conclude that Matan Ruak an 
significant faction of FDTL might use force to de 
Minister\'s right to remain in office 

probably decide to take more time in an effort tc 
dissenters 

put down а pro-Alkatiri \"autogolpe\". Even mor 
either General Slater of the JTF or the Governn 
through its Charge dVAffaires were to make а le 
for further delay --- perhaps citing the risk of de: 
violence by small but heavily armed pro-Alkatiri 
the President would presumably comply with the 


(15) (S) Comment continued: On balance 

the Presidents proposed course of action is far 
bring peace 

alternative 

and probably criminal incumbent administration 
recover its capacity to govern and that it will the 
and fair elections in 2007. Although the tens of 
internally displaced persons (IDPs) who have b: 
churchyards for the last two months cite a varie 
explaining why they will not return to their home 
what it would take to address these fears they il 
\"The government must change 

“Down with Alkatiri." Although it is difficult to g 
risk of further violence by some of the very arm: 
Alkatiri is now in trouble for arming in the first pl 
seems an odd argument for leaving him in offic: 
seems wrong to assume that these groups will | 
if they have a sitting Prime Minister on their side 
do not. Although little is known about these gro 
three are known to exist 

two of these three groups have now switched si 
turn in their arms --- the original purposes of arr 
said to be to intimidate voters in the 2007 electi 
\"eliminate\" government critics 

force in the event Fretilin were to lose. Even if t 
other such groups 

be less dangerous on the outside than on the in 


(16) (C) Commebnt continued: Even more imr 
Presidents plan is not just to dismiss a bad ant 
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government but to bring about a good and popu 
Gusmao is right that Fretilin could be persuadec 
Ramos-Horta as the caretaker Prime Minister 
would for the first time in their history have a go 
controlled by someone of whom they strongly a| 
government led by Ramos-Horta 

himself 

such as Minister Araujo 
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Church and other institutions of civil society to h 
wounds that have emerged during the last few r 
the whole formula for putting East Timor back o 
track 

REES 
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MFA OFFICIAL 


Classified By: Polcouns Alex Margulies for Rea: 


1. (C) SUMMARY: The Peruvian Foreign Mini 
Undersecretary for Political Affairs 

described the 6/13 meeting in Brasilia between 
President-elect Alan Garcia and Brazilian Presic 
Silva as a \"love-fest 

Ambassador. According to Portugal 

friends who see eye-to-eye on economic 
integration policies. In addition 

Itamaraty in the lead 

reverse for Venezuelan President Hugo Chavez 
regional equilibrium." END SUMMARY. 


2. (C) The Ambassador 

hosted U/S Portugal and the Foreign Ministry\'s 
Americas Luis Sandoval for coffee on 6/14. Poi 
described the Foreign Ministry\'s efforts to react 
Garcia\'s foreign policy team to prepare for the | 
transition 

meeting recounting the atmospherics and subst 
meeting with Lula 

analysis provided by Peru\'s Ambassador to Bre 
Couturier Mariategui. 


3. (C) According to Portugal 

warm friendship dating back two decades in wh 
as a \"love fest 

has been a \"partnership 
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be a \"marriage.\" He added that this \"marriage 
cemented further during Garcia\'s post-inauguré 
visit to Brazil 


4. (C) Lula led off the meeting 
listing what he saw as key points/initiatives for tl 
of the Brazil-Peru relationship: 


-- Physical integration between Brazil and Peru 
this end 
the two countries. 


-- Cooperation between Brazil and Peru in pove 
programs. Lula noted that Brazil's program VD 
Familia\" resembled the GOP program V'Juntos 
enjoined Garcia to continue. 


-- A public meeting between Brazilian and Peru 
sector representatives to discuss possible shart 


-- Notice that the Brazilian Grupo Grau busines: 
is interested in purchasing the Peruvian steel m 
Siderperu. 


-- A regional military 

between the two countries. Lula emphasized th 
not seek \"hegemony\" through an alliance with 
this as a vehicle to bring together South Americ 
entire region could become a global actor on a | 
and India. 


5. (C) Garcia 

a closer relationship. He praised Lula\'s respon 
policies. He also reassured Lula with regard to 
ambitions for regional leadership 

the hegemony of Brazil to that of the United Sta 
then ticked off his own ideas about future areas 
cooperation 


-- More joint ventures between Brazilian and Pe 
companies. 


-- Help from Brazil in developing new energy ἴθι 
including ethanol and biodiesel. 


-- More investment from the Brazilian state hydr 
company 


-- Brazilian participation in the construction of si 
and access roadways from the interoceanic higl 
link the two countries 
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Brazilian river port of Manaus for agricultural prc 
Peru\'s Amazonian regions. 


-- Brazilian assistance in helping Peru to develo 
friendly to small and medium-sized businesses. 


-- Technical assistance from Brazil\'s \"De Bols< 
program for its Peruvian counterpart 
Brazil\'s success in this area could be replicatec 


-- A visit from soccer superstar Pele to Peru to [ 
youth sports activities. 


6. (C) Portugal stressed the outstanding atmos 
meeting 

decades. He also emphasized the value of a st 
Brazilian-Peruvian relationship in countering Ch 
this respect 

Itamaraty in particular 

over Ollanta Humala 

for Chavez and a \"restoration of regional equilil 


7. (C) Portugal noted that the Brazilians have t 
tried to manage Chavez by ignoring his more ot 
outbursts and actions. The Ambassador repliet 
understood Brazil\'s logic in trying to contain its 
neighbor 

Chavez inciting Evo Morales to nationalize Petr 
interests in Boliviavs hydrocarbon sector. Portu 
with this assessment and observed that Peru 
South America 

interests that could be affected by Venezuela 
not subject to constraints in confronting the Ven 
leader when he oversteps the mark. 


8. (C) While we defer to Embassy Brasilia rega 
GOB\'s views on the Lula-Garcia meeting and c 
Garcia\'s election has had on regional politics 
Portugal\'s assessment as representative of ho 
Government 

country's future relations with Brazil. 


9. (C) We believe that Garcia will seek to have 
relationship with the U.S. 

into relations with Brazil 

clearly interested not just in coordination with fe 
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socialists in Brazil and Chile 

affinity 

greater infrastructure integration 
presently-anemic levels of regional trade. 


10. (C) Garcia\'s likely approach represents as 
radical shift from the Toledo government 

the formation of a Vstrategic relationship\" with | 
its most important foreign policy achievement. | 
been in the past year that the Toledo governme 
publicly of a \"strategic relationship with autonor 
regard to the U.S. This happened only after we 
then-Foreign Mininster Rodriguez Cuadros for г 
the relationship with the United States -- Peru\'s 
donor 

when Toledo\'s democratic legitimacy was ques 
only important for its commercial dimension. 
STRUBLE 
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(Anti-Imperialist - Yankees Leave) 
U.S.-Paraguayan military exercises. Monsignoi 
leader of his Citizen 

representatives from the Country in Solidarity P: 
Beloved Fatherland Party 

CASON 
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2. (U) Chavez has made clear that political inter 
animating his push for GASUR: visiting the Vati 
2006 

earning money 

Acknowledging that selling natural gas to the Ur 
would be better for Venezuela economically 
certain that this project is going to be the backbı 
new model of integration in South America and 
Latin America. Chavez is thus championing C 
flagship in his fleet of proposals to deepen politi 
economic integration among Latin American co 
Venezuela assuming a leadership role (the so c 
Bolivarian Alternative for the Americas 


GASUR: A CLOSER LOOK 
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3. (U) Ongoing formal planning talks among the 
primary participants -- Venezuela 

began in January 2006; Bolivia joined the group 
Energy Minister Ramirez stated in May that con 
already been signed for engineering studies reg 
construction costs and timeline 

route. Without explanation 

ministers of the four currently participating coun 
postponed until the end of the month a meeting 
construction plans previously planned for that w 
next meeting among the four heads of state is s 
August 2006 in Caracas 

plans should be finalized by then. Minister Rarr 
that conclusion of the planning talks in August s 
possible a September meeting in Brazil among 
American countries to discuss the project\'s reg 
ramifications. Because planning talks continue 
available details regarding GASUR\'s final form 


4. (U) In its original conception 
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in January 2006 

kilometer pipeline from gas fields in eastern Ver 
southward to Brazil and Argentina. Early talks ε 
original three participants made clear 
Venezuela\'s gas fields would not in the near tei 
sufficiently developed 

deemed necessary to feed GASUR\'s southern 
project\'s early stages. 


5. (U) According to a May presentation by Jorge 
President of Enagas 

in its current conception GASUR is projected to 
three phases -- North 

would total roughly 12 

GASUR 

cubic feet per day (MCFD) from as yet undevelc 
northeast Venezuela to Fortaleza 

northeast coast 

constructed through the northeast of the Amazc 
Central Phase would consist of a new 2 

to be constructed from Santa Cruz 

Brasilia 

consist of two new pipelines: one of 2 

carrying 880 MCFD from Yocuiba 

northern Argentina and on to Porto Alegre 
another of 2 

Bolivia 
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Specific plans for connecting the three phases : 
north-south access through Brazil have not bee 
but doing so would create the \"backbone\" of cı 
integration promoted by Chavez and be necess. 
Venezuelan gas to reach central and southern | 
Argentina 

showed such a link-up conceptually and stated ` 
raise the total length of the pipeline network to j! 
15 

billion cubic feet per day (BCFD) to the Souther 


6. (U) Venezuelan authorities state that GASUF 
billion to construct 

construction will cost "much more" than $25 bi 
other Brazilian gas experts have said that the fic 
reach $40 billion. The ultimate sources of GAS 
construction financing remain unknown 

that Venezuela will contribute V'several billion" « 
the project 

expressed interest in taking part 

that the project is feasible. Serious questions ri 
however 

political feasibility. 


7. (U) Foremost among the challenges facing C 
construction is its sheer magnitude. At roughly 
kilometers for the three phases 

linked 

the longest extant pipeline 

Russia to Eastern Europe. Simply procuring su 
materials for the project would be difficult. A Ve 
steel industry expert stated at recent natural ga: 
Venezuela that 8 

Venezuela\'s entire domestic steel production fc 
half and cost $6 billion alone. In addition 

need to import various tubing accessories from 
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States or Europe 

them. The steel expert said that the total cost f 
tubes and accessories for an 8 

$12 billion. Further 

infrastructure -- including an estimated 40 com 
stations and 160 valve stations for an 8 
pipeline -- would need to be ordered two and ha 
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advance. 


8. (U) The terrain through which the North Phas 
eventual connection of it with the Central Phase 
to pass is Brazil's unforgiving Amazon River Вг 
river complex is comprised of some 1 

snake through the region\'s rainforest 

density and viewed as critical to the global envir 
its carbon-dioxide processing capacity and its b 
From dry to rainy season 

10 to 50 kilometers and its depth increases by 7 
Moreover 

across. Setting environmentalists 

industry experts warn that constructing the pipe 
such forbidding terrain would be daunting 
natural gas (LNG) transported by tanker a more 
option for delivering Venezuelan gas to the Sou 


9. (U) Questions also remain regarding the exte 
Venezuelavs available natural gas reserves 

to be 151 trillion cubic feet (TCF). Of these 
estimated in 2003 that only 13 TCF are \"free gi 
associated with petroleum deposits 

without restriction for GASUR if successfully ext 
Nelson Hernandez 

water engineer 

to be economically viable. What portion of Ven: 
TCF of associated gas reserves would be need 
reinjection to support petroleum production rem 
under discussion between Venezuela and Brazi 
authorities have called Venezuela\'s figures into 
demanded that an international body certify ther 
such an analysis directly to Petrobras. 


10. (U) Should such reserves be confirmed to E 
satisfaction 

years of investment in Venezuela\'s fields woulc 
before the gas could feed the pipeline to supply 
consumers. |n addition 

it would not export natural gas until it satisfied it 
domestic gas deficit 

BCFD; Enagas projects it will not satisfy Venezt 
domestic gas deficit until 2008. The participatio 
Bolivia 

consumers and substantially more developed tt 
would therefore be necessary to feed the pipelir 
near-term. 
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11. (U) If constructing and feeding GASUR wert 
be technically feasible 

the project were financially feasible. ChavezVs ' 
to compromise Venezuela\'s economic interests 
his political aggrandizement is one matter 
potential project financiers to do the same is an 
many analysts 

do 
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tankers to the Southern Cone. 


12. (U) Enagas has presented figures directly cı 
pipeline and LNG transport to Fortaleza 
transport at $1.28 per million British Thermal Uı 
and LNG delivery at $2.01/MBTU. Industry ana 
this Enagas analysis as reasonable 

anticipates transporting Venezuelan gas to far n 
markets 

begin to reveal themselves. Hernandez 
Venezuelan engineer 

Venezuelan gas via pipeline to markets in soutr 
Argentina could be as little as $1.70/MBTU 
$5.00/MBTU 

more economical. 


13. (U) Further 

production and distribution costs as well 
estimated that the average cost to consumers it 
further south would be $12.55/MBTU. In contre 
Energy Minister Ramirez claimed in February tr 
Venezuela had yet to perform studies to determ 
price to GASUR consumers 

$5.00/MBTU. Other industry experts estimate t 
price above $8.00/MBTU would permit recuper: 
initial investment. By comparison 

place before Bolivia nationalized its gas sector 
Argentina paid $3.23/MBTU and $3.18/MBTU 
February 21 

Bolivian President Evo Morales characterized a: 
notion that Venezuela could ever sell its gas to ! 
Argentina at prices competitive with Bolivia\'s. 


14. (U) Venezuela\'s data also appear to overes 
potential market for its natural gas in the Southe 
Independent analysts in Brazil forecast a dome: 
approximately 2.5 BCFD by 2020; Venezuela\'s 
Energy and Petroleum (MEP) 
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would deliver as much as 4 BCFD to Brazil. Un 
project\'s proponents are able to reconcile thes: 
demand 

convince potential investors of GASUR 
feasibility. 


15. (U) Even if studies did show the project to b 
technically and financially feasible 

remain regarding the political will of the GASUR 
Rifts between the parties have surfaced. Bolivi: 
that the project should be undertaken only by st 
companies and has balked at partially private-sı 
Petrobras\'s participation. In response 

Minister Celso Amorim declared that &if Petrobi 
participate in GASUR 

The parties have yet publicly to reconcile these 


16. (U) The issue has in fact assumed greater s 
wake of BoliviaVs nationalization of its gas sectc 
including Petrobras assets * and Bolivian accus 
Petrobras malfeasance in Bolivia\'s gas market 
a Bolivian professional association of hydrocarb 
participants has complained that GASUR runs e 
interests as it will displace Bolivia as the leader 
Southern Cone\'s natural gas market. 
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17. (U) For its part Brazil has expressed concer 
who would construct 

infrastructure 

territory. El Universal 

coverage of the hydrocarbons sector 

Foreign Minister Amorim stated before the Braz 
that Venezuela would only transport gas to the / 
of Manaus: from there the system of pipelines c 
GASUR in Brazil would be \"entirely national\" 
Brazil 

piece 

Mines elaborated that under GASUR \"each cot 
responsible for the pipeline in each part of its te 
and the project would be an amalgamation of el 
Furthermore 

Nelson Hubner Moreira 

the country to Venezuelan and Bolivian state ge 
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stating that \"there would have to be guaranteec 
supply contracts and they would have to be fulfi 
private companies or by Petrobras.\" 


18. (U) Political pressures have likewise emana 
sources beyond the parties themselves: enviror 
have raised alarms about the project\'s potentia 
Nelson Hernandez 

constructing GASUR would entail cutting a 25-n 
swathe through the Amazon jungle along the pi 
and more deforestation would be required for a 
pressure and valve stations. Work on GASUR | 
disrupt various indigenous communities along it 
route in both Venezuela and Brazil. Addressing 
in Brazil implies real time and costs: recently 
the commencement of work on a much smaller 
pipeline in the Amazon region 

Silva remarked that two years of courtroom batt 
environmental prosecutors had passed since th 
been taken to construct that project. Roberto S 
director of Friends of the Earth/Brazilian Amazo 
estimated that securing the necessary Brazilian 
permits to cross the Amazon would take at leas 
years. A Venezuelan environmental group 
Great Savannah 

definitive step for the destruction of the Amazor 
Venezuela Guayana and diverse ecosystems ol 
Atlantic Coastline.\" 


19. (SBU) COMMENT: Many obstacles lie in G/ 
technical 

made the project a priority and is expending suk 
political capital in the region to promote it. As tr 
project moves forward 

resolving disputes among the participants -- par 
between Brazil and Bolivia -- and addressing 
environmentalists\' concerns will become more 
parties may reach a working agreement by Aug 
preliminary labor on certifying Venezuelan gas r 
extraction may begin before the end of the year 
highly unlikely that 

GASUR project foreseen by Chavez will exist. | 
WHITAKER 
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Brazilian Soy Farmers 

5. (U) Salvatierra explained that many Brazilian: 
purchased or were renting Bolivian land 

Bolivia was five times less expensive than in Bri 
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Brazilian Embassy told us previously that 115 B 
farms produced 60 percent of Bolivia\'s soy (ref 
these Brazilians 

violating regulations and would thus be subject: 
their lands. He assured us that those Brazilians 
following Bolivian laws and regulations would nc 
lands taken away. 


Redistributed Government Land Includes Fores 
6. (U) Salvatierra said that the 2.2 million hectar 
government lands that were being distributed to 
indigenous communities (ref B) did not include | 
national parks or protected areas 

used in certified forestry production. He recogn 
importance of maintaining environmentally-sour 
these areas. The Bolivian Forestry Chamber to 
National Agrarian Reform Institute (INRA) 

body in charge of titling 

ceding eight forestry concessions to indigenous 
The eight affected forestry businesses 

people 

under the Constitution and Forestry Law 

all forestry concessions 

local employment. 


The Next Steps in Land Reform 

7. (U) Salvatierra told us that in addition to distri 
government-owned land 

privately-owned land to the landless under the c 
law 

Constitutional Assembly would likely undertake 
the 1996 Agrarian Reform Law 

office was working on updating land titling proce 
should be completed within a week. The exped 
would allow applicants to obtain title within six n 
compared to more than two years under curren 
explained. 


8. (SBU) Comment: The GOB\'s recent land ref 
surely boost its popularity among the masses 
to generate increasing regional conflict 

land redistribution begins. The redistribution of 
which forestry businesses held concessions to i 
communities without discussion or compensatic 
for Bolivia\'s world-leading certified forestry sect 
private property rights. End comment. 
GREENLEE 
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68615 

68616 
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referendum. He expressed frustration with the ! 
talk 

withdraw his support for autonomy 

relations with the GOB were \"cold.\" Costas sp 
if autonomy received strong backing 

Toward Socialism party failed to win the two-thit 
needed to control the Constituent Assembly 
harden its position on a range of issues - and pt 
supporters into the streets. End summary. 


2. (SBU) In a June 19 meeting with the Ambass 
Prefect Ruben Costas said he expected six of E 
departments - Santa Cruz 

and Potosi - to vote \"yes\" in the July 2 autonon 
He said 70 to 80 percent of Santa Cruz inhabit: 
autonomy 

and suggested that even La Paz could endorse 


3. (SBU) Costas expressed frustration with the ! 
talk 

withdraw his support for autonomy and urge pal 
vote against it. The prefect commented that his 
with the GOB were \"cold\" and noted that Vice 
Linera\'s attempts to \"soften\" them had yieldec 
constructive dialogue. According to Costas 
perceives Santa Cruz as a \"threat\" and believe 
department may pose the only real challenge to 
government 

parties. 


4. (SBU) Costas speculated that if autonomy re 
backing 

party failed to win the two-thirds vote needed to 
Constituent Assembly 

range of issues - and perhaps urge supporters i 
streets. Costas said he doubted the MAS wouk 
54 percent of the vote 

presidential election 

perceived as a major blow to the Morales admit 
perhaps forcing GOB officials to take more radii 
and resort to more familiar means (i.e. 

of promoting change. 


5. (SBU) Comment: Costas seems confident th; 
up to a majority of Bolivia\'s nine geographical c 
will opt for autonomy on July 2. Far less clear i: 
Evo Morales\' MAS candidates will garner as mi 
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percent vote for Constituent Assembly delegate 
achieved in last December\'s presidential conte: 
comment. 

GREENLEE 
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would be a long one 

Mexico had a government that addressed the re 
citizens. Until then 

\"muddle through 

ground to its competitors. End summary. 


Diagnosis: Fox Failed to Seize the Moment 


2. (C) Dresser was highly critical of President V 
for failing to seize the unique political moment o 
his historic election in 2000. She said that in re 
the defining mistake of Fox\'s presidency was h 
destroy the PRI after his election victory 

have lured numerous PRlistas to the PAN and I 
on Congress. In not taking on the PRI at his str 
moment 

important initiatives 

that Fox had proven too non-confrontational to | 
effective as president. 


3. (C) Dresser also criticized Fox for having fail 
confront powerful sectors head-on to enforce \"1 
the game 

state. She noted 

conglomerates 

Fox Administration 

controversial government initiatives that affecteı 
interests. By way of example 

essentially had caved in to Televisa\'s veto of hi 
of five well-qualified persons to be commissione 
Federal Telecommunications Commission 
Televisa preferred commissioners with less ext 
presumably could be manipulated more easily. : 
Televisa had threatened the Fox Administration 
not come up with a list of more \"suitable\" nom 
Felipe Calderon would find himself with reducec 
mass media in the crucial homestretch of the cz 
concluded that powerful industries such as the ı 
assumed the right to regulate themselves 
above that of the president. V" 


AMLO to Need a Crash Course in Policy 


Column 3 

4. (C) Dresser argued that to understand AML( 
look not at his campaign rhetoric 

as Mayor of Mexico City 

pragmatically 

evidence of his pragmatism 

he had forged with oligarch Carlos Slim 

worked closely 

objective to restore Mexico City\'s historic cente 
noted that ironically 

most from an AMLO presidency 

benefit from AMLO\'s proposed public works an 
projects. She believed he likely would appeal tc 
nationalistic side 

awarded to Mexican-owned companies 

rather than to foreign ones. 


5. (C) She said that although AMLO was consic 
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sophisticated than Felipe Calderon 

natural leadership and a sense of authenticity tr 
to ordinary Mexicans. She said AMLO was abs 
-- in large part by the large and enthusiastic cro 
greeting him on his campaign swings -- that he 

the election were truly fair 

would challenge as illegitimate any unfavorable 
said that while AMLO was very skilled at mobiliz 
masses 

mobilizations to become violent 

\"extraordinary moral authority\" among his follo 
them from crossing the line. She believed that i 
of a post-election mass mobilization 

prevent demonstrations from becoming violent 

at the age of 52 

political future. She conceded 

always the risk that isolated extremists would se 
exploit the situation to their advantage. 


6. (C) Dresser said that if elected 

education 

in ability. Although he tended to be stubborn an 
strongly in his own ideas 

is capable of admitting to and correcting errors. 
other hand 

competing expectations of his followers and cor 
opponents would create а very narrow margin fi 
accordingly 

post-electoral period with a conciliatory discours 
otherwise would risk provoking capital flight. 
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Calderon Too Cautious to Take on Vested Inter 


7. (C) Dresser argued that just as AMLO had b 
appeal by tilting to the center 

the same in the remaining days of the campaigi 
win over the swing voters who would decide the 
said he had poorly managed the controversy ov 
influence trafficking on behalf of his brother-in-l; 
that his standing in the polls had suffered accor 
noted that while Calderon was highly intelligent 
questioned whether he would be tough enough 
MexicoVs vested interests -- many represented 
party -- as necessary to implement the structure 
Mexico needs be competitive. 


PRI Never Learned the Lesson of 2000 


8. (C) Dresser observed that the PRI had not le 
its historic defeat six years ago 

not understand that when faced with a viable al 
Mexican people would not continue to accept th 
authoritarianism 

was infamous. She said the PRI\'s worst legacy 
created a political culture based on clientism an 
Mexican voters had been conditioned to \"live w 
outstretched hands 

and offering their support to the candidate who ı 
the most benefits. (Comment: She failed to po 
however 

patronage tradition. End comment.) She noted 
Mexican educational system -- largely develope 
successive PHI governments -- tended to reinfo 
culture of patronage 

victims of Mexican history 

entrepreneurship and wealth creation. These te 
need to be relegated to the past if Mexico wishe 
global economic powerhouse. 


Electoral Institutions Likely to Hold 


9. (C) Dresser downplayed concerns that a cor 
would produce post-election instability. She not 
Mexican law laid out clear procedures to follow 
of a contested result 

Institute (IFE) and the electoral tribunal (TEPJF 
independent and respected electoral institutions 
believed were capable of resolving any complai 
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Notwithstanding this confidence 

administration should pursue further electoral aı 
reforms. She argued 

campaign should be considerably shortened 
should be reduced 

waged primarily on the airwaves 

only the media conglomerates. She also believ 
to be structural reforms that encourage coalitior 
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10. (C) In response to the Acting DCM\'s quest 
asserted that the foci of instability that we have 
in recent months 

in San Salvador Atenco 

phenomena 

from the year 2000 would surely reveal that sim 
of instability had occurred before that election. 


Comment: A Long Road from Corporatism to C 


11. (C) Dresser concluded our breakfast by lar 
Mexico\'s evolution from a state based on corpc 
based on the principle of citizenship is likely to k 
process that will not be concluded in the comin, 
regardless of who wins. We could not agree m 
should AMLO win 

not be in the nature of Mexico\'s economic mod 
\"rules of the game 

with government largesse and patronage. And 
country as unequal as Mexico it is difficult to ση! 
AMLO\'s desire to share more of the governme! 
the truly needy 

Mexico\'s most politically nimble oligarchs may ' 
ones to benefit most. In sum 

institutions may now be strong enough to withst 
demands and machinations 

before Mexico\'s governing institutions are stror 
withstand sectoral ones. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity 


BASSETT 
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2. (U) The question of whether a person must re 
in order to vote has simmered for years. Unforl 
GECOM and the political parties have made no 
resolve this \"residency requirement\" question. 
sensitive issue for Guyanese that transcends et 
boundaries. Many ordinary Guyanese feel that 
emigrate -- at least 2 percent of the total popula 
year -- relinquish their right to have a say in don 
politics. (Note: This should not be confused wit 
voting 

historically used it to help rig elections. The iss 
hand is whether Guyanese citizens living abroat 
registered to vote can return to Guyana and vot 
day.) Over 80 percent of this year\'s voter list hi 
\"carried over\" from the 2001 and 1997 registra 
Given the huge outflux of emigrants from Guye 
percent of these voters have probably left the c 
the last election in 2001. 


3. (U) In late May 

of Guyana\'s few notable civil society groups 

to advise the public on \"what is required under 
regard to the matter of residency.\" If there is in 
residency requirement to be a registered electo 
consensus is that a full verification exercise will 
necessary. This would result in a further 
election delay. 


4. (SBU) GECOM agreed to seek legal opinions 
as did the PSC separately. Five pre-eminent G 
minds have weighed in with legal opinions -- twı 
three (including the Attorney General) against a 
requirement. Predictably 

despite this flurry of legal opinions. When PolO 
PSC leader what would now be done with these 
reply came: \"Throw them over the shoulder.\" 
and other donors have urged the GoG and GEC 
binding legal ruling from the courts that would re 
dilemma 

could be brought directly to the fledgling Caribb: 
Justice 
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5. (U) Articles 59 and 159 of Guyana\'s constitu 
clear that every Guyanese citizen eighteen or ol 
if registered as an elector 

Guyana allows dual-nationality 

citizenship.) The one catch in the constitution is 
be registered as an elector 

qualifications as may be prescribed by or under 
Some argue that other such laws (i.e. 
Registration Amendment Act 

Act 

statutes that require residency to be properly reı 
Overall 

stronger. 
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6. (U) The residency requirement issue is takinc 
now because the main opposition party PNC/R 
legal lever to force house-to-house verification ‹ 
list. Opposition leaders insist on physically verit 
voter at his/her residence because they want er 
removed from the rolls. They believe that most 
Indo-Guyanese -- and thus more likely to suppo 
PPP/C. 


7. (U) The PNC/R has painted itself into a corne 
issue (ref D) and has tried 

mobilize its base to demand house-to-house ve 
Nevertheless 

without house-to-house 

tactics instead. They have already challenged t 
constitutional amendment extending the electioi 
month to September 2 (ref B). The PNC/R also 
several thousand \"objections\" to Indo-Guyane: 
preliminary voter list in the final days of the rece 
concluded Claims and Objections period -- on tl 
these people were either fictitious 

in Guyana. 


8. (SBU) The residency requirement question is 
one 
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legislative process. That GECOM failed to pust 
resolution is symptomatic of Guyana\'s political 
and GECOM\'s inability to take decisions. That 
timing of the PNC/R\'s challenge over residency 
opportunistic 

residency requirement were so strong 

why the PNC/R did not push the issue earlier 
the immediate run-up to elections. The PNC/R 
grasping at straws to find a way to delay electioi 
and remove emigrants from the voter list. Тһе! 
part 

a legal ruling. Both sides share the blame for tr 
to resolve the residency requirement issue -- a і 
has inserted yet more uncertainty into an alread 
election process. END COMMENT. 

BULLEN 
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only on dividends. Under legislation introduced 
Parliament 

invest directly in share portfolios outside New Zı 
Australia would pay not only a tax on their αἰνίαι 
tax based on the change in value of their invest 
course of each financial year. It would be a par 
gains 

on 85 percent of the paper gain in value 
percent of the investmentVs value in any given y 
carried-over tax would have to be paid if the sh: 
the proceeds remitted back to New Zealand.) T 
to all such overseas investments worth more th 
$31 

capital-gains tax 

estimate that between 10 

tax. (ABN AMRO Craigs contends that number 
people. Meanwhile 

10 percent or more of a foreign company would 
only on dividends. 


4. (U) Abolishing the gray list would mean that г 
investments would be taxed the same 

Holdings in Australia would be exempt from the 
tax but still subject to a tax on dividends. Finan 
Cullen and Revenue Minister Dunne gave sevel 
Australia\'s special treatment 

establishing a single investment market of Austi 
and the fact that Australian companies -- like Ne 
-- tend to pay out a high proportion of their profii 
Besides Australia 

Canada 
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United Kingdom. 


5. (U) The legislation also would make it more e 
in managed funds that trade in New Zealand an 
that meet certain criteria as vehicles for savings 
Managed funds no longer would be taxed on ca 
investing in Australian and New Zealand shares 
funds\' earnings would be taxed 

they are now 

Investors currently in the top income-tax bracke 
however 

33 percent. 


6. (U) The proposal is touted by its backers as: 
investment tax regime. According to a stateme 
Ministers Cullen and Dunne: \"As always there 
losers. The losers in this case will tend to be sc 
direct investors who have enjoyed considerable 
the old regime. ... The winners will be thousand 
working New Zealanders.\" The ministers estim 
cost the government NZ $110 million a year in f 
The bill has been referred to the Finance and E 
which will receive public comments until July 7. 
Parliament 


7. (U) Meanwhile 

May 17 that would exclude overseas investmen 
companies from the new tax rules for five years 
the companies time to consider shifting their he 
Zealand. The amendment was aimed primarily 
Peat Group 

Zealand shareholders. 


8. (U) The proposals on managed funds should 
the New Zealand stock market 

investors should encourage those looking for o\ 
focus on Australia. The National Party condem 
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as unfairly targeting New Zealanders who inves 
New Zealand 

criticized the changes for making it difficult for N 
diversify their portfolios. 


9. (SBU) Action requested: New Zealand comp 
held NZ $15.7 billion (US $9.8 billion) in U.S. pc 
investments as of March 2005 

Zealand\'s portfolio investment overseas. (Port 
Australia was only NZ $5.8 billion 
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The Canadian consul in Auckland has asked pc 
government would take action on the tax propo: 
preference that it gives to investment domesticz 
Australia. Post seeks Department guidance as 
inquiry. Post also recommends that 

or concerns about this proposed policy 

for the U.S.-New Zealand Trade and Investmen 
discussions later this month. 
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the waters of the Northwest Passage (essential 
Canada to claim the passage as Internal waters 
would 

transit of the passage. The Russian Deputy Ch 
in Ottawa 

this notion. According to this thesis 

to Canada\'s desire for the NWP to be internal \ 
collaborate with Canada to control and safeguaı 
and secure the North American continent from : 
threats in the far north. The conference prompte 
Department of Foreign Affairs and International 
(DFAIT) officials in attendance to approach Eml 
to explore the idea of government-to-governme! 
discussions. End Summary. 


Legal Scholars 
Discuss NWP 


3. (U) Michael Byers 

at the University of British Columbia in Vancouv 
Suzanne Lalonde 

Montreal organized a one-day program on June 
discuss the subject of \"Canada\'s Arctic Water: 
Diplomacy". Byers and Lalonde argue that the 
Cold War and the rise of global terrorism have c 
world situation such that the Canadian position 
the NWP (that it is Canadian internal waters sul 
Canadian law) actually coincides with U.S. secu 
interests. As a result 

a unique opportunity to resolve a long-standing 
to concurrently improve the security of the conti 
citizens and environment. The day long event fe 
panel discussions 

participants; three that represented universities 
was from the United States Artic Research Corr 
Embassy ESTH Counselor and Specialist 
Attach 
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4. (U) The first panel addressed the matter of V 
American participant was Professor Bernard Ox 
University of Miami\'s faculty of Law 

expert on matters of maritime law and the UN C 
the Law of the Sea (UNCLOS). The other two r 
Belgian (Erik Franckxx 

Australian (Donald Rothwell of the University of 
The panelists each presented arguments for ak 
concerning the validity and utility of Canada\'s n 
claims in the arctic followed by a roughly 60 mir 
Qclaims in the arctic followed by a roughly 60 m 
question and answer session. Franckxx providt 


history of the Canadian claim. Rothwell argued 
cannot claim the NWP as historic waters since i 
little used; but he was the first speaker of the de 
suggest that the entire argument could be bypa: 
and the United States were to negotiate a bilate 
cooperative agreement regarding use of the NV 
suggested also that the Antarctic experience m: 
solutions. 


5. (U) The American legal scholar 

of the senior U.S. negotiators for UNCLOS III) r 
freedom of navigation in arctic waters is one pri 
supports the global freedom of navigation and c 
(innocent passage and /or transit passage). His 
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suggested that any acknowledgement by the Ui 
other governments 

erode the global principle 

Oxman did also note that UNCLOS Article 234 i 
area clause) allows Canada 

zone 

arctic realm 

pollution from vessels. Incidentally 

recollection of the Canadian position during the 
negotiations that Canada has no international 
choice of phrase he attributed to a careful diplo! 
attempt to not be forced to argue the matter of 
inviolability of International Straits. 


6. (U) The second panel addressed \"Science\". 
panelist was George Newton 

Research Commission. Professor David Barbe 
University of Manitoba in Winnipeg 
Environment Canada\'s Marine and Ice Service: 
rounded out the panel. The panelists concerne 
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with describing ice conditions 

and climatology of the Arctic Ocean region with 
articulating the position that ice cover is rapidly 
diminishing 

possibly as early as 2020-2050 the NWP will be 
navigable waterway. On the other hand 

the uncertainty of our knowledge noting that for 
we have had records 

from year to year. Falkingham also said that in 
years the sea ice throughout the NWP and Can 
Archipelago has actually increased in thickness 
he thinks that the NWP will be the last passage 
Russian Northern Route and the Murmansk to ( 
to become navigable; his time frame is 2070 to 
also reminded the audience that in the arctic wil 
will always still be ice in the NWP 

navigable during that part of the year. 


7. (U) George Newton of the U.S. Arctic Reseaı 
like Falkingham 

scientific knowledge of the arctic is very 
characterized forthcoming exploration and rese: 
the 2007-2008 International Polar Year (IPY) as 
discovery comparable to that of Christopher Co 


8. (U) The third panel addressed \"Security anc 
the American participant was Professor Elizabe 
Meisel of Creighton University in Omaha 
Professor Rob Huebert of the Center for Militar 
Strategic Studies at the University of Calgary in 
and the former Commander of the Canadian Fc 
Area 

panelists. Elliott-Meisel described the current si 
as similar to the period leading to the 1988 Can 
Arctic Cooperation Agreement 
interdependence and close POTUS-Canadian F 
asserted that V'cooperation may not compromis 
but lack of cooperation will mean less security.V 
proposed that the United States 

agreement 

NWP 

to ensure appropriate capabilities are brought tc 
Qto ensure appropriate capabilities are brought 
ensure security of Canadavs arctic maritime doi 


9. (U) Both Colonel Leblanc and Professor Hue! 
the lack of Canadian military capability in Canac 
regions. Leblanc emphasized that one test of s 
to \"know what is going on in your territory 

his opinion 

also mentioned that the unchallenged transit of 
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through the NWP bolsters the claim that it is an 
international strait. Finally 

panelists that U.S. recognition of Canadian sove 
would serve to strengthen overall North Americ: 
Professsor Huebert did not explicitly support a ( 
agreement on the NWP 

sovereignty debate is a red herring. In his opini 
critical issue is security 

approach to security would achieve the greatesi 
North America. In contrast to the Cold War 
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the threat was a military one posed by the Sovie 
which the United States addressed throughout ( 
via the DEW Line 

threats are somewhat ill-defined and may incluc 
environmental threats (oil spills) 

(traditional Inuit mode of life) and economic thre 
(illegal fishing) as well as traditional military and 
criminal threats. The challenge is for governm 
to identify and prioritize the threats 

will 

so far the political authorities are \"all talk and n 
action\" on taking arctic security seriously. 


10. (U) The fourth panel addressed \"Diplomacy 
American participant was Christopher Joyner 
Director of International Law and Politics at Gec 
University. The other two panelists were Serge 
Deputy Chief of Mission at the Russian Embass 
conference organizer Professor Byers. Petrov 1 
conference that his government would support : 
deal between Canada and the United States the 
those countries decide on how to regulate the A 
of the Northwest Passage. He noted that develc 
NWP 

well 

resources and that that will require multinationa 
cooperation on governance and regulation. V'IV 
comfortable having Canada and the U.S. decide 
this future seaway is available for international s 
he said to the press after speaking at the confeı 


11. (U) Joyner discussed modes of governance 
safe passage through the NWP and he asked 
sovereignty a prerequisite for establishing a reg 
navigation?\" His answer was maybe 
Professor Joyner described how the IMO\'S Pol 
eventually become customary international law 
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process will be long and slow. Alternatively the 
approach in 1998 of unilaterally implementing re 
all vessels transiting the Turkish straits (Bospor 
Dardanelles) is another 

Byers 

discussion paper 

U.S. recognition of Canada\'s claim 

force of Canada\'s domestic law applies in the | 
balanced off by a firm commitment to open асс 
U.S. vessels 

shipping 

personnel necessary to monitor and police the [ 
rigorous 


12. (U) The final panel provided the \"Inuit Pers; 
There was no American participant on this pane 
Peter 

observations. She noted that travel by dog sled 
passages in the arctic should be as valid as pas 
ships on open water 

historic use and sovereignty. She also noted th 
15 of the Canada-Nunavut Land Claim authoriz 
Council\" to establish Inuit involvement in the de 
of the arctic maritime regime and that its efforts 
feed into the Arctic Council\'s 2008 report on \"/ 
Qfeed into the Arctic Council's 2008 report on N 
Shipping Assessment\". That Arctic Council reg 
turn 

security 

Peter also made the bold suggestion that local | 
capital 

and employed as the aircraft and ship pilots 
Rescue technicians 

to manage increased ship and aircraft traffic in 1 
region. 


13. (SBU) Comment: The discussion paper put 
symposium\'s organizers 

which was prepared to encourage debate at the 
was entitled \"Who Controls the Northwest Pass 
choice of the word \"control\" rather than owner: 
significant. The majority of opinion offered by p 
suggested that some form bilateral agreement I 
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by the two countries of the NWP 
\"sovereignty\" need with America\'s security an: 
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imperatives. The conference discussion was nı 
relative balance of the presentations and the ge 
of anti-U.S. rhetoric that has often characterizec 
reporting on this issue. There were a number o 
officials with responsibility for arctic issues in 
attendance at the conference. Our private cons 
with them tended to reflect an interest in discus: 
the U.S. on the NWP 

claims in the Beaufort Sea and other arctic issu 
Comment. 
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on June 19 front-paged the results of its latest r 
that 53 percent of those polled believe it is inapı 
President Chen to remain in his position. The s 
that the president\'s approval rating rose from 2 
percent in three weeks in May 

support the recall motion than those who do not 
percent vs. 40 percent). 


2. Several papers editorialized on the agreemer 
cross-Strait charter flights. A V'China Times\" el 
cross-Strait charter flights can barely meet the 1 
genuine needs and they are of little significance 
economy. An editorial in the pro-unification V'Ur 
said the cross-Strait charter flights will only mak 
people tilt even more toward China 

build TaiwanYs economic independence. An ec 
limited-circulation 

\"China Post" said the move is more politics th: 
of a gesture than substance. End summary. 


А) \"Opening Cross-Strait Charter Flights Nothit 
Slow Dancing" 


The pro-status quo V'China Times" [circulation: 
editorialized (6/17): 


\"Officials on both sides of the Taiwan Strait sim 
announced the Vspecial charter flights\' and Vho 
charter flightsY policy 

the long-deadlocked 

Even though there is still distance between the | 
needs of the Taiwan people 

perception behind the pan-Blue camp\'s propos 
bill 

It\'s just that this small step is not a Vtango 

slow dance 

types - Vspecial cargo flights 
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Vspecial humanitarian flights 

flightsY - is of any genuine significance 
Vinstitutionalized holiday flights.V 


\"The only breakthrough is the Vinstitutionalized 
because this expands the original model for Chi 
charter flights to become regular charter flights 
holidays of the year. This is good news for the * 
on the mainland who want to return to Taiwan fc 
holidays. But such an opening will only benefit : 
businessmen; it is of little help for Taiwan\'s eco 
don\'t want to pour cold water on the governmei 
this time is of little significance. ...\" 


B) “Тһе World Is Flat 


The pro-unification \"United Daily News\" [circul 
editorialized (6/19): 


\"... The four [types of] direct charter flights that 
the Taiwan Strait agreed on last week created e 
policy] will only make the Taiwan people tilt all tl 
in their behaviors and psychology 

build Taiwan\'s economic and trade independer 
wants to be more proactive 

comprehensive direct transportation [with Chine 
comprehensive way to enhance Taiwanvs libere 
internationalization 

to become an VAsian-Pacific platform.V [Taiwan 
for the convenience of the Taiwan businessmar 
regional function under consideration. While sti 
of becoming an VAsian-Pacific platform 
ascertain its national identity and the constitutio! 
structure of the Republic of China. If not 

and a tragedy to push for Taiwan independence 
to push for direct charter flights on the other. ...\ 


C) \"Direct Flights 


The conservative 
[circulation: 30 


VAre direct flights across the Taiwan Strait in th 
seems that there is no light at the end of the tur 
week\'s announcement in Taipei and Beijing the 
start nonstop chartered passenger flights durinc 
holidays. ... The move is more politics than eco 
of a gesture than substance. This is because o 
of the ruling party 

mainland. The Chen administration has been fi 
transportation links with the mainland 
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would eventually bring the two parts together. ... 


\"Is this a harbinger for the resumption of long-a 
transport links? Probably not 

Progressive Party\'s (DPP) political stand. But I 
Tseng-chang is a pragmatist who may take son 


SIPDIS 
including allowing weekend chartered flights 
popularity ahead of the presidential elections tw 
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The increasing use of violence during the comn 
street crime is a threat to all visitors. Travelers 
urged to exercise caution 

enforcement agencies do not act according to L 
and have limited capabilities. Jewelry should nc 
the streets. Large amounts of cash should not | 
The downtown area of San Jose should be avoi 
because of the increase of criminal activity that 


this area. 


Credit card fraud and credit card \"number skim 
rapidly growing crime. Visitors should avoid usi 
cards for point-of-sale purchases 

used to clean out an account. Visitors should c 
credit card accounts frequently. 


Visitors are advised to avoid unofficial moneych 
may offer better rates but who often trade in cot 
currency. The present rate of exchange is appr 
Costa Rican colones to one dollar. Accommodi 
available at a comparable rate at the airport. 


Visitors should exercise caution if they will be di 
Costa Rica. The combination of poor road cont 
driving 

driving very treacherous. Costa Rica has one o 
accident rates per automobile in the world. The 
strongly recommends against driving outside of 
area at night. Vehicles should not be left unatte 
packages left visible inside them. 


Costa Rica is an earthquake zone and periodic: 
significant tremors. 


Visitors should be careful not to eat peanuts or | 
made from peanuts grown in Costa Rica becau: 
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aflatoxin 
cancer. 


8. Please note: Effective January 1 

personnel traveling to post for a TDY of 30 days 
need to certify in the country clearance request 
have completed mandatory overseas personal : 
as outlined in State cable 66580 


9. Please be advised that State Department reg 
prohibit installation or use of privately-owned co 
any State Department building. Visitors must nı 
Regional Security Office in advance if they inter 
U.S. Government-owned portable computers in 
LANGDALE 
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UNT) at the national level 

declare his candidacy officially by mid-July 
depending on the candidate selection process. 
be an appealing candidate because of his politi 
solid performance as the head of a state goverr 
currently viable opposition candidate with any e: 
experience) 

However 

fighting President Hugo Chavez 

coup plotter 

It is an open question whether Rosales would h. 
permanently his gubernatorial seat were he to rı 
president. End summary. 


2. (C) Poloffs met with Rosales campaign comn 
Hector Alonso Lopez 

on June 8. Lopez 

man in Caracas 

Democratica (AD) 

his withdrawal from politics in recent years 

is re-activating his once extensive political netw 
serve Rosales. Zambrano is a founder of the c: 
party Polo Democratico and former opposition r 
during the days of the Coordinadora Democratit 
presented half-jokingly as the \"foreign minister\ 
campaign. 


3. (C) Though he has yet to declare his candide 
Governor Manuel Rosales may well be the mos 
to face President Hugo Chavez in December. L 
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reason Rosales has not declared is simply a tac 
the Chavistas a target until nearer to the electio 
Rosales held a rally in Barquisimeto (note 
Zulia) on February 4 in which more than 1 
volunteers from across Venezuela kicked off Ul 
register its party at the national level. Lopez de: 
the rally as historic 

and an AD (Social Democrat) mayor shared the 
officials 

factions. Rosales 

room. Lopez optimistically opined that this cent 
alliance could form the backbone of a long-term 
movement beyond the elections. The UNT 
founded from pieces of AD 

win his first term as governor 

required signatures in more than 10 states 

the party needed to hold a follow-up drive to ma 
corrections. Lopez said the party planned to file 
registration with the National Electoral Council ( 
mid-June 

by the second week of July. This 
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position Rosales to make his candidacy official ı 
July 15. 


4. (C) Lopez said that despite not having made 
declaration 

electoral limelight 

with the two major declared opposition candida! 
Petkoff and Julio Borges. These three have be: 
coordination and have announced they will work 
choose a single candidate 

think will be him (ref a). The three also pledged 
a common electoral platform. Rosales has bee 
weight at the CNE as well 

for acceptable conditions to stage a fair contest 
December. (Lopez said 

to grant any conditions so far is putting all the с: 
at risk and could trigger massive abstentionism. 
that Rosales wants to be seen above the fray fc 
appearing to be competing directly with Petkoff 
both weaker candidates 

appeal to limited segments of the Venezuelan p 
about why Rosales continued to trail Borges an 
the polls 

campaigning for months -- Borges for more thai 
Rosales 

only four states. 
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5.(C) As an candidate 

one currently holding office and the only one wit 
experience. He is widely viewed as a successfi 
administrator in Zulia 

registered voters who have voted him into office 
(including his term as mayor of Maracaibo). His 
running television spots full of images of Zulia s 
projects clad with Rosales! likeness. He has to 
that his extensive public services in the barrios | 
Chavez from winning hearts among the poor in 
reason he was re-elected to a second term in O 
Lopez argued that Rosales is above all a centri: 
both to the right and left. (We might add that Ri 
pragmatic and intentionally vague when it come 
ideology.) Lopez emphasized as well Rosales\' 
acceptance in the barrios 

difficult to tread without a massive security ento 
Rosales\' political skill is formidable 

regularly outshines the lackluster opposition wit! 
public statements and practical solutions to poli 
snarls. This was the case іп last December\'s fi 
parliamentary elections boycotted by the opposi 
Rosales 

bloc of seats 

so the CNE and opposition could resolve conce 
secrecy. The BRV flatly rejected the idea 
nevertheless sailed through without being tarrec 
abstentionist or opportunist. 


6. (C) Rosales\' talent for compromise at times ı 
refusal to confront. Depending on the national ‹ 
for much of his state\'s funding 

direct assaults on Chavez. Former COPEI pres 
candidate Oswaldo Alvarez Paz told Poloff earli 
that Rosales lacks the fortitude to take on Chav 
and predicted in a toe-to-toe contest with Hugo 
would take a beating. Another Rosales weakne 
of charisma. The first 15 minutes of his speech 
scripted -- border on inspirational. But when he 
extended or extemporaneous remarks 
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repetition and minutiae. In meetings with Embc 
droned endlessly (which 

politician\'s tool when you don\'t want to give an' 
Finally 

head because of trumped up Bolivarian accusat 
coup-plotting. BRV prosecutors have threatene 
charge Rosales for having signed the \"Carmon 
April 2002 that temporarily dissolved the branch 
government. There is also the far less credible 
leveled by the pro-Chavez Maracaibo mayor ea 
that Rosales had met with Colombian paramilite 
a plot to overthrow Chavez (ref d). The conven: 
is that Chavez can use these charges to force F 
in or out of the race 

later in the campaign. 


7. (C) Campaign finance in Venezuela is murky 
when asked how Rosales was financing his car 
answered simply 

governments." Leonardo Rodriguez said finanı 
concern and indicated the campaign was lookin 
principal problem 

bankrolling a campaign immediately becomes a 
BRV 

on money flows within and into the country. Rc 
funds would have to come from outside the cou 
they would need to transfer the money carefully 
into Venezuela. Rodriguez said they had a netv 
Venezuelans able to facilitate such transfers. $ 
former Venezuelan ambassador to the United S 
Arcaya told Polcouns June 9 that much of Rosa 
from the owners of the Zulia lottery who owe the 
to Rosales" administration. 


8. (C) Article 229 of the Bolivarian Constitution [ 
any presidential candidate from holding 

posts 

up his seat to run. Lopez told Poloff June 9 tha: 
itself had filed a request for interpretation with tl 
Supreme Court (TSJ) 

Lopez said there is an ethical and fairness ques 
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Chavez is not required to resign 

publicly 

would. We also note that the spirit of the Const 
to prevent an official from using his position to k 
political campaign 

his perpetual campaigning for re-election. Lope 
if the TSJ decides against Rosales 

not a cause of \"anguish\" for them. He pointed 
Rosales reaches the mid-point of his governor 
November 

with the Rosales-controlled state legislative cou 
the replacement. Presumably 

Rosales could be reinstated after the presidenti. 
were he to lose. 


9. (C) A Rosales campaign is an intriguing idea. 
leftist Petkoff and nerdy right-wing Borges have 
reached their peaks after months of campaignir 
Rosales campaign 

leverage his pact with Borges and Petkoff ease 
the race in August; and if he can catch a wave с 
as the UNT expands across Venezuela; and if ( 
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the CNE concedes on enough points to increas: 
confidence in the electoral process 

We are not/not suggesting that Rosales might ı 
-- who is still popular and dominates the state а 
campaign purposes -- but there is a glimmer of 
able to coalesce an opposition movement worth 
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Although the area is still better known as the \"C 
of opium fame 

trade and transit opportunities in a number of di 
summary 


2. Hoping to take advantage of rapid economic 
Greater Mekong Subregion (GMS) 

Thailand adopted in February the moniker of \"C 
Trade to the World\". Besides the upper GMS « 
Laos 
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reaching out to Bangladesh 

Nepal under the BIMSTEC (Bangladesh 
Economic Cooperation) trade grouping. 


Transit Route 


3. Thailand\'s potential as a transit country 
Chinese products 

major Chinese dam are to be shipped from Sha 
Yunnan province via an extraordinarily long rout 
through Thailand. The shipping route 

Thai customs official 

Vietnam and Cambodia to Thailand\'s southern 
Chabang 

road to northern Thailand and 

Yunnan via the Mekong River. The customs of! 
such heavy equipment is more costly to transpc 
through 4000 mountainous miles from Shanghe 
sea freight and land transport via Thailand and : 
again on the Mekong River. 


4. Even discounting for some boosterism 
southern China are actively engaged in a broad 
trade 

Thailand\'s hope for the Mekong to serve as a V 
for trade is echoed by China\'s interest in using 
link to ASEAN. Exports from Yunnan can be sr 
Mekong and connecting road to Thailand\'s Lae 
the Gulf of Siam in a day and half; shipments in 
direction require an extra day. 


New Industrial Zone to Attract Chinese Investm: 


5. To further attract Chinese investment and tr: 
cabinet in February approved a proposal to este 
Economic Zone\" (BEZ) and industrial estate or 
Chiang Khong District 

plan to build an industrial estate in Chiang Saeı 
local opposition over historical preservation isst 
location is less controversial and expected to pr 
Rai Chamber of Commerce President Pattana < 
participants in a logistics seminar in March that 
private and public sector representatives 
Director General of the New Industrial Estate in 
visited the Chiang Khong site. 


Kunming-Bangkok Highway Due for Completior 
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6. Although the original Chiang Saen site offere 
to the Mekong 

road now under construction through Laos to th 
The section through Laos 

(ADB) 

earlier Consulate Chengdu report (ref c) 

final Chinese portions of the road should also bı 
Still awaiting a Lao government decision and a 
funding is the site for the bridge over the Mekor 
Huay Sai in Laos to Chiang Khong. Once all se 
complete 

contribute to expanded trade among the GMS c 


7. Traders in the north increasingly expect this 
the Kunming-Bangkok Highway to be more reli: 
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which has suffered from unsteady water volume 
years because of dam construction upstream in 
Veeraphan 

Commerce 

more secure than via the Mekong 

regions in Burma. 


Mekong River Carries Increased Trade 


8. Even though the road may eventually prove 

along the Mekong between northern Thailand a 
already increased dramatically. Bank of Thaila 
reports show that river trade grew from USD 9r 
USD 129 million in 2005. Altogether 

for 3 percent of the total foreign trade of norther 
2005. 


9. During 2004-2005 

dockings (one boat may be docked several time 
Statistics from the Chiang Saen Customs Office 
exports by weight increased from 84 

from 2003 to 2005 

during that period. Chinese statistics are much 
the Thai figures 

Bank of Thailand official Sakorn Srisawat explai 
higher Chinese numbers include cargo that is o 
before entering Thailand 

takes place. 


10. To accommodate the hoped-for growth in 
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the RTG last December announced plans for a 
port (ref b) 

Minister of Transportation Phumtham Wechaya 
last year from a trip to Yunnan sold on China\'s 
Economic Strategy\" and convinced that Chines 
potential to ship a million metric tons of goods c 
including 500 

and 200 

newspaper Prachachart Thurakit reported that F 
is a major holder in one of Bangkok\'s largest st 
companies.) 


11. The Deputy Minister also touted the tourism 
the Mekong. Noting that the current port will se 
boats once the new port is operational for trade 
predicted that one-third of the three million Chin 
who visit Jinghong in southern Yunnan province 
expected to sail down to northern Thailand. (Co 
current tourism conditions this appears to be a\ 
optimistic statement.) 


12. The Early Harvest Program agreement on 
products that Thailand and China signed in Jun: 
factor in increased Mekong River shipments. Al 
exporters preferred sea transport through Laem 
reach the large Chinese importers and distributi 
China 

Thai exporters sent natural rubber and vehicle c 
The value of natural rubber exports alone nearl' 
USD 21 million to USD 41 million 


Chinese Dams Cause Problems Downstream 


13. While Thailand sees the Mekong River as : 
well as a fishing and tourism resource 

also a source of energy. Ongoing hydropower с 
has restricted water volume on the Mekong to tl 
is often insufficient for shipping. During this yee 
season from January to May the water level dro 
boats were forced to a stop during one week 
the middle of the river. 


14. Thai authorities and business people expres 
China will take steps to better manage the wate 
of the dams are completed. The Deputy Secret 
Thai Maritime Department told a March logistics 
Chiang Rai that water volume is not a barrier to 
shipments because China holds only 17 per cer 
volume of water in the Mekong River. (An envir« 
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pointed out 

water comes from China.) He assured the audie 
dams on the Mekong would not affect boat opeı 
narrow gorges along the Mekong in China were 
holding large volumes of water in large reservoi 
dams 

generation rather than agricultural production ar 
water to be released from the dams to flow dow 
the Mekong Delta. 


15. Bank of Thailand staff also claimed that Ch 
authorities facilitate boat operations on the Mek 
announcing a water release schedule for the da 
that the water level was unusually low this past ı 
to accelerated dam construction and would likel 
normal as construction tails off. Even under the 
Mekong shipments greatly reduce transportatio! 
Thailand to some parts of China 


16. Aless sanguine view emerged from conver 
journalists from Laos 

China attending a seminar sponsored by the Inc 
Memorial Foundation in Chiang Mai on V'Manag 
Mekong\". These journalists reported hearing n 
from Thai NGOs and villagers about the negativ 
downstream of Chinese dam building and rapid: 
Daily reporter who was part of the training appe 
by the critical accounts the students had heard | 
activity. 


Chiang Mai Aims to be Aviation Hub 


17. Growing aviation links and airport improven 
third alternative to river and road transport. Air 
Chiang Mai International Airport accounts for 6C 
the total value of imports and exports for foreigr 
the Northern Region Industrial Estate\'s Export | 
in nearby Lamphun. Electronic assembly plants 
cargo to ship finished components to assembly 
primarily in Japan and other places in Asia 


18. Chiang Mai airportVs on-going USD 52.5 п 
scheduled for completion in 2007 

the northern city as an aviation hub for the Gree 
Subregion and South Asia. The number of pas 
Mai grew from 2 million in 2003 to 2.9 million in 
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direct flights to Kunming and Jinghong in China 
Laos 

some routes available only once or twice a wee 
northern travelers still find it more convenient to 
Bangkok to these destinations. 


19. Comment: The growth in river 

creating more trade and tourism opportunities b 
Thailand and China\'s southwestern Yunnan. E 
are flourishing as well. While each route has its 
low water levels on the Mekong 

highway 

northern provinces are serious about promoting 
economic corridor to China and for China to the 
Subregion and are investing accordingly. 
CAMP 
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is launched 
major powers and take stern action.\" 


Speaking at the press conference held at the Pı 
Official Residence yesterday afternoon to mark 
the Diet session 

self-restraint 

and South Korea 

launching a missile in a rational 

though 

planning to take if Pyongyang test-fires a ballisti 


5) US ambassador to Japan: If a missile fired 
the matter to UNSC 


YOMIURI (Page 2) (Full) 
June 20 


US Ambassador to Japan Thomas Schieffer ye: 
Japanese reporters 

North Korea were to test-fire a Taepodong-2 lor 
missile 

convene the United Nations Security Council (U 
matter to the UNSC. He also emphasized that tl 
additional economic sanctions against North Kc 
are discussing appropriate steps with our allies 
Japan 


Speaking of the possibility of holding a meeting 
United States and North Korea to discuss the п 
Schieffer indicated that the first thing for that co 
is to return to the six party talks 

the six-party talks 
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variety of issues with the US.\" 


6) Government vigilant against North Korea\'s n 
an anniversary 
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Tatsuya Fukumoto 


\"Today is said to be the 42nd anniversary of the 
North Korean leader Kim Jong Is political activ 
that country launched a missile in 1998 


TOKYO 00003407 004 OF 011 


was nearing 
press conference yesterday morning. 


Pyongyang launched a Taepodong-1 missile or 
days before the 50th anniversary of the national 
the time 

second launch even after the first one. Referrin« 
Korea\'s moves this time 

that if it were to launch a missile 

be June 19. 


The Defense Agency (JDA) stays alert and coni 
situation by mobilizing Maritime Self-Defense Fi 
Aegis ships and the EP-3 information-gathering 
electronic warfare 

Force\'s (ASDF) FPS-XX ground-based radar a 
Forces Japan (USFJ) 

RC0135S Cobra Ball. 


The Japanese government is considering restric 
and trade under the Foreign Exchange Law as \ 
under the Law for Banning Certain Vessels\' Po 
working together with the United States. The Fc 
has provisions on economic sanctions 

regulate remittances to and trade with North Ko 
invoke this law and the Law for Banning Certain 
Entries 

from entering Japanese ports 

approval at a cabinet meeting. A Japanese дом 
explained: V'Japan has already started discussit 
as the priority order of sanctions and the duratic 


7) Japan 
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Japan and the United States are facilitating bilat 
defense cooperation against the backdrop of № 
preparations to fire a Taepodong long-range ba 
sources said yesterday. US Forces Japan (USF 
Patriot Advanced Capability-3 (PAC-3) surface- 
Japan within the year to intercept ballistic missil 
two countries will go ahead with role sharing as 
intelligence sharing. 


The Japanese and US governments held a con 
officials for foreign and defense affairs in Hawai 
over USFJ realignment. In the meeting 

into the possibility of setting up a team to prioriti 
implement specific plans described in their final 
in May on USFJ realignment. 


In the meantime 

after having set it on a launch pad at a missile t 
the Japanese and US governments exchanged 
Korea\'s readiness to launch a Taepodong-2 mi 
sources. Japanese and US officials there reaffir 
Korea was threatening to launch a ballistic miss 
that view 

cooperation between Japan and the United Stat 
realigning US forces in Japan. 
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In concrete terms 

year 

The Air Self-Defense Force is also going to dep 
by next March 

intercept missiles will start before that. 


8) Iraq: Withdrawal order expected today for GS 
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The government will decide today to withdraw C 
Force troops currently deployed in the southern 
Samawah. That is because Britain will transfer i 
powers in July to the Iraqi government in the prc 
Muthanna 

Nukaga will order the GSDF today to withdraw t 
troops. In response 
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Iraq. They will move to Kuwait in late July and w 


Prime Minister Koizumi and New Komeito Presi 
meet this morning 

conference to approve the government\'s decisi 
GSDF troops. The government will then hold a : 
meeting to make a formal decision on the GSDI 
Koizumi is expected to meet the press today. 


VWhen the time has come 

want the GSDF members return home safely wi 
obtained from the United States 

Iraqi government 

added 

of the international community to help stabilize | 
like to continue to do so (even after the GSDF\': 
this 

the Air Self-Defense Force in airlift missions bel 
Iraq. The government will extend ASDF airlifts t 
other locations in response to a request from th 


9) North Korea 
upcoming Japan-US summit; Both leaders to re 
cooperation 
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The major agenda items for the upcoming Japa 
between Prime Minister Koizumi and President 
on June 29 were set yesterday. During their talk 
leaders will reaffirm their closer cooperation to r 
North Korea nuclear and missile development a 
In addition 

reconstruction assistance to Iraq 

centering on Chinas economic and military rise 
statement reaffirming the significance of the Jay 
in a global context is will be released after the s 


In the meeting 

Korea 

Taepodong-2 missile 
return to the six-party talks. 
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On the Iranian nuclear issue 
accept a comprehensive proposal offered by the 
of the United Nations Security Council (UNSC) | 
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Iraq 

continue reconstruction assistance even after tr 
Ground Self-Defense Force (GSDF) troops fron 


10) Main points in prime minister\'s remarks ing 
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The following is a gist of remarks made by Prim 
in a press conference yesterday. 


(Tasks that lie ahead) 

In drawing up budgetary request guidelines for i 
budget 

and fiscal reconstruction 

Next week 

St. Petersburg Summit is scheduled for July. In 
Liberal Democratic Party\'s presidential election 
Many problems lie ahead 


(LDP presidential election) 

The next premier must push ahead with both re 
economy and reconstructing the nationVs financ 
successor should demonstrate leadership witha 
criticism 

trustworthy party (LDP) members. Great breadt| 
passion to doggedly resolve problems are requi 
successor. 


In the LDP presidential election 

be elected 

power struggle. There might be cases in which 
strained. When all candidates who obtain suppc 
20 LDP members declare their candidacy 

for whom | will vote. Until then 


(North Korea\'s missile issue) 

Japan 

calling on North Korea to refrain from launching 
rational 

launch one. But if Pyongyang test-fires a missile 
have to consult with the US government and ott 
actions. | had better not comment for now on wl 
will take. 


(Plan for GSDF withdrawal from Iraq) 

When the right time comes 

pull Ground Self-Defense Force (GSDF) troops 
obtaining approval from various countries conct 
Britain and Australia) and the Iragi government. 
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Japan 
will continuously think what it can do for the stal 
and provide assistance (even after the troops aı 


11) Poll: 37% against Yasukuni visit; 17% for ur 
Agency to ministry 
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In the latest poll 

if they thought Prime Minister Junichiro Koizumi 
homage at Yasukuni Shrine this year 

visit the shrine but not on Aug. 15 

and 17% insisting that he should visit the shrine 


Respondents were also asked if they would sup 
introduced bill to upgrade the Defense Agency t 
ministry. In response to this question 

2196 saying \"no.\" Those who \"can\'t say which 


12) LDP\'s Yamasaki: If Prime Minister Koizumi 
Shrine on Aug. 15 will affect the LDP presidenti: 


MAINICHI (Page 5) (Full) 
June 20 


Taku Yamasaki 

Party (LDP) 

Mainichi Shimbun held yesterday in Fukuoka Ci 
upcoming LDP presidential election 

should Prime Minister Junichiro Koizumi visit Y: 
would affect the results of the LDP presidential 

V'This year 

think the presidential race will move ahead spec 
stressed that he will watch former Chief Cabine 
Fukuda\'s move 

candidacy) until (Aug. 15) will benefit national in 
Regarding his possible candidacy 

clarify my intentions before the mid-August Obo 


Yamasaki criticized Prime Minister Koizumi\'s vi 
Shrine 


\"Official visits are unconstitutional. Private visits 
prime minister) are no different. China and Soul 
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protest strongly soon after the prime minister vi: 
As a result 

leaders of the two countries.\" 


Yamasaki apparently sought to check Chief Cal 
Shinzo Abe 
KoizumiVs visits to the Shinto shrine. 


13) 2006 LDP presidential election: Koizumi to г 
support for particular candidate in September in 
Mori; begins paving way for Abe 
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Prime Minister Junichiro Koizumi indicated in a 
yesterday that he would clarify his support for ai 
presidential candidate timed with the official Кісі 
election campaign 

greater support for Chief Cabinet Secretary Shi 
favorite. Support for Abe is growing in recent pu 
surveys on presidential candidates 
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Cabinet Secretary Yasuo Fukuda is leveling off. 
strategy is to hand over the baton to his succes: 
momentum through such means as his diplome 
including his upcoming visit to the United State: 
overhauling the nation\'s revenues and expendi: 


\"He must deal with matters flexibly while using 
soft approaches. He must also be prepared to fi 
within the party in efforts to convince people. V" 


Koizumi discussed some requirements for his s 
offer words of encouragement to Abe. 


Earlier 

Yoshiro Mori to discuss the LDP presidential rac 
session 

successor. Koizumi expressed his intention to v 
until early September when the presidential elec 
officially announced 

clear where he stands on the race before hand. 
Minister Yasuhiro Nakasone designated Secret; 
Takeshita as his successor. Koizumi does not ε 
scenario. However 

that would be a de facto designation of his succ 
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Koizumi may not announce his support for any | 
until the official kickoff of campaigning out of co 
for Mori. But if his clout is extremely low at that 
Koizumi\'s designation of his successor would Ic 
power. In the Mainichi Shimbun\'s June 17-18 c 
support rate increased 4 points from the previot 
while Fukuda\'s rate dropped 1 point to 19%. Fu 
is leveling off. 


A former LDP cabinet minister explained Koizur 
way: \"Because there is already a clear trend in 
the prime minister is trying to back him in a moc 


But whether or not the prime minister visits Yas 
the August 15 end-of-the-war anniversary is still 
matter closely associated with the presidential r 
likely to make a final decision while keeping in r 
shrine visit would affect Abe. 


14) Poll: Abe leads Fukuda in post-Koizumi ract 
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In a recent face-to-face nationwide public opinic 
conducted by the Yomiuri Shimbun on June 17- 
asked who they thought would be the most appı 
become Prime Minister Koizumi\'s successor 
pick one out of five lawmakers in the ruling Libe 
Party. In this popularity rating 

topped all others at 4496. Yasuo Fukuda 

in the CCS post 

polls and the one taken this time cannot be sim| 
because the number of post-Koizumi candidate 
this time from the last survey taken in May. Hov 
closed in on Abe in last month\'s survey 

survey 
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yet to clarify whether he will run in the LDP pres 
election. 


Abe ranked top for the fifth month in a row. Amc 
candidates 

Minister Tanigaki at 296. Among LDP supporter 
Fukuda at 19%. 


In the survey 
interested in the LDP race. In response to this c 
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of 72% answered \"yes.\" Respondents where fı 
one or more issues for the LDP presidential ele: 
response 

healthcare 

economic and employment measures at 47%. 


The approval rating for the Koizumi cabinet was 
2.4percentage points from the last survey. 


15) Kyodo poll: 45% favor Abe as successor to 
Koizumi; 24% support Fukuda 


TOKYO SHIMBUN (Page 2) (Full) 
June 20 


According to a poll Kyodo News Service conduc 
Chief Cabinet Secretary Shinzo Abe was the mi 
to succeed Prime Minister Junichiro Koizumi 
support 

the 31.4% of the previous poll 

Secretary Yasuo Fukuda. The gap between Abt 


SIPDIS 

21.3%. Abe essentially expressed on May 24 hi 
in the Liberal Democratic Party (LDP) president 
Fukuda has not clarified his position. Fukuda\'s 
explicitly declare his intention to run in the electi 
believed to have eroded support for him. 


Foreign Minister Taro Aso secured 4.3% (4.5% 
poll) and Finance Minister Sadakazu Tanigaki o 
in the May poll). Senior Vice Justice Minister Ta 
fourth with 2.996 (1.696 in the previous survey) 


Those who favored Abe were asked the reason 
and 23.0% cited his diplomatic ability to improve 
China and South Korea 

abilities. Of those who favored Fukuda 
diplomatic skills to repair the strained ties with C 
South Korea. The respondents expected him to 
diplomacy. Of the respondents supporting Aso 
expressed hopes for his diplomatic capabilities. 
respondents who favored Tanigaki hoped for fir 
reconstruction. Of those who supported Kono 
reform the social security system. 


16) Support for resumption of commercial whali 
session adopts declaration by margin of one vo: 


SANKEI (Page 2) (Full) 
June 20 
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The International Whaling Commission (IWC) a 
held in St. Christopher Nevis in the Caribbean S 
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declaration promoted by Japan seeking the norı 
functions of the commission by a 33-32 vote. Tt 
calls for the withdrawal of the temporary susper 
commercial whaling adopted in 1982. It is a stey 
resumption of commercial whaling. 


The declaration was jointly proposed by 30 pro- 
including Japan. This is the first time that the nu 
whaling countries topped that of anti-whaling cc 
since the resumption of commercial whaling rec 
more than three quarters of members at a pleni 
declaration has no binding power. Even so 
achievement for pro-whaling countries. 


However 

were against the adoption of the declaration. Th 
between pro-whaling countries and anti-whaling 
likely further heat up. 


Touching on the adoption of the declaration tha 
resumption of commercial 

Vice Minister Mamoru Ishihara yesterday noted 
future of the IWC 

adopted.\" He then added: \"We will make steac 
as well to ultimately garner support from three q 
members.\" 


17) Chugai Pharmaceutical uses serum derived 
Mistake occurred in process of switching to mat 
countries; Voluntary recall begins 


SANKEI (Page 31) (Lead para.) 
June 20 


It was learned that Chugai Pharmaceutical Co. 
maker 

embryos 

two medicines it manufactured and sold. It has ; 
recalling about 900 

hospitals throughout the nation. In order to avoit 
BSE contamination 

of US cattle has been banned 

Pharmaceutical explained 

damage to health is extremely low.\" Judging th: 
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violation of the Pharmaceutical Law 

Labor 

cases involving other pharmaceutical companie 


18) Deregulatory requests from Nippon Keidanr 
drops to 47% in fiscal 2005 


ASAHI (Page 4) (Full) 
June 20 


Nippon Keidanren (Japan Business Federation) 
that the compliance rate of deregulatory reques 
the government dropped to 47% in fiscal 2005 
49% posted in fiscal 2004 and 13 points from 6t 
fiscal 2003. 


The business organization noted that the reasoı 
such a ratio is that bureaucrats have begun taki 
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of regulatory reform since fiscal 2004. 


The Japan Business Federation submits 200 to 
to the government. Since the government\'s Re: 
Privatization Promotion Headquarters 

Koizumi 

Reform Council in fiscal 2004 as a point of cont 
submission of requests 

have been handled in a routine manner 
Headquarters put it. 


SCHIEFFER 
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12 that the news of the \"successful suicides wc 
the camp like wildfire and no doubt cause (Hick 
detainees to reflect on their own positions.\" \"С 
has stopped eating and is shedding weight at ai 
rate 

HicksY American military attorney 

not because he is on a hunger strike 

\"just lost the desire to eat. HeVs not coping 
Corps Major Michael Mori affirmed. On Austral 
Mori complained: VI found him very desperate f 
contact. HeVd lost a lot of weight.\" Hicks\' fath 
Hicks 

the detainees had committed suicide given {Пен 
and treatment. 


Column 3 

4. (SBU) On June 14 

was joined by Labor and Australian Democratic 
calling on the U.S. Government to close Guante 
ensure a fair trial for Hicks. After the motion fai 
28 

is \"anathema to the rule of law\" and \"should b 
immediately 

has abandoned its citizens to this illegal system 
Howard alone remains subservient to the Bush 
in this matter 


5. (SBU) On June 14 

Danby 

comment on allegations by University of Wiscor 
and author Alfred McCoy that David Hicks\' was 
extreme isolation 

torture 

in a Vseverely damaged and stressed psycholo! 
a written response drawing on Washington guic 
rebutted the thrust of McCoy\'s statements 
contained in the \"Monthly\" magazine and elab 
June 13 Lateline interview with McCoy. The Ch 
denials that Hicks is kept in solitary confinemen 
that Hicks has daily access to a reading room 
and hot showers 

representatives of the International Committee « 
Cross. 


6. (SBU) Asked about the Hicks case after the : 
Howard stated on June 12 that a recent consule 
Guantanamo Bay by Australian officials raised r 
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Hicks. \"№уе been told that he received a const 
about two weeks ago and the report from that c 
was positive 

publicly stated that he was satisfied that Hicks v 
suicide risk and that his only health complaint w 
back which Hicks raised with consular officials \ 
them on June 8. \"He complained about some | 
he\'s had for a long time 

\"but he didn\'t seem particularly depressed acc 
reports I\'ve read.\" After commenting that Hick 
in solitary confinement 

could mix \"with other detainees from time to tin 
concluded: \"I\'m satisfied that his health and we 
fine.\" Attorney General Phillip Ruddock told геј 
the Australian government has spent in excess 
(approx. USD186 


Column 3 
officials have visited him at Guantanamo Bay oı 
occasions. 


COMMENT 


7. (SBU) Media attention to the Hicks case follo 
pattern over time. We are currently observing e 
suicides of the three Guantanamo detainees pri 
opportunity to Hicks\' defense team 

public antipathy to his continued detention with | 
assistance of sympathetic media. John Howarc 
Government have taken pains to defend our ac 
consistently 

points. End Comment. 


8. (U) This message has been coordinated with 
Canberra. 


IRVING 


68632 

68633 

poor people in the country 

to everyone.\" He was also very concerned witt 
Krishna Prasad Sitaula\'s actions as negotiator ` 
government 

(Sitaula) or what he\'s doing (with the negotiatio 


Worried that Nobody is in Control? 


3. (C) Deuba stated that he thought the Indians 
the negotiations\" and somewhat in control of th 
When the CDA told him that the it was unlikely 
taken aback and questioned 

to all these things without the support of India 
or the U.S.?\" He lamented that Koirala could h 
much more in the negotiations but instead was : 
all demands. Deuba also speculated that the a 
between the government and the Maoists to dis 
was likely agreed upon in Delhi in a secret agre: 
time of the 12-point agreement between the par 
Maoists (Reftel). (Note: NC-D and CPN-UML pc 
repeatedly worried that the Maoists and Nepali ! 
have some kind of secret understanding. NC le 
publicly denied that persistent rumor. End Note 


Comment 


Column 3 

4. (C) Given the apparent lack of consultations 
negotiators and their political party alliance 

that Deuba -- and perhaps other -- would be mc 
if there were indeed a \"Made in New Delhi\" pla 
agreements between the GON and the Maoists 
reassurance that India could act as a brake to s 
wrong-headed moves. The lack of control by ai 
PM Koirala and Prachanda makes Deuba very ı 
Deuba 

gave the strong impression that he feels embitte 
defeated by PM Koirala. 

SCHWARTZ 
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Japan" The conservative Sankei editorialized (t 
\"North Korea is preparing to launch a Taepodo 
range missile. This would be a grave violation o 
Pyongyang Declaration 

moratorium on North Korean missile launches. . 
conference 

have to take strong measures in event of a laun 


2. VShould North Korea launch the missile 
have to impose sanctions on Pyongyang in coo| 
the US and the international community. Meanv 
GOJ should consider whether Japan is fully pre 
defend itself against ballistic missiles. Even ass 
that this is an example of North Korea\'s brinkm 
Japan should take this opportunity to review the 
inadequate defenses. 


3. \"North Korea Must Immediately Cease Prov 
Action V" An editorial in the liberal Mainichi comm 
(6/20): \"Is this provocative action yet another e: 
of the brinkmanship at which North Korea excel 
is evidence suggesting that the North Koreans | 
already put liquid fuel into a Taepodong-2 missi 
an eye toward imposing sanctions 

other members of the international community z 
continuing to strongly call on Pyongyang to exet 
restraint. The situation is becoming more tense 
day.... 


4. \"We wonder whether this provocative act is i 
chiefly to rattle the US.... A missile launch woulc 
counter to the Pyongyang Declaration 

between the US and the DPRK 

adopted at the six-party talks. It would also furtr 
isolate the North from the international commur 
Foreign Minister Aso and US Ambassador Schi 
that in the event of a launch 
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strong measures 
Council to convene to discuss sanctions on Pya 


SCHIEFFER 
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domestic telecom companies - China Telecom 
China Unicom 


The Real Deal 


6. (SBU) According to the Chief Technology Off 
media gateway company Cantata 

underground VoIP operators in China not includ 
telcos that offer their own tiered calling services 
explained that these underground VoIP sellers ( 
companies and sell them the technology and he 
allow companies or individuals to access existin 
lines via the VoIP route. Meanwhile 

also begun running VoIP trials 

that its bottom line is not affected 

being conducted in rival China Netcom\'s opera 
territories. Furthermore 

their customers by pitching traditional telephony 
in the guise of VoIP services. (Note: Accessint 
service is done by buying an access card availa 
retail stores in Chinese cities. End Note). How 
quality of this service is deliberately poor allowir 
telcos to both pitch their more expensive premit 
and to also dampen the enthusiasm for VoIP ur 
ready to launch it themselves as such. And laui 
themselves they will. 


The Future of VoIP 


7. (SBU) The Asia Pacific VP for Intel believes t 
has a bright future in China. The technology ha 
been deployed in many countries around the wc 
offers Chinese telecom companies a clear path 
their operating costs and to create a stream of c 
Added Services. He went on to say that as bro: 
China becomes more widely available custome! 
from the lower cost per call that VoIP offers. He 
that when they are ready the telcos will tell their 
customers that the technology has now improve 
present high quality VoIP as either part of triple 
play media packages or a single service such a 
Skype now offer in the United States. 
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Randt 
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4. (C) The security situation in Diwaniyah has C 
worsened over the last two months. Since Janı 
been 38 Improvised Explosive Device (IED) inci 
province 

of those were placed within the last 45 days. 


5. (C) Frequent 

rockets) against Camp Echo continued over the 
Katushka rockets were fired on the night of Jun 
night 

city along with small arms fire. While the explos 
been caused by a tribal or tribal/sectarian dispu 
Diwaniyah 

mortar rounds fired across the city from norther 
neighborhoods toward Camp Echo on the soutt 
reportedly damaging at least one home and a sı 
April 

1-2 times per week. A base contact noted that 
lights often are turned on after hours at the dow 
office building as MM members gather to celebı 
attack. 


Putting it into Perspective: Mahdi Militia Moving 
Phase? 


6. (C) Provincial officials 

and local contacts concur that a ring of neighbo 
north side of Diwaniyah are considered by Sadr 
their control. Local police will not patrol in those 
Qadisiyah provincial governor Hamza last mont 
issue a Vno go\" order to Iraqi Security Forces e 
placed those neighborhoods and some central { 
Diwaniyah\'s OMS office building into a no-go \" 
Provincial government and ISF contacts invarial 
to ask CF not to patrol in those areas 

an unnecessary provocation to the Sadrists. C( 
Forces retain full authority to decide patrol route 
prior consultation with the provincial governmen 
frequency of indirect fire attacks originating in tt 
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unimpeded ability to patrol and react to threats i 


Column 3 
neighborhoods seems essential. END COMME 


7. (S) A local Iraqi security forces intelligence cc 
offered his personal assessment of the escalati 
acts in Qadisiyah Province. He linked the Mahc 
aggressive stance to the assassination of forme 
Susoon Al-Lizimali on May 29 (reftel). Claiming 
al-Sadr\'s mother lives in Diwaniyah and that M/ 
visits the city 

were pushing forward to make the city a MM str 
campaign 

including the infiltration of IP units. The second 
included assassinations of ex-Baathists and Iraı 
Coalition Forces (including public mention of at 
List". Mahdi Militia has now entered the third 
stated. In order to intimidate a public which hac 
increasingly weary of religious parties due to the 
services 

terror 

believed that MM now placed a high priority on : 
public that MM controlled the police at will and r 
recognized the Coalition Forces as having the \' 
Diwaniyah. In his view 

be to conduct raids 

while avoiding patrols that Sadrists would view : 
\"provocation.\" He urged that CF assign more 
assets to counter the increased terrorist activity 
province. 


8. (S) COMMENT: No one has claimed specific 
Al-Lizimali\'s shooting 

Organization is also capable of ordering and cai 
attack. The disappearance of the police from t 
the shooting is one indicator pointing to possible 
involvement 

units. Our contact figuratively threw up his hanı 
Fadilha\'s militia 

active within the province 

operations in ways that suggests another. Rec 
Qadisiyah provincial government seems increas 
restoring order within the city. Governor Hamz 
response so far has been to step up anti-CF rhe 
a Sadrist tone in his public comments. 


9. (C) Arguably 

Central provinces. However 

that significant differences exist across province 
might appear from the outside to be a monolithi 
Qadisiyah\'s east 

most acts of violence are assassinations and m 
north 
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because of effective police enforcement. The ri 
of Najaf and Karbala see occasional militia posi 
security concerns are more along the lines of st 
assassinations 

END COMMENT 

FONTENEAU 


68638 

Security Forces in Basrah would solve many of 
problems since the police participate or are con 
murders. He reiterated what other contacts 
Shiva 

Army presence as opposed to an Iraqi Police pr 


3. (C) According to Haji Khalaf 

Basrah already have fled the province. He said 
Basrah are too frightened to go to school or the 
employment 

told the RC that Sunnis are afraid to go to the h 
whether for treatment or to pick up the body of: 
one. Criminal gangs wait outside of hospitals a 
that visit 

in Basrah had discussed issuing a fatwa orderir 
leave Basrah if the situation continues to deteric 
topic is still under discussion 

made. 


4. (C) Comment: As a member of Prime Minis: 
security committee on Basrah 

report his findings to the highest levels in the ce 
government 

additional actions to restore security in Basrah. 
frustration and the feelings of helplessness amc 
continue to rise 

security authorities 

Unfortunately 

killing of Sunnis in Basrah. End comment. 


GROSS 


68639 
68640 
see what happens. 


5. (SBU) Al-Harthi also expressed continued su 
Air. Though the airline has been a financial V'dr 
the years 

bigger economic benefits that the carrier brings 
cited air links to Europe and Asia 

and purchasing of goods and services as benef 
Air brings to Oman. For this reason 


Column 3 

that the government committed itself to bankroll 
for the next three years by recently approving it: 
plan. 


6. (SBU) Al-Harthi further considered the growtl 
identity" airlines 

Airways 

airline may sometimes outweigh operating perfc 
doubted that Dubai could have grown as much ; 
without the assistance of Emirates Airlines. In t 
light 

partner nations 

Bahrain. Going forward 

replicate Emirates expansion beyond air servic 
hotels 


7. (U) In discussion of the extensive developme 
port and road networks 

interest in the GCC railway project. He views tr 
rail network as an opportunity to connect Oman 
its upper Gulf neighbors 

to move goods through the Gulf without incurrin 
costs of passing through the Strait of Hormuz. | 
the GCC has contracted with a consultant to de 
feasibility of rail networks in GCC countries and 
projecting that it would have to have dual use 
(passenger/cargo) capabilities in order to be via 


8. (SBU) Al-Harthi wants to see more American 
contracting firms participating in Omani tenders 
of the quality of work currently being done 

that Oman needed the international expertise tr 
projects such as the Muscat Seeb airport expar 
He pointed out that because tenders come quic 
requesting proposals in a 4-6 week time frame 

companies would have to be patient and willing 
presence in Oman. He highlighted Parsons Inte 
U.S.-based company that has been able to grac 
its stature to the point where it is now a significe 
player. 

GRAPPO 
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mountains 

that Hayatullah had been shot in the rear of his 
that the body was hand-cuffed and looked very 
beard suggests Hayatullah had been in captivity 
disappearance six months ago. 


2. (U) Hayatullah disappeared while working ol 
investigation of the death of Egyptian al Qaeda 
Hamza Rabia in Miran Shah 

2005. Pakistani security agencies maintained tl 
been killed in a blast caused by bomb-making e 
the house in which he was hiding. Hayatullah v 
remained of the house to investigate Rabia\'s dt 
\"Daily Times\" described his photos of the wrec 
including \"what some Western experts determi 
a Hellfire missile.\" Hayatullah\'s account 
covered in Pakistan and abroad 

had been launched by а CIA drone. According 
accounts 

receiving threats from V'certain quarters\" soon ; 
story broke 

official offering him three options: leave North \ 
stop reporting or accept a government job. 


3. (SBU) News of Hayatullah\'s death has pror 
reaction 

demonstrations in several cities organized by th 
Union of Journalists and other media advocacy 
Both the English- and Urdu-language press hav 
killing 

answered: Who abducted Hayatullah? Why we 
so many months before being killed? Most pres 
expressed deep skepticism regarding the gover 
that Hayatullah was kidnapped and executed by 
sympathizers. Although stopping short of accu: 
the majority have openly accused Pakistani sec 
complicity in the journalist\'s death 

forces had more to gain by silencing Hayatullah 
reporting directly contradicted official accounts « 
death -- than did tribal militants sympathetic to г 
Journalists point to the timing of the disappeara 
after Rabia\'s death 

serious public investigation into the kidnapping 

coincidental discovery of the body soon after loc 
told the family to expect \"good news\" and ever 
binding the victim as evidence of government in 
this crime. 


4. (S) The description of HayatullahVs death in 
edition of the \"Daily Times\" tracks with details 
Pakistani security official shared with the Amba: 
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evening of June 16 

that Hayatullah\'s body was dumped in Mir Ali pı 
official said that Hayatullah had lost 15 kilos of 
weight; his body bore clear signs of torture durir 
captivity. The GOP official opined that Hayatau 
captured 

blamed the reporter for the death of Hamza Ral 
that Hayatullah and other journalists operating il 
provided information on the identities and locati 
Islamic militants to Pakistani and American seci 


5. (C) Comment: Assuming the security officie 
is accurate 

which control in the tribal areas 

Waziristans 

ability of militants to kidnap 

then dump his body in a public place is a graph 
longer surprising 

with impunity. On the same day that Hayatullah 
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two female teachers and their daughters were n 
adjacent agency as a warning against educatior 


6. (C) Comment (cont): Allegations that the US 
been involved in Hayatullah\'s disappearance pt 
2006 

Journalists alleged that a Pakistani military offic 
told Hayatullah\'s family that he had been turnec 
U.S. In early May 

stating \"Hayatullah Khan is not known to the Ur 
We have no information on his whereabouts.\" 
guidance received prominent coverage in the P: 
on May 10 

Peshawar 

attention directed toward the USG in connectior 
case now that Hayatullah\'s body has been four 


CROCKER 
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position 

at the next board meeting on June 15. He also 
\"Okaz\" that he does not intend to resign. The 
of Trade 

the situation but the Saudi government has bee 
interfere. 


Column 3 

4. C) COMMENT: The JCCI is not only a critic. 
for economic activity but is one of the leading ci 
institutions in Jeddah. Its decision to allow worr 
for Board seats was a watershed event for wom 
in Saudi Arabia (reftels). The JCCIVs role in ect 
development is significant. If the JCCI were to I 
by dissension or a lack of leadership at a critica 
the Saudi economy is booming 

or at a minimum be slow to adapt to important є 
developments 

COMMENT. 


MINISTER TAKES (UNCERTAIN) ACTION IN I 


5. (C) The government's response to this trout 
ambiguous. At a meeting in Jeddah on June 16 
Commerce and Industry Hashem Abdullah Yarr 
have issued an ultimatum giving the embattled | 
months to hand over his post to one of the mer 
Board of Directors. He also admonished the otl 
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the Board to cease making public statements о! 
influence the situation by other means. Howeve 
report published on June 19 states that Minister 
asked that the Board find a solution to the probl 
the next two months. COMMENT: The conflict 
indicate backpedaling by the government 
enforce discipline on a powerful individual 

an effort to reduce the public embarrassment to 
individual by allowing his departure to be portray 
voluntary or a result of a mutual agreement by г 
organization rather than being imposed by the с 
END COMMENT. 


ANTI-WOMEN ATTITUDE PROMPTS WOMAN 


6. (C) This was not the only trouble at the JCCI 
weeks. Ms. Ranya Bajssair 

Relations Committee at the JCCI 

that she had resigned her position with the JCC 
going to Riyadh to \"try her luck there.\" Ms. Ba 
that the reason for her resignation was the ай 
Secretary General Mohammed AI Sherif toward 


SIPDIS 

complained that Al Sherif seemed particularly o| 
women working in a mixed-gender environment 
is the personification of the \"new Saudi women 


Column 3 

appeared in or been interviewed by many Arab 
recent months talking about her career and aml 
was even photographed for one magazine withc 
There is some speculation that her widespread 
media inspired Al Sherif\'s negative attitude. 


FUNDAMENTALIST WEB-SITE ATTACKS REI 


7. (C) Over the course of the last few weeks 
fundamentalist internet web-site Al Sahat has te 
well-known advocate for reform 

Angawi for criticism. During an appearance on 
program \"Al Majlis 

Kingdom of Saudi Arabia\" broadcast on March 
Angawi addressed the subject of historic and tr: 
buildings in the Kingdom and the need to prese 
part of their heritage. He used this opportunity 1 
some of his opinions on religion 

has replaced mercy as a main theme of Islam. 
discussed Wahabism and Sufism 

Among his statements 

recognize other Islamic schools of thought бесік 
Wahabi. He added his criticisms to those of a r 
other critics concerning the Saudi school curricı 
earlier interview with the \"Independent\" in Apri 
expressed concern regarding the tall (and very : 
buildings being constructed surrounding the Hai 
Muslim holy cities 

of Mecca and Medina." 


8. (C) In response 

criticism of Angawi and his stand 

and faith and accusing him of treachery. Турс: 
comments are the following: Rayat al Tawheed 
and the rest of the Sufis 

first two are non-Sunni sects whom the Wahibis 
members of Islam and the last is an especially « 
term for heterodox adherents to Islam. End not 
to see the day when Al Saud vanishes 

on board an American tank. God save our gove 
person identifying himself only as Shaja said: V 
another proof showing how Sufis have no patrio 
willing to cooperate with infidels against Muslim: 
Abdullah Zaqeel posted the statement: \"Апдам 
hateful towards your country on Al Hurra and th 
Independent?" COMMENT: These comments 
quickly the fundamentalists will attack even rela 
calls for reform. END COMMENT. 


SUMMER VACATIONS PRESENT SAUDI PAF 
AS AMERICANS 


Column 3 


9. (U) With the end of the school year on June 
parents are facing the summer vacation seasor 
problem that plagues American parents--what i: 
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children to do? In Saudi Arabia the parents not 
confront a brutal climate that renders many acti 
impossible 

for recreation. A commentator in the \"Saudi Gi 
12 offered a list of complaints: Не noted that wl 
able to do so 

more attractions 

there are publicly-sponsored programs 

as very expensive and having few spaces and r 
The many programs conducted by \"summer ce 
with schools 

reported about school programs where children 
kicking and fighting each other. 


10. (U) Additionally 

high-season for weddings 

when attending weddings 

alone to amuse themselves with TVs or comput 
concluded with a plea for the establishment of it 
summer programs offering well-organized and г 
activities and services. He also called for the pi 
sector to step in and take an active role in the d 
of the local amusement industry. 


DISILLUSIONED SAUDI MILITANT RETURNS 


11. (U) The June 11 edition of the English-lang 
Gazette\" carried a short article datelined Tabuk 
the northwestern province of Tabuk 

Gulf of Aqaba 

the story of a disgruntled 

According to the article 

imam 

assisted recruits to train and then join the jihad 
Afghanistan 

exressed his desire to go to Chechnya 

insisted that he join others in fighting in Iraq. 
Dissatisfied 

for his jihad 

decided to return home. H escaped from the Y 
attmpted to stop his flight 

and surrendered himself to authorities. 

Gfoeller 
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68643 
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68645 

will not subsequently put a hold on the listing re 
request that U/S Levey indicate that Washingtoı 
reviewing the evidence 

fashion to their request for support. 

Proposed talking points on Italy\'s Proposed De 
-- Thank you for sharing an early copy of the ste 
case and background documentation for Italy\'s 
UN 1267 designations. 


-- We are currently reviewing the information 
respond before mid-July. 


-- If possible 
designations. 


8. (U) Rome Schedule for U/S Levey 
Tuesday 


23:20 Arrive Fiumicino airport. Meet by Control 
Auden McKernan. Depart airport for Villa Taveı 


Wednesday 

07:30 Breakfast at Villa Taverna with Amba: 
08:30 Meet with OCP 

08:45 Meet with Terrorist Working Group 
09:30 Meet with Ambassador Terzi di Sant\'Agz 
General 

Foreign Affairs 

10:30 Meet with Dr. Carlo De Stefano 
Prevention Police 


Conference Room 


11:30 Meet with Dr. Augusta lannini 
Judicial Affairs 


12:45 Meet with Vittorio Grilli 
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Italian Treasury 
Committee 
(Italian PCC-equivalent) (with Giuseppe Mai 


13:30 No Host Lunch- La Ninfa 
14:45 Press Briefing 
16:30 Depart Villa Taverna for Fiumicino Air 


18:10 Depart Fiumicino 
SPOGLI 
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oblivious to the realities 

information on the Maoists and its leaders sugg 
that Maoist leader Prachanda has evolved over 
few years and is now part of a growing faction tl 
advocates ending armed struggle. He said that 
body language and tone of Prachanda and his c 
at the recent press conference with SPA sugge: 
are extremely confident in their position. End 
Summary. 


Pace of Talks Surprising--A Question of Politica 


2. (C) The eight-point agreement (Ref A) betwe: 
Seven Party Alliance (SPA) and the Maoists cot 
turning point in the peace negotiations between 
two sides and represents a major opportunity fo 
two sides to put aside their differences 

Asian Department Division Director for India 

Sri Lanka and Bhutan Huang Xilian. During aJ 
meeting 

at the pace of events in Nepal 

years of fighting the two sides were able to reac 
eight-point agreement after only 10 hours of 
negotiations. Huang said that based on the coc 
conduct 

agreement 

that they have the political will to find a resolutio 
(reftels). 


3. (C) The Maoists have played a decisive role i 
Nepal\'s political development for over a decade 
stated. The Maoists or \"people\'s movement" 
successfully overturned the Nepali parliament s 
times and now have overthrown the King. The: 
the new government are aware that if they do nı 
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the Maoist question 

political survival as well 

test ofthe SPA 

what it perceives as the Maoists\' gaining politic 
control of the interim government and or the ma 
in the constituent elections 


Beijing Assessing How to Engage with Interim 
Government 


4. (C) Beijing adheres to a policy of noninterfere 
in the internal affairs of other countries 
maintained. Regardless who is in power іп Мер 
China will maintain relations with all political 
parties. At present 

with the Maoists 

proceed given the fluid situation in Nepal. Huar 
said that determining ChinaVs next step is а ver 
sensitive issue. At a minimum 

relations with Nepal because the two countries | 
neighbors 

political mainstream and a potentially dominant 
in Nepali politics 

Vostrich policy 

oblivious to the realities 
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have periodically expressed interest in establish 
contact with China. As an aside 

China does not call the rebels Maoists 

them as the anti-government movement. Chine 
to find a new name for them because they are 
apparently no longer anti-government. 


China Sees Prachanda as Advocate for Peacef 


5. (C) China has collected bits and pieces of 
information on the group and its leaders over th 
years 

leader Prachanda has evolved. Facing growing 
international pressure from anti-terrorism camp: 
and the failure of the Maoist guerillas to take 
control of Nepal 

of a more moderate faction of the Maoists 
becoming an advocate for peaceful change 
Prachanda\'s growing faction endorses an end 1 
struggle. Huang said the test will be if the Maoi: 
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actually give up their arms according to the new 
reached agreements. Huang also contrasted tr 
performance of Prachanda and his deputy Bhat 
the SPA representatives at a press conference 
announcing the eight-point agreement 
Prachanda and Bhattarai were very eloquent an 
energetic while the SPA representatives were v: 
key. Huang said that Prachanda \"frankly just 
outperformed the SPA.\" He assessed that this 
sign that the Maoists are extremely confident in 
position. 

RANDT 
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must \"blow the whistle\" on any practices they f 
a credible election. He encouraged the use of i 
observers (except observers from India or Paki: 
suggested the four partners should be present : 
Commission office on Election Day 

would be a powerful deterrent against election r 
He also expressed concern about media report 
in past elections 

with the results reported to the commission. 


2. (С) Siddiqui predicts a close election. Whil 
winner may have a bare majority 
that the next government will require a coalition. 


3. (С) On the status of Chief Election Commis 
Justice Aziz 

for him to resign. Any replacement would be ec 
controversial 

CEC\'s actions is a sufficient check against imp 
by the CEC or the Commission. As for retired C 
K.M. Hasan 

expressed confidence that Hasan would be non 
would uphold the integrity of the position. 


4. (C) Already well past the mandatory govern 
retirement age 

the current government. Although eligible as a 
civil servant to continue into the caretaker gove 
said doing so would hand the Awami League le: 
another election issue 

Prime Minister during the past five years. Even 
the country 

theories claiming behind-the-scenes manipulati 
therefore plans to retire and travel outside the c 
until a new government comes to power. 


5. (C) Comment: Siddiqui\'s suggestion that k 
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international partners be present at the Election 
on Election Day is intriguing but not without its c 
While observers may have the desired salutary 
risk being hijacked by the winning party eager tc 
presence as an endorsement of the result. Moi 
public discussion of the idea is apt to trigger BN 
reflexive objection to V'international interference 
domestic affairs." Nonetheless 

floated the idea is itself a reflection of the distru: 
both parties of the impartiality of domestic instit 
observers. End comment. 

BUTENIS 
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front-page banner headline that said V'Reportinc 
Not Taking Questions 

Will Challenge Tomorrow.\" The pro-independe 
Taiwan\'s biggest daily 

\"Reporting to the People 

Counterattack against Reasons for Recall Motic 
pro-unification V'United Daily News\" front-paget 
Speed up No-Confidence Motion After It Fails tc 


2. In terms of editorials and commentaries 
limited-circulation 

News!" criticized Chinas move to promote “ре 
affairs 

in the limited-circulation 

English-language \"China Post\" said U.S. war c 
WashingtonVs response to China\'s rapid rise. . 
limited-circulation 

Times 

motion 

bitter 


3. U.S.-China-Taiwan Relations 
A) \"U.S.-China in Sync on Taiwan\" 


The conservative 
[circulation: 30 


\"For the first time 

team at a massive U.S. war game launched ye: 
newly reinforced American base close to Asia\'s 
The long-standing danger of Taiwan becoming 
against China has prompted a broad U.S. milita 
recent years. The Guam base is America\'s res 
rise... 


\"Beijing is ready to subscribe to the U.S. desigr 
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is \a self-ruled democratic Chinese non-state bı 
jurisdiction. And the U.S. has shown greater re 
with Chinese wishes on Taiwan: no FTA pact 
collaboration 

in the United Nations and the World Health Org 
Taiwan calls itself the diplomatically non-exister 
China 

Taiwan\'s mentor and protector for six decades 
power and need to guarantee that. With Taiwaı 
movement restrained 

island\'s economic prospects will brighten up raj 


B) \"\'Реасе\ Cannot Veil PRC Expansionism\" 


The pro-independence 
20 


\"... In the past two years 

diplomatic recipes in the wake of concerns over 
into a regional economic and military powerhou: 
contradiction with its aggressive expansion of it: 
and its continued build-up of offensive forces di 
China is energetically flying the banner of Vpeac 
world\'s paramount universal values. ... 


\"It is widely believed that Beijing\'s touting of thi 
Vpeace comprises a \'defensive\' concept again 
which remains the world\'s only superpower. In 
projection of military force through its drive to bt 
\'sea-going\' naval force with aircraft carriers an 
conventional and nuclear submarines and its re 
alliance-building 

Washington is thus quietly working to bolster its 
alliances with Northeast Asia\'s Japan 

extent 

Asia 

Hence 

build-up 

organize regional blocks or alliances will create 
though the ostensive intention is to project a bei 


4. Recall of President Chen Shui-bian 
\"Pan-Blue Recall Bid a Sick Joke\" 
The pro-independence 

30 


\"It\'s about time that the pan-blue camp realize: 
doing to Taiwan and put an end to its ridiculous 
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the president. ... But the saddest thing about th 
affair is that it has cruelly exposed Ma\'s weak р 
fence-sitting Taiwanese must have had high ho, 
after he swept to the chairmanship last year on 
politics and party reform. ... By letting himself b 
into supporting the recall bid 

elements that cannot stand to see Taiwan ruled 
regime still hold the KMT\'s reins of power. Ith: 
increasingly clear that they will stop at nothing ir 
oust the president 

Taiwan\'s already deeply-split society. The high 
to recall the president means that their bid has | 
the start 

only further demonstrated to the general public 
hateful bunch they really are.\" 


KEEGAN 
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Chinese military is generations behind the U.S. 
military and stated that China has no interest in 
supplanting the strategic position of the United 
States in Asia. 


2. (C) Zheng described China\'s development s 
as industrialization 

globalization. Over the next thirty years 
encourage the development of 15 city clusters t 
will absorb 300 million rural residents. This 
transition will be unprecedented 

attention to social cohesion 

security system and better educating new city 
dwellers 

that China will welcome active U.S. participatior 
engagement in this process 

domestic consumer market and encourage Chit 
openness. End summary. 


3. (C) China Reform Forum Chairman Zheng E 
advocated increased discussions to enhance st 
trust during a June 16 lunch meeting with the 
Ambassador. Citing the successful meeting orc 
by his Forum in Seattle during President Hu\'s / 
visit 

discussion of individual issues 

relationship would benefit from a parallel discou 
about overarching strategic interests. Ongoing 
discussions could help deepen the consensus c 
future of the relationship and 

some of the specific issues. During President F 


Column 3 

visit 

beyond one of stakeholders to one of \"construc 
cooperators 


Trust Through Progress 


4. (C) The Ambassador observed that America 
in establishing trust through concrete actions ar 
while dialogue is necessary 

for results. The United States and China have ı 
common interests and problems 

be addressed in the near term and will require = 
and close cooperation. How the United States : 
China go forward with efforts to curb Iran\'s nuc 
program 

Korean preparations for a missile launch make 
heightened cooperation and efforts to address t 
North Korean nuclear program even more urge! 
crucial. In discussions of China\'s role as a 
responsible stakeholder in the international syst 
the issues of Iran and North Korea emerge as tl 
important immediate examples of issues on whi 
China\'s cooperation making a crucial difference 
helping to solve difficult international problems 
Ambassador said. 


5. (C) The Ambassador agreed 

strategic discussions are important. President I 
is very supportive of the Senior Dialogue that Πε 
been established between the Deputy Secretary 
Executive Vice Foreign Minister Dai and we exp 
will continue 

this and pointed out that President Nixon and C 
Mao Zedong had made decisions to advance U 
relations based on strategic calculations at a tin 
when there were many specific differences betv 
two countries. We should learn from the past a 
maintain a strategic view of relations 
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6. (C) The Ambassador stressed that in a dem 
like the United States 

support from the general public. While we reco 
the importance of strategic interests 

must ensure that policies have the requisite рор 
support. In this vein 

very important. While China has made progres 


Column 3 

area since the establishment of diplomatic relat 
Americans and President Bush himself feel ven 
strongly about respect for human rights and reli 
freedom. If China chooses not to cooperate wit 
U.S. on sensitive human rights and religious fre 
issues 

and limit progress in our overall bilateral relatior 


Military Transparency 


7. (C) Zheng responded that China\'s progress 
human rights in the last fifteen years is 
unprecedented. This progress is irreversible ar 
continue 

establishing a \"harmonious society 

noting that this is not a mere slogan. He compli 
that Secretary of Defense Rumsfeld\'s remarks 
Shangri-la forum in Singapore stressed suspicic 
Chinas growing military power 

the tone of the China-related portion of the rem: 
was milder than last year. 


8. (C) The Ambassador noted that 

a clear understanding of China\'s military buildu 
the doctrine that supports it 

response is for other countries 

militaries 

transparency about China\'s military buildup wo! 
to assuage suspicions about ChinaVs intentions 
said he had noticed plans for increased military- 
military exchanges 

observe exercises on Guam 

United States maintains strategic dominance in 
region and China has no plans to supplant the L 
States in this role. The U.S. military is three 
generations ahead of the Chinese military in me 
areas 

aircraft carriers 

noted that he personally did not believe that Chi 
should pursue acquisition of an aircraft carrier 
it does not \"have the capability" to use one. 
Furthermore 

he asked rhetorically. 


China\'s Development Path 


9.(C) China does not seek to supplant the Unit 
States 
development 
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words. To do this 

industrialization 

globalization with the ultimate goal of rejuvenatii 
Chinese civilization. Development of industry aı 
moving China\'s rural population into the cities v 
help to improve living standards and improve th 
of civilization. China is currently developing thre 
major city clusters in the Pearl River Delta 
Yangtze River Delta and in the Bohai Sea regio! 
(including Beijing and Tianjin) to act as growth 
engines for the economy. Three more emergin 
city clusters are Dalian 

southeastern Fujian (the Taiwan Strait). Over tl 
next 30 years 

clusters in central and western China 

of reaching 70 percent urbanization (from the cı 
40 percent) and resettling 300 million rural dwel 


10. (C) In the meantime 

attention to gaps between East and West 

rural and rich and poor. Tensions between grot 
evident 

leveled 

weakness is the underdeveloped social security 
infrastructure and low rate of coverage. The 
resettlement of 300 million rural dwellers would 
feat unprecedented in China or the world 


11. (C) If social security 

for the urban population can be assured 
residents will become a powerful consumer forc 
will aid the development of China\'s marketizatic 
accomplish this 
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the outside world and embrace of globalization. 
will continue to seek to attract foreign capital 
will also seek overseas investments. Zheng со! 
by noting that China will need continued U.S. 
engagement and support in its efforts to V'redra' 
own map.\" 

RANDT 
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\"no.\" Among Abe supporters 

Yasukuni answers. Among Fukuda supporters 
answers topped pro-Yasukuni answers. 


Column 3 
(4) Bush & Koizumi (Part 3): National interests c 
whether to focus on nuclear issue or oil develop 


policy 


TOKYO SHIMBUN (Page 2) (Full) 
June 20 


On the night of May 31 
on the phone with US President George W Bus 


The teleconference was held at the request of F 
ahead of their planned meeting in Washington c 
as the main theme was unprecedentedly the iss 
development program. After the telephone com 
reporters at the White House that he had asked 
cooperate in preventing Iran\'s developing a nuc 


Since Iran\'s suspected development of nuclear 
reported in December 2002 
meetings 


In the Japan-US summit held on the sidelines o 
Sea Island 

Iran\'s nuclear issue: VI have strong concerns a 
response 

peaceful settlement through an international ag: 


The positions of Japan and the US toward Iran . 
different. That is why the two leaders have side: 
issue. Both countries apparently did not want th 
bilateral ties established between their leaders t 
affected by the Iran nuclear issue. 


Japan imported 14% of oil from Iran (in 2005). 1 
succeeded in obtaining concession rights for Ira 
field Azadegan in 2004. Iran\'s crude oil is thus ı 
essential for Japan\'s energy security. 


Should oil exports from Iran stop as a result of . 
that nation 


In contrast 
diplomatic ties with Iran the year after the Iran h 
at the US embassy in Teheran in 1979. 


In his State of the Union address in January 20! 
branded Iran 
\"axis of evil. V 


The US has been alert particularly to Iran\'s nuc 
Vice Chairman Richard Cheney remarking: V TF 
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to destroy Israel 
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The Bush administration has called on Japan to 
Azadegan program since Iran\'s nuclear develo| 
Then Secretary of State Colin Powell once state 
serious problem about Iran\'s nuclear developm 
that (Japan) will make a judgment on energy-re 
while taking it into consideration.\" In an effort tc 
nuclear issue 

policy switch from the conventional stance of re 
negotiations with Iran. 


About three hours after the Bush-Koizumi telecı 
Secretary of State Condoleezza Rice announce 


SIPDIS 
rewards proposing that if Iran halts its uranium ¢ 
activities 


There is the possibility that if Iran declines this [ 
Bush administration may call on a V'coalition of : 
including Japan to line up with the US on econo 
against that nation. In the Japan-US summit sla 
the Iran issue is expected to be high on the age 
time. 


On that occasion 

Iran as an important oil supplier? JapanVs respc 
Iranian nuclear issue will be a test case to forec 
of the honeymoon relations between Bush and | 


(5) Japan to recall Iraq-based GSDF troops; Ov 
for Japan-US alliance; GSDF distances itself frc 
putting safety first 


MAINICHI (Page 3) (Full) 
June 20 


The government today will order an end to the c 
of Ground Self-Defense Force troops in Iraq 
after the first dispatch of a GSDF detachment tt 
2004. However 

conducting humanitarian reconstruction assista! 
country-was meant to be a symbolic gesture of 
alliance. Including those engaged in logistics 
sent a total of 5 

ever for JapanVs overseas dispatch of GSDF tr 
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GSDF\'s initial main tasks in Iraq was to supply 
host local communities. In February last year 
GSDF\'s water supply services ended because 
facilities installed there with Japan\'s official dev 
assistance (ODA) program went into operation. 
supply totaled 53 


After its water supply services 

oversaw the work of repairing schools 

public facilities. In addition 

local medical institutions with technical guidanc 
GSDF has helped repair 34 schools and 27 гоа 
about 260 medical support activities as of June 
also hired a total of about 475 


However 

deployment there. Japan complied with a reque 
States for \"boots on the ground." A number of 
pulled their troops out of Iraq 

asked Japan to stay on. \"It\'s OK if you\'re just: 
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official was quoted as saying. So the GSDF der 
cannot be evaluated from the perspective of its 
alone. 


The Iraq-based detachment of GSDF troops is | 
Assistance Group (RAG) 

humanitarian reconstruction assistance. The R/ 
personnel every three months and is now made 
dispatched on a tenth batch. When the local set 
went bad from worse 

Samawah camp for their own security. The GSI 
guidance were intended to help with Iraqi peopl 
sustainability. In fact 

and when it is in imminent danger 


In June last year 

vehicles as they were running through the city o 
explosion damaged one of the GSDF vehicles. ` 
therefore had no choice but to be careful in its a 


Many of the multinational force\'s members 
wear desert-color uniforms. The Samawah-bas 
however 

Iraq. At the political level 

alliance. At the level of local deployment 
secured its members by distancing itself from tr 
engaged in security operations. 
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(6) Japan-US alliance and a Japan-China enten 
sailing through wild seas of the 21st century 


MAINICHI (Page 2) (Abridged) 
June 18 


By Makoto lokibe 


The 21st century has rolled in when the world u 
mired in confusion with no signs of anew world 
Many countries are extremely inward looking 
nationalism 

proliferation 

environment evidenced by a lack of energy and 
the moral decay of the global community. 


Can Japan navigate safely through the rough se 
century? 


For its survival 

of its top priorities 

with major powers -- specifically with the United 
China. Failed relations with them would leave J: 
internationally. Conversely 

would allow Japan to conduct activities vigorous 
international leader. 


Some insist that Japan should enhance itself in 
economy 
struggling to forge friendly ties with other countr 
argument has its point. But Japan can never pu 
its control 


A stable international system and good relations 
for Japan as a trade-oriented nation with limited 
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Relations with the US and China are particularh 
though in different ways. To weather the wild se 
century 

US alliance and a Japan-China entente. 


As was proven by World War II and the period 1 
was not able to survive and pursue its national i 
the cooperation of the United States. Both Japa 
in need of an order embracing freedom. The US 
the trouble to maintain the world order over the 
decades 


Column 3 

trade and maritime state. Japan needs to give s 
how it can assist the US in maintaining that orde 
relying on US efforts entirely. 


Entente is a diplomatic approach to settle a spe 
issue to reach an accord to move forward in coc 
other. Although it is a single issue that is settlec 
carries an important implication for overall bilate 
For instance 

joint development of a gas field in the East Chir 
would go beyond drawing a line between the int 
countries in the East China Sea. A combination 
accord and a depoliticized Yasukuni issue woul 
China with a clear view for the joint managemer 


Concerned about poor relations with countries i 
urging Japan to shift its diplomatic weight from 1 
| do not subscribe to that argument for Japan m 
Asia and the US at the same time. Instead 
relations with the US so that they can survive be 
Bush era and foster stronger ties with Asian nei 
on China. Japan must pave the way for a comb 
US alliance and a Japan-China entente for its p 
century. 


(7) Regular Diet session closes; Prime minister 
of his management of the economy; Seeks con 
reform initiative 


NIHON KEIZAI (Page 2) (Full) 
June 20 


Following the adjournment of the regular Diet s: 
for the Koizumi administration 

visibly boasted of the results of his managemen 
during his five years in office. The dominant vie‘ 
government and the ruling camp is that the prirr 
bow out in triumph after declaring the end of de 
a dilemma that has developed in this scenario i: 
so 

zero interest policy 

This move would shackle the successor admini: 
the economy. During the final stage of the Koizt 
administration 

take place between the government and the ruli 


Focus on declaration of end of deflation; War ol 
government 


The prime minister during the press conference 
managing of the economy 


Column 3 
constrained the issuance of government bonds. 
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account expenditures from rising over the previ 
As a result 

balancing economic revitalization and fiscal rec 
based on this trend. 


He was not just boasting. With the Upper House 
hand next year 

Leadership is negative about the idea of extens 
public works 

support organizations. Out of concern that his 1% 
might be derailed by the next administration 
cautioned 

ruling parties.\" As a condition for his successor 
\"It is extremely important for my successor to h 
tenaciously achieve targets he has set himself. 


All economic indicators have turned upward dur 
administration. The real economic growth rate s 
0.896 in fiscal 2001 

Nikkei Stock Average temporarily surged from 1 
to the 17 


In fiscal 2005 

benchmark for the Bank of Japan to judge its fii 
took an upward turn from the preceding year fo! 
eight years. 


Koizumi 

the pillar for the distribution of profits in the post 
when the economy expanded every year. In ma 
too 

end to deflation would be effective in order not t 
trend 


The problem is the presence of Chief Cabinet $ 
Abe 

interest policy at an early date 

source. Since Abe is viewed as a candidate clo: 
ministers heart 

intention to some extent. 


The declaration on the end to deflation will not r 
to the removal of the zero interest policy. Stock 
on a mild downtrend. The issue of Bank of Jape 
Toshihiko FukuiVs investment in the Murakami | 
the bargaining between the government and the 


Column 3 
hand and the BOJ on the other. 


LDP Policy Research Council Chairman Hidene 
supports Abe 

expenditures with the aim of constraining the m 
increase in the consumption tax at a low level ir 
reconstruction process. 


In a speech given in Yokohama on June 19 

\"It is necessary to properly discuss a spending 
the presidential race and make most of this effo 
compilation of the next fiscal year\'s budget. We 
spending cuts an Upper House election campai 
the Democratic Party of Japan (DPJ = Minshutc 


(8) Interview with Heizo Takenaka on achievem 
administration over five years (Part 3): Reform [ 
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following changing of economic panel into just г 


ASAHI (Page 15) (Full) 
June 16 


Yamada: What will become of the ongoing battl 
after the prime minister changes? 


Takenaka: There is no choice but to hold in plac 


Yamada: Do you mean that the government will 
the ongoing reform drive until a favorable wind I 


Takenaka: Taking a break is not desirable 
prime minister will hang in there. 


Hoshi: Some see the upcoming Liberal Democr 
presidential election as the dividing line that will 
whether the politics-led trend will accelerate or ‹ 


Takenaka: You are right. The prime minister ha 
initiative under the Koizumi cabinet. To take the 
administration first used the Council of Econom 
Policy (CEFP) but he is skillfully making use of | 
Research Council now. | think that the next prin 
copy this style. 


Yamada: The Koizumi reform initiative has beer 
undermined over the past year. Where was the 


Column 3 

Takenaka: The CEFP used to be the engine for 
drive 

place). The Ministry of Economy 

responsible for drawing up a strategy of growth 
Research Council under chairman Hidenao Nak 
simultaneously reforming revenues and spendir 
fulfilled its initial role recently. 


Yamada: Bureaucracy-led politics is reviving rec 


Takenaka: Ridiculously speaking 

that are interesting. But they remain unable to c 
effective policy measures for their offices. The F 
slashed public works 

influence in reforming government-affiliated fina 
institutes. Policies will affect each government = 
interests. 


Yamada: It is necessary to set up a system to a 
each other 


Takenaka: Of importance is to apply the brakes 
brakes differs in each case. For instance 
lawmakers well versed in the government\'s offi 
assistance (ODA) policy 

hard to prevent the Japan Bank for Internationa 
surviving. 


Yamada: An end of the Bank of Japan\'s zero-r: 
major theme for future economic policy 


Takenaka: If the policy is removed 
economy will be seriously damaged. On fiscal i: 
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playing a bad-guy role 

Fiscal issues have been left in the hands of the 
council had been responsible for such issues 
have come up with a plan for significantly raisin: 
necessary to minimize the margin of tax increas 
is possible to do so. 


Yamada: Depending on who will become next [ 
situation will change 


Takenaka: You are probably right. The major pc 
extent the next prime minister will be able to brii 
under his or her control. 


Column 3 
Yamada: Will potential candidates have the cap 


Takenaka: The political world is interesting 
cases in which persons whose leadership had r 
much unexpectedly displayed remarkable leade 
office as prime minister. 


(9) Editorial: Japan must persistently search for 
continue whaling 


NIHON KEIZAI (Page 2) (Full) 
June 20 


The International Whaling Commission (IWC) a 
meeting on June 19 a nonbinding declaration st 
resumption of commercial whaling proposed by 
whaling countries by a margin of one vote. This 
time for the IWC to approve a resolution calling 
and promotion of whaling since it imposed a mc 
commercial whaling in 1982. 


However 

lifting it requires a three-quarters majority. It car 
predicted that the fact that the number of pro-wl 
exceeded that of the anti-whaling countries is a 
tide is changing. 


The nonbinding declaration 

of St. Christopher and Nevis 

population of less than 50 

IWC\'s annual meeting 

the international commission\'s history or a fact: 
uproar 


With many anti-whaling nations\' entry in the IW 
on commercial whaling was approved in 1982. : 
persistently argued against a radical environme 
that insists with insufficient scientific evidence tł 
is evil. The maintenance of the marine ecosyste 
marine products are a matter concerning the fut 
being. 


As a result 

on the Revised Management Plan (RMP) 
setting hunting permits for continued use of whe 
decreasing whales stocks. If the Revised Мапа! 
monitor and implement the RMP is created 

be necessary. 
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К has been learned by scientific research that tr 
minke 

is estimated that whales consume every year ht 
fish that are equal to the world\'s annual gross f 
present 

whaling under the strict control. 


When the scientific data and scheme for resum 
whaling were presented 

V Even if whales have increased 

caught. In a meeting in February on the RMS 
not respond to talks on the scheme promoting c 


Realizing that meetings in the IWC will go nowr 
government seems to be heading toward holdin 
conference of pro-whaling nations outside the l 
that such anti-whaling countries as Britain 

and New Zealand 

adoption of the declaration 


The IWC talks over the past quarter century she 
in vain. Japan needs to search for ways to keep 
advantage of that international forum 
intolerance. 


SCHIEFFER 
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narcotic analgesic belonging to the opiate famih 
used extensively for analgesia and anaesthesia 
the Russian Special Forces use of fentanyls in 1 
2002 Dubrovka Theatre hostage rescue operati 
subdue a group of 50 Chechen rebels but result 
deaths of the rebels and 129 civilians. The use 
and their analogues are not included in the sche 
CWC 

to Russia 

fentanyls has increased the awareness of these 
may lead to small scale use on the battlefield 
judges would be prohibited under the CWC. Fe 
their derivatives are controlled nationally and co 
internationally by the International Narcotics Coi 
(INCB). Information on the INCB is provided in 
this paper. Both papers are available online. 


8. (S) The UK provided a paper entitled 
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Warfare: Chemical Incapacitants.\ The UK par 
non-lethal warfare capabilities are being pursue 
of countries and have the potential to be used b 
military and law enforcement agencies in nume 
including urban environments and peacekeepin 
Non-lethal weapons cover a broad spectrum to 
devices 

directed energy weapons such as lasers 
chemicals. Chemical incapacitants can cause ¢ 
irritation-such as sneezing 
lachrymation-disabling physical effects-such as 
cramps-or sensory nervous efforts-such as sed 
anesthesia 

research being done to find incapacitating agen 
potent and fast acting without the side effects th 
human life. The UK judges that the acquisition 
warfare capabilities will continue to increase in t 
ten years. This paper is available online. 


9. (S) Portugal presented a paper entitled 
Represented by the WMD Proliferating Countrie 
judges that proliferating countries 

international counterproliferation mechanisms 
new methods that allow them to be successful i 
goods that can be applied to WMD programs. | 
monitoring diplomats suspected of coordinating 
procurement as well as front companies and ort 
reinforcing information sharing atthe AG to inclı 
actionable information as possible; and monitor 
companies 

is available online. 


10. (S) Italy presented on the current status of 

destruction 

information. Italy described Libya 

its CW destruction 

incinerators at Jufra 

dismantle and relocate them to Tripoli for civiliaı 
waste disposal. Italy also discussed the status ı 
conversion of Libya 

should be finished by August 2006. This conve 
intended for the packaging of imported drugs fo 
tuberculosis 

September 2006. No paper was distributed. 


11. (S) The US presented on Libyan CBW. 
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12. (S) Slovakia presented a paper on two 515] 
of dual-use materials proliferation in 2005. Dur 
the Slovak Information Service received inform: 
Libya 

Libyan military attach to Slovakia Abdulla Ali BE 
contacted a Slovak citizen engaged in arms trac 
to procure boron and polybutadienes ending in | 
groups. The Slovak mediator immediately cons 
forged end-user certificate. The second case p 
on Abbas SADEK 

officially engaged in procurement of various cor 
including unidentified chemicals. SADEK was s 
contact with OPCW inspectors and experts fron 
Arabia in December 2005 but no further informe 
revealed to determine if any controlled material: 
procured. This paper is available online. 


13. (S) The US presented on Iran BW. 


14. (S) Germany presented a PowerPoint presi 
Viran 

Foreign Assistance for Running a BW Program 
concluded that Iran is in possession of BW rele 
and that it has the scientific knowledge to work : 
program. They also concluded that Iran has de 
dual-use production industry and is en route to | 
self-sufficient 

dryers and centrifuges. Iran has acquired dual- 
that is relevant for BW production and has built 
production facilities. Germany asserted that it i: 
a question whether Iran is capable of producing 
but whether it is willing to do so. This PowerPoi 
presentation is available online. 


15. (S) France presented a paper entitled VActi 
Nature Bio Technology Company. In the pape 
suggests that the Nature Bio Technology Comp 
produce 

capability of 1 

because of its fermenter capacity. France estin 
Iranian Health Ministry needs up to 200 tons of 
indigenous malaria control and that 800 tons wil 
to Sudan and South Africa. The BT was experi 
produced by the Biological Research Center (BI 
the Iranian Research Organization of Science a 
(IROST). The production line previously underv 
small-scale tests within IROST. This pilot prodt 
reportedly conducted on the Shahriyar Researc 
IROST. This production program of BT allows | 
improve their skills in fermentation and lyophilizi 
technologies 
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available online. 

16. (S) New Zealand presented on Iran BW. N 
commented that although there was little evider 
offensive program 

defensive work. Cuba 

defensive work. New Zealand is concerned wit 
biodefense connections to IROST 

Corp (IRGC) 

New Zealand noted the possibility that Iran 
could be a parallel project to offensive developn 
Wellington is most worried about Imam Husseir 
its development of toxins from shiga 
clostridium bacteria. 


17. (S) The US presented on Iran CW. 


18. (S) The Netherlands presented a paper ent 
Involvement of the Special Industries Group in € 
Projects According to the Netherlands 
Industries Group (SIG) falls under DIO 

to the Ministry of Defense. SIG was responsible 
controlling several entities involved in the CW p 
After Iran acceded to the CWC 

involved in other projects where they actively se 
customers. The Netherlands assesses that the 
evidence that SIG is currently involved in offens 
The paper discusses two cases involving SIG 
of sulfuric acid plants 

assesses have any applicability to CW. Sulfuric 
common in the mining and petrochemical indus 
already available domestically. The Netherland 
that SIG 

the first time that SIG has been procuring for na 
related projects and may indicate further comm: 
of SIG. This paper is available online. 


19. (S) Germany presented a PowerPoint pres: 
VCooperation Iran-Syria: Traces for a CW Prog 
Development of Civil Chemical Infrastructure?V 
presented on a Jane 

26 

an Vinnovative chemical warfare programV by e: 
CW precursor production facilities. Iran would [ 
construction design and equipment to annually | 
hundreds of tons of precursors for VX 
Engineers from Iran 

locations for the plants 

the end of 2005-2006. Past Iranian deals with € 
ethylene glycol 

Germany proposed could produce sulfur musta! 
contacts between Iran and the Syrian defensive 


Column 3 

include a June 2005 antifreeze production line 
in September 2005 of 1500 graphite anodes 
January 2003 of 100kg of Obidoxime Chloride 
etc. 

Germany 

there is no indication of an independent CW-pre 
production in Syria 

in chemical plant engineering. Germany also ha 
information on Syrian attempts to procure nerve 
precursors. Germany assesses that Syria is bu 
infrastructure for basic chemicals 

Scientific Studies and Research Centre (SSRC) 
dual-use chemicals for sulfur mustard (includinc 
sulfide) 

defensive organizations 

cooperation between Iran and Syria on NBC-rel 
This PowerPoint presentation is available online 


20. (S) The Netherlands presented a paper ent 
VProliferation-Relevant Applications of Monoeth 
The Netherlands began the paper by listing cor 
monoethylene glycol (MEG) applications and nc 
not on any control lists domestically or internatic 
The Netherlands recently commissioned an ind 
scientific study on the possible application of MI 
production of CW because an unidentified Dutc 
recently supplied shipments of MEG to the Syri: 
Industry. The Syrian Ministry of Industry certifie 
chemicals were to be used in the production of 
antifreeze. The Netherlands noted that the Syri 
of Industry allegedly serves as a front organizati 
procurement efforts of the SSRC under the Syri 
Defense. The Netherlands said that the MEG c 
to 2-chloroethanol 

VX and sulfur mustard. In the past 

given the supply of ten tons of MEG by the Irani 
2002. The Netherlands discussed how to make 
using MEG. The Netherlands commented that 
this time recommending the inclusion of MEG o 
lists 

trade to countries of concern. This paper is ave 
online. 


21. (S) The US presented on Syria CW. 

22. (S) France presented a PowerPoint presen 
cooperation with Russia. France presented on 
joint project between the Syrian Environmental : 
Research Centre (ESRC) and the Oriental Petr: 
Industry (VNKHK) of Russia. The ESRC would 
and the Russian company would own 51 percer 
involved in the joint project were Mahmod Salet 
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Mustafa Tiaess from the ESRC 

VNKHK. France also talked about a publication 
describing a project between Mustafa Tiaess ar 
Kuntsevich 

activated carbon. France noted that Kuntsevict 
to have provided Syria with precursors prior to Г 
This PowerPoint presentation was not given out 


23. (S) The US presented on Syria BW. 


24. (S) Argentina noted the distribution of a par 
VBiological Weapons Programs - An Overview. 
contain an annex with a table that highlights Arc 
assessments on BW proliferation concerns. Th 
include: Iran 

Pakistan 

online. 


25. (S) Argentina noted the distribution of a par 
\'Chemical Weapons Programs - An Overview. 
contain an annex with a table that highlights Arc 
assessments оп CW proliferation concerns. Tr 
include: Iran 

Pakistan 

online. 


26. (S) New Zealand commented on possible li 
cooperation. New Zealand assesses that the ct 
mainly driven by Iran 

importance in the region. New Zealand also as: 
Iran 

Syria 

Syria. 


27. (S) The US presented on Albania CW and 


28. (S) Canada interjected a comment regardir 
transparency related to the CWC and BTWC. 
since former President Yeltsin 

existence and termination of the Russian BW pi 
in 1992 submitted Confidence Building Measure 
documentation to the BTWC 

involved in offensive BW programs. Since that 
has repeatedly denied ever having an offensive 
Canada encouraged Russia to open MOD instit 
states in an effort to answer questions regardin: 
current activities and past Soviet activities. Car 
that Russian transparency would be increased i 
an updated CBM. Russia has failed to acknowl 
statements made by former Russian CW resea 
Novichok 
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Russian CW experts are still restricted from tray 
abroad. Canada continues to have concerns re 
compliance in the CWC. 


29. (S) The US presented on Pakistan CBW. 


30. (S) France presented a paper entitled \'Pak 
Cooperation with China.\' France stated that sir 
beginning of 2004 

company 

of military grade activated carbon with a capacit 
tons per year. This project also would supply at 
equipment to certify the activated carbon 

to handle toxic chemicals during the certificatior 
some chemicals used for these tests- cyanoger 
hydrocyanic acid 

(DMMP). France noted that when Pakistan rec: 
elements 

efficient filters for individual and collective proteı 
against chemical warfare agents. Moreover 
certification laboratory for military grade activate 
France mentioned that via this cooperation 
trying to acquire knowledge of toxic chemical pr 
а 200Kg quantity of DMMP 

and VX. This paper is available online. 


31. (S) US presented on India CBW. 


32. (S) Australia gave a presentation on South 
Proliferation. Australia does not believe that an 
in South East Asia appears to be developing an 
capability. Australia has concerns with the area 
the possibility of proliferation and potential terro 
access. Australia noted that South East Asia la 
control legislation 

a capability to enforce export controls. Australia 
the busiest ports are Singapore and in Malaysie 
have uneven enforcement of export controls. A 
that ports in Cambodia and Brunei may be next 
terrorist groups are interested in CBRN capabili 
they are assessed to have low technological so| 
For these terrorist groups 

virulent pathogens and chemicals pose the grec 
Australia commented that Jemaah Islamiyah (J 
methods that induce mass casualty outcomes 
disruption 

related attacks may have been reduced by rece 
raids. Australia has concerns with the security с 
materials in the area because security is less st 
the West. The Philippines and Indonesia are ut 
biocontainment facilities to BL3 at the Research 
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for Tropical Medicine and the Research Institute 
Veterinary Science 

concerns over the proliferation of high biosecuri 
containment facilities to these countries 
Singapore. New Zealand 

assessment that these facilities are poorly mair 
poorly funded and are lacking in procedures anı 
guarantee the security of highly pathogenic org: 


33. (S) The UK presented a paper entitled \'Prı 
listed Dual-Use Chemical Manufacturing Equipr 
Countries іп Asia.\' The UK judges that produce 
listed dual-use chemical manufacturing equipm: 
identified in China 

countries have sufficiently large and developed 
industries to justify a market for indigenous mar 
of this type of equipment. Additionally 
Indonesia 

Thailand and Vietnam have a limited number of 
requirements for dual-use chemical manufactur 
No manufacturers of this type of equipment hav 
identified in these countries. Myanmar and the 
Korea) may have legitimate civil requirements ft 
dual-use chemical equipment 

assess their requirements for this type of equipr 
paper and its supporting tables are available on 


34. (S) The US presented on DPRK CBW and 


35. (S) The UK presented a paper on China 
Institute of Chemical Defense (RICD) that they ; 
institute of concern. Canada commented on Ct 
project with France to build a BL-4 facility in Wu 
asked if any member had specific information re 
location of this facility. The US commented tha! 
investigate this issue and raise it with Canada 
intersessionally. This paper was not distributed 
meeting. 


36. (S) Australia presented information concer 
events in Australia in 2005. On 21 February 20 
were affected by an unknown toxic exposure at 
airport. Forty seven of the 57 were hospitalized 
symptoms of nausea 

of breath. There were no indications of toxic re 
subsequent testing (at 3 hrs and at 5 hrs after tl 
symptoms appeared) 
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to normal operation 

Australia commented that only ten to fifteen weı 
casualties because they reported symptoms at; 
consistent with the chain of events. Australia a: 
the event was most likely chemically 
biologically 

there were no abnormalities in their blood (NFI) 
were no long term effects; however 

identified a chemical that would cause the symp 
there was no specific information that Melbourn 
was a potential target. A full investigation of po: 
causes for the event did not reveal suspect toxit 
and the event was declared unexplainable. The 
white powder events during June at the Indones 
Canberra as well as one event at Parliament Hc 
June 2005. No toxic material was detected in tt 
powder. The Australians assessed that these e 
related to the trial of an Australian citizen convic 
Indonesia on drug trafficking charges. The last 
powder incident that tested positive for at least I 
thuringiensis occurred in 2004 at the Sydney air 
presentation highlighted the disruptive effect the 
low-grade CBW-related incident could cause. 


37. (S) The US presented on CBW terrorism. 


38. (S) Canada presented on terrorist CBW ca 
Canada assesses that anthrax 

tox) are the most sought after agents 

success in their production due to a lack of resc 
expertise. Most jihadist internet recipes are cru 
incomplete or technically inaccurate as to affect 
and quantity of product. In contrast to most rec 
comprehensive terrorist botulinum toxin manual 
English with some Arabic was found on the wek 
Institute recovered the approximately 25-paged 
posted it on the web at www.siteinstitute.org. C 
defense experts found the manual is too technic 
for most terrorists 

date. It compiles information from various sour 
the Journal of Medical Science 

Purification Protocols 

contains six chapters: 1) Finding Clostridium 
botulinum/isolation and purification 

production 

assay 

instructions on finding Clostridium botulinum art 
there are omissions or vague guidelines on liqui 
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selecting pure isolates and anaerobic growth ca 
instructions on protein purification using ammor 
precipitation are inefficient but could work becal 
technically accurate. There are some errors in 
figures quoted 

times 

instructions and could potentially produce 664 le 
oral doses 

novel mechanisms for dissemination 

toxin in detergent and water and using a nebuliz 
disperse the suspension. The author notes thai 
is the optimal particle size for dissemination 
suggests a method for producing a dusty form c 
for poisoning food and water. The Canadians a 
author has a reasonable understanding of micrc 
probably has some formal education. The auth 
English well 

other English-language sources. In conclusion 
noted that the manual is the most comprehensi' 
toxin production manual produced to date 
person could produce some bot tox 

need to produce multiple batches for anything b 
small-scale attack. The Canadians assess that 
spray solution would not be efficient at producin 
casualties 

soil would pose the most daunting challenge. 


39. (S) Italy presented a PowerPoint presentat 
\'Emerging Zoonoses Could Influence AG Lists‘ 
the presentation is the hazard posed by zoonoti 
they jump from animals to human-to-human dis 
zoonotic diseases 

terrorist purposes because of their high morbidi 
mortality. Insect vectors make disease monitori 
surveillance difficult. Zoonoses have an expanc 
range 

as recent examples of agents that have crossec 
population. The presentation notes animal dise 
notifiable to the World Organization for Animal | 
and those noted by the WHO. Italy presented t 
monitoring data for several zoonotic diseases 
very few of the agents that cause these disease 
AG control lists. Italy specifically discussed ам 
influenza 

outbreaks. Italy 

posed by zoonotic diseases are that 75 percent 
diseases have zoonotic origin 

preferred method of dissemination by nonstate 
terrorism would most likely be small-scale 
microorganisms could be used as BW. Italy coi 
AG should continuously monitor and update its | 
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or design new criteria for the addition of new ag 
paper and its supporting tables are available on 


40. (S) Australia presented on CBW denial anı 
trends. Iran is consistently the country with the 
number of CW/BW denials. Iran is also respon 
catch-all denials 

1991 overall denials have risen from less than f 
to a peak of 35 in 1995 

peak of almost 55 in 2003 

While specific denials are down 

catch-all denials since 1996 is of interest 
indicating new proliferation risks 

behavior 

Iran 

represent the greatest share of CW denials anc 
Pakistan 

Iran represented the majority of all BW denials. 
constitute the bulk of CW denials 

sodium cyanide (tabun precursors) 

chloride (mustard precursors) and sodium fluori 
BW denials are for equipment specifically ferme 
dryers 

increased recently 

continue to seek controlled technology. The inc 
catch-alls may mean that the AG control list shc 
updated. 


41. (S) France presented a paper entitled 
Relating to the Export of Used Dual-Use Chemi 
Manufacturing Equipment.\ France assesses tl 
chemical manufacturing equipment can circum\ 
controls of dual-use items. Some trade and ext 
are not always familiar with European legislatior 
export of dual-use items and do not apply for ex 
licenses. France suggested affixing proof marl 
markers 

controls 

process. Such markers could aid in immediate 
the sensitivity of certain products and enhance 1 
France concluded that the issue of export conti 
chemical manufacturing equipment calls for in-c 
examination and global action. Although at first 
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market appears to be a marginal one 
vulnerability that should definitely be taken into : 
During the joint Information Exchange-Enforcen 
following morning 

marking dual-use equipment and recommende« 
be explored by AG members in the future. Frar 
follow-up intersessionally on their proposal to af 
to AG controlled equipment. 


42. (S) The Chair invited members to commer 
interest in becoming a member of the Australia 
commented on their concerns regarding Russia 
about its CBW programs. The UK doubts the a 
Russian CWC declaration 

been unsuccessful. The UK assesses that Rus 
CW program and makes agents that can defeai 
measures that are not declared to the OPCW. ` 
concerned about the possibility that incapacitan 
those used in the Dubrovka Theater 

offensive CW program. The UK thinks that Rus 
CW mobilization capability and stores precursor 
The UK believes that Russia 

feckless. Russia 

assembled 

many risks 

past and current activities. The UK also is conc 
Russia 

questions remain because of a lack of access t 
military facilities. The UK mentioned that there 
number of occasions where Russia demonstrat 
control (NFI). Russia 

history 

for proliferation is enormous. ISTC initiatives h: 
mitigate some of the threat 

outstanding issues. In conclusion 

remain concerned about the transparency of pa 
programs 

behavior and compliance with arms control regi 
effectiveness of Russian export controls. 


43. (S) The Chair asked the plenary to note th 
in favor of continued caution over Russia 
membership. See septel for Australia Group st: 
Russian and Croatian membership. 


(U) OTHER MATERIALS 
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44. (S) Spain distributed a paper that was not | 
entitled VIran Strategies for the Procurement of 
Materials 

that proliferating countries such as Iran have ch 
procurement strategies because of the difficultie 
procuring material for WMD programs. The tre! 
toward the use of front companies and intermec 
but this will result in a rise in the real cost of the 
and a decrease in the reliability of equipment. / 
alternative to these procurement methods 
countries will seek to set up networks that are n 
to the governments. One may see front compa 
intermediaries involved in the same commercia 
This paper is available online. 


45. (S) Romania commented that an updated ' 
CD-ROM describing AG members 

available because Romania was still waiting on 
members. The Chair reported to the plenary to 
members to provide updated information on the 
controls as soon as practicable. 


46. (S) The Chair of the IE sought ideas for the 
Biosecurity 

technologies 

bioreactors 

meeting. The Chair recommended to the plena 
biosecurity 

technologies 

bioreactors 


47. (S) The US presented on CW internet mes 


48. (S) Japan gave a PowerPoint presentation 
case studies involving suspicious cargo transfeı 
to Pakistan through Japan. The four cases pre: 
in 2005 

Islamabad 

vessels. The first Bolan transfer was of 600 ton 
ferrosilicon and an unknown quantity of anhydrc 
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sulfate from NORINCO to a Pakistan ordinance 
Islamabad had 196 boxes of detonators and 17 
ammunition 

involved a rubber vulcanization machine 

sulfide 

Trade Chemical and Medical Products Compan 
consigner in Pakistan. The Khairpur had a carc 
sulfide 

aluminum hydroxide. The Japanese Coast Guz 
of these ships 

but no enforcement action was taken because c 
be opened without the consent of the shippers 
Japanese Coast Guard believed there was a hic 
that the shippers would deny permission. Japa 
basis to take action to suspend or stop the trans 
transshipment of items. Japan is working on dc 
measures to deal with these issues to include ti 
transshipment 


49. (U) For additional information on the 2006 
information exchange or copies of presentation: 
available 

(INR/SPM) 

westermanncp2@state.sgov.gov or cwestermal 
(202) 647-8230 or SECURE 978-2011. This ca 
coordinated with Embassy Paris and the AG U.! 


STAPLETON 
Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fir 


STAPLETON 
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offices in the Bank to play a more active role on 
issues 

indeed strengthen its independence 

another backstop to the President\'s economic } 
Chintana (literally \"Mahinda\'s Thoughts\") 

is a principal author. End Summary 


2. (C) On June 2 

announced his resignation 

reasons. Mendis had been appointed in 2004 k 
Chandrika Kumaratunga 

then-Central Bank Governor A.S. Jayawardena 
hospitalization for a brief illness. Mendis 


Column 3 

as the Managing Director of Hayley\'s Private Li 
Sri Lanka\'s largest conglomerates 
appointment 

to the bank. Jayawardena 

independently minded 

one-man show 

delegated little to bank staff. From the outset 
proved to be a pleasant face for the bank 
dominated by Finance Secretary P.B. Jayasunc 
sits on the Monetary Policy Board. In Post\'s ex 
Mendis tended to refer all major decisions to Ja 
would seldom make a move without his clearan 
who began his career in the Central Bank 

the most powerful player in Sri Lankan economi 
circles. 


3. (C) That may have begun to change 
Cabraal\'s appointment as Senior Economic Ad 
the President\'s election in November 2005 
subsequent 

of Plans and Implementation 

Finance Ministry offices and staff. Cabraal\'s as 
Central Bank Governorship (Note: Cabraal has 
that he is to be named. The Presidential Secret 
confirmed he is the President\'s choice 
appointment will reportedly not happen until Mei 
resignation takes effect on June 30. End Note) ' 
surprise 

implementation of the Presidents economic ag 
him as one of the most political economic playe 
national scene. Cabraal has a close 

with President Rajapaksa 

and several family connections. While Cabraal 
Jayasundera appear to work fairly well together 
persistent rumors that both are vying for ultimat 
over GSL economicy policy. 


4. (C) Cabraal told Econoff during a June 14 m 
believes he can expand the role of the Central I 
and carry several of his objectives from the Min 
Plans and Implementation to the Central Bank. 
include his role as senior GSL point of contact f 
Millennium Challenge Corporation. Cabraal say 
bolster the Bank\'s development office with an € 
development section and will seek ways to prov 
financing for rural businesses and farmers. Wh 
the importance of showing independence from ` 
Cabraal said people will have to get used to a \" 
for the Central Bank Governor to follow 

relationship with the President and his role in sh 
economic policy is a reality that will have to be t 
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5. (C) To date the banking sector has been fair 
Cabraal\'s impending appointment. Some bank 
allegations in a local newspaper that Cabraal he 
questionable business venture that has been Οι 
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local banks (a charge Cabraal denies) 

the appointment in private. Most major banks 
adopting a \"wait and see\" approach 

a highly capable businessman 

While there are concerns about the notion that 
continue to explore overtly political agenda item 
rural credit and the MCC 

indpendently of Jayasundera 

institutional independence back to the Central E 


6. (C) Comment: At this point 

officially named on June 30 or July 1. Cabraal i 
capable businessman 

While his relationship with the President 

to expand the role of the Central Bank Governo 
for some concern 

influence over the bank and Sri Lankan econon 
could dilute Jayasundera\'s somewhat ethnocer 
handed approach to running GSL economic pol 
does not act independently however 

PB for guidance and final monetary policy decis 
speak volumes about PB\'s ultimate influence o 
President and his economic policies. End Com 
LUNSTEAD 
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activities in the emirate that used to be under th 
Investment Authority.\" 


3. (C/NF) Our interlocutors point out that ADIAV 
investments were never a very good fit. Senior 
Advisor Jean Paul Villain (protect) told Econchie 
had proposed selling some shares of Abu Dhab 
during the recent market correction to the Manz 
but never got an answer. Hamad al-Hurr al-Su 
Department of Finance Under Secretary and AL 
(protect) told Econchief and Treasury Regional 

that the new Council was taking the more difficı 
politicized) part of ADIAVs portfolio. He noted tt 
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couldn\'t act like a fund manager and buy or sel 
the local market. The market is too small 
ADIA\'s share too big. He explained that investi 
already demanding that the government step in 
Abu Dhabi Stock Market 

\"caused the fall\" by selling its shares 


4. (C/NF) Article 4 of the law empowers the Cot 
Abu Dhabi\'s funds \"inside and outside\" the En 
Dhabi. According to ADIA Tax Advisor 
(protect) 

Dhabi joint ventures with other countries (includ 
Egypt). In some cases 

Dhabi financial support for other states (i.e. 

as investment). 


5. (C/NF) Although the idea of spinning off ADI/ 
investments has been discussed intermittently 1 
the timing of the announcement caught many in 
the organization by surprise. Peake noted that 
there had been discussion of carving off the \"P 
Department\" which managed these investment 
added 

implied to him that the change was less signific: 
first appeared. 


6. (C/NF) ADIA\'s public affairs strategy was als 
Although the Arabic language papers covered tl 
relatively accurately 

caused consternation among ADIA employees : 
international fund managers and advisors. The 
stated that the \"Council will replace the Abu Dh 
Investment Authority and all its investments will 
tax-exempted.\" Villain told Econchief that he h. 
worried enough to wake up his wife to translate 
reports after reading \"Gulf News.\" Peake state 
fielded phone calls asking for an explanation of 
happening and that he suspected others were C 


7. (C/NF) Comment: ADIA has held the Emirate 
shares in a number of local investments 
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been a comfortable fit. ADIA invests Abu Dhab 
surplus \"for the general benefit of the Emirate\" 
\"maintain its (Abu Dhabi\'s) welfare in the future 
also essentially the Emirate governmentVs (and 
the UAE 

expenditures 
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higher 

economic reasons 

Dhabi portion of its portfolio the way it would pre 
appears that this reorganization will allow ADIA 
its significant overseas portfolio assets. Given , 
culture of secrecy 

many ADIA officials and outside observers off g 
comment. 

SISON 


68665 

chance firefight. Reaction has been low-key. S 
relevance was more political than military 

will probably have little effect on the rebelsV mili 
terrorist operations. End Summary. 


2. (C) Chechen police killed rebel \"President\" / 
Sadullayev June 17 in a suburb of Argun 
Accounts of the operation vary widely. Checher 
Minister Ramzan Kadyrov claimed in the press : 
Sadullayev\'s companions sold him out for 150C 
narcotics. Kadyrov claimed that Sadullayev hac 
Chechnya until the previous week and had retui 
terrorist operation. \"Kommersant\" gave a mor 
account: a construction worker had tipped polic 
there were suspicious-looking bearded men hid 
next to his site. The police 

-- but without a clue as to their identity -- sent a 
force which quickly got into a firefight with the rr 
house. Two of the militants succeeded in escal 
firing ended 

identified as Sadullayev\'s. 


3. (C) Local press commentary has been low-kt 
commentators pointing out that Shamil Basayev 
power among the fighters. Indeed 

was hiding in Argun is indicative of his irrelevan 
armed conflict. Argun is where Sadullayev mig! 
-- itis his home town as well as the seat of his \ 
clan. However 

control of Chechen government security forces. 
communication with fighters would have been te 


4. (C) Russian nationalist pundit Sergey Markec 
out two significant differences between Sadulla) 
and that of his predecessor 

Maskhadov was killed 

up. This time 

interested.\" When Maskhadov was killed the k 
played it up 

time 
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In Markedonov\'s view 

evidence of the split in the ranks of the separati: 
between those who remain loyal to the rebellion 
have pursued separatism by making a deal with 
i.e. 


5. (C) An official of the Presidential Administrati 
that Sadullayev was respected among the fighte 
never engaged in the factional fighting that char 
rebel politics. However 

Chechen society. The official said that whoever 
Sadullayev would be from Maskhadov\'s factior 
be irrelevant: \"Basayev considers himself the | 
Chechnya 

gets in Basayev\'s way.\" More in sorrow than i 
official noted that the desperation of the populat 
\"stupidity\" of the security services were combir 
strengthen armed Islamic jihadism throughout tl 
Caucasus. The Chechen people 

of destruction. Owing to Kremlin policies 
between Ramzan Kadyrov with his \"repellent\" ı 
personality and Basayev\'s murderous radicalisı 


Comment 


6. (C) The effects of Sadullayev\'s death will be 
political than military. Sadullayev\'s function see 
been no more than hortatory -- appearing on the 
website and communicating with Chechens pro 
cause in the West 

Sadullayev\'s actual presidential powers appea 
minimal and his command of rebel forces theor 
Sadullayev\'s \"legal\" successor is the field cor 
Umarov 

Caucasian hills with Shamil Basayev. Basayev 
to exercise real power through his leadership of 
Council. Umarov will probably continue his ope 
field commander as before. The minimal politic 
Sadullayev played will either lapse or gravitate t 
abroad such as Zakayev and Movladi Udugov. 


7.(C) Sadullayev\'s death may have one other 
rebels have pulled off no spectacular military or 
acts in over a year. This failure has had a nega 
on their fundraising abilities 

competing for funds with Jihadist insurgents in | 
Afghanistan. On a recent visit to Chechnya 
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that the security services there expect a major t 
operation; the insurgentsV goal would be to pro 
still a potent force V'and earn their money 
Presidential Administration official put it. Our 
interlocutors agreed that a spectacular terrorist 
outside Chechnya would be easier for the rebel: 
than a military attack inside Chechnya. 
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civilizations. The exception is Le Figaro 

Penalty Requested for Saddam." Several other 
get wide inside coverage: \"Hamas and Fatah C 
reports Le Figaro 

Crisis 


Radio commentator Bernard Guetta devotes his 
U.S.-EU Summit: V'Seen from abroad Europe а 
President Bush holds a summit with it every yec 
as if it were an alter ego." (See Part C) 


An inside report in Liberation is entitled \'Humaı 
Tries to Change its Course." In the report 

of hope and warnings were mingled in Kofi Anni 
Indeed the legacy of the previous Human Right 
but the shadow of itself 

hostage by the major powers (U.S. and China) i 
rivalry 


A small front-page sidebar in Les Echos annour 
departure from the State Department to join Go 
the story recalls that former Goldman Sachs ex: 
is now Secretary of the Treasury 

Halpern to comment about \"the game of music 
Sachs and the Bush administration.\" The article 
the Goldman Sachs reorganization 

Secretary Zoellick\'s career 


SIPDIS 

as Assistant Secretary of State: \"In this positior 
considerable inroads in the relationship betwee! 
and became very committed to the crisis in Dari 
Liberation is entitled \"Zoellick Drops Bush..." L 
briefly: \"According to the press 

having been chosen as Secretary of the Treasu 


Les Echos leads with the Deutsch Borse\'s late: 
Euronext 
leads with the government's announcement the 
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privatization of GDF (gas utility company) until € 


Le Monde carries a profile of Jerome Guillet 
star writer of the American energy industry sect 
\"the most popular political blog in the U.S.\" acc 
Lesnes who quotes Guillet: ҮІ have never notice 
hostility towards me.\" Guillet has also develope 
as an answer to \"Anglo-Saxon journalism in wr 
demonized...\\" 


La Croix\'s portrait is devoted to Bill and Melind: 
\"Profession 

which the VBill and Melinda Gates FoundationV 
including university scholarships for minority stu 


In France Soir 

\"Boeing\'s Counter Attack\" reporting that Boe 
rumors of delay for its Dreamliner. In the war of 
Airbus 

communication is almost as important 

soldiers. And Boeing 

allegations of delay... In today\'s media war whic 
European rival 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
U.S. - EU Summit 


VThe Summit of the Two Coasts\" 

Bernard Guetta in government-run France Inter 
from Europe 

it exists. So much so that every year President I 
with the EU and addresses it as if it were an altt 
balance between the two sides is slightly asymr 
between the two leading world powers a sort of 
realities of a power struggle. Economically spec 
same and are direct competitors in several secl 
agriculture 

whether they are allies or opponents 

capital and the other 

Europe stands united. Regardless of the individ 
EU stands as one on Iran 

change 

relationship stand between these two powers? | 
when the Iraq crisis began 

invasion... The Euro-American dtente is due es: 
Americas failure in Iraq and its need for Europ: 
international issues... The entente is all the mor 
because both parties want to turn the page on li 
possible damage. Yet issues of contention rem: 
opposite sides at the WTO; the EU wants Guan 
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disagree on climate change and on the visas w! 
for citizens from new EU members. More seriou 
dwindling U.S. image in European opinions 
where positive opinion of the U.S. is down to 56 
The Atlantic does indeed have two coasts.\" 


Saddam Trial 


\"The Prosecution Asks for the Death Penalty 
Delphine Minoui in right-of-center Le Figaro (06. 
families of the victims 

Sunni minority in Iraq 

reminder of Arab nationalism and prompts a cei 
nostalgia... Certain Iraqis regret the fact hat the 
place іп the green zone Von American turf... V ar 
wants to cover the trial it is a veritable obstacle : 
access.\" 


North Korea 


VWashington Suspects Pyongyang of Preparing 
Attack\" 

Philippe Pons in left-of-center Le Monde (06/20: 
show of force is a way to prove that it exists whi 
crisis has mobilized international attention... anc 
it sees as the West and Washington\'s double < 
with regard to other nuclear powers such as Ind 
also domestic reasons for Pyongyang\'s threate 
hardening of relations with Washington has rein 
of the hardliners in North Korea... A successful 

would spark the national pride of a population tr 


\"North Korea Triggers a Missile Crisis\" 
Jean-Jacques Mevel in right-of-center Le Figarc 
question is will they or won\'t they shoot? This ti 
situation appears to have reached a point of no 
difference this time is that Kim Jong INs regime 
fact that it is making preparations for a missile |; 
imminence of such a launch has elicited severa 
U.S. 

mission at the UN 

of whether the launch will take place 

INs objectives. The little dictator is unpredictabl 
to make noise when he wants to force a discus: 
assailed where it hurts him most 

Needless to say 

operation to remind the world he exists. ОТАР 
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optimistic assessment to Econoff. He claimed t 
asking higher-than-market prices for its potash 

flexibility to seek compromise in the last eight rr 
negotiations. Hongchi stressed that Chinese bt 
unrealistic prices 

Russia. He could not predict if Belarus and Chi 
potash contract 


Potash Sales Fall by at Least Half 


4. (U) In 2005 BPC exported 7.1 million tons of 
fertilizer 

amount 

bought 1.285 million tons 

two countries were Belarus\' largest customers 
contracts yet for 2006 (no numbers were availal 
Pakistan purchased). Belarus\' other main pota 
Brazil (527 

tons 

No information is available on sales to these co 
Before the current troubles 

exporter 

Russian oil) 

Potash is Belarus\' main natural resource. 


Pro-Salt Protest 


5. (U) On June 14 
Malady Front brought ten kilograms of salt to th 
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Belaruskaly and raised a banner saying 
Belaruskaly.\" After 15 minutes police arrested 
Two minors were released and police charged / 
petty hooliganism. Malady Front reportedly stac 
of support for Valabov in front of the police stati 
Police arrested and charged one minor 

an unsanctioned demonstration. Shyla claimed 
old demonstrator 

This report is not confirmed. 


Comment 


Column 3 

6. (SBU) Belaruskaly\'s problems are a direct re 
meddling with the economy. He ordered the co 
exports 

and is preventing them from accepting any lowe 
Unfortunately for Lukashenko and Belarus 
customers are not ready to pay this inflated pric 
agricultural season progresses 

and sell potash will drop further. If no contract i 
GOB will lose a major source of revenue 

forced to provide hefty subsidies to Belaruskaly 
workers employed and paid. 
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alive and well in Morocco. (Hawala 

informal money transfer system characterized k 
lack of transparency.) Government of Morocco 
strongly and consistently deny that hawala exist 
and cite current laws prohibiting non-licensed bi 
institutions (even while admitting the GOM has | 
prosecuted a single hawala case in recent year: 
banking contacts scoff at the idea that hawalas 
but concede they are not nearly as prevalent as 
other parts of the Arab world. Ministry of Financ 
officials recount recent efforts by the GOM to st 
Morocco\'s banking and financial system 
Morocco\'s long-awaited Anti-Money Launderin, 
legislation. However 

immediate effects following AML implementatio 
forecasting dramatic reductions in commercial t 
and a steep spike in illegal 

hawala-facilitated 


2. (SBU) Abdelaziz Al Knaoua 

Finances\'s (MOF\'s) Credit Division 

Morocco\'s current laws it is illegal for any indivi 
institution to engage in any type of banking tran: 
without express authorization from the MOF. P. 
Morocco can be severe 

time. The definition of \"banking transactions\" i: 
deliberately broad and encompasses anything r 
collecting and holding deposits 

transferring or exchanging of currency. In additi 
Morocco\'s strict currency controls prohibit expo 
the Moroccan dirham. The СОМ does however 
financial transfers abroad to facilitate internatior 
tourism as well as for investment 

purposes. Moroccans wishing to transfer mone 
the legally imposed annual limits) must exchanc 
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dirhams in Morocco and send the money via an 
banking institution. Hawala and other informal ı 
transfer devices are illegal in Morocco and offici 
exist. At the same time 

charged or prosecuted a single hawala case in | 


3. (SBU) Banking contacts tell Emboffs that һа 
most certainly do exist in Morocco 

nearly as prevalent as in other parts of the Arab 
Part of the reason is cultural- hawala systems d 
the same strong cultural roots in Morocco as in 
countries and South Asia. Banking contacts ad 
also has a fairly well developed financial systerr 
accessible 

the population. For example Wafa Cash 
Western Union 

can transfer money almost anywhere in the wor 
systems more commonly service populations w 
formal financial sector. That said 

elites allegedly use hawala to help finance expe 
vacations abroad that would otherwise exceed t 
limits on currency exportation. In addition 
section colleagues familiar with local financial s! 
suspect that many affluent Moroccans shelter tt 
Europe 

transferred there. 


4. (C) Local financiers warn that pending AML 
although beneficial in the long-run 

effect of driving Morocco\'s large informal secto 
toward alternative 

growth of informal money exchange and hawal: 
World Bank estimates that the informal sector a 
almost 40% of Morocco\'s GDP.) Financial sec 
forecast decreases in bank deposits and a stee 
illegal cash transfers immediately following impl 
of AML. This fear has mobilized Morocco\'s big 
Pressure from Morocco\'s six largest banks is о 
business contacts as a contributing 

of continued GOM delays in adopting AML legis 
risks have been high enough that the big six ha’ 
their influence (to delay) 

vice-president Soundous Bouhia 

need it to draw international investment and eve 
it. V 


5. (C) COMMENT: Without a means to meast 
impossible to know with any certainty the size 

reach of hawalas and other informal money-trar 
Morocco. GOM \"official\" denials and apparent 


Column 3 

prosecuting hawalas does not inspire confidenc 
somewhat assuaged by private sector assuranc 
really are not all that prevalent in Morocco. The 
while we have no direct evidence linking Moroc« 
hawalas to financing of terrorist activities 
Morocco\'s large informal economic sector rem: 
concern. Even if there are no hawalas per se 
unreasonable to suspect that in addition to druc 
and people 

equally adept at moving cash across national bc 
the GOMVs pending AML legislation is a neces: 
(and long overdue) tool 

valid fears that increased scrutiny will push mor 
business underground. Efforts and assistance | 
de-emphasize and absorb the informal sector 
hawalas 

investment climate 

informal money transfer mechanisms 
availability to finance terrorism in Morocco and ‹ 
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manage to get freebies at our expense.\" Putin 
46.68 per tcm that Belarus currently pays Russi 
questioned why Russia charges Belarusians les 
a journalist said he wanted to know when Beları 
have a full-fledged union 

know.\" Putin denied any tensions in relations E 
Belarus but stated 

state before the deadline that we have agreed t 


3. Belarusian Authorities Expand List of Banne: 


On June 12 

expansion of its unpublished list of foreign offici. 
from entering Belarus. According to the Ministr 
foreigners whose presence in Belarus is either \ 
undesirable 

and were deported from the country. Moreover 
those suspected of being members of V'extremi 
organizations. The Ministry estimates that appr 
40 

to the ban over the past two years. The Ministn 
that Belarusian law-enforcement agencies are c 
bank of foreigners who reside in Belarus. 


4. Belarus Stations Customs Posts at Belarusie 


On June 13 
Affairs Ministry (MVD) revealed that Belarus ha: 


Column 3 

MVD and State Customs Committee (SCC) offi 
checkpoints along the Belarusian-Russian bord: 
violations involving Russian cargo shipments be 
or to Belarus. Customs and security officers re| 
drivers about rules regulating the import of exci: 
escort convoys. According to Prime-Tass\' sou 
does not think it is compulsory to warn carriers | 


5. Iran's Caspian Airlines to Fly Directly betwee 
Minsk 


The Iranian embassy in Minsk announced that c 
Caspian Airlines will begin direct flights from Te 
Commercial aircraft will fly from Iran to Belarus 
The airline will alternate flights to Budapest via | 
Minsk via Budapest each week. Caspian Airline 
cooperation agreement with Belavia 

June 7. The Iranian embassy predicted that the 
foster Belarusian-Iranian economic cooperation 


6. Head of Central Election Commission Repor 


On June 9 

Yermoshina reported on the upcoming local ele 
Lukashenko. Lukashenko tentatively consentec 
elections for local councils of deputies for Janu: 
though elections may be postponed until Janua! 
stated that the election would cost some 22 billi 
per USD 1). About 24 

the previous local elections held in early 2003 
leaders condemned as undemocratic. In late IV 
Lukashenko asserted that the few opposition cz 
their local elections had benefited from voter ap 
that local councils should assume the coordinat 
local problems. 


7. Police Detain 50 Activists Rally near Russiar 


On June 16 

participating in the V'Days of Solidarity" demons 
Russian embassy in Minsk in support of politica 
Authorities released the demonstrators without : 
recording their personal information. Several nt 
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reported that around 100 demonstrated by stanı 
lighting candles. Police dispersed the rally after 
Opposition activists have commemorated the \" 
the sixteenth day of every month since Septeml 
sixth anniversary of the disappearance of oppos 
Viktor Gonchar and businessman Anatoly Krasc 
Russian Embassy is adjacent to the U.S. Emba 


8. Opposition Ends Hunger Strike 


On June 18 

Minsk. About 20 people were still taking part in 
that began in Soligorsk on May 29 and ended o 
strikers had been demanding that the BKGB ce 
prosecution of several leaders of Malady Front 

Dashkevich 

Oleg Korban 

organization. Moreover 

Semenchik be reinstated as a student at a voca 
Soligorsk and Aleksei Yanushevsky as a studer 
Teachers\' Training University in Minsk. On Jur 
arrested and two hours later released ten oppos 
strikers in central Minsk. Several of the activist: 
leaflets and were charged with distributing ¡llege 
materials. Administrative offenses panels will h 
strikers\' cases. 


9. Youths Flash Mob in Minsk Supports Oppos 


On June 14 

demonstrated support for a nationwide hunger s 
politically motivated prosecution of opposition a: 
p.m. the youths sat on the stairs of a downtown 
and held plastic plates with the word \"hunger-s' 
them 


10. Newspaper Editor Applies for Refugee Stat 


Andrei Shentorovich 

newspapers V'Mestnaya Gazeta 

since March 29 and intends to seek refugee sta 
Shentorovich claimed he had been informed the 
authorities intend to place him in custody indefir 
Belarusian police are watching his home in Volk 
newspapers investigation into illicit activities of 
factory as the likely reason for GOB harassmen 
owner noted that if the Ukrainian government re 
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application for refugee status 


11. Over 30 


On June 15 

Party \"Hramada\" announced that more than 3I 
a petition demanding the release of former pres 
Aleksandr Kozulin 

criminal charges. The press office also claimec 
known persons offered their \"personal guarante 
would appear for trial. Kozulin has been held in 
trial detention center since March 25. Belarusia 
charged him with two counts of hooliganism unc 
Criminal Code\'s Article 339 and with disturbing 
under Article 342 for entering the National Pres: 
news conference on February 17 and for attem| 
the government-organized Third All-Belarusian 
March 2. 


12. Airport Authorities Detain Wife of Aleksand 


On June 9 

wife of jailed former presidential candidate Alek 
According to Kozulina\'s daughter 

mother\'s suitcase as Kozulina waited at passpc 
minutes later 

opened and its contents disheveled. After retur 
control 

off. Kozulina was departing for Washington 
conference on breast cancer. 


13. Pensioner Sentenced for Accosting Pro-Op 
This week the Gomel regional court sentenced 
Lukashenko pensioner 

freedom for hooliganism. On March 14 

former presidential candidate Aleksandr Milinke 
grocery store 


[Lukashenko]. He pays my pension 
strike a pro-Milinkevich activist with a stool. 
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14. Belarus\' Revenues Up USD 500 Million Du 


On June 14 
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Belarusian state budget has received an additio 
revenues due to a 2005 agreement. Under the 
goods are subject to indirect taxes that are colle 
country of destination except for goods importe: 
transit or for goods that are exempted from taxe 
with laws of the two countries. In May 

experts discussed taxation and quality control o 
Indirect taxes will be collected by Russian and E 
agencies 

Deputy Tax Minister Larisa Kondratova predicte 
between Belarus and Russia would be easier si 
shorten its deadline for payment confirmation tc 
corresponding to the term set in Belarus. 


15. Lukashenko Says Liberalizing Telecom Img 


On June 12 

Minister Nikolai Panteley that liberalizing the tele 
market and banning subsidies are important to | 
Organization (WTO) obligations. According to E 
Communication and IT Minister Ivan Rak 

be upgraded to WTO standards by August 19 
Vthe WTO demands to liberalize the telecommi 
have developed a liberalization concept for the | 
communication segment 

Belarus.\" [Note: the GOB monopolizes all telec 
Belarus through Beltelecomm and its majority c 
cellular phone companies.] 


16. Chinese Bank Invited to Invest in Belarusia 


During a June 11-15 visit of Chinese banking e: 
the National Bank of Belarus (NBB) invited one 
banks 

in Belarus. The officials agreed to consider forr 
group to facilitate settlements between Belarusi 
businesses and to expedite an agreement on p: 
between the NBB and the People\'s Bank of Ch 
also included representatives of China Export a 
Corporation 

Development Bank 


17. On June 16 
President Lukashenko offered this insight regar 
history textbooks: 


VI do not read a lot presently. It is particularly tri 
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studied the way [books] are written 

which | like. | previously thought that books are 
turned out that modern books about heads of st 
personalities contain about 80 percent lies. As: 
time leaders 

to present-day leaders 
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missile launch. 


-- China will send an official delegation to the A 
Union Summit in July. China and Angola will sit 
treaties involving law enforcement and economi 
Premier Wen Jiabao\'s current visit. China hop: 
consolidate its relations with Africa and expand 
development. 


— President Hu will attend the dialogue with de 
countries during July\'s G-8 Summit in Russia ir 
discuss energy security and African developmei 
stands ready to enhance G-8 dialogue and соо 


-- China appreciates former Deputy Secretary c 
ZoellickVs role in enhancing Sino-U.S. relations. 


-- A task force is investigating the incident which 
Three Gorges Dam activist Fu Xiancai severely 


-- China is ready for dialogue with the Vatican. 


-- China supports an Asian Secretary General t 
Annan. 


-- President Karzai and President Hu signed ar 
and anti-drug treaties during their June 19th me 


- Australian PM Howard will visit China from Jt 


Possible DPRK Missile Launch 


2. Jiang Yu was evasive whn pressed during th 
20 MFA press briefing about China\'s reaction a 
response to reports of an impending missile lau 
DPRK. Jiang stated only that China had \"taker 
reports. The Six-Party Talks are encountering « 
and China hopes for an early resumption of the 
said. China is working to press ahead with the : 
maintains close communications with relevant [ 


Column 3 
asserted. 


Sino-African Relations and Energy Developmer 
3. China will send an official delegation to the A 
Union Summit (AUS) in July 

China planned to attend. China has historically 
the AUS and considers the AUS the most repre 
regional organization in Africa. The AUS plays : 
in safeguarding African peace and stability 


4. Asked by the Bloomberg reporter whether РІ 
Jiabao\'s current African trip was targeted prime 
energy development 

focused on all of Africa. China hopes to consoli 
relations and expand development towards Afri 
type of strategic partnership V" 

specifically about energy deals with Angola and 
Jiang stated that China and Angola will sign a s 
treaties involving law enforcement and economi 
energy policy is designed to ensure self reliance 
stated. ChinaVs oil consumption is one eighth tl 
United States and Chinas level of oil reliance i: 
than that of developed countries 

crude oil imports are limited and Chinas overal 
consumption is only 8 percent of the world total. 
seeks to develop an energy policy based on mu 
beneficial exchanges and relations 


Sino-Saudi Arabian Cil Deals 


5. Sino-Saudi Arabian cooperation on energy d 
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its own unique advantages 

was close to signing an oil agreement with Saut 
China will continue to cooperate with Saudi Aral 
to improve China's mechanism to enhance its ‹ 
reserves 


China and the Upcoming G-8 Summit 


6. President Hu will attend the G-8\'s dialogue | 
developing countries during July\'s G-8 Summit 
Jiang said when asked if China wanted to join tt 
main theme of the dialogue meeting will be ene 
and African development 


Column 3 

the G-8 will also be discussed. The G-8 plays = 
role in international political and economic affaii 
said 

believes developed nations should partner with 
countries to meet global challenges. China star 
enhance G-8 dialogue and cooperation 


Deputy Secretary Zoellick 


7. China appreciates former Deputy Secretary | 
Zoellick\'s role in furthering Sino-U.S. relations 
when asked to comment on Zoellick\'s resignati 
enhanced mutual trust during two rounds of Str: 
and China hopes that Zoellick\'s successor will ı 
trend. 


Valiant Shield 


8. China actively participates in military-to-milité 
exchanges in order to enhance mutual trust anc 
Jiang stated 

upcoming Valiant Shield exercises meant for m 
relations between China and the United States. 


Three Gorges Dam Activist Assaulted 


9. German reporters demanded to know what ( 
was to the serious injuries sustained at the hanı 
Security Bureau officials by Three Gorges Dam 
Xiancai and whether his injuries were sustained 
of being interviewed by a German news prograr 
reporters asked for China\'s response to interve 
case by the German Embassy who had sent bo 
officer and a doctor to oversee and assist with F 
Jiang responded by asserting that Fu\'s medica 
should not be interfered with and that a task for 
investigating the matter in accordance with law. 


Sino-Vatican Relations 


10. China is ready for dialogue with the Vaticar 
when asked if Beijing and the Vatican were curr 
in dialogue to ease strained relations. 


The Next UN Secretary General 
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11. China supports an Asian Secretary Genera 
current UN Secretary General Kofi Annan 
asked who China would like to see as Annan\'s 
selection will require full deliberation by all parti 
Asian nations should be represented 


12. On June 19 Afghan President Karzai met w 
Jintao 

strengthen anti-terrorism and anti-drug coopera 
stated 

the Sino-Afghan meeting. China respects and ‹ 
Afghanistan\'s efforts to maintain national stabili 
forward its reconstruction 


Visits 
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13. PM Howard of Australia will visit China from 
and meet with Premier Wen Jiabao. PM Howar 
opening ceremony of the \"Liquefied Natural Ga 
Guangdong. 
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question of survival." Pizzaballa talks to variou 
about technical issues related to the maintenan 
Christian holy sites in Israel and Palestine. Acc 
Pizzaballa and other contacts 

not diplomatic or political in nature. Contacts hé 
that Pizzaballa is Vthe last person to be an apol 
Hamas.\" He suggested to the Ambassador the 
possible to funnel aid to the Palestinian people ! 
civil and religious authorities with less danger ot 
overall structure of the organization. Pizzaballa 
Vatican-based media again June 14 speaking a 
violence in the region. In light of this media exp 
importance on the ground 

contact. He told the Ambassador he would be ‹ 
with ConGen Jerusalem. End Summary 


Contact with Hamas 


Column 3 


2. (SBU) Fr. Pierbattista Pizzaballa 

of the Holy Land (caretaker of Christian holy sit 
stir in the media in April when he told a reporter 
Corriere della Sera that he had been talking to ! 
hinted that more dialogue was in the offing. Sp: 
that this could be the first step toward official dic 
between the Holy See and Hamas 

organization greater international credibility. 


3. (SBU) In fact 

time (ref a) 

Hamas has to be taken in context. The Custod 
Land is the Minister Provincial (i.e. the major su 
the priests of the Franciscan order living in the | 
He is appointed by the pope 

autonomy 

order. His main task is to coordinate and direct 
of pilgrims who come to the Holy Land. All the t 
Christian sanctuaries in the area are under his j 
oversees their financial status and works with Ic 
to care for and maintain the sites 

and parishes. The Franciscans have to deal wi 
authorities - whoever they may be - on technica 
to the maintenance of these sites. 


4. (C) Fr. David Jaeger 
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Catholicism who is a Holy See negotiator on leg 
Israel 

Hamas are purely technical (ref а). V'He has to 
because the Franciscans are totally under their 
talking to them would be like hostages refusing 
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their kidnappers 

police often come into the churches. They som 
their exams in the churches and other buildings 
the order. Contact is inevitable and necessary. 
the situation to that of aid organizations that hav 
contact with the Palestinian authorities in order ` 
their mission. 


5. (C) Jaeger emphasized that Pizzaballa had r 
political discussions with Hamas and was aware 
giving the group valuable fodder for public relati 
that he knew the writer of the Corriere article an 
Pizzaballa being manipulated into comments th; 
misconstrued. \"He is the last person to be ап: 
Hamas 


6. (C) Commenting on Pizzaballa\'s relations v 
Jaeger called him perhaps the Israeli governme 
churchman \"of all time.\" Jaeger said he speak 
- like a native. ХІ know no foreigner with a bett 
understanding of Israel 

sympathizes with the Israeli people. He isn't in 
the government; heVs just an honest man doinc 
concluded. 


A Question of Survival 
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7. (C) During a discussion with the Ambassadı 
visit to Rome 

Ethically 

it is Va question of survival.\" He said that non-! 
Christians in the Holy Land often share a strong 
Hamas 

technical issues. When undertaking any type o 
involving the Christian community 

local authorities 

theme 

aid to the Palestinian people through local civil ε 
authorities with less danger of aiding the overall 
Hamas. 


8. (C) On Israeli security operations 
Vunderstood wellV the danger of homicide bom 
he thought the Israelis were V'going beyond" wi 
effective - in some of their tactics. He said that 
security checkpoints 

search Christian and Muslim travelers extensivt 
delays and inconvenience. At the same time 
baggage would not be screened - an apparent | 
procedure. 
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9. (C) Turning to the continuing saga of the Fu 
Agreement between the Holy See and Israel (re 
told the Ambassador in confidence that the Holy 
more pressure on Israel on outstanding issues t 
pact. He noted speculation that the pope might 
next year 

a trip without significant progress on Fundamen 
issues (ref c). If the pope were to visit Israel 
added that he would have to visit Bethlehem; th 
to a legitimization of Hamas for some. 


10. (C) Pizzaballa appeared in Vatican-based r 
14 

Vthe risks of a civil war are concrete. The Fra 
pleaded for dialogue between the various Pales 
Fatah and Hamas. Pizzaballa said that Christia 
greater risk than others in the current situation 
could not V'remain silent." He noted that Judet 
only Christian in the government 


11. (C) In light of Pizzaballa\'s exposure in the 
knowledge of the region 

found him an extremely useful contact. He told 
he had not yet met with officials from ConGen J 
would be open to contact. 

ROONEY 
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Centrist 

\"In line with this newspaper\'s long-standing lib: 
consistent with its vocal defense of human right 
Saddam being hanged. First 

principle 

point of view 

punishment does not serve as a deterrent for pe 
committing heinous crimes.... Morally 

being 

most sacred thing on earth: human life. In the s 
Saddam 

him.... Even some ordinary Iraqis are arguing tl 
could be counterproductive: it could make him e 
of his fanatic die-hard supporters within the inst 
strengthening some militant fringes. Most impo 
should ask our selves whether hanging Saddan 
raison dVetre of this trial.... Ordinary Iraqis neec 
tried and convicted under their law 

their own courts 

themselves. But for all this to happen 

and the whole legal proceeding need enjoy utm 
eyes of all Iraqis. And this is still questionable f 
and the trial has too often been branded as an ‹ 
for it to serve as a unifying 

nation.\" 

RUBINSTEIN 
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outstanding 

probably support the Dutch nominee. When we 
consideration be given to the U.S. candidate an 
reftel points 

received a request to support the Dutch candid: 
believed that it would not be advisable for the U 
three of the top four ISAF positions simultaneo 
Commander 

said 

rather than being run by NATO. Italy 

process of deciding to support the Dutch candic 
SPOGLI 
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Boche assessed that one way to reverse Leban 
could be a breakthrough with Iran on the nuclee 
concluded that an Iran engaged in negotiations 
more constructive stance in Lebanon. As for S' 
viewed the Asad regime as increasingly isolatec 
world due to its alliance with Iran and facing ап 


Column 3 

restive 

time 

more active responding to human rights abuses 
conceded that France had ignored the issue for 
comment. 


2. (C) During a June 15 discussion on the Chira 
meeting (ref B) 

East/Americas Dominique Boche offered a brie 
pessimistic assessment of Lebanon/Syria-relate 
Boche offered a mixed response to the recent | 
report 

progress 

Hariri assassination and the 14 other bombings, 
assassinations. On the other hand 
\"regrettable\" the report\'s observation that Hari 
assassination might have been the result of inte 
within Lebanon. Boche had harsher words for L 
Annan 

terms 

Boche reported that when UNSYG Envoy Terje 
recently approached Annan on the need for Lar 
Damascus to press the Syrians on UNSCR 168 
implementation 

and that he might undertake the visit himself. B 
assessed that if nothing happened after adoptio 
1680 

consequence and would be emboldened in its e 
the Lebanese government. 


3. (C) As for the GoL 

weak and divided 

collapse of the government remaining a real po: 
Boche assessed that Hizballah might seek to hé 
of the GoL 

joint venture." Boche described the behavior o 
as similarly disturbing and undermining GoL sta 
about divisions between PM Siniora and SaVad 
made no attempt to paper over their differences 
criticized Siniora\'s June 9 letter to Bashar al-As 
anniversary of his fathers death 

ill-advised and adding to divisions within the Ma 
movement. With the GoL in great difficulty 

the need for the national dialogue to continue 
Lebanon to get through the summer months wit 
confrontations. At the same time 

for progress 

Lebanon were \"buried.\" 


4. (C) Pressed for options to move forward in Li 
assessed that negotiations with Iran on the nucl 


Column 3 

could have a salutary effect in Lebanon and adc 
isolation. He opined that when Iran faced difficı 
reacted via its regional proxies; therefore 
negotiations on the nuclear issue 

could play amore constructive role in Lebanon 
the role it had played in the interim period betwe 
Hariri assassination and Ahmadi-nejad\'s electic 
president 

participate in Lebanon\'s June 2005 presidentia 
Boche offered no specifics on what constructive 
might play under current circumstances or what 
such a shift in Iranian policy. 


5.(C) On Syria 

isolated than ever 

governments viewing Bashar al-Asad\'s reinforc 
Iran as a \"treasonous\" betrayal of his Arab bre 
described other Arab governments as embittere 
conduct and now disinclined to undertake medi: 
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his behalf 

request from Lebanese Parliament Speaker Na 
concluded that Egypt 

for the UNIIIC findings to implicate the SARG 
nothing on Syria\'s behalf 

Boche viewed the Syrian population as dissatist 
Syria\'s increased isolation 

nationalistic tendency to support their governme 
face of outside pressure. He professed little cei 
the impact of external Syrian opposition activitie 
Syria. He opined that former Vice-President Kh 
credibility\" with the Syrian public 

sympathizers within the Syrian military and sect 
establishment. Boche agreed that the internatic 
should take a more forthright stance on human 
in Syria 

ignored the issue too long. He noted that in the 
France 

rights abuses in Tunisia 

media or public outcry on more serious and sys 
in Syria. On the latter point 

expressing personal views. 


6. (C) Comment: Boche\'s overwhelming pessin 
developments contrasts with the more upbeat p 
offered by a Hariri family advisor (ref A) on divis 
between Siniora and SaVad Hariri and prospect: 
implement reforms. Also disturbing is Boche\'s 


Column 3 

that Iran holds the key to progress in Lebanon 
Iranian regime can be counted upon to reverse 
history of undermining Lebanese sovereignty ar 
to play a more constructive role. This would sut 
Boche is putting greater stock in external actors 
willingness to pressure parties in Lebanon 
Hizballah 

to work together effectively. End comment. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c frr 
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dog\" the ministers. He did not speculate what ι 
authority these advisors would have over the mi 
how this group would relate to the proposed Na 
Council and its possible authority. Al-Seneid re| 
that when the PM met the cabinet for the first tir 
he made clear that retaining a cabinet post wou 
entirely on competency. 


3. (C/REL UK) Another senior Dawa advisor to 
Fiad 

Minister\'s efforts to compensate for the weakne 
cabinet. Fiad stated that the advice received frc 
advisors - to find a small number of competent | 
loyal aides was problematic. Maliki 

not have that type of brain trust to call upon. Fi: 
that the PM wanted to create small groups of sg 
expert advisers 

provide policy guidance and oversight of the ті! 
These advisors would be chosen on the basis o 
competence not political party affiliation. (Shia 

politician Mohammad Ali Hakim told PolOffs the 
the some senior positions on the PM\'s staff ma 
approval from the Council of Representatives.) 

working on lists of names to propose to the PM 
would welcome U.S. ideas. He did not offer a cl 
to questions as to how 

these advisors or other subordinates to be effec 
overseers of the ministries. 


4 (C/REL UK) On June 19 

Dawa 

that it is unclear if PM media relations will fit in c 
the four divisions of the PMO. He added that ct 
Advisor Yaseen Majid has experience drafting s 
press releases 

office. Al-Abadi said he prefers the PM to sumr 


Column 3 
Spokesperson Laith Kubba back from London tı 
relations. 


5. (C/REL UK) Having worked over 25 years w 
al-Seneid described Maliki\'s management style 
off\" as long as one remembers to check-in on: 
basis. Al-Seneid believes that many \'advisors\' 
to establish permanence in the PM\'s inner circl 
not survive. 


6. (C/REL UK) On a personal note 

is being considered for General Secretary of the 
Ministers (COMSG) admitted that there are seve 
candidates being considered (Kurd Farhad Hus 
Zuhair al-Humadi 

that the candidate will be selected by consensu: 
political blocs. Al-Seneid said he would only lea: 
Council of Representatives if selected for CoMS 
Otherwise 
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close friend and Dawa party colleague. 


7. (C) Al-Seneid claimed that the security situal 
Iraq would be much worse if the Shia did not be 
political process. He emphasized how the Shia 
demonstrate self-restraint in the face of sectariz 
violence. Al-Seneid said that PM al-Maliki want 
legislation that prohibits the average citizen the 
bear arms and that weapons only be in the han 
official law enforcement. He added that there is 
about dissolving the militias 

about absorption of these factions into the milite 
He warned that this \"quick fix" method is probl: 
because it does not dissolve but legitimize militi 
Al-Seneid preferred that all militia members be | 
civilian employment. He reasoned that once ат 
is employed 

militias. 


8. (C) On the topic of combating terrorism 


Column 3 

stated 

religious rules give their people the justification : 
murder non-Muslims. He added that these idee 
formulated long before al-Qaeda was a concept 
that this school of thought has become imbedde 
Sunni mindset for many generations. Al-Seneic 
believes we are witnessing the transfer of this n 
to the Shia and predicts that there will be Shia-E 
terrorism in 50 years time if it goes unchecked. 
Al-Seneid suggested the need to establish learr 
centers to root out terrorism. He also suggeste 
the CoR needs to pass stronger terrorism legisl 
that fights terrorism on a cultural level as 

well as authorizes enforcement according to ги! 


9. (C) As the PMVs advisor on security issues 
reiterated that security is the first order of busin 
the new administration and a top priority is to se 
Iraqvs border with its neighboring countries (ген 
reported that he is daily discussions with the PN 
policy. He believes that the GOI and the Parliar 
exert 50% of its total capacity on security issues 
administration to be successful. 


10. (C) Haider al-Abadi told PolOffs that PM al- 
delayed implementation of the National Reconc 
(NPR) for a number of reasons. First 

Talabani and Deputy President Tarik al-Hashim 
enough time to review the plan. Secondly 

for meetings with insurgents but several Shia C 
members (including al-Abadi) have no assuranc 
Iraqi interlocutors really do speak for the insurgt 
are seeking to disarm. Third 

members objected to the clause where recomir 
be made without restrictions. Al-Abadi elaborat 
there must be red lines when negotiating with in 


11. (C) Al-Abadi said that security drives nation 
reconciliation. He said he is confident that the € 
leadership has the will and can deliver the Shia 
However 

questions if they can deliver their side of the str: 
SPECKHARD 
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usual" with Iran 
Kocharian June 1 (ref A) in which the President 


Column 3 

Armenia had not really formulated its approach 
question of Iran\'s nuclear ambitions. Although 
States did not have a specific message at this ti 
Kocharian to carry 

briefing materials prepared for him by the Minis! 
reflect the strong views of the entire internationc 
community 

of the choice that Iran needed to make on the n 
He noted that a number of Arab states 

Algeria 

of the United States; Turkey had also been sup] 
Ambassador pointed out that Armenia should te 
ensure that it was not perceived in Washington 
as soft on Iran. He granted that the Foreign Mir 
statement (ref B) during a press conference wa: 
step in that direction. 


3. (C) DFM Kirakossian said that Armenia had r 
nuclear-armed Iran on her southern border 
concerns of the international community 
carefully in dealing with its big neighbor. He sai 
briefing package for the Iran trip was going to K 
following day. The nuclear issue was on the ag 
be addressed in the briefing materials 

making no specific promises. 


4. (C) COMMENT: When we talked to him on J 
Kocharian expressed nervousness about the nt 
which he clearly wished would just go away. He 
clear that for him there was no avoiding the visi 
which was supposed to have happened already 
although he would insist on a minimum of forme 
component outside the Iranian capital. While w 
believe Kocharian is an appropriate vehicle for : 
or detailed message from the United States 
many irons in the fire 

with him prior to his trip in order to reinforce any 
particular points that 

the international community 
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branch in Novi Becej mostly comprised of disap 
These elections were only the third where LDP 
2005 and launched in January of 2006 
elections held April and May 2006 the party got 
vote in Kula 

counselors and finally 20 percent in the first rou 
placing themselves just below radicals but ahea 
DSS 


Column 3 

run-off with SRS 

also by most other political parties in Novi Bece 
notably DSS and G-17 Plus 

introduced a petition in Belgrade to bar SRS fro 
provided public support for LDP candidate 
between DS and LDP 

congratulated LDP for this success. Sutanovac 
doubt that DS will always support any democrat 
radicals. 


5. (sbu) Comment: Local elections in Serbia ca 
certain indicator of national popularity of any pol 
Selection of candidates 

lot of hard campaigning on local issues 
circumstances usually determine winners on loc 
However 

DS party insiders tell us they have started to ас 
possibility of an LDP-GSS (Civic Alliance) coalit 
threshold in future parliamentary elections 
privately and publicly their willingness to work tc 
be. As both the Novi Becej recall and the elect 
indicate 

deciding factor as national parliamentary electio 
fall. 
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enumeration. The EC was forced to backtrack c 
use some of the information gathered in the nul 
enumeration 

insistence that it will not conduct a new door-to- 
enumeration. END SUMMARY 


CHANGE IN PLANS FOR THE VOTER LIST 


2. (U) The EC is increasingly under fire in the pr 
from the opposition regarding its plans on how t 
the Supreme Court decision nullifying its \"fresh 
registration effort. With the opposition holding г 
of the EC\'s Dhaka headquarters and district off 
20 

center of the political disputes between the BDC 
Awami League-led 14-party coalition. 


3. (U) On June 12 the EC decided on a series o 
implement the Supreme Court decision. Sever: 
measures announced provoked criticism in the 
former election commission members. The twc 
controversial measures were that the EC could 


pted to contact FM Saud Al-Faisal on June 19 to deliver ref ademarche. He is currently on vacation i 
date) Jean-Pierre Bemba, has entered into a new political alliance with a host of smaller Congolese [ 


y. On June 15, A/Ecmin met with Simone Bemporad, Finmeccanica Senior Vice President for Media 


704 1. (SBU) Romanian Defense Ministry (MOD) sources confirm that a Romanian soldier was killec 
ting Political Internal Unit Chief Susan A. Thornton. Reasons 1.4 (b/d). 1. (C) Post has confirmed fc 


МАН, PREL, AF SUBJECT: MOHAQEQ, FAHIM CONCERNED OVER MILITIAS. FAHIM STRENGTI 
lassified By: DCM Michael Gfoeller for reasons 1.4 (b) and (d). 1. (C) On June 14 A/PolCouns gave 
ey General returned the Thai Rak Thai dissolution case to the Election Commission on June 16, зауй 


ға 1. (U) On June 15 Ambassador La Lime paid a farewell call on President Guebuza. Guebuza cor 


) At 20:00 on June 16 near the Russian Embassy (adjacent to U.S. Embassy), 45 activists were briefl 


d By: Ambassador Ralph Frank for reasons 1.4(b) and (d). 1. (C) Croatian President Stjepan Mesic i 
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gathered during the most recent (\"fresh\") enun 
was overturned by the Court; and that it would r 
new door-to-door enumeration but instead woul: 
to submit changes in person to local election co 
offices. 


4. (U) On June 14 the EC backtracked 
canceling its decision to use information from th 
enumeration. Acting Secretary of the EC Secre 
Zakoria told the press this decision was taken \' 
controversy and confusion.\" In spite of strong 1 
criticism 

go door-to-door again. 


5. (C) Dr. Nazmul Kalimullah 

Election Observation Council (JANIPOP) 

main problem facing the EC was money. \"The 
about using the draft voter list information and fi 
conducting a new door-to-door enumeration is f 
blame about wasting public money 

Kalimullah 

enumeration and did not have the funds to go d 
again. 


6. (C) On June 18 PolOff and USAID met with E 
Commissioner (and former Secretary of the Ele 
Secretariat) S.M. Zakaria to discuss the latest d 


SIPDIS 

regarding the elections. Zakaria said that the E( 
pressure from the media 

information gathered during the recent епитеге 
for the nullified \"fresh\" list. However 

kept on file so they could be used for V'referenci 


7. (C) According to Zakaria 

supplementary list that will indicate all new vote 
who have moved 

list was compiled in 2000. On polling day 
workers will work off of two lists: the 2000 list wi 
names of deceased voters or voters who haver 
out; and the supplementary list with the new vot 
registered since 2000. When asked if this coul 
problems or confusion on election day 
Velection workers know how to do their jobs 
this many times in the past" and that working w 
lists would not be a big problem or create signifi 


8. (C) Responding to the medias criticism that 
refusing to do another enumeration to register r 
Zakaria said that they had already tried to do a 1 


KU, KTFN, TERROR FINANCE SUBJECT: TERRORISM FINANCE - UN 1267 SANCTIONS AGAIN: 
STATE 99490 (SBU) Poloff delivered reftel demarche to Mirwais Samadi, Americas Desk Officer, at 1 
ints -------------- =- The police here arrested late last night several high ranking military officers and ci 


ieasons 1.4 (b) and (d) 1. (C) PM Senior Advisor Loftis, in Zagreb June 16 for a round of negotiations 


JSCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR COMSOCEUR VAIHINGEN GE FOR 


ıbassador James F. Moriarty. Reasons 1.4 (b/d). MAOISTS \ 
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enumeration and the Court had overturned it. \' 
frustrated because we tried to get a 100 percen 
were stopped 

If I go door-to-door three or four times 

the door for me.\" He said that first-time voters 
able to register at 6 

July 31 

people about where they would need to go was 
and would begin \"within ten days." He added і 
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no budget for the information campaign but that 
do it \"on credit.\" 


FRANK TALK ON THE EC\'S CREDIBILITY PF 


9. (C) Zakaria spoke about the image problem ‹ 
placed most of the responsibility on the media v 
Vhas gone crazy 

He said that the EC was reluctant to engage the 
frequently until an outstanding contempt of cour 
against the EC was resolved. 


10. (C) At the start of the meeting Zakaria expre 
optimism that the EC still had enough time to pr 
elections. However 

confidence began to give way to frustration. He 
about the Supreme Court 

the \"fresh\" voter list had rendered him helpless 
undermined his ability to fulfill his constitutional 
When asked if there was anything the EC could 
relations with the media or improve its credibility 
public 

government has lost all its friends 

stupid government has made everyone angry.\" 
did not think the atmospherics would change ur 
Minister stepped down and the caretaker gover! 


REDISTRICTING: YET ANOTHER LOOMING | 


11. (C) Another issue that JANIPOP\'s Dr. Kalin 
with PolOff was the need for the EC to conduct 
\"delimitation\" (redistricting) exercise. Accordin 
Kalimullah 

delimitation of constituency borders every ten yi 
submission of census data to the EC 
happened. 


ЛА, TBIO, ΤΡΗΥ, ETRD, JO SUBJECT: Jordan: Post Supports Start of S&T Agreement Negotiations 


hue. Reason 1.4 (b, d) 1. (C) Summary: The Russian MFA notetaker at the June 13 meeting betwe 


rocker, Reasons 1.4 (b) and (d) 1. (C) At a June 19 lunch with Director General of the MFA Khalid 
Mohiedeen Al-Dhibbi. Ambassador emphasized that the council should begin with a more general ar 


ı 9194/USFCS/OIO TREASURY FOR OASIA, DAS LEE AND FPARODI DOL FOR ILAB MMITTELH/ 


CT COORDINATOR REITERATES CONCERN OVER RADICALIZATION REF: A. A) THE HAGUE 


ihbein for reasons 1.4 (b ) and (d). 1. (C) Post notified the Ministry of Foreign Affairs via diplomatic nc 
nL. Fishbein for reasons 1.4 (b ) and (d). 1. (C) Post notified the Ministry of Foreign Affairs via diplor 
823 Classified By: Ambassador Jeffrey Feltman. Reason: Sections 1.4 (b) and (d). SUMMARY ----- 
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12. (C) When PolOff and USAID raised this isst 
Commissioner Zakaria 

another controversy. He said that the EC condi 
delimitations once they receive the census infor 
that they had not yet received the census data. 
is received close to the elections 

act 


COMMENT 


13. (C) In addition to the political pressures they 
facing the commissioners have two practical prc 
are running short of funds and time. Both will b 
if the EC is forced to buckle to critics and condu 
another door-to-door enumeration. As an exper 
organizer 

through 

logistical problems. 


14. (C) The lack of a new enumeration also leat 
problems. New voters since 2000 could be left 
and dead voters will probably remain on it. This 
the BNP and the AL. Having dead or \"ghost\" v 
list does not harm either party -- indeed 

taken advantage of these \"extra\" voters in pre 
elections. However 

their new members registered as possible 
continues to refuse a new door-to-door enumer 
could leave many of those names off the list. Tr 
explain why certain BDG and BNP officials 
Minister Moudad Ahmed 

certain AL critiques of the EC. 

BUTENIS 


3. (SBU) Briancon described the DRCVs econor 
situation at end May as \"difficult\" and said that 
delivered strongly-worded messages to GDRC : 
regarding government overspending and incom 
reforms. He said it was clear that despite low le 
spending during the first quarter of 2006 

still operating on the 2005 budget 

April had been well over budget. (Note: The Mii 
Budget website 

overspending for April of nearly USD 29 million 
USD 14 million by the Defense Ministry 
presidency 


ions 1.4 (b/d). SUMMARY ------- 1. (C) Political party members and commentators have launched a 


-MAIL 6/20 HANOI 00001520 001.2 OF 002 1. (SBU) SUMMARY. On June 20, Poloffs met with a | 


19 VIA DIPLOMATIC NOTE TALKING POINTS URGING THE GOVERNMENT OF TURKMENISTAN 
ed By: CLASSIFIED BY AMB TRACEY JACOBSON FOR REASONS 1.4 BAND D Summary -------- 
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Electoral Commission. End note.) Briancon dic 
however 

spending had been more in line with the budget 


4. (SBU) IMF representatives noted that the ma 
stability of late 2005 and early 2006 has begun ! 
and attributed this to Central Bank financing of « 
in April. Twelve-month inflation 

almost 6.5 percent in April 

percent and annualized inflation is at nearly 13 | 
The Fund has raised its projected inflation rate | 
to 9.5 percent 

downward from 7.0 to 6.5 percent. Briancon no 
higher crude oil prices 

production 

first quarter of 2006 

He said 

needed later in the year to offset the probable Ic 
direct budgetary support from donors. 


5. (SBU) In addition to looking at DRC\'s perforr 
February 

interim Staff-Monitored Program (SMP) 
continued IMF technical support and allow the [ 
establish a track record that hopefully would lea 
PRGF program. (Note: The SMP is an IMF аат 
and does not require IMF board approval. Talk: 
establishment of an SMP began during the sprit 
meetings in April. End note.) Once establishec 
will date from April 1 

is expected in early July 

three-month intervals. The SMP 

between six and eighteen months 
conditionalities 

structural reforms 

Facility (PRGF) program that ended on March ¢ 
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6. (SBU) Briancon and Maret noted that nationv 
public school teachers and civil servants are stil 


BU) U.S. Chamber of Commerce officials visited Turkey June 12-16 to settle the final details of a five 


ıeasons 1.4 (b/d). Summary ------- 1. (C) Xinjiang journalists face particularly heavy restrictions ste! 


A TAGS: KMDR, PREL, KPAO, OPRC, SY SUBJECT: Damascus Media Reaction: Syria/Palestinians 


ine 12 meeting, General Federation of Farmers Unions VP Adil Aladily told EmbOffs that his organize 
.: 06/19/2016 TAGS: PGOV, PHUM, SOCI, KIRF, SA SUBJECT: CHRISTIAN WORSHIP IN SAUDI A 
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complete. Not having yet removed ghost worke 
rolls 

actual employees. Briancon estimated that the ‹ 
servant census might reduce the rolls by anywh 
to ten percent 

among 450 

not include public school teachers 

nationwide 

considered civil servants. End note.) Briancon 
repeating assurances by Finance Minister Banc 
the GDRC expected to have these two censuse 
a month or two. 


7. (SBU) Briancon said that the IMF has learnec 
school teachers can be hired by the Ministry of | 
without approval by the Civil Service Ministry 
these teachers can then transfer into civil servic 
positions 

Ministry. Briancon expressed concern that this 
any progress accomplished by the census in ret 
servant numbers. 


8. (SBU) IMF reps said that the GDRC\'s plan tc 
minimum salary for a Congolese soldier to USD 
would exceed the 2006 budget allotment of USI 
military salaries. Briancon said that any salary i 
must be within budget and based upon the redu 
effective number of soldiers 

(Note: Even current best estimates of 150 
push the salary envelope to nearly USD 90 milli 
per month. End note.) That census 

school teachers and civil servants 


9. (U) Briancon noted that the achievement of | 
Indebted Poor Country (HIPC) completion point 
depends upon having a new PRGF in place for 
months 

Reduction Strategy Paper (PRSP) for twelve me 
that he had encouraged the GDRC to deliver th: 


sified By: Charge d\'Affaires Matthew H. Tueller for reasons 1.4(b) and (d) (C/NF) PolChief deliverec 


Tueller for reasons 1.4(b) and (d) (C/NF) PolChief delivered reftel demarche June 20 to Salah Al-S 


‘curity Council (PSC) at its 55th meeting held on June 17 adopted the following decision on the situati 
In June 20 we delivered reftel points on the proposed international mechanism for providing assistan 


ERVENTION REF: A. ADDIS ABABA 1634 B. ADDIS ABABA 1638 The following cable is being ı 


Classified By: Ambassador Gary A. Grappo. Reason: 1.4 (b, d). 1. (C) In a June 20 call on Minister | 
iL C. DAKAR 1306 (ALL NOTAL) Classified By: AMBASSADOR JOSEPH STAFFORD, REASON 


2AIGNING KUWAITI STYLE REF: А. KUWAIT 2151 B. 05 KUWAIT 3178 Classified By: Charge ‹ 


OUS Classified By: Pol/Econ Officer Randolph Flay for reasons 1.4(b/d SUMMARY 


bassy Bridgetown warmly welcomes and grants clearance to Transporation Security Administration (1 
ECTED; PM FIRES 17 ACTIVISTS; ABDULLAH CASE MOVED TO MILITARY COURT REF: (A) DA 


Column 3 

IMF and World Bank by the end of June so that 
Point 

by the third quarter of 2007. (Note: The final GE 
the PRSP was presented to international partne 
June 5 

Septel to follow. End note.) 


10. (SBU) Comment: The strong IMF message 
responsibility and increased attention to needec 
reforms may be falling on deaf ears. The currei 
preoccupation of most members of the GDRC i: 
July 30 elections. This is despite the possibility 
nearly USD 190 million of outside budget suppc 
representing nearly 10 percent of the 2006 bud 
forthcoming due to the lack of a new PRGF befı 
The first six months of the SMP will almost cert: 
before a new government is installed 

will be hard-pressed to negotiate a new PRGF t 
of 2006. The GDRC 

needs to stick to prudent 

rest of 2006. End comment. 


MEECE 
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been the source of the DRC\'s conflicts and lacl 
unity. According to news reports 

RENACO\'s candidates understand the necessi 
democracy is the only way by which the Congol 
their leaders and transform the country. 


3. (SBU) Included in the MLC\'s new umbrella o 
two other presidential candidates 

Alliance of Congolese Democrats (ADECO) anc 
of the Convention for the Republic and Democr: 
Mwamba reportedly did not specify which candi 
represent RENACO in the first round of preside 
but rather said such discussions will take place 
appropriate time. (Comment: There is no doubt 
Bemba will lead the alliance. End comment.) Ar 
parties in RENACO\'s ranks are the Christian C 
Democracy (CCD) 

(MDD) 

Republican Generations (GR). The alliance fielc 
800 candidates nationwide for the National Ass: 


4. (U) According to local news reports 
representatives of the Congolese political oppo: 
also attended the RENACO events 

of the alliance. Among the most notable was Сг 


ie International Committee of the Red Cross (ICRC) provided us June 12 a faxed English-language n 
I5 ADANA222 D. ANKARA 1899 Classified by acting Polcouns Charles О. Blaha; reasons 1.4 (b) 


4 by ECPO Counselor John Desrocher for reasons 1.4 (b) and (d). 1. (C) Drawing from reftel backgı 


3ridgetown welcomes and grants clearance to Transportation Security Administration Security Enforce 
: Sentences Semdinli Suspects All papers report two Turkish non-commissioned officers in the jandaı 


and vocal media establishment, recent incidents may show the government is trying to flex its muscle 


IA REACTION SUBJECT: KUWAIT MEDIA REACTION - ELECTIONS: CORRUPTION, U.S. INFLUE 


IE SUMMARY ------- 1. (C) Representative Temi Harriman (PDP - Delta State) of the National, 


Column 3 
Etienne Tshisekedi\'s Union for Democracy and 
(UDPS). 


5. (SBU) Comment: Bemba has been saying foı 
would be announcing a coalition of up to 50 par 
the 23 other parties he has brought together in 1 
alliance have any significant level of popular su| 
however. Rumors of an MLC-UDPS alliance ha 
for some time. While Bemba and Tshisekedi wc 
strange bedfellows 

together. End comment. 

MEECE 
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included in the ammunition list. Therefore 

not subject to any license or restriction.\" Durin 
meeting 

for this contract. 


5. (SBU) Given the June 19 deadline 
Finmeccanica is prepared to tender a bid on the 
the bid is non-binding and they can back out of 
should the USG disapprove of the venture. If th 
tender requires a binding commitment 

to drop out of the competition. Bemporad empt 
Finmeccanica recognizes the tremendous value 
relationship with the USG and does not want to 
through activities in Iran. If the USG disapprove 
Finmeccanica pursuing the TETRA radio contre 
will not pursue it. 


6. (SBU) Action requested: Embassy Rome re 
for Finmeccanica regarding the provision of \"se 
radio systems to city police forces in Isfahan an 
Iran 

Ministry of the Interior. We request as speedy г 
possible to provide Finmeccanica with a USG p 
spirit of cooperation with which they approachec 
matter. End action requested. 


Current Finmeccanica Activities in Iran 


7. (SBU) Bemporad and Pirozzi said Finmecca 
has two contracts in Iran. The first is to provide 
conventional energy turbines to an unnamed Ire 
company. This contract is worth approximately 
euros and is in its final stages. In the second си 
Finmeccanica subsidiary Fata Engineering prov 
services related to the operation of an aluminun 
contract is also worth about 300 million euros. | 


1, IZ SUBJECT: OVERVIEW OF NORTHERN IRAQ FROM DEPARTING A/RC KIRKUK 00000119 € 


sponse to Sugar Export Inquiry REF: State 92458 1. (U) According to the National Institute of Sugai 
Classified By: Ambassador Gary A. Grappo. Reason: 1.4 (b, d). 1. (C) In a June 20 call on Minister 


(C) Summary. On June 20 we spoke with Tomas Stangeland, Adviser on Sri Lanka matters in the M 


asons 1.4 (b) and (d). 1. (C) MFA Director General for Security Affairs (S/CT-equivalent) Hayati Guve 


` CLASSIFIED BY: Jim Bigus, PRT Team Leader, Kirkuk, DOS. REASON: 1.4 (d) 1. (SBU) SUMMA 
tion sources told us President Obasanjo is encouraging bidders for Nigeria\'s state-owned telecommi 


/8/06) Classified By: Ambassador Ronald Schlicher, reasons 1.4 (b) and (d). 1. (C) Summary. Turki 


Column 3 

Bemporad and Pirozzi emphasized that Finmec 
subsidiaries are not engaged in any contracts re 
Iranian military activities. 

SPOGLI 
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(ref C) combined with official crackdowns on 
diploma issuance have caused similar tensions 
problems at other schools 

employment in a tight job market demand that t 
diplomas match earlier commitments made by : 
administrators. It is not clear how the situation i 
Zhengzhou was allowed to get so out of hand 
incident will likely serve to reinforce official Chin 
views on the dangers of student protests. 
RANDT 
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against charges of malfeasance and abuse of r 
have its first court date on July 3. Some observ 
that the threat of legal penalties against just abc 
everyone may eventually lead to compromises 1 
the political system to go back to work as usual 
we see no advocates for compromise yet. End 


TRT DISSOLUTION CASE 


2. (C) The Attorney-General announced on Jur 
would send the Thai Rak Thai (TRT) dissolutior 
the Election Commission. The EC forwarded th 
Attorney-General without specifying what sectio 
had violated 

be disbanded as a result of its actions. The EC 
requested to respond by June 27. The Attorney: 
reportedly is concerned that 

the Constitutional Court without the EC recomrr 
would weaken the case and leave any Court de 
to appeal. The EC has not yet stated whether il 
the June 27 deadline. 


3. (C) We spoke today to Dej-Udom Krairit 

the Thai Lawyers\' Council about some of the le 
surrounding this case. He fully supported the 
Attorney-GeneralVs decision 

required the EC to make a recommendation. If 
recommendation 

conclusion 


3 SETS LIMITS ON FRENCH CONTRIBUTIONS TO SECURITY IN EASTERN CHAD REF: МОЈАМ 


УМ 546 В. GEORGETOWN 499 Classified By: Ambassador Roland W. Bullen for reason 1.4(d) 1 


f: Bucharest 912 (and previous) 1. (SBU) The Romanian Senate meeting in plenary session voted . 


EAID, AS, TT SUBJECT: EAST TIMOR SITREP FOR JUNE 20, 2006 REF: DILI 296; B) DILI 303; € 


Regional Coordinator, Basrah Regional Embassy Office, Department of State. REASON: 1.4 (b), (d) 
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their different views. Ordinarily 

take a month to six weeks 

case. Provided they eventually reached agreen 
case was serious enough to require court revie 
Atty-General would forward it to the Constitutior 
It would depend on the Court\'s schedule how q 
would hear the case. He expected that the Cou 
expedite this case 


4. (C) The lawyer also commented on some oll 
the case. TRT has complained that the EC sub 
prepared the damning -- and subsequently leak 
biased 

party\'s defense. Dej-Udom said that this is nor 
for such a subcommission. Their job is to exam 
and see if there is cause for further investigatior 
gets its chance to defend itself when the case g 
not in this initial investigation. Dej-Udom also si 
he had some knowledge of the TRT dissolution 
impression was that it was very solid. 


DEMOCRAT DISSOLUTION CASE 


5.(C) The EC heard testimony late last week fr 
Democrats 

paid the microparties to frame TRT 

boycott and call for an \"Article 7\" prime ministe 
constituted attempts to \"overthrow democracy." 
not given any indication when it would conclude 
investigation. Since the EC testimony last мее! 
to be more concern that the case could hurt the 
politically at least 


EC MALFEASANCE CASE 


6. (C) On June 15 

bail to the three remaining EC Commissioners 
with a lawsuit brought by the Democrat Party. 1 
charged with malfeasance and abuse of authori 
\"constituency-hopping\" by failed candidates in 
rounds of the April elections 

investigate the charges of TRT election fraud in 
of the microparties. The court set the date for tl 
hearing on July 3. 
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276 В. ACCRA 01236 С. 2005 ACCRA 857 1.(U) This report covers noteworthy civil aviation d 
EMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR WEEK ENDING JUNE 16 This is CW 


Column 3 
COMMENT 


7.(C) Several interlocutors have raised the pos 
some kind of compromise solution to the politic: 
Dej-Udom 

be decided in the courts or by other means poin 
\"in our Thai history 

compromise.\" Although the case against the [ 
appears quite weak compared to the case agail 
be a piece of the puzzle that eventually leads to 
compromise solution 

exchange for some other concessions that wou 
political process back on track. However 

to be in a compromising mood. End comment. 
ARVIZU 
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pleased with progress toward a Millennium Cha 
Corporation (MCC) compact 

preparing for an MCC compact required thorouc 
that would take time. He added that his June 1 
Cape Town with MCC CEO John Danilovich hat 
positive. Guebuza observed that MCC would m 
difference in his country\'s development 
performance indicators - particularly in the area 
promoting business development. 


2. (U) Guebuza told the Ambassador that he ha 
times to the United States in 2005. He said һе ' 
especially grateful to have had the opportunity tı 
Mozambique in his address to the Corporate Cc 
Africa\'s bi-annual business summit in Baltimore 
and to meet with business representatives while 


3. (U) Somewhat as an aside 

was eager to improve Mozambique\'s civil serv 
more efficient and staffing it with competent 
officials. He said that as a poor country his gov 
could not afford to pay high salaries 

other benefits could be employed as incentives. 
formed a working group on the subject 
successes and failures in the region 
Mozambique had much to learn from Botswana 


4. (U) The Ambassador thanked the President 
him that relations had deepened greatly during | 
She pointed out that she had highlighted Presid 
strong public leadership in the fight against HIV, 
the PEPFAR annual meeting in Durban earlier t 
was plain to all at the conference 


2006 for the purpose of meeting with government officials. 2. Control Officer for the visit is Political C 


. MOSCOW 6268 B. MOSCOW 5934 Classified By: Ambassador William J. Burns. Reasons 1.4 


Xf weapons turned іп per demobilized paramilitary could be as high as one-to-one, according to МАРЕ 


SLAVA 494 С. BRATISLAVA 471 Classified By: Ambassador Rodolphe M. Vallee for Reasons 1.4 


ories this spring provide him an opening for reaching out to his opponents. While their starting positio 


Jast few days in Onitsha involving the Movement for the Actualisation of the Sovereign Sate of Biafra 
dlin for reasons 1.4 (B) and (D). (C) Post delivered reftel demarche to MFA Director for Human Right 


Column 3 

President Guebuza stood out among other Afric 
state for his responsible leadership towards his 
fighting HIV/AIDS. She told him that Washingtc 
with Mozambique\'s efforts 

the USG continuing its strong support to Mozarr 


La Lime 
68694 
KROL 
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(protect) told the Ambassador June 16. Loncar 
there was an internal struggle among the Presic 
about his attendance at the meeting; Loncar 
President\'s attendance 

advisor Tomislav Jakic won. President Mesic w 
primarily due to his interest in meeting with othe 
leaders 

of its host country. 


2. (C) Ambassador noted such a visit by the Pre 
be wrong on two counts: firstly 

European leader could be seen as an endorsen 
regime\'s increasingly oppressive human rights 
secondly 

participation ina NAM summit by the leader of: 
aspires to both EU and NATO membership 


3. (C) Many posts could benefit from talking po 
regarding attendance at the Havana NAM sumr 
suggests that Department develop such points ; 
them as an ALDAC before the summer break. 
FRANK 
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Barapind\'s Punjab-based lawyer Darshan Singl 
reports on June 19 from Barapind\'s brother 
suggested that Barapind had been tortured bec: 
supposedly seen \"in a disheveled state and wa 
walking.\" However 

with Barapind\'s U.S. and India based lawyers іг 
this claim is inaccurate 

mistreated 

not taken blood pressure and diabetes medicati 
Punjab-based lawyer Darshan Singh Dyal told L 
that Barapind had not been abused. 


2. (SBU) Barapind\'s state-appointed defense a 
Sharma told us on June 19 that Barapind will lik 


ALESTINIAN AUTHORITY DISBURSES PARTIAL SALARIES IN CASH IN GAZA REF: JERUSALEN 


(b) and (d). Summary ------- 1. (С) The Rada (parliament) held two short sessions June 20 but adjot 


communications company, Nigeria Telecommunications Limited (NITEL), resumed work after a two-n 


S FAREWELL CALL ON PRESIDENCY SECRETARY-GENERAL SUMBANA REF: MAPUTO 703 1. 
ary ----------- 1. (SBU) American Presence Posts (APP), active in France since 1999, play a key role 


Column 3 

police custody until June 24 and then be remanı 
custody. Sharma stated that Barapind was take 
examination on June 20 and that the presiding j 
ordered that all needed medication be provided 
commented that the judge agreed that Barapinc 
allowed visitors twice a day who could verify his 


3. (SBU) Sukhman Dhami 

legal team 

encountered difficulty locating him 
\"run-around\" from the Punjab police. He comr 
family was able to locate Barapind\'s place of dk 
Jalandhar through media reports. Dhami also r 
Barapind\'s family was unable to attend the rem 
because it was moved from 11:00am to 6:00am 


4. (SBU) Exercising USG rights under the extre 
agreement to monitor Barapind\'s treatment in | 
and PoIFSN will seek to visit Barapind June 21 

verify his condition and remind Punjab authoritie 
commitments under the terms of his extradition 


5. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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INSURGENCY 


REF: A. NEW DELHI 4202 
B. NEW DELHI 4253 


Classified By: Acting PolCouns Atul Keshap for 


1. (C) Summary: Communist ideologues view ` 
Naxalite movement as a potential political windf 
closely at events in Nepal 

Indian Naxalites could eventually reform 
mainstream and ally with the Communists. The 
Communist parties want to be ready for this eve 
expanding their presence into the 13 states whe 
are currently active. The Communists have als: 
the Naxalites have driven Congress and the Bul 
areas of these states 

could fill. The tribal-dominated governments in 
states of Chhattisgarh and Jharkhand and otheı 
large tribal populations are also weak and coulc 
Voffices of profit\" controversy begins to take its 
(Reftel B). These Communist concerns underlii 
FrontVs June 15 demands that the UPA end its 
(peace campaign) counterinsurgency strategy ir 


DOR\'S MEETING WITH SHAS CHAIRMAN AND TRADE MINISTER YISHAI Classified By: Ambas 


ctively. On June 20, Molina responded that the GOP strongly agreed with the United States on the in 


CLES REF: TEL AVIV 2301 Classified By: Ambassador Richard H. Jones for reasons 1.4(b) and (d) 


Javidsdottir June 13. Davidsdottir responded June 19 that the GOI would probably make its decision 


3OVO: KOSOVO SERB MODERATES FLOAT DECENTRALIZATION PROPOSAL Classified By: С 


4 (b), (d). 1. (C) Charge discussed геа) demarche regarding USG concerns and priorities for the in: 


1A TELLS KOSOVO ALBANIANS TO RECONCILE WITH SERBS PRISTINA 00000532 001.2 OF C 


Column 3 

and consult with the LF before deploying securit 
anywhere in the country to counter Naxalites. $ 
by the Left lead many right-wingers in India to т 
that the CommunistsY loyalty to the Indian state 
questionable. End Summary. 


More Than Meets the Eye 


2. (U) On June 15 

\"coordination meetingW to discuss implementat 
Common Minimum Program (CMP) 

presented a nine-page \"report-card\" on the pei 
UPA government (Reftel A). Unlike previous cc 
June 15 meeting was concerned with more thar 
foreign policy. The Communist and Congress li 
discussed a broad range of internal security iss 
including the repeal of the Prevention of Terrori: 
(POTA) 

policy 

GOI approach to Naxalism (Maoist insurgency). 


Unreported Demands on the UPA 


3. (SBU) This added emphasis reflected the Li 
increasing concern with internal security issues. 
it did not receive much media attention 

in the future 

important internal security decisions and deploy 
forces anywhere in the country. The LF also de 
the GOI extend the same deferential treatment 
Naxalites as Maoists are currently getting in Ne| 
called for an end to \"Salwa Judum\" (state-spor 
counter-insurgency campaigns) in Chattisgarh). 


Plans for Expansion 


4. (C) \"Hindu\" editor Harish Khare maintained 
Communists\' new emphasis on internal securit 
Communist intentions to expand politically from 
forts\" in Kerala and West Bengal into the tribal- 
region between the Ganges and Godavari river: 
Jharkhand 

Uttaranchal 
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Freelance Journalist (and former editor of \"Indi. 


эу Points -------------- -- As of 1700 hours, the streets remain calm, and the police continue to maintai 


ctor of Multilateral and Global Affairs, Jacqueline Hamer. She said that Guyana would not be represe 
mbassy Bridgetown welcomes and grants clearance to Federal Aviation Administration (FAA) Miami li 
sion Adorno reflected on Wedgewood\'s \ 


"ЕВА, MERVENNE STATE PASS EXIM FOR NATALIE WEISS, COCONNER STATE PASS USTDA fF 


C DEVELOPMENT PLAN REF: A. LA PAZ 1248 В. ГА РАЙ 1596  C.LAPAZ 1517 D.LAP/ 


ummary: AU.S. investor in Bolivia\'s telecommunications sector relayed to us his concerns about the 


) Tarija Prefect Mario Cossio told the Ambassador June 19 that like the Embassy\'s relationship with 


Column 3 

Zafar Agha noted that his Communist ideologue 
concluded that the increasing Naxalite activity ir 
region will ultimately benefit them by laying the ‹ 
for a grassroots Communist movement and inci 
influence over the functioning of key national se 
agencies and the powerful Ministry of Home Aff 


The Nepal Precedent 


5. (C) Hard News\" editor Sanjay Kapoor infor 
Communist contacts consider the success of M 
as an opportunity to expand their political base i 
states in which the Naxalites are currently activi 
Naxalites will eventually follow the example of tl 
cousins 

system. The Communists hope to be ready wh 
and plan either to absorb reformed Naxalites ini 
Communist parties in these states 

model and form a Communist alliance that inclu 
non-Maoist parties. Kapoor maintained that the 
have also determined that the Maoist resurgenc 
tribal-dominated region has effectively driven C« 
BJP from these states 

they and the Maoists can fill. 


Naxalite Sympathies Condemned by the BJP 


6. (U) The Communist stance was soundly con 
by BJP spokesman Prakash Javadekar 

being \"pro-naxal\" and \"anti-tribal\" for its deme 
UPA end the \"Salwa Judum\" campaign. Javac 
that the Left takes a \"duplicitous stand\" on Na> 
insurgency 

West Bengal and is sympathetic towards them i 
Javadekar characterized \"Salwa Judum\" as a| 
\"peoples\' movement\" against Maoist violence 
supported widely by the BUP and Congress. 


Comment: Substance to the Theory 


7. (C) While the Communists\' plans appear ur 
one considers the history of violence between tl 
the Marxists in West Bengal 

as the Naxalites and the parliamentary Commu! 
share acommon origin. The Naxalites split fror 
1967 

capitalist-roader and a \"lackey of the bourgeois 
renouncing violent revolution. This does not me 


3. 2005 CARACAS 03560 C. CARACAS 01712 Classified By: Economic Counselor Andrew М. Bc 


yey for Reasons 1.4 (b) and (d). 1. (SBU) The political blocs have completed negotiations on the lez 
3TING JULY 19 1. This cable contains an action request. Please see Paragraph 2. 2. Post require 
О 0553 F. MONTEVIDEO 0419 G. MONTEVIDEO 0384 Because of the June 19 national holic 
those mandates that are older than five years and have not been renewed. Co-Chair Rock opened tl 


Industry Alejandro Ferrer told Econ Chief June 19 that the GOP expects to sign a framework agreem 


erian Congress fails to pass necessary forestry legislation within 90 days, resolution 1689 expresses 
ummary: With over 45 percent of eligible Nicaraguan voters estimated to have verified their status an 


e politicians are pushing for President Chen\'s resignation or recall over new corruption scandal alleg 


Column 3 

that they will necessarily be permanently at logo 
Leftist parties the world over suffer from ideolog 
factionalism 

and splits. In recent years 

more sympathy from their ideological big-brothe 
the Maoists remain hostile to the Communists 
should not be ruled out. The Communists have 
that the current governments in most of these 
tribal-dominated smaller states are not stable aı 
threatened by the office of profit issue (Reftel A’ 
fall of these governments would lead to midtern 
the Left would be tempted to test the waters by 
a strong slate of Legislative Assembly candidate 
Maoist response to such a move would be a go 
possible future cooperation between these facti 
scenario gives Congress and the BJP fits 
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right-wingers see the Left\'s overtures to the Ma 
nothing shy of sedition 
eyes 


8. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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Boarders 
its website. 


4. (C) Mauritanian military sources indicate that 
government is currently looking for Colonel Arb: 
Chief of the Defense Force 

released and fired following the August 2005 co 


5. (C) These same military sources said that the 
occurred after the government received informe 
of these individuals had recently met to discuss 
disrupt the coming Referendum. 


6. (C) The common thread among the arrests a 
close familial and tribal ties to former president 
Embassy Comment. Those arrested were clos 
minimum 


7. (C) Beyond the eight confirmed arrests 
many others were taken into custody. Some re| 


OF 9/11 HIJACKER CRONY IN NEW ZEALAND PUTS POLITICAL HEAT ON LABOUR GOVERNM 


Ч, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


Column 3 
number as high as 20 


8. (C) Last nights events have been reported or 
government owned radio station 

local online journals 

official statement. Rumors have spread of cour 
plotting 

Fal. 


9. (C) Embassy sources have been reluctant to 
events over the phone 

in-person. Post will report any substantive findii 
these meetings. 

LeBaron 
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with Croatia. Ambassador Loftis and Ambassaı 
that the USG continues to seek language exem 
nationals from forcible transfer to any judicial in: 
not under the aegis of the UN Security Council. 


2. (C) Perkovic had not seen a draft of the SCA 
last month to his fellow Presidential advisor Vla 
who covers most security matters). He noted P 
Mesic\'s public opposition to earlier forms of Art 
waivers 

might constitute а V'step in the right direction. V 
undertook to discuss it with Cvrtila and bring it L 
President Mesic. Ambassador Frank will follow 
during his farewell call later next week. 

FRANK 
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ESCALATION BECAUSE IT WOULD LEAD TC 
BARRAGES.\" ON THE OTHER HAND 

IN YEDIOT) REPORTED THAT PERETZ HINT 
MILITARY OPERATION IN RESPONSE TO Q/ 
WAS AT HAND 

DRASTIC CHANGE ON THE MILITARY MATT 
[PALESTINIAN] TERRORIST ORGANIZATION 
MAARIV BANNERED REMARKS MADE BY VII 
REPORTERS ON MONDAY THAT VHYSTERI, 
ROCKETS MUST CEASE. OTHER LEADING 
COMMENTS. SPEAKING ON ISRAEL RADIO 
CLARIFIED HIS VIEW THAT THE ARAB WOR 
THE IMPRESSION THAT ISRAEL IS BECOMII 


c section files for retirement. The boxes have the following registry numbers: Box 1 - 9238735; Box 
KRAUSS, JULY 16 - 20, 2006 REF: STATE 100567 1. (SBU) Embassy welcomes and grants cour 


RAMEWORK FOR DETAINEE OPERATIONS Classified By: ACTING DEPUTY CHIEF OF MISSION 


Column 3 

THE LEADING NEWS WEBSITE YNET REPO 
REPRESENTATIVES OF THE NORTHROP GI 
RECENTLY VISITED ISRAEL AND SUGGEST 
CONTINUE ITS INVOLVEMENT IN THE NAUT 
COULD PROVIDE PROTECTION FROM ROC 


YEDIOT REPORTED THAT THREE ISRAELI C 
INJURED ON MONDAY BY SHOTS THAT WE 
THEY WERE IN NEAR THE SETTLEMENT OF 
SECOND SHOOTING ATTACK IN THE SPACIE 
MUHAMMAD DAHLAN 

TERRITORIES 

INTERVIEW WITH HAVARETZ THAT OLMER™ 
WITHDRAWAL PLAN IN THE WEST BANK W 
ISRAELI-PALESTINIAN CONFLICT AND WILL 
THE BLOODY CYCLE OF VIOLENCE. DAHLA 
SAYING THAT THE WITHDRAWAL WILL BRII 
SECURITY TO ISRAEL AND THE PALESTINIZ 
COMMENTED ON THE CONSEQUENCES OF 
SAYING 

BOMBINGS OR NOT. BUT THE CONFLICT 
HOSTILITY 


HAVARETZ REPORTED THAT ISRAEL\'S DEF 
HAS LAID DOWN RULES FOR CONTACT WI 
WHICH ALL DIRECT CONTACT WITH HAMAS 
BARRED 

NOT ASSOCIATED WITH HAMAS OVER ISSL 
BY BOTH SIDES. THE IDF\'S CIVIL ADMINIS” 
WEST BANK FORMULATED THE RULES FOI 
APPROVED BY BOTH FORMER DEFENSE M 
AND PRESENT DEFENSE MINISTER AMIR P 


THE JERUSALEM POST REPORTED THAT I£ 
TEAMS ARE EXPECTED TO BEGIN TALKS T 
ON THE QUARTET-APPROVED INTERNATIC 
DESIGNED TO CHANNEL AID TO THE PA WI 
HAMAS-LED GOVERNMENT. THE NEWSPAI 
TEAMS WERE SET UP DURING THE VISIT O 
FOR EXTERNAL RELATIONS BENITA FERRE 
JERUSALEM ON MONDAY. THE JERUSALE! 
TZIPI LIVNI AS SAYING THAT ISRAEL HAD R 
OUTLINING THE MECHANISM AND WOULD 

CONSULT 

THE NEWSPAPER QUOTED A SENIOR DIPL! 
SAYING THAT WORKING-LEVEL MEETINGS 
DETAILS\" OF THE PLAN. HA\'ARETZ CITED 
EXPLANATION OF THE MECHANISM. LEADI 
FERRERO-WALDNER AS SAYING: \"PRIME N 
REALIGNMENT PLAN IS A COURAGEOUS Al 
AND WE ARE AWARE OF THE TREMENDOU 


SPECKHARD FOR REASONS 1.4 (A), (B), (D) 1. (S//REL GBR AUS JAPAN) SUMMARY: On June 


HE GOVERNMENT OF SRI LANKA (GSL) RAISED THE PRICE OF FUEL FOR THE SECOND TIME 
| INITIATIVE REF: A. STATE 92033, B. STATE 99660, С. ALMATY 1226 1. (SBU) Summary: Kazakl 


1e ROK to vote against a motion seeking an early adjournment to the June 20-21 International Confei 
SION REF: RIYADH 3841 Classified by Deputy Chief of Mission Michael Gfoeller for reason 1.4 (а). 
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EVACUATING SETTLEMENTS.\" HOWEVER 
POSITION IS THAT ANY UNILATERAL STEP 
REALIGNMENT 

REGION. REAL PEACE WILL BE ACHIEVED 
PROCESS OF NEGOTIATIONS.\" 

ON MONDAY EVENING 

REMOVED FROM THE BODY OF A YOUNG F 
WOUNDED IN THE JUNE 10 GAZA BEACH BI 
SEVEN PALESTINIANS SHOWS THAT IT СА! 
ORDNANCE 155-MM SHELL. THE YOUNG M 
IN ISRAEL. ISRAEL RADIO CITED A STRENL 
THE IDF. THE JERUSALEM POST REPORTE 
STICKING TO ITS DEMAND FOR THE ESTAE 
INDEPENDENT INQUIRY INTO THE BLAST 
CONCEDED MONDAY NIGHT FOR THE FIRS 
INCIDENT THAT IT COULD NOT CONTRADIC 
EXONERATING FINDINGS. 


YEDIOT REPORTED THAT IN A SPEECH HE 
PRESIDENT BUSH ADDRESSED THE IRANI 
THAT IRAN WOULD FACE SERIOUS SANCTI 
TO ENRICH URANIUM. LEADING MEDIA REI 
MONDAY 

(INCLUDING FORMER PMS SHIMON PERES 
BINYAMIN NETANYAHU) WHO CONSULTED 
ISSUE OF COPING WITH IRANVS NUCLEAR 
REITERATED HIS VIEW THAT REGARDING : 
IS NO COALITION OR OPPOSITION. SPEAK 
ON MONDAY 

STRONGEST POWER IN THE REGION 
FACES CREATES A VERY COMPLEX HORIZ! 
NATIONAL SECURITY IS CONCERNED. 


MAARIV QUOTED SHEIKH RAED SALAH 
NORTHERN BRANCH OF ISRAEL\'S ISLAMIC 
THAT ISRAEL HAS COMPLETED THE PREP 
A NEW 

JERUSALEM. 


THE JERUSALEM POST REPORTED THAT C 
COURT OF JUSTICE REJECTED TWO PETIT 
PALESTINIANS AGAINST THE SEPARATION 
JERUSALEM AREA 

INJUNCTION AGAINST CONSTRUCTION OF 
IN THE SOUTHERN HEBRON HILLS. 


HAVARETZ PUBLISHES AN INTERVIEW OF E 
NAME) 

EGYPT AND WHO CURRENTLY LIVES IN SV 
BELIEVES THAT THE EUROPEAN-ARAB ALL 
LATE FRENCH PRESIDENT CHARLES DE G/ 


ur Posts. As in the past, our aim is to bring together political and economic reporting officers from Pc 


EL NATO/AU/NZ/ISAF E.O. 12958 N/A TAGS: PREL, PGOV, PTER, AF SUBJECT: CRIMINAL LAW 
"О 00003449 001.2 OF 004 Classified By: Political Minister Counselor W. Michael Meserve. Reasc 


sified By: Economic Minister Counselor Tom Delare, for reasons 1.4 (b) and (d). 1. (C) Summary: Ba 


rcie B. Ries for reasons 1.4 (b) and (d). 1. (C) SUMMARY: Recent exhumations of Greek soldiers ki 
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DECOLONIZATION WILL EVENTUALLY TRAP 
CONTINENT UNDER THE THUMB OF THE Al 
BAT YE\OR IS QUOTED AS SAYING THAT IT 
RELY ON EUROPE TO HELP SOLVE THE NU 
IRAN. 


YEDIOT AND MAARIV REPORTED THAT ISR. 
CONCERNED THAT SEWAGE STREAMING F 
INTO THE MEDITERRANEAN SEA MIGHT INF 
DESALINATION PLAN. WHILE MAARIV WRC 
BECAUSE THE US FROZE THE RENOVATIO! 
PURIFICATION INSTALLATIONS 

PROBLEM IS DUE TO THE FACT THAT SINC 
POWER 

YEDIOT QUOTED ENVIRONMENT MINISTER 
SAYING THAT A SOLUTION TO THE PROBLE 


THE JERUSALEM POST REPORTED THAT T 
LONDON -- THE LARGEST ISLAMIC TV IN EL 
AN ANTI-ZIONIST DEBATE ON THURSDAY. 


HA\'ARETZ REPORTED THAT ISRAEL HAS B 
WORLDWIDE DISPUTE OVER THE HUNTINC 
BEHEST OF THE US 

INTERNATIONAL WHALING COMMISSION. 
FIRST TIME 

PARTICIPATED IN A DECISIVE VOTE ABOUT 
WHALING TRADE. TOGETHER WITH THE U 
COUNTRIES 

LIFT THE BAN ON WHALE HUNTING 
TOKYO. 


THE JERUSALEM POST REPORTED THAT C 
PRESBYTERIAN CHURCH 

RESOLUTION REGARDING DIVESTMENT FF 
NOT CALL DIRECTLY FOR DIVESTING FROM 
PROFIT FROM WHAT IT REFERRED TO А5” 
OCCUPATION. THE RESOLUTION 
COMMISSIONERS AND OPPOSED BY SIX 
AND REAFFIRMED SUNDAY. 


THE JERUSALEM POST QUOTED THE ORG 
ISRAEL CONFERENCE HELD IN CAPE TOWI 
SPONSORED BY SOUTH AFRICAN CHRISTI 
THE AFRICAN NATIONAL CONGRESS 
POLITICAL PARTY 


HAVARETZ REPORTED ON A CRISIS BETWE 
JUDAISM MOVEMENT IN THE US AND PRES 
WHO REFUSES TO ADDRESS THE MOVEME 
UNDISPUTED LEADER\" RABBI ERIC YOFFIE 


SSIFIED BY: Ken Gross, Regional Coordinator, REO Basrah, Department of State. REASON: 1.4 (b) 


: A) Frankfurt 3313; B) Frankfurt 0889 Sensitive but unclassified; not for internet distribution. 1. (SBU 


Summary: The question of who will be elected the next president of the ruling African National Congr 


2arol Thompson has concluded a four day visit to meet with senior Malawian officials on Malawi\'s ас 
(SBU) Summary: IMF Resident Rep Athanasios Vamvakidis told Econ Off June 13 that the Fund is li 


ed the problems presented by Venezuela\'s proposed anti-NGO law with MFA Deputy DG for Andean 
IND G/EGAD/BD DEPT PLS PASS EXIM BANK, TDA, AND ΟΡΙΟ JOHANNESBURG FOR FCS SCC 
TE 100475 Classified By: Ambassador Gary A. Grappo. Reason: 1.4 (b, d). 1. (U) This is an action i 


or Multilateral Relations Nazif Xhaferi on June 20. Xhaferi reiterated GOM support for the adoption of 
IST PARTY LEADER ON HOW PS-LED FRANCE WOULD APPROACH U.S.: \ 
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HATZOFE PRINTED A PICTURE OF ULTRA-C 
PROTESTING AGAINST ZIONISM IN BOSTOI 
THE CITYVS CELEBRATION OF THE 58TH At 
CREATION OF ISRAEL. 


MAARIV CITED THE WASHINGTON POST Ας 
JERUSALEM IS UNDERGOING A CULTURAL 
SAID THAT THE AMERICAN NEWSPAPER SI 
AN EXPERIMENTAL THEATER IN THE CITY. 


YEDIOT AND HAVARETZ PRESENTED THE F 
CONDUCTED BY THE PALESTINIAN CENTEI 
SURVEY RESEARCH 

PALESTINIANS SAID THAT THEY SUPPORT 
DOCUMENT 

FAVOR OF IT IF A REFERENDUM WERE HEI 
SOME 44 PERCENT WOULD VOTE AGAINST 


THE JERUSALEM POST CITED THE RESULT 
CONDUCTED ON BEHALF OF B\'NAI BRITH I 
GEOCARTOGRAPHIA INSTITUTE 

90 PERCENT OF ISRAELI JEWS BELIEVE TH 
STILL NEEDS THE SUPPORT OF AMERICAN 
PERCENT OF THOSE THINK THEY SHOULD 
AMERICAN JEWRY. ACCORDING TO HAVAF 
FOUND THAT ONLY 11 PERCENT OF THER 
ISRAEL NEEDED LESS SUPPORT FROM AM 
THE LARGEST NUMBER OF JEWS IS TO BE 
ACCORDING TO HAVARETZ 

NEEDS MORE SUPPORT FOR AMERICAN JE 
AND 26 PERCENT SAID THAT ISRAEL NOW 
SUPPORT FROM AMERICAN JEWRY. THE | 
THAT 59 PERCENT OF ISRAELI JEWS HAVE 
THE CRITICISM VOICED BY THE WRITER A. 
CONCERNING THE JEWS OF THE DIASPOR 
WASHINGTON 

ISRAELI EXPERIENCE OVER JEWISH LIFE A 


INDEPENDENT 

\"AFTER ISRAELVS HIGH COURT OF JUSTIC 
AFTER TIME THAT EXTRANEOUS CONSIDE 
THE PLANNING OF THE FENCE 
FOREIGNERS TO RECOGNIZE THE ROUTE 


:mbassy Islamabad welcomes your June 25-28 visit to Islamabad. Pakistan\'s President Pervez Mus 


SKERS ARRESTED AND CHARGED IN PEDOPHILE CASE REF: PHNOM PENH 1144 1. (SBU) : 
ЗКЕҮ AGREES TO TWO ENERGY SEMINARS SENSITIVE BUT UNCLASSIFIED. 1. (SBU) In tw 
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THE LINE BETWEEN ISRAEL AND THE WES 


VERY LIBERAL COLUMNIST B. MICHAEL WF 
CIRCULATION 

WISH THAT WE WERE ALREADY AT THAT L 
THINGS 

STUCK OUT THERE 

ALREADY RETURNED HOME AT LONG LAS] 


SENIOR COLUMNIST HAGGAI HUBERMAN V 
OF NATIONALIST 

KATIF NEITHER FLED МОН WHINED.... WE С 
REMINDING YOU THAT VWE TOLD YOU SO: 


JEROME M. SEGAL 

AT THE UNIVERSITY OF MARYLANDVS СЕМ 
INTERNATIONAL AND SECURITY STUDIES 
VOLMERT COULD SEEK 

AGREEMENT TO ACCEPT A UNILATERAL IS 
ESTABLISHING A PERMANENT BOUNDARY 
TO A LINE RECOGNIZED BY THE UN SECUF 
FULFILLING THE WITHDRAWAL PROVISION 
242 \" 


BLOCK QUOTES: 


|. "МО PLACE FOR FENCE DESTROYERS" 


INDEPENDENT 

(6/20): "DURING [LAST WEEK\'S HIGH COUF 
HEARING ON THE PETITION [AGAINST THE 
SECURITY FENCE AROUND THE SETTLEME 
WAS FILED BY MAYORS OF PALESTINIAN V 
THE DISPUTED ROUTE AND HAMOKED - TH 
DEFENSE OF THE INDIVIDUAL 

PLANNING THE ROUTE 

MASTER PLAN THAT WAS DESIGNED TO Е! 
SETTLEMENTYS EVENTUAL EXPANSION. T 
STATEVS INITIAL CLAIM THAT THE ROUTE Y 
SOLELY BY OPERATIONAL SECURITY СОМ: 
GOVERNMENTS CONVERGENCE PLAN IS | 
OF THE FENCE 

SEPARATION BETWEEN THE TERRITORY C 
THE STATE OF ISRAEL AND THE MAJOR SE 
THE DEFENSE ESTABLISHMENTVS STANCE 
PETITION AND OTHERS LIKE IT CORRODES 
AND POLITICAL ARGUMENT THAT ISRAEL I: 
INTERNATIONAL COMMUNITY. AFTER ISRZ 
JUSTICE HAS RULED TIME AFTER TIME TH/ 
CONSIDERATIONS LIE BEHIND THE PLANNI 


|, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETER 


Column 3 

IS DIFFICULT TO EXPECT FOREIGNERS TO 
ROUTE 

THE WEST ВАМК.\" 


Il. "CLINGING TO THE SETTLEMENT OUTP! 


VERY LIBERAL COLUMNIST B. MICHAEL WF 
CIRCULATION 

SOME REASON THE VEVACUATION OF SET 
BECOME THE SUPREME TEST FACING THE 
GOVERNMENT.... [IN ACTUAL FACT 
GOVERNMENTS NEEDS QUITE WELL TO C 
PHOTOGENIC VTRAUMASV THAT ALSO GIVI 
OPPORTUNITY TO SHOW ITS DETERMINAT 
ENTIRE WORLD KNOWS JUST HOW HARD ` 
POOR THING. AND SO THAT THE ENTIRE F 
JUST HOW DETERMINED IT IS 

ALSO SO THAT IT MIGHT ONE DAY HIDE BE 
IMAGES\' TO EXCUSE ITS WEAKNESS 
SERIOUSNESS AND INACTION. AND THAT! 
FIRST TIME THAT HAS HAPPENED EITHER. 
TRULY WANTED TO PROVE JUST HOW SEF 
NOT WASTE ITS TIME AND ENERGY ON TH! 
TRIVIALITIES. IT WOULD BEGIN IMMEDIATE 
UNILATERALLY SO 

ALL OF THOSE TENS OF THOUSANDS OF S 
DYING TO BE EVACUATED. IT WOULD LIBE 
THOUSANDS OF HOSTAGES IT HAS CONTI! 
WEST BANK 

LONGER BELIEVES SERVE ANY PURPOSE. 
OUTPOSTS CAN BE LEFT STANDING. LET 1 
AT THE END OF THE PROCESS 

| CAN ONLY WISH THAT WE WERE ALREAD 
AWAITED STAGE OF THINGS 

OUTPOSTS REMAINED STUCK OUT THERE 
OTHER SETTLERS HAD ALREADY RETURNI 


ІШ. \"ТНЕ WAIL OF SDEROT VERSUS THE H 
KATIF\" 


SENIOR COLUMNIST HAGGAI HUBERMAN V 
OF NATIONALIST 

SYMPATHY | FEEL FOR THE RESIDENTS OF 
KEEPING WITH THE MAXIM OF "THOU SHAI 
BROTHERY AND SO FORTH 

FOLKS WHO CERTAINLY WERE IN THE SHC 
RESIDENTS 

NOT YET BEEN -- THE TRUE HEROES OF GI 
WHO DID NOT WIN SYMPATHY AND WERE 
PRESIDENTIAL VISITS OF ENCOURAGEMEN 
THOUSANDS 


JOCUMENT IS SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT ACCORDINGLY. NOT FOR 


iu about the development of financial systems and similarities between the U.S. and China experienc 
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SHELLS RAINED DOWN ON THEM DAY AFTI 
GET UP AND THEY DID NOT PACK THEIR В/ 
NOT FLEE EVEN WHEN THE GOVERNMENT 
THEM FROM THEIR HOME. THEY WERE TH 
THEIR LAND WHEN THE BARRAGES OF RO 
COMPLEMENTED BY INCESSANT \'BARRAG 
COURTESY OF THE POLITICAL ESTABLISH) 
ISRAELI ESTABLISHMENT. THEY 

NEITHER FLED NOR WHINED.... WE CANNO 
YOU THAT \'WE TOLD YOU SO.\' WE SAID T 
EXACTLY WHAT WAS GOING TO HAPPEN A 
FROM THE GAZA STRIP 

SDEROT WHOSE CURRENT JOB IS TO STO 
WHO IS HELPLESS TO DO SO 

WHO CRIES LAST CRIES LONGEST.\" 


IV. "CONVERGENCE AND THE LEBANON M 


JEROME M. SEGAL 
AT THE UNIVERSITY OF MARYLAND\'S CEN 
INTERNATIONAL AND SECURITY STUDIES 
(6/20): UN SECURITY COUNCIL] RESOLUT 
RESOLUTION 425 [WHICH CALLED ON ISRA 
VALL LEBANESE TERRITORY.\] WAS DELIBE 
WHETHER ISRAEL IS REQUIRED TO WITHD 
TERRITORY OCCUPIED OR JUST FROM SO 
PALESTINIAN POSITION HAS BEEN THAT IS 
TO THE GREEN LINE 

WELL AS THE US 

WITH THIS IN MIND 

OBTAIN 

ISRAELI WITHDRAWAL AS ESTABLISHING A 
BOUNDARY 

THE UN SECURITY COUNCIL AS FULFILLINC 
PROVISIONS OF RESOLUTION 242. MOREC 
ALSO GAIN AN AMERICAN COMMITMENT ΤΙ 
ISRAELI GOVERNMENT TO WIN SECURITY | 
THE LINE THAT ISRAEL WOULD PROPOSE 
ALLOW ISRAEL TO ANNEX LIMITED AREAS 
LINE TO ACCOMMODATE CERTAIN ISRAELI 


JONES 


1. (C) During June 15-16 meetings 

officials and businessmen explained to Emboff 
go about funding their movement by looting rur: 
\"taxing\" businesses and organizations and enc 
flagrant extortion by preying on some of the cou 


ry: President Chen Shui-bian\'s two-hour televised \ 
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Column 3 
poorest people using threats and intimidation. 


2. (C) Senior Superintendent of Police (SSP) Pi 
head of the Nepal PoliceVs Anti-Terrorism Cell 
that police had found financial documents of a c 
district-level Maoists that indicated that 60 perce 
money collected/extorted at the district level wa: 
central Maoist leadership. (Note: Regmi\'s offic 
designated to handle all reports of Maoist threat 
extortion. End Note:) Lila Prasad Sitaula 
Director of Nepal Rastra Bank (Nepal\'s central 
suggested that some of the money collected in 
to invest in real estate in India while other mone 
converted from Nepali to Indian Rupees and he 
Banks. SSP Regmi stated that thus far there he 
evidence of Maoists receiving any outside finan 
funds are all locally raised. Regmi stressed tha 
business voluntarily gave \"donations\" to the Mi 
have been terrorized 

explained 

Nepali Rupees (USD 422 

northwestern Nepal) in 2005 by \"taxing\" people 
precious fungus called Yarcha Gumba (ref A). 
First Vice-President of the Federation of Nepale 
of Commerce and Industry (FNCCI) 

a \"toll tax\" for the movement of goods and peo 
highways. 


3. (C) Ever creative in seeking to siphon money 
legitimate programs 

recently tried to issue a USD 422 

the name of the Maoist government in southwe: 
District. In western Tanahu and Lamjung Distrit 
have been asking teachers to donate twelve da: 
salary and civil servants to donate three month\ 
support the party (ref C). 


MAOISTS STARTED BY LOOTING RURAL BA 


4. (C) Nepal Rastra Bank\'s Sitaula outlined the 
Maoist financing. He noted that when the Maoi: 
started in 1996 

smaller rural development and cooperative ban 
some larger commercial banks. Rajendra Khet 
the Confederation of Nepalese Industries (CNI) 
over 20 branches of Nepal Bank Limited (40 pe 
government-owned) and Rastriya Banijya Bank 
government-owned) were looted in the early уе: 
insurgency. Sitaula estimated that since 1996 
Nepali Rupees (USD 4.2 million) had been stole 


Jncil,s position during the finalization process of the Registration, Evaluation, and Authorization of Ch 


:hieffer signed the Protocol of Exchange of Instruments of Ratification for the Mutual Legal Assistancı 
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DELHI 4100 D. NEW DELHI 4101 Classified By: Ambassador Jeffrey J. Lunstead for reasons 1,4 


sons 1.4 (b/d). 1. (C) SAS Whistleblower Dr. Jiang Yanyong remains bannd from traveling overseas 


BJECT: KIKWETE\S BUDGET: NO DEFICIT OF PLANS TO SOLVE SURPLUS OF PROBLEMS С 
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He said that over the years Maoists had develo; 
such as collecting \"tax\" from public servants aı 
money in rural areas 

households 

foreign remittances from a family member work 
country. 


COMMENT 


5. (C) From bank robbery to extortion to intimid: 
Maoists are raising money in Nepal - even toda’ 
terrorist activities 

people. They prey upon this country\'s producti 
upon its weakest citizens without providing serv 
MORIARTY 
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6. Secretary General of the Higher Council for : 
Technology (HCST) Dr. Khaled El-Shuraydeh a 
of an S&T Agreement in his June 12 meeting w 
Minister Zubi is on the HCST\'s Governing Сои 
strategic view of the proposed S&T Agreement. 
needs to enhance innovation 

development tool by bringing ideas to the marke 
emphasized Jordan\'s need to promote R&D 
universities. 


7. Comment: Based on consultations with the С 
offices in the Department 
Science and Technology Agreement with Jorda 


8. This message was cleared by NEA Senior S 
RUBINSTEIN 


68705 

of ways in which Russia was helping Georgia: : 
main trading partner 

1.5 to 2 billion in remittances to Georgia 

in restructuring Georgia\'s international debt. 


4. (C) SaakashviliVs main agenda item was froz 
Tarabrin said. Most of the discussion was focu: 
Ossetia 

maintained that the territorial integrity of Georgi: 


id (d). 1. (C) SUMMARY. In early June, the Central Bank of Yemen (CBY) leaked a list of prominent 
boffs delivered reftel points on Venezuelan NGOs to Department of Foreign Affairs Americas Section 


!07 Classified By: Amb. John M. Evans for reasons 1.4 (b, d). ------- SUMMARY ------- 1. (C) Armeni 
RAVINE Е.О. 12958: N/A TAGS: PREF, SMIG, PHUM, PBTS, OEXC, KPAO, PGOV, PREL, MU, Traffi 


well being drilled 40 yards from the main north south transportation corridor in East Java, the Surabay 
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main concern. If this issue were resolved 

fall into place. Putin responded that Russia sup 
principle of territorial integrity. However 
another principle: self-determination. Any solul 
be a combination of the two principles. Putin ce 
patience. \"You Georgians want to settle everyt 
once 

by step. 


5. (С) Tarabrin said Saakashvili maintained Get 
grant South Ossetia broad autonomy. Tarabrin 
that public Russian support at this point for Geo 
territorial integrity and South Ossetian autonom' 
Georgia would create big internal problems for | 
Caucasians would consider such a statement a 
Rather 

conflict. Only Georgia and South Ossetia were 
conflict 

differences. Putin 

that existing mechanisms were adequate for th: 
first step must necessarily be the acceptance ol 
statement on non-use of force to resolve the dis 
was needed to create an atmosphere of confide 


6. (C) To Saakashvili's protests against Russia 
annexationist policies Putin gave assurances th 
no claims on Georgian territory. The key to res 
Putin reiterated 

Tarabrin added that the Russian MFA -- and the 
agencies that followed the issue -- believed with 
certainty that Georgia was intent upon military a 
South Ossetia. He stressed again that Russia i 
to the conflict and that Georgia and South Osse 
resolve the dispute between themselves. 


7. (С) Tarabrin said that the same held true for , 
The Coordinating Council had set up three grou 
non-use of force 

civilian population. Regrettably 

We noted that Georgia was requesting an interr 
civilian police contingent to protect the returning 
population in Gali. Tarabrin said this was a mal 
Abkhazia and Georgia. Criminality was rife 

had begun escorting farmers to market 

part of its mandate. We reiterated that a perma 
needed to be put in place 

force. Tarabrin reiterated that the matter was fc 
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5 Kirk Augustine. Reasons: 1.4 (b/d). 1. (C) Summary. Russian Ambassador-at-Large for the Shan 


sted to the 2006 Trafficking in Persons (TIP) Report through a critique in the state press June 20. Alt 


| ARABIA JUNE 16: GUIDELINES FOR AN ISLAMIC HOLIDAY SEASON REF: JEDDAH 427 Classi 


‘reasons 1.4 (b) and (d). 1. (C) On June 19 Poloff delivered talking points in reftel demarches to Tho 


11.4(d) 1. (C) Summary: The BDG is considering replacing ailing President lajuddin Ahmed out of cc 


* Koirala. In the letter, PM Koirala thanked the President for his May 17 letter of congratulations (refte 
----------------- 1. (С) Media recently reported that Maoists have established \ 


nted a spirited defense against the Pan-Blue recall effort in a two-hour televised \ 
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discussion between the Abkhaz and Georgians. 
accepted such a force 

that Russia had great influence with the Abkhaz 
use to promote the idea. Tarabrin replied that tl 
good contact between Georgian negotiator Alas 
leader Bagapsh; the dialogue must be allowed t 


8. (C) Tarabrin summed up the meeting as a co 
beginning to a dialogue to create a new atmosp 
maintained that Saakashvili 

meeting could not resolve all outstanding issues 
Russia and Georgia. For example 

Saakashvili on a counter-terrorism center agree 
context of base withdrawals 

not against it 

a move. (Note: Tarabrin did not mention that $ 
agreed to take action to resettle the Meskhetiar 
shook hands with Putin on it. End Note.) 


9. (C) We noted to Tarabrin that some Georgiar 
concluded that Russia would not help resolve tr 
conflicts as long as Georgia maintained its aspil 
join NATO. Tarabrin professed that Russian pc 
objections to any country choosing its alliances 
believed that Georgia would be given a MAP ай 
Summit. But 

conflicts would surely make Georgia's NATO а 
difficult Vfrom an objective point of view. Exac 
pointed out. Russia might therefore find unresc 
conflicts useful. Tarabrin strenuously denied th: 
is not the aim of our policy 

desire to have all those problems resolved. The 
conservation of frozen conflicts on our frontiers 
our interests.\" 


Comment 


10. (C) Most Russian official interlocutors used 
that Russia was key to the resolution of the froz 
conflicts. Now 

Tarabrin and apparently by Putin as well: Russi 
involved and has no effective levers to influence 
separatists 

-- Georgia resorts to military means. Saakashv 
Bezhuashvili (refs a and b) apparently conclude 
meeting that Georgia\'s NATO ambitions are the 
Russia\'s reluctance to resolve the frozen confli 
a possible trade-off -- as indeed FM Lavrov hint 
meeting 

Chubinishvili stressed 


а By: Ambassador James F. Moriarty, Reasons, 1.4 (b/d). Concerned About Agreement with Maoists 


Presidential candidate (and AmCit oncologist) Oscar Kashala believes he is well positioned for July 3 


MPILED BY FIRST- AND SECOND-TOUR OFFIGERS THROUGHOUT MISSION TURKEY. 1. (SBU 


:RIES OF THREE CABLES ABOUT TURKISH YOUTH COMPILED BY FIRST- AND SECOND-TOUF 
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and had no suggestions for the Georgians. Chi 
instead got the strong impression that Putin unc 
the current Georgian government will not trade ; 
ambitions and knows there is no point in propos 
Rather 

to resort to military force in South Ossetia 
concentrating on a strong Russian reaction to tl 
without regard for the consequences to Georgia 
BURNS 
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than country-specific resolutions 

early phase. Dhibbi replied that he would conve 
concerns to the Minister of Foreign Affairs 
Geneva for the committee\'s opening. 

Krajeski 
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1. SUMMARY: Brazil ranked 119th among 155 
International Finance Corporation\'s (IFC) Doin 
published by the World Bank. Brazil fared wors 
and bankruptcy rankings. Unless addressed 
may be viewed more in terms of its costs 
SUMMARY. 


UN-DOING BUSINESS? 


2. UNFLATTERING FIGURES: Concerned abc 
comparison to India 

many Brazilians were surprised that the IFC stu 
more corrupt than China 

India\'s. The report warned that corruption 

and high interest rates were the main obstacles 
development. Brazil ranked very poorly in its la 
bankruptcy practices. 


WHAT THE NUMBERS SAY 


3. THE IFC TOP TEN: The IFC\'s Doing Busine 
indicators and compared BrazilVs results with th 
performances of Latin America (LA) and memb: 
of Economic Cooperation and Development (Ol 


-- STARTING UP A BUSINESS (RANKED 98/1 
can expect to go through 17 steps to launch a b 
on average 


‚апа S/CT maritime border control technical needs assessment in Indonesia, the Philippines, and Ma 
3; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; CINCPAC FLT/PA/ COMNAVFORJA! 


Column 3 
and an average of 19 days in OECD countries. 


-- DEALING WITH LICENSES (RANKED 115/1 
steps and 460 days to complete the licensing pr 
average 206 days 
income per capita. 


-- HIRING AND FIRING WORKERS (RANKED 
criticized in terms of difficulty of hiring 

rigidity of employment 

(measured in weekly salaries) averaged 63 sale 
salaries in OECD countries 

employee is a mammoth 165 weekly salaries. 


-- REGISTERING PROPERTY (RANKED 105/ 
steps (compared to seven in LA countries and f 
and 47 days to register property. The cost to re 
four percent of overall property value. 


-- ACCESS TO CREDIT (RANKED 80/155): Br 
for policies that inadequately restrict access to ¢ 
Real interest rates in Brazil are currently above 
the highest in the world. END NOTE.] 


-- PROTECTING INVESTORS (RANKED 53/1£ 
inadequate transparency of transactions (exten 
liability for self-dealing 

and directors for misconduct 


-- PAYING TAXES (RANKED 140/155): Entrep 
23 payments (versus 16 in OECD countries) 
tax-related preparation (compared with 530 hou 
197 in OECD countries) 

taxes (compared with 52 percent in LA countrie: 
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OECD countries). 


-- TRADING ACROSS BORDERS (RANKED 1! 
for its cumbersome import and export procedur 
signatures are needed to import merchandise (\ 
countries) 

(versus 14 days in OECD countries). 


-- ENFORCING CONTRACTS (RANKED 70/15 
days to enforce contracts in Brazil. The cost of 
contracts is 15.5 percent of debt. 


-- CLOSING A BUSINESS (RANKED 141/155): 


ment of American Affairs and Department of International Organizations. While noting that Thailand « 
Anatoli Livshitz, the Tashkent-based Israeli Consular and Immigration officer who came to Ashgabat 


with Anatoli Livshitz, the Tashkent-based Israeli Consular and Immigration officer who came to Ashg 


4) Director Shafqat Ali Khan. Khan responded by saying that the Government of Pakistan (GOP) als 
‘ie Meyer, Deputy Director of United Nations, Human Rights & Commonwealth Division, Ministry of Fc 


as gained traction on a broad range of issues in ways we previously found impossible. No aspect of 
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years on average to close a business (compare 
countries and 1 in OECD countries) at a cost of 
estate value. The recovery rate 

cents on the dollar claimants recover from an ir 
0.49 percent 

28 cents per dollar in LA countries and 74 cents 
countries). 


COMMENT 


4. VO CUSTO BRASIL?" Taken together 
referred to as the V'custo BrasilV or Brazil cost. 
factors do more than merely complicate doing k 
they are also frequently cited as the key factors 
investment growth retarding competitiveness 
foreign direct investment. Brazilian business le 
analysts and some government figures worry th 
the \"custo BrasilV will mean a loss of markets c 
India and China 

growth 


5. This cable was coordinated/cleared with Eml 
MCMULLEN 
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has been since June 2005. Joustra\'s commen 
7 threat report 

the growing influence of the Salafist movement 
factor in the overall threat situtation in the Nethe 
Joustra said he believed the Dutch CT structure 
par with that of other EU member states. END 


Worried about Radicalization 


2. (C) During their June 9 meeting 

Joustra and Ambassador Arnall discussed the t 
situation in the Netherlands and the governmen 
to it 

said that the overall threat situation had not cha 
significantly in the past year; he noted that the tl 
rating had been at \"substantial\" since June 20( 
rating 

a terrorist attack 

specific attack was imminent. (\"Substantial\" is 
highest of four threat levels.) He added that in s 
respects 

the same time last year 

additional members of the Hofstad group in Oct 


ne 1, 2006 that would be candidates for inclusion in the 2006 report on investment disputes and exprı 
itute of Health, to travel to Dunedin, New Zealand from July 2-5, 2006. The purpose of this visit is to | 


ded that in general his government strongly supported UN reform. On specifics, however, he was les 


as deep roots in Bangladesh. Its followers here probably number in the millions, and the organization’ 
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Joustra indicated that continuing concern about 
radicalization was a significant factor in the дом 
terrorism threat analysis 

of radicalization is really worrying me.\" This we 
place at a faster pace than previously. He said 
geographic spread was also widening; the appe 
ideology in the Netherlands had initially been co 
primarily in the southeast 

Brabant province 


3. (C) Joustra said that both the Internet and ra 
mosques had a role in radicalization. Regardin 
Internet 

Netherlands and elsewhere 

There was a need for more moderate sites 
government was looking for mechanisms to sur 
Regarding radical mosques 

the activities of several \"problematic\" mosque: 
one in the Hague. He added that there were fot 
imams in particular he would like to be able to \' 
however 

an option. He did not further identify the imams 
The GONL deported three Eindhoven-based foi 
on the grounds that they advocated anti-Wester 
were a threat to national security; ref C. END N 
Joustra noted that he was particularly concerne 
radical Islamists among the Bosnian community 
Netherlands. He also expressed concern about 
tendency for Islamist radicals to use Dutch to cc 
with young Dutch Muslims 


Dutch Progress on CT 


4. (C) Referring more broadly to Dutch efforts t 
an effective counter terrorism organizational str 
Joustra expressed satisfaction with progress to 
noted that the staff of the Office of the National 
Terrorism Coordinator (NCTB) 

intentionally small 

\"finding projects to keep them busy 

was \"not dissatisfied with NCTB\'s effectivenes 
that in a relatively short period (i.e. 

operations in January 2005) 

structure that was on par with that of its EU part 
Noting that the EU does not have an operationa 
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counter terrorism 


Chennai airport, was sentenced to three years imprisonment by a Chennai court on June 13. The se 


Jirector (DAS equivalent) Andrey Kelin June 13 to discuss Caucasus issues. (Kramer met subsequer 
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other EU member states were increasingly impı 
some member states have not established an e 
Coordinator position. 


5. (SBU) Joustra said he welcomed close coop 
United States. He said his February 2006 visit t 
and New York had been very successful 

build on that visit to deepen bilateral CT cooper: 
said he had been particularly impressed with Ne 
initiatives to engage the private sector in the CT 
adding that he hoped to apply some of those idk 
Netherlands. 


Terrorism Threat Progress Report 


6. (SBU) Joustra\'s comments on radicalization 
closely with the conclusions of the fourth semi- 
Terrorism Threat Progress report. The report 
Parliament June 7 by Justice Minister Donner a 
Minister Remkes 

the continuing rapid spread of Jihad ideologies : 
Internet 

Iraq and Afghanistan 

in the Netherlands. The report also warned tha 
\"controversial debates\" about Islam in the Nett 
lead to a deterioration in the threat situation. ТГ 
also notes that some radical Islamic networks ir 
Netherlands are increasing their international or 


7. (U) The report stated that ultra-orthodox and 
Islamist movements 

rapidly gaining influence in the Netherlands. Th 
use of Dutch among Salafist radicals to reach n 
speaking Dutch Muslim youth 

development. According to the report 

trying to influence the idealogy 

some moderate mosques. Embassy contact A 
the Contact Group for Muslims and Governmer 
principal government advisor on Muslim issues 
that he was surprised by the report\'s emphasis 
He reportedly said that \"Salafists are everywhe 
the Netherlands 

had little support in the country. He said he hac 
signs that any of the 350 mosques affiliated witt 
been \"taken over\" by radical Muslims. The Ch 
represent 80% of the Muslim population in the Г 


8. (U) On the positive side 
increasing preparedness by Muslim communitie 


a series of steps to finally dissolve the State Union. We will report periodically on actions being taken 


3 regional and cross- border cooperation. High level speakers, including the Foreign Ministers of Est 


Obasanjo\'s third term loss has strengthened Atiku\'s presidential chances. They told the Consul Ger 
/IRONMENT 1. On June 7, 2006, The Charge\' called on Minister of Environment Chief Helen Esue 


лі May 22, emphasizing our joint concerns with the draft UN Declaration on the Rights of Indigenous | 
VARSAW TO MFA STATE COUNSELOR MILAN SPIRIDONOVSKI ON JUNE 13. SPIRIDONOVSKI 
rty, died in South Africa after surgery to remove a tumor from his brain. The former labor union leade 
ons. Cyprus\'s bishops declared the Archbishop\'s throne vacant at the enlarged Orthodox synod ho: 


linister Aivar Soerd, Central Bank Governor Andres Lipstok and representatives of the American Cha 


linister Koizumi is expected to endorse the U.S.-India Civil Nuclear Cooperation Agreement during his 
1.4 (B) AND (D). 1. (C) SUMMARY: President Saleh and his Foreign Minister are urging dialogue b 
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to combat radicalization and recruitment. Addit 
local governments -- beyond the four largest citi 
taken measures to counter radicalization and pr 
integration. The report notes that the number o 
reports about individuals believed to be undergc 
radicalization has remained stable. It also notec 
have been increasing reports of radicalization a 
of the defense forces 

greater alertness to the issue 

radicalization. 


9. (C) COMMENT. Joustra\'s comments on ra 
the Threat Progress report 

raised by NCTB publicly and privately over the r 
months: the government remains seriously conc 
threat posed by Dutch Islamist radical groups 
on developing effective mechanisms to counter 
END COMMENT 

ARNALL 
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memorandum 

exclusively within the jurisdiction of Lebanese ju 
authorities. For this reason 

memorandum to the Prosecutor General.\" Azc 
reply to DCM as signifying the following: While 
September had recommended to the Lebanese 
they arrest the four generals 

in his analysis of his role as a Commissioner 
recommendation for arrest would have been be 
authority. Accordingly 

retraction 

recommendation would also be an act beyond t 
Therefore 

Jamil as-Sayyid wholly over to Lebanese author 
possibly implies these questions should have bt 
in the first place without any suggestions or proi 
UNIIIC Commissioner Mehlis. 


6. (S) Azoury 

as previous memoranda 

as-Sayyid should be released from detention. T 
principal arguments that Azoury makes are as f 


(a) The original arrest and detention of Jamil a: 
violated normal procedural practices and was e: 
political act. UNIIIC Commissioner Mehlis exce 
authority in recommending arrest 

authorities examined the evidence only briefly b 


ad facilities of this small country, NGO advocates contend that the situation for asylum seekers is incr 


V, CH SUBJECT: Al Update: Guangdong 2nd Possible Human Al Case GUANGZHOU 00017685 ( 


mbassador Wang Yi over lunch June 14. Highlights of their lunch included the following: -- FM\'s As 


iister Meles told the Charge and CUTF-HOA Commander Rear Admiral Hunt June 13 that Ethiopia wı 
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the arrest warrant 

without the presence of a lawyer. As Azoury tol 
\"the policeman (Mehlis) was acting like a court 
court was not asserting is proper responsibilities 


(b) Jamil as-Sayyid has never been permitted t 
accusers 

against him 

important of these witnesses would be the Ѕугіг 
Zouhair as-Saddik. 


(c) UNIIIC 

have persistently confronted as-Sayyid with hyp 
versions of how the Hariri assassination was ple 
executed. In each case 

something about this. . . \" This practice gives г 
weight to the argument that as-SayyidVs detenti 
more on politics than evidence of participation it 


(d) The controversial V'black box" issue 
around a Surete Generale slush fund of about L 
for special operations including possibly the На! 
assassination 

box\" was legitimately authorized 

records to confirm the justifiable expenditures fr 
Vblack box.\" 


(e) UN investigators have used illegal and unpr 
techniques in their interrogation of as-Sayyid. F 
gives special attention to former UNIIIC chief in' 
Gerhard Lehmann. He describes 

of the game \"prisoner\'s dilemma" with as-Say 
classic gambit 

as-Sayyid if as-Sayyid would reveal more to hirr 
other three detained generals 

(Lehmann) was making the same offer to the ot 
(Comment: We do not know whether \"prisoner 
violates international legal norms 

though it does. End Comment.) 


THE OUTLOOK 


7. (S) That Brammertz is worried about the GC 
ability to detain the four generals is cause for us 
as well. Azoury\'s largely procedural issues dist 
immediately above may or may not be meaning 
eventual trial before an international tribunal. ТІ 
question 

UNIIIC and Lebanese prosecutors have gathere 
evidence to justify the continued detention of as 


? purpose of the travel is to confer with International experts on coastal erosion modeling at the Techr 
security guards used a stun gun on him. However, mine officials stated that the elderly protestor app 


ey June 8 and met with NGO representatives and an MP. The Turkish press covered the visit, thougl 


ARY. Although the GVN Religious Affairs authorities are non-committal about future Embassy visits to 
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the three other generals. Brammertz 
Azoury 

Lebanese judicial authorities. Azoury 
above 

evidence 

anything to do with the Hariri assassination 
foreknowledge that something might be up. 


8. (S) An interesting aspect to all this is that Az 
informed DCM on June 16 that he 

would soon be approaching Lebanese PM Fou: 
Movement leader SaVad Hariri 

and Phalange party leader Amine Gemayel to n 
The proposal would be that if Jamil as-Sayyid w 
from jail 

incentive to Lebanon\'s political leaders 

be that they would have as-Sayyid out of their м 
rather running the risk of having him released fc 
evidence and then mobilizing his pro-Syrian frie 
them all in Lebanon. We note here that the four 
figures mentioned by Azoury are members of th 
pro-independence March 14 coalition. We will f 
quietly with them for their views on as-Sayyid ar 
generals. 


FURTHER ELEMENTS 


9. (S) Azoury 

him 

investigation. Among them 

head of Lebanon\'s Surete Generale 

of military intelligence Asef Shawgat 

interest. Azoury 

Jamil as-Sayyid until taking on his case. He ref 
he meets three times per week with as-Sayyid. 
that controversial former chief investigator Gerh 
continues to travel to Lebanon 

of what he is up to 

restaurant this past month. 


10. (S) The Syrian national Zouhair Ibn Mohan 
remains an enigma. Former UNIIIC Commissic 
to have drawn in part on Saddik\'s testimony in ' 
October 2005 conclusions about Syrian and Let 
intelligence complicity in the Hariri murder. Azo 
that Saddik had approached the UNIIIC on his « 
suggesting that he was a Syrian intelligence set 
was then sent to France 

Lebanon or Syria 

conspiracy 


NFLUENZA: JAPAN WEEKLY REPORT JUNE 15 REF: А. 05 STATE 153802 B. TOKYO 3169 AND 


:S TO HHS/BILL STEIGER AND AMAR BHAT PARIS FOR FAS/AG MINISTER COUNSELOR САМВ 


SSADOR RALPH BOYCE, REASON 1.4 (B,D). 1. (C) In a June 14 telephone conversation, the Amb 
une 15 meeting with Chief Cabinet Secretary Abe, the Ambassador pressed for the formal reopening 


cities were committed against minorities during the 2001 election. While civil society expressed con 


Ministry\'s International Organizations Department on June 13 in conjunction with Australian Ambas 
s on June 6 told members of a Norwegian delegation traveling in Xinjiang that Rebiya Kadeer\'s adult 
rnment operated civilian passenger bus traveling from Kebethigollewa (a remote village approximatel 
JUNE 2 ATTACKS REPORTED: Human rights organizations have reported that fourteen men and b 
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roles was to bring about the incarceration of Ge 
as-Sayyid. The Syrians are nervous 
information that might have been provided to th 
the Syrian witness Houssam Houssam in Dam: 
Azoury wondered 

month that it must cost him to live in France. A: 
thought that 99.5 percent of what Saddik told th 
probably false or contrived 

Brammertz is trying to find that .5 percent. 


COMMENT 


11. (S) Azoury 

detention as a \"political\" matter 

political solution to his client\'s problem 
Jumblatt 

authority. It is not even clear to us what authori 
Minister Siniora has to make a decision to relea 
From our perspective of advocating judicial ind 
this would probably not be a step in the right dir: 


12. (S) Comment 

Hariri 

as-Sayyid -- like his longtime ally 

highly selective in how he chose to uphold his e 
bargain 

talks. They might wonder how quickly he would 
following his release -- Azoury\'s promise of der 
24 hours notwithstanding -- and how long he wc 
In the end 

as-Sayyid being released in the future to the cei 
him being released now. 


13. (S) Comment 

meetings last fall 

Lebanon\'s Criminal Court and the Ministry of Jt 
official contact with the UNIIIC investigation 
that the government of Lebanon has the legal a 
hold individuals suspected in crimes of state inc 
Riache mentioned this clause on two separate ı 
direct response to emboff questions about the | 
as-Sayyid and the three other incarcerated sect 
While the Embassy does not claim expert legal 
Lebanese penal codes 

with Riache that the MOJ felt no obligation to re 
as-Sayyid and no reservations about holding hir 


14. (S/NF) Comment 
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effect on the political situation here 

might well have security implications for us as a 
mission. If as-Sayyid gets out 

seeking payback 

at least partly responsible for his interrogation b 
UNIIIC and his long months in detention. A rele 
as-Sayyid might conceivably quickly reconstitute 
contacts and clients in the security apparatus 
easier and his influence enhanced by the public 
a pro-Syrian resurgence that his release would ı 
Working with Hizballah and the Syrian regime 
despite his close cooperation with us over the yı 
Hariri\'s assassination -- could potentially emplo 
network 

comment. 

FELTMAN 
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women pushing for adequate representation іп” 
process 

lawyers be added to the team drafting the interii 
constitution. The government has yet to react. 
women in politics planned to protest at the party 
each political party throughout the week to ensu 
representation. 


GOVERNMENT DELAYS LETTER FOR UN AS 


9. (U) The government planned to send a letter 
requesting human rights and arms decommissit 
(Ref A) 

of Vinadequate homework." A government sot 
press that the letter could be postponed until ne 
when Prime Minister Koirala returns from receiv 
treatment in Bangkok. 


COMMENT 


10. (C) PM Koirala\'s surprise agreement with P 
suggests that the Prime Minister 

increasingly desperate to leave a political legac’ 
breadth and complexity of the agreements and 
structures this peace process now encompasse 
the PM may not entirely be in control. He may L 
he has the best chance for bringing the Maoists 
mainstream--as a unit and avoiding splintering-- 
unhindered by the need to reach a consensus v 
political parties that bickered through previous e 
democracy. Yet despite disagreements that del 


PER JOINS CHORUS AGAINST CORRUPTION REF: KUWAIT 2152 1. Summary: Corruption and : 


3 Classified By: E/P Chief Simon Schuchat. REASONS: 1.4(b,d). 1. (C) Summary: The government 
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formation of Koirala\'s cabinet 

managed to remain united and cooperate enou 
changes unseen іп NepalVs recent political hist 
dizzying pace of reform will not be sustainable it 
political parties begin to feel marginalized from 1 
process and push back against Koirala. 


11. (C) KoiralaVs fellow members in the alliance 
with a quandary. They know they must welcom 
agreement because open opposition would mal 
if they opposed the peace process. However 
and civil society remain concerned about Maois 
and that the eight-point agreement does nothinc 
these concerns. Disagreements about timing a 
the roadmap agreed upon are widespread. We 
to the Prime Minister and the political parties to 
red line of not allowing the Maoists into the polit 
process until they give up their weapons. That | 
feel bold enough to take over a district committe 
around the capital city is a worrying indicator the 
believe they have the upper hand. 

MORIARTY 
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Full Gospel Church!" in Thieu Vien Commune 
Hoa Province. Ton requested the meeting on J 
while Embassy team was on provincial travel. 1 
beaten with the left side of his face badly bruise 
swollen shut. He explained that Ton and anotht 
Hac Ngoc Sy were beaten by commune level px 
they were taken from their house church meetir 


Background 


3. (SBU) Ton explained that his forty-person coi 
the 1990s and has been particularly active sinc: 
they faced police harassment and Wa number o 
their faiths under threat of force 

police attention had died down. This changed il 
On May 14 a visiting pastor named Ho Duc Toa 
the congregations meeting point 

named Le Thi Minh. Police raided this meeting 
Minh to the local Peoples Committee (PC) hea 
Vien Committee on Religious and Ethnic Affairs 
their services were illegal and advised the cong 
legally under the GVN\'s new framework on relic 
(Ton wasn't sure which date) Toan and Minh st 
application as instructed. However 

the application as V'they had not received any in 
guidance from higher authorities about allowing 


at the upcoming Baku meeting to reinforce the message to Iran about the need for it to make a funde 
1bassador and Senator George Allen met May 30 with Italy\'s new Minister of Interior Giuliano Amato. 
‚В SUBJECT: CAMBODIAN GARMENT SECTOR WORRIED ABOUT DRAMATIC INCREASE IN LA 


L (b, d) 1. (C) Summary: NLD activist Su Su Nway emerged from her surprise June 6 release from In 


narche was to urge the GOTG to fulfill its responsibilities under UNSCR 1540, which calls on States 1 
ontinued pressure to step down. If, as appears likely, they are finally forced out, it should take a minii 


1 Sudan, with no definitive breakthrough to date. Two of three warlords have visited Juba, and Vice F 
---- 1. (C) During two conversations with the Armenian Consul in Turkmenistan Artak Kalachyan on . 
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activities to continue 


4. (SBU) Ton\'s church has been in contact with 
June 

provincial management board 

FG congregation in Village 6 

Thanh Hoa province had been \"continuously Пе 
authorities and police." On June 4 

dismissed the Sunday service 

explanation 

followers were released that night 
administrative fine of VND 100 

was given. 


5. (SBU) Ky said police asked followers individu 
their faith because it is Wan American faith.\" Fc 
tape 

reportedly said \"local rules prevail over the nati 
framework." 


6. (SBU) According to the Full Gospel member: 
Minh 

local authorities asking for assistance and instrt 
in accordance with Decree 01 and the Ordinanc 
church members reported that Full Gospel is nc 
recognition 

authorities should give instructions to groups su 
to operate while waiting for its headquarters to r 
national level. Ms. Minh did not receive a respo 


7. (SBU) FG Pastor Ho Duc Tuan (based in the 
Vung Tau) visited this congregation on May 14 ¡ 
the commune police station for a work session 
asked him to stop activities in Thanh Hoa until F 
face continued arrests 


Arrests on June 18 


8. (SBU) According to Ton\'s report to Hanoi Pc 
from the commune police in Thanh Hoa 
stopped attending services on Sundays. On the 
at 8:30 a.m. 


HANOI 00001520 002.2 OF 002 


attendance. The congregants had not begun se 
\"only chatting\" when five members of the local 
Police Chief Tran Kiem entered the church and 
was going on. Four of the members 


тіс and trade relations between Turkey and Iraq, as well as among other countries in the region. Witt 


ne 12 reftel points to Arab League Assistant Secretary General Ahmed Bin Hili and Ambassador to Iré 


most important international stories include US President BushVs trip to Baghdad; and the US House 


EL, РИМА, КОЕМ, AF SUBJECT: PARLIAMENT\'S FIRST SESSION: REVIEW AND ATMOSPHERI( 
e June 15 MFA press briefing are as follows: -- Iranian President Anmadinejad\'s remarks at the June 
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to come to the local security station. Minh snap 
the group as they were leaving her home (REF 


9. (SBU) Ton stated that at the station 

third individual were questioned for ten hours (8 
p.m.). A fourth individual was allowed to leave 1 
he was from the commune. Ton stated that he 
a neighboring commune but attend services in ` 
questioning began \"relatively cordially\" but ove 
difficult. At noon 

their lunch. The prisoners were not allowed to € 
the afternoon 

placed in separate interrogation rooms. By 4:31 
some of the officers in his interrogation room ar 
and also appeared V'to be waiting for a signal to 
that by this point he was Vfeeling bored with the 
questioning\" and asked the officers in the room 
point. Kiem or the police chief asked Ton: \"Do 
to come to this commune to attend services? V" 

is allowed by law...if it weren\'t 

chief then grabbed Ton by the shirt collar and hi 
him three times. The rest of the officers in the i 
Kiem 

eye and torso. (Note: as they were all right-han 
have hit his right side as he faced them. End n 
the group moved into the room next door where 
interrogated and beat him as well 


10. (SBU) Following the beatings 

about the third individual). They returned to Mir 
immediately photographed them (REF A 

the photos to Poloff and asked that we raise the 
In the photos 

Sy as his face and clothing are bloodied in the r 
bruises and damage Poloff saw on Ton\'s face. 
with the photographs taken two days earlier. To 
not have any torso bruises. 


MFA Demarche 


11. (SBU) Immediately following the meeting wi 
requested a meeting with MFA officials to discu: 
photographs. The officials were clearly shaken 
were shocked by what they saw and heard. Pol 
this case will receive considerable attention in tt 
This case is especially important 

identified location 

want to come forward publicly with their allegati 
officers said they appreciated hearing about this 
Embassy before it hit the Internet. They were n 
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Мет. Suicide and deliberate self-harm (DSH) pose a financial burden on Sri Lanka\'s healthcare and 
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Column 3 
provide an official response. 


First GVN Reaction 


12. (SBU) At 7:00 p.m. Poloff received a phone 
America\'s Desk Section Chief Le Chi Dung. Dı 
report to his superiors and to the Ministry of Puk 
(MPS). MPS told MFA they have no reports of ' 
Hoa but recognize that they might not have hea 
commented to MFA that the date stamps on the 
doctored. Dung reported that he told the MPS c 
staff had met with the victims personally and we 
the recent injuries. MPS agreed to investigate r 
VverifyV the situation and will send officers to TI 
Hanoi to look into the situation at the commune 
said. 


Comment 


13. (SBU) Our initial take is that this is a credibl 
are working solely from the victim\'s account. V 
information directly in Thanh Hoa as soon as pc 
response from the GVN is significant and demo 
MPS appreciate the potential impact of this cas: 


BOARDMAN 
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will have a chilling effect on Western efforts to r 
freedom of speech and democratic reform 
willingness of Turkmenistani citizens to interact 
foreigners. End Summary. 


Ambassador Briefed by Foreign Minister 


2. (С) Тһе Foreign Minister called Ambassade 
19 to describe how Turkmenistan had prevente: 
foreign-assisted attempt to destabilize the govel 
Security forces arrested Anakurban Amankliche 
to provoke mass protests at the behest of Turkr 
\"criminals\" in Europe with the assistance of \"s 
services\" of some European countries 
Amanklichev had been arrested in January 200: 
sentenced to five years 

the past several years 

participated in two training courses in Ukraine o 
provoke mass unrest and undertake other actio 


ng increasingly isolated, as regional parties nominally part of the UPA openly join BJP and Left Front | 


entered the session against the backdrop of public statements by Argentina\'s President Kirchner th: 


меп International Organization for Migration (IOM) staff detained on June 13 by a field commander lo 
une 12 that the party inner circle is concerned that untrustworthy regional allies could defect to the NI 
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government. The \"criminals\" with whom Amar 
contact included Bulgaria-based former Central 
and Turkmenistan Helsinki Foundation founder 
with embezzling millions and coup plotting) and 
convicted coup plotters Orazov 

Yklimov. 


3. (C)In March 2006 

with tourist visas came to Turkmenistan from В; 
UK citizen Stuart Nicholas Hook and French citi 
Berthillier. Amanklichev met them in his car at ` 
and brought them to Ashgabat 

demolitions 

mass action. The visitors said they would send 
equipment to help document the demolitions 
for Uzbekistan. In April 

say he could pick up the equipment at the Fren« 
Amanklichev met with French DCM (now Charc 
who did not turn over the equipment at that time 
Amanklichev arrived at the embassy empty han 
have to depart without the case in order to avoic 
Tomasini met Amanklichev a few hours later in 
Embassy car on Atamyrat Niyazov Street and h 
large briefcase containing the promised equipm 


4. (С) Meredov then showed the Ambassador 
equipment -- special glasses (resembling what 1 
military calls government-issue \"birth control gli 
equipped with invisible cameras for still and vide 
recording. Meredov alleged that Amanklichev v 
to use the glasses not only to photograph poten 
of public discontent but also military facilities 
stations 

Amanklichev had taken pictures at the crowded 
made a photo-montage of destroyed housing. ! 
to the \"criminals\" that the people in the bazaar 
distraught over the demolitions and that this wa: 
source of public protest. 


5. (С) Meredov also claimed that Amankliche 
instructions and sent information abroad with th 
of RFE/Turkmenistan Helsinki Foundation cont: 


ASHGABAT 00000652 002 OF 004 
Myradova (sister of Hajiyev in Bulgaria) and An: 
Hajiyev. He insisted that Myradova 


involved 


6. (C) Meredov said he called Tomasini in for 


Ч said that he expects the U.S. may find the OIC\'s statement on Iran even more unhelpful than the si 
FOR PLERNER E.O. 12958: N/A TAGS: PHUM PGOV PREF SOCI KAWC SU SUBJECT: DARFL 


те 15 his concern that the Maoists could simply walk into Kathmandu in the weeks ahead. Cardy sa 
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explanation. Initially 

Meredov was talking about 

pictures 

some equipment to a journalist 

the equipment was. Meredov chastised him 
not a kindergarten.\" He said the Government c 
valued its relationship with France 

plans to declare Tomasini persona non grata. 


Ambassador Highlights Transparency 


7. (C) Ambassador pointed out that the USG « 
various training programs with activists and civil 
leaders 

organizations 

) and not/not how to do anything secretly. Amb; 
said the glasses looked like something out of a 
spy movie. She urged Meredov to ensure that t 
investigations and court cases were open and t 
that they fully complied with international norms 
access to counsel. Because the USG had a pa 
due to Myradovs/Hajiyev\'s connection to RFE/I 
that the GOTX share any hard evidence it had г 


The Televised Denouement 


8. (SBU) Immediately following the June 19 2° 
broadcast of the Cabinet of Ministers meeting 
continued with a special session with Niyazov a 
of his security agencies. Niyazov listened impa: 
Minister of National Security Geldimuhammet 
Ashyrmuhammedov 

Amanklichev 

being trained in the Ukraine and assisted by dip 
Turkmenistan. Asyrmuhammedov mentioned E 
Tomasini and also stated that OSCE human dir 
Benjamin Moreau was involved. Niyazov appe: 
pleased 

report. Niyazov ordered the press to initiate a c 
expose any people who were against the goveri 
country 

including any diplomats who might be involved i 
shenanigans. 


According to French 


9. (C) Ambassador met with French Charge Р 
June 20. Tomasini was visibly shaken 


7 - June 29, 2006. Post understands traveler will be staying at Sunset Beach Resort in Montego Bay 
JECT: PROBATION BOARD FOR POLICE LIST ADDITIONS: PRELIMINARY DISCUSSION Classif 
oniaVs attendance at the next High-Level Political Meeting (HLPM) in Warsaw. Kruuv said that the E: 
LOMBO 990 Classified By: Ambassador Jeffrey Lunstead. 1.4(b,d) 1. (C) Summary. Following a p 


1s on the IAEA Secretariat\'s recommendations to the Committee on Safeguards and Verification (CS 
esults. Coming on the heels of a May 23 collision between Turkish and Greek fighter jets and other r 


ımunition form Iran was delivered to the Director for Europe and North America, Ministry of Foreign A 


iers: Turkish Foreign Ministry (MFA) Spokesman Namik Tan said yesterday at a weekly press briefin 


une 13 when he got into a verbal scuffle with Armenian National Assembly Speaker Tigran Torosyan ‹ 


C. Crocker, Reasons 1.4 (b) and (d) Introduction ------------ 1. (S) Pakistan,s President Pervez Must 
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communications he had from Paris overnight. | 
providing the equipment to Amanklichev on inst 
his ministry\'s press department. The two Euro| 
the GOTX (Bertilier and Hook) are corresponde 
Galaxie Presse 

from the French MFA 

camera glasses via diplomatic pouch to their co 
Turkmenistan in order to report on developmen 
country. (Note: No information exists to confirm 
Amanklichev is a published journalist. End Nott 
had a demarche from Paris which he hoped {о ‹ 
Foreign Minister later on June 20 

provided the equipment as a form of journalistic 
assistance 

also calls on Turkmenistan to stand by its comn 
freedom of expression under the UN Human Ri 


Ukraine: Not a Training Camp for Democratic R 


10. (C) Ukrainian DCM Valeriy Vasilyev told Di 
he had been summoned by Meredov at 2130 or 
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middle of the Ukraine-Saudi Arabia World Cup | 
According to Vasilyev 

Ukraine of \"training Turkmen in your Orange Ri 
methods\" in Donetsk. Vasilyev said he told Me 
not dignify the baseless allegation with an answ 
furthermore there was no such thing as \"Orang 
Methods Training.\" Vasilyev said he told Mere: 
it strange that one man 

put together such a complicated plot 
Ukrainians 

replied \"he was not alone 


11. (C) Vasilyev told DCM he considered the v 
а \"trumped up affair" and thought it likely Ата! 
ап \"agent provocateur\" set up by the governm: 
the West. Vasilyev said he was proud Ukraine ' 
considered part of the \"western camp" of demi 
reformers. He also noted that it probably was n 
coincidence that the announcement came on th 
GAZPROM Executive Director Miller\'s visit and 
Ukraine of running V'Orange Revolution Training 
increasingly was part of Russia\'s black propagi 
in Central Asia. He agreed that the audience fo 
incident was the local public who 

increasingly reluctant to interact with any foreigr 


3BU) SUMMARY: DCM Satterfield and Embassy staff met on June 5 with new Agriculture Minister Yu: 


\S POSITION Block Quotes ------------ Thursday, June 15, 2006 -- Editor-in-chief of the pro-govern 


reign Minister's Private Office, and asked for confirmation that Jordan intends to vote for Guatemala 
ЗО 01493 ------- Summary ------- 1. (SBU) Stock market volatility, mounting political opposition, and : 
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OSCE Cautious 


12. (SBU) PolOffs met with OSCE Center in A: 
Acting OSCE Head of Office Dieter Matthei and 
dimensions officer Benjamin Moreau on June 2 
characterized the situation as &a case under de 
and refused to make any statement absent offic 
notification and charges. He expressed total co 
his colleague 

was 

actions were received and documented.8 Mattl 
declined to speculate as to the reasons behind : 
accusation of OSCE 

stringer Myradova had regular contact with the ( 
OSCE &has an open door ) anyone who wants 
can do so.8 (Note: The case against Amanklich 
includes participation in an OSCE-sponsored ht 
conference in Warsaw. End note.). 


Questions at DCM 


13. (C) Probably not coincidentally on June 19 
representative from the municipal government < 
gardener (and next door neighbor) 

seen anything suspicious going on at the DCMV 
The gardener told the DCM that he had respon 
know? I\'m just a gardener 

now and then 

requested the gardener to report anything suspi 
immediately. 


Comment 


14. (C) The ill-advised French move to supply 
journalist with equipment in every мау resemblii 
has given the government a welcome hook to rt 
of individuals who have contact with Western ne 
opposition organizations 

regular citizens in Turkmenistan about the cons 
contacts with foreigners. Tomasini and Moreau 
be asked to leave 

into the hands of an already paranoid and xeno| 
by supplying this bizarre equipment and as a re 
seriously undermined the ability of all Western г 
international organizations -- as well as local inc 
journalists or non-governmental organizations -- 
human rights and freedom of expression. End | 


ice. Omaish and Nimrat said they understood the U.S. position and the need to reach a common OK 
Jltation process on the role of the Internet Corporation for Assigned Names and Numbers (ICANN) to 
ARY ------- 1. (C) China firmly opposes UNSC involvement in Burma and has serious concerns abou 


PAO/POLAD COMSIXTHFLT FOR 019 JERUSALEM ALSO FOR ICD LONDON ALSO FOR HKAN 


7 with the possibility of postponement to January 28. The last local elections were held in 2003, but c 


CHULTZ AND RUTH ANN NICASTRI E.O. 12958: N/A TAGS: EFIN, ECON, ELAB, ALOW, AR SUB. 
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on doing business with the United States 

$200 

USAID using ESF funds to the Carana Corpora 


2. (SBU) The events will be held on July 24 an 
Kayseri and September 11 and 13 in Izmir and 
final event September 15 in Istanbul. The draft 
sessions on 


1) Success stories of Turkish businesses іп” 
United States. 


2) Overviews of key sectors in each of the fh 
cities and the potential of those sectors in 
the U.S. market. 


3) Marketing and brand establishment in the 
market. 


4) Legal 
in exporting to the United States. 


5) U.S. business resources available to Turk 
exporters. 


3. (SBU) Throughout the day there will be oppı 
networking and relationship building. The U.S. 

expect a total of up to 900 Turkish businesses t 
will rely on local chambers of commerce and inc 
its own resources to develop a comprehensive | 
companies that demonstrate potential to enter t 
Chamber-recruited participants include represei 
marketing companies and business associatior 
companies and banks 

commerce 

the Chamber and TOBB say they hope that the: 
long-term cooperation and partnership between 
organizations. 


4. (SBU) Comment. The United States has lo: 
Turkey\'s economy and trade sectors boomed а 
crisis. Total Turkish trade grew from $86 billion 


d has authorized a Syrian effort to block Israel's Magen David Adom (MDA) into the International Re 
ıonth, with half of that amount going to the GOB to purportedly finance social and sports programs. | 


'ewell call, said that there will be no slippage in the GOLVs commitment to Jewish property restitution. 


Thursday, June 15, 2006 -- Mohamed Bin Ibrahim Al-Shibany commented in the progressive Arabic ı 
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between 2002 and 2005 

just $6 billion to $10 billion over the same perioc 
project -- which breaks new ground for both the 
TOBB -- to fruition has not been easy 

support of USAID. The programs should \"sho\ 
to the expansion of trade relationships 
relationship between the largest U.S. and Turki: 
organizations. The seminars\' regional dimensi 
SME\'s is particularly positive in helping develop 
for the bilateral relationship. We expect that all 
particularly the opening and closing sessions in 
Istanbul 

WILSON 
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forces\" or other matters pertaining to terrorism 
separatism are almost never published in the lo 
media. Even the few articles that are eventually 
approved are extremely diluted. 


3. (C) The City Life News Morning Post editor r 
to publish LiVs report on a recent case in which 
police confiscated V'illegal materials espousing 
jihad 

Erdaoqiao neighborhood of Urumgi 
propaganda department also restricts journalist: 
reporting on interethnic disputes that occur 
sporadically in the region. A story Li covered ak 
an interethnic murder of four bus passengers nt 
northern city of Kelemayi was rejected by her 
supervisor 

paper in a very abridged version. 


4. (C) Even seemingly innocuous pieces that а 
ethnic issues are frequently censored 

For example 

she wrote about a Uighur taxi driver who died a! 
falling asleep at the wheel 

overwork. The government fears that such stor 
could fuel ethnic unrest 

reluctant to publish anything about minorities 
remarked. While Xinjiang borders several cour 
the local media is also prohibited from reporting 
international topics. Li recalled a legal case in 
which an Azerbaijani businessman owed a largt 
money to a Xinjiang merchant 

the foreigner to court. Although the presiding ju 
was willing to grant Li an interview 

not publish the story because it involved a foreic 
national 

consequences for China\'s foreign relations. 


about the practicality of foreign investment in Eritrea, private mining companies continue to actively sı 
sident Valdas Adamkus nominated Social Democrat and acting Prime Minister Zigmantas Balcytis for 


: VICKI HUDDLESTON FOR REASONS 1.4 (B,D) 1. (C) Summary: According to the United Nations 


gards to the release of the Trafficking in Persons (TIP) report. The representatives were very please 


"those Cameroonian children who have escaped it, Embassy Yaounde -- piggy backing on the ILO\'s 


zR, FOR REASONS 1.4 (B) AND (D). SUMMARY ------- 1. (SBU) There is deep-rooted Senegalese 


Column 3 


Dedicated Investigative Journalist 


5. (C) Despite the numerous restrictions she fa 
reporting on sensitive legal topics 

dedicated to exposing corruption and rights 
violations 

development 

City of Urumqi 

300 

she stated. However 

government defines as \"illegal\" was actually pt 
by residents through what they mistakenly regal 
legitimate channels. Many of these people wert 
unknowingly swindled by corrupt officials or 
developers 

property. The Urumqi GovernmentVs attempts : 
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repossess these homes to make room for deve 
projects have produced a major backlash from 
residents 


6. (C) Li noted one such incident she recently 
witnessed in which a mob of over 70 disgruntlec 
residents 

District 

of their homes 

city. Protesters proceeded to clash with local pı 
officers sent to prevent residents from disruptin« 
project. When the district head 

arrived at the scene in attempt to calm the situa 
a protester hurled a rock through his car windov 
Having viewed the whole heated episode from t 
shelter of a nearby building 

detailed report on the incident never appeared i 
newspaper. 


7. (C) Li said she was also in the process of 
tracking a case in which a city official presented 
piece of land as a \"gift\" to his friend 

public security bureau chief. The local police cl 
having been presented the land 

resident on the property who refused to move. 
the court hearing 

police chief did not have a property deed for the 
So there was no legal basis for the eviction. Thi 
left the judge in a difficult position. According tc 


ıl said India shared U.S. views on the Declaration on the Rights of Indigenous Peoples, found the sel 


iate comment, but said that she would forward the information and invitation to attend the June 20 me 
|. (S/NF) Deputy Prime Minister and Minister of Defense Elias Murr claimed that the evidence is ^ 


ARY. Ina June 14 meeting, Human Rights Ombudsman Vladimir Lukin agreed with the proposals pu 


ınsultation, the IMF mission team presented a hopeful image for the future as GSE officials offered a: 
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Li 

just verdict in support of the defendant or succu 
pressures to back a powerful local official as is 
generally expected of the court system. Li draft 
report on the story but only a couple lines of the 
original piece survived the editing process. 


Residents Seek Redress through the Radio 


8. (C) In spite of heavy censorship 

the Xinjiang media is striving to play a role in 
protecting ordinary citizens\' rights with some 
success. The daily radio talk show \"Distant Mc 
(yuan shan) helps resolve Xinjiang residents\' 
grievances 

(Reftel). Callers to the program discuss probler 
they face 

corruption 

Zhou brings these issues to the attention of the 
appropriate Xinjiang government agencies 
supposed to investigate and help resolve caller: 
poblems. 


9. (C) Zhou emphasized that just a ew years ac 
allowing residents to express thir grievances du 
a live broadcast would have been out of the que 
He acknowledged that callers are screened beli 
are allowed on air and that certain sensitive topi 
are not permitted to be discussed 

that directly criticize high-level officials or 
involve ethnic tensions. Zhou asserted that the 
has become very popular 

great deal of positive feedback from callers 
whom are ethnic minorities. One Shihezi City re 
who learned of the program traveled several hu 
kilometers to Urumqi to seek Zhou\'s assistance 
resolving a land dispute with local officials. Zho 
subsequently put the man in touch with the app 
departments. Zhou noted that his show is only 
conducted in Chinese and said he was uncertai 
similar Uighur-language program existed. 
RANDT 
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on the importance of making the Palestinian Na 
success\" (Government-owned Tlshreen 


\"Italian Deputy Premier and Foreign Minister M 
are determined to develop relations with Syria a 
work to cement peace in the region\" (Governm 


about the practicality of foreign investment in Eritrea, private mining companies continue to actively sı 


n July 9 through July 13, 2006. The purpose of this trip is to conduct maintenance facility inspection < 
) FM Zahar met June 13 with Syrian FM MuVallim to discuss the situation in the Palestinian territories 


(d) SUMMARY ------- 1. (S) Ina June 14 meeting with the Ambassador and emboff at his Qorytem 
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6/20) 


\"Israeli Prime Minister Olmert rejects internatio 
investigation of the Gaza beach massacre. Pale 
optimistic about a national unity government. Tt 
endorses European mechanisms for aid to Pale 
owned Tishreen 


\"Foreign Minister of the OIC calls on the Red C 
Crescent to shoulder responsibility in the Palest 
territories\" (Government-owned Tishreen 


\"The EU Commissioner Valdner casts doubts c 
plans. Progress in the Palestinian National Dialc 
Hamas representatives call upon participants in 
shoulder their responsibility" (Government-own 


\"Lebanon awaits the end of the investigation or 


network in Lebanon to refer the file to the Secur 
(Government-owned Al-Thawra 


\"The Free Patriotic Movement in Lebanon calls 
government. The Amal Movement: Uncovering 
network is a blow against sedition\" (Governme 
6/19) 


\"President Asad reviews SyriaVs policy and bile 
with a Romanian Parliamentary delegation\" (Ск 
Thawra 


VAt the Conference of Arab-American Committ: 
Discrimination 

religious tolerance are characteristic of peoples 
region.... Violence and extremism are the result 
standards" (Government-owned Tishreen 


VA massive US military operation in al-Ramadi. 
in Baghdad" (Government-owned Al-Ba\'th 


3. Editorial Block Quotes: 


Muhammad Khair al-Jammali 
Al-Thawrah 
Syria has experienced extremely delicate and d 


ngly. 2. (U) This cable responds to Reftel request for input to the 2006 report on investment disputes 


ı met in El Fasher, Darfur, the first meeting following the May 5 signing of the Darfur Peace Agreemer 
ind thanked the original CFC for its work and requested the new CFC to continue the work of peace ii 
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circumstances 

regional and international crises 

its approach to those circumstances 

not make mistakes in determining their backgro 
repercussions on the stability of the region and 

peace. It was the others who wrongly read even 
Others always realized 

positions. This happened in Syria\'s approach tc 
terrorism and its positions on the lraq-lran war 

Iraq 


\"Thanks to this clear vision and position and ac 
principles 

for President Asad and his development policy 
strong 

not affected by the storms of pressure 

they may be....\" 


Umar Jaftali 

commented (6/19): V'The exposure of the Moss 
was a clear message to those who are being ur 
of the national resistance. The message says tl 
still enemy number one of Lebanon and the Lek 


V'The Israeli infiltration into Lebanon was appart 
It shows that Lebanon is still a target for Israel = 
Resolution 425 is still not fully implemented 
occupation and the failure of the United Nations 
continuous harassment and aggression on Lebi 
sovereignty....\" 


Izz-al-Din al-Darwish 

Tishreen 

Lebanon\'s only enemy 

it harbors nothing but evil and treachery for the 
It is surprising that while members of the Mosse 
was uncovered in Lebanon confess to involvem 
assassinations and bombings 


isenblatt. Reas ons 1.4b,d 1. (C) Summary: French Minister of Cooperation Girardin will deliver ac 


E01: SCENESETTER FOR VISIT OF LEBANESE ACTING INTERIOR MINISTER AHMAD FATFAT 
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Israel and promoting the possibility of peace wit 
basis of American promises to a Lebanon of the 


VDevelopments in Lebanon since the assassin: 
Minister Rafiq al-Hariri are part of a carefully wo 
seeking to create a rift between Lebanon and S 
the Lebanese resistance.... 


\"The crime of the Al-Hariri assassination was c 
that plan.... Israel wants not only to keep Lebanı 
Syria but also to take revenge against the Lebaı 
resistance and prepare the Lebanese arena for 
security and political havoc. In this 

Security Council resolutions on Syrian-Lebanes 
resolutions that are 

The discovery of the Mossad-affiliated network 
role and importance of the resistance as Lebanı 
weapon against Israeli aggression.\" 


Muhammad al-Khadir 

wrote (6/19): \"Any Palestinian civil strife helps | 
itself from the resistance and continue its hostile 
killing field leaders of the resistance 

and convincing the world of the \'soundness\' of 
withdrawal plan amid the Palestinians\' preoccu 
differences.... 


\"The Palestinian national dialogue must contint 
are achieved because the current splits serve o 
its plans....\" 


Seche 
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a Protestant Evangelical church in Jeddah. Cor 
able to speak with the Church\'s pastor 

is currently being held at Breman prison in Jedd 
ConGenOff spoke with Pastor Telahun on his n 
which he has been permitted to retain while inc: 
Pastor Telahun confirmed initial reports provide 
Jeddah by DRL/IRF about his own arrest and th 
detention of one of his church\'s elders and two 
(NOTE: Consul General met with one of the twc 
teachers in December 2005 for an unrelated m: 


an pharmaceutical company to cease production of a generic copy of Lilly\'s innovator drug Zyprexa. 
| Jake Walles, per reasons 1.4 (b) and (d) 1. (C) SUMMARY: President Abbas (Abu Mazen) and PM 


ig on June 14, MFA Spokesman Namik Tan -- in apparently attempting to dodge a loaded question frc 
REF: A. JERUSALEM 2245 B. GMP20060612748003 1517 GMT 11 JUN 06 Classified By: Cons 


тауе an Embassy in Egypt) on reftel demarche, emboff met June 15 with MFA Human Rights Affairs ( 


king forward to forming the next government and likely would turn first for support to the Hungarian p 


and in the hallways, where Party of Regions leader Viktor Yanukovych shook hands, slapped backs : 


ON\T BE) REF: PRISTINA 491 Classified By: COM PHILIP S. GOLDBERG FOR REASONS 1.4 (B 
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pastor further reported that the Ethiopian Const 
Jeddah is working on their case. He was not irr 
concerned for his personal safety and suggeste 
not being mistreated by Saudi prison officers. F 
Telahun\'s greatest concern is being deported k 
Ethiopia. END SUMMARY. 


INITIAL REPORT FROM DRL/IRF CONTACT 


2. (C) On June 13 

from DRL/IRF that stated that four Ethiopian an 
Christian worshipers had been arrested on Frid 
an Ethiopian/Eritrean Christian worship service 
a private building near the Indian Consulate in J 
report further stated that approximately 300 to 2 
Christians were worshipping together at the tim: 
approximately twenty \"Saudi \'security\’ men wi 
without uniforms entered the building as the cor 
praying and singing. While the Saudis came in 
the congregation 

\"because it was during the time of praise and м 
prayer". The Saudi security men then sat dowr 
worshipers to listen to the prayer and an interpr: 
brought forward by the church leaders to transle 
into Arabic. 


3. (C) According to the report 

DRL/IRF source in Saudi Arabia 

entire congregation to leave the building 

pastor 

were Pastor Mekbeb Telahun 

Dawit Okbe 

was physically harmed during the raid 
ransacked the building and confiscated Christia 
money that they found. When the raid wa over 
men took the keys to the rented building 
electricity 

returned to the building the next day 

there and told them never to come back. 


REPORT CONFIRMED 


4. (C) On June 19 

the church to which Pastor Telahun belongs. It 
well-established and well-organized V'store front 
Jeddah called \"Faith Rhema Church\". ConGe 
to obtain the pastor\'s mobile phone number. М 
surprise 

himself answered the phone. Understanding th 
a secure line 

as a representative of AmConGen Jeddah and 


МР Bahije Tabbarah, a close advisor to former Prime Minister Rafiq Hariri, gave a point-by-point critiq 


Neyne was taken over by the Islamic Courts Union (ICU), apparently by fiat rather than force, the moi 


. (C) On June 15, officials from the International Organization for Migration (IOM) reported that munic 


Union (EU), and to issue a joint letter asking the U.S. to extend trade preferences set to expire this D 


arge Vicki Huddleston for reasons 1.4 (b) and (d). 1. (C) SUMMARY: The prosecution is wrapping ur 


‘C) SUMMARY: Our Ukraine (OU) negotiator Roman Zvarych updated DCM June 14 regarding ongo 
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referencing his arrest or the information she ha 
provided 

Pastor Telahun proceeded to confirm the initial 
provided by DRL/IRF as outlined above. He sp 
though in a soft tone 

keep his mobile phone while in jail. 


5. (C) Pastor Telahun further confirmed that he 
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held at Breman prison in Jeddah and had been 
approximately eight days. He was previously w 
three detainees at a local police station for the f 
days after their arrest and then for one day at w 
described as \"a secret police station\". Pastor 
confirmed that the other three detainees were b 
\"Tarheel Prison #3\" in Jeddah. He did not indi 
or not he had spoken to them directly. When a: 
specifically by ConGenOff 

being mistreated in prison 

about being deported back to Ethiopia. He said 
from the Ethiopian Consulate General in Jeddal 
see him and was working on his case. ConGer 
any further questions. 


6. (C) NOTE. The initial report from DRL/IRF tc 
Jeddah about the above-detailed arrests has nc 
confirmed by any other independent sources 

no reason to doubt Pastor Telahun\'s testimony 
post if any further action is required. END NOT 


AN UNOFFICIAL RAID? 


7. (C) DRL/IRFVs initial report from its source in 
Arabia indicated that the raid on Faith Rhema т 
been officially sanctioned by the government be 
before the raid 

had come to services with mutowah (religious r 
seen them worshipping 

fine\" before departing the premises. Pastor Te 
refer to this point and so it remains unconfirmec 
contacts initial report also indicated that the de 
were particularly concerned about being deporte 
to their home countries of Ethiopia and Eritrea v 
would also face charges for practicing Christian 
likely be incarcerated. While ConGenOff did nc 
confirm this with the pastor during their convers 
is consistent with his statement that he was wor 
being deported. 


of the Red Cross and Red Crescent and to vote in favor of anendments to the Statutes that open th 
ENDING ISRAELI-PALESTINIAN BANKING RELATIONSHIPS MAY EXTEND TO AUGUST 15 REF 


n half of their members, including some very experienced politicians. The parliament will have more 1 
et meeting, GOE spokesman Magdy Rady announced that the long-anticipated draft judiciary bill had 


ı Union Special Representative for the Great Lakes Aldo Ajello reportediy presented what he claimed 


Қа) 1. (U) PolOff\'s recent conversations with prominent locals yielded noteworthy comments about ‹ 


June 13 with EGIS Chief Soliman, to stress the importance of Egyptian cooperation on UN and other 


Nichael Dodman for reasons 1.4 (b) & (d) 1. (S/NF) Summary: Тһе СОСН is about to license the exp 
1768 001.2 OF 003 Classified By: Robert Downes, Political Counselor, for Reason 1.4(b). ------- SI 


the June 14 visit to Madrid of Iranian Foreign Minister Manouchehr Mottaki. (NOTE: Originally, Iraniaı 


Iking points, including the need to amend the statute now to permit national societies to use the Red | 
1s 1.4 (b) and (d). 1. (C) Summary. The Czech MFA Director of Human Rights said the Czechs plan t 
ntative in Afghanistan, Ambassador David Litt. MFA official responsible for NATOVs operations in Аға! 


Column 3 


8. (C) COMMENT. It is unclear to post why Pas 
the other men would be concerned about facing 
retribution in Ethiopia for being practicing Christi 
particularly given the fact that Christian Evangel 
аге on the rise in Ethiopia. We can only specul: 
pastor would be identified as belonging to a spli 
Protestant group and 

in Ethiopia. That said 

fear deportation because they are gainfully emp 
Arabia and 

committed to V'spreading the Christian word of ( 
Arabia. END COMMENT. 


CG MET ETHIOPIAN TEACHER IN DECEMBE 


9. (C) The Consul General met with Messay Ye 
of the two detained teachers 

applied for a job on her household staff. He is: 
very unassuming and gentle young Ethiopian m 
Soft-spoken words 

for being in Saudi Arabia is to serve \"the churcl 
Unmarried 

commitment to his fellow worshipers and preseı 
reference from Pastor Telahun on Faith Rhema 
letterhead. Mr. Yewondwossen was then workii 
in Jeddah for a local trade establishment. He w 
for an alternative 

him for work performed for weeks on end. Нее 
indifference about the particular job he would ас 
Consulate 

continue his work with the church and provided 
minimal salary to support his basic needs. 
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the emblem" and said its December 2005 vote 
Additional Protocol had nothing to do with the Is 
Nationality Society and rather reflected Arab Le: 
support for Lebanon and Syria. He briefly show 
proposed AL amendments to the protocol and s 
call for a suspension of the meeting 

worst possible time 

rejected. He was sympathetic to humanitarian ı 
commented it was unfortunate that political deb. 
Golan Heights and Shabaa Farms hampered pr 
normalizing the status of all national societies 
Kuwait could not V'stray from the Arab or Islamit 


and career development. All EL generalists and specialists from EUR are welcome and encouraged t 
ne 8, in a unanimous vote across all party lines, the French National Assembly approved the UNESC! 


\BABA 1638 1. (SBU) SUMMARY: At a meeting of ambassadors from IGAD member states and don 


Affaires, a.i., Егіс T. Schultz under Section 1 .4 b/d ------- Summary ------- 1. (C) The Managing Dire 


vo men and are, as of noon June 15, still holding hostage three others in northwestern corner of the F 


MX SUBJECT: AMLO ANNOUNCES A SUBSIDIES PROGRAM Sensitive but unclassified, entire te 


Column 3 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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ineffective Commission on Human Rights. He: 
Israel would be inappropriate 

little influence on some of the more belligerent ( 
and would side first with the GCC and then the. 
controversial issues. Nonetheless 

the agenda for the Council and was pleased the 
to remain engaged on the issues by working wit 
international community. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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looked forward to learning more about the third 
assistance for meeting the essential needs of tr 
Palestinians 

Jelstad stressed that such support should inclut 
transferring Israel\'s value added tax revenues ( 
Arabic funds) to the Palestinians. 

Visit Oslo\'s Classified website: 
http://www.state.sgov.gov/p/eur/oslo/index.cf m 
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in this part of the world 

belongs to all of us.\" He expressed openness | 
initiative 

to the Contact Group being formed at a meetinc 
June 15. Sudanese and Uganda reps expresse 
move quickly to support the TFG militarily; Sude 
lifting of the arms embargo. The Ethiopian repr 
the AU 

protect and support a legitimate government rec 


TY ASSESSEMENT VISIT REF: STATE 50595 1. (U) SUMMARY. The port and airport of Banjul we 


1.4 (b) and (d) 1. (C) Summary: Minister of Construction and Housing Meir Sheetrit told the Ambas: 


ked Ambassador Bolton to step out of the briefing on the Council\'s recent trip to Sudan and Chad. V 


vessels are one of the primary users of the Torres Strait. Post is following up with further discussions 
ist Polo Party\'s Carlos Gaviria attained some 22 percent of the vote in the May 28 Presidential electi 


Column 3 

arms embargo or any other consideration.\" Sh 
have no time now.\" The TFG rep stated that th 
Parliament had approved international intervent 
that of front-line states like Ethiopia 

to counter the advance of the ICU. Comment: t 
comments gave post the sense that IGAD state 
Ethiopia -- might act militarily in Somalia even ir 
absence of UNSC approval if the TFG appears 
jeopardy. END SUMMARY. 


2. (U) Charge and Pol/Econ Counselor attendec 
(Inter-Governmental Authority on Development) 
June 15 in Addis Ababa 

Embassy. In attendance were ambassadors or 
from most IGAD states 

Kenya and Djibouti 

including major European nations and Japan. \ 
issues were dealt with 

agenda. 


3. (SBU) IGAD Executive Secretary Attalla Best 
group that neither the international community r 
Transitional Federal Government (TFG) have r 
enough to bolster the latter\'s effectiveness sinc 
from the peace process in 2004. This lack of pı 
vacuum that has now understandably been fille: 
Courts Union (ICU). This development had tote 
scenario in Somalia. Beshir noted that both Soi 
and the ICU had opposed the TFG. The ExecS 
that \"по one is happy to have fundamentalists i 
the world 

of us.\" 


4. (SBU) He expressed openness to any initiati 
for close coordination of any initiative through IC 
African Union (AU). He strongly urged that IGA 
be added to the Contact Group being formed at 
New York June 15. Beshir noted that at their re 
in Nairobi 

with a peace support mission to strengthen the 
waited for two years for action from the UNSC c 
embargo 

intervened in Somalia unilaterally with arms. Be 
that a unilateral intervention 

New York 

and coordinated initiative was desirable. 


НЕ MAN BEHIND HONDURAS\' EFFORT ТО GET INTO PETROCARIBE REF: TEGUCIGALPA 10 


; of six cables on transition issues in Mexico. We need to intensify the effort begun this year to engac 


1e invitation of the GOP, Venezuelan President Hugo Chavez will visit Panama on June 22 for a one-c 


gic cooperation between Peru and Colombia on issues such as counternarcotics, anti-terrorism, and 
1 e-mailed to EB/IFD/OIA - Roseli, to L/CID - Menaker, and to WHA/CAN. WILKINS 
avo Alvarez and to the MFA\'s Counselor for Human Rights Gabriel Winters. Both officials were famili 


elivered ref A demarche conveying US priorities and concerns on the upcoming inaugural session of: 


TROCARIBE DEAL REF: A. A: TEGUCIGALPA 1026 AND PREVIOUS B. B: SAN SALVADOR 0( 
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5.(SBU) TFG Ambassador to Ethiopia Abdil К: 
that while the TFG had been blocked from estal 
in Mogadishu 

authority with social service networks 

schools the distorted the views of a generation ı 
Three months ago 

\"anti-terror alliance\" to confront the ICU saying 
they were \"working with the Americans.\" Fara 
there had been no \"popular uprising\" in favor c 
rather Somalis were simply fed up with the reigr 
warlords. 


6. (SBU) Now the ICU was advancing toward th 
Belet Dweyne 

forces were reinforcing for a move toward Baidı 
for its part 

lightly-armed militia of 7 

communique of June 13th had prompted the IC 
its military campaign 

possible in advance of any international interver 
their wake 

soccer fans for watching the World Cup on tele 
Taliban-style. The TFG rep urged that the inter 
community not allow the ICU to tighten its grip c 
Somalia. 


7. (SBU) The Ugandan Ambassador said the si 
affected all IGAD members and partners. \"It is 
interest to do whatever we can to contain and re 
current trend by supporting the TFG 

recalled the example of successful international 
Burundi 

far.\" 


8. (SBU) The Sudanese Ambassador echoed tr 
comments 

militarily and politically. How can you tie someo 
throw him into a river and expect him to swim.\" 
rep stated that if the international community we 


une 14 some insights on the coming election. He was adamant that despite the usual glitches, electi: 
irst forms of child labor in Panama. Emboffs attended the signing ceremony, held in a school gymnas 
ONDURAS: FIRST OFFICIAL BOLIVARIAN CIRCLE MEETS (CORRECTED COPY) REF: TEGUCI 


. THIS TELEGRAM. ALREADY SENT OUT AS ULAANBAATAR MRN# 461. ZFRZFRZFR ULAAN 
ZFR ZFR ULAANBAATA 00000463 002.2 OF 003 ZFR ZFR ZFR CANCEL THIS TELEGRAM. AL 
ndi's striking miners rejected the June 14 agreement which had been reached between the U.S. con 
ummary: Urged by members of the New Zealand business community, the New Zealand governmer 


overage June 15 on the new arrangements for cross-Strait charter flights; President Chen Shui-bian\' 


'nbaiuly and his associates began June 14 in Taldykorgan, a regional capital several hours\' drive fron 


ered Ref Ademarche in a meeting with Interior Minister Sherpao. (The meeting also covered a broad 


ons. Minister Sherpao said he had read the 2006 TIP report and found the section on Pakistan to be 
ic Islands. U.S. influence in the Pacific is greatly constrained by a lack of public diplomacy resources, 


Classified By: Political Counselor Velia De Pirro. For Reason: E.O. 12 958, 1.4 (b). Summary ------ 


une 14 meeting in Ramallah with Palestinian Red Crescent Society (PRCS) president Yunis al-Khatik 
R) completed its work on the bylaws June 14. The CoR will now move on to the formation of commit 
pects to coordinate an ambitious energy initiative for the country\'s 2007 EU Presidency in the first ha 


Column 3 

and Uganda to go in to Somalia 

embargo. Heavy arms would be needed to con 
situation. \"If we just sit here and keep talking 
will advance all the way to Djibouti 


9. (SBU) Ethiopia\'s representative to the AU 
Zewde told the group that the ICU was not mon 
elements might be willing to engage the TFG. € 
claimed that ultimately clan loyalty would trump 
to the extremists. Nonetheless 

the collapse of the TFG. \"IGAD members mus 
support a legitimate government 

this commitment should not be contingent on ar 
or any other consideration.\" It was important tc 
quickly as possible; \"we have no time.\" 


10. (SBU) TFG Ambassador Farah intervened c 
the Transitional Federal Parliament\'s decision t 
to authorize international intervention to suppor 
including from front-line states like Ethiopia 
Djibouti. He recalled that warlords \"had turned 
against Ethiopia 

Uganda rep chimed in to say that a mission in S 
be big and dangerous and Uganda would welco 
the job. She also argued for adequate financial 
force size to succeed in a difficult environment. 


ADDIS ABAB 00001691 003 OF 003 


EUROPEANS AND USG CAUTIOUS 


11. (SBU) Several European ambassadors inte! 
caution to the discussion. The Greek ambassa 
the need for urgent action 

time solid preparations and a firm institutional u 
for intervention. He asked how the UN arms en 
impact any intervention 

upcoming Banjul Summit of AU heads of state i 
He also wondered whether a new AU resolution 
from the Peace and Security Council (PSC) to г 
military action. (NOTE: An AU PSC meeting be 
after the IGAD meeting. END NOTE). British ^ 
Dewar 


lawke, Director, Pacific Group, New Zealand\'s International Aid & Development Agency (NZAID) to c 


AID/ANE/CLEMENTS AND GH/CARROLL DEPT ALSO PASS TO HHS/WSTEIGER/ABHAT/MSTLO 


the request of the GRP and with support from Ambassador Kenney, four US Environmental Protectio 


orities have steadily intensified their already significant repression of flash-mob activists. Police tactic 


› Vukas and MFA Assistant Minister for Multilateral Affairs Pjer Simunovic will travel to Baghdad in ear 
ivchik, told DCM that prosecutors dismissed her complaint against the authorities\' failure to investige 
ylass diamond-shaped monstrosity on the outskirts of Minsk, was again postponed. Although the aut 


Column 3 

consultations between the Contact Group and tl 
Dewar noted that the UN had recently agreed tc 
PSC\'s request to reconsider the arms embargc 
rep also questioned whether there was a viable 
a peace support operation to implement. The $ 
Ambassador suggested a high-level meeting of 
Monitoring Commission (CMC) to express supp 


12. (SBU) The above comments gave post the : 
states -- particularly Ethiopia -- might act militari 
Somalia in advance of any UNSC decision on tt 
intervention if the TFG appears to be in jeopard 
HUDDLESTON 
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68728 
went on to urge Jammeh to V'exercise mercy\" ¿ 
convicted plotters \"in a spirit of reconciliation. V 


JAMMEH\S RESPONSE 


3. (U) In his media comments 

countries\" had been involved in the overthrow : 
also stated that he was not accusing Senegal o: 
He went on 

any plotters found in Senegal V'in order to avoid 
between The Gambia and Senegal." Jammeh 
merciful treatment of plotters proposed by Wad: 
the cards 

plotters 


COMMENT 


4.(C) There was no advance announcement o 
and his gesture to Jammeh in making the visit v 
most noteworthy aspect. The visit occurred ag 
backdrop of heightened bilateral strains due to . 
suspicions of a Senegalese hand in the failed pl 
GOSY harboring of ringleader Cham (refs a and 
from Jammeh\'s remarks 

those suspicions. Although there was no ment 
Casamance issue in the two leaders\' reported 
is hard to imagine that this key bilateral concern 
surface in some way in the talks. We note 
Wade\'s suggestion to Ambassador Jacobs of . 


ual university performance evaluation program. Local universities have worked to comply by diversify 


arche to Sumedha Ekanayake, Assistant of UN and Multilateral Affairs at Sri Lanka\'s Ministry of Fore 


Sensitive but Unclassified - Not for Internet - Protect Accordingly. ------- Summary ------- 1. (SBU) On 


IBJECT: CHINA: IS INDUSTRIAL OVERCAPACITY OVERWHELMING, OR OVERHYPED? 1. (SBL 


Column 3 

cooperation with dissident MFDC leader Salif S 
as well as media reports of the mid-June resum 
clashes between Sadio\'s forces and opposing | 
northern Casamance 

for an early opportunity to meet with newly appc 
Senegalese High Commissioner Mamadou Fall 
media as former senior Foreign Ministry advise 
take on the Casamance angle and other bilater: 
END COMMENT. 

STAFFORD 
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Sao Paulo State Secretary of Environment Jose 
in center-right O Estado de S. Paulo (6/20): \"Ігг 
limits imposed on its sovereignty by the Non Pri 
and by doing that has created an enormous pro 
International Atomic Energy Agency (IAEA) that 
application of political and economic sanctions : 
intervention by the UN Security Council or even 
action 

clandestinely from Pakistan uranium enrichmer 
ignored IAEA controls. By doing so 

really intended to develop nuclear weapons... / 
however 

develop all nuclear technology - including that ir 
enrichment - provided that the purpose is a pea 
problem is that the US does not accept that Irar 
uranium enrichment for peaceful purposes bec: 
clandestine activities in the past 

nation as a reliable partner." 

McMullen 
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was smoothly and professionally mixed with foo 
crowd filmed by a camera on a long boom. Wh 
arrived 

Al-Enezi to pause and note to the crowd proudly 
\"Representatives of the American Embassy. V 
Al-Enezi focused on a variety of issues 
opposition to the establishment of political partie 
ability to obtain Government favors for his const 
also promised to introduce legislation writing off 
personal loans of all Kuwaiti citizens. He was jc 
Awwad Barad Al-Enezi 

in a different district 

ShiVa family in the district. Both spoke on Khal: 
Awwad 

with him politically and ideologically 

Khalaf\'s character 


and career development. All EL generalists and specialists from EUR are welcome and encouraged t 
vorth. An internet search found another, slightly older list that is nearly identical to the first. Post canı 


ie strike shutting down NITEL ended the evening of June 13, then resumed the afternoon of June 14 


1. (U) Cameroon has been hit by four strikes in the first two weeks of June, some of which are rela 


Column 3 

3. (SBU/NF) After the speech 

for the massive feast laid out on the ground out: 
at these events involves 7-8 men squatting arot 
of rice and lamb 

using their hands. EmbOffs were treated to the 
platter 

skill. 


4. (C/NF) A 32-year old cousin of Khalaf\'s told 
he was skipping work in June due to the deman 
campaigning. He explained that during the day 
the tent where World Cup matches were shown 
television 

campaign rallies or visited the diwaniyas of mer 
drum up support for his cousin. (Note: In some 
there are more than ten thousand diwaniyas 
every family. See ref B for an overview of Ким 
culture. End note.) Asked about the impact of 
he said he believed the turnout among female v 
very low in tribal areas like Al-Enezi\'s because 
to him 

bothered to queue at polling stations. (Commer 
tribal supporters have suggested that female tuı 
quite high in their districts since women will be c 
to support their tribe\'s candidates in the electio! 
comment.) 


5. (SBU/NF) Not having adequate time to deve 
campaign style 

setting up tents and serving meals 

elaborate scale. Aisha Al-Rashaid has seating ` 
1 

along a major thoroughfare. Her picture adorns 
size posters 

Hind Ben Al-Shaikh set up separate areas for w 
but her supporters chose to intermingle in the la 
chandelier-lit tent. According to both supporters 
critics 

history of election campaigning (\"even better th 
according to one contact) and there is lots of cu 
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about who catered the event. Even those candi 
limited financial means feel the burden to entert 
potential voters. Contacts report that many of tl 
running for office 

and campaign staff 

served. Generous hospitality is part of the cam 
culture 


fter police moved protesters away from the mine site. The governments attention to the Boroo situa 


th the PRC Embassy in Bangkok. The Chinese asked about the 19th US-ASEAN Dialogue that took 
Mexander Kmentt, Austrian MFA Director for Nuclear Nonproliferation. Kmentt assured us that Austri: 


Sonference on Disarmament (CD). MFA Head of Nuclear Affairs and Non-proliferation Paul Wilke sa 


outs most of the Republic of North Ossetia off-limits to foreigners. Local authorities began enforcing ` 


CSHAPIRO E.O. 12958: N/A TAGS: AMED, ECON, KSTH, TBIO, KFLU, EAGR, HK, CH SUBJECT: 
he Consul General\'s (CG) recent speech encouraging business to be proactive in addressing worse! 


Column 3 

ostentatious events regretted that several candi 
tents he visited had solid platforms--but without 
the regular distribution of flyers 

chances for being elected were minimal. 
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For more reporting from Embassy Kuwait 
http://www.state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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votes. Balcytis needed 67 votes to secure the [ 
ministership. Voting fell along party lines. The 
Democrat-led coalition 

National Farmer 

supported Balcytis. The Conservatives 

Liberal Movement voted against his candidacy : 
The Social Democrats expected the Labor Part: 
Balcytis 

abstained 


3. (SBU) The Social Democrats engaged in inte 
Labor\'s current cabinet members in an effort tc 
but with little effect. Acting Labor Economy Min 
Kestutis Dauksys on Friday publicly rejected the 
Democrats\' suggestion to leave the Labor party 
cabinet as an independent. 


WHAT TO EXPECT NEXT: ANOTHER RAINB( 


4. (SBU) The President now has 15 days to pre 
prime ministerial candidate to the parliament for 
consideration. Social Democrat negotiator and 
Minister Gediminas Kirkilas stated publicly that | 
the most realistic way out of the current political 
is to renew talks of a rainbow coalition led by thi 
Democrats and Conservatives. Conservative L 
Kubilius says he is open to further discussions ¢ 
rainbow coalition and that if the President picks 
that he will invite the Social Democrats to join tr 
coalition. President Adamkus 

to Turkey 

before making any statements about possible c 
also restated his opposition to holding pre-term 


5. (C) Vaclav Stankevic 


sannot ensure the safety of Serbs who return to Kosovo, according to CCK deputy and Protocol nego 


AATAR 155 Classified By: EconMinCouns Kurt Tong for reasons 1.5 (b,d) SUMMARY 


ç officer Aziz Зем on June 15. Sevi had no immediate response, but said he would pass the demarct 
ion, counseling and rehabilitation, and public enlightenment. NAPTIP accepted the report in \ 


ins into President Chen Shui-bian\'s son-in-lawWs role in an insider trading scandal and the roles of Fi 


; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; CINCPAC FLT/PA/ COMNAVFORJAF 
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one in the parliament was surprised by the vote 
was unfortunate the Social Democrats promise« 
an easy approval. He suspects the Conservati\ 
which includes the Homeland Union 

Liberal Movement 

for PM and that Kubilius will invite the Social De 
National Farmers to join in a rainbow coalition. 
Masiulis 

bloc has also initiated talks with the National Fa 
Civil Democrats to encourage them to join the C 
bloc. (Note: This formula would create a bloc o 
two short of a majority -- without the Social Der 


DISSENT WITHIN THE SOCDEMS? 


6. (C) Simonas Satunas 

told the Charge on June 19 that the SocDems v 
an internal power struggle between Balcytis anc 
Defense Minister Gediminas Kirkilas. Many So 
Satunas said 

join the KGB in the 1980s and allegations that E 
may be linked to the fraudulent use of EU funds 
an electoral liability. Satunas told us that the mi 
Democrats therefore preferred Kirkilas to Balcyl 
The Social Democrats uniformly supported Balc 
vote 


COMMENT 


VILNIUS 00000581 002 OF 002 


7. (C) The PresidentVs options for Prime Ministe 
given his desire to keep Labor 

the Liberal Democrats of impeached ex-Preside 
Paksas (a total of 49 MPs) out of any ruling coa 
While programmatic differences are a clear obs 
joint Conservative-Social Democrat coalition 
are keen to avoid pre-term elections 

still see Kubilius as too uncompromising to bec 
minister 

choices. 

TKELLY 
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of America." The judge later quoted the public 
saying that LabwaniVs calls for increased econo 


iil Eelam (LTTE) claymore mine attack on a civilian bus on June 15 and limited Sri Lanka military rete 


Column 3 

political pressure via diplomatic channels was tc 
calling for an invasion. While citing LabwaniVs i 
with al-Hurra as the basis for the charges 
announced he would consider allowing a video ı 
to be shown in the courtroom. The judge also r 
Labwani could present an oral defense on his o 
rather than the traditional written defense by the 
team. Human rights lawyer and defense team r 
Zeitunah told Poloff June 20 that the defense la 
skeptical that the judge will permit the video to I 
but that they support LabwaniVs decision to pre: 
defense personally. The next trial date is schedi 
16. 


2. (C) JAMMOUS\'S CHARGES REDUCED А: 
IN PRISON: According to press reports 
Communist Action Party leader Fatteh Jammou 
been reduced from a felony to a misdemeanor I 
presiding over his case. Jammous 

will thus face a maximum sentence of six montt 
rather than the life sentence or even execution | 
initial charge of encouraging a sectarian civil we 
Post contacts have also reported that Jammous 
be released shortly (as per normal criminal cour 
for defendants accused of misdemeanors) until 
trial date has been set. 


3. (C) The London-based Syrian Observatory 1 
has reported that Jammous is being beaten by | 
inmates without any effort by prison guards or o 
stop the abuse. Both Jammous and his family ! 
unsuccessful complaints in the last two weeks v 
prison administration asking that he be moved t 
cell. Jammous is being held with prisoners facii 
convicted of criminal charges 

society activists also being held on criminal cha 
Adraa. 


4. (C) PM FIRES 17 DAMASCUS-BEIRUT DE 
AND SUPPORTERS FROM PUBLIC SECTOR 
reports 

17 signatories and supporters of the Damascus 
Declaration (DBD) from their public sector jobs. 
individuals worked for the ministries of educatio 
education 

information 

including DBD detainee Suleiman Shummar 
itself 

document issued in early June in support of the 
signatories. Otri dismissed the government em 
article 137 of the 2004 Law #50 


nnsum. 2. As per reftel, no assistance is required. SECURITY ADVISORY: 3. Since July 9, 2004, 1 
1. (C) Summary: The Democratic Party (DP) is the only one of Hong Kong\'s four largest political pa 


3; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; CINCPAC FLT/PA/ COMNAVFORJAI 
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to dismiss employees without citing a reason. / 
press accounts 

committee that included the ministers of justice 


5. (C) ABDULLAH CASE MOVED TO MILITAI 
Zeitunah 

that Syrian Military Court is the correct jurisdictit 
the pending cases against father-and-son activi 
Mohammed Abdullah. This marks the third time 
been moved 

Security Court (5580) in early May and subseq 
the criminal court (ref B). Zeitunah noted that tr 
charge of insulting a public official (in this case 
judge Faez al-Nouri) is in fact only prosecutable 
military court system as it falls under the Emerg 
In addition 

According to Zeitunah 

elder Abdullah 


DAMASCUS 00002976 002 OF 002 


weakening the country\'s dignity during a time o 
his writings. Zeitunah noted that this latest deci 
probably not a SARG stalling tactic 

indication of the judicial systemVs confusion reg 
case. 

SECHE 
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routinely fail to appear at trial. V'If this had been 
final ruling 

39 

their investigation to the three defendants 
determine whether higher-ranking security offici 
authorized the bombing. 


7. (U) Still 
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Turkey\'s predominantly Kurdish southeast. Yilı 
bookstore owner 

verdict 

attacks in the future. Esat Canan 

Republican Peoples\' Party 

outspoken about the bombing 

a warning to all public servants who think they a 


irs Section. He revealed that Norway already joined a demarche with the EU, Canada and Switzerlan 


Column 3 
law. 


8. (C) The Semdinli bombing sparked a series c 
clashes between demonstrators and security fo 
five protestors were killed. At the time of the bc 
local residents caught the two Jandarma official 
scene. In the subsequent confrontation 
opened fire on the crowd 

several others. The sergeant is currently on trie 
Malatya Province. That initial clash was followe 
in cities across the southeast. A number of con 
cited the bombing 

increasing anti-government sentiment in the soi 
D). 


9. (U) The bombing also led to tensions betwee 
Justice and Development Party (AKP) governm 
Turkish military. Military leaders were angered' 
public prosecutor in Van Province named Land 
Buyukanit 

General Staff this August 

Some alleged that AKP was behind the indictm 
leaders virulently denied involvement. The Higt 
Judges and Prosecutors fired and disbarred the 


10. (C) The speed of the trial 

verdict 

demonstrate that the Turkish judiciary is capabl: 
prosecuting members of the security forces. St 
is far from over 

doubt whether the convicts will ever serve heav 


Visit AnkaraVs Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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forwardW and something that V'should be built u 
said Aboul Gheit stated that Egypt would concei 
the mechanism works 

to develop the mechanism. Labib 

final version of the TIM 


/ five percent of votes to enter parliament. The \ 


)MINATION ---------- 1. Post is pleased to nominate Procter & Gamble (P&G) Philippines for the 200 


ier distorts the NGO scene in Nicosia and restricts opportunities for Cypriot activists and organizatior 


Column 3 

contents 

modalities for delivery of \"basic needs allowanc 
the needs of the \"poorest segments of the popı 
further questioned what Israel would do with the 
holding on behalf of the Palestinians from custo 
it had collected 

contribute to the TIM. 


2. (C) Also on June 20 

League Secretariat Chief of Staff Hisham Yous: 
reftel demarche and explore AL thinking with re: 
participation in the TIM. Youssef 

of the TIM he had received from the EU and the 
listed four general areas where the League had 
The TIM 

discuss eligibility for Window III \"allowances.\" 
selection of international banks for payments to 
Palestinians was another specific area where th 
needed clarity. Youssef also sought clarity on | 
discussing \"an agreed upon process of validati 
certification 

the last section of the TIM 

interest in understanding what was meant by a' 
study of modalities\" being undertaken to put the 
place. Last 

the TIM 


3. (C) Asked about the League\'s plans for disti 
its accumulated funds intended for the Palestini 
Youssef stated that the League was still explori 
and would be helped greatly by additional clarifiı 
details of the TIM. Youssef specifically did not r 
use of the TIM by the AL 

\"never agree\" to paying benefits or salaries to 
care workers 

workers 

response to poloff\'s point about the importance 
salaries 

aid 

supervised. We can not 

the government fail.\" As we have told you 
support paying salaries directly to individuals 
have the Office of the President as our interloct 
agree to make any transfer of funds transparen 
accountable. Israel 

million of Palestinian customs revenues 
pressure from Washington or the Quartet to rele 
funds. 


4. (C) Poloff also spoke June 20 with Oliver Ne 
deputy at the European Commission Delegatior 


JIC), Ministry of Foreign Affairs. Faquira confirmed that the САМ would be represented at the June: 
ric T. Schultz under Section 1 .4 b/d ------- Summary ------- 1. (C) National Constitutional Assembly ( 


2 of confidence in the peaceful nature of Iran\'s nuclear program, stressing Iran\'s need to halt enrichr 


Column 3 

whether the Delegation had received instruction 
the GOE or Arab League on this issue. Nette s. 
mission had received a copy of the finalized TIN 
specific instructions to approach the Egyptians ‹ 
League. Nevertheless 

delegation would seek to discuss the issue with 
members of the GOE and Arab League soon. 
RICCIARDONE 
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Initiative Ministerial Meeting" in Russia June 26 
accompanies President Ahmet Necdet Sezer or 
Moscow from June 28-30. Gul announced earli 
to Washington on July 5. Meanwhile 

Zebari and International Atomic Energy Agency 
General Muhammad al-Baradei are also expect 
July 

visit. 
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Top Business Group Urges 12 Years of Compu 
Hurriyet 

The influential Turkish businessmen\'s group TI 
for education reform in its report 

Growth--The Turkish Experience 

should be extended to 12 years (from the currei 
that the curriculum should be revised. TUSIAD 
said Turkey was well behind other nations in de 
resources. \"Turkey\'s economy has the potenti 
percent growth between 2006-2020 

addition to the ties between productivity and hui 
emphasized. The report also calls for the reforr 
education 

World BankYs Education Sector Study (ESS) he 
Turkey\'s education system needs comprehens 
bottom. 


Editorial Comment: Palestine 

Omer Taspinar 

logic might tell us 

problem is against the interests of many Arab le 
Palestinian state is established 

will find themselves in a very difficult position. T 
Palestine and Israel living in peace side by side 
threat to Arab leaders. If and when this happer 
opinion will naturally focus on in-house issues 


EJAD A DIFFICULT GUEST) Classified By: Charles N. Silver, A/DCM. Reason: 1.4 (b. d) 1. (С) We 
1g to MFA U.S. Division Chief Mehdi Ferchichi. Ferchichi said that Foreign Minister Abdelwaheb Abd: 
elivered reftel demarche on building support for Guatemala in the 2006 UNSC election to MFA U.S. E 
dolicy, German Interior Minister Schaeuble has decided to organize a conference and meet directly w 


;ommission (CFC) met in ΕΙ Fasher, Darfur, the first meeting following the May 5 signing of the Darfui 


заа thanked us for the notification and assured us that he had the information he needed. SCHIEFFE 
enjoyed rising support in Taiwan. Following this trend, some anti-nuclear proponents have spoken οι 


LSO PASS TO USAID/ANE/CLEMENTS AND GH/CARROLL DEPT ALSO PASS TO HHS/STEIGER 
o Parliament passing the necessary legislation, the UK would allow the former President of Liberia, C 


The trial of New York Times researcher Zhao Yan on charges of leaking \ 


uesting that the U.S. Government consider providing termprary GSP access for textile and garment c 
1 June 25-27, 2006. The purpose of the travel is to lead an international scan on \ 


Column 3 

and incompetent regimes. In the absence of a 
Arab regimes will undoubtedly face growing pre 
democratization. In a nutshell 

issue means prolonged rule for Arab dictators 
genuinely desire that a solution be found.\" 


TV Highlights 
NTV (8 a.m) 


Domestic News 


- Turkish Cypriot \"Prime Minister" Ferdi Sabit | 
Foreign Minister Dora Bakoyanni\'s \"European 
a tactical step aimed at easing Athens\' troublec 
island. 


- Ankara has to meet the requirements of the Eı 
Rights by June 22 to solve the issue of disputec 
properties in the north of the divided island. 


- Lithuanian President Valdas Adamkus is to art 
Tuesday at the official invitation of President Ah 
on a two-day visit to discuss bilateral ties as wel 
international topics. 


- Moody\'s Vice-president Kristin Lindow said Tt 
would not be pulled down. 


International News 


- An insurgent grouping tied to al-Qaida\'s Iraq k 
responsibility for the abduction of two US soldie 
diplomats in Iraq 


- The US and Iraqi forces sealed off the Sunni r 
by setting up new checkpoints on all the entry a 
bid to eliminate the insurgents. 


- The chief prosecutor in the Saddam Hussein t 
death penalty for the ousted Iraqi president and 
defendants. 
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-US 
preparing to test the long range Taepodong-2 n 
House Spokesman Tony Snow said if Pyongyar 
test 


vel is to attend and make an oral presentation, \ 


articipate at the training course on the security of nuclear research reactors. 2. As per reftel, no assi 
id and present a paper at the Fate of gas in the galaxies conference at the National Institute for Astrc 
| Financial Intelligence Stuart Levey met with UK officials on June 7 to discuss possible financial mea: 


America Division Director Setsuo Ohmori on June 16. Ohmori subsequently requested clarification ‹ 


ECT: MEDIA REACTION REPORT - Guantanamo Afghan Violence Somalia U.S. Midterm Electoral ( 


6906 B.ADDIS ABABA 1646 Classified By: CHARGE VICKI HUDDLESTON FOR REASONS 1. 


ialia Monsignor Lucio Sembrano voiced support for U.S and international community efforts on that ci 


e 16, the DCM delivered the Trafficking in Persons (TIP) demarche to Cambodian National Police Co 
ndments. Muller said the Dutch fully support the U.S. position and share our views on the matter. He 
г. According to Vogelaar, the NGO law was raised in the June 6 COLAT working group, at the EU. Oi 
n 14. 2. (C) SUMMARY. The GOB\'s impression of the June 5 Black Sea Forum in Bucharest was gi 


Column 3 


- Sources close to Prime Minister Andres Fogh 
has been pressing Denmark to close the Coper 
broadcaster Roj TV. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
WILSON 
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on June 16. They quoted Kayode Are 

SSS 

the protection of national interests when carryin: 
duties.\" He continued 

falsehood to incite people 

to happen.\" He added that the media should nı 
story 

violated the national interest. Aruleba was relea 
in the evening of June 15 

further questioning on June 19. 


3. (C) AIT station manager Mr. Mac Amarere p 
additional details of the arrest. He said SSS ag 
him the arrest was due to a broadcast the previ 
Aruleba had said a presidential jet was recently 
second hand from a German company. That w 
because President Obasanjo had recently requ 
completely new jet. Accounting for the price dif 
between a new and used airplane would be diffi 


4. (U) Incidents concerning journalists still seer 
more the exception than the rule. However 
picked up during and after the debate about the 
issue. For example 

President Obasanjo\'s third term plans from AIT 
Freedom Radio in Kano had their broadcasts re 
April for \"unprofessional conduct." On March 2 
Jega was fired as editor of the government own 
Newspaper. There was no explanation for thes 
the GON. 


5. (C) COMMENT. SSS has not stated publicly 
violated the national interest with his reporting. 
least possible that the explanation offered by Mi 
correct and that the presidency is trying to cove 
incident of corruption. However 

frequently appear in the local press. It is also pi 
that SSS is trying to create a controlled environi 


to the National Telecommunications and Information Administration (NTIA) public meeting on July 26 
the Foreign Ministers of those two countries. As late as last month, the Dutch had hoped the meeting 


America desk officer Dimitri Vogelaar. According to Vogelaar, the GONL is highly likely to support the 
deputy DG for Central America, Caribbean, and Mexico Carmen Diez on June 15. She replied that Ν 
elandic MFA officials indicated agreement on most key issues for the June 19-30 first session of the L 
(D1), which passed them to Greece\'s Ambassador in Geneva and former D1 head, Frangisko Verros 


INS 1.4 (B) AND (D). -------- SUMMARY: --------- 1. (C) Chad\'s political opposition intends to tell the 


ummary: MFA IO DAS-Equivalent for Human Rights Beatrice Le Fraper du Hellen concurred with the 


viously his wife helped to support the family with various jobs, which included teaching and cashierint 
pal (GON) took further actions to curb the powers of the King. The House of Representative passed 
iosition on membership, including the addition of Magen David Adom to the International Red Cross г 
cy. Lehmann noted that Denmark fully supports the U.S. opinion that the inaugural session of the Hu 
urther demonstrating the divisions in the United Progressive Alliance (UPA), (Reftels), Left parties ma 


n in Diyarbakir in 1987). They were following him when he came to Tarsus and attempted to enter th 
y: A/PoulCouns Atul Keshap for Reasons 1.4 (B, D) 1. (C) Summary: USAID South Asia Regional Init 


dvisor told us June 16 that during the first meeting since Prime Minister Koirala resumed the post, Kc 
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transition of power in 2007. This would be cons 
Are\'s press statement saying that the media mı 
the polity in the transition period. END COMME 
FUREY 
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Mr. Nabeel Al-Fadhel wrote in the conservative 
Al-Watan: \"Everyone is talking about corruptior 
have no doubt that corruption is a wide spread [ 
actually supportive of every effort to combat this 
Nevertheless 

candidates. As for the former MP\'s who are se 
have no respect for their calls to fight corruption 
MP\'s who are making noise today about how ct 
the public sector are either stupid or cowards. T 
they have just found out that corruption does in 
society. But 

because they did not do anything about it when 
during their last parliamentary term. The fact the 
talk about corruption is coming from former MP' 
what we should expect if they were re-elected.\" 


-- Fouad Al-Hashem sarcastically commented ir 
conservative Al-Watan 

leadership of President Bush 

warrior of Arab and Muslim nations 

photos of candidates\' wives 

during this election.\" 


-- Independent Arabic daily Al-Rai Al-Aam publi: 
Wavel Al-Hassawi 

under the headline Al-Saadoun Forum. Dr. Al-t 
\"The forum was almost a political declaration tr 
coup. | have a few things that | want to say abot 
first 

not exceed the limit of counseling 

lead him on the right path. Charging other peor 
the ruler has it negative consequences that may 
in the near future; second 

that corruption exists in our public sector 
reform and restructuring of our election system: 
not forget that we were the ones who voted for 1 
the last election. Third 

young men and women who are eager to make 
leading the movement of reform and change. TI 
reform is coming no doubt 

they were the ones who instigated these change: 


-- In an opinion column carrying the headline V'V 
Efforts\" Dr. Tariq Idrease 
pro-government daily Al-Seyassah 


ponse Team (CERT-In) for the third time, with SciCouns and EconOff accompanying. CERT-In is pur 


ig, the Government of Nepal\'s (GON) Minister of Labor and Transport Management (MOLTM) Rame 
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working with a new press and publication law 
campaign that has become increasingly compel 
of June 29 fast approaching 

protected by our constitution. Let our democrac' 
the people decide in the end. We are calling up: 
Kuwait appear to the whole world as we have al 
free and democratic country." 


-- Former minister and columnist Dr. Ali Al-Bagt 
headline V'MPVs and Tribulation\" in the modera 
Al-Qabas 

Parliament at the end of this election. Women c 
and they can do a better job than men. Men ha 
the Parliament for decades 

changes. Why not give women a chance? They 
a democratic boost." 


-- Мг. Ahmed Al-Saraf echoed Dr. Al-BaghliVs р 
Al-Qabas that carried the headline V'Let Us Brin 
Change 

vote for women in this election. And | call upon : 
relatives to follow my example. | am for bringin: 
parliament and the composition of our legislativi 
last thirty years only a few men in the parliamen 
maintain their political integrity 

honesty. Women psychologically and physiologi 
equipped to do their job with honesty and integr 


-- Dr. Sajid Al-Abdaly 

moderate Arabic daily Al-Rai Al-Aam respondec 
Interior comments on the integrity of the electio! 
which was headlined V'The Honesty and Contro 
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Abdaly responded 

experiencing an election that was announced si 
prematurely 

the vast number of female participants 
evidence of political financing and vote buying 
logical and objective to have neutral committee: 
supervise this election. If the government claim: 
is accomplished in an honest and transparent e 
prove it. V" 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk К 


For more reporting from Embassy Kuwait 
http://www. state.sgov.gov/p/nea/kuwait/?cable < 


Visit Kuwait\'s Classified Website: 


Advisor Charles K. Sciarini for travel to Jamaica July 16 - July 21, 2006. Post understands the travelk 
| to Jamaica July 2 - July 8, 2006. Post understands the traveler is to speak at the Caribbean Financ 
‘ic Edelman that establishing a stable Iraq requires improved intelligence coordination, a comprehens 


ліпа System and AN/ALE-47 Countermeasure Dispensing System to the Government of Iraq. These 
n League Against Rheumatism). 2. As per reftel, no assistance is required. SECURITY ADVISORY: 
Against Rheumatism). 2. As per reftel, no assistance is required. SECURITY ADVISORY: 3. Since 
Section Chief Maria Egense. Egense responded June 15 by stressing that Denmark believes both A 
be meeting speaker/presenter at the meeting of Annual European Congress of Rheumatology (EULA 
w on a possible North Korean long-range missile launch to the highest appropriate level host country 
"ерке Kingma, the Director of the Dutch MFAVs Africa Department. Also present on the Dutch side w 


2 period of June 25 through July 4, 2006. The purpose of the visit is to attend the Cites Mahogany ar 
ilar to other missives issued by the UIC, portrays the UIC as a largely benevolent entity interested prit 
(C) Summary: Ambassador met with Turkey\'s Iraq Coordinator Oguz Celikkol on June 15 to discus 
hareefi, Ministry of Trade Chief of Staff, told us June 14 that Trade Minister Al-Sudani would like to re 


SONS 1.4BANDD 1. (C) Embassy received June 12 the following response to Ref B letter from 
‚ador, Turkish FM Gul and MFA U/S Tuygan provided more details about Gul\'s June 10 meeting with 


ın his way home from Macedonia yesterday that Turkey\'s new President should \ 


Column 3 
http://www.state.sgov.gov/p/nea/kuwait/ 
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TUELLER 


5. (C) Ms. Harriman said she supported the Pre 
past 
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However 

complex 

sentiment against term extension 

various opposition factions could not do without 
a common enemy -- unite them. Obasanjo\'s pi 
to tell him the truth about the mounting oppositic 
the third term. A few days preceding the bill\'s ‹ 
senators stood against the amendment. Obasa 
were lobbying the National Assembly became fr 
working hard to persuade members their way. | 
were openly talking about defeat while at the Νε 
Assembly but apparently they never told Obasa 
Obasanjo insider 

of his aides dared to tell Obasanjo the whole tru 
dared to tell him that he did not have the numbe 
they knew the measure would not pass 

incur his displeasure 

could win. Because of his aides\' mendacity 
the measure go to the floor. He still thought he 
while his aides remained silent 

doomed 


6. (C) Representative Harriman predicted the F 
Democratic Party (PDP) 

the struggle over term extension 

She said no reconciliation was possible. Harrin 
PDP National Executive Committee (NEC) mee 
followed the defeat did not even acknowledge tl 
term extension 

internal differences. The PDP would split 
Harriman 

Advanced Congress of Democrats (ACD). She 
a Senate seat from Delta State under the ACD | 


7. (C) Harriman said Obasanjo\'s reverse and t 
damage to the PDP has buoyed Vice President 
fortunes 


sh government was receptive to USG concerns on the pending EU Chemicals Directive (REACH), bu 


ins Kathy Fitzpatrick for reasons 1.4 (B)&(D). 1. (C/NF) SUMMARY: During meetings at MFA, MOD, 


ibassador Liberata Mulamula, Director of the Ministry of Foreign Affairs\' Multilateral Division, for a pu 


‘end of events in Somalia to step up its efforts for international recognition. A visit to Kenya appears t 
> of meeting with Health Officials. 2. Post understands that the traveler requires no further assistance 
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maneuvers are turning to the Vice President. C 
likely to back a southern candidate in an attemp 
Atiku and Babangida 

disorganized and will be hard-pressed to block 1 
northerners\' ambitions. 


8. (C) Harriman 

then turned to ongoing strife in the Niger Delta. 
Itsekiris are not actively militant like the ljaws. 
Itsekiris lack the economic capacity 

have the cultural inclination for sustained militar 
Harriman claimed. However 

for the ljaw militant actions among her Itsekiri 
constituents. More ominously 

the ljaw militants are profiting from their misbeh 
Despite the recent establishment of President C 
Niger Delta commission 

would be done to repair the damage in the Delt: 
to stave another round of significant militant act 


9. (C) Representative Harriman was relaxed ar 
recounted the third term battle. Her characteriz 
opposition coalition as a fragile amalgam of vari 
interests indicates that this coalition may not sul 
in the absence of a common threat. Her remarl 
health of the PDP seem accurate. Conflict with 
is tumescent and shows no sign of abating. As 
now 

Vice President loom as coffin nails for the party. 
share Harriman\'s concern for the Niger Delta a 
constituency 

electoral violence in 2003. The city is more turk 
than it was three years ago. It will become ever 
election season gets underway. End comment. 
BROWNE 
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(i.e. 

major condition for their support of a new gover 
-- The Kurds are making Article 140 implemen 
theme at Kirkuk Provincial Council meetings. 


3. (C) The Commission for the Resolution of R 


n (FNI) in Ituri surrendered June 14 to MONUC and Congolese troops in Toni (approximately 12 miles 


wing report outlines new and ongoing investment disputes between the GOA and US investors, upda 


r Thomas Adams met with representatives of Belarusian opposition non-governmental organizations 


Column 3 

Disputes is turning out decisions far too slowly t 
the north its fundamental purpose of reducing p 
Arabization. CRRPD success would not dissua 
continuing their own settlement program 

major example in Kurdish minds of how the Bac 
does not keep its promises to or serve the Kurd 


4. (S) We believe that the Kurds have reason 1 
near-term referendum in Kirkuk province will sh 
wants to join the KRG. (That is as opposed to c 
that some non-Kurds on the Provincial Council ‹ 
trying to spark.) We suspect the only realistic w 
a Kurdish victory is not to carry out the constitut 
mandated referendum. We suspect other Iraqi: 
so the preparations for and timing of the require 
the referendum may well spark argument. The 
the Kurds from continuing to create further facts 
would be for the U.S. military to stop them phys 
demarches would be enough. That said 

well be unnecessary for the Kurds to win a majc 
constitutional deadline for the referendum is the 
we expect this issue to come to a head over the 
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5. (S) Going for the Big One: Independence? 
independence and are preparing for it 

regain territory and take control of oil and other 
The KRG leadership 

most of what they want without the combat a de 
independence would spark. The Kurds are now 
autonomy: watching whether the rest of Iraq will 
democratic enough for autonomy to continue. 1 
may determine whether they later declare indep 
hope 

decide to go it alone if they thought an Iraqi imp 
them a real shot for a viable independent Kurdis 
distrust between Baghdad and the KRG continu 
certainly underpays its assessments and 
Baghdad ministries underserve the KRG. 


6. (S) KRG Unification: Keep a Pistol in Your F 
combining their cabinets on May 7 

major step forward. That said 

region that 

rivalry could again rise and destroy the new join 
government. The KRG has announced it will ta 
its two Peshmerga (regional defense forces). E 
public proclamation 


ies related to birth defects and the impact of flour fortification. 2. Post understands that the traveler re 


SUMMARY -------- 1. (C) In a June 14 meeting with econoff and FSN political specialist, MP Mosbal 


ooking forward, the GOE intends to broaden its Integration Action Plan to include initiatives designed 
for the likely outcome of Kosovo\'s final status. The UN and Contact Group stand ready to assist Sel 


y, transport, and telecommunications; respect for the rule of law; and vigorous and open trade under 
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telling us privately they had no plans to merge. 
the KDP and PUK have agreed to create a new 
force (Asayish) whose members would be vette 
We would not be surprised if 

Asayish 

Asayish. The delicacy of revealing one\'s corruj 
political rivals also will complicate merging the fi 
ministries. Deadlines come due next spring for 
Peshmerga 


7. (C) Democratization: An Educational Proces 
recite in their sleep our talking points on democ 
They also routinely announce their opposition tc 
truth 

Student Council: the students can debate and a 
questions 

principal. Part of this is the two parties\' concer! 
main opposition parties 

Kurdistan Islamic Union 

democracy were they to take power. However 
would not be willing to lose power 

opposition as benign. Therefore 

most media outlets and harasses the rest throu 
defamation suits. Party affiliation is required for 
professional job or government favor. Amid thi: 
though 

and transparency 

to appeal to public opinion. 


8. (C) Corruption/Stability. The older generatic 
PUK leaders think their years of fighting Saddar 
have earned them the spoils of victory. This is : 
wear thin after 15 years of autonomy. Most pec 
disillusioned with the parties and thus with elect 
offer no immediate hope of changing the curren 
dissatisfaction occasionally erupts in violence 
riots in Halabjah. However 

the KDP and PUK hold on power. The populac: 
Baghdad and 

would immediately turn to the Kurdish parties fo 
That said 

militia 

image 

intelligent spokesmen 

plan is to undercut the major parties over the lo! 
Islamic parties are probably making some head 
be a slow process so long as the PUK and KDP 
and bully support. 


9. (C) Despite media reports to the contrary 
Iraqvs flash point. If Iraq came to civil war 


; one of the Turkish immigrant comunity\'s greatest challenges. Prospects for greter economic integri 


their grand finale campaign programs, the last polls have been released, and the final TV debate ha: 
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to start here. That said 

next 12-18 months will pose challenges for Kurc 
that could well affect Iraqvs unity and viability. 
BIGUS 
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Minister said he was well aware of the tensions 
government has raised 

within Latin America. He sees the region as at! 
edge of yet another cycle of populist movement 
to improve the lives of citizens yet never actuallı 


2. (C) The Minister indicated that Oman would | 
upon Guatemala\'s candidacy. A Guatemalan e 
Muscat in the coming week 

agreed to meet with him. After the MinisterVs рі 
advisor Mohammed al-Hassan chimed in that C 
failed bid for a non-permanent UNSC seat only 
ago 

with a stronger opponent to Venezuela. He alsc 
Oman would look for an Arab League or OIC cc 
casting its vote. Should there be a consensus t 
Venezuela 

though he assured that Oman would not vote in 
Venezuela. The Ambassador reminded Bin Ala 
vote 

GRAPPO 


68745 

revealed to us the parties\' answers in advance 
response deadline (June 21). The LTTE wants 
the composition of the Sri Lanka Monitoring Mis 
ousting Denmark 

the SLMMVs security and renew its commitmen 
Ceasefire Agreement (CFA). The GSL answert 
points affirmatively (although the Norwegians ar 
some \'clarifications\"). End Summary. 


The LTTEVs Responses (and Norway\'s Reactic 


2. (C) According to Stangeland 

removing the Nordic countries from the SLMM. 
precipitated by their membership in the Europe: 
recently placed the LTTE on its terrorist organiz 
The LTTE wants \"absolutely impartial" (transle 
members in the SLMM 

would remain. Norway informed the LTTE that 
possible" to remove the EU SLMM members w 
it would be impossible to replace them with new 


y, transport, and telecommunications; respect for the rule of law; and vigorous and open trade under 


ooking forward, the GOE intends to broaden its Integration Action Plan to include initiatives designed 


Commission (PNDDR), on location in Guiglo for the commencement of the disarmament of the west 
lack of government response to their demands for a housing allowance and salary increases. The y 
stry of Foreign Affairs. During our discussion, we raised the points provided in reftel and again thank« 

While energy security is a concern for every country, Finland\'s somewhat unique position makes it’ 


1d assistance as part of the package of incentives the U.S., the EU3 and Russia intend to offer Iran tc 


s in advance of the first session of the Human Rights Council (HRC) with Italian MFA Deputy Political 
, Education Minister Yiannakou announced on June 13 that she would postpone submitting the draft | 
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within that period. Norway\'s June 8 letter propc 
six-month transition phase 

proposed the one month period instead. The L 
guaranty the security of the SLMM but emphasi: 
is solely responsible for actions of the rival Koru 


3. (C) The LTTE claims that it is committed to 
will remain committed if the GSL supports the C 
hundred percent.\" This troubles the Norwegiar 
Stangeland notes 

have completely followed the CFA. The Norwe« 
the LTTE to clarify this point 


The GSL\'s Response 


4. (C) Stangeland notes that the GSL has ans\ 
points in the June 8 letter \"positively 

matters \"needed to be clarified.\" He could not 
specifics. 


Short-term Norwegian Diplomacy 


5. (C) The LTTE will meet with the Norwegian 
Kilinocchi on June 21 to discuss its recent respc 
Norwegians have agreed to host a meeting at tl 
on June 29 

countries participating in the SLMM to discuss t 
demands. 

Visit Oslo\'s Classified website: 
http://www.state.sgov.gov/p/eur/oslo/index.cf m 
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and/or Iraq could take against the PKK in Iraq. 
clears this list through the Turkish interagency 
share it with us 

so until the second week of July. He asked thal 
share the list with the GOI and get the Iraqi reac 
suggested that instead Turkey discuss the list d 
the Iraqis as well. GOI officials might have theii 
on measures they may be prepared to offer. Gi 
on board. (COMMENT: We will continue to pre 
respect IraqVs sovereignty and not to treat us a: 
middleman. END COMMENT.) 


3. (C) Guven believes the timing of the next rou 
depend on the preparatory process. If all three 
quickly indicate consensus on certain measure: 


тегуепе in SomaliaVs affairs, but ended with a communique re-affirming the position that any IGAD р 


ng Principal Officer Chris Stevens, per reasons 1.4 (b) and (d) 1. (C) SUMMARY. Fatah gunmen Ju 
D. BUCHAREST 287 Classified By: Acting Political Counselor Michael Uyehara for reasons 1 .4(b,d' 


equesting each electoral group to name three representatives to a drafting group that will start work c 
> for the Secretary,s Award for Corporate Excellence for 2006. The nomination recognizes the importe 
iry. The flat tax is the flagship of the reform agenda that helped the government of Prime Minister Mil 
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could take place by late July. But 

unlikely 

August 

could take place in late August or early Septem! 


4. (C) As for venue 

the talks be held outside of Turkey to limit press 
He said this will be especially important if the ta 
unlikely to produce significant results. If it appe 
the sides may reach consensus on concrete ste 
credibly touted to the Turkish people 

prefer to hold the talks here. He requested that 
real discussion on venue until the substantive p 
progress further. Finally 

should not/not narrowly focus on law enforceme 
matters 

should focus on a range of options to fight the F 
Guven hoped to hear the USG\'s reaction to thi 
week 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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partnership. Udeogu said TCN is using British T 
a vehicle to convince the general public that its | 
NITEL is a good one because BT will be its Vtec 
partner. Udeogu complained however 

was misleading in that BT has not yet agreed to 
TCN. Vmobile Chief Operating Officer JP Snijde 
does not have the financial capital to purchase | 
technical capability to manage it 

major international partner to provide technical ἱ 
financial support. However 

affinity for ΤΟΝ 

privatization deal would likely involve TCN. 


4. (C) Obasanjo\'s alleged push for TCN involve 
privatization further unveils the purpose and des 
the corporation. Already TCN has entered into t 
business by acquiring the NICON Hilton Hotel it 
itis scrambling into a completely unrelated sect 
emergence of TCN in the various privatizations 
undermines the latter. Privatization should be in 


o develop nuclear energy for peaceful purposes on June 16 to MFA Chief of the Division of Arab and 


эти cease-fire before the fourth round of talks with the СОС on August 12. Within 90 days of the cea 


paign, see the conflict with the FARC entering a phase of more direct confrontation. They contend th 


'OMING TRADE TALKS IN WASHINGTON REF: MONTEVIDEO 00418 AND PREVIOUS Classifiec 
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move the economy out of government hands in! 
However 

friends 

can get. To the extent that President Obasanjo 
the TCN as an essential in the NITEL sale 
limpid nor is it a true privatization 

more than residual government influence before 
sale. End comment. 

BROWNE 


68749 

municipalities -- and to fill two empty seats in thı 
Parliament.\" Having been to the polls four time 
however 

elections. Those who bother to vote at all will lil 
their choices more on parochial concerns such 
local governance than on grand political questio 
Cyprus problem. Still 

could serve as a referendum on the policies of t 
coalition 

Soyer. This could be bad news for pro-settlemt 
whose post-Annan referendum honeymoon is c 
whose record on many bread-and-butter issues 
mixed. Although there is a theoretical possibilit 
CTP could lose its majority in the legislature 
fractious and lackluster opposition -- and theref 
likely to hold its own 

\"nationally\" and locally. Although a strong CTF 
could prompt a reshuffle of \"government\" ager 
\"cabinet\" portfolios 

any significant changes in the Turkish Cypriot a 
the Cyprus problem 

frustration and anger 

public expressions of support for the reunificatic 
END SUMMARY. 


ELECTION FATIGUE 


2. (SBU) The \"TRNC\" will hold elections for all 
north\'s municipalities on June 25. At the same 
in Nicosia and Kyrenia will select \"MPs\" for twc 
in the \"TRNC\" legislature -- one which was left 
Mehmet Ali Talat when he was elevated to the \ 
April 2005 

of Kyrenia \"MP\" and leading opposition figure ! 
later that year (ref a). 


3. (C) Having gone to the polls four times since 
for \"parliamentary\" elections 
and once to vote on the Annan Plan) 


ar delivered a demarche June 16 to Ambassador Bernard Tanoh Boutchoue, Director for the United N 
Mexico - and perhaps the main challenge for its new president -- is reducing the poverty that continue 
YRS 1. (SBU) Summary: Palestinian pharmaceutical companies called on donors, in a June 14 brie 
ers, told poloff that she believed that if the election were held today, the Party of the Democratic Revc 


orate Excellence (ACE). Multinational enterprise Citibank should be recognized for its exemplary bu 


' for private and public sectors alike. Discussions with scientific and business groups show that Istan! 
ly 120 miles from Nassau. An American tourist who visited Exuma has now contracted Malaria. All с 
/isited Hato Pinero and Hato Paraima, large cattle ranches in Cojedes state. Hato Pinero, also an ecc 


mote open-source software (OSS) as a N 


itives on the U.S. initiatives to support the Darfur Peace Agreement (DPA). 2. (U) DPA VERIFICATIO 
iD USDOC ALSO FOR PTO AND NIST TREASURY FOR OASIA, DAS LEE AND DDOUGLASS DOL 
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voters are uninterested in the current campaign 
observers expect turnout to be low as a result. 
activists from all sides agree 

of deadlock on the Cyprus problem and resigna 
north\'s continued \"isolation\" has sapped mos 
enthusiasm from the Turkish Cypriot body politi: 


4. (C) Nonetheless 

of Talat and Soyer 

junior coalition partner DP of \"FM\" Serdar Den 
trying to energize their supporters and woo und 
with campaign rallies 

advertisements and debates in the mass media 
parties are either too cash-strapped to field any 
or are focusing their efforts on dark-horse hope 
specific districts. Only the CTP 

be serious contenders in these polls. 


THE PLAYERS 


5. (C) The CTP 

parliament and controls the three largest munic 
hopes to by pick up both parliamentary seats ar 
of some medium-sized and rural municipalities 
party has traditionally done poorly. To do so 

to contend with more than just frustration over tl 
Cyprus problem stalemate -- a frustration that h 
since the strong showing of \"hard-line\" forces ; 
President Papadopoulos in ROC elections last | 
could deepen further with the looming the EU-T 
expected later this fall. The CTP also faces ger 
dissatisfaction over its performance on bread-aı 
issues of daily governance. The depreciating T 
continued labor unrest in the public sector 
education reform 

among certain CTP officials 

gruesome traffic deaths on \"TRNC\" roads hav: 
a definite end to the honeymoon the CTP enjoy: 
afterglow of the Annan Referendum and TalatV: 
\"president.\" CTP insiders are confident that th 
best slate of candidates and the strongest polic 
but nonetheless worry that if the elections are p 
a referendum on their performance 
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6. (C) The opposition UBP -- which controls ат 
\"TRNC\" municipalities and has 17 \"MPs\" -- is 


JAGEORGETOWN185 X F.O1GEORGETOWNG79 Classified By: ECONOMIC OFFICER EDWARI 


ESCO delegates, the UK deputy informed Mission Officer that the UK is, in advance of Group | const 


~ 1. (C) The National Assembly took the legislatively significant step of approving ^ 
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second largest party. UBP leaders smell blood 
unable to take advantage of CTP\'s weaknesse: 
fresh-faced new leader Huseyin Ozgurgun (ref I 
stirred popular imagination as his political patroı 
party machine had hoped. The UBP has been | 
its image of incompetent cronyism 

government under Rauf Denktash. Ideological 
offers little beyond general platitudes about the 
\"center-right 

constant criticism of Talat for his inability to solv 
Cyprus problem. Finally 

moral or financial support from Turkey 

is reportedly furious at the UBP (ref c) for oppos 
\"TRNC\'s\" new property compensation and res 


7. (C) Serdar\'s DP 

CTP 

municipalities. While the party is thought to hav 
chance of improving its current standing 
outperform the much-larger UBP and emerge fr 
elections as the ascendant power on the рос: 
Most observers dismiss this as a fantasy 
party\'s ideological vision is even fuzzier than th 
UBP. Furthermore 

party with the personal ambitions of Serdar Den 
difficult for the DP to raise money 

grassroots infrastructure 

voters. 


THE BATTLEGROUNDS 


Nicosia 


8. (C) The race for Nicosia \"mayor\" has turned 
tightest 

is not only the boss of the north\'s largest city ar 
he is also the only Turkish Cypriot elected offici: 
Talat) who enjoys any institutional recognition a 
Since the \"Nicosia Turkish Municipality" preda! 
war 

officials (who have worked with him and his pre: 
joint UN- and U.S.-sponsored projects such ав! 
Master Plan) and a generally higher profile than 
Turkish Cypriot politicians. Incumbent CTP \"M 
Erk has taken advantage of this position to deve 
image as a globe-trotting statesman. He serves 
party\'s foreign affairs spokesman and travels a 
frequently 

has in effect become a rival \"foreign minister" : 
(whom Talat and Soyer only trust with symbolic 


ırs. The new court portends to be less partisan and more independent than previous courts. End Su 


ıe 14 Chirac-Olmert meeting as friendly and said the French president was favorably impressed by hi 


Column 3 
scraps like OIC meetings and relations with Aze 
Gambia). 


9. (C) Erk\'s rivals have taken advantage of the 
perception that he is uninterested in the day-to-ı 
of his job; they have criticized the abysmal state 
municipal trash removal 

jams 

efforts to woo voters (by installing bizarre and e: 
public sculptures 

improvements 

Mother\'s Day) have been widely ridiculed 
opponents. CTP members 

that he faces the toughest race of any major CT 
Although Turkish Cypriot polls are notoriously p 
best data available suggests Erk will probably sı 
to victory. But with his support hovering around 
and his rivals gaining on him 


10. (C) ErkVs hopes for victory rest on the аѕѕи 
his two most serious challengers will split the Er 
right (as well as more apolitical mainstream vot 
a change) down the middle. Erk\'s closest chal 
UBP Mayor Semi Bora (whom Erk beat by only 
votes in 2002) 

suggest that has failed to ignite much enthusias 
most reliable figures showing his support in the 


11. (С) DP candidate Сета! Bulutogullari is а тт 
figure with a colossal ego. Currently polling in tl 
mid-twenties 

Erk. Bulutogullari is well known from his time a: 
of the popular Cetinkaya football side 
significant amounts of his own personal wealth 
campaign. (He is in the construction and asphz 
but is rumored to have many dirty dealings on tl 
including some with Serdar). His outrageously | 
campaign promises strain credulity 
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image is a liability in the eyes of many voters. / 
some Turkish Cypriots think Bulutogullari could 
last-miunte surge and be first past the post 

feel that only a last-minute withdrawal could uni: 
anti-Erk vote. Since neither of the rival parties c 
right seem ready to bow out in favor of the othe 
Erk appears to be headed for an underwhelmin: 


Famagusta 


1.4 (b) and (d) 1. (S) Following the demarche of March 30, the MFA referred questions (reftel) to the 


onight (June 16), according to Regions MP and de facto shadow foreign minister Leonid Kozhara. In 


June 13 with French MFA A/S equivalent for Asia, Herve Ladsous. Ladsous said that the GoF had no 
is chaired by the DCM and attended by the CG and representatives from CONS, RAO, RSO, POL, E! 
ISTINA 484 B. PRISTINA 495 Classified By: CDA KIRK MCBRIDE FOR REASONS 1.4 (B) AND 
>0alition on 6/9. Flores said UN would work with the APRA government, but would remain independer 


ah Rosenblatt, reasons 1.4 (b) and (d). 1. (C) Summary: During a June 13 discussion, longtime Hari 
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12. (С) CTP incumbents in the north\'s second : 
cities 

victories 

Kayalp enjoys a reputation for competent gover 
city has been riding a wave of prosperity thanks 
remittances from residents working in the south 
therefore finally paying their taxes and water bill 
to the ripple effects of skyrocketing enrollment ε 
Famagusta\'s Eastern Mediterranean University 
surprisingly good relations with the Greek Cypri: 
community (he has facilitated the celebration of 
religious ceremonies in Famagusta) 

and apparent lack of higher ambition make him 
favorite over the lackluster no-names running fc 


13. (C) Kyrenia \"Mayor\" Sumer Aygin is far les 
Kayalp 

their candidate in the city. Under Aygin 
municipality has done a poor job at keeping up ' 
demands of the north\'s recent property boom - 
largely concentrated in and around the city 
unbearable strain on municipal water 
infrastructure. Aygin has also suffered from sev 
hare-brained initiatives 

dozens of expensive date palms from Egypt to « 
the city\'s main thoroughfares. Victims of some 
date-palm alopecia 

scattered along the highway and serve as a foc; 
dissatisfaction with Aygin. Nonetheless 
favored to win thanks to his anemic competition 
their best local talent either already in \"parliame 
dead 

have been low-hanging fruit in Kyrenia. 


14. (C) Outside the biggest three cities 

wing is likely to do much better. In addition to e 
the benefits of incumbency (the UBP controls th 
majority of small- and mid-sized municipalities) 

small-town voters are generally thought to be m 
to the nationalist message of the UBP and DP. 

of Morphou and Lefke are both popular -- and c 
competent managers -- who enjoy the added be 
being associated with Talat\'s disappointing per 
will be happy to \"hold its own" in constituencie: 
according to one party insider 

making much progress against incumbents in tt 


Parliament 


15. (C) With 23 out of 50 'MPs 


CBRIDE FOR REASONS 1.4 (B) AND (D). 1. (C) SUMMARY: On June 13 the French contingent in 


UNCLASSIFIED; PLEASE PROTECT ACCORDINGLY. 1. (SBU) SUMMARY. A new public opinion r 


ırbala Provincial Council Chairman Sheikh Akeel Fahem al-Zubaidi fueled condemnation of the raid ir 


IL FOR ILAB MMITTELHAUSER SOUTHCOM ALSO FOR POLAD USAID/W FOR LAC/AA Е.О. 12 


See para 2-5. 2. Post requests Department initiate review of available human rights reports/files a 
acknowledging receipt of U.S. contribution for $550,000 to the Trust Fund in Support of the United Ne 
iening of the Office of the Emergency Relief Coordinator (Office for the Coordination of Humanitarian 
nd export, Charge dVAffaires nominates the U.S. multinational firm Citigroup Brasil for the Secretary 
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clean sweep in both open seats. This would the 
enable the party to ditch Serdar in favor of asm 
coalition with the more solidly pro-solution 
one-man show currently represented in \"parliar 
erratic Mustafa Akinci. It might also allow CTP t 
forming a \"government\" alone 

from the UBP or DP. (At least a handful of men 
parties can always be relied on to bolt if offered 
rewards 

would involve either the UBP or DP winning at | 
-- opening up the mathematical possibility of a s 
coalition against a 24- or 23-member CTP. 


16. (C) The latter scenario seems unlikely 

polls show the CTP poised to win both seats. \" 
Youth and Sports Ozkan Yorgancioglu is repres 
for Talat\'s old Nicosia seat. His most notable c 
is the former Chamber of Industry President 

is running on the DP ticket as a technocratic ou 
otherwise pleasant fellow with pragmatic 
pro-business instincts 

in the polls. He lacks the ambition and charism 
race 

cannot compete with the CTPVs well-financed c 
In Kyrenia 

serious competition from underfinanced UBP ar 


MINOR RESHUFFLE POSSIBLE 


17. (С) In the highly-centralized \"TRNC 
have limited power of their own 
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financial transfers from the \"state\" and mainlar 
project assistance. Whoever wins at the local l 
CTP-DP \"government\" will continue to call the 
important questions. For the opposition 

mainly about bragging rights; the UBP and DP c 
eager to best each other as they are to beat CT 
rivalry for preeminence on the political right is di 
the personal hatred between Serdar and the ne 
(who was in the DP until he divorced Serdar\'s s 
It appears unlikely that the parties will decide tc 
forces -- either in the last moments of the camp 
\"parliament\" afterwards. Although an electoral 
year would not oust Serdar as leader of the DP 
prompt an eventual leadership change in the UE 


jrants. According to the 2004-05 report from the Quebec Ministry of Immigration and Cultural Comm 


Trade (MFA). (Unfortunately, due to a local technical problem Post was unaware of the request until 
/: Ambassador Janet Sanderson for reason 1.4(b). 1. (C) President Preval on June 15 announced tt 
| 82 C) DILI 293 DILI 00000313 001.2 OF 005 CLASSIFIED BY: Curtis Ried, Political Officer, US E 
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18. (C) In any case 

is the least bad option for both CTP and DP. Ni 
wins the two open seats 

mathematically stable majority of at least 30 
and DP are more \"comfortable\" with each othe 
other possible partners. Despite the frequent pı 
flare-ups between \"PM\" Soyer and \"DPM\" Se 
theological differences over the Cyprus problen 
have developed a \"live-and-let-live\" approach 1 
CTP insiders admit that in exchange for giving € 
prestigious posts of \"Foreign Minister\" and \"D 
allowing him to control the lucrative casino licen 
regulatory authorities under the \"Ministry of Ecc 
Tourism\") 

government. 


19 (C) Assuming they win both open seats 
close to Soyer say he is contemplating a re-neg 
the current coalition deal to reflect CTP\'s increz 
advantage over Serdar. CTP might try to take c 
DP\'s three \"cabinet ministries 

is unlikely to give up either \"Foreign Affairs\" or 
and Tourism\" -- especially since he is rumored 
promised Tunar stewardship of the latter as a re 
quixotic run for \"parliament.\" This leaves the V 
Ministry\" as a possible bargaining chip. More | 
according to some CTP insiders 

agencies -- for example 

electricity authority 

DP \"Minister\" of Agriculture. 


COMMENT 


20. (C) These elections should have little immex 
on U.S. interests 

watch closely. Should CTP lose control of Nico 
nationalistic 'mayor 

Nicosia Master Plan could run into difficulties. € 
initiatives like the stalled Ledra Street crossing ı 
put on ice for good. CTP victories in V'parliamei 
good news 

obstreperous CTP uses its new strength to take 
some \"ministries 

run by the DP. 


21. (C) Although local issues seem to have don 
campaign thus far 

mini-referendum on TalatVs Cyprus policy. Tale 
one nervous eye on his increasingly frustrated v 
deciding how flexible to be in his dealings with t 


IND PREVIOUS) 1. (SBU) Summary: Bolivia\'s national airline, Lloyd Aereo Boliviano, narrowly avoid 
int international stories include the US Senate allegedly limiting US President Bush\'s war power in Iré 


llow-up to the World Summit Outcome ended at midnight Thursday (6/16-17) without an agreed text. 


г Caracas is pleased to nominate Citibank Venezuela for the Secretary\'s 2006 Award for Corporate E 


in of gross human rights violations by the Chilean candidates cited in reftel B. 2. Political Officer, Hai 
ons 1.5 (b) an d (d). 1. (U) Senior Superintendent Renato Adams, the controversial former head of tr 


sive government investment in the ailing furniture and garment industries. She touted the idea as a v 
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UN. This insecurity in recent months has led hir 
publicly not on the vision of reunification 
nationalistic themes and the \"blame game\" vis 
Papadopoulos and the Greek Cypriot communil 
these elections could undermine his ability to sti 
Ankara 

line on EU aid and UN-brokered technical talks. 
setback may also discourage him from showing 
flexibility he will need in the longer term if settler 
talks resume in earnest. END COMMENT. 
SCHLICHER 
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of 20 

\"locking up 1 

extending the PKO from Darfur into an addition: 
roughly 250 kms by 800 kms in Chad. He urge: 
entertain no illusions about what would be poss 
from a UN presence in the Darfur. 


NEW THINKING NEEDED FOR A 
DARFUR PKO 


3. (SBU) France\'s Ambassador to Chad 
explained that France fully supported the impler 
the Darfur Peace Agreement (DPA) as the best 
for peace. This included strong French backing 
in Darfur to back up DPA implementation. Berc 
the challenges facing the UN/AU Technical Ass 
noting that the logistics of \"hand-over\" and the 
of a UNPKO were yet to be defined. He positec 
structures seen in other conflict areas were repl 
Darfur 

Clearly 

Darfur context 

for this exercise 


4. (SBU) Amb. Bercot stated that his authorities 
the U/SG\'s reticence about expanding the geoc 
of the future UNPKO 

that there was not a problem in Chad that did πι 
addressed. Bercot made clear that this questio 
a sore point for France 

France would pick up the tasks of peace keepin 
protection of vulnerable populations where the | 


-1) as well as to review Development Fund for Iraq (DFI) and International Advisory and Monitoring Bc 


The UN Security Council voted unanimously on June 16 to adopt UNSCR 1686 (text contained in ref / 


three other congressmen-elect were breaking with Humala. Torres Caro characterized Humala as au 


requested in para below. SUMMARY ------- 2. (C) The 31 members of the newly-formed UN Peaceb 


or one year for tropical storm and hurricane reconnaissance missions in Salvadoran airspace. 2. Pos 
members of the Committee to submit new names of individuals and entities for sanctions under reso! 
requested in para below. SUMMARY ------- 2. (C) The 31 members of the newly-formed UN Peaceb 


Column 3 
at the Sudan border. 


5. (SBU) He reminded Guehenno that France\'s 
in Chad 

bilateral relationship with Chad. Bercot undersc 
many different international organizations 
NGOs had benefited from French military capal 
from France\'s presence at three airfields (N\'Dj 
Faya-Largeau) 
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air transport 


6. (SBU) Bercot stressed that this generosity di 
mean that French forces in Chad could simply k 
Western Element in a UNPKO in Darfur. Hem 
while France continued to be ready to offer assi 
interoperability to the UN 

of Forces is clearly defined 

between the presence of French forces in Chac 
bilateral agreement with the GOC 

security for the refugee and IDP camps in Easte 


7. (SBU) We heard Ambassador Bercot to be p 
front of the UN\'s highest ranking official for pea 
operations 

UN/AU Technical Assessment Mission: The inte 
community must take on the responsibility for eı 
peace and security does not stop at the Chad/S 
END COMMENT. 


8. (U) Tripoli Minimize Considered. 
WALL 


68751 

the \"depressing\" political stalemate. We all ag 
meaningful political change in Guyana will only ‹ 
through coordinated 

as what | am proposing -- on both the Governm 
PNC/R. We also agree that all donor agencies 
international stakeholders must deliver this mes 
simultaneously. 


5. (C) If we fail to press home this issue now 
successors will be back in the same place in fiv 


ssues in Mexico. Washington should embrace the winner of the July 2 presidential election early and 


е (ACE) in the SIPDIS Multinational Enterprise (MNE) category (refs A and В). The goal of the ACE 


Carolina Barco on May 25. They exchanged views on Colombia\'s increasingly active regional diplor 
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the next election is due. Guyana will still be stu: 
neutral 

World Bank Governance Indicators fell by 11 pe 
1998 and 2004. | fear this downward trend will ı 
we let this opportunity slip through our hands. 


BULLEN 


68752 

bipartisan support 

Bucharest FSN) Anton Niculescu and Senate D 
President George Cristian Maior 

center-left opposition Social Democratic Party ( 
introduced the bill on the Senate floor. During F 
introducing the legislation 

Vunconditional support" for the DCA\'s ratificati 


2. (SBU) The debate lasted about twenty minui 
three senators posing questions 

ratification. Although less tha half of Romania\': 
senators participated in he vote 

quorum basedon the presence of 72 senators a 
f the session. The DCA will become law upon s 
President Traian Basescu and publication in the 
Monitor.\" 


Taubman 


68753 
independent 
and allegations 


Arrest warrant issued for Lobato 


6. (U) Late this afternoon 

office issued a warrant for the arrest of former N 
Interior 

\"Lobato was accused of distributing arms to Vic 
Conceicao 

public order and the democratic rule of law.\' TI 
signed by UN-funded international prosecutors ' 
Prosecutor General. 
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7. (C) Australian Federal Police (AFP) sources | 
are currently working out their next steps in rest 
warrant. Operational details are expected to be 


land Security Advisor Frances Townsend, s June 20 visit to Saudi Arabia, Townsend will reinforce the 
monthly to the U.S. Drug lord Pablo Rayo Montano was arrested on May 16 in Brazil. Authorities hav 


h Mehdi Al-Muslimawi and members of the Provincial Council (PC) related to REO and PRT staff tha: 


Policy Planning) Tariq Osman Haider convened Ambassador to express the Government of Pakistar 
(0), (d). 1. (C/REL AU,JA,UK, IZ) The May 2006 Provincial Security Transition Assessment conclude 
: WHICH IS A MAJOR AID DONOR TO PALESTINIANS IN THE WEST BANK AND GAZA. OVER Т 


15 to convey President Mubarak\'s personal disavowal of an unattributed accusation reported that da 


3lock Quotes ------------ Friday, June 16, 2006 -- Walid Abdullah Al-Ghanim inquired in progressive Ai 


< Quotes ------------ Friday, June 16, 2006 -- Amar Taqi commented in moderate Arabic daily Al-Rai A 
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evening. At time of writing 

arrest operation would be carried out by the AD 
In addition 

trying to ascertain Lobato\'s whereabouts. 


8. (C) The warrant follows earlier reports that Lc 
to depart Dili today for Darwin but an order was 
unspecified Timorese authorities forbidding his : 
Australian authorities had reportedly barred his 
Australia on immigration grounds allowing them 
to persons who might be involved in improper a 


Ramos-Horta in Baucau 


9. (SBU) Ramos-Horta today departed for Bauc 
an entourage including General Matan Ruak. A 
sources 

that һе can ensure that the eastern districts гет 
that no destabilizing measures are taken if the F 
resigns or is forced out by the President in the r 
hours. In addition 

reports that a group of Fretilin supporters has bi 
Lospalos district with a mission similar to that ot 
group in Liquica. A reliable Embassy source re| 
District Administrator of Lospalos may have orc 
delivery of 14 long barreled weapons last week 
as he was organizing the transport of a number 
were living in IDP camps in Dili back to their hor 
the East. 


10. (SBU) Ramos-Horta is also accompanied b 
internationals including Poloff and Defense Rep 
Amembassy Dili. Embassy will report further de 
Ramos-Horta\'s activities in the eastern districts 
available. 


Anti-Alkatiri demonstration begins 


11. (U) A small anti-Alkatiri demonstration was ! 
front of the Government Palace. Estimates of & 
as high as several hundred 

observed to be around 100 

peaceful demonstration was accompanied by a 
Australian military police. Australian Defense F 
ground forces also increased their presence in 1 
the situation remained calm. Local sources rep 
demonstration will continue through Thursday w 
demonstrators expected to arrive during the cor 
the districts. The deputy district police comman 


ip health official and three companions from inside the Ministry of Health June 12 has raised consider 


Reconstruction Team (PRT) Ninewa cable, MOSUL 59, transmitted from BAGHDAD as Mosul no lor 


sing of the suspension of The Gambia\'s MCA eligibility. Ambassador reviewed with Bajo the reasons 
he Darfur-Darfur Dialogue, AU Special Representative Kingibe told CDA Hume, but it has started thin 


.- SAUDI RELATIONS AT THE PERSONAL LEVEL MAY ВЕ WEAKENING 1. SUMMARY. Busines: 


for International Organizations at the Ministry of Foreign Affairs on June 14. Al-Rassi noted the US p 
t the Union of Kuwaiti Banks, Kuwait\'s official banking association. Post welcomes the anticipated οἱ 
FREEDOM, REFORM, AND FIGHTING CORRUPTION Воск Quotes ------------ Saturday, June 17, 
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district reported that organizers in the district we 
mobilizing demonstrators to travel to Dili during 
ortwo. The police commander stated that he e 
to be higher than the estimated 1 

the June 6 demonstrations. See Ref A. 


Weapons confiscated as ADF continuing invent 


12. (U) On Sunday (June 21) 

raided the residence of Abilio Mesquita 

Deputy District Commander for Liquica who has 
implicated in gang violence in Dili. They confisc 
machine guns 

uniforms. AFP detained four persons for questi 
connection with this incident. Mesquita was arri 
same day. Also this weekend 

two personal bodyguards of their FN2000 mach 
left Prime Minister Mari Alkatiri\'s Dili home to gı 
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There was conflicting information over the weel 
whether the disarmament to which Major Alfred 
agreed to had in fact gone forward. ADF source 
that he did hand over a substantial number of м 
all that he and his group are believed to have. 


13. (C) ADF sources report that the final report ı 
inventory of FDTL weapons will be ready shortly 
important discrepancies. In almost all categorie 
were logged than were originally reported on the 
lists. There were also 47 weapons confirmed rr 
earlier inventory list 

could point to the existence of hundreds more u 
military weapons. The planned inventory of PN’ 
been postponed but is expected to begin this we 


Murder in Suai may be connected to armed gro 


14. (U) A brutal murder that took place in Suai li 
suspected by some to have been in revenge ag 
group in Liquica that recently went public with cl 
had been armed by ex-Minister Lobato 
authorization and support. Mateus dos Santos 
Mau Rakat) 

or perhaps of a separate group that was also re 
Lobato 

nephew. He said he believed the murder was p 


'olitical Science professor and former dean of the American University in Kuwait Dr. Shafiq Nazim Al-( 


SON: 1.4 (б), (а), (е) 1. (U) Summary: The Memorandum of Understanding (MOU) between the Gx 


SON: 1.4 (b), (d) 1. (C) Summary: In a June 14 meeting with the Regional Coordinator (RC) and I 


Carstens, and grants country clearance for their visit to Afghanistan on June 22-23, 2006, to visit troc 
ahman al-Shibli, Emboffs expressed their desire to maintain a close relationship with the Ministry and 


rt, Syria/Palestinians, Iraq, Lebanon (6/15) 1. Summary: Syrian papers reported an address by Dep 
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elements 

of intimidating him from coming forward with Ra 
officer in Suai had told Embassy staff that the m 
political motivations but rather resulted from a p 
conflict between the victim and the suspect. 


IDPs now estimated at 145 


15. (U) AUN press release today reported that: 
of internally displaced people (IDPs) throughout 
been recalculated to be around 145 

estimates 

districts outside Dili. According to figures collec 
authorities 

while 67 

Dili. The press release noted that these new nt 
necessarily reflect new developments. Many pe 
weeks ago but information from remote areas is 
the Inter-Agency Humanitarian Assistance Grot 
gradually to leave Dili for the districts. While we 
earlier that these displacements were largely to 
we have recently learned that Dili residents fron 
part of East Timor are also beginning to move b 
districts. 


16. (U) The UN Humanitarian Coordinator state 
there may soon be food shortages in the district 
it is clear that the combination of IDP numbers : 
economic activity is causing increased hardship 
country. USAIDV's private sector development [ 
monitoring economic activity in five of the distric 
April. The project reports significant price incre: 
fuel 

between 5 and 50 percent. Fuel prices are up £ 
Transport costs have reportedly doubled. 


Security environment in Dili and districts 


17. (U) Dili is returning to normal activity very sk 
week 

classes. The Australian Federal Police (AFP) re 
burnings in Dili over the weekend 

few arsons each night. Local staff reported thai 
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were burned Sunday night in fighting between r 
a crowd gathered near Prime Minister AlkatiriVs 


ters from Bahrain to Dubai. Although the move received little attention here, Citibank Middle East Me 


“5 list) will be announced around 1800 on June 18. The parties that succeeded, with the percentage 


e. Haddad was aware of the vote, and promised to pass our points directly to Khatib, who will attend 
/. Village elders from Gullistan District in northern Farah requested help from the Provincial Reconstr 
ieeting with Ambassador, UAE Minister of Economy Sheikha Lubna al-Qasimi expressed great frustr 


rolving an exchange of visits. He noted that such cultural dialogue benefits both countries and advan 


ОМ 1.4 (В) AND (D). 1. (S//REL UK) Summary: In a June 12 conversation with PolOff, Ministry of 


ction of Professor Ruth Wedgwood to the United Nations Human Rights Committee. Sharing Profes: 
etary for Coordination and Follow Up Shaikh Abdul Aziz bin Mubarak Al Khalifa June 17, prior to recei 


the Ministry of Foreign Affairs. Al-Rassj responded that the SAG had not yet formed a position on the 


Sunday, June 18, 2006 -- Under the headline \ 


y clearance to USGS Physical Scientist Jerry Mullins to travel to Wellington, New Zealand from July * 
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evening threatening to burn the house. The cro 
quickly once the AFP arrived. On Saturday eve 
gunshots were reported near the stadium. AFP 
people Saturday 

spears and a machete. In other incidents AFP ı 
smoke grenade 


18. (U) An Embassy staff member visiting his fa 
western town of Suai 

district is generally calm but that people are ver 
PNTL members are carrying long guns and occ 
warning shots into the air 

After traveling through several western districts 
Defense Representative (USDR) reported that I 
normally outside of Dili. Some Dili residents ha 
least temporarily 

staying with friends and family in the districts as 
living in internally displaced persons (IDP) сатр 
radio stations are not broadcasting due to lack ( 
fuel. Many local residents complained of insuffi 
information regarding events in Dili. Local churi 
to be a common place for residents to gather ar 
information. USDR reported locals received hin 
was no evidence of threats to Americans or oth: 
REES 
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Group 

companies as various as construction 

fuel and printing. Sayed Abdul Ali is open in his 
both the Sunni and Christian communities and i 
engaged in local politics although he maintains ` 
relations with most BPC members including the 


What they are planning to do 


5. (S) In the meeting on June 5 

would explore the possibility of organizing a poli 
that would include Sheik Khalid 

prominent tribal sheiks such as Sheik Mansour 
C). Sheik Mansoor 

Kanaan tribe 

confirmed the possible formation of this new po 
a June 11 meeting with Dr. Abdul Jabbar H. Hu 
of the AI Hadi Charitable Association 

Bahaa. Dr. Abdul Jabbar said that the above m 
have reached out to nine tribal leaders and an e 
been reached to form a new political party calle 
Independent Gathering to Save Basrah.V In ad 
Mansour 


venia\'s representative has commented that the atmosphere in Geneva in the runup to the Conferenc 


:CT: AMBASSADOR DISCUSSES ISPS PORT REVIEW AND CIVIL AVIATION WITH TRANSPORT? 


ООН DISCUSSES ISPS PORT REVIEW AND CIVIL AVIATION WITH TRANSPORTATION MINISTE 


Joe Donovan. Reasons: 1.4(b/d) 1. (C) Summary. In a recent review of Japan\'s relations with Centr. 


nd April 25 - May 10, 2005 from the scientific research vessel Kaimikai-o-Kanaloa. We forwarded the 
Tokyo Political Officer conveyed reftel demarche to MOFA Non-Proliferation, Science and Nuclear En 
f. Post greatly appreciates the support of the Department and all other actors who assisted in the sp: 
BU) Poloff delivered to Ambassador Liberata Mulamula, Director of the Ministry of Foreign Affairs\' M 


IISTRIBUTION. 1. (SBU) SUMMARY: During Deputy Assistant Secretary for Terrorist Financing and 


iul Malk (co-author of the speech) told us key take-aways included: a warning that Estonia was at risk 
PREL SUBJECT: (SBU) U.S. EXPORT CONTROLS: U/S MCCORMICK\'S DISCUSSION WITH ND 
Жоп has thus far been positive, with some welcoming the opportunity to discuss security issues with 1 


ıgha Khan Foundation, Lebanon, Iraq, Palestinian Territories (6/16-18) 1. Summary: Syrian papers ı 
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tribe 

According to Dr. Abdul Jabbar 

served as senior officers in the Iraqi Army and t 
considerable experience in managing a large or 
groups of people. 


6. (S) Dr. Abdul Jabbar listed the three main go. 
nascent party: the reformation of the Iraqi Polic 
total ban on carrying weapons in public; and the 
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all militias. He added that the members of the [ 
take control of the BPC during the next provinci; 
asked that news of this new party be kept secre 
Jabbar feared that its members would become : 
assassination if other political parties became a 
formation. Finally 

would be open to everyone 

that \"even Jews would be welcomed.\" 


7. (S) Comment: Although respected 

Basrah have been dismissed in the past as beir 
powerless because they lacked a militia or politi 
However 

could be a force to be reckoned with in the next 
elections. Sayed Bahaa and Sheik Khalid wouk 
communicate the party's message with Sayed , 
the funding and the tribal leaders the organizatit 
loyalty of large numbers of followers. End Com 
GROSS 


68755 

68756 

extension request. Germany then joined the Ut 
that visits to capitals would be a critical element 
site visits 

the chemical demilitarization program 

the U.S. had opted for full transparency 

proof was on us.\" 


3. (U) U.S. del noted that Washington regularly 
level representatives to Executive Council sess 
reminded other delegations that the general pur 
visits would be to familiarize delegations with 
them an appreciation for 

destruction. U.S. rep also pointed out that a pol 
message could be more appropriately and effec 
in the form of a bilateral demarche in Washingt 
Delegations agreed that a compromise might be 


1002551 002.2 OF 002 /MIlill!M:!:Millilill/itTZFER ZFR///// PLS CANCEL MANILA 2551, BLANK OUT 
see the vote on the Third Additional Protocol go forward at the 29th International Red Cross and Rec 
the Darfur Peace Agreement, Fur tribal leaders told CDA Hume on June 14. Hume emphasized the 


> 20-21 29th International Conference of the Red Cross and Red Crescent to MFA Assistant Under Si 
ı MFA Assistant Under Secretary for Coordination and Follow Up Shaikh Abdul Aziz bin Mubarak Al KI 


‚ecretary for Coordination and Follow Up Shaikh Abdul Aziz SIPDIS bin Mubarak Al Khalifa. Shaikh / 
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program overview briefing at one of the sites 
this be clearly articulated in the visit parameters 


4. (U) Several other delegations have inquired г 
status of the U.S. draft decision. At a lunch м! 
Austrian and Finnish delegations (in their roles ‹ 
and incoming EU presidents) 

intent to table a draft decision prior to EC-46 
some of the basic elements delegations might e 
the draft text. Del rep also assured delegations 
U.S. was favorably considering site visits 

their understanding and support in accepting U. 
parameters. Austria and Finland seemed reass 
encouraged by the U.S. approach. Switzerland 
Netherlands have also inquired; del rep has alsı 
covered basic elements of the decision text wit! 
expressed the U.S. desire to share draft text wit 
colleagues as soon as possible. 


5. (U) U.S. reps met with the Russian delegatioı 
to discuss general plans for submission of draft 
texts 

Russian del said their decision text is quite basi 
currently under review in Moscow 

table the decision for EC-46. U.S. reps explains 
the text was still under review in Washington 
planned to submit draft decision language prior 
as with other delegations 

decision elements and expressed the hope that 
could be shared prior to the EC. 


6. (U) U.S. rep inquired as to whether Moscow | 
further thought to site visits 

concept being addressed during the upcoming | 
rep Smirnovsky replied that it might be best adc 
report language 

this might not be possible 

previous decision documents 

prepared to consider specific parameters for sit 
during EC-46; Russian del did not seem to belie 
would be favorably inclined to incorporate site v 
decision text. Smirnovsky also spoke at length 
effects of including \"superfluous\" language in ¢ 
that simply restates Convention provisions 
Moscow\'s legal opinion is that this can actually 
decision. Finally 


ly stated that the BDG will not be part of any anti-Israel resolution and promised to confirm this with F 
NORTH KOREA - TOKYO LEAD STORIES: Monday morning papers gave top play to Japan\'s dra 


and Oceania. Vladimirou, who handles Latin American issues and regularly attends meetings of the E 


strongly endorse this request and ask (para 6) Department concurrence and support in securing Wr 
approval of the Third Additional Protocol and was likely to follow consensus on the approval of amen 
IP) has discovered human remains thought to be those of Turkish Cypriots missing since the intercon 
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the U.S. draft decision too late 
time for translation and review 
to approve the document. 


7.(U) U.S. del contacted Policy Review Branch 
for an update on the status of the 2005 VIR 
which are long overdue. Runn noted with some 
that the document has been with the editors for 
weeks now 

not be available for consideration prior to EC-4€ 
consultations can still be held in the inter-sessio 
period 

as an agenda item during the November EC 
data for the 2006 VIR is compiled. Del intends : 
unusually late distribution of this document durit 
Chair\'s preparatory meeting for EC-46. 


8. (U) On June 9 Ambassador Javits and deleg: 
with Indian Ambassador Ponappa 

of the Indian delegation to discuss a number of 
following is a summary of the outcome: 


9. (U) Financial rules: Del informed the Indian d 
that Iran had agreed to removal of the word V'al 
States Parties\") from the procurement languag 
India were the last opponents to this change.) I 
that they were favorably inclined toward this ide. 
waiting for formal instructions from New Delhi. 
has subsequently indicated that India could acc 
proposal.) 


10. (U) Confidentiality: Del reminded the Indian 
of the challenges this facilitation has experience 
getting resolution on the idea of outreach efforts 
National Authorities (during regional/subregione 
for example). This type of training is valuable 
particularly for new States Parties. Some SPs | 
instructions to have a decision 

language. The facilitator (Sanders 

with a small group (India 


11. (U) Das indicated that they have more of ac 


of a June 12 discussion (other subjects reported separately), Prime Minister Aziz noted that the gove 


NE) category. In advancing this nomination, we highlight the enormous contributions Kraft Foods Litt 
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declassification of documents. The U.S. indicat 
current 

individual parts of submitted data. This is also t 
preference of the TS 

data elements in other reports 

flexibility 

issue for the TS. Das again indicated that they 
formal instructions from New Delhi. Sanders al: 
that the report language on this issue will reflect 
latest comments. 


12. (U) Staff regulations: Del reminded the Indi. 


delegation that this issue revolves around item ; 
the DG should be given limited reclassification : 
This would not be carte blanche authority. The 
this limited authority 

international organizations. 


13. (U) When asked about their concerns 
delegation felt that the Executive Council shoulc 
in these matters. Although they agree in princip 
action 

what the SPs thought they should be and 
should be involved in the decision for transparei 
Amb. Javits agreed that the related information 
provided to the EC in a timely manner 

could become too political. The DG should бе ‹ 
flexibility 

line. 


14. (U) There was discussion about options for 
involvement: maybe upgraded positions should 
but not downgraded; maybe more than one ster 
transparency concerns. The Indian delegation : 
even downgraded positions could be a concern 
mentioned that they knew of some particular ca 
positions were upgraded or downgraded more t 
and in some cases a person was in the position 
downgrade (for example) occurred. 


15. (U) The Indian delegation asked why the U.: 
authority 

thought was that this was done during the tenur 
previous DG and 

that 

limits 

of this. 


16. (U) Antiterrorism: The U.S. asked the Indie 
their thoughts on how this should proceed. The 


llon met for breakfast with President Arroyo. In a wide-ranging conversation, President Arroyo offere« 
‘onsul General, presidential media advisor Nabil Amr said that Abu Mazen was correct to proceed witl 


an\'s second largest semiconductor manufacturer, announced that the firm had placed US$ 110 millic 


Column 3 

concern is that giving too much to the facilitatior 
down their work. They also have a particular cc 
the TS contacts with NATO. They want to see 1 
continue in line with the CSP-8 decision. They ‹ 
the OPCW''s capability to truly respond to cherr 
attack does not yet exist. 


17. (U) When asked whether they would like to 
granted before contacts are made or if there wa 
general concern 

where the TS goes and why. This would not be 
the process. However 

about the outcome of their visits 

an example 

was a NATO-related organization came out mu 
raised questions of transparency. They would li 
TS get past generalities 


SIPDIS 
contributed to national competencies 


18. (U) When asked our thoughts 

first concern was who would take Sophie Moal-| 
(France) place as facilitator. The U.S. also said 
focus on practicalities - what we want the TS to 
could ask the TS to give us more information or 
activities and what they need to develop their ος 
The U.S. still feels that the biggest contribution : 
issue is having everyone fully implement the tre 


19. (U) Biomedical sampling: There was genere 
the problems on this issue at the last EC were r 
procedural. India pointed out that the content o 
February 2006 report were better than (and 
that of the March 2005 report. That was their re 
just wanting to \"receive\" the DG\'s Note. The | 
delegation has no concerns with the OPCW de 
biomedical capabilities. In fact 

interested in being part of this capability. Again 
issues were procedural 


20. (U) Article VII: Amb. Javits stated that it is г 
intent to force the TS 


outreach) they are not willing to do. When aske 
thoughts 

the best option for future progress. The EC 
chair 

of comfort 


21. (U) When asked their thoughts on encourac 


arche to MOFA Human Rights and Humanitarian Affairs Division Director Tetsuya Kimura on June 15. 
AND (D). 1. (S/REL UK) Summary: In a June 8 meeting with Emboffs, moderate Islamist Ali al-Dabb 


9, Embassy Tokyo Political Officer conveyed Ref A demarche to MOFA Human Rights and Humanita 
Ison. Security Clearance information is on file. 2. Control Officer for the visit will be Noah Siegel whi 
sons against the Republic of Yemen Government (ROYG). The following information is keyed to ген 


1.4 (d). SUMMARY -------- 1. (C) On June 14, econoff and FSN political specialist made an official ' 


ıcerns regarding the Human Rights Council to Department of Foreign Affairs Secretary General Imror 
Adil Al- Assedy told PolCouns that he was committed to advocate for civil society and would work to ‹ 
А 7340 Economic Highlights May 1. (SBU) Summary. Bank Indonesia (Bl) Deputy Governor Hartadi : 
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suggestions 

thoughts yet. Das felt that a critical data point is 
the SP in need of assistance actually wants the 
group agreed that it would be helpful to ask the 
to dive more into the details of these SPs situati 
ensure that efforts are correctly focused. 


22. (U) Indian CW destruction facility: The India 
indicated that there was light at the end of the tt 
the facility agreement. Their experts from capit: 
the TS during EC-45 

draft from the TS. Their last round activity desti 
than they expected. They will resume activities 
They also mentioned that there does not seem: 
across-the-board consistency with the standard 
facility agreements. 


23. (U) Review Conference (raised by the India 
When asked about the U.S. perception of the αι 
area 

being put into place. Details may be laid out as 
summer 2007. One exception is the SAB. The 
to do its preparatory work 

would be a good time to meet to give clear direc 
SAB. 


24. (U) Amb. Ponappa expressed concern with 
stating that too much of the preparation was doi 
Amb. Javits\'s opinion was that too many SPs c 
process too late and could not catch up 
allowed to be sidetracked. The \"mini-Bureau\" 
to deal with that sort of problem 

management issues (managing the process) ra 
substantive ones. 


25. (U) Amb. Ponappa also expressed concern 
Vconsensus decisions!" from the last EC being 
reopened. Amb. Javits suggested that a balanc 
avoid discouraging dissenters. Ponappa emph: 
to respect issues that have been gaveled in 
reopened. 


26. (U) U.S. extension request (raised by the Ir 
delegation): When asked about where things st 
delegation said that work was ongoing in Washi 
decision language. Ponappa asked whether thi 
available by the next EC 

is now engaged on all aspects of the decision d 
The U.S. emphasized that if there is a feeling ai 
delegations that if it is warranted 

technical discussions and make our technical e: 


an protocol with his Belarusian counterpart Leonid Maltsev on June 15 in Minsk. The article claimed | 


ınt benefit in voting in an election when the outcome is assumed to be already set. Others say they h 


ng for a stronger watchdog role for Chinese media, including a daring commentary on the popular Sit 


ITA 07345 (YUDHOYONO ORDERS CRACKDOWN ON MILITANT ACTIVITIES Classified By: 


st. See para 8. 2. (C) On Monday, June 19 at approximately 1000 Bangkok time, one male aged 54 
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available again. When Ponappa asked about tl 
procedural way forward 

discussions wait until the status of the U.S. dest 
program as 2012 approaches becomes much c 
for patience 


27. (U) Africa office (raised by the Indian delege 
There was general expression of support for the 
facilitator (Rugeles 

that there is a need for clarity on what the Africe 
need 


28. (U) DG Note on agreements (raised by the 
delegation): Amb. Javits said he felt that the DC 
transparent 

to come back to the EC. Ponappa gave the ex: 
agreement with the African Union and the exch: 
confidential information that resulted. 


SIPDIS 


29. (U) The new facilitator for universality (Saic 
Algeria) convened his first Points of Contact me 
13. Most of the External Relations Division (ER 
as well as the delegations from the U.S. 

China 

by the TS on its recent activities in the sphere o 
universality and its initial planning for the Middle 
regional meeting scheduled to take place in Roı 
25-27. 


30. (U) Since the last POC meeting on March € 
visited the DRC 

efforts. Liu Zhixian 

workshop for Portugese-speaking countries in L 
and met with representatives from Angola and ( 
Liu reported that Angola expressed interest in a 
Assistance Visit. Liu also said that a represente 
ERD would be going to London very shortly to n 
representatives from Barbados to discuss its pri 


31. (U) Liu said that the DG had drafted letters 
non-SPs in the Middle East asking them to senc 
representation from their capital to the Rome cc 
that letters to other SPVs in the region and othe! 


лайапа, the Ministry of Foreign Affairs issued a diplomatic note addressing the current situation in the 


397 Classified By: ACTING POL COUNSELOR MARIE RICHARDS FOR REASONS 1.4 (B) AND (D 
dsition carefully, and promised the U.S. points will be delivered to the senior leadership. BOARDMAN 
tion has thus far been positive, with some welcoming the opportunity to discuss security issues with tl 


ion to prevent the Justice and Development Party (AKP)-controlled parliament from choosing the nex 
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would go out in the next few days. Liu said the: 
announcement of the meeting in Rome would b 
the next Universality consultation scheduled for 


32. (U) Liu urged all SPs to engage with non-S| 
region and encourage them to send high-level c 
representatives. Liu pledged that the TS would 
meeting with the Italians and other interested de 
plan the meeting and make it a success. He sa 
would be similar to previous agendas for this re 
that the TS was very open to ideas from SPs. [ 
suggested that ERD should keep interested del 
of planning for the conference and share the no 
as soon as it is prepared. Del rep has also raise 
privately with the DG\'s office. 


33. (U) In other universality related developmer 
has offered to host a conference from Novembe 
African SPs but presumably non-SPs will be inv 
The DG wrote a letter to the PM and FM of Bart 
them to ratify and sign the CWC. This was tran 
through the Deputy Perm Rep of the Barbados | 
suggested the letter be sent. The DG also wrot 
the FM of Burma urging Burma to attend an upc 
in Nepal. In the Comoros 

ratify the CWC is on the agenda for the June pe 
session. Liu said he believed that it was likely tl 
Bahamas 

year. 


34. (U) Japan asked if international and region: 
organizations would be invited to Rome. Japan 
that perhaps some of the non-SPs invited to the 
Rome should be invited to a national authority n 
scheduled for the fall in Jakarta. Japan thought 
good idea as \"Indonesia is a Muslim country to: 
Ellahi of ERD said that no decision on 10$ or re 
organizations had been made yet for Rome. He 
inviting non-SPs from the Middle East to the NA 
Rome saying it was better to focus our universa 
on Rome and pointing out that it could be insulti 
countries to be invited to Indonesia simply beca 
all Muslim countries. 


35. (U) China said it was checking with Beijing 


high-level officials would be able to attend the п 
Rome. 


?eopleVs Party (SNS) outlined his plans to solidify support among ethnic Serb voters in advance of thi 


lassified Ву: A/PolCouns Atul Keshap for reasons 1.4 (B,D) 1. (SBU) At DRL\'s request, PolOffs witn 


Ys June 6 farewell call, expressed hope that a government coalition uniting Lithuania\'s political left a 
nued impasse over the barriers to US defense industry participation in Turkish defense contracts but 


'A points encouraging OIC members to reach a common, public position urging Iran to abandon its и 
ted her 61st birthday within the walls of her compound in Rangoon, where she remains under house 


dal Sunar, Business Director, Development and Management, informed Econoff that the company wc 


1 to run because he could not stomach the prospect of five more years of Ruutel and his 1 
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36. (U) Chiho Komuro (Japan) chaired her last 


on the Report of the External Auditor for the Ye: 
December 2005 (EC-45/DG.9 

The Head of the Budget and Finance Branch 
represented the TS at the meeting. Much of the 
focused on the Smartstream system. 


37. (U) Del rep asked if the information present 
Statement IV on page 48 of the report was also 
the years from 2001-2004. Martin said that the i 
could be found in all of the previous External At 
reports in Statement IV. Germany asked why tt 
increase in unliquidated obligations as indicatec 
paragraph 25 of the report and what steps the T 
address the problem of late payments by SPs. 
primary reason for the increase in unliquidated ‹ 
was that beginning in 2005 the TS counted any 
had not been paid by December 31 as an unliqt 
obligation. In previous years the TS had kept it: 
for a month or two beyond the end of the year w 
lower figures for unliquidated obligations. In orc 
encourage SPs to pay on time or at least as so: 
the DG makes constant references to the proble 
late payments in all of his speeches to ECVs an 
according to Martin. In addition 

three reminder letters a year to SPs that haven 
TS is also working with SPs to create a repaym 


SIPDIS 
for SPs that are in arrears. 


38. (U) Iran said it could not understand how it 
possible to have such large surpluses and unliq 
obligations at the same time. Martin explained ` 
was not really a link between the two 

of a bookkeeping issue. Italy suggested that thi 
books open until March in order to reduce the n 
unliquidated obligations (sic). Martin explained 
made much more sense to have it coincide with 
year that was a calendar year. 


39. (U) Del rep noted the importance of creatin 
effective mechanism to monitor the TSs perforn 
its RBB objectives as outlined in paragraph 33 c 
and in refining RBB performance indicators. Gt 
and Japan supported the U.S. Martin said the 1 
have such a mechanism in place in 2006 and pi 
with delegations to continue to refine RBB indic: 
budget. 


ies Chairman Len Blavatnik discussed his company\'s Kazakhstan investments with the Ambassadoı 


fed the Ambassador on the company\'s Kazakhstani interests on June 8. Country Manager David Wi 


Frederic Etsou and Protestant Monsignor Pierre Marini (who is also President of the transitional Sen 


tesearch Park (DuBiotech) is a free zone focused on biotechnology research and development, rathe 


ince of a new June 30 disarmament deadline (reftel). MONUC officials said that nearly 300 militia me 
s of the June 8 government reshuffle. Among the economic-related ministers, only Communications 


superior, Department Section Chief Igor Panin (who was traveling at the time), are the only officials in 
ITICAL, SECURITY, HUMAN RIGHTS EVRENSEL: Military operations have been continuing in ` 


nmarized here. POLITICAL, SECURITY, HUMAN RIGHTS EVRENSEL: The fourth hearing of tr 


responded to the final tally of the Montenegrin referendum, and addressed several key issues facing 
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40. (U) Del rep asked about the status of the T: 
seek a new travel agent as outlined in paragrap 
said the procurement process has begun to see 
service provider and that Administration was als 
purchasing an automated travel system to track 
requests 


41. (U) Iran asked about the two incidences of 
having been procured with waivers of bids as ot 
paragraphs 38-41. Ron Nelson 

Administration 

Information Services Branch (ISB) 

and explained that there was no competitive bid 
two major computer purchases outlined becaus 
the TS workstations were Dell computers and tt 
that it was important to try and standardize its ci 
inventory. 


42. (U) Several delegations asked for an updat 
Smartstream system. Da Silva replied that all c 
of Smartstream that were originally planned to k 
have been implemented. He said the TS would 
procurement module to see if it should be imple 
said that ISB had conducted a customer survey 
that revealed that most users believed the syste 
be more user-friendly and that users should rec 
additional training. Da Silva said that the currer 
is installed on each workstation and then linked 
Smartstream would soon be releasing a web-bz 
software that should low-cost and more user frie 
Silva said there was also a need to change the 
the TS; many users continue to use Excel and c 


that are not linked together and this defeats the 
Smartstream. 


43. (U) Germany asked if there was a single pr 
for Smartstream and if Da Silva had any though 
investigation of Smartstream. Da Silva confirm: 
was a project manager for Smartstream. On th 
Silva said that the only OIO recommendation he 
with since he became the Head of ISB was the 
to formalize and tighten up the procedures for c 
in the Smartstream database. This has been οἱ 


44. (U) France asked if it would be possible to | 
quarterly briefings 

being made on Smartstream implementation. F 
delegations were concerned about the large am 
that have already been spent on Smartstream. 


“igers of Tamil Eelam (LTTE) and Sri Lankan Military continued to engage each other militarily June 1 


Department\'s Human Rights and Humanitarian Division Chief Tigran Samvelian per ref A. Samvelia 
' Director General for International Relations Enrique Perez Ramirez on June 16 and MFA Deputy Dir 
ΕΟΤ: MEDIA REACTION REPORT - U.S. Diplomacy - Iran PARIS - Monday, June 19, 2006 (А) SUE 


sul General John Kincannon for reasons 1.4 (b) and (d). 1. (C) Ina May 28 meeting with PolOff and 
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supported France\'s request. Rather skillfully 
that Smartstream really belonged to the users n 
the users had taken charge of VIS 

charge of Smartstream. What he really seeme« 
was that somebody else could brief delegates e 
months on Smartstream. Germany and France 
their concerns be reflected in report language. 


45. (U) Italy asked that language critical of the 
Auditor\'s recommendations on tenure as outlin: 
and 66 be included in report language. France 
suggested that this issue could better be dealt v 
Facilitators oral report particularly as this could i 
waters with the DG\'s upcoming report on tenur 


46. (U) Javits sends. 
ARNALL 
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to career state department Foreign Service em[ 
apply to state department civil service employee 
of other USG agencies and contractors. 


B. Terrorism: 


A series of terrorist bombings took place in Cas 
May 16 

vigorous efforts of Moroccan law enforcement s 
Although U.S. government facilities were not tht 
the Casablanca attacks (and no Americans wer 
injured) 

interests and citizens remains high in Morocco. 
Establishments which are readily identifiable wit 
States are potential targets for attacks. These i 
facilities where U.S. citizens and other foreigner 
congregate 

schools 

targets may also include establishments where 
occur that may offend religious sensitivities 
casinos or places where alcoholic beverages ar 
consumed. While in Morocco it is important to E 
one's surroundings 

should stay abreast of recent developments witl 
read the latest state department consular inform 
covering travel to Morocco and any current worl 
messages about travel to the Middle East and № 
before arrival in country. The Mission takes all ii 
concerning terrorist incidents and terrorism very 
The Mission investigates all incidents fully in coi 
with Moroccan authorities. All travelers are exp 
report any suspicious incidents or information tc 


with the Minister of Transportation and Communications and the Under Secretary for Civil Aviation Af 


sruption at the June 20-21 International Conference on the Red Cross and the Red Crescent Movem 
ITY INITIATIVE, GAZA BEACH SHELLING, AND MARINE SONG 1. SUMMARY: Government-own 


ler stated that the GOB shares USG views on the first session of the new United Nations Human Rig} 
ler Prachanda and Рите Minister С.Р. Koirala would happen soon (reftel), the two leaders met and N 


Jarama. Darama welcomed reftel concerns and stated that she would pass the talking points of the ı 
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immediately 


C. Crime: 


The threat level for crime in Morocco has been: 
\"high.\" Crimes ranging from aggressive panh: 
pocketing 

harassment of women occur periodically. Atten 
of Mission residences by burglars have occurre 
general crime in Morocco tends to be non-violer 
criminals look for opportunities to steal by stealt 
than confrontation but there are exceptions. 


Women walking alone in certain areas of cities . 
areas are particularly vulnerable to verbal haras 
young men. Women are advised to travel with = 
a group when possible and to ignore any harass 
women who have responded to verbal harassm 
physical attack. If physical provocation occurs 
are urged not to resist in order to avoid injury ar 
report the incident to the regional security office 
immediately (see telephone number above). 


Travelers should be alert for pickpockets and 
purse-snatchers 

tourist attractions 

and trains in Morocco are relatively safe 
considered safe. Avoid carrying large sums ої! 
credit cards should be secured in the safe depo 
your hotel. In the event you are victimized by с! 
attempted crime 

during your stay in Morocco 

the RSO as soon as possible. 


D. Demonstrations/Harassment: 


When regional tensions increase many diplome 
including ours 

calls 

receive any of these while at Post 

and/or the RSO immediately. Further 

several white powder letters through the local rr 
note: mission policy strictly prohibits any ипоре! 
packages or boxes from being brought into any 
to screening by the embassy and consulate mai 
There are no exceptions to this policy and all pe 
expected to abide by it rigidly for the protection ı 
mission and its personnel. 


Finally 
Morocco during periods of heightened tension. 


ables into the U.S. to Ganesh K.C., Secretary, Ministry of Agriculture and Cooperatives; Prachanda M 
il Science professor and former dean of the American University in Kuwait Dr. Shafiq Nazim Al-Ghabı 


3oliman Awad shared with the Ambassador June 19 scant detail regarding Mubarak\'s June 18 meetii 


report to the United Nations Human Rights Council in Geneva during the upcoming session. The Arr 


ign and Commonwealth Office announced on June 9 the appointment of UK Ambassador to Ireland € 
amkus plans to make an official visit to Turkey later this week, where he will meet President Sezer, P 
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a few of these demonstrations have been anti-A 
with a small number of these resulting in some | 
destruction of personal and public property. Tre 
should be cognizant of the current levels of tens 
region 

crowds. Demonstrations and suspicious inciden 
immediately reported to the marine security gua 
and the RSO. 


E. Electronic Devices: 


Privately owned laptops 

and similar devices are strictly prohibited in con 
access areas (CAA\'s) of the chancery and con: 
Travelers with USG unclassified and classified 
laptop/notebook computers must notify the infor 
management officer (IMO) through marine Post 
before bringing these machines into the Embas 
Questions concerning other types of electronic ‹ 
be directed to either the IMO or the RSO. 

F. Cultural Awareness: 


Travelers need to be cognizant of the fact that ^ 
Islamic country despite the appearance of some 
western culture. Generally 

should dress conservatively for all occasions to 
harassment from young men in public or offend 
interlocutors during social occasions. Men shot 
ostentatious apparel that draws attention. The | 
consumption of alcohol is permitted in Morocco 
conservatives in Moroccan society are fundame 
its sale or use. Travelers should let common se 
and only buy or consume alcohol in shops 
hotels where it is readily available and permittec 


G. Post Specific Security Briefings: 


Travelers planning to stay in Morocco 14 days c 
should request that their sponsoring office sche 
security briefing for them with the RSO. 

Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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the Kremlin. Observers claim Chayka\'s appoin 
seen as a reflection of Putin\'s desire to maintai 
of power between competing Kremlin factions ir 


AIT 2271 AND PREVIOUS Classified By: Charge dVAffaires Matthew H. Tueller for reasons 1.4 (b) ε 


tY. Outgoing SRSG Soren Jessen-Petersen announced June 17 his decision to postpone municipal 1 


где dVAffaires Stephen A. Seche for reasons 1.4(b)/(d ) 1. (C) SUMMARY: While the recently publi 


ITH AND WOMEN, AND THE SATELLITE REVOLUTION Block Quotes ------------ Monday, June 19 
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government posts. Attention will now turn to Cr 
replacement at the Justice Ministry. PolPred Dr 
is being mentioned as one of the top candidates 
appointment as Justice Minister would bring hin 
capital 

Minister -- could advance his political fortunes ir 
traditionally weak position. 

BURNS 
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Classified By: Ambassador Charles P. Ries for 


1. (U) On June 19 

Justice Minister Anastasis Papaligouras with a « 
letter to Attorney General Gonzalez (see para 5 
that former Embassy Athens communicator anc 
Steven Lalas be allowed to serve the remainder 
Vsupervised release!" in Greece. The Minister : 
request be granted on humanitarian grounds 
and children are now permanent residents in Ci 
of assurance 

authorities shall undertake to honor all standard 
of supervision imposed on Lalas.\" Local medie 
June 17 that the original letter to the U.S. Attorn 
was transmitted by the Greek Ministry of Justice 


BACKGROUND 

2. (C) Lalas pleaded guilty in 1993 in the Easte 
of Virginia of conspiracy to commit espionage fc 
classified information to Greek intelligence сиси 
worked at Embassy Athens. In the two years b: 
arrest 

level documents to a Greek military official in ex 
money 

identities and job descriptions of U.S. Central In 
Agency personnel. He was sentenced to 168 т 
imprisonment and a five year term of superviset 
Lalas served his prison sentence in the U.S. an 
to the supervision of the United States Parole a 
Service in New Hampshire on July 8 


3. (SBU) In May 2003 

of his sentence in Greece under the Prisoner Tı 
The United States received no documentation i 
the transfer request from the Greek governmen 
U.S. Attorney 

strongly opposed the request 

2005 


:asons 1.4(a), (b) and (d) (C) Further to Reftel, PoIMilOff met June 19 with Dan Neculaescu, Director 


=MY IS MY FRIEND: SUPPORT FOR AND OPPOSITION TO REFORM UNITES POLITIC 


a three GTMO detainees, Abdulaziz Suleiman al-Rubaish, whose brother is currently detained at GTN 
d). 1. (SBU/NF) The Charge met June 19 with Brigadier General Anmad Nawaf Al-Sabah, Assistan 


‘and GEN Casey discussed the Baghdad security plan; the Site 4 investigation; Basrah; military oper. 


ummary ------- 1. (C) Activity in support of the remaining three Bahrainis detained at Guantanamo В: 


n Nicaragua prefer ALN presidential candidate Eduardo Montealegre as the best option to lead Nicar: 
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provisions of the supervised release of Lalas. / 
the Office of International Affairs at DOJ confirn 
would strongly oppose a request for Lalas to tra 
Greece 

Lalas\' supervised release to Greece under the 
Transfer Treaty 

consider transfer of the supervision. 


RECOMMENDATION 

4. (C) Embassy Athens sees little foreign policy 
granting the current GoG request and therefore 
against an effort to arrange for Lalas to serve th 
of his supervised release in Greece. The releas 
letter to the press 

indicates that this is largely intended for public 
consumption. We believe that not meeting the 
not harm our bilateral relationship with Greece. 
courtesy reply 

the terms of Mr. Lalas\' parole are the responsik 
independent judiciary. This would parallel the C 
Ministry\'s response to our request for help in th 
Seamen Vossler and Wright. 


5. (U) Attached is the text of two letters from th 
Minister: 


LETTER TO AMBASSADOR RIES 


Hellenic Republic 
The Minister of Justice 


Athens 
Ref: 244 


His Excellency 

Mr. Charles P. Ries 

Ambassador of the United States of America 
Dear Ambassador 

| am sending you herewith my letter addressed 
General of the U.S. Mr. Alberto Gonzalez 


issue of Steven Lalas. 


| am counting on your support for the fulfillment 
request. 


Yours sincerely 


2 labor demand for construction projects, today number around eight thousand at any given time. Wh 


ker of the Council of Representatives (CoR) Khalid al-Attiyah told Embassy Legal Adviser June 18 th: 


ador late June 14 that the GOL Cabinet had approved signing an Article 98 Agreement with the Unite 


to FM Abdullah Gul to embark on expert consultations as part of new U.S.-Turkey strategic dialogue, 
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/s/ 


Anastasis Papaligouras 
LETTER TO ATTORNEY GENERAL: 


Hellenic Republic 
The Minister of Justice 


Athens 
Ref: 242 


The Attorney General of the U.S. 
Mr. Alberto R. Gonzalez 

U.S. Department of Justice 

950 Pennsylvania Ave. 
Washington D.C. 20530-0001 


Dear Colleague 


| would hereby like to bring to your attention the 
Mr. Steven Lalas. As you are certainly aware 
U.S. citizen of Greek origin who was convicted i 
1993 to imprisonment of 168 months for deliver 
information to a foreign government. His term c 
imprisonment has now been completed and Mr. 
for approximately one year serving supervised r 
term of five years. 


As Mr. Lalas\'s wife and children are now permé 
in Greece 

allow him to serve this secondary penalty 
period 

Greek government shall undertake to honor all : 
conditions of supervision imposed on Mr. Lalas 
States District Court 

number 1: 93 CR00239-001. 


| wish to underline the positive effect that a deci 
allowing Mr. Lalas to serve the remainder of his 
release in Greece would create and the conside 
for the relations of our two countries. Furtherm 
would enhance the already good working relatic 
our two Departments. 


It is my sincere hope that you will give the matte 
attention and that you will react positively to my 


Yours sincerely 


/s/ 


raised Guatemala\'s candidacy to the United Nations Security Council during a June 8 meeting in Ca 


ind (d) 1. (C) SUMMARY: Fatah sources reported that an agreement on the prisonersY initiative is ne 


ament to implement the ICJ decision on the Bakassi. The representatives felt betrayed by the agreen 


ategy is becoming more explicit, and its expansiveness will only complicate effective control. On June 


2 under Section 1 ------- Summary ------- 1. (SBU) Stricter liquidity controls implemented in Januar 
's Department June 19. Hinz said that the issue was of great concern to the Polish government, and 
за Cross and Red Crescent. Yturriaga said that Spain strongly believed іп the importance of the Third 
d 19, respectively. Following consultation with the MFA PermSec and the Icelandic Mission in Genev 
c received reftel A demarche from PolOff on June 16. They confirmed that Romania intends to vote fc 


ıe Bolivarian Republic of Venezuela (BRV) is preparing new legislation that aims to increase State coı 
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Anastasis Papaligouras 
RIES 
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undermined by continuing opposition of some K 
working with former PM Vladimir Meciar. SDKL 
June 21 

re-energize an effort to persuade KDH not to joi 
Despite the slight lift in the political fog 

coalition may not be announced for several moı 
agreement on a government program and the d 
ministries could take even more time. END SU 


2. (C) President Gasparovic officially gave Sm 
mandate to form a governing coalition during a 
meeting June 20 with Smer chairman Robert Fi 
all three parties involved confirmed press report 
made a first offer to SMK and KDH 

swap Smer for Dzurinda\'s SDKU. SMK says it 
with the proposal; SMK spokeswoman Livia Sol 
it is not yet official 

accept the coalition. Smer insider and newly ele 
Juraj Horvath told us through his deputy Katarin 
that he was meeting with SMK this afternoon 
negotiations between Smer-KDH-SMK were mc 
level.\" 


KDH STILL HUDDLED UP... 


3. (C) Meanwhile 

KDH\'s Pavol Hrusovsky when he was Chairma 
Assembly 

presidium is divided 6 to 5 in favor of going with 
was confident this majority would prevail. Form 
Jozef Miklusicak told us in the morning that KDI 
discussing its course of action 

Smer-KDH-SMK coalition. 


4. (C) Dyttert said that КОН places high priority 
Ministries of Interior 

Education 

chairman of parliament again. These Ministries 
particularly Interior and Labor and Social Affairs 
likely to be high on the agendas of all parties 
control a significant percentage of the EU funds 
into Slovakia. Although Smer\'s Horvath told us 


IE, MARY ROWEN, CHIP BARBER, AND MIKE MCGAHUEY Е.О. 12958: N/A TAGS: KS, AORC, T: 


Jisarmament Jean-Paul Malan that there were just a few obstacles left to mediate and that disarmarr 
D. HAMBURG 15 E. BERLIN 298 ------- Summary ------- 1. (SBU) On June 14, Germany depo: 


2 the meeting in Warsaw. The Portuguese Charge dv Affaires т Warsaw, Manuela Teixeira Pinto, wil 
Monday, June 19, 2006 -- Chairman of the Human Rights Committee of KuwaitVs Attorneys Society 


gation in Geneva will attend the conference and will vote in favor of the proposed amendments. ARII 
Ambassador Howard Brown confirmed to Charge dVAffaires Speckhard that Australian military force: 


‘dingly. 1. Summary: The U.S.-facilitated Tripartite Plus Sub- Commission on Security and Defense 
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thought any hesitation by КОН -- and particular 
Minister of Justice Daniel Lipsic -- might be ove 
offering Lipsic the foreign ministry 

previously expressed interest. Dyttert 

has \"burned all bridges\" in the last few days wi 
statements that cooperation with Smer would bı 
and will not be given any Ministry if KDH succee 
a ruling coalition. 


HZDS: КОН WON\'T WORK WITH US 


5. (C) HZDS MP Milan Urbani told us the previ 
\"three plus one\" coalition of SDKU-SMK-KDH- 
due to KDH\'s impossible-to-meet condition that 
replaced as HZDS chairman. Dyttert confirmec 
that HZDS may fall apart over time 

are strongly united behind Meciar. Pre-election 
of break-away MPs immediately after the vote a 
proving to be wrong. Urbani is now predicting a 
government 

willing to make a deal. HZDS may get that char 
Nevedalova said that if a Smer-KDH-SMK соаії 
materialize 


SMER OUTLINES ITS OBJECTIVES 


BRATISLAVA 00000499 002 OF 002 


6. (C) Nevedalova said Smer will place the hig 
on controlling the Ministries of Interior 

Affairs 

Smer is not interested in the Ministry of Foreign 
because 

identifying an effective and appropriate Minister 
more problems for Smer than it would be worth 
negotiations. Dyttert said KDH does not have a 
does not want the Ministry of Foreign Affairs 
take it because of the ethnic issue (ref C). 


SNS MAY NOT BE PALATABLE TO SMER 


7. (C) Smer faces distinct international pressul 
work with nationalist party SNS. The internatior 
Smer\'s partners within the European Socialist | 
large majority of the party\'s own members -- int 
Chairman Robert Kalinak -- are in staunch oppc 


ie June 17 elections (reftel), Smer chairman Robert Fico was emboldened to begin thinking strategic: 


iis in East Timor. CPLP, established in 1995, includes Angola, Brazil, Cape Verde, Guinea-Bissau, Mi 
d of the World Bektashi Community, to come to Turkey to participate in a Bektashi feast August 16. T 
assane Zailachi to deliver reftel demarche and English version of Morocco\'s 2006 TIP report. MFA } 


FA officials, and President Chirac will have the final say. Based on conversations with an Elysee cont 
Nsaif Jasim told PolOff he and his supporters wanted to start a liberal, secular political party called tr 
UM 1402 Classified By: POL/ECON OFFICER MICHAEL P. ZORICK, REASONS 1.4 (B) AND (D). $ 


2 conversation June 19, Sur said that the GoF was pleased with the language in the U.S. Request for 
Police arrested 61 people, but only after approximately $50,000 worth of damage was done to UNH( 
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cooperation with SNS. Still 

SNS has not been ruled out. KDH\'s Dyttert sai 
party does not want to co-govern with SNS 

far as to consider making \"ignoring SNS\" (whic 
prone to use the parliament as a backdrop for ri 
incendiary statements) part of any coalition agre 


ANYTHING REMAINS POSSIBLE (EVEN SME 


8. (C) Assuming PM Dzurinda is hearing the si 
about KDH 

Christian Democrats. In the meantime 

inching ever closer to a Smer-SMK-KDH соайи 
has a backup plan (Smer-SMK-HZDS) as well = 
goes\" mentality. Most important for Fico 
readily admit 

everything else is secondary. Thus 

like HZDS and SNS cannot be ruled out 

hinted that the \"best coalition\" for Slovakia wot 
Smer-SDKU 

completely ruled out. In a press conference late 
afternoon 

Smer-SMK-KDH coalition was a possibility 
attractive\" for Smer. When pressed 

ruled out a \"big left-to-right\" coalition governme 
SDKU. COMMENT: At the moment 

gaining steam and emerging as the favorite. Fi 
his options open to keep his negotiating positio! 
show KDH and SMK that he can walk away at a 
VALLEE 
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include the armed rebel movements and a broa 
representative council that would take over pres 
powers for running the government and implem 
map.\" 


8. (C) The weeks leading up to Deby\'s inaugu 
August 8 offer the best chance we and other int 
partners have had to influence Chad in a positiv 
since the initial sparring took place in early 2004 
plans to overturn term limits and seek a third tei 
opportunity was missed then. Even now the po: 
out by Deby and his opponents appear irreconc 
positive voices they have been making recently 
designed more to play to the international audie 


ın political lexicon with hate-inspiring concepts to create and enlarge fissures within Venezuelan socie 


ry. Cerro Verde Mine, a Phelps Dodge subsidiary located in Arequipa (southern Peru) was the target 


Column 3 
signal any serious willingness to compromise. 


9. (C) But even if the political will necessary fo 
progress is hardly evident now 

Implementation of the Darfur Peace Agreemen 
pressures on Chad 

Durable peace can begin to take root only if Del 
opponents can reach a political consensus on C 
Even launching a process seeking to achieve th 
could help tame the cross-currents threatening ' 
stability. 


10. (C) We doubt that elaborating a detailed \"! 
with specific benchmarks and commitments wo 
this early stage. Our role is better directed at di 
supporting French efforts to persuade Deby to c 
opposition cabinet and hold real legislative elect 
should be ready to use our influence with the of 
leaders to encourage them to explore any serio! 
in this direction. Although they will have to acce 
sham election of May 3 and his mandate for an 
years 

more credible presidential elections the next tim 


11. (C) For any plan to make a difference 
devote more than just token resources in suppc 
international efforts to assist Chad with political 
economic reform. This would involve working n 
the electoral process 

parties 

finance management. If progress on these fror 
should also be ready to invite Deby to Washingi 
won his most recent round of fights 
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lacks what he most wants from us: our respect. 
that concern to reward him if he chooses to eng 
serious program of reconciliation and reform. 


12. (U) MINIMIZE CONSIDERED 
WALL 
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to avoid controversy" and committed to conside 
as the Council begins its mission. 


TAUBMAN 


51.4 (b) and (d) 1. (C) Summary. Mining and Hydrocarbons contacts are generally optimistic about tl 


aquests the Department assist in conducting a Leahy Amendment Human Rights review, as well as a 
ries and agricultural producers to discuss the U.S.- Peru free trade agreement and economic develop 
siting team from the Millennium Challenge Corporation (MCC) to discuss the results of the MCC tean 


ted Crescent, reiterated that the GoB has already signed the third protocol and intends to support am 


d today after being detained by the GON for five days. Both the CG and Deputy Consul spoke with h 
'oneVs continued peaceful development. President Kabbah intends to announce at the June 23 oper 


DILI 303 DILI 00000316 001.2 OF 006 CLASSIFIED BY: Grover Joseph Rees, Ambassador, U.S. 
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Gaza\" to receive their USD 300 payment. Touj 
PA has not yet managed to transfer funds to the 
enable post offices there to begin similar disbur. 
since commercial banks in Gaza are refusing tc 
such a transfer. Toujas also said that the partia 
payments were only being made to current PA « 
pensioners or social hardship cases. 

WALLES 
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MPs to \"find common ground." Tymoshenko L 
microphone to assert that OUVs leadership sim 
to form an Orange coalition. Separately 

that the FM Tarasyuk-led Rukh faction of OU he 
19 

entered into a coalition with Regions. Senior Re 
Mykola Azarov denounced Tymoshenko as a N" 
emphasized that the question of NATO membe 
decided by the people of Ukraine through a refe 
Azarov warned that if a coalition were not forme 
Regions reserved the right to seek a vote on a r 
Speaker. Following the brief afternoon session 
reporters and diplomats at the Rada that OUVs 
potential partners were continuing. A longtime | 
that the bloc would be urging President Yushchi 
with OU MPs on June 20 

decision. Regions MP Leonid Kozhara assertec 
was ready for anything: a coalition with OU 
opposition 


No Coalition Announced 


2. (U) The Rada held short morning and afternc 
June 20 

21. There was no announcement about the fori 
coalition government. 


Morning Session: The Our Ukraine View... 


3. (C) Our Ukraine (OU) MP Roman Zvarych tol 
before the morning session that OU\'s talks witl 
partners were again deadlocked. According to 

two main sticking points were Tymoshenko\'s гє 
checks and balances on her power as prime mi 
Zvarych said was the Socialist Party\'s (SPU) re 
to a NATO Membership Action Plan (MAP) for L 
Socialists 

another thing at the negotiating table. In contra 


UBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE, JUNE 10 - JUNE 16 2006 REF: ASU 


essage is sensitive but unclassified. Please treat accordingly. 1. (U) SUMMARY: Venezuela\'s propo 
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related 

smoothly 

that Regions had agreed to support а MAP for L 
early as September 

flat-out opposed a MAP. (Note: SPU leader Mc 
reporters and diplomats on June 20 that he did 
NATO membership 

by a nationwide referendum.) 


4. (U) Once the session started 

chairman of the Rada\'s provisional presidium 
offered each faction an opportunity to speak. R 
Bezsmertny took to the rostrum for OU 

creation of a stable coalition capable of implemt 
reform program; looking in the direction of the E 
Tymoshenko (BYuT) contingent 

common ground\" and work for the interests of | 
not simply themselves. 


...Tymoshenko Blasts OU... 


5. (SBU) Yuliya Tymoshenko used her turn at tr 
attack OU 

coalition. Whenever progress was made durinc 
talks 

coalition deal; BYuT and the SP could agree 
every precondition stipulated by OU 

still refuse to seal a coalition deal. She warned 
oblast and municipal councils in western Ukrain 
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Orange coalition and could not be expected to s 
unnatural\" alliance between OU and Regions. 
MP and Tymoshenko foreign policy guru Hryhoı 
us privately that the Rukh faction of OU (7 MPs’ 
evening of June 19 to abandon OU if the party f 
Orange-Blue coalition. This occurred despite w 
called the \"unprincipled\" effort of Rukh\'s leade 
Minister Borys Tarasyuk 

with OU no matter what kind of coalition emerge 


...And Regions Calls Yuliya a \"Demagogue\" 


6. (U) Tymoshenko ended her remarks by \"call 
on NATO. Wagging her finger at the Regions c 
whistled and catcalled back at her 

knew" that Regions had agreed with OU to acc 


ints from ref Aon APHIS regulatory changes to Minister of Agriculture Salvatierra on June 16. Salvat 


2 Pamela Ingleton, Desk Officer, International Organizations Department, Ministry of Foreign Affairs a 


‘ate quota for marketing year 2006, post received the following reply from the Guyana Sugar Corpora 
sed civil aviation bill is stuck in a holding pattern in the Nicaraguan General Assembly. The bill, which 
re information to USUN about the background of two individuals for whom Belgium has requested de 


Denise Dresser told poloffs that while she was optimistic Mexico\'s electoral machinery would work, : 
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membership for Ukraine. As Tymoshenko heac 
seat 

denounce Tymoshenko as a \"demagogue\" wh 
the Rada. Speaking in Russian 

cheers of his Regions colleagues 

the Party of Regions that the question of NATO 
could only be decided by the people of Ukraine 
referendum. Azarov then issued a threat 
coalition was not formed by June 21 

right to choose a new Rada Speaker -- a move 
will support\" because they were tired of \"never 
talks" (Note: Regions leader Viktor Yanukovyc 
press on the afternoon of June 20 that Regions 
votes\" to elect a new Rada Speaker on June 2° 


Afternoon Session: OU Says Talks Continue... 


7. (U) Following the brief afternoon session 

an adjournment until the morning of June 21 
group of reporters and diplomats that OU was c 
talks with both sides 

Orange discussions were stuck on Tymoshenkc 
accept checks on her power as prime minister. 
Zvarych said 

Affairs 

Prosecutor General should all be professional b 
these \"power\" positions should not be divided | 
Orange parties and then used to attack political 


...BYuT Says Yushchenko Needs to Focus... 


8. (SBU) Echoing what we have heard repeatec 
during the past few days (reftels) 

Omelchenko 

of the bloc\'s inner circle 

Yushchenko. BYuT 

all of OUYs MPs 

coalition 


...And Regions Claims Yushchenko Is in Ashga 


9. (SBU) Omelchenko\'s view was separately se 
MP and foreign affairs advisor Leonid Kozhara 
Yushchenko had to \"get serious" and make а! 
needed to be fully focused on domestic affairs. 
explain 

summoned to Ashgabat on the afternoon of Jur 
face-to-face gas negotiations with President Niy 


3 Elections Commission (GECOM) is progressing with its work to prepare a final voter list for the ирси 


] Nations Desk Officer. Benitez stated that Paraguay supports and is fully committed to the implemer 
resentative here to the director general of the Dominican Red Cross, Arq. Gustavo Lara Tapia. Lara : 
ΙΝ U.S., AMONG OTHERS REF: WELLINGTON 396 1. (U) This is an action request; please see Рг 


; already departed from country, but that she would pass the message to their Embassy in Geneva fo 
itive But Unclassified, not for distribution outside USG channels. 2. (SBU) Summary: Panelists at an 


Column 3 

Kozhara asserted that Yushchenko was expect: 
late on the evening of June 20. (Note: Preside 
Protocol denied to us that Yushchenko was out 
and news reports had Yushchenko meeting witl 
p.m. There were also media reports that Yushc 
telephone with Niyazov today.) Kozhara confirn 
still negotiating with Regions 

was \"ready for anything\": a coalition with OU 
opposition 

Regions were in the opposition 

deadlocking the Rada when possible and gener 
the work of an Orange government. He added 
years of government service 

government so \"disorganized and dysfunctiona 


10. (U) Visit Embassy Kiev\'s classified website 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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more than NITEL had in its coffers. Amakwe s: 
satisfied with the partial payment 

expected PTOs 

owed to workers through the Debt Recovery Co 
NATE would monitor the payment of salaries 
another strike if the federal government renege 
promises. 


4. (SBU) Comment. This strike has cost the Nit 
sector billions of naira in lost revenue. With cor 
surrounding NITEL\'s privatization bid 

was intended to further complicate the privatiza’ 
workers fear privatization may occasion job los: 
are not fans of the exercise. In striking 

made some potential bidders more reticent but 
have helped lower NITEL\'s value. This diminui 
perhaps make it easier for the less skittish bidd 
the Presidents favorite 

Nigeria (see septel) 

BROWNE 
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considerably better known with the Secretary\'s 
transformational diplomacy speech at Georgeto 
the five APPs in France (Bordeaux 

Toulouse) have since been approached by num 
elsewhere wanting to know more - what exactly 
they operate? What factors need to be taken in 
deciding whether to establish one? In the spirit 
the US Mission in France has learned over the 


yan-Green and pan-Blue camps over the weekend to show their support for and opposition to Preside 


he purpose of this visit is to participate in the Special Advisory Committee on Management Issues mi 


Classified By: Robert Downes, Political Counselor, for Reason 1.4(b). 


y with Japanese and Chinese embassy and Foreign Ministry (SRE) officials, all of whom welcomed ir 
s of upper northern Thailand to promote the region as the \ 


Column 3 

telegram aims not only to address such questio 
various resources to colleagues in both Washin 
are considering the viability of an APP elsewher 
may wish to consider broader dissemination of ! 
overseas posts. 


3. (SBU) This telegram focuses on the APPs i 
other countries with different goals and/or consi 
different Mission priorities and a different level c 
infrastructure) may choose to handle things diffe 
specific details in certain sections to illustrate hc 
function 

that a different model would better serve their n 


Why an APP? 


4. (SBU) One of the first questions to conside 
is the best response to Mission needs. Is a Cor 
appropriate? Is an APP being considered as a 
a new geographic presence for the Mission? Is 
Post (VPP) or an American Corner more appro} 


5. (SBU) In the case of France 

officer (the core of our APP concept) were chos 
perceived need. In the early 1990s 

numerous small Western European constituent 
Consulates General in Bordeaux and Lyon 
Embassy requirements in the former Soviet rep 
1990s 

harming efforts to reach media/opinion leaders 
commercial interests іп FranceVs important regi 


The Development of France\'s APP Concept 


6. (SBU) Budget and personnel resources in t 
extremely tight 

only existing Mission personnel resources and i 
increase in Mission budget. In addition to a lon: 
the five APPs in France have between one and 
All were drawn from existing Mission personnel 
such as vehicles were also reprogrammed from 
APPs did not have to spend large sums of mon 
supplies. One positive factor was the difference 
cost of apartments in Paris and Lyon (the site o 
rental savings were so great that residential ren 
almost all of the \"new\" cost of renting office sp 


7. (SBU) The Mission has worked diligently to 
agenda for these lean posts -- a fairly strict focu 


3; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; CINCPAC FLT/PA/ COMNAVFORJAI 
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diplomacy 

services. This effort requires a senior Embassy) 
help ensure that \"mission creep\" is avoided 
area of required reporting 

administrative requirements 
Minister-Counselor for Economic Affairs serves 
in close cooperation with the Front Office 

with FCS 


What the APPs in France Do...And What They | 
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8. (SBU) The APPs in France are designed to 
than report on them. As mentioned earlier 
missions: public diplomacy (PD) 

citizen services (ACS). Our APPs do little V'trac 
political/economic reporting 

occasionally e-mail updates on local events suc 
elections 

inclusion in post reporting. 


9. (SBU) The APPs have proven to be powerf 
building and strengthening relationships with re, 
organizations who can help advance our public 
commercial objectives. Significantly enhanced 
prefects 

from APP activities 

of Embassy Paris officers 

quickly local officials and opinion leaders on me 
including our global transformational diplomacy 


10. (SBU) To ease the burden on the APPsY | 
periodic reports (F-77 

Human Rights Report 

almost exclusively by Embassy Paris. The Pari: 
handles all after-hours emergency calls for the , 
course in a true emergency the Paris duty office 
the APP officer. 


11. (SBU) Embassy Paris provides most of th 
for the APPs. All vouchers 

It would be erroneous 

little time on management issues. In the absen 
the APP staff themselves who must deal with th 
company 

supplies 


ne 10 unsurprisingly have brought renewed calls for the release of Australian detainee David Hicks. / 


' of Justice\'s decision to deny that party\'s bid for official registration. Failing to gain entry to the heari 
Charge DVAffaires Larry Schwartz met with former PM Sher Bahadur Deuba, President of the Nepal 


NORTH KOREA - TOKYO LEAD STORIES: Most Tuesday morning papers front-paged a GOJ pla 


V/A TAGS: ETRD, ΕΙΝΝ, ECPS, PGOV, ASEC, WTRO, CH SUBJECT: VOIP IN CHINA - NOT UNTIL ( 


two weeks, Embassy Pretoria publishes an economic newsletter based on South African press repor 
nt visit to Diwaniyah, REO staff found that with the fulcrum of political influence in Diwaniyah swinginc 


1ad Abid al-Mawla, the head of the Iraq Islamic Party (ПР) in Basrah. He said that the situation for Su 


is 1.4(b) and (d). 1. (S) Summary: Turkish MFA Deputy Director General for Security Affairs Huseyin 
896 С. MUSCAT 881 1. (U) Contains business proprietary information - please protect. ------- Su 
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12. (SBU) PD Paris provides a large part of th 
cultural programs as \"offers\" to the APPs follo 
strategy sessions with the APPs. Adequate AP 
requires adequate personnel in Paris to handle 
country-wide program coordination. Overall PD 
with APPs should consider the increased progre 
programming and reflect these additions in the | 
and program 

Initially 

of American citizen services 

complicated services such as prison visits 
France handle a wider range of citizen services. 
almost inevitable V'mission creep\" in this area = 
become better established in their respective cc 


13. (SBU) None of the APPs in France can se 
telegrams (although they do have access with C 
Webgram and the ALDACs) 

material. If a telegram needs to be sent 

text to a Paris colleague. 


14. (SBU) Embassy Paris hosts a semi-annue 
Conference for APP and ConGen chiefs in April 
year. In addition 

commercial and public diplomacy conference e 
as well as other occasional TDY visits to Paris 
opportunities to review Mission MPP goals 
concerns/challenges and give these lone officer 
chance to meet key counterparts in the Embass 
these meetings is to enable the APP principal o 
their V'best practices V" with one another -- a pov 
in our experience. 


The APP \"Model\"...Not a Strait-Jacket 


15. (SBU) One of the key concepts to keep in 
an APP is the importance of flexibility. Mission 
personnel/budget realities loom large 

between various APP sites. The five APPs in F 
one American officer and share the same three 
but are structured differently: 


APP Bordeaux has two local employees. One |: 
both commerce and PD; the other covers both ı 


185 been missing since December 5, 2005, was discovered by local officials in North Waziristan on Fi 


zR VACATION BOREDOM CONFRONTS SAUDI PARENTS; WOULD-BE SAUDI JIHADI DESERTS 


1ao. Cagayan de Oro is a gateway and regional market for eight cities representing five provinces in t 
V/A TAGS: EAID PREF PGOV TBIO PHUM SOCI SU SUBJECT: SUDAN - AVIAN FLU UPDATE 8 - „ 
BJECT: SCENESETTER FOR U/S LEVEYVS VISIT TO ROME, JUNE 20, 21 REF: A. ROME 1708 


ity Chief of Mission David S. Sedney. Reasons 1.4 (b/d). 1. (C) Summary: The eight-point agreement 


» Prime Minister, during a brief June 18 courtesy call. Dr. Siddiqui welcomed the attention of the U.S., 
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APP Lille has one local employee who focuses | 
work 

only one hour by train from Paris 

handles most of Lille\'s PD programming. 


APP Lyon has four local employees. One is pai 
Department 
ACS 


APP Rennes has two local employees. One co 
management; the other focuses primarily on coi 
not a Commerce Department employee. 


APP Toulouse has two local employees. One is 
Department; the other covers PD and ACS. 


16. (SBU) As the above illustrates 

model\" which should be copied - not even withi 
of the five APPs was set up in response to regic 
(Rennes 

APP Rennes tends to be more PD-focused. Tc 
so APP Toulouse tends to focus more on comn 
has a much larger American citizen \"constituer 
only APP with a full-time ACS local employee.) 
differ from post to post 

One shape and size does not fit all 

elsewhere. 


What Has Worked Well for APPs in France? 


17. (SBU) Good communication is essential: 
priorities 

communication links between the APPs and the 
colleagues. (See next section for some of our | 


18. (SBU) APPs look for synergies to help acc 
A day trip to an outlying city in an APP\'s \"territ 
a visit to an American company 

figures 

provision of consular services to resident Ameri 
During such a day 

Program candidate 

products 

exchange program with a class of American scl 


19. (SBU) APP work relies heavily not only or 
on creativity. Maybe an APP cannot find a US « 


‘age June 20 on President Chen Shui-bian\'s decision to deliver a televised speech Tuesday evening 


1 the Social Division of the Bureau of International Organization at the Thai Ministry of Foreign Affairs 
ian advocated regular discussions to enhance strategic trust during a June 16 lunch meeting with the 


ey Research Center, to make an oral presentation and participate in the second European Space Age 
; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; CINCPAC FLT/PA/ COMNAVFORJAF 
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African-American History Month program 
professor who has the appropriate background. 
present a medal to a former member of the Fre 
served as a truck driver with Patton\'s Third Arn 
invite him to share his wartime experience with 
students. 


20. (SBU) Each of the five APPs in France ри 
report highlighting key projects. Any readers int 
detailed examples of V'APP results" are invited 
the e-mail address in the final paragraph of this 


What Hasn\'t Worked So Well? 


21. (SBU) The APPs originally attempted to re 
commercial e-mail. However 

coordination with other State Department collea 
eventual connection (with adequate bandwidth) 
State Department OpenNet system greatly impı 
providing access to an important array of Open! 
including Webgrams and ALDACs. We probab 
dedicate the necessary funding to this issue 
investment in adequate bandwidth has paid off. 
adequate bandwidth and if local infrastructure p 
that OpenNet is superior to an Internet-only con 


22. (SBU) Because of France-specific circum 
activities are funded from State/PROG 
resources. This has created some complicatior 
fund managers sometimes have to sort through 
be funded with which fund cite. If possible at pc 
funding source would reduce administrative bur 
Mission B&F staffs. 


23. (SBU) Another ongoing issue that the APF 
struggle with is how to adjust USG accounting e 
to the small size of the posts 

originate. Management controls are of course I 
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the current requirements (such as some of the | 
reporting petty cash expenditures 

fees on short day trips 

vehicle) can be particularly cumbersome for suc 
Embassy Paris has already put in place a numE 
programs to address some of these issues and 
other possible approaches to ease the administ 


Certification personnel Kyle L. Olsen to travel to the Netherlands from June 26 - 29, 2006 November 
S Manager, Aziz Benbrahim to travel to the Netherlands from July 10-14, 2006 to negotiate MAP and 
ry clearance is granted for IRS Competent Authority Analyst, Vincent G. Salvo to travel to the Netherl; 
describes highlights of the Information Exchange (IE) portion of the annual meeting of the Australia C 
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24. (SBU) Consular services: All visa operatio 
Paris 

controls that would need to be put in place in or 
blank passport covers). The APPs do 

other citizen services (passport applications 
notarial services 

Since the APPs have no ACS software 
passports and reports of birth are forwarded (af 
taken) to AmEmb Paris or CG Marseille 

ACS computer system 

The APPs have no cashiers 

money order. No cash is accepted. Since the / 
out of the office (either on official travel or at ev: 
in France operate on a \"by appointment only\" ‹ 
designate certain days as \"consular days\" and 
appointments on those days; others give appoir 
officer is available. 


25. (SBU) Financial transactions: APP staff us 
petty cash and a government purchase card to 

financial transactions. For larger purchases an 
officer signs off on the initial bill and forwards it 

for payment. 


26. (SBU) Office space: After an earlier failed 
Lille) operating out of the officer\'s apartment 
commercial office space in buildings which have 
operating out of them. APP Lyon originally оре! 
Chamber of Commerce 

access to key contacts. 


27. (SBU) Ranks 

France are at the 02 level and have the diplome 
For all intents and purposes 

as regular Consulates. APP officers do not rect 


28. (SBU) Security: APPs are staffed by one | 
backup guard available during the absence of tl 
The APPs have a hardline door that separates t 
the interior offices 

security check 

APP employees. Additionally 

XRay unit for mail screening and a Walk Thoug 
for visitor screening. Obviously 

with sophisticated security services and good οἱ 
U.S. and the U.S. Mission -- may not work simil, 
settings. 


sified By: ESTH/NP COUNSELOR ROBERT W. DRY FOR REASONS 1.4 (B) (D) (E) AND (H). ------ 
cer Yoshiaki Makino on June 19, 2006. On June 20, the division\'s Ishigaki responded that Japan hol 
ice Slovakia doesn\'t have an Embassy in Venezuela, they could not communicate any message to tr 
Because of problems of purity, many residents purchase their water from reverse osmosis stations fi 
hief Dean R. Thompson, reasons 1.4 b, d ande 1. (C) Summary: The unexpected resignation of Cer 
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29. (SBU) Supervision: APP officers report to 
Economic Minister-Counselor 

APPs and the many Embassy offices (especiall 
Service 

have claims on the APPVs time. The Paris ОСА 
officer. 


30. (SBU) Switchboards: The APPs do not ha 
operators or receptionists. Instead 

messages and voice mail when (as is often the 
posts) no one is in the office to answer the phor 


Things to Keep In Mind When Considering Esta 


31. (SBU) The US Mission in France strongly 
are not just for France - the experience is certai 
other countries. Certain factors 

when considering whether an APP is the approx 
particular country. 


32. (SBU) Consular Commissions: If consula 
APP\'s mandate 
the American officer. Close coordination with C 
determine whether the officer has sufficient exp 
current training. 
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33. (SBU) Host country infrastructure: The AF 
heavily on the French postal system 

Telecom 

APPS in countries with less-developed infrastruc 
be more creative (a necessity for any APP office 
conduct business. 


34. (SBU) Recruitment: It is vital that the Ame 
the local employees be people who can work in 
will do whatever it takes to get the job done 

do not appear in their job descriptions. An FSN 
may also be responsible for taking the official ve 
mechanic or for stuffing envelopes in advance c 
reception. The American officer must be willing 
speeches (which the officer often researches 
on his or her own) 

(each way) to other cities on official business (o 
until late at night) 

is the norm. Fluency in the local language is cri 


V/A TAGS: EAID PREF PGOV TBIO PHUM SOCI SU SUBJECT: Sudan - UNICEF Vaccinates One N 
\'s desk at the Ministry of Foreign Affairs; Bede Lyimo, Assistant Director of Trade at the Ministry of In 
16317 Classified By: Ambassador Michele J. Sison for reasons 1.4 (b andd). 1. (C/NF) Summary. ( 


untry clearance is granted for IRS Competent Authority Analyst, David S. Kosterlitz to travel to the Ne 
IECT: MEDIA REACTION REPORT - U.S. - EU Summit Saddam Trial North Korea PARIS - Tuesday, 


fax - (90) (312) 468 6138 E-mail - YoungDK@state.gov ETD - July 2007 2. Alternate MDRO is: Thon 
oove-market prices, Belarus no longer had any place to store the potash it was digging up. The prob! 
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capital city 

resources make it difficult for local employees tı 
interpreters. Virtually all of the APP officers\' m 
speeches 

least a 3/3 (preferably a 3+/3+) would be unable 
requirements of the job. 


35. (SBU) Security: Security in the host counti 
most important factors when considering wheth 
How reliable are the host country security servi 
an incident at the APP? How much of a threat ‹ 
interests in the host country? Does a Consul wl 
unarmored car with no guard incur an unaccept 
host country's security environment? Compete 
stable security environment are critical to the su 


36. (SBU) Training: Given that APP officers ai 
cover such a wide range of activities 

training (and consultation time) as feasible in bc 
the capital city (crucial for developing relationsh 
colleagues upon whom the APP relies heavily) ! 
begins a job at an APP. Previous officers with | 
experience have found NFATOVs export promo 
diplomacy courses useful; the PAO training cou 
excellent introduction to PD resources. Cross ti 
for local employees 

leave. 


APP Performance -- An OIG Assessment 


37. (SBU) The Office of the Inspector Genera 
inspection of U.S. Embassy Paris in October an 
was the OIG\'s first opportunity to examine a we 
American Presence Post program. OIG finding 
quote from the OIG summary (see oigweb.state 
Paris\'s innovative use of one-officer American | 
provincial regions have proven highly effective i 
conducting public diplomacy programs 

services at a relatively low costs. UNQUOTE. 


APP Lessons Learned - France 


38. (SBU) Based on Embassy Paris experien« 


-- Choose an APP mission that reflects the reali 
staffing and resources. 

-- Avoid mission creep. A senior Embassy coor 
-- Facilitate communications between APPs ant 
APPs. France found this to be our single most: 


ton Union During a Shanghai Cooperation Organization Press Conference, Russian President Vladi 


une 20 MFA press briefing are as follows: -- China has N 


‘AN 00000115 001.2 OF 003 CLASSIFIED BY: Peter Martin, Pol/Econ Chief, Vatican, State. REASC 
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non-personnel investment. 

-- Recruitment 

adaptive 

language skills are key. This job is not for even 
-- Senior Embassy officials can be force-multipli 
Successive U.S. Ambassadors have made freq 
publicize and reinforce APP efforts locally. 


What Resources Can the US Mission in France 
APPs? 


39. (SBU) We are already supporting numero 
officials who are interested in seeing an APP \"i 
be happy to organize similar visits with officers 1 
are considering establishing an APP in their hos 
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option would be for one of our APP officers or Ic 
travel either to another post or to the Departmei 
conjunction with a PAO conference or the COM 
presentations on the APP concept. 


40. (SBU) The US Mission in France would be 
any additional queries concerning APPs 

copies of the APPsY monthly reports. The point 
inquiries is Embassy Paris Economic Minister-C 
White at whitetji@state.gov and/or APP Lyon Pr 
Bryan 

invited to consult the APP portions of the Emba: 
www.amb-usa.fr. 


STAPLETON 
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together on this matter 
up on the issue in future meetings. 


5. (C) The Ambassador then described for Yish 
concerns of the U.S. regarding intellectual prop: 
(IPR): the protection for pharmaceutical patents 
pending copyright legislation. The Ambassador 
lack of proper protection for pharmaceutical cor 
discourages investment іп опе of IsraelVs key п 
-- biotechnology. He also explained how the dr: 
legislation is Israel's chance to upgrade outdate 
legislation for the digital age 

importance of copyrights for the computer indu: 


m with former Liberian President Charles Taylor onboard. 2. (C) Taylor departed the Special Court cc 
offices, which may result in the shut-down of its website and newspaper. The Ministry of Territorial Ac 
delivered reftel demarche seeking support for the U.S. candidate for NATO Senior Civilian Represen 


жап Minister Abdelelah al-Khatib June 20 the U.S. position on the inaugural meeting of the HRC, and 
que Boche recently shared a pessimistic assessment of Lebanon/Syria developments, criticizing UN! 


;abinet, the Prime Minister has plans to divide his Office into four separate divisions, creating small gi 


). 1. (С) Armenian President Robert Kocharian will accept a long-standing invitation to visit Tehran foi 


, this is the first municipality where a candidate from Serbia\'s newest political party managed to win. 
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the Ambassador noted that the U.S. is looking t 
Israel in discussions about IPR protection. Afte 
with his advisors from the Foreign Trade Admin 
Yishai replied that Israel believes that it complie 
international commitments 

dialogue on this issue. 


6. (C) The Ambassador noted that during coaliti 
negotiations there was intense speculation in th 
Shas\'s position on \"hitkansut\" (the Prime Mini: 
realignment plan). Yishai replied by saying that 
relationship with Prime Minister Olmert is more 
old 

Olmert became mayor of Jerusalem. Yishai sai 
bound by the ruling of Rabbi Ovodia Yosef 

the return of territories for peace. Yishai noted : 
YosefVs decision is \"firm.\" He concluded by s: 
Prime Minister is seeking a return to negotiatior 
he V'hopes it would be successful." Yishai indic 
would be willing to further discuss the position o 
this issue once the alternatives are more clearly 


7. (C) Comment and Bio note: Many of the froni 
of the Minister of Industry 

since Yishai took over as Minister. The staff 
terms of dress 

OlmertVs staff and are likely Shas party loyalists 
the Minister's private office 

installed during Olmert\'s tenure 

a mid-day cigar 

adding his own personal touches to the office 
sofa-sized framed photo of Rabbi Ovodia Yosef 
spiritual leader) and numerous photos of other [ 
rabbis. Yishai speaks almost no English and lo 
bilingual ministry staff to translate to and from F 
him. His staff report that he is fluent enough in 
that he understood the recent phone call from E 
Minister Rashid without the need for translation 
his spoken Arabic is a Tunisian dialect. 
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Visit Embassy Tel Aviv\'s Classified Website: 


the wake of the Supreme Court decision which nullified the \ 


d to finish setting up a Staff-Monitored Program (SMP). The SMP will provide a bridge between the F 


in an intentionally remote location. We delivered demarche by diplomatic note directly to the FM\'s Cl 
Jolitical parties. MLC Secretary General (and Minister of Budget) Francois Mwamba announced June 


Relations and International Affairs, and Camillo Pirozzi, Head of Public Affairs in Finmeccanica\'s Inst 


Jin action and four Romanian soldiers and an Afghan interpreter were wounded in Afghanistan June 
reign news reports that thousands of students at Shengda Economics, Trade and Management Colle 


4 OVERRATED Classified By: AMBASSADOR RONALD NEUMANN FOR REASONS 1.4 (B) AND ( 
Abdulrahman al-Rassi, Office Director for MFA\'s International Organizations Department, a list of Mi 
ng the EC was legally required to identify what section of law TRT was charged under, and what the Ie 
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You can also access this site through the State 
Classified SIPRNET website. 
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Portuguese delegation would once again vote ir 
change at the Geneva meeting on June 20-21. 
Hoffman 
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costs.V Spiegel was interested 

effect an international monitoring group might h 
fire. Spiegel repeated a request for U.S. assist: 
procuring tunnel detection technology for use at 
Terminal. Spiegel promised to check on the An 
concerns regarding the alleged corruption of Isr 
officials at Karni 

empty shipping containers 

U.S.-leased container-scanning devices at the t 
Spiegel confirmed that Defense Minister Peretz 
his political advisor to review the route of the se 
barrier around Jerusalem and Ariel. He also dis 
intentions to act against illegal outposts and adr 
the number of Israeli checkpoints and roadbloct 
Bank had increased to 381 from about 350 oveı 


2. (C) BG Spiegel (res) opened the meeting by : 
had just returned from a three-hour meeting of 1 
Foreign Affairs and Defense Committee domine 
of continued firing of Qassam rockets from Gaz 
western Negev desert. Spiegel said that the Qe 
is grave and that the Committee had agreed the 
firing must be stopped \"at all costs. V" 


3. (C) The Ambassador sought SpiegelVs views 
establishment of an international mechanism -- 
Israel-Lebanon Monitoring Group (ILMG) of 19€ 
neutralize the Qassam launches. The Ambass: 
that either the Egyptians or Jordanians might be 
a positive role in such a body. Spiegel agreed t 
Qassam problem is analogous to the Katyusha 
Lebanon. He said that Israel would not accept : 
mechanism if its purpose was to be an V'interna 
referee 


nplimented the Ambassador for being instrumental in furthering good relations between the Mozambi 


y detained while observing the Day of Solidarity. The Day of Solidarity takes place on the 16th of eve 


s likely to attend the September summit of the Non-Aligned Movement (NAM) in Havana as ап \ 


SUBMISSION С. 05 NEW DELHI 4449 1. (SBU) Extradited terrorism suspect Kulbir Singh B 


3T KUWAIT-BASED TERRORIST FACILITATORS REF: SECSTATE 97217 Classified By: CDA Mat 
‘he Afghan Ministry of Foreign Affairs on Tuesday, 20 June, 2006, and left relevant talking points behi 
vilians associated with former President Taya, who was overthrown in a bloodless coup last August. ( 


3 on a Supplemental SOFA, met with President Mesic\'s advisor for intelligence matters Sasa Реком 
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provide crisis management and serve as a conf 
measure. Spiegel said that he could informally 
Ambassador\'s idea with GOI officials 

this point it was premature for the GOI to offer = 
conciliatory measures on the Qassam issue. ΤΙ 
agreed that there would have to be agreed princ 
such a mechanism could succeed. He suggest 
the creation of such a mechanism at the proper 
strengthen the hand of Palestinians willing to tal 
cooperative steps towards solving the Qassam 
Spiegel also revealed that Defense Minister Am 
scheduled to meet with PLO chief negotiator Sa 
later that evening. 


4. (C) Regarding the Karni Terminal 

second deployment of Palestinian President Ma 
Presidential Guard to secure the Palestinian sid 
had begun. Spiegel reported that 262 truckload 
into Gaza and 40 had left Gaza through Karni tc 
for Embassy help to follow up on the Israeli requ 
tunnel detection technology. He said that the Is 
defense attach was working this issue from Wa 
that three IDF officials have prepared to visit the 
July to discuss such technology. 


5. (C) The Ambassador raised the issue of corri 
Israeli side of Karni 

companies that Israeli officials have demanded 
schedule their goods to cross into Gaza. The A 
raised the issue of empty containers 
humanitarian goods to Gaza 

The containers are accumulating demurrage ch 
and WFP 

Spiegel that the USG leased high-power contair 
devices specifically to screen containers while n 
terminal security 

to full capacity at Karni. Spiegel said that he wc 
on the scanners and the containers. The Amba 
with Spiegel\'s suggestion that he meet with Tra 
Minister Shaul Mofaz and the Chief of the Israel 
Authority 

weeks. 


6. (C) Spiegel was generally pessimistic about | 
that the situation is V'very bad\" and that \"no on 
the flow of money through Rafah.\" The Ambas 
that the GOI would benefit from the adoption of 


1. Summary: Embassy Amman supports beginning negotiations on a Science and Technology Agre: 


en Presidents Putin and Saakashvili said the discussion was a constructive start to dialogue. He stre 


Mahmood, Ambassador raised Ref A points regarding the possibility of highly politicized statements = 


\USER SOUTHCOM ALSO FOR POLAD SIPDIS E.O. 12958: N/A TAGS: ECON, EINV, PGOV, ET 
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drafted customs protocol governing the Rafah c 
would help limit the amount of cash brought acr 
Egyptian border. Spiegel recommended that th 
raise the Rafah customs protocol issue with For 
Tzipi Livni and Finance Ministry Director Gener: 
Bachar. 


7. (C) The Ambassador asked Spiegel about th: 
report that Peretz had ordered a comprehensive 
route of the separation barrier. Spiegel said tha 
be \"impossible\" for Peretz to conduct a compk 
that he had heard that Peretz had appointed his 
advisor 

Now 

Ariel 

locations near Jerusalem. Spiegel said that the 
the barrierVs final route would be one of the mai 
to be taken as part of the \"realignment\" plan. 


8. (C) Spiegel reported that Justice Minister Hai 
Peretz are in agreement that illegal outposts an 
in the West Bank constitute \"criminal activityV t 
stopped. He said that the inclusion of settlers fr 
illegal outposts in the governments discussion: 
productive results in earning settlersV trust. Spi 
hinted that future actions to dismantle outposts 
quite soon 

on where to relocate the settlers. The governm 
exploring options to relocate settlers on legal s 
and in communities within green-line Israel. 


9. (C) The Ambassador queried Spiegel about t 
plans to remove obstacles to Palestinian mover 
Bank. Spiegel admitted that the number of che: 
roadblocks has actually increased in the past m 
from about 350. Spiegel told the Ambassador t 
this increase 

philosophy" about removing obstacles to move 
encouraged the Ambassador to discuss this wit 
Spiegel said that the GOI understands that rem 
to movement would be a complementary part o! 
\"realignment\" plan. 


1314 В. В) THE HAGUE 488 C. C) THE HAGUE 368 Classified By: Global Issues Chief Suse 


ate on April 23 of the upcoming Administrative Review Board on the status of the Saudi detainees nar 
natic note on April 23 of the upcoming Administrative Review Board on the status of the Saudi detain 
-- 1. (S) Reftel reports that UNIIIC Commissioner Serge Brammertz is deeply worried that the evide 


storm of protests against the eight-point agreement Maoist leader Prachanda and Prime Minister G. 


Protestant individual from Thanh Hoa Province who provided a credible report that he and another Pr 


Column 3 
Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkká 


JONES 


68773 
her. 


2. The Ambassador will reiterate the importanc 
attaches to the UNHRC and to Professor Wedg 
she shortly pays a courtesy call on new Icelandi 
Valgerdur Sverrisdottir. 


VAN VOORST 


68774 

Serbia via unbroken Serb-majority municipalitie 
proposal \"backs off in Kamenice\" and breaks ı 
Belgrade-proposed contiguous Serb-governed : 
(by excluding villages that border the Kosovo-S: 
administrative boundary line and by excluding v 
between Kllokot in Viti/Vitina municipality and P; 
Gjilan municipality). 


4. (C) The proposal also has several features Iv 
believes will please Belgrade. SLKM would clai 
Kosovo-Serb majority municipalities the lake in 
main water supply for Pristina) 

electricity utility (KEK) in Obilic 

mining complex that straddles the Ibar River be 
and south Mitrovica. Ivanovic said the SLKM pr 
beyond\" the Belgrade proposal in one particula 
insist on carving up Lipjan municipality to yield t 
municipalities. He explained that Serbs \"are ar 
and we cannot be expected to become rural jus 
told to. I cannot understand why Belgrade has ı 
asking for this.\" Finally the proposal favors cre 
several submunicipal units with limited compete 
majority-Serb areas that do not meet the popule 
for formation of municipalities. 


5. (C) On Mitrovica 

21 

municipality in its own right. He cited the exam[ 
in Bosnia as illustrating the dangers of creating 
cases. On questioning 

overarching board should be created between r 


TO EXERCISE RESTRAINT IN REGARD TO ANTICIPATED ORGANIZATION OF THE ISLAMIC C 
1. (С) On June 19, Foreign Minister Rashit Meredov told Ambassador that French Charge Henri Т 


2-city series of trade outreach seminars aimed at small and medium-sized Turkish firms. The Chamb 


mming from Xinjiang\'s unique political sensitivities and large ethnic minority population. The local me 


, OIC Ministerial, Syria/ltaly, Lebanon, Iraq (6/19-20) 1. Summary: Syrian papers reported that Vice 
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Mitrovica but insisted that any such body shoulc 
and not executive. 


6. (C) Finally 

unwieldy and difficult for the international comm 
(including UNOSEK) to consider because it has 
writing. He claimed that Serbian Prime Minister 
Kostunica and Kosovo Consultative Council chi: 
Raskovic-lvic were both encouraging when brie 
proposal 

Kostunica was \"very brief.\" He asked that Con 
members urge the Serbian prime minister to en 
regarding the proposal. 


7. (C) COMMENT. Although SLKM has no offic 
the final status process 

food for thought and have invited Ivanovic to US 
elaborate it. Kosovo Albanian negotiators will d 
put off by the inclusion of resource-rich areas w 
proposed Kosovo Serb-majority municipalities. 
resources are Kosovar rather than municipal as 
Ivanovic appears to be looking to derive jobs foi 
Serbs from them rather than assert Kosovo Ser 
them. In that context 

imagination that could yet prove useful to the fir 
process. END COMMENT. 


8. (U) U.S. Office Pristina clears this message f 
in its entirety to U.N. Special Envoy for Kosovo | 
Ahtisaari. 

GOLDBERG 
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sensitize Algeria and make it responsibile for its 
this fora. He asserted that Algeria has a \"very ı 
position\" on human rights and will be inclined tc 
the agenda of the Commission. As Algeria opp 
becoming head of the Africa group -- which an / 
Union country never should do 

Algerians must have a \"hidden agenda.\" Hilal 
for US support to moderate the Algerian positioi 
Visit Embassy RabatVs Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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BUSH 


Шоп has made substantial progress since its re-establishment following the fall of Saddam. He сотр 
RABIA: ETHIOPIAN 8 ERITREAN CHRISTIANS ARRESTED AND DETAINED IN JEDDAH REF: А. 


| reftel demarche June 20 to Salah Al-Saif, First Secretary in the Ministry of Foreign Affairs\' Internatic 


aif, First Secretary in the Ministry of Foreign Affairs\' International Organizations Department. (The Fi 


on in Somalia. End Summary. 2. Begin text: Communique of the 55th Peace and Security Council 
ice to the Palestinian people to Goern Jelstad, Section Head in the MFA\'s Middle East Section. Jelsi 


“esent with a corrected classification for the first paragraph. 1. (SBU) SUMMARY: At a meeting of arr 
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free 

the nation.\" His first day included meetings wit! 
Kosovo government and international officials a 
speeches before the Kosovo Assembly and the 
assembly of the city of Pristina 

resident. After his meetings with Kosovo gover! 
officials (including President Fatmir Sejdiu 
Agim Ceku and Kosovo Assembly president Ka 
Berisha said he and his government support Ko 
independence and guarantees for the rights of | 
minorities. He also expressed faith in the capac 
Kosovo\'s current leadership to achieve indeper 


3. (U) In a speech at the Kosovo Assembly and 
appearances elsewhere 

Albanians was to forgive and reconcile with the 
told the Assembly in a televised address that \"s 
reconciliation in Kosovo is in the vital national in 
of the Albanian nation and added that the attituc 
Kosovo\'s Albanians towards its Serb minority is 
importance for relations between Serbs and Alb 
throughout the Balkans. He said that forgiving « 
forgetting 

way to honor the memory of loved ones lost in t 
On the second day of his visit he addressed the 
Kosove/Kosovo Polje municipal assembly and c 
representatives in the same building in which SI 
Milosevic made his famous 1987 speech assuri 
Serbs that ethnic Albanians \"would not beat the 
Afterwards Berisha visited a local Serb orthodo 
damaged in the March 2004 ethnic riots and prc 
provide funds and technical assistance for its re 


4. (SBU) In addition to meeting with Kosovo go\ 
leaders and UNMIK chief Soren Jessen-Peters: 
to meet with heads of liaison missions from Cor 
(CG) countries. He told local CG representative 
advised Kosovo government leaders not to worl 
creation of \"homogeneous communes 

experience of Macedonia\'s mono-ethnic munic 
Berisha also said that the Albanian government 
with the CGVs principle of no changes in Kosovi 
borders. He noted that Belgrade\'s decentraliza 
look like a plan for partition. He added that Kos 
independence will remove the necessity for Ser 
large army and allow Serbia to demilitarize. Bei 
believes a newly independent Montenegro shou 
magnet for international assistance and that will 
Albania and Kosovo because most aid projects 


Responsible for Foreign Affairs Yusuf bin Alawi, the Ambassador raised reftel points, urging that the ii 
1.4 (B AND D) WADE\'S TWO-FOLD MISSION ------------------------ 1. (U) On June 19, Senegalese 


d\'Affaires Matthew H. Tueller for reason 1.4 (d) 1. (C/NF) Campaigning in Kuwait is quite a producti 


The Lithuanian Parliament today rejected Acting Prime Minister Zigmantas Balcytis\'s candidacy for } 


ΘΑ) Representative Loretta McNeir to travel to St. Lucia July 25-28, 2006. Ms. McNeir will participat 
MASCUS 2487 (B) DAMASCUS 002263 Classified By: Charge dVAffaires Stephen A. Seche for rea: 


on-paper on pending humanitarian issues in the Western Sahara conflict. Below is the text of selecte 
and (d). 1. (C) Summary: A Turkish court on June 19 convicted two Jandarma officers and sentence 


‘ound and talking points, Poloff delivered on June 20 USG views regarding the Temporary Internation 


ement Academy employees Michael Verbraska and Frances Merrill for travel to St. Kitts and Nevis Jı 
"ma, Ali Kaya and Ozcan Ildeniz, were sentenced by the Van criminal court to 39 years апа 5 months 


Column 3 

in nature. Berisha concluded by telling CG repr 
he thought he could be helpful on such issues а 
decentralization 


5. (U) During his visit Berisha also reached out : 
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that grew out of the Kosovo Liberation Army 
Thaci\'s Democratic Party of Kosovo (PDK) and 
Haradinaj\'s Alliance for the Future of Kosovo (/ 
visited the memorial to the Jashari family in the 
Prekaz 

PDK party headquarters. He also had a cordial 
Haradinaj and the entire AAK presidency. (МОТ 
always been viewed as close to Rugova and his 
League of Kosovo party 

traditionally had closer relations with Albanian s 
parties. END NOTE.). 


6. (U) Berisha\'s visit turned emotional while he 
municipalities in western Kosovo that border on 
hometown of Tropje across the border in Alban 
Gjakova and Peja thousands took to the streets 
with cheers and performing Albanian folk dance 
During his brief stop in Gjakova 

was the most eagerly awaited day of his life bec 
child growing up across the border 20 kilometer 
Albania 

vantage of the Gjakova mountains that continue 
border into Albania. (NOTE: In June 2000 
permit Berisha 

opposition 

Prizren on the grounds that his visit could be de 
the fragile security situation in Kosovo at the tim 
Berisha returned to the town of Kukes in Albanii 
reaching Kosovo. END NOTE). 


7. (SBU) COMMENT: Berisha was welcomed ii 
leading ethnic Albanian politician 

feelings of genuine kinship from Kosovo Albani: 
native of Albania\'s north 

Albanian language are easily identifiable to Kos 
his part 

internationals alike during the visit. The outpoui 
broad-based public support for him is an indicat 
Albanian politics still transcends borders. END 


8. (U) U.S. Office Pristina clears this cable for re 
its entirety to U.N. Special Envoy for Kosovo Me 


's going in to the 2007 elections. On Wednesday, June 14, Africa Independent Television (AIT) preseı 


ЕМСЕ, WOMEN IN THE PARLIAMENT, ELECTION INTEGRITY Block Quotes ------------ Tuesday, J 


Assembly told the Consul General bribes and strong-arm tactics whittled at but did not break the ορρι 


)01.2 OF 002 CLASSIFIED BY: Jim Bigus, PRT Team Leader, Kirkuk, DOS. REASON: 1.4 (d) Class 


r, Mozambique\'s to date exports for FY 2006 are as follows: 2137 MTs shipped under the FY 2005 re 
Responsible for Foreign Affairs Yusuf bin Alawi, the Ambassador delivered reftel points, urging Omar 


FA\'s Peace and Reconciliation Section. As noted in reftel, the Norwegian government submitted lett 


an called us in June 20 to provide us the latest GOT thinking on preparing for trilateral (U.S.-Turkey-Ir 
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Ahtisaari. 
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old supporters that were V'planning something.V 
plans to continue its observation mission. Embi 
between 20 and 25 Embassy officials out to obs 
referendum vote June 25. 


7. (C) In response to rumors that last nightVs ev 
related to an effort by those arrested to negative 
influence the vote against the referendum 

to contact the four political parties in the \"Bloc f 
Change\" party coalition 

election (the only coalition to take such a stand) 
was unable to reach anyone in any of the partie 
(Note: This is the first time PolOff has been un: 
contact a Bloc for Change member in more thai 
regular contact.) 


8. (C) Available information concerning the arre 
quite scarce and the public has thus far reacted 
rumors 

government having put down an actual coup att 
case 

Military Council and for the coming elections. 


9. (U) According to a Reuters report 
spokesman 

nostalgic for the past are trying to impede the pı 
democratization the old way. They want to 580: 
referendum.\" 


10. (C) Local speculation about the events focu: 
supporters of former president Taya who are eil 
overthrow the current government (to allow for ` 
or disrupt the referendum to discredit the currer 
government. 


11. (C) As of 17:00 local 

police continue to maintain their typical force le 
Embassy has discerned no threat to the Embas 
personnel 


\RY. Afarmers\' union in Kirkuk province - claiming to represent 5,000 displaced families - said that c 
unications company Nigeria Telecommunications Limited (NITEL) to enter into joint partnership with 1 


ish Cypriots go to the polls on June 25 to elect \ 


ТЕМА 853 --------- SUMMARY: --------- 1. (SBU) France\'s Ambassador to Chad told UN U/S General 


. (С) I recently learned that the IDB is planning to forgive the debt owed by its five poorest members 
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arrests. 
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incumbent 

Brazil\'s latest report. However 

Brazil would support Wedgewood\'s nomination 
\"still evaluating\" candidates. She followed this 
noting that the GoB has already agreed to supp 
candidates 

of how many others and whether the GoB still h 
support other nominations. Adorno has agreed 
situation further and provide additional informati 
time. 

CHICOLA 
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Challenges 

competitive advantage of moving goods quickly 
borders. A/S Bohigian noted that in order to be 
working level visits needed to include both MDI( 
Federal. MDIC noted for the record its interest | 
inability to involve other agencies in the discuss 
MDIC requested an exchange of detailed inforn 
shipments. MDIC raised similar concerns wher 
collaboration on an Information Exchange Роги! 
Device and Pharmaceutical Regulations. MDIC 
devices were outside its competency and fell wi 
jurisdiction. A/S Bohigian responded that he wo 
of involving other key agencies in the Dialogue | 
Gutierrez and Minister Furlan during the reportir 


4. (SBU) MDIC noted its interest in the area of k 
registrations and asked for detailed information 
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registrations in each of its 5 largest U.S. state e 
(Minister Furlan had earlier emphasized his goa 
it took to establish a business in Brazil from 157 
Bohigian noted that business registrations are a 
federal) issue in the U.S. He presented MDIC v 
report detailing business registration regulations 
several U.S. states 

liaison between MDIC and relevant state official 
Director Angulo noted that TDA could organize ` 
MDIC technicians to visit two or three states in t 
to learn about business registration processes e 


June 20 to adopt legislation to ratify the U.S.-Romanian Defense Cooperation Agreement (DCA) (Ref 


>B) DILI 316 DILI 00000320 001.2 OF 004 CLASSIFIED BY: Grover Joseph Rees, Ambassador, U 


1. (S) Summary: During the past two months the Regional Embassy Office (REO) has met regulaı 


levelopments and activities in Ghana for May and June 2006. The issues covered are: -Demarche or 
'C-51-06. ------------------------------------- U.S. EXTENSION REQUEST DRAFT DECISION --------------- 


Column 3 
interest covered during this breakout session. 


5. (SBU) Chaired by John Harris 

Affairs and Fabio Martins Faria-Relator 

of Planning Development of Foreign Trade (DEI 
export promotion 

Brazilian Export and Investments Promotion Ag 
plan to jointly recruit trade shows (after the Augı 
MATSO). In addition 

the purpose of exchanging information on OPIC 
services. Finally 

information and experiences on methods used 

classification and distribution of statistical data c 
trade in services. The U.S. will exchange inforn 
statistical methodologies to track cross border r 
services professionals and trade in services. 


6. (SBU) Chaired by Stephen Pinkos 

States Patent and Trademark Office and Rober 
of the National Institute of Intellectual Property F 
INPI and PTO agreed to move forward on techr 
the approaching September deadline for the se: 
Commercial Dialogue. PTO and INPI further ag 
assistance on information technology would be 
assistance in which PTO and INPI would begin 
terms of technology and automation 

INPI representatives involved in IT 

government agency SERPRO 

week 

would focus on patent automation. INPI also st. 
having PTO examiners in the field of electrical ¢ 
biotechnology 

their expertise. No firm date was set for traininc 


7.(SBU) INPI also expressed interest in obtain 
materials on DVD or CD-ROM. PTO promised 
has such multi-media training materials availabl 
could distribute them to INPI. Finally 

they would be interested in visiting the U.S. to o 
trademark and patent appeals process function: 
this cooperation. 


Жісег Cherie Lenzen who can be reached at: Phone: (212) 37-76-22-65 ext. 2064 Fax: (212) 37-76-3 


‚ (В/О). 1. (SBU) President Putin nominated current Minister of Justice, Yuriy Chayka, as the next Pr 


?/OAS and GOC experts, if half the demobilizing paramilitaries were not combat troops. However, ex 
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8. (SBU) Chaired by Dr. Hratch Semerjian 
National Institute of Standards and Technology 
da Jornada 

six-point program designed to promote innovati 
they will establish a Digital Video Conference (L 
promote better understanding of the standards 
and technical regulation systems in place in eac 
collaboration with other government agencies 
(U.S.) 

would be lead by ITAVs Office of Standards. S« 
establish a collaborative program on Metrology 
Biofuels. Third 

and materials metrology to help strengthen the 
these areas. Fourth 

Fellowship Program will be established 

quarter of 2007. New Ph.Ds from Brazil will spe 
and then 1.5 years at INMETRO to promote she 
measurement science between the two instituti 
NIST will schedule a bilateral workshop in early 
to identify and initiate collaborative activities in r 
standards and technology in high-priority areas. 
agreed to develop an exchange program to sha 
management of S&T programs that impact innc 
competitiveness. 


9. (SBU) The work group meetings were follov 
reporting session 

Brazilian) from each of the four work groups pre 
to Secretary Gutierrez and Minister Furlan. The 
delineated the results as noted in paragraphs 2 
Bohigian observed that it would be critical to the 
facilitation process that MDIC include other rele 
the discussion 

Secretary Gutierrez and Minister Furlan agreed 


SIPDIS 
needed to involve all relevant agencies. 


10. (SBU) Minister Furlan requested that a sec 
take place in Washington 


(B) and (D) 1. (C) SUMMARY: The morning of June 20, President Gasparovic made good on his 


ns appear unbridgeable, and neither side has manifested the political will for compromise, at least De 


(MASSOB), the police, the Anambra Vigilante Service (AVS), and the National Association of Road T 
s Cristina Gaginsky and Deputy Director Andreea Chiriac on June 16. MFA interlocutors responded tt 


12245 Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d). 1. (SBU) Palestinian A 


irned until June 21 without forming a majority coalition. Before the morning session, Our Ukraine (Ol 


reek strike. Landline and cellular telephone service in Abuja and Lagos has returned to its normal, alk 


. (U) Ambassador made a farewell call on Presidency Secretary-General Antonio Sumbana at Sumba 
зіп this mission\'s transformational diplomacy efforts. The concept is replicable in other countries, bt 


Column 3 

Gutierrez agreed 

need to complete a report of key achievements 
in order to ensure that the September meeting \ 
both also stated that the September meeting 
with agreed upon issues 

overall goal for the U.S.-Brazil Commercial Dial: 
effort an overall meaningful objective and to ens 
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Sovereign 

involvement in the economy and substantial put 
in order to create 90 

from 59 to 50 percent 

provide universal access to basic services withil 
timeframe. Villegas referred to the GOB\'s \"firs 
several times 

one-term presidential limit in the upcoming Con 
Assembly. Based on Villegas\' presentation 
highly-theoretical plan 

and neoliberalism and construct a multicultural : 
communitarian state in which the state 
community economies live harmoniously togeth 
several laudable poverty-reduction goals but lac 
realistic explanation of how these goals can be 


Goals: Improved Income/Education/Health/Serv 
3. (U) The plan aims to decrease poverty 

by training 1.2 million people 

through universal insurance 

promote the construction business/generate jok 
increase access to potable water 

gas. The GOB intends to generate jobs and prt 
production through a mechanization program ar 
industrialization of the coca leaf. Following are 
plan projections: 


2005 2011 
Poverty rates 58.9 percent 49.7 percent 
Extreme poverty 35.3 percent 27.2 percen! 
GDP per capita growth 1.8 percent 4.3 perce 
GINI coefficient .59 .58 
Unemployment 8.4 percent 4.0 percent 


GOB Support for Production 


4. (U) The plan proposes a number of governm: 
support production 


‚sador Richard H. Jones for reasons 1.4 (b) and (d) 1. (C) Summary and Comment: In a June 19 me 


ıportance of amending the statutes to allow the N 


. ------- SUMMARY ------- 1. (С) In a June 19 meeting with the Ambassador, reserve Brigadier Gener 
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\"My First Job\" for urban youth and \"My Busine 
fledgling entrepreneurs. The plan discusses at 
\"production matrix\" in which the state is the pri 


made up of \"the strategic sector\" -- hydrocarbı 
electricity 

employment generating sector\" -- industry 
tourism (GOB to promote training and commun 
agriculture (GOB to promote irrigation and food 
and \"the infrastructure sector\" -- transportation 
promote construction of an integrated national r 
telecommunications 

Although government support will focus on indic 
communities and small enterprises by providing 
assistance and financing 

economic actors 

business. Villegas added that foreign companie 
state sovereignty 

products. 


Resources: Hydrocarbons 

5. (U) Villegas referred to the GOB\'s May 1 dec 
nationalized hydrocarbons and gave the state cı 
prices 

he said that the GOB would change the mining : 
rates (ref B) 

participation in the sector 

mining exploration programs 

small mines. The plan aims to provide universe 
electricity and turn Bolivia into an \"energy cente 
generates sufficient electricity to meet domestic 
export 

is currently promoting a bill in congress to revise 
law 

that access to water is a human right. On land 
apply the 1996 land law and actively redistribute 
unproductive lands and well as available goverr 
(ref C). 


Health and Education Programs 

6. (U) The plan proposes a subsidized school b 
lunch program 

health coverage 

and a VZero Malnutrition\" program. The plan a 
reform higher education and focus the educatio 
on technical areas and science through the \"Ec 
Production\" program. 


Justice 


on which candidates to support for the UN Human Rights Committee in August. She added that the | 


OM Philip S. Goldberg for reasons 1.4 b/d. 1. (C) SUMMARY. Moderate Kosovo Serb politicians, lec 


augural session of the UN Human Rights Council (HRC) on June 20 with MFA Secretary General Om 


)02 Sensitive, But Unclassified, Please Protect Accordingly. 1. (SBU) SUMMARY: During an emotic 


n their typical force levels. The Embassy has discerned no threat to the Embassy, its personnel, or tc 


anted at the UN Human Rights Council session. Nevertheless, she agreed in principle that the HRC «< 
nternational Field Office (IFO) Aviation Safety Inspectors, Mel Marengo and Don Carnicella for travel 


-OR AMCKINNEY TREASURY FOR OASIA:DDOUGLASS AID/W FOR LAC/AA SENSITIVE SIPDIS 
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7. (U) According to Villegas 

justice system so that it is more transparent anc 
women\'s and indigenous people\'s rights. Tor 
GOB plans to create \"citizen security groups.\" 
will tolerate V'zero corruption\" and will reform th 
police. The plan envisions a new role for the ar 
which will promote development by participating 
infrastructure projects. To promote democracy 
to make the political system more inclusive 
national dialogue 

Development Council. 


State Financing and Macroeconomic Policy 

8. (SBU) Villegas said that the state would provi 
for artisans 

indigenous people through a state development 
He said that the GOB had USD 300 million for f 
bank 

production 

million for infrastructure 

Villegas said that although the GOB desires ma 
stability 

designing monetary and fiscal policy. Instead 
government would implement policies that gene 
income 

growth of 7.6 percent by 2011 

This prediction assumes large growth in the mi 
electricity 

expects public investment to increase significar 
USD 6.8 billion between 2006 and 2010 
investment at USD 5.8 billion for the same time 
GOB is counting on receiving foreign assistance 
public investment and a projected public deficit 
percent (which seems unreasonably low given t 
spending plans) in 2011 and will organize a don 
consultative group within the next few days to d 
Villegas said. 


Foreign Policy 

9. (U) Via foreign policy 

Sovereignty 

international acceptance of the coca leaf 
sustainable use of its natural resources 
Bolivian citizens abroad 

Bolivian elections. The state will review bilatera 
and V'guarantee legal security to foreign compa 
rules of the game." The state will negotiate tra 
agreements that support V'solidarity amongst pe 


\Z 1614 1. (SBU) Summary: The GOB released its five-year national development plan on June 16. 


GOB\'s proposed changes to the sector -- a government take-over of Entel and elimination of the inc 


the GOB, his relationship with the Morales administration is complicated by instability, largely due to t 


wen for Reason 1.4 (D) 1. (C) SUMMARY: According to a PDVSA sub-contractor, PDVSA terminal: 


ıdership of the 24 permanent Council of Representatives (CoR) committees, but have not finished thı 
's Department review of human rights records of the following training candidates. Rene Erwin Herre 
Jay, Polcouns delivered ref A demarche on June 20 to the MFA\'s Counselor for Human Rights, Gabri 
18 meeting by addressing the Co-Chairs letter, dated June 9th, stating that the informal plenary woulc 


ient and two related agreements on energy with Venezuela during the June 22 visit of Hugo Chavez. 
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Bolivian export diversification 

market. International cooperation will be aligne: 
priorities. 


Elimination of Independent Regulatory System 
10. (U) According to press reports following the 
release 

regulators -- hydrocarbons 

transportation 

forestry -- created by law in 1995 during the pro 
privatization of state-owned enterprises. Regul: 
would pass to the relevant ministries by Januar 
the approval of a new law. 


GOB Take-Over of Partially Privatized Compani 
11. (U) Press reports about details of the plan n 
by Villegas indicate that the GOB intends to taki 
nine companies that were partially privatized іп” 
three hydrocarbons (of which two 
Transredes/Prisma 

which one 

investment) 

Corani/Duke 

firm (the GOB intends to increase telecoms cov 
assure that all schools have Internet and comm 
services). The hydrocarbons take-overs were = 
previously in the May 1 decree 

company board members (ref A). The GOB int 
same tack with the other six capitalized compar 
control of the collective capitalization fund which 
in trust to pay Bolivian citizens\' pensions (which 
for roughly 45 percent of company shares) 
balance of shares needed to control 50 percent 
from the private investors 

each company 

private or GOB-controlled entity. (Comment: Tt 
will mean significantly more state control over tl 
decision-making in these sectors. The state is | 
manage these enterprises for political gain by p 
subsidized services to the poor while neglecting 
long-term sustainability. End comment.) 


12. (SBU) Comment: The long-awaited GOB pl: 
lofty 

job creation 

plan lacks a realistic explanation of how these g 
achieved 

substantially increasing spending 

continue to attract foreign investment after parti 


the Council\'s determination to reinstate the timber ban. The new resolution also extends the diamoı 
d location on the official voters list (padron), the Supreme Electoral Council (CSE) proclaimed the tw 


ations involving his wife (Wu Shu-chen), his son-in-law (Chao Chien-ming), and officials in the Presic 


ENT REF: 05 WELLINGTON 363 Classified By: Ambassador William McCormick, for reasons 1.4 (I 
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nationalizing the hydrocarbons and other sector 
government has also paradoxically guaranteed 
it will continue to pay their pensions 

taken over the fund dedicated to such use and \ 
funds for other purposes. Also 

independent regulatory system and increased g 
control over electricity 

transportation seems to leave the door wide opt 
increased corruption and deterioration of the pri 
in expanding services in these areas over the pi 
End comment. 

GREENLEE 
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be hesitant to apply fines to itself. Finally 

GOB would be both player and judge 

less transparent and fair and corruption could ir 
the bright side (for the U.S. competitor but not ft 
sector as a whole) 

state-owned company might be easier than aga 
company. For example 

lack market knowledge and sector expertise 
decision-making could hinder competitiveness i 
fast-paced telecoms world 

state-owned company to respect the confidentic 
communications. 


Elimination of Regulator 

3. (SBU) The U.S. investor told us that the GOE 
elimination of the independent telecommunicati 
(superintendency) was worrisome. He explaine 
the regulator was at times corrupt 

sector had achieved significant advances under 
independent regulatory system that tended to b: 
transparent than the prior system of ministry ом 
was based on free competition. He added that 
of the regulator and transfer of oversight functio 
ministry would mean that sector decisions wouk 
politics rather than economic or consumer conc 
feared that the government as both telecommutr 
and regulator might seek to destroy current поп 
fostered competition in the sector or stigmatize 
companies as abusive transnationals. 
GREENLEE 
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the Constituent Assembly election on the same 
worried that if the Movement Toward Socialism 
performs according to its own expectations 
consolidate control over all democratic institutio 


Column 3 

including Bolivia\'s nine prefects 

elections. He said the MAS is disappointed witt 
power and will look to win at least six prefects ir 
elections. Cossio noted that the MAS is campa 
Tarija 

Cossio also said he believes Bolivians are not ir 
the elections and do not realize their significanc 
that elections are the last chance to stop the M/ 
concerned about fragmentation of the oppositio 
it would be critical for the opposition to form a si 
in the Assembly. 


3. (C) Cossio discounted rumors that Tarija will 
departments to save Lloyd Aereo Boliviano 
airline 

venture \"risky\" given Lloyd\'s history of financie 
difficulties. Cossio said Tarija\'s real interest is 
obtaining increased air transport links 
internationally. 


4. (C) Comment: The MAS continues to view Οι 
hydrocarbons-rich department as a threat to its 
Cossio has been a strong counterbalance to the 
administration. Cossio\'s concerns regarding th 
intentions may be well-founded 

Constituent Assembly is not a foregone conclus 
comment. 

GREENLEE 
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the claims from 2005 are still under negotiation. 
claimed that PDVSA takes up to two years to pc 
The only exception appears to be claims paid tc 
brokers. The consultant said PDVSA understar 
brokers will not procure additional shipping for F 
they are not paid promptly. 


9. (C) The consultant claimed he presented the 
his review directly to the PDVSA board of direct 
asked what he recommended 

take all afternoon to list them. When pressed 
most important recommendation was an increa: 
tanks at terminals. He stated PDVSA needed tı 
six storage tanks at every terminal. He opined | 
not see how PDVSA could refine substantial arr 
Ecuadorian crude 

PDVSA also needs to build pipelines to the {епт 
larger diameter pipe than they are currently usir 


2 - 9238736; Box 3 - 9238737; Box 4 - 9238738. McCormick 
гу clearance to U.S. Geological Survey (USGS) Ecologists Thomas Doyle and Ken Krauss to travel 


I ANGUS SIMMONS FOR REASONS 1.4 (B) AND (D) 1. (S) Summary: The Afghan National Securit 


? 18, the Ministerial Committee for National Security (MCNS) met to discuss security issues in Muthaı 


= IN EIGHT WEEKS AND ANNOUNCED PLANS TO LIBERALIZE FUEL PRICES. THE PRICE HIKE 
astan will carefully consider the U.S. proposal to conclude a Fissile Materials Cutoff Treaty (FMCT), a 


rence of the Red Cross and Red Crescent, to Lee Ong-young, Deputy Director of the Human Rights : 
1. (C) Ibrahim Al-Mugaiteeb, President of the unregistered Human Rights First Society, told the CG : 


Q GSDF WITHDRAWAL FROM IRAQ - TOKYO LEAD STORIES: Wednesday morning\'s business 
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addition 

PDVSA would have to install new pumps if it we 
diameter pipe and that both improvements woul 
demurrage. He also recommended that the terı 
daily reports. 


10. (C) A number of the consultant\'s recomme 
to have centered on safety issues. At one termi 
electrical line ran 20 meters away from the term 
storage tanks. The consultant strongly recomm 
line be moved and the terminal complied. In an 
terminal 

line as gasoline and A-1 jet fuel. Although the ti 
workers claimed the line was being cleaned pro 
consultant did not believe them. He recommen 
terminal use dedicated pipelines for each type c 


11. (C) When asked how much it would cost to 
of his proposals 

know. He did state that PDVSA was implement 
proposals 

issues. He also implied that his report made a ` 
impression on the PDVSA board. 


12. (C) The consultant's comments are in line 
have heard in the past about PDVSA\'s operatic 
administrative shortcomings (Reftel A and B). | 
as we have noted before 

will successfully meet its Petrocaribe commitme 
creating a shipping network and increasing mer 
refining 

plague its own terminals (Reftel C). The consul 
statements regarding the 2004 claims also high 
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complete lack of transparency regarding PDVS, 
condition. We have seen evidence that PDVSA 
overcome some of its problems. The fact that F 
brought in consultants indicates that it realizes i 
outside help to overcome its myriad of administi 
operational problems. We also view its recent c 
increase the number of rigs it operates as a sig! 
realizes it must take steps to increase productic 
the pace of change 

be slow. It will be interesting to see in the comit 
if the consultants recommendations result in in 


“Тот Delare, for reasons 1.4 (b) and (d). 1. (C) Summary: In a positive meeting June 16 with Econ s 


June 13, Treasury Under Secretary Timothy Adams met with the Turkish Treasury Under SIPDIS Se 


sts who cover DPRK issues, as well as Washington-based Desk officers and analysts, to engage т: 


REVISION SPURS NEW LEVEL OF COOPERATION KABUL 00002819 001.2 OF 003 1.(SBU) € 
in : 1.4 (b)(d). 1. (C) Summary and Comment: The lack of a peace treaty hinders development of re 


ghdad\'s hours of power increased in June to an average of 8-9 hours per day, up from 4-5 a month ε 
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efficiency at PDVSA\'s terminals or are merely f 
PDVSA\'s labyrinth of files. 

WHITAKER 
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be agreement.\" There is a clear division amonc 
that want to review all mandates and those that 
vastly limit the scope and duration of the review 
intense resistance from NAM and G-77 (Algeria 
consideration of mandate review that went beyc 
Mandates older than five years and had not bee 
Japan and the U.S (see para.2) expressed disa 
the Co-Chairs decision to go forward with a pha 
that focused on seven percent of mandates anc 
whether this would yield tangible reforms and a 
review. Australia 

stressed that all mandates should be included it 
of the review and called for a timeline or road-m 
continue the review beyond June. The EU 
mandate review should cover mandates older tt 
and renewed 

group begin work on the seven percent in the fi 
then widen the scope of the review during the s: 
The UK 

suggest limiting review to mandates older than | 
that have not been renewed. Co-chair Rock not 
differences among delegations in respect to the 
mandate review 

nothing or we can do something-the internation: 
watching". The lively and sometimes divisive m 
closed by Co-Chair Akram who stated his belief 
to focus on substance and that Members shouk 
proposals to the table at the next meeting. Inter 
did not refer to mandates older than five years г 
renewed as the sole focus of the next discussio 


2. Amb. Mark D. Wallace gave a forceful staten 
any proposal to limit the review 

language in the Outcome Document that does r 
review to only those mandates older that five ye 
renewed. He engaged in an interactive dialogue 
Rock and Akram. 


-Co-Chair Rock noted that there are two interpr: 
the Outcome Document and that we have to ste 


-Amb. Wallace responded that reviewing only si 
the mandates makes it impossible to conduct a 


illed in Albania during WW Il and the construction of mausoleums here for their re-interrment have sp 


1. (C) Summary: In meetings on June 15 and June 19, Hazim Joda, the branch manager for the In 


J) SUMMARY: In pre-World Cup raids against forced prostitution and trafficking in the German state ι 
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review\" and by following that course the GA wil 
disservice to the Outcome Document and to the 
community as a whole; to which Co-Chair Rock 
suggesting the U.S intervene during the course 
highlight exactly when values are being underm 


-Co-Chair Akram noted that other states should 
U.S. remarks and if mandate review was going 
contentious and relatively fruitless exercise 
\"not waste anyone\'s time. He added that this 
from the Outcome Document 

ambiguous for the sake of consensus\" and thai 
were trying their best to bridge fundamental diffi 
at least capture some area of compromise. 


-Co-Chair Rock urged the GA to continue 
and get into substance so that progress can be 


3. G-77 and NAM Comments: South Africa (G-7 
stressed they are prepared to review each man 
on individual merit so long as the mandates are 
five years and non-renewed. They also express 
to have an assessment by the Secretariat on th: 
implementation of each mandate 

additional funding. 


-Cuba remarked that the group needs to decide 
definition of procedure for the review and was a 
mandate review applies only to those mandates 
than five years and not renewed. They also stre 
deadline for review of mandates was not July 1: 
2006 

discussion stemming from the addendum relatir 
Consolidation of Reports that were attached to | 
report of the Co-Chair 

consolidation of any kind e.g. reporting 


-Algeria 

was essential to develop a methodology for revi 
and that the mandate review is limited in scope 
at the conclusion of 2006. 


-The Philippines 


G-77 

examination of the seven percent begin immedi 
suggested that the Co-Chairs consider dividing 
percent of mandates to be examined into separ 


4. Other Comments: Korea welcomed the propc 
co-chairs to move the process forward 


ess (and almost certainly national President in 2009) is one that has been hotly debated, from townst 


ceptance as a Presidential Malaria Initiative focus country, the GOM\'s continuing fiscal reform, and it 
kely to conclude its work in Croatia when its current Stand-By Arrangement ends later this year. Altho 


Affairs Juan Carlos Sanchez on June 20. Sanchez said that Spain is well aware of the proposal. He 
> - W CENTER/L SANTOS CAPE TOWN AND DURBAN ALSO FOR FCS Е.О. 12958: N/A TAGS: I 
request for NEA; please see para 3. 2. (C) During a June 20 call on Minister Responsible for Foreign 


the Third Additional Protocol and the membership of Magen David Adom (MDA) in the International | 


harraf and Prime Minister Shaukat Aziz are western-oriented modernizers who are trying to move Pa 
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that Member States will be short-changed if onlı 
percent of mandates are considered for review. 
urged the GA to be more ambitious and stated 1 
need to start somewhere (with the seven perce 
limit our review at this phase to the seven perce 
the GA develop a road-map for the second pha: 


-Australia for the CANZ similarly asserted that tl 
should consider all mandates. and that there sh 
road-map in place by the end of June with a list 
for examination that extends well beyond the se 
With respect to this share 

resolution by the end of the month that will redu 
eliminate mandates. 


-Japan expressed surprise and disappointment 
decision to focus discussion on only seven per 
mandates. It is their view that a review of only sı 
percent 

promising areas for any meaningful reform\". Ja 
so-called \"politically-sensitive mandates\" are a 
in the seven percent. Referring to the earlier bri 
Robert Orr they maintained that the informal Ple 
avoid \"looking foolish\" by reviewing foundation 
organs like UNICEF and UNDP. 


-Austria (EU) and the UK noted that mandate re 
cover mandates older than five years and renev 
supported proposals to begin with the seven pe 


5. Conclusion and Next Steps: Co-Chair Akram 
delegations try to keep their differences in абеу 
focus on the process. He asked for Members t 
proposals to the next meeting so that the group 
actual work on reviewing mandates. He did not 
however 

on mandates older than five years and not rene 
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he does not expect them to materialize into any 
meaningful outcomes. Ferrer said he rejected % 
get Panama into the \"Bolivarian Alternative for ` 
(ALBA). The GOP will sign FTAs with Singapor 
the coming week to counter Chavez\'s likely ant 
rhetoric. End Summary. 


GOP and GOV Agree \"То Discuss\" Future Επι 


Summary. On June 20, accused pedophile Amcit Michael Pepe was charged with rape and debauche 
ю diplomatic notes sent by the Ministry of Foreign Affairs on June 13, the Turkish government signale 
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2. (C) Ferrer said that he has been under growil 
from Venezuelan Energy Minister Rafael Ramin 
energy-related deliverable for Chavez\'s visit. A 
insistence 

(PDVSA) representatives 

refined product through Petro Caribe under V'sp 
financing terms. When PDVSA confirmed that ; 
buying through Petro Caribe would be Panama 
ALBA 


3. (C) However 

certain other GOP ministers to do anything to gt 
Venezuelan oil 

the planned agreement limited to \"future discus 
said that other GOP ministers did not understar 
unfavorable economics of the GOV\'s offer and 
mistakenly believe that Panama would see lowe 
from the deal. The only other reason they\'d we 
he said 

Chavez sympathizers in Panama. When Econ: 
that Ferrer encourage his fellow ministers to co! 
PDVSA\'s customers elsewhere in the region 
knowingly 

delivering on its commitments. 


4. (C) In addition to a framework agreement 
will sign two subordinate agreements: one to di: 
Venezuelan crude supplies for a refining in Pan 
discuss energy-related \"logistics.\" Ferrer ackn 
the latter could theoretically open the door to 
reconsideration of reversing pipeline flow from F 
Caribbean side to Puerto Armuelles on the Paci 
quick to add 

follow-through from the GOV in the past. He ex 
will simply take the short-lived PR gains from th 
visit and then forget about any serious follow-up 


5. (C) Ferrer was uncertain as to how Panaman 
to the energy deal. He said the reactions will lik 
from unrealistic hopes that Venezuelas oil will Ic 
Panama\'s energy prices to criticism for either s 
vague 

Chavez. Either way 


FTA Signings to Counter \"Risky\" Chavez Visit 


6. (C) To help counter Chavez's likely anti-free 
rhetoric 

today (June 20) its FTA with Singapore. Likewi 
will announce Ferrer\'s June 23 departure for $: 


RELEASE OUTSIDE U.S. GOVERNMENT CHANNELS. NOT FOR INTERNET PUBLICATION. 1. | 
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the Panama-Chile FTA. Ferrer claimed he had 
the GOP invited Chavez to visit Panama and ac 
it was a \"risky\" proposition given Chavez\'s per 
unhelpful surprises. Noting that the GOP sees: 
opposition to the proposed Panama Canal expa 
Chavez-inspired groups in Panama 

was an effort to curry favor with Chavez 

the Canal expansion opponents. 


Comment: GOP anxious to Dampen USG Con 


7. (C) We take Ferrer\'s comments that he is ur 
GOP\'s reasons for inviting Chavez with a grain 
visit has been in the making for quite some time 
Ferrer\'s outreach as part of the GOP\'s \"gringc 
strategy for the Chavez visit. The GOP is clearl 
dampen USG concern that Chavez\'s June 22 v 
Panamanian move into the Bolivarian orbit or a 
the GOPYs commitment to free trade. Howevel 
comfort from the GOP\'s lack of a more compel 
for their admittedly risky invitation to Chavez dui 
potentially volatile run-up to a referendum on thi 
Canal expansion. End comment. 

ARREAGA 
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Local Carter Center representative David Dye rt 
CSE contact told him that the ALN covered 98 [ 
voting centers with their \"fiscales\" to monitor tr 
verification process 

the PLC only 73 percent. 


5. (U) MRS presidential candidate Herty Lewite: 
the creation of \"virtual\" voting tables (JRVs) foi 
verification process could confuse voters and ct 
electoral fraud by discouraging voters sympathe 
minority parties. Lewites advised the CSE to lo: 
JRVs in the same voting centers to minimize co 
(Note: When any particular JRV is projected to : 
maximum number of 400 registered voters 

new JRV to accommodate the overflow. End N 
following day 

ignorant of the electoral process and the public 
to worry about. 


CARTER CENTER/CEELA: VERIFICATION A ! 


e. He highlighted the role of governments in banking industry bailouts, foreign ownership of banks, a 


30 Е.О. 12958: N/A TAGS: EAIR, ECON, KTIA, CH SUBJECT: XIAMEN AIRLINES: LOYAL BOEING 


nary: INL funded a conference on improving the collection of crime statistics, organized by the Ргоси 
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6. (SBU) A team from the Carter Center observ: 
weekend of the CSE\'s effort to verify the padro 
were present in 15 of Nicaragua\'s 17 departme 
The Carter Center is planning to release a state 
praises CSE officials for carrying out the verifice 
professional manner. The CSE received adequ 
good condition to document the verification 
stations ran out of \"change of address\" forms | 
Matagalpa). The Carter Center statement note: 
two 

different political parties in the different voting cı 


7. (SBU) The Carter Center declaration also rer 
apparent low turnout of citizens to verify 
following explanations: citizens verified informal 
friends and relatives; many did not bother to ver 
they are confident that they are properly registei 
publicity efforts in some areas were insufficient. 
Carter Center urges all Nicaraguans that have r 
verified to do so at CSE branches before the At 
deadline. 


8. (U) Representatives of CEELA also responde 
the verification process. Eugenio Chicas 
Salvador\'s Supreme Electoral Tribunal 

the Nicaraguan verification process in comparis 
in the region and noted that the CSE seemed b: 
than when it conducted the Atlantic Coast verific 
February. CEELA president Nicanor Moscoso o 
following recommendations to the CSE: increas 
outreach efforts on verification and cedulization 
the public of the August 6 deadline to verify/solit 
cedula; publish the electoral regulations; and er 
political parties to seek training for their fiscales 


COMMENT: KEEPING AN EYE ON THE PADF 


9. (SBU) Post is supporting efforts to encourage 
verify and apply for a cedula if necessary. After 
the CSE will work to complete the final padron ( 
published on October 5) for use on November E 
monitor this process to determine if new JRVs c 
from votersV customary voting centers. 
TRIVELLI 
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politicians 

February 2004 

transactions 

March 2004 election that she quit playing the sti 


IECT: MEDIA REACTION REPORT - Iraq - Afghanistan U.S. - EU Summit - U.S. Image Abroad - Nor 


emicals (REACH) legislation rather than towards the European Parliament,s version which one officie 


e Treaty (MLAT), and exchanged instruments of ratification with Senior Vice Foreign Minister Katsuto: 
(C) The Arab League will hold a ministerial meeting in Khartoum, Sudan June 21-22, to discuss poli 


- (b) and (d). 1. (C) Ambassador called on Indian High Commissioner Nirupama Rao June 20 to disc! 


nearly two years after he was detained for asking Chinse officials to reconsider their verdict on the 1€ 


lassified By: Economic Counselor, Mary B. Johnson, for reason 1.4(d). 1. (U) SUMMARY. With pair 
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and put all family assets into a blind trust. In Ар 
the Control Yuan disclosed Wu still had conside 
investments in stocks and real estate 

of her investments 

also been criticized for accepting expensive jew 
other luxury gifts from donors 

most recent accusation is that Wu let a promine 
corporation foot the bill for an NT$ 1 million wat 
son. A KMT Taipei city council member speculi 
gift was a payback for favors the corporation ha 
from the Presidential Office. 


Political Donations from Chen Yu-hao 


8. (C) An earlier scandal involving Wu Shu-che 
resurfaced. While President Chen was seeking 
February 2004 

if it was proven that he had accepted political dc 
from former Tuntex Group chairman Chen Yu-h 
is now a fugitive in the mainland 

alleged to have occurred when Chen Shui-bian 
Taipei mayor in 1994. In the days before the 2( 
Chen Yu-hao publicly accused Chen Shui-bian | 
accepted political donations from him six times 
that he had met personally with the First Lady tc 
NT$6 million donation. On May 30 

legislator Shen Fu-hsiung 

direct questions about the alleged meeting for ft 
derailing Chen Shui-bianVs re-election bid 

that he had taken Chen Yu-hao to meet with the 
1994. Although some Pan-Blue legislators hop: 
Chen Yu-hao issue in their ongoing effort to rem 
Chen 

to be very effective. 


Son-in-Law Insider Trading 


9. (SBU) President Chen\'s son-in-law Chao Ct 
being investigated for insider trading 

profits from those trades 

August 

not exceed NT$3 billion (US$94 million) 
Development Corporation (TDC) secured a syn 
NT$16.5 billion (US$515.1 million) from 29 Taiv 
Prosecutors allege Chao learned about the loar 
through an account held by his mother 

when the stock price soared after the loan was | 
Also under investigation is whether banks invoh 
syndicated loan were pressured into extending ! 


CLUB - JUNE 2006 TOUR D\'HORIZON, 50 YEAR ANNIVERSARY, AND DEBT NEGOTIATIONS ‹ 


figures with unpaid loans to Watani Bank, and recommended legal action be taken against them. Th 
Deputy Director Margaret Stanley. Stanley expressed concern over the potential registration, auditin 


ia\'s second consecutive ranking on the Trafficking in Persons (TIP) Tier 2 Watchlist seems to have t 
icking in Persons/Camel Racing SUBJECT: INSIDE OMANI DEPORTATION CENTER, SEEKING RE 


ya - Gempol toll road, fractured and has been spewing hot, potentially toxic mud 12 miles south of Su 
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10. (SBU) Chao was taken into custody on Ma: 
being held without bail while the investigation cc 
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Chao is also under suspicion of taking bribes {τι 
supply companies in exchange for his assistanc 
sales at National Taiwan University Hospital 
employed as an orthopedic surgeon. Businessi 
was arrested on May 21 

information and for insider trading. The TDC C 
Teh-chien 

NT$3 million to Chao Chien-ming in return for C 
him to secure the TDC chairman position. Wat 
Securities Company director Tsai Chin-wen 
TDC shares on inside information 

was released on bail June 13 after confessing Г 
scandal. Taiwan press reports suggest the inve 
this case is coming to a close and will result in ii 
against Chao and others. 


Act Il: The Su No Confidence Vote 


11. (C) The Pan-Blue expect to fail in their effoi 
recall President Chen. They have promised 

to institute a vote of no confidence against Pren 
Tseng-chang later this summer. While the Blue 


SIPDIS 

two-thirds needed to win a recall 

majority needed to topple Su. The President wi 
to decide whether to appoint another premier or 
LY and call for new elections. (Note: The Centr 
Commission recently announced such snap ele 
place under the new single constituency systerr 
legislators would be elected to four-year terms. 
At that point the political mudslinging has the pc 
bring true institutional gridlock. 


Comment 


12. (C) The Pan-Blue has successfully focused 
attention on scandals involving those close to P 
Chen. Television news stations in particular are 
devoting most of their coverage to leads and stt 
concerning the scandals. The Pan-Blue may be 
unlikely to get anything on President Chen hims 


ıghai Cooperation Organization (SCO) Vitaliy Vorobiyov gave us a readout June 20 of the June 15 SC 


hough it was given front-page attention, regime criticism of the Tier 3 ranking was restrained, reflectir 


ified By: Consul General Tatiana Gfoeller, for reasons 1.4 (b) and (d). FROM THE EASTERN PROVI 
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therefore going after additional revelations abot 
Wu Shu-chen that they hope will also discredit t 
increasing pressure on him to step down. How 
revelations are unlikely to occur before the June 
vote 

momentum against Chen could abate after the 

session ends on June 30 

post-recall strategies that will maintain or even i 
the pressure on Chen over the summer months 
September 

rallies and publicity about scandals 

support for a vote of no confidence against Prer 
even a second recall motion when the LY is in s 
fighter 

KEEGAN 


68794 

this had been noted in a correction inside the ρε 
(NB: Post understands that he added the name 
initial A. instead of Abdullah.) 


National condemns GovernmentVs handling of i 


3. (SBU) The opposition National Party has triec 
Prime Minister Helen Clark directly accountable 
says is a national security failure. As is custome 
Zealand Prime Ministers 

the Security Intelligence Service (SIS) 
intelligence agency. However thus far 

political scrutiny thus far. To avoid any direct qu 
in Parliament on this matter 

responsibility to the Minster of Police by succes: 
arguing that police is the lead agency in trackinc 
in New Zealand. 


4. (SBU) Undeterred by its inability to make Cla 
National has still managed to keep the heat on 1 
Government. Somewhat illogically 

case to renew questions on why New Zealand F 
United Nations designations of individuals and c 
as terrorists and not made its own designations 
and Canada have done. NationalVs foreign affai 
spokesperson 

and Canada having made 88 and 59 non-UN de 
national lists 


Obfuscation is the hallmark of this case 


5. (SBU) McCully\'s reference to the Australian 


ımas Adoumasse, Director of International Organizations of the Ministry of Foreign Affairs. Adoumass 


incern that his poor health will prevent him from running his office during the term of the caretaker go 


21), outlined some recent developments in Nepal\'s government, and expressed a hope for future assi 


| -------------------------------------- 1. (С) Prime Minister Koirala\'s Foreign Policy Advisor, Dr. Suresh Che 


¡0 elections, having forged an alliance with minor political parties that could lead to direct cooperation 
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particular led to a good deal of confusion and 
misunderstanding. The head of police counter- 
Assistant Commissioner Jon White 

a police terrorist list provided by New Zealand\'s 
partners. However 


a different view 
designated list 


6. (SBU) King also had to retract her claim that 
had designated the same number of terrorist gr 
Australia. She was apparently unaware that the! 
Australian lists -- one from the Attorney General 
designations -- and the other from the Foreign / 
Ministry 

reaction to McCully\'s claim -- he said he had nc 
McCully was talking about -- has also created p 
Labour 

understanding of security systems in other juris: 


Foreign Minster\'s alleged role in uncovering Ali 


7. (C) Additional doubts have surfaced about Gi 
assurances about the effectiveness of its borde 
The press claims it was actually Foreign Ministe 
Peters who discovered Ali was in the country 
telephoned by a man demanding money in retui 
about a terrorist in New Zealand. The media sa' 
the man he could see his phone number on the 
said the man would be in trouble if he did not re 
The man then told him about Ali. Peters has nei 
nor denied the story 

membership in the security and intelligence sele 
not to comment on the matter. A spokesman fc 
story has no credence. (NB: U.S. officials famil 
case say the same.) 


Government announces review of border securi 


8. (SBU) Despite continuing to declare his confi 
Zealand\'s \"overall\" border security system 
Minister David Cunliffe has announced a review 
measures. The Government will reconsider the 
of Middle East countries. Although Cunliffe clair 
unrelated to the Ali incident 

Government\'s particular scrutiny of Middle Eas 
visa status is a reflection of \"the highest public 
at the moment.\" 


l) Summary: Nearly three-quarters of Turkey\'s population is under the age of 35. To better understar 


3 OFFICERS THROUGHOUT MISSION TURKEY. 1. (SBU) SUMMARY: As a part of ongoing efforts 


llaysia and looks forward to working with the Department in arranging this visit. 2. (S) Post agrees wi 
PAN/PA. E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA SUBJECT: J/ 
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9. (SBU) Cunliffe\'s announcement has not plea 
Javed Kahn 

Associations of New Zealand 

response\" to the Ali case. The Green Party\'s K 
that the Government\'s application of visa-free < 
inconsistent 

Palestinians do not. National\'s immigration spo 
Lockwood Smith welcomed the review but сайт 
address the need to maintain an accurate immi, 
and methodology for detecting people who are : 
to New Zealand. 


Comment 


10. (C) Some local commentators have accuse 
of overreacting 

interviewed after 9/11 by the FBI in America anc 
for lack of evidence. In general 

of Ali\'s deportation has been muted 

levels of concern generated by the Zaoui case. 
practical matter 

New Zealand 

have let us keep an eye on him. However 
would face less embarrassment if it got rid of Al 
before the Opposition got wind of his presence 
and before he became another Green Party cat 


11. (C) Even so 

SIS officials have told us that it may now be ea: 
them to convince NZ Treasury to provide funds 
computers to support a proposed US-NZ MOU 
unclassified screening information on known or 


SIPDIS 
terrorists. NZ Police says it may also help GNZ 


authority to designate a non-UN-listed terrorist. 
Comment. 
McCormick 


68795 


Beef talks: 
10) Agreement almost there between US 

beef imports 
11) US beef could be on supermarket display c 
July 
12) Yoshinoya planning beef bowls on menu in 
of food service industry remains cautious about 
13) Government in resuming US beef imports ‹ 


Column 3 
objections of consumers 


Political agenda: 
14) Shinzo Abe to declare candidacy for LDP p 
August 

15) Ruling camp fears public reaction to BOJ C 
admission of profiting from Murakami funds 
wants him to quit 

16) Minshuto (Democratic Party of Japan) puts 
lawmaker Matsui for allowing Murakami Fund tc 


Articles: 
1) TOP HEADLINES 


Asahi & Yomiuri: 
BOJ Governor Fukui earned 14.73 million yen fi 
Murakami Fund 


Mainichi & Tokyo Shimbun: 

Supreme Court says \"indefinite sentence clear 
High Court to reexamine murder case with a vie 
penalty 


Nihon Keizai: 
BOJ governor: BOJ will take quick 
policy; Zero-interest policy expected to be kept i 


Sankei: 
PeopleVs New Party\'s House of Representative 
pressured by construction firm employees not tc 
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deal in Diet interpellations 
2) EDITORIALS 


Asahi: 
(1) SDF pullout from Iraq: Ends do not justify tr 
(2) BOJ: Weightiness of governor\'s position 


Mainichi: 

(1) GSDF withdrawal from Iraq: Expanding rect 
assistance to Samawah 

(2) BOJ Governor Fukui: System needed that c 
suspicions 


Yomiuri: 
(1) SDF troops in Iraq: Pullout from Samawah « 


Joes not hold membership on the Human Rights Council, Permanent Secretary Krit thanked Ambass 
to conduct immigrant visa interviews for Turkmenistani Jews to immigrate to Israel. Livshitz told Con 


abat to conduct immigrant visa interviews for Turkmenistani Jews to immigrate to Israel. Livshitz told 


o wants the HRC to get off to a strong start. To that end, the GOP agrees that this initial session of tt 
reign Affairs and Trade (MFAT). On June 14, Meyer responded that GNZ agrees with the U.S. positi 


our bilateral relationship has experienced more pronounced change than in defense and security isst 


opriation claims, as required by Section 527 of the FY 94-95 Foreign Relations Authorization Act (refte 
present two seminars at the University of Otago. 2. (U) Embassy understands that country clearancı 


is committal, noting that the Lao government was N 


vs influence extends to every corner of the country. The most unique feature of TJ is its emphasis on 
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end to assistance 

(2) BOJ Governor FukuiVs investment profit: Jc 
jeopardy if confusion continues 


Nihon Keizai: 

(1) We welcome decision to pull out GSDF troc 
(2) BOJ Governor Fukui faces tough task in res 
trust 


Sankei: 

(1) Pullout of GSDF troops from Iraq: Public se 
open question 

(2) Murder of mother and child: Supreme Court 
punishment is appropriate 


Tokyo Shimbun: 

(1) SDF withdrawal from Iraq: Every possible rr 
taken until all troops return home 

(2) BOJ Governor Fukui: Suspicions deepen 


3) Prime Minister's Official Residence (Kantei) 
Prime Minister's schedule 
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09:01 
Arrived at the Prime Minister's Office (Кате!) 


09:33 
Executive meeting at the LDP Headquarters 


09:53 
Cabinet meeting 
on measures to deal with low birth rate. 


11:03 
Party head discussion with New Komeito leader 
Secretary General Takebe and New Komeito Si 


SIPDIS 

Fuyushiba were present. Then liaison conferenc 
government and the ruling coalition. Then met v 
Communist Party Chairman Shii and Social Der 
Fukushima. 


12:07 
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ıntencing follows continued demands for his release. He is simultaneously detained under the provisit 


itly one-on-one with DFM Karasin on other regional agenda items.) Kramer pushed Kelin hard on Ru 
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Security meeting. Met with Iraqi Ambassador to 
followed by Chief Cabinet Secretary Abe. 


13:00 
Press conference 


14:01 
Met with Miki Yoshida 
Japanese Ryokan 


15:00 

Meeting of the Campaign Headquarters at LDP 
photos with those who plan to run in next year\'s 
election. Handed an endorsement certificate to 
the Lower House by-election for the Kanagawa 


16:30 
Met with Foreign Ministry Middle East and Afric: 
Director General Yoshikawa at the Kantei. 


17:07 

Cabinet meeting on measures to deal with crim 
meeting of the Headquarters to Promote Meası 
People. 


18:44 
Met with chiefs of secretariat of various governr 
the Diet Liaison Office chief at Grand Arc Напх‹ 


19:02 

Dined with LDP Policy Research Council Chairr 
Chairman Nakagawa and Amari and others at = 
Kioicho. 


20:54 
Returned to the official residence. 


4) Gist of Koizumi\'s press remarks 
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The following is a gist of Prime Minister Koizum 
yesterday's press conference: 


Japan has consulted with the United States anc 
multinational force members 

Australia. As a result 

Force has now fulfilled its role to a certain exter 
reconstruction assistance activities 


Ћотаѕ B. Robertson, reasons 1.4(b) and (9) 1. (C) Summary: The Government of Slovenia (GOS) 


ΙΖΑΙ, WARDAK Classified By: AMBASSADOR RONALD NEUMANN FOR REASONS 1.4 (B) AND (І 


by the republics and by us to encourage a successful transition. End introduction. Upcoming Travel 


onia, Finland, and Latvia, participated in the event. The conference reviewed the ND?s achievement: 
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withdraw the GSDF unit. Japan will continue to | 
nation rebuilding efforts 

assistance as far as possible while working toge 
countries and the United Nations. 


This is not a matter of me wanting to or feeling 1 
withdraw the GSDF unit while I\'m in office. | haj 
overall judgment at this point 

withdraw the GSDF unit. At this point 

to lraq 

unnecessarily with my security. | believe that the 
taken toward Iraq in compliance with United Na’ 
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were right. The international community has no\ 
difference of opinions we faced when the war st 
international community has agreed to carry oul 
appropriate for each country. I\'m aware of the . 
and its importance 

the international community. | wouldn\'t say we | 
permanent law in the next Diet session (for Jap: 
overseas dispatch of Self-Defense Forces troor 
discuss the matter. 


5) ASDF to expand Iraq airlift missions next mo 
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The government has now decided to withdraw ( 
Force troops deployed in the southern Iraqi city 
Based on the decision 

for the Air Self-Defense Force to expand its airli 
Iraq. The ASDF will expand the scope of its acti 
the earliest and support the US military and the 
in order to airlift their supplies and personnel. Ir 
the ASDF will also send personnel to the multin 
headquarters in Baghdad to facilitate coordinatii 


The GSDF currently stations some personnel at 
force\'s headquarters 

personnel along with the GSDF\'s pullout from | 
currently bases its airlift squadron in Kuwait 
ASDF members are deployed. The ASDF will re 
with about 10 more personnel. 


ASDF transport planes have been on airlift miss 
to Taril near Samawah. In July 
to Baghdad and the northern Iraqi city of Arbil. | 


тега! (CG) that numerous politicians, including many People\'s Democratic Party (PDP) governors wh 
ne in response to her April 6 letter to the Ambassador requesting U.S. collaboration on proposed agri 


2еорез. Bryant took the lead, as agreed, and outlined the negotiation process, noting our substantiv 
WELCOMED THE INFORMATION ON U.S. REPRESENTATION AT THE PSI HIGH-LEVEL POLITIC 
r had been one of the main proponents of multi-party democracy for Malawi. 2. (U) Many assumed tl 
sted by the Ecumenical Patriarch in Switzerland in May. They later agreed to schedule elections for S 


‚mber of Commerce. He also hosted a roundtable discussion with leading reformers who managed E 


3 summit with President Bush in late June 2006. The article states that KoizumiVs decision reflects th 
etween the USG and factions of the Islamic Courts not aligned with Al-Qaeda. The Courts are now a 


'easingly desperate and that the СОС continues to deny them rights to which they are entitled under ! 


201.2 OF 002 (U) THIS DOCUMENT IS SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT AC 
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however 
government is therefore careful about the right 1 


Defense Agency Director General Fukushiro Nt 
officials in a meeting yesterday to fully consider 
security situation. \"Cargo transport is not some 
into; | want them to pay full attention to safety 


6) Japan to provide Iraq with energy developme 
centering on ODA after GSDF withdrawal 
international assistance framework 
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Following its decision yesterday to withdraw Grc 
Forces (GSDF) troops from Iraq\'s southern city 
government made another decision to give recc 
assistance to that country as part of it official de 
assistance (ODA). The focus of the aid will be c 
projects related to such energy resources as oil 
The aim is to facilitate economic recovery in Iraı 
the reconstruction of infrastructure relating to er 
that are abundant there. The government intenc 
international community to work together to cre: 
international framework for assistance to lraq 
countries 
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attacks on Iraq 
reconstruction assistance to Iraq. 


Prime Minister Koizumi met with Iraqi Ambassa 
Jumaily at the Prime Minister\'s Official Residen 
yesterday and told the envoy: \"We\'ll continue с 
аа." The ambassador told Koizumi: \"We have 
Japan's assistance it offered during а difficult ti 


In October 2003 

billion dollars in assistance using the ODA prog! 
amount 

targeted for specific use. Of the 3.5 billion dollar 
loans 

use. 


In order to provide assistance to repair works al 
as the oil factory in Basra in southern Iraq and c 
natural gas (LNG)-related facilities in various otl 
in the country 


ould not take military action against the Islamic Courts Union (ICU) in Somalia unless the ICU moved 


іса! University at Delft and on new models for predicting coastal and estuarine sediment transport an 
arently died of a heart attack while trying to climb a steep mine slope, a view the National Police said 


1 not extensively. We raised the issue on a cautionary note with a leader of the ruling Justice and De 


monitor religious freedom developments in the North, they have begun a pilot project for registering 
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Ministry official commented: \"Iraq is abundant i 
resources. Development of oil or natural gas fie 
lead to foreign currency earnings and will becon 
for the reconstruction of the country.\" 


The government wants to be actively engaged | 
international assistance framework for Iraq. For 
yesterday afternoon held a teleconference with 

Minister Zebari. Zebari asked Aso 

international framework for assistance to Iraq is 
We\'d like Japan to participate in that frameworl 
partner of our country.\" Aso indicated a positive 
Zebari: \"We\'d like to address the matter while 

following that direction.\" 


7) Abe positive about enacting permanent law fi 
overseas and eliminating need for ad hoc legisli 
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The government has now decided to withdraw ( 
Force troops currently deployed to the southern 
Samawah. In this connection 

positive stance in a press conference yesterday 
permanent law that would allow the governmen! 
Defense Forces personnel overseas without ne 
measures law each time. With the SDF\'s Iraq c 
chance 

permanent legislation to allow SDF participation 
forces overseas. This will likely be a task for the 
government. 


The ruling Liberal Democratic Party is already s 
legislation 

possible to take flexible measures and make ini 
contributions 

the need for the next government to address th: 
Air Self-Defense Force personnel are back frorr 
mission. 


VWhen it comes to a permanent law 
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problems 

yesterday. \"I\'m not thinking of creating a perm: 


am in office 


Meanwhile 


PREVIOUS TOKYO 00003317 001.2 OF 002 1. The following is an update on avian influenza (АГ 


ERRA FOR APHIS/DHANNAPEL ROME FOR FAO NSC FOR JMELINE BANGKOK FOR RMO, CDX 
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ordered the ASDF to reinforce its Kuwait-based 
to expand the scope of its airlift activities in Iraq 
will send personnel to the multinational force\'s 
Baghdad to liaise. We will meet the needs of t 
and the United States 

airlift supplies and conduct humanitarian recons 
assistance activities 

expected to expand the scope of its activities in 
month after coordination with the United Nation: 


8) Preparation for firing Taeopdong-2 missile ur 
hard-line policy; Will discuss with Tokyo ways tc 
pressure on Pyongyang 
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North Korea is now preparing to launch a long-r 
missile. The prevailing view among persons fan 
Korea relations here in Washington is that even 
not actually test-fire a missile 

policy toward that nation is certain to become e 


Commenting on a possible missile launch 

on June 19 told a press conference 

next step. V" She thus revealed that Washington 
on measures to strengthen pressure on that nal 
that the North has started preparations to launc 
turning its back on the six-party talks 

is no chance of Washington making concessior 
Pyongyang from test-firing a missile. 


There has been a clash of views in the Bush ad 
whether to give priority to dialogue or pressure. 
that Pyongyang is preparing to launch a missile 
Secretary of State Christopher Hill 


SIPDIS 
issue through diplomatic efforts 
difficult situation. 


9) Japan 
responding to China threat 
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A symposium on the theme 
stability in the Taiwan Strait 
Research Institute and sponsored by Sankei Sh 
Tokyo on June 20 to discuss ways to deal with | 


assador raised the three North Korean refugees who are seeking U.S. resettlement (reftels) with Tha 
of Japan,s market for U.S. beef prior to the Prime Minister,s visit to Washington at the end of June. ' 


cern about the possibility of violence during the upcoming election cycle, political leaders denied any 


sador to Jordan Trevor Peacock. Shamayleh said that he understood and agreed with the position οἱ 
sons Alim and Ablikim were being held in the Tianshan Detention Center. In a meeting on the margi 
y 60 kilometers northeast of Anuradhapura) to Anuradhapura was attacked. The police advise that th 
oys from the Damascus suburb of Erbeen have been detained by the SARG as suspects in the June 


Chief Economic Section, Rea sons 1.4 (B) and (D). 1. (C) Per Reftel C instructions, Econoffs on Fric 
'AN/PA. E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA SUBJECT: DZ 
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rising economically and militarily. The participar 
included lawmakers from Japan 

former senior government officials 

carried on lively discussions. The symposium cı 
keynote speech and three sessions. In the key 
ambassador to Thailand Hisahiko Okazaki poin 
situation in the Taiwan Strait 

the advantage 
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Taiwan. He said there was a possibility in the fu 
with the intention of bringing about its unificatior 
threatening it with armed force to create turmoil 
political realm. In order to avoid such a crisis 

need for creating a new consultative body betwe 
Taiwan for close discussions on the military isst 


10) Japan 
resumption; Further discussions to be held toda 


ASAHI (Page 1) (Full) 
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The governments of Japan and the US held ab 
teleconference yesterday evening in order for J: 
beef imports. During the talks 

its intention to resume imports under certain co 
including allowing Japan to confirm the safety o 
conducting prior inspections of US meat-proces 
However 

hold another round of talks this morning. 


The teleconference started at 8:00 p.m. yesterc 
participation of Deputy Undersecretary of Agrict 
Lambert from the US side and bureau director ¢ 
councilors of the Foreign Ministry 

Forestry and Fisheries (MAFF) and the Ministry 
and Welfare (MHLW) from the Japanese side. / 
reinstating the beef trade 

to approve the presence of Japanese officials a 
inspections of meatpackers conducted by the U 
continued until shortly after 12:00 am 

not reach agreement on items subject to prior ir 
ways to facilitate such inspections. 


The two sides will resume telephone talks at 9:( 
If they reach a consensus 

will carry out prior inspections of 35 US meatpa 
outlook is that US beef imports will start in late . 


Column 3 

is confirmed that the safety of products to be ex 
is secured in compliance with the conditions agı 
the two countries. 


11) US beef likely to be on shelves again in late 
minute negotiations going on 
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Over the issue of resumption of US beef import 
of Japan and the United States held a teleconfe 
senior officials from the Agriculture 

Ministry (MAFF) and the US Agriculture Departr 
conference ended before dawn today and will b 
morning to work out details. Both countries are | 
agree 

as inspections of facilities certified to export bee 
before Japan resumes imports. US beef is likely 
store shelves in Japan again. 


The Japanese government imposed a ban on L 
December 2003 following the discovery of the fi 
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the US. The ban was lifted last December but м 
January after vertebral columns 
was discovered in a veal shipment to Japan. 


Tokyo and Washington are expected to reach a 
such conditions as prior inspections by Japanes 
officials of 35 meatpacking plants to check whe 
complied with the requirements agreed on for tr 
import ban. In the teleconference yesterday 

not worked out 

details today. The possibility is now strong that : 
will be reached on the pending issue of US рее! 
the Japan-US summit set for next week. 


Should no problem be found in the prior inspect 
reopen its market to US beef. About 1 
arrived in Japan just before the second ban in J 
yet to clear customs has been stored in freezer: 
across the nation. The government plans to exe 
beef and then put it on store shelves. 


Health 
that officials \"will inspect all beef imported from 
the time being." The government also intends t 


alleged vote-buying held sway in the media this week as the June 29 elections draw nearer. One Ara 


is becoming frustrated with the Legislative Council\'s (Legco) slow progress in scrutinizing a covert s 


amental choice to abandon its nuclear weapons pursuits and that there will be benefits, or penalties, c 
Allen thanked Amato for the GolVs excellent counter terrorism cooperation. Amato discussed Italy\': 
BOR UNREST REF: А. PHNOM PENH 526 B. PHNOM PENH 814 C. PHNOM PENH 998 


sein Prison committed to continue her efforts to eliminate forced labor and gain freedom for other pol 
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and regular inspections of US meatpacking faci 
consumers are still skeptical of the reliability of 1 
States\' safety-management system 

prohibited materials were also found in beef shi 
Kong and Taiwan. South Korea has put off its p 
of US beef imports after defects were found in i 
inspections into US facilities. MAFF Minister Sh 
said that if some flaws are found in inspections 
also discuss the issue (with the US) again.\" 


12) Yoshinoya willing to put beef bowl on menu 
September 
cautious 
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The governments of Japan and the United State 
reach an agreement on the resumption of US bı 
this development 

restaurant operators will soon start preparations 
Yoshinoya D&C Co. will put gyudon on its menu 
at the earliest. However 

safety of US beef in the wake of the discovery a 
materials considered to be a BSE risk in a veal 
in January. Given this 

cautious about using US beef. 


Japan Food Service Association Chairman Kazi 
yesterday: 


\"We welcome the growing possibility that US bi 
resumed soon. Many restaurant operators 

and tongue restaurants 

imports will be resumed as soon as possible. | ¢ 
government to give an explanation to consumer 
proper way.\" 
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Under the agreed conditions 

cattle aged 20 months or younger 

tons of meat will be available per month 

40% of the volume recorded before the initial im 
imposed in December 2003. It plans to offer the 
limited hours 


Although its rivals have used Chinese or Austra 
Yoshinoya has kept its policy of using only Ame 


Ὁ implement measures to prevent non-state actors -- i.e. terrorists -- from obtaining access to WMD 
mum of several weeks to replace them. Several sources have speculated that the elections are there 


"resident Machar spoke with a third in Khartoum. Southerners in the Khartoum Government of Natio! 
June 12 and 13, PolOff discussed the &cold8 state of relations between Armenia and Turkmenistan, t 


1 high-level business and government participation from Turkey, Iraq and other countries surrounding 


за Mokhtar Lamani. Bin Hili said that the Iraqi National Accord Conference scheduled for June 20-22 
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stopped serving gyudon. As a member of its pla 
\"In the case of US beef 

of parts that we need and those with plenty of fé 
Japanese love 

suitable for gyudon. 


Yorkbenimaru Co. 
highlighted this point and is eager to resume the 
beef. 


However 
about buying in American beef. 


Ito-Yokado Co. has decided not to sell US beef 
being 

understanding from customers.\" Aeon Corp. ini 
situation for a while 

priority to a sense of safety 

product on our shelves.\" 


13) Consumer opposition steamrolled in decisic 
of US beef; Government maintains it is V'careful 
procedures" 
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The expected agreement between Japan and tt 
resume imports of US beef comes in the form a 
deep-seated opposition of Japanese consumer: 
government has concluded that it has fully follov 
reach a final decision 

leave most Japanese not quite satisfied. 


VI cannot at all sense that you have consumers 
said one individual of an open hearing held by tl 
June 14 to exchange views. Similar cautious vie 
the other. However 

settled last year when the Food Safety Commis 
overall safety of US beef and made its risk evalı 


The judgment criteria for restarting US beef shij 
around whether the following two import conditi 
can be kept: 1) limiting selection to cows under 
months; and 2) removing specified risk material 
will do no more than listen to any view that goes 
framework. Although prior inspections and surp 
have been accepted 

cannot be trusted." One can say that the discus 
consumers and Japanese government were at : 
end. 


? of Representatives passing a resolution calling on the Latin American countries to Vintensify their efl 


2S Classified By: A/DCM ANGUS SIMMONS FOR REASONS 1.4 (В) AND (D) 1. (C) SUMMARY. ` 
2 15 Shanghai Cooperation Organization (SCO) Summit reflected only Iran\'s position. -- Beijing welc 


ONS 1.4 (B) AND (D). 1. (C) Summary: PolCouns, RefCoord and IRMO/MODM consultants had a pc 
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14) Abe to announce his candidacy for LDP pre 
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August 
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Chief Cabinet Secretary Shinzo Abe yesterday | 
to put off announcing his candidacy for the Sepi 
Democratic Party (LDP) presidential election un 
He revealed that he would announce his candid 
the mid-August G-8 summit in St. Petersburg 
fact that he leads various opinion polls among tl 
presidential candidates 

moves of other contenders. He plans to publish 
his policy proposals in late July. He then aims tc 
factional support. 


In late May 

leadership race. He has at present an advantag 
candidates. An aide to Abe explained his strate; 
the announcement of his candidacy until last mı 
his move all at once.\" Abe intends to prioritize р 
that is visible to the public rather than the hard v 
gathering supporters after an early announceme 
candidacy. 


In the book to be published 

visions and policies for security 

is expected to focus on such issues as constitu 
strengthening the Japan-US alliance 

and culture 

upcoming LDP presidential election. He will pre; 
debate 

front. 


15) Ruling coalition concerned about backlash : 
governor; opposition to strengthen calls for геѕі‹ 
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Learning yesterday that Bank of Japan Gov. To 
million yen investment in the Murakami Fund he 
million yen as of the end of last year 

camps are now stepping up criticism of him. No 
government or ruling coalition has questioned h 


police and negatively affect the workforce and economy. Research to date indicates that many who | 


1 Middle East - Olmert in Paris - Hamas Iran - Regional Strategy PARIS - Thursday, June 15, 2006 (4 


(LF) protests against the recent petroleum product price hikes. The Рите Minister on June 7 asked ' 


Column 3 
member after member expressed concern abot 
public. 


Toranosuke Katayama 

House of Councillors 

something is wrong. His conduct is not illegal 
of money.\" Koichi Kato also made a critical con 
natural that average people envy him. | have to 
careless.\" 


House of Representatives member Keiichi Ishii 
asked 
assumed the post of BOJ governor?\" 


Ichiro Ozawa 
(Democratic Party of Japan) 
Bank of Japan 
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should think seriously about his conduct in light 
position.\" 


Opposition parties intend to step up their pursui 
closed-door session on June 22 of the Lower H. 
Affairs Committee during the Diet recess 
resignation. 


16) Minshuto will not punish lawmaker Matsui 
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House of Representatives member Koji Matsui 
(Democratic Party of Japan) said yesterday thai 
affiliated with the Murakami Fund had paid the s 
secretaries. However 


SIPDIS 

not to punish Matsui. Party head Ichiro Ozawa s 
conference: \"Sincerely explaining the facts 

his conduct and is determined to fulfill his duty. ` 
no intention to punish him.\" He indicated that V 
fulfilled his accountability. 


Matsui 

company temporarily paid the salaries of two se 
and that he would report a total of 1 

secretaries had received to the government 


ıyal to the Abdel Wahid faction near Kutum, North Darfur State. The faction suspected the team of se 
JA and perhaps make a move to unseat the UPA before the next session of Parliament (currently sch 
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SIPDIS 
Political Fund Control Law. 


SCHIEFFER 


68796 

68797 

Abroad for Families and Employees\" (SAFE) 
certify to the Department of State\'s Bureau of L 
that the employee has undergone equivalent se 
contact for this training is Assistant Director for 
(703) 205-2617. Country clearance will not be ¢ 
traveler with planned TDY in excess of 30 days 
is not stated/certified. POC for additional inforrr 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand cur 
from transnational and indigenous terrorism as 
terrorist groups or support groups believed to bt 
Zealand at this time. In light of the worldwide st 
visitors should heighten their security awarenes 
unusual incidents to the Regional Security Offic 


c. (SBU) Anonymous telephonic threats and ok 
occasionally targeted U.S. diplomatic missions i 
response to U.S. policies and actions 

have demonstrated occasionally at the Embass 
the Consulate in Auckland. These demonstratic 
and are peacefully conducted. During these de 
country police and protective services normally 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium 
environment. As such 

increase in violent and petty crimes 
non-confrontational in nature. However 
assaults 

and thefts occur countrywide but primarily in the 
Auckland 

especially aware that street crime 

is a daily occurrence in these cities. Common s 
should be taken 
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opportunity. 


e. (SBU) Generally 
the world drug situation; however 
Zealand has been utilized as a transit point for є 


tatement issued on Iran at the recent NAM ministerial. Specifically, the official said he heard that Sau 
JR - POLICE OFFICIAL CONVICTED FOR RAPE REF: A. KHARTOUM 0090, B. KHARTOUM 


id that morning he had met with a Nepali Congress (NC) politico (МЕ!) who said they planned to offer 


. 2. The Control Officer for this visit will be Economic Officer John Morgan, telephone number (876) © 
їеа By: AMBASSADOR RONALD NEUMANN FOR REASONS 1.4 (B) AND (D) 1.(C) Summary: V 
stonians will not be sending anyone to attend the HLPM due to human resource constraints. WOS 

resumed LTTE mine attack on a crowded civilian bus near North-central Vavuniya on the morning of 


V). Naess told us that Assistant Secretary Kare Aas indicated -- after returning from Washington in А 
ecent Aegean incidents, the most remarkable fact about the meeting was that it went ahead as plann 


ffairs, on 15 June. Director Sesara George stated that while he was not aware of the purchase, he w 
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Ecstasy 

New Zealand are locally produced methamphet 
There have been increased amounts of lab seiz 
associated with groups attempting to control thi: 


f. (U) All forms of public transportation are gent 
times of the day; however 
precautions so as not to become a target of opr 


g. (U) The traffic situation in Auckland can be c 
moderate amount of congestion. Wellington an 
is significantly better; however 

can be expected. Visitors are advised that traffi 
left-hand side of the road. Visitors are advised: 
accidents are common and that it is safe to pull 
may take an accident report. However 

hostility or anti-American sentiment should dep: 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use = 
electronic or photographic equipment must сот 
introducing that equipment into the Chancery. F 
or photographic equipment is not permitted in tr 
severely limited cases will a notebook or laptop 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not d 
classified information outside secure environme 
and/or cellular telephones 

sensitive information at the Chancery and not αἱ 
residences. 


j. (U) Visitors should also be aware of the State 
Consular Information sheet for New Zealand an 
Worldwide Caution Public Announcements 
Internet at http://travel.state.gov 


k. (U) In essence 

appropriate caution and be alert to their surroun 
to their personal security. Suspicious incidents/ 
be reported to RSO Wellington (Telephone (64) 
hours/day). 


McCormick 


68798 

This allows for the application of relevant 
international law (Article 4 and 9 of the 
International Covenant on Civil and Political 
Rights) 

important to bolster public and Parliamentary 


during a rare visit to Armenia. Twenty parliamentarians visited Armenia June 12-14 on an information 


1arraf and Рите Minister Shaukat Aziz аге western-oriented modernizers who are trying to move Pak 
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support. Under both bodies of law 

constitute a threat can be held without trial until 
the end of the conflict. The framework delineatı 
several possible dispositions for detained perso 
1) detained without trial under the provisions 
described above; 2) tried under Afghan security 
3) tried under Afghan criminal law; 4) reconcilec 
and released under PTS; or 5) released outrigh 


4. (S) The decision as to disposition will be take 
after a period of time for evidence collection anc 
review. Those detainees who meet the strict 
definition of armed opposition group personnel 
constituting security threats will be held in non- 
judicial 
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series of administrative reviews with tailored du: 
process rights 

MOD. Those who 

identified as candidates for prosecution will be 
referred to the Attorney General 

consideration. If the Attorney General 

concurs 

venue dictated by the relevant Afghan law. In tt 
event that a detainee is tried under Afghan sect 
law (Afghan Internal and External Security Law 
1987) 

NDS and the prosecution is handled by the Atto 
General 

recognizes the need for full transparency so as 
avoid objections on human rights grounds. The 
to which the case is assigned is one which has 
exclusive jurisdiction over security offenses; 
however 

Court. Access to internees throughout the proc 
will be granted to ICRC and AIHRC as well as tl 
original capturing power 


5. (S) Consideration has been given as to whert 
detainees will be held. It was proposed that afte 
the completion of Pol-e Charkhi Block 4 

on or about February 2007) all detainees transf 
from ISAF countries to the GOA should be held 
There seemed to be general agreement by the 
representatives to this approach. In the interim 
several options were suggested to the ISAF cot 
for consideration. The apparent consensus of t 
group was that it would be easiest for the detair 


arib Nadhim Al-Abudi and members of his staff. Al-Abudi, a ShiVa with Sadrist affiliation, told us that h 


ment Arabic-language daily Al-Seyassah Ahmed Al-Jarallah penned on the newspaper\'s front page u 


.- rather than Venezuela - in the 2006 UN Security Council election. Omaish and Nimrat replied that 
sectoral sensitivities are obliging the Nazif administration to reconsider the rapid pace of privatization 


> stance on Iran. They promised to pass our points directly to Foreign Minister Khatib, whom they co 
i the GOL\'s Communications Regulatory Authority (CRA) and the Infobalt Association. 2. Vygandas ` 
tthe proposed U.S. resolution, MFA International Organizations Department Director General Wu Ha 


ONAAND POL PARIS ALSO FOR POL ROME FOR MFO E.O. 12958: N/A TAGS: IS, KMDR, MEDI. 
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to be held within an MOD facility 

cordoned-off portion of an ANA base or a secti 
an MOJ jail ceded to MOD 

(Note: This would be in place of the proposed 
Kandahar City Jail 

option. It would be easier for the international 
community to track the status of the detained 
persons if they are held in Kabul 

There appeared to be agreement among the 
Europeans/Australians that the detainees shoul 
handed over to the MOD and remain under the 
authority of the MOD because of their initial stat 
as administrative security internees and not 
suspected criminals. They would remain under 
custody of the MOD until such time as they are 
transferred to the PTS commission for reconcili 
or to an MOJ 

facility 

they would be transferred to a Ministry of Justicı 
prison to serve their sentence 


Comment 


6. (S) The full draft framework is much more 
comprehensive than the above gist and all deta 
have yet to be filled in by the GOA. Anyone wit 
questions is welcome to contact post for further 
information regarding specific aspects too 
complicated to describe here. However 
important to recognize that this is 

analysis 

prosecution of those cases which are violations 
Afghan law must be handled according to Afghe 
The proposal as described to us has the major 
benefit of not requiring new Afghan legislation. 
The drafters intend that once it has been preser 
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to President Karzai 

Parliamentarians to get their support for the 
process 

required since it is a presidential decree based | 
existing international and Sharia law. The Afghi 
have been feeling intense pressure from the 
international community about this seeming to k 
U.S. dictated process 

been building in the Parliament as well. While v 
in Kabul and Washington have given them the t 


»pposition activists won few of the 24,000 available seats and condemned the process as undemocra 


JECT: Argentina Economic and Financial Weekly for the week ending June 14, 2006 -------------------. 


Column 3 

and mentoring they need to reach a sustainable 
pragmatic solution 

their own. Fortunately 

accept and should welcome. 


7. (S) With regard to the provisions specific to 
ISAF nations 

referred to capitals. That may generate objectic 
not raised in this meeting. However for now 
least 

very impressed by the presentation and said the 
answered most 

questions regarding disposition of detainees. E\ 
the Dutch Ambassador 

skeptical 

much at ease. We will continue to work with the 
as well as ISAF command and member countrit 
sure this draft is accepted by the International 
Community and signed by President Karzai in ti 
the Phase Ш handoff scheduled for August 1. 


NEUMANN 
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(checkpoints 

increase in surge operations); MNF-I would leac 
operations (arrest 

Command and control arrangements would be 

the Basrah Governor\'s role and authority in sec 
the GOI selecting a trusted person from the Irac 
chair of the Provincial Security Committee (form 
Governor was the cha 


ir). 


7. (S/REL GBR AUS JAPAN) The Baghdad Se 
on June 14. Maliki requested a review of progre 
what changes needed to be made. Although at 
decreased 

June 17. The MCNS agreed that this spike was 
discredit the GOIVs high-profile security initiative 
due to certain areas being cordoned off 

that some neighborhoods are short of food and 
urged for the momentum to continue and reque 
security Ministers review what modifications net 
made to counter the insurgents and protect the 
Maliki strongly emphasized that setbacks would 
accepted and that if more forces are necessary 


d Cross and Red Crescent Movement at its June 20-21 international conference in Geneva, accordin 
n light of the industries\' high profits, Lukashenko in May ordered his pro-government youth group to 


. He also thanked the United States for its excellent law enforcement cooperation. The Ambassador 


daily Al-Qabas under the title \ 


eek foreign investors to bankroll the mineral extraction. Since March several development banks, priv 
the post of Prime Minister on June 15. Parliament needs to vote on the nomination before June 22, 


; Mission in Ethiopia and Eritrea (UNMEE), Ethiopia remains in compliance with UN Security Council 


d with the report overall, citing its worldwide importance in focusing attention on human trafficking. T 


International Day to Combat Child Labor -- put on a fashion show and handicrafts fair in the Chancer 
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supplies needed 

areas. It was agreed that a formal review will be 
on June 24. 


8. (S/REL GBR AUS JAPAN) COMMENT: Ma 
free-wheeling discussions by all those present. 

extremely vocal in the deliberations 

growing influence as NSA. Maliki 

the shots 

the decisions taken and the actions pending -- t 
decisive 

SPECKHARD 
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FMCT. He indicated that he understood the rat 
wanting to delink FMCT from other issues 

brief his chain of command on the U.S. propose 


3. (SBU) Savelyev asked for one to two weeksV 
before the U.S. next raises the issue in the CD 
Kazakhstan can be prepared to comment. 


4. (SBU) Savelyev informed Pol-Econ chief that 
Murat Tashibayev had attended the recent Nucl 
Group (NSG) plenary in Brasilia (Ref B) in order 
on the U.S.-India Civil Nuclear Cooperation Іпіі 
According to Savelyev 

Kazakhstan was willing to work with the U.S. on 
initiative within the bounds of the current non- 
proliferation regime 

Participating Governments would have equal ac 
Indian market. 


5. (SBU) Savelyev stressed that Kazakhstan dic 
that the U.S. had made its position on the secor 
sufficiently clear. (Ref C reports Savelyev\'s pre 
comments on the issue of access to the Indian 

Vdiscussion in the corridors V" at the March 23 C 
Group in Geneva focused on concerns that the 
to structure the NSG exception in such a way th 
would have an advantage over others in the Inc 
claimed. 


' consensus in favor of freedom of expression, rule of law, respect of national institutions, conformity 1 


f-determination clauses unacceptable, and was not comfortable with the process by which the declari 


aeting in Washington to appropriate parties in the Ministry. Post will inform the Department of any fur 
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6. (SBU) Comment: The question of equal acct 
Indian market must be resolved before Kazakh: 
willing to take a more forward-leaning position c 
civil nuclear initiative. Given Savelyev\'s implicit 
of the two issues 

position on the FMCT. End comment. 


ORDWAY 
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special responsibility for Shiva and Ismaili issue 
and Najran 

initially suspected the offer of a board position t 
first step in an SAG \"buy out\" and said that he 
Al-Sudairy that he might be a liability to the HRC 
\"saw it as a duty to speak out\" (reftel). 


2. (C) Al-Mugaiteeb said that the Kingdom\'s m 
human rights issues revolved around the Ismail 
VI used to think the ShiVa had it bad 

went to Najran and saw how repressed the Ismi 
Really 

Al-Mugaiteeb mentioned two issues of particula 
environmental 

mining venture 

recently finished serving their sentences but ha 
released. Al-Mugaiteeb said he had received di 
from contacts in Najran showing that elements | 
government bureaucracy had been covering up 
problems related to mining in the town of Bir As 
of Najran 

the problems was being ignored. Moving to the 
Al-Mugaiteeb explained that the eleven prisoner 
sentenced over five years ago to prison terms К 
smuggling. They had finished their prison term: 
according to Al-Mugaiteeb 

release them. \"Naif (the Interior Minister) think 
whatever he wants regardless of the courtVs sei 
thinks they are dangerous 

The whole issue could blow ир.\" Al-Mugaiteek 
current governor of Najran 

the Ismailis. 


3. (C) Al-Mugaiteeb cited the case of former НЕ 
Mohammed Al-Wasal as an example of both th: 
government corruption and complicity in human 
and the reason he decided to work with the ННІ 
Al-Mugaiteeb explained 

Al-Mugaiteeb prepared for Al-Sudairy on the mi 


it forward by EUR DAS David Kramer regarding a U.S.-Russian human rights dialogue. Lukin sharec 


ssurance of GSE interest and commitment to a staff monitored program(SMP) as the first step towarc 


eek foreign investors to bankroll the mineral extraction. Since March several development banks, priv 


at Aeroinversiones del Peru (Voey) and Seman-Peru (SPUY) and FAA certificated foreign repair static 
‚ as well as the Palestinian-Syrian bilateral relationship, according to the Syrian Arab News Agency ($ 
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without telling either Al-Sudairy or Al-Mugaiteeb 
sure he was put on the payroll by Naif 
continued 

of Al-Wasal\'s activities and the subsequent terr 
his employment by Al-Sudairy. Asked by the Ct 
HRC could have lasting positive impact on hum 
Saudi Arabia 

the question is does he have enough help and < 
him. At this stage 

more than the National Society for Human Righ 
garbage. Its board members care about how m 
from the society\'s government endowment thar 
human rights.\" Al-Mugaiteeb claimed that NSF 
had missed a key session in the trial of three re 
because of a board meeting \"in which the sole 
whether board members should receive 10 

for attending each meeting.\" 


4. (C) Al-Mugaiteeb gave a pessimistic assess! 
Abdullah. \"He has not tackled real reform yet. 

he has done is just cosmetic. Look at the recor 
from the National Dialogue - not one has been i 
It is hard for him - he has lots of enemies aroun 
Al-Mugaiteeb noted that reformers in the Kingdc 
more mistrustful of the U.S. and its commitmen 
democratization. \"The high point was Secretar 
conference in the summer of 2005 

release of the three reformers. But the last time 
here 

To rebuild trust between reformers and the U.S 
proposed that he arrange meetings with various 
including \"liberal Islamists\" like Abdullah Al Ha 
Sheikh Solaiman Al-Rushoodi 
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5. (C) Al-Mugaiteeb also discussed the carrot а 
approach the SAG used to try to co-opt dissideı 
himself. In addition to denying him the right to t 
subjecting him to repeated questioning by the N 
he spoke out against SAG human rights practic 
Al-Jazeera program in 2003 

also intimidated and harassed his family. The ^ 
called his brother and son in for repeated quest 
claimed 

renewals for businesses owned by his cousins i 
for the carrot 

the last Saudi riyal\" about the SR 400 

taken out to finance his organization in its first y 


residence, Ѕа\аа Hariri expressed alarm at mounting Sunni-Shiite tensions that he believes have dri 


; and expropriation claims. 3. (SBU) Post knows of three claims by United States citizens outstandin 
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had offered him the opportunity for V'tasheeh al- 
(\"correcting the conditions\") 

facilitate his return to the fold. Al-Mugaiteeb sai 
refused the offer 

for tasheeh al-awda\' is 5 million riyals - that\'s v 
government paid to buy out Ayedh Al-Gurni.\" 


6. (C) Comment: Most of the Consulate\'s refo 
contacts share Al-Mugaiteeb\'s perceptions that 
commitment to reform in Saudi Arabia is laggin« 
Abdullah has not taken meaningful steps towarc 
contacts speculate that U.S. interests in a steac 
and regional stability 

Iran 

reform. Our reform-minded contacts generally ; 
AbdullahVs intentions are good 

significant reforms to date. They acknowledge ` 
National Dialogue is important symbolically 
they say that King Abdullah has not initiated the 
difficult process of spreading the concepts of to 
understanding 

bureaucracy (particularly as manifested in the c 
the judicial system 

society. End comment. 


7. (SBU) Bio note: Al-Mugaiteeb said that doct 
Germany had discovered a brain tumor during | 
there for treatment of colon cancer and back pri 
operation to remove it 

had led to his contracting meningitis. He plans 
further treatment in the U.S. in the near future. 
realizes he may have a terminal illness 

needing to bring his son to the U.S. to be with h 
case he died there. End bio note. 
OBERWETTER 
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Iraq\" The top-circulation 

(6/21): \"...Following the GOJVs decision Tuesdi 
withdraw GSDF noncombat troops engaged in | 
and reconstruction assistance from the southeri 
city of Samawah 

withdrawal order.... At present 

countries 

maintain security and provide humanitarian and 
reconstruction assistance. The activities of the ( 
confirmed the VUS-Japan alliance in the global ı 
and helped strengthen bilateral relations. With t 
launch of a permanent government in Iraq 
major progress in the political process there 
British and Australian troops will shortly hand ov 


it (DPA). Para 2 presents the notes of Lt. Col. Lee Manning, the U.S. CFC Observer; para 3 is the te 
n Darfur. B. HOM conducted a formal handing over of the duties of CFC chairman from Amb. Gibril t 


lear message to President Deby in Chad this week on the necessity for national dialogue, according ! 
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security duties in Samawah to the Iraqi authoriti 
GOJ determined that the conditions were right f 
withdrawal... 


2. \"Instability in Iraq would harm the stability no 
of the Middle East but of the international comm 
a whole. Iraq\'s reconstruction is of critical impo 
to Japan 

nearly 90 percent of its oil imports. At the reque 
UN Secretary General Annan 

continue and expand ASDF airlift operations in 

the security situation improves 

become functional again 

Japan\'s role and responsibilities. Japan needs 

increase its official development assistance (OL 
Iraq.... It is imperative for the SDF to work for th 
peace and stability of the international communi 


3. \"GSDF Withdrawal: Hardly a Good Outcome 
in the liberal Asahi commented (6/21): \"... The r 
the first GSDF troops to be dispatched to a war 
which began with a request from a senior USG 
Vboots on the ground 

a-half years. The ASDF will continue airlift oper: 
in Iraq.... The security situation in Iraq has not 
improved at all 

The GOJ insisted on deploying GSDF troops in 
demonstrate its alliance with the US 

subject of withering international criticism.... 


4. V The ASDF 

include Baghdad and northern Iraq 

exposed to danger. Following the GSDF withdr: 
ASDF role in supporting the multinational forces 
come to the fore. The ASDF should be withdrav 
the GSDF. We cannot allow the SDF 

being integrated into AmericaVs global military s 
to be sent to the \'next Iraq 

relief over the GSDF withdrawal. V' 


SCHIEFFER 
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lot of corruption in the Ministry of ОЙЛ" Recentl' 
Minister cancelled about 20 fuel purchase contr 
suspected corruption 

from Kuwait because he was suspicious they V" 
Shahristani said he plans to push at the Cabine 
sending corruption cases to court. He also said 
remove people involved in corrupt contracting. 


REF: BEIRUT 1515 BEIRUT 00001965 001.4 OF 004 Classified By: Ambassador Jeffrey Feltman 


Marketing approval for the generic drug Olapex had been granted to Apex Pharma in December 200 
Isma\'il Haniyyah reportedly agreed June 14 to integrate members of the HAMAS-affiliated Special S 


ym a reporter -- stated that Turkey may seek compensation for the F-16 Turkey lost in the mid-air coll 
ul General Jake Walles, Reasons 1.4 (b) and (d). 1. (C) Summary: Palestinian Monetary Authority (| 


Dffice Director Паб Gamaleddin to discuss the draft UN Declaration on the Rights of Indigenous Peo] 


arty, which is now a member of PM Dzurinda\'s coalition. A confident Kalinak said he did not wantac 
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10. (C) Shahristani expressed his displeasure w 
contractors KBR and Parsons 

the projects for which they have been retained. 
example of a Parsons contract to meter loading 
export terminal 

He said KBR and Parsons keep making excuse 
not finished 

of these projects 

alternate means of financing had they known hc 
oversight would be exercised over these project 
Shahristani made this same point to the Ambas 
initial meeting as Minister with Emboffs on May 
Baghdad 1552). When asked how the USG coi 
situation 

for performance delays since we are paying the 
emphasize his point 

in his Ministry due to corruption or inability to me 
performance schedules. 
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11. (C) Sharihstani recounted to us his June 15 
conversation with Secretary of Energy Samuel | 
he told the Secretary that he needs help rooting 
corruption in his Ministry. Shahristani said he p 
meet with his senior MoO staff to compile a list 
priorities for discussion when the Secretary visit 
will follow up with the Minister to gather these pı 
before Secretary Bodman\'s visit. 


12. (C) Econ Counselor informed Shahristani th 
has an interagency Anti-Corruption Working Gre 
can help the Minister identify corruption at the М 
offered for the group to work with his Inspector ! 
(IG) 

corruption in the Ministry. Shahristani said he h 
working relationship with his IG 

morning. The Minister stated that he told his IG 
that they are independent 

employees and request any material they deem 
investigate cases. He has also empowered ther 
inspections in the field (distribution depots 
outlets 

IGs access 

Additionally 


and assured reporters that Regions would sign a coalition agreement on June 20 -- when the Rada re 


)AND (D). 1. (C) SUMMARY. Hashim Thaci, the head of the opposition Democratic Party of Kosovc 


ue of the draft electoral law that left little doubt he would be advising his Future Movement colleagues 


rning of June 15. This now puts the ICU in control of the entire Shebelle valley and offers enhanced « 


мра! police burned down the houses and possessions of approximately 100 families in the Harare sul 


ecember. Venezuelan President Hugo Chavez did not attend. Palacio and Morales criticized the U.S 


) the video phase of evidence in its case against detained opposition Coalition for Unity and Democra 


Column 3 
has been loaded that day in addition to the two ı 
reports from SOMO and the South Oil Compan' 


13. Shahristani seemed confident in his new rol 
actions he is pursuing in priority areas such as f 
liberalization and fuel price increases 

oil production and refining. He also seemed ser 
addressing corruption within the Ministry of Oil 
appeared more focused on specific intelligence 
Ministry personnel rather than the impact of sec 
that would undermine financial incentives leadir 
corruption. Though he is supportive of fuel price 
reform 

seems more financially motivated (to meet IMF 
increase revenues). Shahristani was not nearly 
in a way forward on passing hydrocarbon legisl< 
with achieving production and refining improven 
glossed over of how the Ministry\'s internal com 
reconcile the multitude of model and draft laws 
some concern. The Minister was overly optimist 
projections for increased oil production by the e 
term in office 

such as his expectations for increased transpar 
his Ministry. More generally 

encouraging considering initial misgivings арои 
ShahristaniVs level of receptivity to U.S. involvei 
was timely 

meeting like a Chief Executive Officer aware of 
challenges facing his organization 

strategy for addressing these challenges. He dc 
dependence on U.S. resources 

Ministry to undertake proposed initiatives--exce| 
area of security. 

SPECKHARD 
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state. In the meeting 

not issue an injunction against the parametric cl 
pension system 


7. (SBU) Canakci also mentioned upcoming Wc 
that would help demonstrate that the authorities 
move ahead on structural reforms. The first is t 
of the PFPSAL3 loan and the second is a new f 
continue and expand public sector reforms 
loans cover social security reform 

sector reforms such as state bank privatization. 


ing OU-Party of Regions talks on forming a Rada (parliament) majority coalition, trying to put a positi 


e door to the Israeli National Society\'s (Magen David Adom) membership in the Movement. Joof too 
=: 1. TEL AVIV 1982 2. TEL AVIV 1978 3. TEL AVIV 1368 Classified By: Ambassador Richard H. Jone 


'epresentation by the two main parties, the Civic Democrats (ODS) and the Social Democrats (CSSD 
| been forwarded from the Council of Ministers to parliament for discussion and approval. Discussion 


was the calendar for the second phase of the DRC\'s elections. According to Ajello, the results from 


developments in Guyana\'s narco-trade. 2. (C) PolOff spoke June 7 with Stanley Ming (protect), vice- 
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8. (SBU) Canakci described the improvements 

state debt in recent years. FX-linked or -denom 
totaled 58% of total debt at the end of 2002 

to 38% at the end of 2005. Canakci said the rer 
exchange rate had brought this ratio back up to 
debt had been reduced from 63% of lira-denom 
June 2 

the broader economy 

short-term debt 

included. 


9. (SBU) Growth was now expected to slow in 2 
Government predicted it would come in at 5.596 
analysts average projection is 4.7%. The comb 
growth and a weaker lira is expected to modera 
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Deficit to around 6.5% to 6.7% (between $26 ar 
the pre-sell-off forecast of 7%. Canakci said Fc 
Investment would total somewhere between $1: 
billion 

previously-agreed transactions. 


10. (SBU) Canakci cited the banking sectors ir 
capitalization 

adjusted for the Basel 2 criteria 

one of the highest in Europe. The non-performi 
declined from 2096 to 595. 


11. (SBU) When U/S Adams asked him what w 
the approaching elections and Turkey\'s continu 
rate despite job growth. Canakci asserted that: 
understand that the solution is not to loosen fisc 
unemployment remains a sensitive issue. 


12. (SBU) When U/S Adams asked how he cou 
asked for U.S. support in gaining access to Eur 
Reconstruction and Development Bank lending 
consensus. He also reiterated his request for U 
Turkey\'s candidacy to host the 2009 Bank/Furx 


13. (SBU) Later in the day 

newly-appointed Central Bank Vice-Governor IV 
Yorukoglu 

much to say about the Central BankVs view. Е: 
CEO Kemal Kaya and Murat Ucer of Globalsoui 
appointment of Yorukoglu 

Sabanci University. Yorukoglu has extensive U 


multilateral issues. (Both senior officials have been urging us to advance a \ 


ort of five ASDD-01 passive detection surveillance systems to Pakistan. The Czech MFA gave its apr 
UMMARY ------- 1. (C) This cable is the second in a continuing series of updates detailing the accel 


1 Secretary of the Supreme National Security Council Ali Larijani was scheduled to visit Madrid, but hi 


Crystal, and the view that the June 20-21 International Conference on the Red Cross and Red Cresce 
o make procedural reform the focus of their one-year term on the Council, and further agree that the 
1anistan Xavier Chatel promised to discuss the nomination with senior MFA officials. Chatel said he ` 


о attend, especially ELs from posts in new EU member states, Eastern Europe, EU accession candic 
O Convention on the Protection and Promotion of the Diversity of Cultural Expressions (also known a 


ıor partners June 15, the Ambassador of the Somalia TFG to Ethiopia, Abdil Karim Farah, told those : 


Column 3 

obtained his doctorate from the University of Rc 
teaching stints at the University of Chicago and 
meeting 

shock 

were not relevant. 


14. (SBU) In a series of private sector meetings 
encountered no sense of alarm over the previot 
sell-off 

fall in markets which led to a Central Bank inter 


15. (SBU) CEO\'s of leading Turkish Banks (Is | 
TEB 

economic policies and the bank regulatory ager 
the Governments handling of the Central Bank 
Though the bankers admitted it was not yet clez 
Turkish corporations had taken on the deprecia 
did not seem too concerned about it. They said 
well corporates had protected themselves throu 
(i.e. foreign exchange revenues to offset foreigr 
borrowings) and non-transparent off-balance sh 
Piraye Antika implied that corporates had to bor 
exchange to some degree: V'If they had borrow: 
would be bankrupt. V 


16. (SBU) On the recent outflows from Turkish 
painted a more nuanced picture: as foreign port 
pulled out of Turkish assets 

advantage of the lower exchange rate to buy lir; 
there was a trend from bonds to deposits. 


17.(SBU) Economic analysts Murat Ucer of Glo 
Ozturk of TEB seemed worried about the medit 
global markets likely to be edgy 

\"story\" looking weaker 

described the pillars as political stability 

and Turkey\'s macro situation (lumping in IMF 
Reduced global liquidity is coinciding with proble 
pillars. Neither analyst had reservations about 1 
intervention in the foreign exchange market. Oz 
intervention was warranted in a small open ecoı 
capital inflows in an illiquid market 

targeting. 


ctor of the Zimbabwe branch of Greif, an Ohio-based packaging company, told poloff on June 14 that 


?eten. End summary. 2. (SBU) A 40-man joint patrol of the Guatemalan environmental and forest pri 


xt ------- SUMMARY ------- 1. (SBU) On May 30, Democratic Revolutionary Party (PRD) candidate A 


re reviewed by visitors from USCG and TSA in early June. Gambian officials welcomed the visits anc 


sador on June 14 that the GOI should have started planning Gaza disengagement well in advance to 
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TUSIAD Criticizes GOT 
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18. (SBU) U/S Adams also met with TUSIAD C 
reiterated privately his public dismay over the G 
strategic vision on EU accession and its excess 
religious issues. 


19. (SBU) In an interview with the leading financ 
CNBC 

place 

the following day. Central Bank Vice-Governor 
told us that he appreciated U/S Adams" public ‹ 
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is Poloff Andrew Bennett at bennettao@state.g« 
VERSHBOW 


68808 
68809 
trusts and will work with.\" This trust most likely 
from the fact that Rostek is an offshoot of Russi 


Local-Level Peace Treaty Woes: Three Views c 


7. (C) Delays in visa issuance 

Russian and Japanese businesses 

reported 

Wakkanai and Sakhalin. It takes one month for 
citizen to receive a Japanese visa 

a Japanese citizen to receive a Russian visa. C 
Ogawa noted wryly 

to the right person 

accelerated. Single-entry visas are standard 
continued 

internationally recognized. However 

as a special zone currently allows Japan to issu 
entry visas to Russian company employees whe 


Vang, on instructions from Beijing, said that China opposed any consideration of Burma in the Counc 


‚ with other GOP officials and will report any substantive comments. ARREAGA 
on (up from its ten percent total in March Congressional contests), much of his vote was a protest ag 


26 AND PREVIOUS Classified By: CDA James Williard for reasons 1.5 (b, d) 1. (C) As reported in ı 


je Mexico in a constructive approach to border violence that yields a real-time law enforcement respo 
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Russian customs clearance for materials relateı 
energy development. If Japan and Russia were 
relations 

waiver program 


8. (C) Hokkaido Prefectural Government\'s Rus 
Group 

Director Kazuhiro Ueno was more optimistic abı 
solutions to visa woes. Ueno noted an agreemt 
Putin-Koizumi Summit in November 2005 that p 
on the bilateral agenda. In February 2006 
group was established to create a framework th 
on extending reciprocal visa validity to three yee 
reduce overall issuance time 


9. (C) Russian Consul Sergey Kastronov 
Consulate in Sapporo 

Officer that he disagrees with the assertion that 
treaty would solve bilateral visa problems. Rus: 
normalized relations with China and South Kore 
noted 

for travel to Russia. Russia\'s current domestic 
not allow visa waiver programs 

change \"even with a peace treaty 

best hope for relaxing visa laws between Russi 
rests with the working-level groups focusing on 
agreement from the November 2005 Summit 
not with normalized relations. 


Budget Cuts Slashing Cultural Exchanges 


10. (SBU) Cultivating personal ties through cultt 
other exchanges is part of Wakkanai\'s efforts t 
development of economic ties 

remarked. Through a business exchange prog! 
Wakkanai Chamber of Commerce 

selected each year from the three Sakhalin siste 
Nevelisk 

Wakkanai-based company for two months. Pat 
chosen by the mayor of each sister city 
program alumni have risen to prominent positio 
Ogawa noted. Additionally 

conducted between Wakkanai Hokusei Gakuen 
National University 

participating since its inception in 1991. 


11. (SBU) Two exchange programs 

fallen prey to Wakkanai\'s budget cuts. To pror 
exchanges 

cultural center where Russian entertainers and 


Jay stop to celebrate the 180th anniversary of Simon Bolivar\'s Anfitionic Congress in Panama when ! 


regional economic development, and the opportunity this provides to the USG to coordinate relevant 


ar with issues from previous, similar demarches on the subject and aware of the importance of the Jı 


the UN Human Rights Council to the MFA\'s Director for Multilateral Affairs Gustavo Alvarez. Alvarez 


)0853 Classified By: CDA James Williard for reasons 1.4 (b,d) 1. (C) Summary: The Honduran Indt 


on day would be relatively smooth. Nevertheless, he expected a tight race with judicial challenges to : 
sium in Penonome, Cocle Province. The First Lady, Minister of Education, Minister of Social Develop 
GALPA 1026 AND PREVIOUS Classified By: CDA James Williard for reasons 1.5 (b, d) 1. (U) Accc 


BAATA 00000462 003.3 OF 004 ZFRZFRZFR CANCEL TELEGRAM. ALREADY SENT OUT AS 
READY SENT OUT AS ULAANBAATAR MRN# 461. ZFR ZFR ZFR ULAANBAATA 00000463 003. 
прапу and union negotiators (reftel). The union did not hold a rank and file vote. According to Tracy, 
ті has agreed to review its decision not to join the WTO Government Procurement Agreement. Howe 


s remarks in response to the recall motion; investigations into President Chen\'s son-in-law\'s insider 


n Almaty. The judges suspended the proceedings after only a few minutes on the first day due to the 
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performed during the winter months 

but the municipal government was forced to clo 
last year for financial reasons. Also 

exchange between Sakhalin and Wakkanai con 
students was also suspended last year due to b 


Wakkanai 


12. (C) The absence of a peace treaty has also 
number of Russians coming to Wakkanai for to 
Narisawa asserted. Like other Wakkanai city o 
Narisawa believes normalized relations would p 
special visa waiver program for Wakkanai and : 
the city\'s stated goal is to attract more Russian 
Wakkanai residents have not succeeded in cre: 
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tourist-friendly environment for foreigners. Des| 
widespread reports that Russians are refused e 
Japanese hot springs baths for fear they would 
act up in the bath 

areas of Hokkaido and not Wakkanai. Howeve 
admitted 

restaurants and stores because the owners are 
language barrier. V 


13. (C) Chief Narisawa implied that a future pee 
could 

WakkanaiVs tourism industry. As the island of E 
of the four disputed islands -- extends slightly fu 
north than Wakkanai 

would be stripped from the city if all four islands 
returned. Most Wakkanai citizens are indifferer 
\"title\" issue 

concern is normalized relations with Russia. 


14. (C) There are currently plans to expand the 
and number of docking points for the various fe 
in Wakkanai 

runs from Wakkanai to Korsakov. The ferry rur 
year 

people annually. A private company 

the Wakkanai municipal government 

Mayor Kudo explained. The Wakkanai Municip 
requested financial assistance from the nationa 
governments 

Other cities in Hokkaido have direct access to $ 
ferry service from Otaru or direct flights from He 


| range of others issues which are reported in septels.) 2. (S/NF) Minister Sherpao agreed to Ambas 


encouraging. He also thanked Ambassador for his support of Pakistan\'s anti-trafficking efforts. 2. ( 
including very limited exchange opportunities. U.S. policies on global terrorism, good governance, tl 


-- 1. (С) President-designate de Alba circulated а revised agenda for first session of the Human Rig 


), the Consul General encouraged al-Khatib to work diligently to resolve the outstanding issues in adv 
tees. The agreed upon language says that personnel decisions will be made by consensus between 
If of 2007. Germany\'s EU Presidency will include a kind of ^ 


liscuss GNZ\'s official development assistance (ODA) and to explore opportunities for U.S.-New Zeal 


UIS AND HHS/NIH PARIS FOR FAS/AG MINISTER COUNSELOR CANBERRA FOR APHIS/DHANN 


ın Agency (EPA) emergency responders came to Manila to advise on the clean up of the high-profile ı 
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Shinchitose airports 

destinations to Wakkanai. Under current circur 
Wakkanai ferry service will most likely continue 
at a loss. Nevertheless 

ferry service is to future Wakkanai-Sakhalin rel: 
declared that they V'cannot and will not stop this 
operation. V 


15. (C) At the Hokkaido Government Souya Sul 
Office in Sapporo 

Masayuki Suzuki pointed to the high cost of a rc 
ticket on the ferry 

deterrent to Russian tourists. The average mor 
a Sakhalin resident is 64 

yet the round-trip ticket costs 31 

Vzero percent\" of Russians use the ferry servic 
As for increasing Japanese ridership on the fer 
Narisawa noted the high cost of tourism to Sakt 
most would-be Japanese ferry riders. Since ἴοι 
Sakhalin are required to rent a car 

stay in accommodations averaging 14 

night 

on more \"tour-worthy\" locations 


Russian Fishing Ships Entering Wakkanai Cont 


16. (C) On average 

(approximately USD 13 million) annually in Wak 
and restaurants 

number is projected to decline due to the revise 
Marine Vessels Cil Pollution Liability Law that c: 
effect March 2005 requiring foreign vessels wei 
or more to obtain Protection and Indemnity Insu 
to enter a Japanese port. As many Russian fist 
over 100 tons and cannot afford the insurance 
has affected the number of Russian fishing ship 
Wakkanai port. 1 

1 

entering Wakkanai dropped to 25 

FY 2004. Narisawa believes these ships are ор 
to China and Korea instead 

costs than the more expensive insurance. Nari: 
the price of insurance is scheduled to increase | 
million yen to 640 million yen this year 

reduce the number of Russian fishing ships ent 
The Wakkanai Municipal Office is lobbying app 
members to exclude Wakkanai from this requir 
its efforts have been in vain. 


Comment 


35 aimed at deterring flash mobs have included surveillance of opposition buildings and websites, crir 


‘ly summer to explore options for a Croatian presence in Iraq, Simunovic told DCM June 9. The Polis 
ite the circumstances surrounding her son\'s March abduction and beating during post presidential el 
horities did not give a reason for the delay, independent news sources expect it is related to the perer 


ing international exchange programs and re-engineering campuses into international learning enviror 
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17. (C) Wakkanai officials are using the absenc 
treaty as a convenient but not very plausible еж 
explain the difficulties involved in increasing 

Wakkanai-Sakhalin exchanges. It is questional 
normalized relations would produce a substanti: 
economic and cultural exchanges. City officials 
ferry service as the vital lifeline to Sakhalin and 
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willing to sacrifice other public projects to contin 
subsidizing its operation. While the city officials 
repeatedly pointed to increased tourism as a cit 
objective 

into a \"tour-worthy\" location. Given these diffic 
is unlikely that Wakkanai will be able to significe 
develop its ties to Sakhalin without substantial а 
from the central government. 

SCHIEFFER 
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has returned to service after more than 10 mon 
interruption. Gasoline and 

remain in short supply. LPG supplies for Baghc 
some 500 tons/per day July 7 

about 1500 tons 

2 1/2 weeks for upgrades. MoO plans to increa 
compensate. End Summary. 


2. (S) Electricity hours of power (HoP) jumped f 
five hours per day in Baghdad in April and May 
average 

June 12 of Bayji-Baghdad West #2 line 

several towers at once (repair date remains TBI 
break on Bayji-Baghdad West #1 

day. The timeliness of this repair is attributable 
combination of political will in the person of Mini 
Electricity Karim 

Security Plan 

focuses on protecting Bayji-Baghdad West #1 
electricity flows from the Bayji thermal plant to E 
It also augments protection of the plant itself. T 
utilizes Iraqi Police (out of Tikrit) 

4th and 9th Iraqi Army Divisions (IADs) and Str: 


ign Affairs. Ekanayake agreed with the points in the demarche and said the Government of Sri Lank: 


ı May 22, EAP Security Affairs Officer William Comley met separately with GRP officials and Australia 


J) SUMMARY. THE CHINESE GOVERNMENT HAS IDENTIFIED SEVERAL INDUSTRIAL SECTOR: 


о attend, especially ELs from posts in new EU member states, Eastern Europe, EU accession candic 
пої confirm the sources or exact information in these lists, but rates the information as being highly cr 
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Infrastructure Battalions (SIBs). Extra forces ar 
on \"hotspots\" such as Samarra and mobile tro 
more deserted stretches. Coalition forces provi 
surveillance and MoE ensures that repair teams 
available. Berms will go up around the bases o 
inthe areas of highest threat 

exclusion zones. 


3. (SBU) The ability to reliably transfer power frc 
north is critical 

May 

Iraqvs refined products) was partially shut down 
the build-up of HFO or heavy fuel oil (a by-prodı 
refinery process). Because the power lines wel 
Bayji thermal plant 

down. The unused HFO accumulated until 
store it and only limited capacity to export it 

too had to slow down 

refined oil products until the power lines came E 
Minister ShahristaniVs cancellation of several Н 
caused refining at Bayji to slow again in early Jt 
contracts to export HFO to Syria and Turkey we 
effect o/a June 19. 


4. (SBU) In Baghdad as of June 19 

of supply (DoS) of diesel and 88 days supply of 
hand. Gasoline supplies in the capitol have dro 
five days to less than one June 14 

limited imports from Turkey 

at Bayji. Across the country 

supply; Basrah is doing the best with some 13 L 
hand and five DoS of gasoline. 


5. (SBU) Black market prices and waiting times 
shortages. In Diwaniyah 

consumers wait eight to nine hours for fuel at st 
service stations with subsidized prices 

stations. In Hillah 

$2.50/gallon and $1.52/gallon in Diwaniyah and 
price in Irbil is $2.66/gallon. Diesel was fairly cc 
across south central Iraq at $1.77/gallon 

supply on hand. LPG prices range from $2.66/° 
Diwaniyah 

$13.00/12kg cylinder in Najaf. (Note: As of Jun 
gasoline prices were still pegged at most statior 
approximately $0.28/gal for regular and $0.68/g 
premium 


as NITEL workers again walked off the job. A new union, the National Association of Telecommunica 


ted. Employees of the national airline (CAMAIR), taxi drivers, Wackenhut security guards and univer: 


ition -- including the key role of the Health Minister and Member of Parliament Gundalai in the protes 


place on May 23, 2006 and talked about their own preparations for the PRC-ASEAN 15th Anniversar 
a places an absolute priority on getting FMCT negotiations moving as soon as possible (the position t 


id that the GONL disagrees with the USG on several issues related to the FMCT, but these should be 


the decree this month, with immediate effects on international assistance organizations. Most local c 
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between those two prices. 
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6. (C) The Director General of the State Oil Mar 
Organization (SOMO) Dr. Falah al-Amri 

Prime Minister Chalabi for much of the shortage 
refused to fund ЗОМО\'$ letters of credit for Ma 
Chalabi\'s personal examination of each contrac 
GOI contracts committee 

approve all contracts over $3 million. End Note 
asserted 

over two months 

personal benefit 

funded only after Minister of Oil Shahristani wer 
Prime Minister 

Turkish imports 

Gate 

over 100 per day in the middle of June. Iraq rer 
budget for imports. 


7. (SBU) After the weather- and equipment-rela 
the winter months 

million bpd average of May. The old 40\" crude 
into service June 10 

bpd of crude north to Turkey. As of June 16 
million barrels was in storage at Ceyhan. Due t 
state of the line and continued risk of pressure | 
flow rate is limited. These are the first substant 
exports through the north in the last ten months 
circulated a request for tenders 

for 6.0 million barrels at Ceyhan. 


8. (C) Iraq has quietly renewed crude oil exports 
some 15 

somewhat to the north of the defunct 26\" expor 
DG al-Amri told us that a committee set up by (I 
Prime Minister Ahmed Chalabi in the Ministry of 
(NOTE: Chalabi was also acting Minister of Fine 
several months this spring. END NOTE) arranc 
crude for unspecified imports 


POULTRY BAN IN WAKE OF SHENZHEN AI CASE CONFIRMATION REF: Hong Kong 2469 1. О 
ning air pollution suggests a growing realism and sophistication in the local smog debate. Shortly afte 


itiator Milorad Todorovic. END SUMMARY. 2.(U) In a June 14 meeting with RefCoord and Poloff, де 


he General Manager of North Korea\'s Daedong Credit Bank, a British national, complained to the El 


ле along to his superiors. Visit Ankara\'s Classified Web Site at http://www.state.sgov.gov/p/eur/ankal 
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products. Anumber of committee members we 
outside MoF at Chalabi\'s behest 

the deal is barter of Iraqi crude for an unspecifie 
of (reportedly) refined products 

$800 

going in to the Development Fund for Iraq (DFI) 


9. (SBU) Iraq has been operating virtually hand- 
LPG since early in the year: one damaged апа ‹ 
operating compressor in Daura have limited LP! 
there to 10 tons per day; the northern LPG plan 
approximately 500 tons/day 

producing zero. This leaves Basrah to carry the 
of the burden of supplying Iraqis with cooking gi 
plant there sends 1000 tons/day (out of the 110 
to Baghdad to meet the capital\'s demand of 15 
Iraq is already importing LPG. Syria and Kuwai 
major refinery is down for maintenance) reporte 
to sell 

of high sulfur LPG and faulty bottling have caus 
of explosions in households across Iraq). Basr: 
reportedly operating at capacity and cannot phy 
accommodate more LPG imports by ship. 


10. (C) MoO Deputy Minister Ahmed al-Shama: 
that an Iraqi delegation currently in Turkey atten 
purchase an extra 1000 tons of LPG per day (N 
trucked in through Habur Gate. END NOTE) w: 
only 750 tons of daily shipments. In addition to 
physical limits of the crossing 

problem of the northern areas that are also sho 
Although there reports that Kurdistan is importir 
Iran 

in Baghdad 

imported from Turkey will make it to the south 
any orders to the contrary from MoO 

train with nine LPG tankers destined for Baghde 
ago is stuck just outside Bayji 

blow it up if the train tries to leave with \"their\" L 
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11. (C) The already grave LPG situation could v 
southern LPG plant goes down in July for long-c 
maintenance and upgrades. MoO has delayed 


rst Lady Wu Shu-chen and President Chen Shui-bian\'s close aides in the Sogo Department Store ov 


'AN/PA. Ε.Ο. 12958: N/A TAGS: ОПР, KMDR, KPAO, PGOV, РИМА, ECON, ELAB, JA SUBJECT: Df 
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July 1 to July 7 to allow SOMO more time to prc 
and for stocks in Baghdad to accumulate. Once 
refurbished 

LPG 

Ministry of Oil is limiting the shutdown to 17 day 
partial refurbishing 

improved system back on line more slowly to its 
of 3000. 

SPECKHARD 


6881 1 
Epirus.\" 


GREEK GOVERNMENT FUNDED MAUSOLEL 


4. (C) Father Andon Merdani 

for the Autocephalous Orthodox Church of Alba 
despite the lack of a formal agreement 
mausoleum 

completed last year on the grounds of an Ortho: 
in Permet. A second similar mausoleum is curr 
construction in Korca. Merdani confirmed that tr 
construction of the mausoleums was funded by 
government and was carried out under the direc 
Albanian Orthodox church. 


5. (C) Media reports have alleged that the Ortt 
did not obtain the necessary permits for either tl 
construction of the mausoleums or for the exhu 
reburial of human remains. Merdani said that th 
church had obtained an initial permit for the con 
a church on the site 

a construction permit for the actual mausoleum 
authorization for the exhumations. (Note: Unde 
law 

from the Prosecutor\'s office and with a court or 
note). 


REMAINS INCLUDE WOMEN AND CHILDREN 


6. (SBU) Dr. Sokrat Meksi 


Mother Theresa Hospital in Tirana 

lodged a formal complaint with police in Permet 
the graves of their relatives 

had been violated. The Permet regional prosec 
has opened a formal criminal investigation and | 
investigators attempted to enter an Orthodox cr 
village of Kutale where the recently exhumed re 


uiation on Tiger sea and air targets the same day, air raids continued the morning of June 16. Monito 


the Dutch Government has implemented heightened security measures in response to concerns of te 
rties which has failed to comply with a long-existing but only recently publicized legal requirement to r 
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being stored 

local priest denied access to the police and enli: 
help of the Greek Consul in Gjirokaster 
authorities not to search the church. 


7. (SBU) Merdani said that on June 7 Archbist 
Anastasios (head of the Orthodox church in Alb 
Greek national) visited Greek PM Karamanlis in 
that the graves were discussed. The following c 
rescinded its opposition and gave access to the 
team of investigators began a forensic analysis 
sets of remains. The Albanian press widely rep 
government statement that the exhumations we 
initiative being carried out by the relatives of the 
and that the Greek government 

Albania 

emotional outbursts in the press that have surrc 
issue. Father Merdani told us that the exhumati 
funded by an association established by the rel: 
fallen soldiers. The GoG\'s statement did not 
to GoG involvement in mausoleum funding. 


8. (C) Meksi told us that the exhumations had t 
slipshod manner and that many of the skeletons 
complete or contained more bones than anaton 
Moreover 

confirmed to be of children 

persons over the age of 60. Meksi acknowledg 
were of men between the ages of 18 and 30 an 
of having been killed in battle. More detailed ar 
needed in a handful of cases. Official results w 
released in two weeks. 


OVERZEALOUS GRAVE-DIGGERS? 


9. (C) Meksi said he learned that villagers had | 
to perform the exhumations and were paid betw 
Euros for each skeleton exhumed. Father Merd 
although most of the exhumations were perform 
observation of a priest 

for working after hours and stealing gold fillings 
valuables from the graves. 


ALBANIANS CLAIM AN AFFRONT TO THEIR : 


10. (SBU) Citing the failure of the Orthodox chu 
Greek national Archbishop) to obtain the neces: 
permits for mausoleums 


PAN/PA. Ε.Ο. 12958: N/A TAGS: ОПР, KMDR, КРАО, PGOV, РИМА, ECON, ELAB, JA SUBJECT: ЈА 
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authorization to exhume human remains 
commentators and politicians have decried wha 
an intrusion into Albanian sovereignty. They clai 
Greece has never formally recognized its borde 
and still refers to southern Albania as \"Northerr 
(Note: Albania and Greece have never formally 
of war that began when Italian troops invaded C 
Albania іп 1940. End note.) Commentators һа" 
that the building of mausoleums (and schools -- 
was an attempt to \"Hellenize\" the region. Som: 
have even called for the resignation of Archbish 
Anastasios 

carrying out Greek ambitions in Albania. 


11. (SBU) PM Berisha told reporters on June 1 
exhumation is unauthorized and represents a с! 
There is an ongoing investigation by judicial aut 
police...to determine whether the remains come 
village inhabitants or Greek soldiers." He did n 
mention the Greek Government 


matter since. 


COMMENT: OFFICIAL RESTRAINT 


12. (C) The GoA seems to recognize that this 
hot-button issue that could not only incite ethnic 
domestically 

objectives 

two issues in which the support of Greece for A 
positions is considered vital. In a discussion wit 
Greek DCM downplayed the dispute 

involve the GoG but rather a few individuals. In 
GoA 

the whole dispute as one between private partie 
an issue of governmental concern -- probably a 
since it indicates that neither government is lool 
up nationalism for the sake of short-term politic: 
Nevertheless 

exhumations and mausoleum construction 
exacerbate the long-standing mistrust many Alk 
their Greek neighbors. 

RIES 
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4. (C) Osama and Hazim both said that they т. 


communication with IIP party members. The Si 
disappointed with the outcome of the Decembe 


d, which was delivered to the Chairman of the National Assembly. The demarche expressed concerr 


6 Award for Corporate Excellence (ACE). P&G Philippines has energized its workers with a spirit of « 
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they had also admitted to the IECI that they had 
their political candidates wisely and had therefoi 
to the 731 List 

it (reftel). Because the Sunni parties had lodge: 
complaints after the December 15 election 

IECI planned to welcome as many Sunni electic 
possible in the future provincial election. 


Security in Basrah a Major Concern 


5. (C) Both Hazim and Osama voiced concern 
situation in Basrah and how deteriorating condit 
adversely affect the provincial election. Osama 
concern that the targeting of Sunnis in Basrah fi 
assassinations 

Basrah following the February 22 Golden Mosq 
adversely impact the elections. Both Hazim anc 
concern that the Sunni IIP headquarters was sti 
Basrah because it would affect the party\'s abilit 
and participate in the provincial election. Hazirr 
\"2003 was better than 2004 

than 2006." 


6. (C) Both IECI officials remarked that the pro 
election in Basrah would be especially competit 
contentious because the political parties compri 
will compete against each other instead of coop 
other as they did in the December 15 parliamen 
The December 15 election had not been partic. 
Basrah 

national assembly seats. Largely because of th 
controversy 

atmosphere of peace 

security issues. This would not be the case dur 
provincial election 
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for security incidents in the lead-up to the provir 
in Basrah 
irregularities by the political parties. 


Getting out the Vote 


7. (C) Osama said that he was focusing on lau! 
effective public education campaign in Basrah il 
improve voter turnout. He said that he was wor 
many people were becoming apathetic about vc 


ıs to play a broader role on issues of more global concern. We have surveyed a range of activists, ac 


20 International Conference by its Mission in Geneva and that they intended to vote in favor of amenc 
NCA) Chairperson Lovemore Madhuku on June 14 told poloff that his organization would organize st 


nent-related activities, and re-dividing the NAM. Iran was dealt with under agenda item 8 (g) ^ 
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manager 

and was working closely with the National Demi 
(NDI) and other non-governmental organization 
specifically identified women voters as a target 
saying that women made up over half the popul 
historically underrepresented in voter turnout. | 
trying to brainstorm possibilities to encourage w 
themselves about voting so that they would be | 
to pressure from family members and religious 
vote. 


Where and How Do IDPs Vote? 


8. (C) Osama identified voting for internally dis, 
(IDPs) in Basrah as an issue of concern. Many 
have moved into the Basrah area from other pri 
and these individuals will face difficulty in being 
in the provincial election. These families are ἴοι 
to return to their home provinces to vote. (Com 
the June 19 meeting 

believed the IDP problem in Basrah was blown ı 
by the media. Hazim was not present at the Ju! 
End Comment.) 


9. (C) When asked if the IECI could coordinate 
Ministry of Displacement and Migration to facilit 
displaced families 

He suggested that displaced families be allowec 
in the 40 days leading up to the provincial electi 
new province of residence with the \"Number 91 
admitted that this might tax IECI logistical capat 
because 

until the last few days before the election to pre: 
said the IECI had no plans at the moment to allı 
or out-of-province voting. (Comment: Allowing 
their new places of residence would solve the is 
voting. However 

government in their places of habitual residenct 
pose other problems. In addition 

Basrah and the flows of Sunnis out of Basrah rr 
results of the provincial election if IDPs are not: 
affect the vote in their places of habitual resider 
Comment.) 


9. (C) Comment: The outcome of the Decemb 
Basrah was largely a foregone conclusion 

in Basrah was 

Da\awa 

be the case in the provincial election 

Islamic political parties will attempt to gain as m 


met June 15 with Ms. Ratu Silvy Gayatri and Ms. Carolina Tinangon of the Indonesian Department o 
allah or Deputy Foreign Minister for Arab and African Affairs Sleheddine Jemmali would represent Tur 
division Chief Mehdi Ferchichi. Ferchichi recalled our previous demarches on this topic and said that 
ith representatives of a number of Islamic organizations. The decision represents a significant policy 
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on the provincial council as possible. The likelit 
intense political battles 

environment in Basrah 

Basrah has the potential to take place in a signi 
different atmosphere than the December 15 ele 
to increased violence. 


10. (C) Comment continued: Despite Hazim\'s 
of the problem of IDPs in Basrah 

explode in the polling stations during the run-up 
election because the issue concerns sectarianie 
and Shia. In any case 

be resolved on a general level so that Iraqis whi 
temporarily displaced from their provinces of ha 
have the opportunity to affect political change in 
provinces. End comment. 


11. (C) BIONOTE: Hazim Hammed Joda al-Rı 
in Basrah. He became the manager of the Bası 
IECI in December 2005. Prior to that 

manager from October to December 2005. He 
with any of the political parties. He obtained a E 
mechanical engineering from the University of E 
spent the following sixteen years working in the 
Transportation as an engineer. In 1994 

where he worked in a transport company. In 1€ 
the United Arab Emirates where he worked in tr 
until he returned to Basrah in 1998. He speaks 
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He is married and has three children. 


12 (C) BIONOTE: Osama Khalil Ibrahim was b 
Basrah. He obtained a B.S. in political science 

Al Arab University in Basrah and is currently wo 
M.S. in political science at the same university. 

speak English. He is married. 

GROSS 
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brothels are not the best tool to combat traffickii 
(TIP). END SUMMARY. 


By the Numbers 


2. (SBU) According to contacts from the Hesse 
Criminal Investigation (LKA/Landeskriminalamt, 
hundreds of police and other state officials chec 


r Peace Agreement (DPA). Para 2 presents the notes of Lt. Col. Lee Manning, the U.S. СЕС Observ 


it in favor of continued nuclear energy use. Sustainable development has become the rallying point fc 


AND BHAT PARIS FOR FAS/AG MINISTER COUNSELOR CANBERRA FOR APHIS/DHANNAPEL | 
‘harles Taylor, to serve his sentence in the UK should he be convicted by the Special Court for Sierra 


:ompanies in areas affected by the May 27 earthquake in the regions of Jogjakarta and Central Java. 


istance is required. SECURITY ADVISORY: 3. Since July 9, 2004, the Dutch Government has imple 
тоту Instrumentation (ASTRON). 2. As per reftel, no assistance is required. SECURITY ADVISOF 
sures that could be used to increase pressure on Iran. In meetings at the Foreign and Commonweal 


on the seventh point of the demarche, i.e., V 


sampaign PARIS - Friday, 16 June 2006 (A) SUBJECTS COVERED IN TODAY\'S REPORT: Guant 
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prostitutes are permitted to work and raided pri\ 
during daytime hours May 10 

that evening. Law enforcement officials methoc 
establishments 

trafficked persons (ref A). Police told ConGen ‹ 
checks are one of the tools they use to identify | 
trafficking victims and minors working as prostit 


Detailed figures for the raids by region (Hesse L 


Southern Hesse: 484 police involved -- 51 prost 
protective custody 


Central Hesse: 150 police involved -- 12 prostitt 
protective custody 


Northern Hesse: 100 police involved -- 11 prost 
protective custody (7 Romanians 


Eastern Hesse: 76 police involved -- no persons 


What Happens To Victims? 


3. (SBU) For the seventy-four women taken intc 
detention by police was the first step in a proces 
protect them and identify/prosecute traffickers. 

meeting with Consulate representatives 

Axel Thiel and investigator Wolfgang Meyer em 
throughout the process treat detained prostitute 
criminals. Meyer pointed out that many women 
themselves as victims but come to that realizati 
and assistance. Although some counseling is p 
social workers 

with police to ensure victims receive counseling 
assistance. Following investigations and court | 
can 

legal resident status in Germany. Police work v 
victims to testify against their pimps/traffickers. 

Barbara Dierichs 

the organization is currently counseling ten of tr 
were detained in northern Hesse. 


Frankfurt Police President 


4. (SBU) Frankfurt Police President Thiel expre: 
negative media reports on TIP and prostitution i 
Regarding the large-scale raids on May 10 
findings demonstrate there has been no substai 
and that the oft-repeated figure of 40 


4 (B,D) 1. (C) Summary. On 15 June, DATT met with MG Yohannes Gebremeskel, Head, Intelligenc 


ountry during a June 13 meeting. Sembrano, who has engaged with us on Somalia in the past (ref a) 


mmissioner Hok Lundy. While praising Cambodian actions to earn the upgrade from Tier 3 to Tier 2 
> added that the Dutch chapter of the ICRC will be well represented in Geneva. BLAKEMAN 

n June 8, a resident European Union representative met in Caracas with the Vice Foreign Minister foi 
enerally positive. While at the forum, the Bulgarian delegation received a draft bilateral agreement {τι 


. He also signified an intent to reserve any comments on the transition to private sector Internet dom 
Js would be with Presidents Lula da Silva and Chavez. Chavez has refused for over a year to meet v 


‚ OAS monitoring mission financially. Discussions are also underway within the GONL, and with the E 
ΓΑ is carefully following the situation in Nicaragua and believes that the upcoming elections are vital 
JN Human Rights Council (HRC). The Declaration on Rights of Indigenous Peoples may prove to be 

;. Greece will be represented in Geneva by Professor Kalliope Коша. Consulate Thessaloniki passec 


visiting French Minister-Delegate for Cooperation that she should see President Deby\'s initiative for | 
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Germany for the FIFA World Cup is a gross exe 
conceded that in an operation of such magnitud 
locations checked in one day) 

later in the day had been tipped off to the raids | 
earlier in the day. However 

and prostitutes seemed surprised even later in 1 
Meyer told us police surveillance and raids are ¢ 
against TIP and said they would continue to use 
fight TIP during and after the World Cup. 


Police: Fans Unlikely to Frequent Private Apartr 


5. (SBU) Meyer reported private apartment pros 
a significant role during the World Cup. He claii 
for sexual services would likely go to brothels ir 
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which remain under close police surveillance. F 
find it difficult to access private apartments due 
constraints and unfamiliarity (advertisements fo 
escort services usually appear in classified ads 
newspapers). Meyer acknowledged street pros 
challenge for police during the World Cup. 


NGOs 


6. (SBU) NGOs such as Frankfurt-based FIM (F 
Menschenrecht/Womenvs Rights are Human В 
they are pleased on the whole with police effort: 
but that raids tend to focus resources in areas c 
prostitution (see ref A). Pointing to the relatively 
arrests in northern Hesse (11) 

suspects some brothels were tipped off before : 
police had success in outlying establishments n 
surveillance (which were caught off guard). 


Controversial NGO Dona Carmen Criticizes Rai 


7. (SBU) Dona Carmen 

closely with prostitutes in Germany and support 
organize 

Dona Carmen spokesperson Juanita Henning t 
like the ones in Hesse further stigmatize and ist 
damaging legitimate efforts to assist TIP victims 
Federal Office of Criminal Investigation (BKA) s 
stated 99.5% of all prostitutes in Germany work 


2 U.S. view that the first session of the Human Rights Council should avoid country-specific resolutior 


3. He showed a hand written note, which he says his wife gave him the night before her departure. T 
a regulation that took away the King\'s power to appoint the Chief of Army Staff, putting the Nepal Arı 
ınd Red Crescent Movement. He noted that Denmark would leave the final decision to the national s 
ıman Rights Council (HRC) should be procedural rather than controversial. Vinthen added that Denn 
ide public a predictably unconstructive, damning, and backwards-looking \ 


ie Sub-Governor\'s Office building on June 13, 2006 carrying a plastic bag. When he saw the police ‹ 
tiative for Energy (SARI/E) regional coordinator delivered ref Ademarche to the GOI Ministry of Exteri 


jirala and Maoist leader Prachanda agreed earlier in the day on the dissolution of Parliament in about 


‘suing a multi-platform outreach program to cybersecurity experts in the public, private, and academic 
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large-scale \"show\" raids mostly just harass leg 
called upon the German government to grant fu 
foreign prostitutes working in Germany to enabl 
social benefits. (NOTE: While Dona Carmen hi 
among prostitutes -- particularly long-time sex w 
somewhat isolated among German NGOs in the 


8. (U) This message was coordinated with Emb 
AKER 
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out in the provinces over the candidate lists and 
delegates. Matshiqi expects it will be some time 
see indications of the directions those battles wi 
The true compositions of ANC \"factions\" are 5 
unclear and their ideological positions ill-formed 


7. (C) What is clear 

likely to be a significant shakeup within the part 
leadership. First of all 

unlikely to be as uniform as in 1997 or 2002. J 
for example 

top of the KwaZulu-Natal list 

well elsewhere. Other provincial favorite sons ( 
daughters) could command significant local sur 
party chairperson (and former premier) Mosiuo: 
State or former premier Matthews Phosa in Mpı 
party factions can hammer out their differences 
many of the top six leadership positions could p 
contentious. If the differences are not resolved 
is unlikely to continue as deputy president 
secretary general Kgalema Motlanthe could finc 


SIPDIS 
completely shut out if they unsucessfully seek tl 
presidency. 


8. (С) It is far to early to say how the battles for 
of the ANC will play out 

the machinations will take place outside of the r 
The provincial party conferences will bear close 
their results (both in terms of candidate lists anc 
selection) will have direct bearing on the nation: 
conference results. Makalima said that diplome 
delegations probably would be invited to at leas 
portions of these provincial conferences. Missic 


sh Lekhak and MOLTM Secretary Deependra Bickram Thapa requested donor and NGO support for 


ar is to work with REDTRAC on developing a course on advanced criminal intelligence. 2. The Contri 
ial Action Task Force (CFATF) Anti-Money-Laundering Conference. 2. The Control Officer for this vis 
ive vetting and national ID program, competent leaders, and USG long-term commitment. Rubaie al 


systems are currently deployed on three Iraqi C-130Es gifted by the USG, but its use is limited by an 

3. Since July 9, 2004, the Dutch Government has implemented heightened security measures in res 
: July 9, 2004, the Dutch Government has implemented heightened security measures in response to 
umb. Litt and the Dutch candidate Ambassador Everts are well qualified to fill the role of Senior Civilia 
ІН). 2. As per reftel, no assistance is required. SECURITY ADVISORY: 3. Since July 9, 2004, the І 
SECRET 2 of 3 SECRET 2 of 3 officials, as soon as possible. Posts in G-8 capitals may deliver the р 
ere Ambassador at Large for the Great Lakes Region, Fred Radke, and Head of East and Southern / 


ıd Significant Trade at the Cites Plants Committee. Per Reftel no Embassy assistance has been reqı 
narily in the well-being of the residents of Mogadishu. The letter lists the organization\'s key objective 
3s Turkey-lraq cooperation. Meetings by Turkish PM Erdogan, FM Gul and other ministers with Iraqi | 
form IraqVs Public Distribution System (PDS) by distributing only the most critical food ration items ar 
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follow up on this to ensure maximum coverage 
developments. 

TEITELBAUM 
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back to bite. This is particularly the case of the 
pension repayment 

offset with privatization receipts 

borrow to cover. End Summary. 


2. (SBU) Econ Off met with IMF Resident Rep 
Athanasios Vamvakidis on June 13 for a readot 
the recently-concluded IMF mission to Croatia tı 
review progress on the Stand-By Arrangement. 
Croatia\'s current Arrangement with the Fund 
has always been considered precautionary and 
used 

no decision has yet been made 

he does not expect the GOC to request another 
agreement. However 

possibility that the European Commission woulc 
for another agreement with Croatia as a means 
ensuring greater fiscal probity as Croatia 
negotiates its eventual EU accession. 


3. (SBU) Vamvakidis said the IMF team came ! 
with mixed views on CroatiaVs progress. On tht 
hand 

solid and generally in line with its commitments 
the Fund. In fact 

growth this year and growing VAT receipts 
expects the GOC to revise its projected 2006 de 
down when it issues a supplemental budget late 
year. The expectation is that the new deficit 
target will be 3 percent of GDP 

3.8 percent agreed with the IMF for this year. If 
realized 

in the country\'s finances from the 4.2 percent 
deficit registered in 2005 and the 6.3 percent 
deficit of 2003. Indeed 

time ever that any Croatian government Іомеге‹ 
projected deficit mid-year and 

time it did not increase. 


4. (SBU) However 

fiscal progress 

elsewhere 

privatization. The Croatian parliament has yet t 
pass even the watered-down health reform mee 
that the government proposed earlier in the yea 


U/S Joseph, signed by Giandomenico Magliano, MFA Director General for Multilateral Economic Affe 
Greek FM Bakoyannis (reftel). On Cyprus, Gul expressed interest in working to solve Turkey\'s ports 


it indicated that changes are not likely as it is now a choice between the Council,s and the Parliament 


‚ and the presidency on June 1, top GOS policymakers told EUR PDAS Kurt Volker and NEA DAS Sc 
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none of which will go nearly far enough to staun 
the red ink. Likewise 

of impending privatizations 

significant privatization in Croatia for the last 
two years. 


5. (SBU) The World Bank office in Zagreb is m 
less sanguine about the progress of economic r 
than the IMF and is concerned that \"off budget‘ 
accounting of health care arrears and the pendi 
pension repayment mask a poorer fiscal situatic 
than either the IMF or GOC care to portray. 
Proposed healthcare reforms show little prospe: 
staunching the flow of red ink and deeper reforr 
that the СОС has promised to undertake if пее‹ 
appear improbable 

for 2007. The GOC intended to cover the pensi 
repayment by selling its remaining stakes in 
telephone company Hrvatski Telekom and the < 
company INA. However 

delayed again 

have to borrow to pay the pensioners 
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moving this expenditure \"on budget.\" 


6. (SBU) When pressed on concerns raised by 
World Bank 

reform is less than the IMF hoped for 
nevertheless the GOC has improved its fiscal 
position with a growing economy and modest 
inflation. The IMF will make its last review of th: 
Stand By in September. According to 

message to the GOC was that it needs to prese 
credible timelines for privatization or risk 
derailing the Stand By prematurely. 


7. (SBU) Given that this is not the first time the 
IFls have vowed to stand firm and that the IMF 
likely winding down its presence in Croatia 
questionable how much weight this demand will 
More important to the GOC right now is the EU. 
Since Croatia will not be able to negotiate the 
competition and industrial policy chapters of the 
Acquis without further steps on privatization 
gives more hope that the promises will actually 
realized this time around. Finally 

manages to bring its deficit down to 3 percent a 
keep it there through election season in 2007 


blic statement applauding formation of the new Iraqi government (reftel). Mulamula said that while th 


o have produced unexpectedly positive results, opening doors for additional meetings with other Afric 
% 3. ICASS Policy: A. Due to ICASS funding reductions, we regret that Post has had to curtail servic 


3 southeast of Bunia). MONUC military officials said another 50 or so militia members were expected 


ting Post,s 2004 Investment Disputes Report (reftel C) and its 2005 update (reftel B). Post is aware ‹ 
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without international pressure 

strong message that 

Croatia is demonstrating responsible leadership 


FRANK 
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that was how UNRWA was described in 1948. 
mismanagement or corruption as plagued the Ir 
Food\" program. 


3. (SBU) Action Request: Bin Alawi requested ir 
precisely which organizations (NGOs 

actually channel aid to the Palestinians 

rules by which the TIM will operate. The respor 
questions would inform the SultanateVs decisior 
channel its Palestinian assistance through the T 
GRAPPO 
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REF: PARIS 3725 
Classified By: Ambassador Craig Stapleton for i 


SUMMARY 

1. (C) Socialist Party (PS) First Secretary Franc 
Hollande and PS National Secretary for Internat 
Pierre Moscovici briefed the Ambassador June 
turbulent race for the presidential nomination wi 
and the hurdles facing the party as it looks to ne 
presidential and legislative elections. Hollande 
that 

Segolene Royals commanding lead today in рі 
the public at large and among PS members 
convictions as to which PS leader \"is best place 
Sarkozy" could well change between now and 1 
presidential primary in November. Hollande по! 
believed the primary would produce a clear cut 
V probably in just one round.\" Asked what migr 
from French foreign policy under a socialist gov 
Hollande used the phrase V'neither Blair and Ch 
characterize an overall stance towards the U.S. 
not be uncritically supportive 

obstructionist. On Europe 

Socialist president and government would be m 


(NGOs), political parties, and independent news media. Belarus\' two main independent opinion polls 


squires no further assistance. 3. ICASS Policy: A. Due to ICASS funding reductions, we regret that 


h Ahdab, a moderate Sunni from Tripoli, provided his insight into the personality and leadership style 
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pro-Europe than President Chirac and the gove 
Minister Dominique de Villepin. END SUMMAR' 


ATMOSPHERICS 

2. (C) Over breakfast with the Ambassador at 
on June 8 

Hollande and PS National Secretary for Internat 
Pierre Moscovici were confident 

the drumbeat of media reports that insist that fri 
divisions within the PS will make it difficult for th 
to close ranks behind a single candidate for the 
presidential race even after the party primary ne 


UPCOMING ELECTIONS WILL BE HARD FOL 
3. (C) Hollande and Moscovici predicted that tl 
presidential and legislative elections would be p 
hard fought because neither of the two major p< 
count on more than 30 percent of the electorate 
center-left PS and the center-right Union for a F 
Movement (UMP) are the preponderant parties 
spectrum that includes the small 

Democracy (UDF) party along with a range of rr 
Indeed 

in 2007 

the first round of the election. End note.) Holla 
suggested that 

to majority status 

leverage beyond its size 

elections that follow the presidential election 

PS nor the UMP win a near majority of seats. F 
that 

Communist Party (PC) and other far-left parties 
against the right 

in the event of a PS-led legislature. 


4. (C) Hollande expressed his firm conviction t 
was well-positioned to win both the presidential 
legislative contests 

extremely close. Interior Minister Nicolas Sarkc 
an unexpected reverse 

and -- according to Hollande -- will benefit from 
support of President Chirac 

That is 

after Chirac loyalists and 

(Note: Chirac will lose his immunity from prosec 
leaving office; corruption charges for political fin 
activities dating from before he became preside 
pending against him. End note.) Hollande said 
not believe that Chirac would prefer to see the F 


to address integration of new, and non-European, arrivals. The timing is auspicious. In the wake of 
rbia to get through the Kosovo settlement and become a stable, strong, and prosperous European sti 


NAFTA will provide the foundation to build a competitive Mexican society. As a partner, we must find 


ation are dimmed by high unemloyment rates, low education levels, and lack of German language prt 
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take the presidency rather than see Sarkozy be: 
successor. Even so 

personal 

comparing them to the less personal 

rivalries in his center-left 


THE CHALLENGE OF REFORM WITHOUT A 
5. (C) Hollande said that whoever wins the pre 
2007 

are such that the victor will not have a \"mandat 
reform 

rule/winner-takes-all \"American\" sense of the t 
meant that reforms would come slowly 
Hollande also ruled out the possibility of a presi 
one party and a parliamentary majority from an 
that he believed the back-to-back presidential a 
legislative elections would both reflect the voter: 
for change. This would help 

some significant reforms 


UPBEAT ABOUT THE STATE OF THE PS 

6. (C) Hollande was bullish and buoyant about 
the PS. He pointed to the party's recent conse! 
Vproject for 20071" -- a platform statement that : 
party's presidential hopefuls agreed to with little 
-- as evidence of the party\'s stability and unity 
allowed that it would not be binding on the vario 
candidates. Hollande and Moscovici agreed th: 
meetings to hammer out the platform were 
rather non-eventful 

proposals by Royal and others \"highly exagger: 


7. (C) Hollande proudly underlined the policy s 
call for enhanced social programs 

pressed 

prove a little \"expensive.\" (Comment: Indeed 

over the likely cost of the PSVs electoral progra! 
cites the figure of 30 billion Euros 

has said the price tag is closer to 50 billion) are 
fuel controversy over the proposal and PS cand 
commitment to implementing it if elected. End C 
Hollande added that the electoral program\'s \"s 
dimension" could help the PS attract center-rigl 
voters" disaffected with the UMP\'s free-market 


PREDICTS A ONE-ROUND PRIMARY 


8. (C) Hollande confidently predicted that the P 
unify behind whoever wins the primary in the int 


5 been held. Given the large number of still-undecided voters, these last campaign events have the [ 


NAFTA will provide the foundation to build a competitive Mexican society. As a partner, we must find 


to address integration of new, and non-European, arrivals. The timing is auspicious. In the wake of 
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victory -- though he conceded that primaries са! 
weaken rather than strengthen a candidate. He 
November date for party\'s choosing of a candic 
that 

been subjected to a potentially crippling drumbe 
criticism from the right. Hollande also confident 
predicted that the PS\'s November primary wou 
clear cut winner 

said that 

therefore support the candidate most likely to be 
in a putative 


9. (C) Hollande strongly implied that that candic 
easily be Royal 

\"she will win and be the candidate 

in her popularity in the pitiless triage of an inten: 
presidential campaign. 

Hollande noted that Royal is not part of the trad 
party establishment 

her have only served to make her all the more r 
Referring to her opponents among the socialist: 
said that those who resented her sudden succe 
cheap shots at her 

her allies." Hollande wondered out loud if her r 
would last 

about her candidacy. Several times he mention 
unpredictability of politics 

much could happen between now and next May 
the presidential election that could turn upside c 
givens of today." In particular 

international crisis -- he gave Iran as an exampl 
completely change the dynamics of the upcomit 


CAREFUL NOT TO RULE OUT HIS OWN CAN 
10. (C) Hollande was careful to make clear that 
prepared to run as a unifying candidate 
seemed to him he would be likely to win the par 
hands down in the first round. He was categori 
out that that he would not/not run V'out of prideV 
10 percent of the vote." (Comment: Clearly 
circumstances under which Hollande would be I 
in the primary 

Comment.) 


FABIUS 


11. (C) Hollande contrasted his V'team player" : 
what he dismissively called former prime minist 


‘ern militia groups (Front for the Liberation of the Grand West, FLGO, Patriotic Union of the Western | 
overnment did not respond to a three-day strike held from June 6 to June 8 by the Collective of the U 
3d the lvoirian government for its vote to support the amendment of the Third Additional Protocol in D 
very unlikely to suffer disruptions to its Russia- sourced energy supplies for a variety of reasons: Finle 


) defuse the current standoff over Iran\'s weapon\'s program (ref A). Finnish nuclear safety experts a 


Director Giacomo Sanfelice, as per Reftel A. The DCM highlighted the need for a procedural sessio 
bill on education reforms during the summer parliament recess as originally planned (Ref A). Source 


ieace mission to Somalia would involve only Sudanese and Ugandan troops. The U.S. initiative to co 


ıne 15-16 attacked Palestinian Legislative Council (PLC) and governmental offices in the West Bank, 
| 1. (SBU) Summary: Ukraine and Romania have enjoyed markedly warmer relations post-Orange F 
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Fabius\' \"accountant\" mentality 

percent of the party supports him 

him to 20 percent of whatever the party does.\" 
afterthought 

run.\" 


EUROPE 

12. (C) Moscovici said that a PS administration 
more pro-Europe than President Chirac and Pri 
Villepin (see also reftel). Both Hollande and Ma 
a need to use Europe to consolidate defense ini 
reduce defense expenditures through economie 
Hollande noted sardonically that France was un 
its fighters and tanks to anyone. Moscovici saw 
an increased parliamentary role in policy-makin: 
Europe 

concentrated in the presidency. Hollande descr 
absurd situation where the prime minister 
participate in European Council meetings 
government during the question-and-answer se 
National Assembly to defend policies set by the 
Hollande did not disagree with timeline set by C 
German Chancellor Merkel for getting Europe b 
in 2007-2008 

tandem and saying that 

another 4-5 years to come up with something πι 


13. (C) Both Hollande and Moscovici made clee 
believed Chirac had no credibility for proposing 
to advance the European project 

that the rejected constitution could be subjectec 
referendum or 

parliament. Holland and Moscovici agreed som 
be required V'to get Europe moving again 
nothing specific to suggest. In the interim 
suggested 

introduce a few institutional reforms that could k 
by the parliaments of member states. Hollande 
Sarkozy\'s ideas for having the six largest EU m 
play a leading role in setting policy 

on outmoded ideas of V'great powers!" setting p 
\"little powers.\". 


FRANCE ) U.S. RELATIONS 

14. (C) Hollande gave a slightly different versio 
argument we usually hear that 

disagree with the U.S. intervention in Iraq 
Villepin should nonetheless not have confrontec 


yn a preliminary version of the C/4 апа C/5 during the Board meeting. Both Norway and Canada have 
ant contribution by IBM Czech Republic to both the Czech community and business environment. ENI 
<ulas Dzurinda quickly turn Slovakia into one of Europe\'s most attractive destinations for global inves 


Islamic Organizations Hassan Hami. Hami noted that MFA Director General for Multilateral Relation 


ıse-fire, the ELN would release all its kidnap victims, to be verified by an independent commission. T 
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openly. Hollande argued that Chirac erred by n 
clear from the beginning how far he was prepar 
oppose the U.S. If Chirac had communicated n 
strongly he felt about the matter 

the false impression that France might come ак 
Moscovici repeated his calls for dialogue aimec 
attempting to find agreement when the U.S. anc 
differ 

not the rule. Hollande said he wanted a French 
policy more firmly rooted in universal values 
support for democracy 

approach which characterized the Chirac years. 


COMMENT 

15. (C) The are those among the PS\'s heavyw 
Strauss-Kahn 

Hollande is subtly 

the PS candidate will wind up being either Roya 
Commentators and party insiders refer to this pi 
possible outcomes as the \"popularity\" and \"ins 
options. In the case of the first 

her popularity with the public to impose herself 
as its candidate. If 

should for some reason falter 

party with no attractive candidates (the situation 
emergence as the clear front-runner) 
\"institutional\" option -- turning to the party lead 
the party in the election -- could become a viablı 
Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c frr 
STAPLETON 
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visit to Pakistan as a landmark in the bilateral 
relationship. In the past six months 

have survived the Danish cartoon controversy; 
suppressing violent separatists in Balochistan м 
combating al-Qaeda and domestic Islamic extre 
tribal areas along the Afghan border; and transi 
the winters earthquake relief operations to lonc 
reconstruction. Pakistan remains a tough public 
environment 

generous USG assistance in the earthquake rel 


U.S.-Pakistan Strategic Partnership 

2. (S) During his March 2006 visit 

a U.S.-Pakistan Strategic Partnership. This initi 
been institutionalized in the framework of a stra 
dialogue addressing economic growth and pros 


e FARC has determined it cannot withstand four more years under re-elected President Uribe, and he 


| By: Charge dVAffaires James D. Nealon for reasons 1.4 (b) and (d) 1. (C) Summary: Following the : 


lations and Specialized Agencies at the Ministry of Foreign Affairs, expressing U.S. disappointment w 
?s to afflict so many here and which drives so many to emigrate. Complicating that task is the fact tha 
fing, to coordinate with them on relief efforts and consider procuring Palestinian-manufactured drugs 
Jlution\'s (PRD) Andres Manuel Lopez Obrador (AMLO) would defeat the National Action Partys (PAI 


siness practices in the Dominican Republic in the areas of education, micro credit, and community de 


bul,s private sector is unevenly prepared. The insurance and banking sectors are in good standing, { 
onfirmed cases appear to have been contracted on Great Exuma. Health experts speculate that mal 
logical preserve, has been under threat of expropriation but has not been occupied by squatters. He 
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cooperation 

science and technology 

The inaugural meeting of the strategic dialogue 
Washington from April 26-27 was a step forwarı 
Pakistan of the breadth and depth of our long-te 


3. (S) In the wake of the media glare surround 
U.S.-India Civil Nuclear Initiative 

political class have been wracked by a bout of ii 
\"me too-ism.\" Some government officials have 
privately that the U.S. has created a public perc 
it is distancing itself from President Musharraf. 
with public remarks by American and other wes 
suggesting that Pakistan could do more in the C 
Terror (GWOT) 

attuned to any hint of American criticism. 


Global War on Terror 

4. (S) FATA: Pakistan deserves commendatio 
with us in the GWOT 

and other extremist elements safe haven in Pak 
tribal areas along the Afghan border. Following 
Government of Pakistan\'s (GOP) decision to e: 
government control into the FATA (historically a 
region for government forces) 

Pakistani security forces to stay the course in th 
armed resistance. As the security situation in b 
and South Waziristan continued to deteriorate i! 
2005-early 2006 

strategy. Between March and May 2006 

and his advisors articulated a new three-pronge 
extend the government\'s writ into the FATA 
political initiatives 

operations that are faster 

the past. We have offered to assist Pakistan\'s 
development efforts in the FATA and to provide 
rapid strike capabilities as it realigns its military 


5. (C) Crackdown on Extremism: In the afterm 
7 

domestic extremist organizations with much pul 
arresting the usual suspects and proposing stric 
of Pakistan 

previous crackdowns 

detainees and walked back many of the regulat 
operations. Although we are still assessing whe 
President has the will to hold the line against Pe 
extremist elements for the long run 
Musharraf\'s crackdown moved the ball forward 


IN: -- Prior to the June 9 departure of the joint UN-AU technical assistance mission (TAM) to Sudan, ( 
- FOR ILAB MMITTELHAUSER NSC FOR FEARS SOUTHCOM ALSO FOR POLAD AID/W FOR LA 
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many fall-backs along the way. Aside from the 
uneven record 

vocal advocate of \"enlightened moderation 
espouses a moderate and tolerant Islam for Pal 
finds its place within a globalized world. 


6. (C) Extremism (cont): The U.S. consistently 
senior GOP officials to act decisively against the 
operational leaders of terrorist and extremist ori 
including those which were involved in earthqua 
efforts in northern Pakistan. We have also enct 
officials to take action against those madrassas 
support 


Domestic Issues 

7. (S) Balochistan: Pakistani leaders are also 
to cope with an insurgency in the resource-rich 
Balochistan 

historic grievances against Pakistan and seize c 
share of their provincial patrimony. President М 
swung back and forth between civilian advisors 
counseling a negotiated settlement 

view the insurgency as an Indian-sponsored thr 
unity that must be suppressed. At the moment 
has swung toward the military option. This has ‹ 
implications for the military\'s ability to pursue $1 
U.S.-Pakistan objectives in the FATA and in the 
Pakistani security forces are already over-stretc 
the Afghan border 

managing periodic domestic civil unrest 
controversy and sectarian tensions. An escalat 
conflict in Balochistan would create an inauspici 
political environment in the run-up to national el 
next year. 


8. (C) Democracy: President Musharraf has cc 
publicly and privately - to move Pakistan toward 
civilian-led democracy by the next national elec 
must be held by 2007. The government 

many organizational issues before the 2007 nat 
elections 

appointment of a permanent 

acceptable to all mainstream parties. The two | 
opposition parties (Benazir BhuttoYs Pakistan P 
(PPP) and Nawaz Sharif 

(PML-N) ) have entered into a highly-publicized 
Charter for Democracy aimed at defeating the N 


2 LUCHESSI FOR REASONS 1.4(b) and (d) 1.(C) SUMMARY: For better or worse, the long-simmer 


iltations in Athens on the medium-term strategy, seeking to achieve EU consensus on а non-paper o! 


mmary. 2. (U) The primary responsibility of Guatemala\'s Constitutional Court (CC) is to interpret the 
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government at the polls. Given the long years c 
between Bhutto and Sharif 

political theater than a serious threat to Musharı 
governing PML. 


9. (C) Military v. Civilian Government: In April 
local media stirred up a frenzy following a stater 
senior USG official that the United States believ 
civilian leadership of the military 

signal that the U.S. was distancing itself from Pı 
Musharraf. While these remarks reflect a funde 
principal of U.S. policy 

underscore in their public and private remarks c 
relationship with President Musharraf and our a 
for his contributions in the war on terror 
improve relations with India 

to advance democracy in Pakistan. 


10. (SBU) Building Democratic Institutions: At 
operational level 

with programs to promote institutional developrr 
courts 

and State are in the process of finalizing a USG 
strategy to promote free and fair elections in 20 


The Neighborhood 
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11. (S) Afghanistan: The roller-coaster relation 
between Afghanistan and Pakistan continues to 
mutual suspicion and recrimination 

about cross-border infiltration and Pakistan obs 
prospect of India using its diplomatic assets in / 
to foment instability in Balochistan. President IV 
and most governmental and military leaders rec 
Pakistan must support the Karzai governmentV: 
solidify its control over the country. To that end 
Government is committed to cooperating on opt 
security matters with the Afghan government ar 
forces through regular Tripartite Commission m 


12. (S) Afghanistan (cont): That said 

Karzai (and their subordinates) have had difficu 
restraining themselves from engaging in regulai 
destructive public rhetoric 

for not doing enough to effectively prosecute the 
against their common enemies in the tribal area 
border. More disturbing is that a good number 


s first encounter with the Israeli PM. Presidential Middle East advisor Dominique Boche stressed tha 


: Belizean ship registry company, IMMARBE (International Merchant Marine Registry of Belize), whicr 


a conversation with DCM, Kozhara dismissed OU\'s public distinction between \ 
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officials remain piqued by the ascendency of Nc 
Alliance leaders following the U.S. rout ofthe T: 
2001; some now nurture a quasi-public schader 
Pashtun Taliban has re-emerged in Afghanistar 
eastern provinces. 


13. (S) India/Kashmir: President Musharraf ar 
advisors have consistently told us they have ma 
decision to end the militancy. Musharraf believe 
ability to control Kashmiri militants will be greath 
enhanced if there is measurable progress with | 
Kashmir. He has specifically pushed for a withc 
Indian forces from key population centers in 
Indian-administered Kashmir (a demand viewec 
skepticism in Delhi). Musharraf has privately sit 
flexibility on the final status of Kashmir 

remains steadfast in rejecting the Line of Contre 
permanent international boundary. Indian Prim: 
Manmohan Singh has said that New Delhi is no 
discuss pragmatic solutions to make the LOC le 
people\'s lives 

normalization of bilateral relations hostage to a ' 
resolution of the Kashmir dispute. 


14. (S) India/Kashmir (cont): India has long res 
involvement of third parties in settling the Kashı 
and Pakistani leaders understand that any movi 
direct mediating role by the U.S. would be coun 
President Musharraf was pleased by President 
even-handed statements about the need for got 
between India and Pakistan and for a peaceful i 
the dispute on terms acceptable to Pakistan 
people of Kashmir. 


15. (C) India/Kashmir (cont): Although there h: 
little progress on core issues relating to Kashmi 
the Siachen Glacier) 

meet regularly through the Composite Dialogue 
which has produced some confidence-building 
including a pre-notification agreement for ballist 
launches and the opening of bus and train route 
two countries. After 17 years 

revived the Joint Commission to provide a forur 
discussions on technical issues such as scienct 
technology 

tourism. Although delegations travel to/from Isl 
New Delhi weekly 

parameters 

relationship with its fear of being accused of V'gi 
too much via CBMs without first securing an 
advantageous resolution of the Kashmir questic 


‚ objections in principle to forming the two working groups, though, he added, France would probably 
CON, PAS, DAO and LEGATT. 2. (SBU) The Committee has no names to submit for the May reporti 
(D). 1. (SBU) SUMMARY. Municipal assemblies in all three of Kosovo\'s northern Serb-majority mı 
1t and objective. Her focus has turned to municipal and regional elections where UN aims to consolic 


гі family advisor Basile Yared put a positive spin on the recent Brammertz report, which he viewed as 


charge of Multi-National Task Force-North (MNTF-N) reactivated a former Belgian KFOR camp in the 


oll of non-Serb Kosovars suggests plummeting popularity for opposition leaders Hashim Thaci and h 


1 Friday afternoon sermons throughout the South Central region. Sadrist clerics were the most veher 


1958: N/A TAGS: PGOV, PINR, ECON, BR SUBJECT: PSDB INSIDER OFFERS | 
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16. (S) Iran: Pakistan has a long and complic: 
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relationship with its neighbor Iran. GOP officials 
allude to Pakistan\'s vulnerability to Iranian troul 
citing the influence of co-religionists governing i 
on Pakistan 

percent of the population). The GOP has walke 
in response to the current crisis over Iran\'s nuc 
program 

international obligations and to pursue a negotic 
resolution. Privately 

Minister Kasuri recognize that continued conflict 
nuclear program has the potential to destabilize 
Both have urged their Iranian counterparts to ta 
and U.S. proposals seriously and begin negotia 


17. (C) China: In contrast to their perception ı 
U.S. 

China as Pakistan\'s \"reliable\" friend. Many P: 
continue to view China through a Cold War halc 
Beijing as a bulwark protecting Pakistan from ai 
India. In contrast 

sticks to the bottom line of business 

about democracy 

well regarded by the Pakistan public for its high: 
investments in PakistanVs infrastructure (the Ka 
Highway 

Gwardar and energy resources in Balochistan) 

its economic prowess. Chinese military sales - 
unencumbered by the Congressional notificatioı 
releasability reviews that characterize U.S. defe 
are often sweetened by attractive financing arra 
Even so 

they get what they pay for with Chinese arms ar 
equipment...and that they would often prefer to 

but for the expense and political hurdles. 


CROCKER 


68823 
68824 
Coal Technology.V It notes that this workshop 
existing cooperation agreement between DOE : 
proposes October 6 or October 13 as the date c 


nd other sources for the following members of the Haitian National Palace Security Unit for credible i 
ations Forum on Forests (UNFF) for 2006. BOLTON 

Affiars) for 2006. BOLTON 

s 2006 Corporate Excellence Award. 2. (U) Begin Text of Award Nomination With over 220,000 che 


unities, 27.6% of the Island of Montreal\'s residents are foreign-born. The greater-Montreal area has 
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ENERGY EFFICIENT HOUSING WORKSHOP 


3. (SBU) The second note welcomes DOE\'s р 
workshop on \"Energy Conservation and the Bu 
Resistant Housing.\" This workshop would also 
auspices of the bilateral cooperation agreement 


4. (SBU) These two notes signal that MENR hi 
agreement in the Turkish government to hold th 
that the Ministry is serious about going ahead. ` 
forward to working with DOE to bring these proj 
potential to promote U.S. exports and technolo 
Immediate next steps include agreeing to an Oc 
clean coal seminar and setting a time for the ho 
WILSON 


68825 


(3) Key points in Koizumi\'s remarks in press co 
withdrawal from Iraq 


(4) Evaluation of SDF mission in Iraq 
(5) North Korea preparing Taepodong-2 missile 
missile card as bargaining chip in reaction to pri 


sanctions 


(6) Patriot deployment to Kadena base likely thi: 
Korea\'s Taepodong missiles 


(7) Analysis of Patriot missile deployment to Ка! 
move to lessen Okinawa\'s security burden; MD 


(8) Prediction of personnel changes in Kasumig 
will be picked as directors general of bureau an 
established 


ARTICLES: 


(1) Tokyo 
conduct prior inspections 


YOMIURI (Page 1) (Full) 
Evening 


Japan imposed the second ban on US beef img 


Ref B.) Poloff subsequently followed up with several telephone calls to Brown to request Jamaica\'s 
те nomination of current Haitian National Police (HNP) Director General Mario Andresol to continue ir 
mbassy Dili, Department of State. REASON: 1.4 (а), (b), (d) 1. (U) Summary: This message discus 


led collapse June 15 by securing a new extension on its aircraft insurance, set to expire the same day 
10; the report of external auditors on the IMF performance in handling the 2001 Argentine crisis and tl 


Facilitator Paul Lolo of Nigeria will no longer be available and responsibility for further progress will rı 


Column 3 

discovery of vertebral columns 

disease risk. The governments of Japan and thı 
bureau director-level telephone talks this mornir 
Ministry to discuss this issue and ultimately agre 
imports. 


Following the development 

Labor and Welfare (MHLW) and the Ministry of 
and Fisheries (MAFF) will start inspecting US m 
35 locations as early as June. If they find no prc 
ban will be lifted possibly in late July. 


US beef imports 
Jan. 20 


The governments of Japan and the US also hel 
earlier that lasted from the evening of the 20th t 
12:00 a.m. on the 21st. Cliffhanger talks contint 


The Japanese delegation during the second rot 
morning reaffirmed import conditions 
inspectors to be dispatched to US meat proces: 
Scope of inspections they will carry out. The twc 
also undertaken coordination on responses the: 
event the US exported beef products that violati 
conditions that the two countries agreed on 
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of vertebral columns. 


As a condition for Japan to resume imports 
working manual to be observed by meatpacker: 
make them fully familiar with export conditions f 
products. It has also been decided that Japanes 
conduct inspections of US meat-processing pla 
surprise inspections being performed by the US 
Agriculture. 


As a domestic measure 
strengthens its water\'s edge inspection system 


Japan suspended US beef imports 
Canadian-born BSE-infected cow in the US in E 
allowed the resumption of imports in Dec. 2005 
a ban due to the discovery of vertebral columns 
shipment is in a violation of the Japan-US agree 
shipment. 


(2) Withdrawal of SDF from Iraq: Ruling parties 


:xcellence. American companies operating in Venezuela today face significant challenges, including 1 


rry R. Kamian certifies the above statement. KELLY 
ie disbanded Crime Management Unit (CMU), has been reinstated to the Jamaica Constabulary Forc 


vay to reduce BarbadosY persistent trade deficit and slow the outflow of foreign exchange. Her propc 


ага (IAMB) arrangements. Council members voiced unanimous support for the continued role of ΜΝ 


4), which extends the mandate of the UN International Independent Investigation Commission (UNIII( 
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achievements through dispatch 
withdrawal \"natural\" 


YOMIURI (Page 4) (Full) 
June 21 


The government issued an order for the Grounc 
(GSDF) unit stationed in Samawah in southern 

senior members in the ruling camp have praise 
one officer saying: \"SDF troops\' reconstructior 
great help to the Iraqi people 

willingness to contribute to the international com 
Meanwhile 

It also raps the government\'s decision to expar 
Self-Defense Force\'s (ASDF) services. 


Speaking before reporters at party headquarter 
Democratic Party Secretary General Takebe he 
on СОҒ troops\' activities: 


\"They helped the Iraqis reconstruct and rebuild 
without having any casualties and even firing a : 
have won high praise and have received words 
be proud of themselves." 


Yasuo Fukuda 
dispatched the first reconstruction support grou 
reporters: 


\"No one was injured 

should be pulled out earlier 

countries now say that their troops should emul: 
activities of GSDF troops. V 


After meeting with Prime Minister Koizumi 
Kanzaki stated: 


\"Their humanitarian and reconstruction assista 
results and helped the Iraqis become independt 
reconstruction and security areas. The decision 
proper. ... In part because the request came fro 
Secretary General Annan 

SIPDIS 
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food and medical goods. V 


Former LDP Secretary General Koichi Kato 


ithoritarian and anti-democratic, and charged that he was allying himself with the far-left and planning 


uilding Commission (PBC)(reftel), agreed informally on June 16 that Angola will serve as the first Ch: 


st will fax the original Spanish-language letter to WHA/CEN. An informal translation of the letter from t 
lution 1596. Both France and the UK would like to respond to the Chairman,s call and submit new ne 
uilding Commission (PBC)(reftel), agreed informally on June 16 that Angola will serve as the first Ch: 


often (this is all the more important i the winner turns out to be Andres Manuel Lopez Obrador). We 
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plan 


\"The Iraq war waged by President Bush has co 
mass-destruction weapons were ever found 
democratization 

civil war. Whether the dispatch was proper shot 
later.\" 


Minshuto (Democratic Party of Japan) Secretar 
has taken a negative stance toward the dispatc 
appreciate SDF personnelVs services despite tt 
but he made the following criticism in his stater 
services by the ASDF will be expanded 
withdrawal has been put off; (2) although the SI 
shifted to rear support 

accountable; and (3) the governments decisior 
Samawah 

lack of autonomy. 


Japanese Communist Party Chairman Shii emp 
conference: 


\"Withdrawing troops is quite natural. The contir 
of ASDF activities will lead to direct support for i 
military\'s) cleanup operations 

immediately decide to withdraw the ASDF troop 


Social Democratic Party President Fukushima t 


\" agree with the withdrawal 
good that nobody was injured and that weapons 


But she added: 


\"If ASDF troops\' activities are expanded 
operations in combat areas.\" 


(3) Key points in Koizumi\'s remarks in press co 
withdrawal from Iraq 
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June 21 


After consulting with the United States 

other member countries of the coalition forces 
judged that Ground Self-Defense Force (GSDF 
certain level of role in their mission to help reco! 
efforts and has decided to pull them out of Iraq. 
to consider what it can do in rebuilding Iraq and 
provide as much aid as possible while cooperat 
countries and the United Nations (UN). 


is to 1) highlight the good works of the winners, and 2) inspire others to follow their example. Few fir 


nacy, Brazil\'s attitude toward Bolivia and Venezuela, Chavez\'s disruptive approach on the world stac 


з need for SAG actions to properly oversee the activities of charitable and non-profit organizations ba: 
/e seized millions of dollars in assets and cash and arrested over 100 of his collaborators. In Paname 


t the security situation in the province is deteriorating as evidenced by the violent June 6 protest at Al- 


Ws (GOP) concern that the U.S. had included the UN Military Observer Group in India and Pakistan ( 
əd that Muthanna province is ready for transition to Iraqi civilian authority. Muthanna met the four nece 
HE LAST SEVERAL DECADES, PALESTINIANS HAVE COME TO THE UAE, BRINGING WITH THI 
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| do not mean that | want to or must withdraw tri 
office as prime minister. But | am happy to be a 
withdrawal now 

| am not thinking about a tour of Iraq as of now 
will cause other countries extra duties and cons 
of security. 


| think various steps taken against Iraq based o 
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were proper. Successfully overcoming the perce 
evident when the war started 

accord on the need for each nation to offer their 
assistance. While recognizing the importance o 
alliance 

coordination. Regarding a permanent law (perte 
overseas) 

hurriedly enact it 


(4) Evaluation of SDF mission in Iraq 


ASAHI (Page 37) (Slightly abridged) 
June 21 


Prime Minister Koizumi yesterday announced th 
to pull out a Ground Self-Defense Force (GSDF 
He decided on the dispatch amid active debate: 
cons and has now decided to draw the curtain c 
in office. Moves to choosing a successor to Koi: 
speed. The Asahi Shimbun asked 10 readers w 
favor of the Koizumi-led Liberal Democratic Par 
year\'s Lower House election to take part in a st 
public has viewed the dispatch over the past twi 


SDF personnel have done a good job; Opposec 
carrying weapons 


Masahiko (25) of Osaka took part in an NGO\'s 
a freshman in college. On a three-month missic 
countries in the world. When he returned home 
views had dramatically changed. He now thinks 
disappear.\" 


When he visited Eritrea 

children with glittering eyes surrounded him. He 
were welcoming him 

away. At another time 

felt weak at the knees. There was no room for Г 


y in the influential weekly magazine al-Musawwar. The article (text below) reports last month\'s visit t 


rabic daily Al-Qabas under the title \ 


|-Аат under the title N 


‘able consternation among Diyala Sunnis. Local officials іп the Iraqi Islamic Party, of which the Капа: 


ıger has record traffic capability. ------- SUMMARY ------- 1. (C) After three years on the job Ninewa\ 


for the suspension and also provided copy of the MCC\'s June 16 press release. A subdued Bajo s: 
king about possible candidates, as well as models for discussions. Kingibe also thanked the United : 


Column 3 
situations. He attended a peace lecture held on 
what he learned there sounds meaningless. 


He returned home in late 2002. Shortly after the 
commotion over the dispatch of SDF troops to | 
of such thinking as \"it is all right as long as my: 
affluent and in peace.\" He thinks that SDF pers 
even though it was half-baked. However 

thinks 

a military troop that can properly perform a sect 
operation.\" In view of Asia diplomacy 

Fukuda as the successor to the current prime т 


The next comments come from Masaru (43) of 
year before SDF troops were dispatched to Irac 
was engaged in PTA activities at an elementary 
children were not energetic. 


There were many pupils whose fathers are SDF 
Wives whose husbands were slated for Iraq we 
how they should explain the situation to their ch 
a friend who is an SDF member. However 
bringing up the topic of the dispatch of SDF troc 
when there was a growing mood in the area to [ 
dispatched to Iraq 
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reticent. Masaru thought the atmosphere during 
similar to this. 


Masaru thinks that it was a mistake for Japan tc 
personnel to Iraq. Weapons of mass destructio! 
US attack on Iraq 

gave no explanation about that. 


VI am proud that we have completed our missic 
Council chairman 


On June 20 

Iraq was issued yesterday 

Staff Council 

drive to perform its duties over the past two and 
proud that we have completed our mission and 


To successor to Prime Minister Koizumi; Eyes c 


Question: What is your interest in the dispatch c 
Iraq after two years and a half? 


S leaders attending a monthly speech sponsored by the American Businessmen of Jeddah (ABJ) mai 


‚osition, and was interested to know the number of times that each country had served on the UN бе 
»nference call with Treasury\'s Ryan Wallerstein to discuss ways of enhancing the US-MENA PSD\'s 
2006 -- Asil Abdul Hamid Amin penned in progressive Arabic daily Al-Qabas under the title \ 


ahabra editorialized in moderate Arabic daily Al-Rai Al-Aam under the title \ 


»vernments of the UK and Iraq was extended for a second time to June 30, 2006. The second exten: 


Jeputy Regional Coordinator (DRC), Major General Abdul Latif of the 10th Division of the Iraqi Army € 
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Answer 

Pollee (age)Place of residence 

Reason 

Favorite LDP presidential candidate 

down 

Masahiko 

Why now? The medical services system and int 
cannot have been fully consolidated. | wonder 
dispatched at the request of somebody and will 
at the request of that same person? 

Fukuda (in previous survey) down Aso (replied i 
down 

Keiko 

What l felt when | heard the news of the govern 
out the GSDF unit from Iraq was surprise that tt 
that country. 

Abe down Abe 

down 

Kazuo 

| was initially against the dispatch 

have contributed as much as they can within the 
Article 9 of the Constitution. 

Abe down Abe 

down 

Mie 

It is strange to make a fuss only over their dispe 
want to see the schools SDF personnel built 
the reconstruction process. 

Abe down Abe 

down 

Masaru 

The greatest objective of SDF troops operating 
with the request from the US. Assistance for Ira 
the reason provided by the government. 

Abe down Abe 

up 

Naoko 

The dispatch might have been unavoidable in vi 
North Korea and other factors 

Fukuda down Do not know 

down 
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Asako 

| have an acquaintance whose husband has be 
keeps mum about it. 

Aso down Aso 

down 

Tadashi 


›рѕ and various projects. Control Officer is Idris Rahimi, Political Officer, email address: RahimilA@s 
| to support its transition to primary responsibility for virtually all detention facilities. The Minister thanl 


iuty Foreign Minister Faisal Miqdad to the UN Security Council at a session about the latest Brammer 


ınaging Director Mohammed Al-Shroogi, a prominent Bahraini and Shura Council member, told the A 


of the vote they received, are: Smer (\ 


the opening of the OIC ministerial in Baku on June 19. Haddad noted that JordanVs position regardi 
uction Team (PRT) to resolve extortion, theft, and freedom of movement problems stemming from cc 
ation with the website www.portsforus.org that claims Dubai Ports World and the \ 


ces mutual goals of promoting tolerance. In the context of Muscat as \ 
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Japan provided only money during the Gulf Wa 
was not appreciated. The prime minister should 
the dispatch of SDF troops this time. 

Fukuda down Fukuda 

Yukio 

They have well fulfilled their duties in the savagı 
say 

on its way to Komaki Base. 

Abe down Abe 

Michiyo 

It is time for GSDF troops to pull out of Iraq. If tl 
longer 

Aso down Aso 


(5) North Korea preparing Taepodong-2 missile 
missile card as bargaining chip in reaction to pri 
sanctions 


YOMIURI (Page 3) (Full) 
June 20 


Tensions are running high in the international οι 
Japan and the United States 

ballistic Taepodong-2 missile. Observers see P 
strategy of brinksmanship intended to draw the 
negotiations 

it. Why did Pyongyang decide to take provocati\ 


In the six-party talks on its nuclear development 
September 2005 

would disband its nuclear program in exchange 
and normalization of relations with Japan and tl 
however 

linked to Pyongyang\'s overseas holdings 
illegal activities 

bills. Since then 

reportedly has become serious. 


In reaction 

thrust a proposal at the US that it remove its sai 
for the North\'s return to the talks. But the US hi 
proposal. On June 1 

State Christopher Hill 

to visit the communist nation 

down. It is fully conceivable that Pyongyang has 
its stance by resorting to the missile card 
nuclear card 

with malice.\" That nation must also have judge: 
all of its other resources. 


Defense (MOD) Advisor for Basrah Majeed al-Sari told PolOff the UK is largely to blame for the unre: 


sor Wedgwood\'s C.V. and biographic date contained in reftel, post stressed the U.S. candidate\'s ex 
pt of Ref A. Shaikh Abdul Aziz said he would depart June 18 for Geneva, where he would head the E 


declaration, and that it was unlikely that a vote on the declaration would be called at the first session 


17 - 21, 2006. The purpose of this visit is to discuss ongoing cooperative Antarctic research with the | 


ATION MINISTER REF: JAKARTA 4366 1. (SBU) Summary. The Ambassador urged Minister of Tra 


ЕН REF: JAKARTA 4366 1. (SBU) Summary. The Ambassador urged Minister of Transportation Hal 


al Europe, MOFA officials related that ties with Poland, Czech Republic, Hungary and Slovakia are m: 


2 reports to James Waite in the Americas Division at the New Zealand Ministry of Foreign Affairs and 
ergy Division officer Hikohito Oishi. Mr. Oishi thanked the Embassy for the information provided and 
eedy resolution of the diplomatic immunity issues surrounding NCIS testimony in this case. Local me 
ultilateral Division, on June 12, demarche concerning a United Nations Security Council (UNSC) resc 
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North Korea likely has in mind past successful c 
brinksmanship. On the occasion of the first nucl 
1993 -1994 

reactors 

missile was fired in 1998 
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providing aid in return for its freeze on future mi 


North Korean leader Kim Jong ΙΙ told South Kori 
Minister Chung Dong Young when he visited Py 
\"We are ready to scrap all our medium to long- 
North Korea and the US could normalize diplorr 
stands to reason that the North judged it possib 
US to enter direct negotiations by demonstratin 
missileW cards. 


In addition 

has sold missiles to Syria 

reportedly earning 500 million dollars annually. | 
V'The export of missiles is trade. If there are bu' 
the products. North Korea might anticipate tha 
Taepodong-2 missile launch would turn into a p 
and contribute to making up for the money lost : 
sanctions imposed by other countries. 


(6) Patriot deployment to Kadena base likely thi: 
Korea\'s Taepodong missiles 
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TOKYO-The United States has told Japan in tht 
intergovernmental talks over the planned realigı 
Japan that the US military would deploy state-ol 
Advanced Capability-3 (PAC-3) surface-to-air g! 
US Air Force\'s Kadena base in Okinawa Prefer 
yesterday. According to an official in the realign 
Japanese and US governments held a consulta 
working-level officials in Hawaii on June 17 to te 
defense (MD) and the US government then sug 
PAC-3 deployment within the year due to North 
preparations to fire a Taepodong-2 long-range I 
the meeting 

missiles. Japan will instead ask the United Statt 
explanations about the planned deployment of | 
including how to share intelligence. The Japane 
initially expected PAC-3s to be deployed by the 


Financial Crimes Daniel Glaser\'s June 9 meetings with Government of Mongolia officials and bankin 


¿of overextension with the number of international military missions in which it participated; notice tha 
RC OFFICIALS, MAY 23, 2006 1. (U) This cable is SENSITIVE BUT UNCLASSIFIED; please protec 
‘he President and others calling the meeting ^ 


on (6/16) reported President Asad\'s meeting with Syrian official media figures. President Asad discus 


"ALL ASSOCIATED MCN/MRN SORRY FOR THE INCONVENIENCE. ΠΠ, ΚΕ 
] Crescent conference. Lehmann asserted that Denmark and the other EU members will not vote to 
USG,s encouragement and support for the peace process, pointing out President Bush,s personal le 


ecretary for Coordination and Follow Up Shaikh Abdul Aziz bin Mubarak Al Khalifa. Shaikh Abdul Aziz 
nalifa. Shaikh Abdul Aziz confirmed that Foreign Minister Shaikh Khalid bin Ahmed Al Khalifa would ri 


\bdul Aziz listened carefully and said the Bahraini government agreed that it should do what it could tc 


PAN/PA. E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA SUBJECT: J/ 
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The Japanese and US governments have relea 
US military\'s realignment 

Self-Defense Forces\' joint use of the Kadena a 
military. However 

cautious about it. The mayor will likely oppose tl 
to the base 

reinforcement of base functions. 


The US government told the Japanese governn 
release of an interim report on the US military re 
US military would deploy PAC-3 missiles to the 
according to a Japanese government official. TI 
deployment site is unknown 

apparently considered. 


The Japanese and US governments have alrea 
missiles in Japan. The final report on the realigr 
specifies the US militaryVs plan to deploy its PA 
its existing facilities and areas and to make ther 
the earliest possible date. 
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Japan and the United States are planning to inti 
designed to detect enemy-launched ballistic mis 
them before their landing. An Aegis-equipped sl 
launches a sea-based SM-3 (Standard Missile-: 
a ballistic missile in outer space. In case the SN 
down the projectile 

in the atmosphere. 


The PAC-3 deployment is said to be mainly for * 
deterring North Korea and China against the thr 
ballistic missiles. In addition 

operational with the intelligence-gathering functi 
Kadena-based RC-135 electronic reconnaissan 


(7) Analysis of Patriot missile deployment to Ka: 
move to lessen Okinawa\'s security burden; MD 


OKINAWA TIMES (Page 2) (Full) 
June 21 


It has been learned that in missile defense (MD 
Japanese and US governments 

the year to Okinawa\'s Kadena Air Base state-o 
ground-to-air intercept missiles (PAC-3). The pr 
up deployment now planned for the end of fisca 
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the early deployment lies in the moves of North 
to be readying a launch of its Taepodong-2 lonc 
missile. The plan is to deploy the PAC-3 missile 
and then in order at such bases as Iruma in Sai 
Hamamatsu in Shizuoka Prefecture. Accompaı 
the realignment of the US forces in Japan 
Japan and the US also has entered a new stage 


For the local governments in the area 
deployment of PAC-3s would only strengthen th 
base. Criticism is likely to come from affected Ic 
that this would reverse the principle of reducing 
Okinawa. 


In connection with the problem of North Korea r 
Taepodong-2 for launching 

government that it will not launch it. However 
the Defense Agency pointed out on June 16: \"( 
launched 

several months." His comment seemed to sug¢ 
the year could come 

already are in agreement on the need for an eai 


The Japanese government 

missile attack from either North Korea or China 
position of V'basically welcoming!" a deploymen: 
missiles 

Base was once rumored to be the relocation sit 
Station 

reactions can be expected if PAC-3s are deploy 


A government source stated: V'Although we knc 
we say anything 

again bringing in a local government issue." It s 
government has no recourse but to accept the l 


(8) Prediction of personnel changes in Kasumig 
will be picked as directors general of bureau an 
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established 


JIHYO (Page 43) (Full) 
June 2006 


Many in the Foreign Ministry believe that Admin 
Minister Shotaro Yachi will be retained in his po 
current post in January last year. He entered the 
after completing graduate-school work at the Ur 


oreign Secretary Hemmayetuddin, who will represent Bangladesh atthe SIPDIS HRC meeting in Ge 
w with Croatia in Sunday\'s World Cup soccer match in Germany. 1.\ 


=U Committee on Latin America (COLAT) in Brussels, said he was aware of the Venezuelan anti-NG( 


lite House approval. END SUMMARY. 2. France\'s TF-1 television\'s primetime hour-long evening r 
ding ICRC statutes to allow organizations like MDA to use the red crystal emblem. He agreed to pass 
nmunal clashes of 1963 and 1964. If confirmed by DNA analysis, this would be the first case of a Turl 


'rnment is moving ahead with a comprehensive strategy to bring stability to the tribal areas and recallı 


лиата has made to LithuaniaVs business culture and society at large by implementing model manage 
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Full-scale personnel changes of senior ministry 
likely be carried out after Koro Bessho 

prime ministerial secretary for five years and fiv 
Prime Minister Junichiro Koizumi steps down frt 
the ministry. 


The focus of this summers personnel changes 
picked as director general of the International C 
and director general of the South Asian Affairs I 
International Cooperation Bureau will be establi: 
the related sections of the Global Issues Depart 
Economic Cooperation Bureau 

function of the official development assistance ( 
Asian Affairs Department will also be newly set 
charge of the Asia-Pacific region 

China 

Oceanian Affairs Bureau is responsible. The ex 
personnel changes will be announced as of Auc 
organizational reform. A rumor is going around: 
and African Affairs Bureau Director General Mo 
be appointed as first director general of the Inte 
Cooperation Bureau 

Deputy Director General Toshihisa Takata will k 
general of the South Asian Affairs Bureau. Yost 
ministry in 1974 after graduating from the Facul 
International Christian University. Takata entere 
1976 after graduating from the Law Faculty of tt 
Tokyo. 


The ministry is considering naming Internationa 
Division Director Takeo Akiba 

training 

Hiroyasu Izumi. If Akiba is picked as director of 
Division 

first time in 32 years. Akiba 

Tokyo 

and director of the Treaties Division after he ent 
in 1982. Vice Minister Yachi intends to have Aki 
Japan-China relations 

KoizumiVs visits to Yasukuni Shrine and other is 
is to stem growing political criticism of the so-ca 
School 

China. The China School members 

proposed personnel changes. The ministry initie 
the division directors in January 

slipped to this summer. 


Yachi is also considering appointing Bessho wh 
ministry from the Prime Minister\'s Official Resi 
successor to Economic Affairs Bureau Kaoru Is 
Kawai 
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picked as director general of the North America 
so 

Affairs Tsuneo Nishida or Deputy Minister for Ей 
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Mitoji Yabunaka will retire or assume an ambas 
or Yabunaka who will be retained in their curren 
replacement of Vice Minister Yachi 

January or next summer. 


Post-Yachi candidates are Nishida 

Indonesia Shin Ebihara. The Prime Minister\'s C 
highly appreciates Yabunaka\'s handling of Nor 
such as the abduction issue 

of the Asian and Oceanian Affairs Bureau until . 
Nishida 

UN Security Council. Ebihara was sacked in Jai 
Minister's Official Residence as assistant depu 
secretary. However 


SIPDIS 

Ebihara. The Foreign Ministry desires to avoid = 
prompt the Prime Minister\'s Official Residence 
personnel changes. The vice administrative mir 
move into full swing in the fall when Prime Minis 
down. 
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more than 50 percent of their income on mortge 
say spending 33 percent of a salary on mortgag 
the maximum allowed by banks). Zou Tao 
activist for property law improvement 

attention and the support of many middle-class 
he wrote an open letter on the internet petitionir 
three-year property boycott throughout China (s 


Economics of the Market in Guangdong 


3. (SBU) Local analysts point to several reason 
rapid rise in real estate prices in Guangdong 
mirror national trends. A shortage of land 
downtown areas 

the outskirts of cities such as Guangzhou and S 
where factories abut farms 

well. Rising land and real estate prices have let 
increase in the number of speculators. Without 


3 her views on GRP counterterrorism efforts; the peace process in Mindanao; and her upcoming trip : 
h the national referendum -- despite Amr\'s own objections to the prisoners\' initiative -- in order to for: 


in worth of stock in He Jian Technology into a trust. He Jian, a PRC semiconductor manufacturer, ag 


On June 19, the same division\'s Principal Deputy Director Suzuki responded that JapanVs delegati: 
agh (strictly protect) said that the present Sadrist Minister of Transportation, Karim Mahdi Salih, may 


rian Affairs Division Principal Deputy Director Yoriko Suzuki. Ms. Suzuki subsequently informed Emb 
о can be contacted at all times through the Embassy at (967) (1) 755-2152; cell phone (967) 1-7332‹ 
al instructions. ------------------------- Claim 1: Property Dispute ------------------------- a. ClaimantA b. : 


visit to Akkar, the poorest and northernmost district in Lebanon. Local religious and municipal leader: 
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open capital markets such as stocks and bonds 
speculators see real estate as the most profitab 
investment. In addition 

proportion of their projects to luxury apartments 
the additional space and amenities can fetch pr 
beyond the costs. Finally 

on prices has been exaggerated in Guangdong 
12.5 percent in 2005 -- faster than the national : 
9.8 percent. 


The Bubble: About to Burst or Just a Slow Leak 


4. (SBU) Many real estate consultants agree tr 
current prices do not reflect it 

oversupplied with housing. According to econo 
individuals tend to buy increasingly more expen 
property 

less expensive housing. The problem in Guanc 
is that the market is full of \"chaofangren\" 
hoarders 

waiting for the price to rise. Therefore the seco 
market has no growth and prices remain high. ` 
situation 

loans 

interest. These people are called \"jia gao wu s 
price 


GUANGZHOU 00018102 002 OF 003 


real estate consultants predict that in the long-t 
housing prices should fall in Guangdong. Wher 
happens 

A similar situation occurred in Guangdong Prov 
1997-1998 Asian financial crisis. Guangzhou tc 
many unfinished apartment complexes and sho 
that were never completed because a burst in tl 
bubble undermined construction cash flows. 


Government Response: National and Provincial 


5. (U) On May 17 

simmering public discontent and fears of a real 
bubble 

six broad measures. The six measures 
residential sector 

percent of all new apartments be of no more thé 
meters 


1 Cotan. He requested that Cotan pass SIPDIS our concerns to Foreign Minister Wirajuda, who is a 
expand and develop its role in Iraq. Assedy said he wanted to expand civil society as a channel betw 
Sarwono told us on June 13 that BI remains confident consumer price inflation will fall to less than se' 


Hussein was in Belarus June 13 to 15 for talks with the Belarusian Ministries of Defense and Foreign 


ave little incentive to vote or become involved in the political process, except to protest the lack of tra 


ла.сот web portal, has given journalists a dose of much-needed encouragement, even as they acknı 
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be subject to a capital gains tax 

percent of a project themselves and begin build 
two years. In addition 

information on housing development. 


6. (SBU) Guangzhou Prefecture has already be 
implement some of State Council\'s measures. 
Nanfang Daily reported on seven measures adc 
Guangdong Housing Association to improve the 
situation. The measures included increasing th 
land for residential apartments and encouraginc 
construction of small (less than 100 square met 
apartments through the use of financial tools su 
interest rates and taxes. The major Guangdong 
authorities (the Land and Resources Bureau 
Administration Bureau and the Housing Associe 
held a closed-door meeting with real estate corr 
housing agencies. They reportedly plan to issu: 
policies by the end of June. On May 30 
Province\'s Department of Construction announ 
year-on-year increase in the amount of land ave 
province for commercial development. 


Property Experts Show Little Concern 


7. (SBU) Violet Chen 

U.S. investors in China 

about the policies. Although the government is 
incentives for low-income housing development 
advising her clients to build such projects. Med 
large-sized (50-100 employees) Chinese real e: 
however 

options: either switch out of the residential sect 
with low profit margins; or layoff workers. In the 
three years she expects a big price drop 
residential apartments. Chen says 

market declines 

between 20-40 percent. In fact 

General of the Guangdong Land and Resource: 
affirmed that in three years the housing prices v 
certainly be more \"rational\". 


8. (SBU) He Shihong 

consultants 

with projects throughout China 

concerned about the laws. Mr. He advises his c 
change any investment plans immediately. He: 
previous stamp tax law on property transactions 
supposed to change the market 

The current law does not state how long it will b 


Political Officer Lissa McAtee, reasons 1.4 (b), (d). SUMMARY ------- 1. (SBU) Ahmadiyah followers 


‚ and one female aged 58 approached the front gate of the U.S. Embassy and identified themselves ε 


South and the RTGVs efforts to deal with it. In the press, caretaker PM Thaksin continued to be criti 


Column 3 
implemented either. 


Avoiding the Law 


9. (SBU) Both Chen and He described how inv: 
possibly avoid some of the new property laws. 
in terms of the capital gains taxes 

do not pay attention to the taxes.\" Typically bt 
prefer not to list property as high as they actuall 
for it. Some developers are hedging their bets 
buying before the deadline. Evergreen consulte 
that many new property deals have come in the 
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in order to avoid any new tax implications. 


Comment: More Harm than Good? 


10. (SBU) The new property measures are obv 
Hu Jintao\'s agenda for a \"harmonious society\ 
concerned with the instability stemming from a | 
gap between rich and poor and the inability for e 
class Chinese to afford housing in coastal cities 
country with such rapid growth and limited inves 
channels 

inevitable. The question is whether property lav 
the proper tool to resolve the problem. South C 
already begun to slightly feel the effects of the r 
regulations. Guangzhou\'s Land 

Management Bureau said the average cost of h 
city fell 2.49 percent per square meter in May. | 
Shenzhen 

believe that it is difficult to assume the drop in tl 
Guangzhou price is solely related to the new m« 


11. (SBU) In general 

critical of the efficacy of the new laws in the lont 
Despite the efforts on the national level 

believe better management is needed on the lo: 
terms of low-incoming housing 

to take on such projects because the profits are 
approximately three percent. Many of the residi 
eligible to live in the housing are so poor they с 
payments on time. Even if low-incoming housir 
developed 

inconsistencies in distribution. Additionally 
measurements are based on \"average social ir 


) 1. (SBU) Polmiloff contacted Afghan National Security Council officer for detainee affairs Jamil Bah 


ne President and others calling the meeting \ 


t Turkish President. To do so, they hope to stoke fears of an \ 


e fall parliamentary elections, on a platform of decentralizing government to the local level. He readih 


essed immigration officials admit Kulbir Singh Barapind to India at Indira Gandhi International Airport 


nd right will soon emerge. He declared his willingness to move Jewish property restitution forward ar 
highlighted R&D as a potential area for closer cooperation. Depot-level maintenance, performance-t 
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figure differs greatly between rural and urban ar 
Finally 

could also backfire. The measures essentially ‹ 
Opening up city plans to the public. This will me 
developers can easily learn about location for ft 
develop programs and buy up the land accordin 
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Govern\". During his June 13-14 visit to Guang 
held separate meetings with officials from the C 
and Regulatory Commission 

and students and professors from Sun Yatsen e 
Normal universities. 


Similarities with the U.S. Experience 


3. In his presentations 

development of financial systems in the United . 
China. For example 

States 

politicians sitting on boards and ordering loans 1 
particular companies or industries. Separately 
in the 1980Vs earned approximately 90 percent 
income from interest rates 

Since then 

the fees of which account for half of their total ir 
Lastly 

performing loans in the late 1980\'s 
overinvestment in the real estate sector. To avt 
widespread crisis 

to bail out its banks -- reflecting Chinas current 
to recapitalize its own banks. 


China Has Room to Improve 


4. Barth also contrasted the characteristics of tr 
Chinese financial systems. Chinas system is c 
toward banking (with the big four state-owned b 
accounting for over half of the industry\'s assets 
U.S. system 

stock and bond markets serving as key sources 
companies. Chinese companies thus are witho 
tire\" -- in the event of a banking collapse 
cannot easily generate money from alternate sc 
also noted the lack of deposit insurance in the C 
System. Deposit insurance 

will recap their money in the event of a banking 


ranium enrichment and processing programs and enter serious negotiations on the incentive packagt 
arrest. The NLD marked the day with a gathering of hundreds of supporters at party headquarters wr 


ша be divesting itself from Salalah Port Holdings, the holding company for Dhofar Power Company. 


ron June 8. While Access is quietly offering its only Kazakhstani power plant for sale, it is simultaneo 


illis told the Ambassador that the apparent Putin-Nazarbayev political breakthrough on the issue of C: 


ate). The two events, televised nationally, were attended by the families of both Kabila and Lembe, gı 
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a vital part of any healthy banking system. Fort 
China is reportedly drafting just such a law. Baı 
said that China needs to increase the amount o 
to small and medium enterprises. He discusse« 
successful efforts to convince U.S. banks that a 
credit card for SMEs is profitable. 


Who Should Control the Banks? 


5. During discussions 

interest on the role of the private sector and fore 
ownership in China\'s banking industry. Barth e 
98 percent of China\'s banking industry is contre 
government 

United Kingdom. He said foreign investment ur 
brings benefits to the banking industries of deve 
countries 

funding. Nevertheless 

amount of foreign investment for all countries. | 
United States and New Zealand have healthy bi 
industries 

U.S. banking industry is 20 percent while in Nev 
is 98 percent. In China\'s case 

is pursuing a logical course by targeting foreign 
in particular regions and in smaller banks before 
its big four banks. 


A Universal Model Does Not Exist 
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6. Students and regulators reacted positively to 
enthusiastic presentation style as well as the su 
his talks. They asked questions about the effec 
Sarbanes-Oxley Act on U.S. competitiveness 
estate boom 

financial industry. In response to the latter que: 
Barth said no such model exists and those who 
universal solution are misguided. Each country 
particularly in the development stage of their go 
and commercial institutions 

different model. Indeed 

financial laws 

developed countries 

weak capital markets. 


Comment 


ir than manufacturing. The Director of Business Development told PolEconoffs it will be subject to U/ 


mbers throughout Ituri have relinquished their weapons and turned themselves in to authorities durin: 
and Works (Haris Thrassou) and Minister of Finance (Michalis Sarris) kept their jobs. This cable pro 


the MFA with a thorough knowledge of the ICTY and the status of PIFWCs. Russia\'s Ambassador-é 
Tunceli\'s Geyiksuyu township (see press summary). A clash reportedly took place between security : 


1e Semdinli case will be held today at Van\'s Third Heavy Penalty Court (see press summary 06/14). 


his governent: the formal dissolution of the State Union, he upcoming cabinet reshuffle, and a new c 


6 - 18. According to the Sri Lanka Monitoring Mission (SLMM), the Sea Tigers launched a largely un: 
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7. Ι is noteworthy that so many students were і 
in what is ordinarily considered a dry subject. T 
in part because the Chinese press has made Cl 
industry an everyday topic. Regardless 

people realize that their country\'s financial instil 
are in fact important to their lives and seem gen 
interested in learning from the U.S. experience. 
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dream of [his] career\". End note.) Xiamen Air 
established a partnership with a Taiwan airline 

Airways 

in the mainland and Taiwan via Xiamen and Jin 
controlled island near Xiamen (see reftel). 


Give us the nerds 


9. (SBU) In contrast to some of its domestic со! 
does not prefer to recruit pilots from the ranks o 
military. Instead the airline focuses its recruitm« 
efforts on universities 

airline to recruit fresh college graduates. Accon 
Huang 

capable than the pilots leaving the service. In r 
he praised the English language skills of the col 
graduates. This preference 

relatively small size 

of a nationwide pilot shortage. 


Low-cost threat? 
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10. (SBU) Referring to the airline start-ups that . 
established across the country 

are likely to survive an eventual stabilization of t 
market. However 

inconvenience the more established carriers 
competition for pilots and bringing down prices. 


Comment: Happy times ahead for the Egret? 


n reaffirmed that the Armenian representatives who would attend the June 20-21 meeting did not pla 
ector General for International Security Affairs Manuel Acerete on June 19. Acerete said that Spain w 
3JECTS COVERED IN TODAY\'S REPORT: U.S. Diplomacy - Iran B) SUMMARY OF COVERAGE: 


| PoIFSN, Ahmed Al-Nimr (Ahmed), brother and office manager of ShiVa cleric Sheikh Hassan Al-Nim 


fairs indicate that Gulf Air\'s upcoming purchase of aircraft will be based on purely commercial grount 


ent. Emboff stressed the importance of sending a representative to the June 20-21 conference and ı 


ats Council. He said the Council should first set clear guidelines about how it will function so it can ok 
Naoist and Party negotiators announced an eight-point agreement on June 16. While the eight points 
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11. (SBU) It is hard to find an official in Fujian tr 
not insert the phrase \"the western shore of the 
Straits\" in every other sentence 

and its government's plans to capitalize on imp 
straits ties. Having seen its progress hamperec 
because of tensions between Taiwan and the rr 
central governments fear of dropping economi: 
a potential war zone) 

proximity to TaiwanVs strong economy to spark 
economy. Already a preferred destination for T; 
investment dollars 

more normal relations 

between the mainland and Taiwan. The lack of 
between Fujian and Taiwan is one of the remair 
in what has become a vibrant economic relatior 
of course by the profound historical ties betweei 
provinces. Once such flights become possible 

promising market will open 

placed to tap it to its benefit. 


12. (SBU) At the same time 

spell the end for Xiamen Air 

some ways 

China Southern. The airlines do not really com| 
markets they both fly 

At Guangzhou Baiyun Airport 

terminal 

credit for miles flown on MF. A future switch fro 
player to cross-straits star may make MF too m 
attractive takeover target for the Guangzhou-ba 
China Southern\'s financial situation is delicate 
airline would probably welcome a larger take frc 
promising mainland-Taiwan market. 
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Registration of Crimes and Infringements Relatı 
Trafficking of Narcotics 

The conference took place in Taraz 

from several law enforcement agencies took pe 
including the Border Guard Service of the Comr 
Security 

(Customs Control Committee) 

Trafficking and Controlling Circulation of Narcot 
Ministry of Internal Affairs (Counter-Narcotics C 
Participants represented Southern and Eastern 
Kazakhstan. Previous conferences have focus: 
the country. Law enforcement representatives ı 
find solutions to problems in registration of crim 
illegal trafficking of narcotics and precursors the 


demarche to her superior, who was currently in Geneva. She explained that Turkey had traditionally a 


Column 3 
their everyday work. 


4. (SBU) Presently law enforcement agencies a 
according to the quantity of narcotics-related ca 
standard encourages the (relatively) easy arrest 
instead of the more difficult task of investigating 
drug dealers. A number of speakers pointed ot 
should be on the quality rather than quantity of : 
which should also result in increased effectiven: 
narcotics. Topics that were covered at the conf 
improvement of cooperation between customs ‹ 
border guards to lack of standards for storage c 
substances. However 

enforcement structures stressed the necessity ¢ 
criteria for evaluation of work of law enforcemer 


5. (SBU) Conference participants raised the iss! 
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seized narcotic substances. They pointed out tl 
standards for storage of seized narcotics affect: 
agencies and especially the accuracy of collecte 
Participants listed the following problems: a) lac 
procedures for labeling and wrapping of seized 
in order to maintain proper chain of custody tha 
the evidence to be used in prosecution of the cz 
in forensic examination procedures of seized sı 
examination of suspected substances without p 
submission of substances in damaged and/or ir 
wrappings which could affect the determination 
purity of the evidence); c) lack of standardized r 
regarding how to indicate the quantity of substa 
and remaining after forensic examination; and c 
calculate the weight of vegetative narcotic subs: 
for desiccation during storage. 


6. (SBU) Representatives from divisions of the ί 


lan Shrestha, Joint Secretary, Ministry of Industry, Commerce, and Supplies; and Raja Ram Bhartola, 
‘a editorialized in moderate Arabic daily Al-Rai Al-Aam under the title \ 


ng with King Abdullah. The two leaders reportedly focused primarily on the Palestinian situation, shar 


ny is aware that it has problems with human rights abuse and alternates between trying to explain the 


Stewart Eldon to succeed Sir Peter Ricketts as the UK Permanent Representative on the North Atlant 
M Erdogan, and Turkish chief negotiator for EU accession, Ali Babacan. On June 16, in the Council ı 


and (d) 1. (C/NF) Summary and comment: The participation of women in the June 29 parliamentary 
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Committee brought to the PGOV's attention prok 
implementation of narcotics-related legislation tl 
decrease in crime detection and/or falsification ı 
As an example 

procedures that creates difficulties in making va 
Under Kazakhstani law 

arrest. They pointed out that during nighttime o 
those occurring in sparsely populated areas 
difficult to find witnesses in order to make an ой 
an arrest/seizure. As a result 

record of arrests 

witnesses was present. A number of speakers 
to improve existing legislation and made concre 
that effect 

of the conference. 


7. (SBU) Conference participants listed six reco 
final document 
to the Statistics Committee of the PGO and the 
Committee of the MVD to change the evaluatior 
enforcement agencies in combating trafficking c 
drug addiction. 


8. (SBU) The Customs Control Committee and 
an agreement to jointly develop and forward to ` 
regulations on cooperation between these two г 
detection of illegal narcotics and other contraba 
import-export. 


9. (SBU) Participants of the conference recomn 
Narcotics Committee and Statistics Committee 
the law enforcement agencies on methods of si 
of trafficking routes 

quarterly. 


10. (SBU) Two of the problems concerning stor; 
narcotic substances are reflected in the recomn 
Forensic Center of the Ministry of Justice (MOJ' 
to calculate the weight of vegetative substances 
out during long-term storage. Another recomm: 
Forensic Center together with the Statistics Cor 
support the creation of an additional segment o! 
report of the Statistics Committee that would co 
on the quantity of narcotics 

precursors used during forensic examinations. 
recommendations aimed at keeping more асси 
substances. 


elections scheduled for this autumn for a period not to exceed twelve months. Jessen-Petersen\'s de 


1, 2006 -- On Sunday, June 18, 2006 the conservative daily Al-Watan newspaper published an opinio 


- of the MFA Office for Arms Control, NonProliferation and Combating Terrorism, to discuss the propo 


AL OPPOSITES В. KUWAIT 2150 - FREEDOM AGENDA: GRASSROOTS REFORM MOVE 
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11. (SBU) Lastly 

the Military Administration of the Statistics Comi 
proposed changes to the Administrative Code o 
Kazakhstan regarding bringing military personni 
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the crimes related to the trafficking of narcotics 
with the standard regulations. 


12. (SBU) Although not all of the suggestions m 
Recommendations Document 

enforcement officers are willing to cooperate wil 
to improve their methods of work in combating ı 
crimes. Most attendees expressed their satisfa 
conference and graciously welcomed the oppor 
difficult questions that arise on daily basis. 


ORDWAY 
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to the people Tuesday evening was the front-¢ 
all major Chinese-language Taiwan dailies June 
devoted their first few pages to detailing Chen\'s 
accusations that led to the recall motion by the | 
The pro-independence \"Liberty Times 
front-paged \"Bian Refutes Each of Ten Major F 
ran a banner headline on page two that said \"S 
the Trigger ... Bian: | Am Willing to Sacrifice fo 
Several papers also reported that the Taiwan st 
dive Tuesday of 219 points 


2. Almost all newspapers editorialized on Chen\ 
evening. A VLiberty Times!" editorial criticized t 
leadership for seeking to usurp power at the ex| 
legislators. Editorials in the limited-circulation 
pro-independence 

both appealed to the judiciary to uncover the tru 
corruption scandals. An editorial in the mass-ci 
Daily 

An editorial in the pro-status quo \"China Times 
Chen\'s two-hour speech 

deny accusations against him in a clever and st 
they didn\'t hear him reflect on or review his ber 
editorial in the pro-unification \"United Daily Nev 


ЛО, contacted the Embassy and asked to meet with the Ambassador. PolMilOff met al-Rubaish at th 
t Undersecretary for Citizenship, Passports and Bidoon Affairs at the Ministry of Interior, to present th 
ations in Ramadi; security transition; the Arab League Boycott; and an upcoming detainee release. E 
ay increased following the recent suicides. Anti-U.S. MP Mohamed Khalid said he holds the U.S. Adn 


agua after the November elections. Most feel, however, that Montealegre has not done enough to pri 


ile they are still most prevalent in the construction sector, many moonlight as traders of Chinese ware 
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speech a political monologue that deceived him 
editorial in the limited-circulation 
English-language \"China Post\" said Chen\'s sr 
his crisis. End summary. 


A) \"Ma and Soong Usurp Power at Expense of 


The pro-independence \"Liberty Times\" [circule 
editorialized (6/21): 


Y... The pan-Blue leaders are free to act at their 
and accuse [President Chen] in an attempt to u: 
no-confidence motions to cover up their aggres: 
power. But still 

in accordance with the Constitution. Judged frc 
it is very easy to tell that even though the so-cal 
no-confidence motion may possibly be part of tr 
scheme to usurp power 

upheavals unwelcome to the public but will also 
pan-Blue legislators who serve as foot soldiers. 
that these legislators must face seriously before 
belligerently in the Legislative Yuan.\" 


B) "While Silence Is Not Gold" 


The pro-independence 
30 


\"The pan-blue camp\'s motion to recall Preside 
be put to a vote next Tuesday. This campaign i 
the history of Taiwan. The pan-blue camp conti 
hearings on the presidential recall in the legislat 
continues to resist calls to respond to the legisl: 
in a national address on television last night. TI 
against the recall are moving in two parallel line 
common ground nor resolution to the conflict. .. 
refusal to clarify in detail the widely debated alle 
first family's involvement in corruption scandals 
the public expected from the president. Those ; 
focus of the pan-blue camps attacks 

public concern. They involve the first family 
himself 


VIf Chen remains quiet 

their reckless and uninhibited muckraking 
information and allegations against the first fam 
to flow freely 

labyrinth of hard-to-define truths and untruths. ! 
the public may have helped consolidate core su 
recall motion 

in the president. The bribery and corruption cas 


at committee formation should be completed within aweek. The CoR session broke early in the after 


id States. This session followed Ambassador\'s discussion with the Prime Minister concerning the co 


Assistant Secretary Richard Boucher consulted with Turkish Officials on June 14 on Central Asia anc 


иго with Foreign Minister Ahmed Aboul Gheit. The Egyptian minister did not commit to supporting Gu 


заг. Within Fatah, preliminary discussions have begun on a national unity government (NUG). The In 


nent, and threatened violence to impede the implementation of the agreement. EmbOffs encouragec 


y 17, President Morales celebrated the opening of a coca tea plant in the Yungas and unveiled a dom: 
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official investigation. But with the legislative vot 
next week 

is not enough time to unearth the truth 
opposition will have to rely on political means st 
legislative clout or launch demonstrations in sur 
Chen. Politicians do not treat the truth with res; 
ability to review their own actions improving. Ar 
threat to Taiwan\'s democracy. V 


C) \"All Must Respect Judicial Independence!" 


The pro-independence 
20 


V'The current controversy over the allegations o 
corruption in the extended first family or close a 
Chen Shui-bian and the recall drive launched by 
\'pan-blue\' opposition camp has offered an exc 
citizens to observe the degree of genuine respe 
politicians and political parties for the core value 
constitutional politics 

On the one hand 

shocking and damaging to the reputation of the 
DPP. On the other hand 

has not stood in the way of the detention 

of his son-in-law stands in stark contrast to the : 
authoritarian KMT regime and demonstrates the 
democratization during the past two decades." 


D) VPresident Argues Obstinately While Рап-ВІ 
Foolishly\" 


The mass-circulation \"Apple Daily\" [circulation 
editorialized (6/21): 


\"... But President Chen has shown two major fl: 
defense 

seeking to clarify all the corruption scandals 

a resolute tone that he and his wife have never 
of the scandals 

Second 

his causing cross-Strait tensions 

ethnic confrontation 

cited many similar mistakes made during the ok 
defending himself. Such a defense may be cor 
living in a different age now 

a totalitarian era to justify mistakes made durinc 
aN 


E) \"Our Great President Chen 


'y by the Reserve Bank of Zimbabwe (RBZ) are sapping the banking sector of vital capital at the sam: 
that the Polish Embassy in Caracas had been engaged in EU meetings on the issue. He undertook | 
| Protocol and would continue to work with its EU partners to secure its enactment. He said he would 
a, Davidsdottir replied as follows: -- Iceland will vote against any motion to adjourn the June 20-21 2: 
у the adoption of the third protocol. Second Secretary Carmen Burlacu, who will be in Geneva for the 


тігді over Venezuela\'s public and private schools. The law\'s most contentious issues are the require 


SPL, EAID, SENV, SOCI, UNESCO, KSCI SUBJECT: UNESCO: OVERVIEW OF UNESCO\'S WORI 


vent of the western militias would likely begin on June 17 (reftel), the militias continue to refuse to beg 
sited instruments of ratification for the UN Convention Against Transnational Organized Crime and th: 
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The pro-status quo \"China Times\" [circulation: 
an editorial (6/21): 


\"Having listened to President Chen\'s VReport 1 
felt one thing: The person we listened to was L 
defending himself using fine words 

involved in severe interrogation. But we did not 
\'reporting to the people.\' During his talk 

only heard [Chen] argue his point and deny [any 
clever and sophisticated way; he neither reflecte 
[his behavior]. ... 


\"We need a president who listens to the voices 
one who unilaterally cries out to his people. We 
with whom we can engage in a dialogue 
people\'s emotions using populism. We needa 
doubts against him with a modest and open-mir 
honestly explains the facts to his people 

right from wrong and who tries to argue obstina 
kinds of excuses. Chen\'s \'Report to the Peopl 
part that is the last thing we expect from him.\" 


F) \"Report to the People: A Political Monologu: 
and Others\" 


The pro-unification \"United Daily News\" [circul 
in an editorial (6/21): 


\"... As of yesterday evening 

the DPP in response to the recall motion have c 
help clarify the truth. [Chen\'s defense] failed to 
the corruption scandals; instead 

and sowed discord in society. This VReport to t 
indeed a monologue that Vdeceived Chen and c 
Please pull the trigger (against me) then! A pre 
his country into disasters has turned out to be a 
president who lacks a moral grounding and fails 
country appropriately has suddenly become a p 


G) \"Chen\'s Report to People Won\'t Help Defu 


The conservative 
[circulation: 30 


\"The decision by President Chen Shui-bian to c 
report directly to the people yesterday in his firs! 
to a legislative motion to recall him - instead of 1 
the lawmaking body 

condemnation by the opposition and the genera 
contempt for parliament and violating the rules ‹ 


| represent the GOP, perhaps accompanied by the Defense Attache, Commander Antonio Mendes C 
Mr. Mubarak Al-Shimari wrote in moderate Arabic daily Al-Rai Al-Aam under the title \ 


s will participate in overwatch operations in Dhi Qar and Muthanna Provinces following the transfer of 


met in Kigali May 26-27 to discuss ways to enhance the operational effectiveness of the Tripartite Fu 


ally about the government he would form with the political capital his party earned at the polls. Howev 
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The way Chen dealt with the legislative move by 
and the People First Party (PFP) to oust him no 
lack of wisdom 

will do anything if it can help him ride out a diffic 
little about moral principles. ... 


V'This attitude suggests that the president is still 
honestly face the people and to come clean abc 
surrounding the many alleged wrongdoings by t 
... In the event of a failure to push through the r 
have it voted on later by the people in a referen 
alternative to increase pressure on Chen is to lc 
no-confidence vote against his premier 

the public may be concerned that a round of su: 
by the opposition against Chen will inevitably le: 
tensions 

corruption and having proved incapable of leadi 
continue to perform his role could prove to be m 


KEEGAN 
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Iraq and Afghanistan\" while Sylvie Kauffmann € 
VAmerica Loses the Image War.V (See Part C) 
page is more upbeat about U.S. relations with tl 
Summit Under the Sign of Partnership. V" \"Тһе = 
opportunity to verify the renewed transatlantic re 
followed the diplomatic fracture over lraq...\" Ins 
Lenes\'s article is entitled 'Americans and Eurc 
Appeased Relations Despite Guantanamo. V' Th 
by a color photo of three Austrian militant protes 
look like Guantanamo hooded detainees in theii 
(See Part C) 


Le Figaro features Secretary Rice on its front pé 
with her warning to North Korea V'not to cross tr 
Part C) 


Several reports confirm Tokyo\'s decision to wit! 
Iraq. Liberation\'s report comments: WWashingt 
sufficient to convince Tokyo to keep its troops ir 
end of President Bush\'s term... But while this w 
Japan 

more symbolic than anything else...\" 


Front pages and editorials are overwhelmingly c 
clash at the National Assembly pitting PM Villep 
Party leader Hollande over EADS and the inside 
made against EADS\'s co-president Noel Forge 
the government. Hollande is questioning Villepir 
support of Forgeard. Several UMP deputies hav 


ozambique, Portugal, Sao Tome and Principe, and East Timor (since 2002). In addition to developme 
‘his would be the first official contact between Turkey and the particularly liberal Bektashi sect of Shia 
\merica Desk Officer Alaaddine Benhadi also attended the meeting. Zailachi thanked poloff for the re 


act, France continues to view Georgia\'s future through the prism of Europe\'s approach to Russia ar 
те Gathering of Iraqi Liberals. A brother-in-law of former Sadr City District Advisory Council (DAC) me 
SUMMARY: --------- 1. (С) UN U/S General for Peacekeeping Operations reported in NYDjamena that 


‘establishment of a revised date for the final deadline for destruction of its Category 1 chemical weap 
SR vehicles and ground floor offices. Liberians who participated in the assault were frustrated over tt 


ху and cement his domestic support. Unfortunately, it is already changing the way average Venezuel 
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from Villepin 
resignation. 


La Croix devotes several articles to the situatior 
one report indicating that \"the U.S. may be reac 
Islamic Tribunals\" while another story warns ak 
\"the Somali war spreading to the region.\" (See 


La Croix\'s question of the day 

Africa?\" is answered by Francios Lafargue 
energy war between the U.S. and China: \"Afric: 
reserves are necessary to China\'s industrial de 
ambitions on the African continent are not politi 
essentially economic... Contrary to India which i 
to its service sector 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
Iraq - Afghanistan 


\"Irag-Afghanistan: The West\'s Failure\" 

Daniel Vernet in left-of-center Le Monde 906/20 
going better in Iraq. And nothing is going well in 
two military interventions... that were intended ti 
if not democracy 

opposition... The worsening situation in Afghani 
unrelated to the failures of the U.S. in Iraq... Ye 
the two cases were vastly different... President | 
of the willing seemed to unite the Vcivilized wor 
Mullahs... even if all do not share the same idec 
the U.S. out of solidarity 

clients... Afghanistan might have become a cas 
building... But this may not come to pass. The T 
International troops are facing growing mistrust 
population... NATO could well ruin its reputatior 
which stands outside its mission. The causes a 
Afghanistan\'s longstanding poverty. But more t 
President Bush can be held responsible 

one to re-assess the principle and the manner c 
political determination. V 


U.S. - EU Summit 


VAmericans and Europeans to Seal their Appez 
Guantanamo" 

Corine Lesnes in left-of-center Le Monde (06/21 
adversaries are no longer tearing each other ap 
Iraq 

to provide aid to the Palestinians... The EU Con 
Barosso acknowledges that Vrelations have bee 
reinforced... We work together to face economi 


of a 3,000 person protest on June 15. Led by a coalition of 14 Arequipa regional mayors, the protest 


heir prospects for working with President-elect Alan Garcia. They believe that the in-coming Presider 


general name check of the following Chilean candidate who has been nominated for U.S. sponsored 
ment. The Ambassador, accompanied by press, toured a Peruvian agricultural processing plant - a | 
n\'s recent meetings with the Government of Morocco\'s (GOM) Millennium Challenge Account (MCA 


iending the Movements statutes to include the Red Crystal and the Palestinian Red Crescent. ΗΘ at 


iim by phone and verified he is well. Kashi is currently in Port Harcourt, Rivers State, and will return ti 
ing of Parliament that elections will be next May, but the UN is quietly advocating a later election date 
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environmental challenges.Y Except for Guantan 
Europeans want closed... The climate in Vienna 
darkened by violation of human rights issues by 
Iraq and the repetition of incidents which the U.: 
isolated ones 


\"EU and U.S. Want to Advertise Their Entente\ 
Pierre Avril in right-of-center Le Figaro (06/21): 
U.S. entente will be proven again today in Vienr 
Hadley said 

Brussels and Washington can be proud of their 
Iran... And regarding the promotion of democra 
convinced that the European doctrine is now se 
in the American approach... In this generally ha 
the only dark cloud should be Europe\'s request 
closing 

administration... The topic is extremely sensitive 
opinions which are guarded in their welcome foi 
President... three out of four Austrians think \'prı 
bad President 


VEurope Does Not Want Visas to the U.S.\" 
Sebastien Maillard in Catholic La Croix (06/21): 
Chancellor will be going to bat to ask for a сот 
visas to the U.S. In addition to asking for Guant 
the question of U.S. visas will be on the agenda 
summit... The EU wants the U.S. to extend the ' 
all EU members... According to a European dip 
the EU could go further than just raising their vc 
U.S. diplomats and military personnel to have vi 
Europe... The EU must resolve another issue 
request for the transfer of passenger data. V" 


\"Energy Security and Trade at the Heart of Trai 
Right-of-center Les Echos (06/21): V'While the | 
to the Kyoto Protocol 

Insisting on the convergence of views with the / 
are expected to show their disagreement over t 
Guantanamo and visas... The 25 are asking tha 
requirements that affect 10 countries 
Regarding the Doha Round negotiations 

stated that the U.S. is ready to make new sacrif 
negotiations 

unlikely 

concrete advances." 


VU.S. and Europe Showing Off their Newfound 
Right-of-center La Tribune (06/21): V'Three year 
out over the second American military expeditio 
Europeans) are expected to work to show that t 
been turned... Four subjects of disagreement w 


Embassy Dili, Department of State. REASON: 1.4 (b), (d) (1) (S/NF) Summary: President Xanana G 
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however: Guantanamo 

issues such as the limits imposed on foreign inv 
American sectors 


U.S. Image Abroad 


\"America Loses the Image War\" 

Sylvie Kauffmann in left-of-center Le Monde (0€ 
administration calls it public diplomacy. And the 
is that it does not excel in it. Its aim is to improv 
the U.S. around the world. A priority that emergı 
year ago President Bush called on Karen Hugh: 
whose reputation preceded her. But Hughes\'s : 
Secretary Rice 


SIPDIS 

been re-orienting America\'s diplomacy 
America\'s image continues to plummet 

EU summit two recent studies (Pew and the Fin 
this in an alarming demonstration... The U.S. is 
Iran: this is enough to elicit some thinking in Pre 
travels on Air Force One towards Vienna 
issues will be discussed 

U.S. image in the world... The initial comments · 
suicides by the camp\'s commander and a \'spe 
diplomacy are openly being criticized in Washin 
circles... Secretary RiceVs influence in commun 
more positive than Vice President Cheney\'s or 
But America\'s image problems and its failings i 
cannot hide the fundamental issue of what to dc 
President Bush can be certain that this issue 
war on terror 

meeting... As long as the U.S. has not regained 
international scene regarding the rule of law 
diplomats who travel to Europe continue to say 
administration does another 

number one loser in the battle of ideas against і 
President Bush can find consolation in one thing 
two studies 


North Korea 


“Washington and Tokyo Warn North Korea V 
Philippe бейе in right-of-center Le Figaro (06/2: 
Ill bluffing to get attention away from Iran and b: 
year ago the world expected a nuclear test from 
the end never came. This time 

launching a commercial satellite. And if Beijing ; 
the story 

reaction at the UN.\" 


NCION 0430 AND PRECEDING 1. (U) SUMMARY: -- Donation of Internet to the Interior -- Lugo to f 


sed mega natural gas pipeline for South America (GASUR) -- which could span 12,000 to 15,000 kilc 


ierra claimed that the MAS and its land reform program had capitalist, not socialist, goals promoting [ 
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Somalia 


\"The U.S. Ready to Talk with Islamic Tribunals’ 
Francois D\'Alencon in Catholic La Croix (06/21 
week at the Norwegian delegation to the UN be 
\'Somali contact group\' were characterized by c 
initiative by the State Department to regain a po 
Somalia after their apparent fiasco... The U.S. r 
with certain Somali faction leaders had some re 
arrest of a suspect allegedly connected to Al-Q: 
framework of the U.S. global war on terror 
stationed troops in Djibouti to lead operations in 
Africa... The relationship between Al-Qaeda anc 
Tribunals remains unclear 

administration... After the fall of Mogadishu 
indicate whether it had stopped its support of th 
warlords... An internal memo from Michael Zori 
advisor in Kenya in charge of the Somali dossie 
America\'s Somali policy 

proof that the Americans are intensely committe 
Africa 

Monday for talks with the Prime Minister on Von 
fight against terrorism. V' STAPLETON 
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Enterprises (SMEs). With regard to the REAC 
Projects (RIPS) 

these documents available for public comments 
End Summary 


2. POL/ECON Officer delivered reftel demarch: 
Dr. Helena Cristina Horta 

Scientific 

indicated that Portugal will lean towards the Eur 
CouncilVs position during the finalization proces 
REACH legislation rather than towards the Eurc 
Parliament 

implement" and V'unfriendly to SMEs. V' 


3. The government is particularly concerned wi 
legislation\'s impact on SMEs which account for 
the country's businesses and employ over 55% 
workforce. Portugal\'s economy depends heavi 
producing 

number of the substances on the proposed RE/ 
list. It will be difficult for the manufacturers 
exporters/importers and downstream users to s 
additional costs associated with and the manpo 
for the registering of substances. The governm 
concerned with the protection of Intellectual Pro 
and will lobby for more stringent regulation durir 


ind Foreign Trade (MFA). Poloff subsequently spoke to Ingleton, who stated that a delegation from tr 


tion: BEGIN TEXT: Thank you for your letter of June 8, 2006 relative to GuyanaWs allocation of sugar 
was approved in general in 2004 but is still awaiting a second vote on individual articles, would bring 
-listing from the 1267 (al-Qaida/Taliban) Committee\'s sanctions list. The information was provided a 


she questioned whether President Fox\'s successor -- whoever it would be -- would be capable of refi 


oming national elections. But Guyanese disagree whether registered electors must reside in Guyana 


itation of Resolution 1540 and 1673. He also made reference to the GOP submittal of its national rey 
said he was forwarding the points to Dominican Red Cross president Ligia Leroux and other member: 
wagraph 9. 2. (SBU) Summary: The New Zealand government has proposed changing the tax treati 


Column 3 

round. According to Horta 

already expressed their concerns about the pro: 
corporate data and the potential for loss or disc! 
other proprietary information. 


4. The government supports the call for more 
environmentally-friendly substances. However 
that risks may arise from the use of substitutes 
5-year rule proposed by the European Parliame 
in the banning of selective substances that whe 
smaller quantities are less \"dangerous 

with other substances or chemically processed 
potentially hazardous qualities. Horta again insi 
SMEs would be greatly affected by this aspect c 
because the costs associated with substituting « 
substances could result in expensive upgrades 
to current manufacturing processes. 


5. Regarding the USG 

the REACH Implementation Projects (RIPS) 
the documents will be made available for public 
revision during the second reading. 


Hoffman 
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with this situation in our own way: we can\'t just 
and watch what is happening in Somalia.\" 


2. (C) Elameen said that the Arab League com 
comprised of Algeria 

Saudi Arabia 

participating would be AL Secretary General An 
meetings would begin with an evening meeting 
21 

Asked about non-Arab League participation 
was an \"Arab League-only\" gathering. Poloff s 
importance of coordinating international political 
vis-a-vis Somalia. We would expect the League 
and consult with the U.S. and other key players 
Somalia issues. Elameen 

Khartoum with Moussa and Arab League Africa 
Director Samir Hosni 

a full readout upon conclusion of the Khartoum 


3. (U) Tripoli minimize considered. 
RICCIARDONE 
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r delivery to the delegation. Barclay 
Ottawa conference on Canadavs arctic waters called for Canada and the U.S. to open talks on the Ai 


int Chen Shui-bian; inauguration of the Taipei-llan Hseuhshan Tunnel; the crash of an F5-F fighter jet 


seting at the Inter American Institute for Cooperation in Agriculture (IICA) in San Jose. 2. Post under: 


The campaign committee for Zulia Governor Manuel Rosales believes that, if he runs, the as-yet-un 
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Meeting in Tokyo and subsequent visit of SCA / 
Secretary Boucher to Sri Lanka. Rao said that « 


SIPDIS 

government 

Lanka and US concerns about where things we 
Delhi believed there was no possible military so 
would encourage the GSL to seek a negotiated 
GOIVs $100 million military credit line would be 
for defensive items--boots 

offensive weapons--no fighters or tanks. 


2. (C) Rao noted that recent events in Sri Lanke 
the domestic temperature in India. The ruling С 
Nadu had just the day before passed two resolt 
situation in Sri Lanka calling on New Delhi to do 
help out. DMK leader M. Karunanidhi had spok 
Minister Singh 

Chennai to explain what the central governmen: 


3. (C) Ambassador said that given the congruer 
Indian concerns and policies 

a joint demarche to President Rajapakse by our 
might be useful. Assistant Secretary Boucher h 
possibility with the Indian DCM in Washington 
New Delhi had also discussed it with the MEA. 
was aware of the discussions. While not ехріісіі 
the possibility 

demarches. V" 


4. (C) Ambassador also briefed Rao on the US 
form two contact groups on LTTE financing and 
procurement. Rao thought this was a good idea 


5. (C) COMMENT: Rao is much more cautious 
free-wheeling predecessor. While not directly пе 
the idea of a joint demarche 

encouraging. Whether or not that happens 
clear that US and Indian thinking on Sri Lanka i: 
synch. 

LUNSTEAD 
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The doctor's political problems did not prevent 
grandson (CuiVs son) from getting a job recenth 
China internet company Sina.com 

grandson works as a censor removing on-line n 
with pornographic or politically sensitive content 
RANDT 
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ıcreased consultation with the U.S. on Mexico\'s relations with Asia. Japanese diplomat Noriteru Fuk 


РАМ/РА. Ε.Ο. 12958: N/A TAGS: ОПР, KMDR, КРАО, PGOV, PINR, ECON, ELAB, JA SUBJECT: ЈА 
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passengers on a bus.\" END SUMMARY. 


A Budget of \"Firsts\" 

3. (U) In sync with the budget speeches of its E; 
neighbors 

tabled the 2006/07 budget on June 15 at 4 p.m. 
of firsts. The budget marked the first step of the 
government to implement its election manifesto 
budget session to be held in the brand new \"Bu 
Parliament building 

country\'s first woman Finance Minister 
Minister Meghji delivered her address 

recessed until June 19 and 20 when Parliament 
reconvene 

expenditures and revenue. 


Budget Setbacks in 2006 

4. (U) Before introducing the GOT\'s 2006/07 b 
framework 

2005/06 fiscal policies. Meghji noted Tanzania\ 
\"satisfactory\" economic performance with a gri 
percent in 2005. As a result of various econom 
including a drought and resulting food shortage 
and steadily increasing oil prices 

percent 

April 2006. Although the GOT achieved the ext 
expenditures and domestic revenue collection ii 
internal re-allocation of expenditures was neces 
address the food and power crises which emerc 
of the fiscal year (January 2006). 


5. (U) The 2006/07 budget established macro-t 
targets 

slowing of the economy. The 2006/07 budget t: 
GDP growth of 5.9 percent in 2006 

7.2 percent target 

While the 2006/07 budget maintained an inflati 
percent 

2007 

inflationary pressure. These 2006/07 targets de 
both the GOT\'s expectation for slight economic 
2006 and recovery by 2007. 


6. (U) To move toward the above mentioned tar 
development goals 
framework for expenditures and revenue colleci 


Total Expenditure: Approximately USD 3.99 billi 
trillion) 


An Australian Parliamentary motion calling for the closure of Guantanamo and the return of Hicks to 4 


ing, Alga supporters began to set up a sound system on the steps of the building. Police met with res 
i Congress-Democratic (NC-D), to seek his impression of the eight-point agreement reached betwee! 
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-- USD 2.57 billion for recurrent expenditures (T 
trillion) 

-- USD 1.42 billion for development expenditure 
trillion) 


Total Revenue: Approximately USD 3.99 billion 
trillion) 
-- 51 percent from domestic revenue collection 


-- 45.8 percent from external concessional loan 
debt relief 
-- 3 percent from draw down on reserves 


Expenditures for Economic Growth 

7. (U) Similar to the 2005/06 budget 
expenditures for 2006/07 will be allocated prime 
the Mkukuta - the country\'s widely endorsed pa 
strategy. Among the Mkukuta\'s three broad сі 
growth 

government will focus on economic growth with 
infrastructure. Resources will be allocated amo 
Mkukuta\'s clusters as follows: 


-- 45.8 percent of expenditures for economic gr 
infrastructure (6.8 percent increase from 2005/C 
-- 35.8 percent for social services (7.2 percent c 
from 2005/06) 
-- 18.4 percent for good governance (0.4 percer 
from 2005/06) 


8. (U) Development expenditures will also begir 
implementation of the 2005 Chama Cha Mapinc 
manifesto which promised V'empowermentV or 
every Tanzanian. With the exception of initiativ 
broaden access to power and introduce nationa 
cards 

focused on efforts to increase credit access. St 
measures which Minister Meghji mentioned wer 
the Tanzanian Investment Bank into a developr 
strengthen credit guarantee schemes and micrc 
programs 

and establish a special committee comprised ol 
all banks in the country to review issues relating 
availability of and access to credit. 


9. (U) In addition to expenditures for poverty rec 
empowerment purposes 

specific allocation for the environment 

not been addressed as a stand alone issue in y 
GOT will direct Tsh 9.4 billion or approximately 


in to announce a withdrawal of GSDF troops from the southern Iraqi city of Samawah. Prime Minister 


SHINA\'s TELECOM COMPANIES ARE READY 1. (SBU) Summary: Enthusiasm in China for Voice 


ts. Comments and analysis do not necessarily reflect the opinion of the U.S. Government. Topics of 
| toward the Office of Martyr Sadr (OMS) and its associated Mahdi Militia (MM or Jaysh al-Mahdi), the 


ınnis in Basrah continues to deteriorate and cited the recent killings of two high profile Sunnis. He ad 


Bicakli expressed appreciation for USG efforts against PKK in western Europe, noting that they were 
Immary ------- 2. (SBU) The Ambassador called upon the Transport and Communications Minister to 


riday, June 16. The Mir Ali Assistant Political Agent Muhammad Fida Khan told the \ 
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million toward an environmental protection strat 
safeguard Tanzania\'s forests 

livestock. The budget speech also noted sever: 
including a ban on the export of logs 

livestock from river sources and a ban on the in 
and production of light plastic bags. The new te 
(summarized para 10) further reflect GOT recor 
impact which fiscal policy can have on promotin 
environmental sustainability. 


Reforming Tanzania\'s Revenue Deficit 

10. (U) Acknowledging a shortage of domestic t 
nearly 50 percent) 

Tanzania\'s tax administration. Through efforts 
the tax base 

Tanzanian Revenue Authority 

revenue in 2006/07 by 19 percent 

billion to 2.02 billion. To reach this revenue tar¢ 
also cope with various economic problems 
introduced amendments to ten key tax laws. ΤΙ 
these amendments aimed at either curbing tax 
increasing GOT revenue 

crisis or protecting natural resources. Highlight: 
new tax reform policies include: 


-- Energy Related Reforms: Removal the Value 
on petroleum products and reduction of the exc 
kerosene by more than 50 percent per liter to lo 
burden of high oil prices and encourage use of | 
petroleum gas instead of charcoal. Exemption 
powered equipment from import duty to promot 
sources of energy. 


-- Tax Evasion: Increase of fine for failure to iss 
invoices and receipts 
tax payments. 


-- Consumer Products: Increase of excise tax ( 
beer and cigarettes by seven percent; Increase 
phone airtime from five to seven percent 

in line with regional rates. 


-- Producers/Manufacturers: Exemption of salt [ 
renewable resources from paying royalty; Elimir 
on raw materials in the manufacture of paper ar 
electrodes. Reduce duty for palm stearin from 2 


10 percent protecting small scale soap manufac 


-- Agriculture: Imposition of 10 percent duty on 


he region. It is a medium-sized city with a population just over 460,000. During her one-day visit, the 
JUNE 20 REF: KHARTOUM 1395 ------- Summary ------- 1. On June 18, 2006, the U.N. Food and, 
В. ROME 1493 C. ROME 452  D.SECSTATE 77248 Е. 05 ROME 3479 ROME 0000181 


t between the Seven Party Alliance (SPA) and the Maoists in Nepal could be a turning point in the pez 


, U.K., Canada and Australia as the \ 


in response to the recall motion; the pan-Blue camp\'s moves to bring Chen down; further investigati 


;. Dusit was non-committal on whether Thailand will vote against an early adjournment of the Confer: 
Ambassador. Americans believe in establishing trust through concrete actions and, while dialogue is 
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oil to protect local farmers producing alternative 
delaying the application of the Common Extern: 
of zero percent set by the East African Commur 
exemption for locally grown 

coffee. 


Parliamentarians: Polite Passengers or Back-se 
11. (C) While the reaction to Meghji\'s 2006/07 
speech revealed а relatively weak level of Ра! 
oversight in the budget process 

moving in the right direction. Vice Chair of Parli 
Finance Committee 

\"friendly\" and \"exciting.\" Malima was particule 
by Minister MeghjiVs inclusion of measures to € 
use of government funds at the local level throu 
special unit within the Ministry of Finance to trac 
expenditures up to the final point of disburseme 
page thirty four 

contribution!\" With a big smile 

Committee 

of the budget speech 

Committee\'s concerns were addressed. 


12. (C) Discussions with Members of Parliamen 
Finance Committee 

Parliament did not play a role in the planning sti 
offering comments and advice only after the GC 
the lions share of the budget proposal. Hon. He 
Mwakembe 

summarized the fledgling degree of Parliament: 
when he told Econoff on June 16 
parliamentarians play more of an advisory role t 
supervisory role. In terms of the budget 
passengers on a bus." On a more optimistic n 
added that the situation was rapidly changing dı 
that 

real Speaker to lead the Parliament." 


Special Mention: Millennium Challenge Corpora 
13. (U) Out of the multitude of donors and dono 
Tanzania 

Millennium Challenge Account Threshold Progr. 
Compact process. The U.S. was the only bilate 
she made specific reference to in her speech 
significant level priority which the GOT has plac 
MCC programs and Tanzaniavs relationship wit 
States. Although Tanzania\'s MCC compact prt 
its preparation stages 

proposal have thus far focused on infrastructure 


ancy-NASA Working Meeting on Optoelectronics in Noordwijk. 2. Embassy understands that по furtt 
'AN/PA. E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA SUBJECT: D/ 
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appears in line with the 2006/07 budget trend to 
allocation of resources to strengthen the countr' 
infrastructure network. 


Getting On Track to Reach 2007 Targets 

14. (U) Comment: Minister Meghji\'s 2006/07 b 
reflected both the hope symbolized by Kikwete\' 
well as the significant challenges facing Tanzan 
The vision blended the lofty goals of empowerr 
and Vision 2025 

none more significant than the energy crunch w 
a refrain throughout the Minister\'s speech. Ulti 
challenge for the Kikwete government will be to 
economic damage caused by high oil prices anc 
іп 2006 and to get the economy back on track i! 
to realize growth targets of seven plus percent c 
promises to V'improve the quality of life for even 
Tanzanian.\" 


15. (U) Although the budget speech was largely 
speech did reflect strengthened democratic pra: 
Tanzania. While Parliament\'s oversight role is 
to say the least 

Finance Committee demonstrated an increasing 
legislative participation in the budget process. \ 
more 

seemed to go hand in hand with an executive bi 
responsive to Parliamentary advice and concert 
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July. Russia asked the secretariat to send a let 
urging it to complete the reconciliation process. 
that a letter would be useful and suggested thal 
current impasse 

subject to approval of the PRGF and progress c 
Russia concurred. 


3. (U) The Secretariat reviewed the status of Al 
transaction. Participating creditors reported tha 
received payment in full or had arranged to Бег 
Some creditors reported arrears but expect the 
US received full prepayment of Ex-Im debt on J 


E 


' 27-30, 2005 to attend JAA Joint Safety Team meetings. 2. Embassy understands that no assistanc 
BAPA cases with the Dutch Competent Authority. 2. Embassy understands that no further assistanc 
ands from July 10-14, 2006 to meet with Dutch Tax Officials to discuss double tax and APA cases in t 
àroup (AG), which met in Paris, June 12-15, 2006 (Report on AG Plenary provided septel). The IE in 
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million). Ina bilateral meeting on the margins o 
session 

that the president of Algeria had written a letter 
seeking prepayment of Algeria\'s debt to USDA 
million). USDEL explained that the USDA debt 
prepayment provisions 

Algeria\'s prepayment prohibited early repaymei 


4. (U) Paris Club Chairman Musca\'s meeting ' 
Finance Minister 

month 

will show that external debt indicators have imp 
resulting in the country\'s reclassification from h 
risk of debt distress. 


5. (U) The Secretariat asked if any creditors ha 
Argentina bilaterally. Germany and the US repc 
embassies in Buenos Aires had been approach 
Kirchner will meet with Spanish authorities later 
is unclear what his message willbe. The US 
the Netherlands 

Argentina to pursue a multilateral solution in the 
that any debt treatment without an IMF program 
Germany (Argentinas largest Paris Club credit 
looking to conclude a bilateral deal. 


6. (U) The Secretariat took stock of Brazil\'s pre 
transaction. Italy and Canada reported some ai 
to be cleared. Germany said it was trying to res 
claims. All other creditors have received prepa, 
arrears. In response to a question from Italy 
explained that Brazil has yet to make a formal rı 
member of the Paris Club 

request and has asked the Secretariat to gauge 
react. 


7. (U) Creditors provided Cameroon its HIPC c 
treatment. In line with their commitment at deci 


- SUMMARY ------- 1. (SBU) The Australia Group (AG) plenary continued strengthening the Regime 
lds similar positions to those listed on the non-paper, highlighting Japan\'s support for the June 2007 | 
1e government there. Poloff suggested Slovakia might send a message through a nearby Embassy, с 
or drinking and cooking regardless of whether they have running water in their homes. Basrah\'s sou 
tral Bank Governor Sunil Mendis, and the still unofficial announcement that he will be replaced by Se 


Aillionth Child Against Measles in Southern Sudan ------- Summary ------- 1. On June 16, 2006, US/ 
dustry, Trade and Marketing; and Ms. Janet Simkanga, Senior Economist at the Ministry of Agricultur 
On June 13, UAE President Khalifa bin Zayed established the Abu Dhabi Investment Council to take ı 


atherlands from July 10-14, 2006 to meet with Dutch Tax Officials to discuss competent authority cas: 
June 20, 2006 (A) SUBJECTS COVERED IN TODAY\'S REPORT: U.S. - EU Summit Saddam Trial 
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creditors agreed to cancel USD 622 million in cl 
NPV terms) 

provided. An additional USD 3.1 billion will be c 
voluntary 


8. (U) The second phase of interim relief will er 
upon approval of the second review of Congo-E 
review is scheduled for end-June. The US indic 
needed to pay 779 

could support the extension of interim relief. 


9. (U) Djibouti continues to run arrears to Franc 
Secretariat will send a letter to the authorities ur 


SIPDIS 

conclude a bilateral agreement with Spain imple 
Paris Club terms of reference 

benefit from a Paris Club treatment if it had an | 
place. (The US is not a creditor.) 


10. (U) The DRC\'s finance minister has reque: 
Secretariat to examine ways for creditors to ext 


SIPDIS 

relief 

successor arrangement is uncertain. The Secrt 
three-pronged message: (1) creditors cannot e 
in the absence of an IMF program; (2) creditors 
DRC\'s willingness to be cooperative; and (3) th 
inter-creditor equity. 


IRAQ 

11. (U) Russia and Ireland are the only remaini 
creditors that have yet to sign a bilateral agreen 
Russia expressed optimism that a meeting with 
Minister scheduled for later in the week could re 
data reconciliation. The Secretariat reported thi 
between Ireland and Iraq were progressing 
should be signed soon. 


лаз Goldberger, Economic Counselor, Embassy Ankara He can be reached at any time via operator: 
lem began in 2005 when Lukashenko ignored market reality and ordered the fertilizer export monopo 


mir Putin suggested that Moscow plans to raise gas prices for Belarus next year and asserted, \ 
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12. (U) Amid press reports that Nigeria is consi 
restructuring of its commercial debt 

concern that participants at the Paris Club\'s an 
the private sector might question whether the cc 
treatment principle is being respected. The UK 
US 

that Nigeria s previous commercial restructurini 
satisfy the comparability of treatment requireme 
Nigeria no longer had any Paris Club debt 

Club to reopen the debate. The following day 
the private sector 

issue. 


19. (SBU) Creditors agreed to the terms of a tr 
allow Russia to pay off the totality of its previous 
Paris Club debt. The agreement was not finaliz 
Russia said the envisaged payments exceeded 
its Council of Ministers. Russia will seek appro 
council later this month. If the council consents 
will take effect. The agreement came at the en: 
bitter negotiations that extended over two days. 
position 
face value 
that was concluded last summer. Germany anc 
account for over half of the USD 22 billion in de 
declined the offer. Both countries indicated that 
include all their claims in a prepayment at face ' 
consider participating fully in a buyback at mark 
negotiating strategy was then to find a sufficient 
Germany and France to participate 
to other creditors who were otherwise prepared 
In the agreement that emerged 
the UK were the only countries eligible to receiv 
face value for their fixed-rate claims. The US di 
Agreed Minute 
and reiterating that Russia has the contractual r 
outstanding US debt at any time. The negotiatit 
contrasted sharply with those that took place wi 
month. In the case of Algeria 
discussion of a buyback option at market value 
would never consider it. In the case of Russia 


prepared to bend Paris Club principles to meet : 
close a deal in which all creditors participated; = 


1. (C) Fr. Pierbattista Pizzaballa, Roman Catholic Custodia 


ympound via helicoptor at 0900 enroute to Lungi under heavy security. Armored vehicles and UNMIL | 
Jministration has offered а new set of offices to the news outlet, whose television station was forced ‹ 
tative in Afghanistan to Italian MFA NATO Office Director Gianni Bardini June 15. Bardini said Italy w 


our fears that OIC delegations intend to pursue lopsided resolutions regarding Israel, noting that he \ 
SYG Annan\'s passivity on the issue, and citing the potential for the Lebanese government to collapse 
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that France and Germany received market valu 
claims 


14. (U) Atthe request of the Netherlands 
to initiate a data call 
amount of Sudan\'s bilateral debt. 


15. (U) Reacting to the Secretariat\'s working p 
Paris Club to help debtor countries defend them 
litigating creditors (sometimes referred to as \"v 
US 

of law. The US added that amicus briefs were ı 
effective 

Spain 

difficult. In response to Spain\'s comment that t 
litigating creditors was one for the ІРІ to resolv 
there was little it could do other than try to exert 
Both the IMF and the US raised a related questi 
further thought: how does the Paris Club deal v 
negotiate settlements with private creditors that 
consistent with comparability of treatment? The 
concluded by saying that this discussion was a ' 
effort to find a common approach to the issue. 
it will ask creditors to consider concrete steps tr 
immediately 

of treatment requirement that they can use in th 
litigating creditors. The Secretariat thought a m 
litigating creditors 

that Paris Club creditors first need to decide on 


16. (U) The Secretariat gave a comprehensive 
presentation on free-riding 

such as China 

of concessional debt to heavily indebted countri 
have just completed the HIPC process. The pre 
efforts underway in the IMF 

free-riding and suggested a number of (mostly « 


the Paris Club could take to help 


-- Promote the use of the IMF\'s Debt Sustainak 
to inform lending decisions 


roups of specialized, expert advisors, organized around key ministries that would provide policy guida 


r a working visit that has been tentatively set for July 5-6, according to Armenian Deputy Foreign Mini 


Although local elections are not necessarily a good indicator of a party\'s national popularity, these el 


?RGF program that lapsed on March 31 and the new PRGF the GDRC hopes to negotiate before the 
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-- Exchange views and data on free-riding case: 
-- Inform countries that have not completed the 
the Paris Club will insist that they seek compare 
from new lenders 

-- Ask HIPC countries to make commitments o 
(It is unclear how this would work in practice 
Paris Club should be the arbiter of responsible | 


17. (U) Participants discussed recent Paris Clu 
(including agreements concluded with Nigeria a 
developments in emerging debt markets 
restructuring 

International Finance (IIF) touted its Principles f 
flows and fair debt restructuring in emerging m: 
debtor countries were implementing the Principl 
On the issue of comparability of treatment 

the Paris Club isn\'t more transparent in instanc 
treatment is judged to have been satisfied by pr 
restructurings (e.g. 

chairman Musca said the Club would give the is 
in the meantime 

country to see if comparable treatment has bee 


18. (U) French Bank UBAF 

Consultative Group 

hominem attack on Iraq\'s advisors and their Wu 
offer - even though UBAF accepted the offer. T 
that the Iraqi authorities and their advisors had \ 
views 

the Paris Club has done its best to emphasize 1 
transparency 

restructurings 

the IMF and other international actors to ensure 
Principles 

standards were respected. 


19. (U) In his presentation on Argentina 
representing Italian bondholders 

repay its debts to the IMF should have treated it 
better. A representative from the Argentine Bor 
said reverse comparable treatment should appl 


should provide debt relief equivalent to that alre 
the private sector) 

Argentina\'s debt without an IMF program. The 
that an IMF program was a prerequisite for a re: 
Paris Club 

compliance with the Fund\'s lending-into-arrear: 


hief of Staff, who agreed to forward to the FM. Please note that Post delivered the related demarche 
17 in Kinshasa the launch of the Assembly of Congolese Nationalists (RENACO), which brings toget 


itutional Relations Department. Bemporad and Pirozzi requested the meeting to inform the USG of F 


20 at approximately 0300 local time. MOD sources advise that one of the wounded Romanian soldie 
age in Zhengzhou, the capital of Henan Province, engaged in violent demonstrations in recent days. 


D) 1. (C) Both Hajji Mohammed Моһадеа and Marshal Fahim were against the idea of implementinc 
ddle Eastern states the USG expects will participate in the June 23 Proliferation Security Initiative (PS 
зда! penalty should be. Statements from the Atty-General office indicate that they are determined to . 


que and the United States, emphasizing that he \ 


гу month in support of jailed and missing opposition activists. Similar to the May 16th demonstration 


‚агарта has been transferred to police custody at the Phillaur Police Station in Punjab and is in ^ 
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policy of lending only when the debtor is makinc 
to reach an agreement with creditors). The IMF 
any prospect for an IMF program with Argentine 
noted that it was planning to review its lending-i 
policy. The IIF said any revision to the lending-i 
policy must not facilitate misbehavior by debtor 


20. (U) The conference was organized around 
discussions: (1) the Paris Club and the internati 
architecture 

sustainability. During the first discussion 

(ΠΕ) touched on a number of familiar themes 
from sovereign lending to private capital 

debt restructuring offers by Iraq and Argentina 
Paris Club to recognize reverse comparable tre 
reluctance to enforce its own lending-into-arreaı 
Lemierre (EBRD and former Paris Club Chairm. 
comparability of treatment 

private lenders were fundamentally different. S 
the credibility and relevance of the Paris Club d 
Club\'s success in reaching out to emerging len 
expressed support for the IIF Principles and cal 
transparency and cooperation with the private s 
roundtable 

Chairman of the Paris Club 

borrowing in low-income countries could lead to 
Nigerian Finance Minister Ngozi Okonjo-Iweala 
Paris Club should take into account debtor cour 
needs in determining the level of sustainable de 
need to monitor their own borrowing. Vicenzo L 
said debt cancellation itself would not ensure de 
and emphasized the importance of the DSF anc 
Overall 

serious debate about the Paris Clubs future 
broad 

history and accomplishments. 
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trying to make the NGOs more accessible by in: 
database. In a later meeting with the Venezuela 
Comittee for External Policies the EU ambassaı 
a new version of the law that Stanley said incluc 
\"positive adjustments\" on the channeling of fur 
added new articles about government auditing. 
that the EU ambassadors in Caracas are still wt 


thew Tueller. Reasons 1.4 (b) and (d) 1. (S/NF) Reftel requests post's assessment of likely GOK r 
nd as а non-paper. NEUMANN 
Dne of the officers was still on active duty. -- No official statements or charges have yet been made, | 


c to discuss the possibility of incorporating Article 98 language in a bilateral \ 


ONA AND POL PARIS ALSO FOR POL ROME FOR MFO E.O. 12958: N/A TAGS: IS, KMDR, MEDI, 
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these Venezuelan attempts to allay their fears b 
that there is good communication between the ( 
ambassadors and that the EU ambassadors pre 
discussion and close monitoring of the legislatic 
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to ensure that any (trafficking) victims are identi 
provided with appropriate protection services." 


10. (SBU) This visit to the Sohar deportation cei 
opportunity to gain a first-hand account of ROP 
facility conditions 

victims of trafficking. While disturbed by the alle 
published in the Department\'s recent TIP Repc 
government sought to reassure Embassy officie 
and humane treatment of illegal migrants. In ac 
visiting the deportation facility in Sohar 
requested a visit to the other deportation center 


11. (U) The Embassy requests the Department 
the Omani request to visit a U.S. deportation fac 
consult with immigration and anti-trafficking offic 
the United States. The Royal Oman Police wou 
up to six officers to learn more about internatior 
techniques in processing illegal migrants and vii 
human trafficking 

Border Protection processes 

investigation 

GRAPPO 


2. (SBU) A gas well being drilled 40 yards from 
Surabaya - Gempol toll road fractured and bege 
hot 

Porong sub-district 


ament between the United States and Jordan. It is Post\'s view that successful conclusion of this agr 


'ssed several times that Russia was not a party to any of the frozen conflicts, and that it was the Sout 


ind resolutions regarding Israel at the initial session of the Human Rights Council (HRC) in Geneva. 


RD, BR SUBJECT: BRAZIL TRAILS IN WORLD BANK'S V 


ın Garro for Reasons 1.4 (b) and (d). 1. (C) SUMMARY. National Counter Terrorism Coordinator Tjil 


ned in Reftel. We will notify the Department of any response from the SAG. OBERWETTER 
ees named in Reftel. We will notify the Department of any response from the SAG. OBERWETTER 
ince against the four jailed Lebanese generals, suspected of complicity in the Hariri assassination, mi 
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12 miles south of Surabaya.) The foul smelling 
flooded the toll road disrupting traffic on the mai 
north-south route between Malang and Surabay 
drilling company 

unable to stop the mud gusher which has incre: 
the initial 5 

of mudflow per day 

Environmental Affairs. More than 200 

of mud and white smoke have already discharg: 
breached well enveloping over 1 

hundreds of homes and dozens of businesses i 
Porong area. The mud has forced the evacuati 
approximately 4 

villages filling traditional markets 

government buildings in neighboring villages wit 
internally displaced persons (IDPs). Many near 
businesses have been forced to close and trans 
of goods from important manufacturing areas gı 
Tanjung Perak port in Surabaya has been disru 


How Toxic is Toxic? 


3. (SBU) There are conflicting reports as to the 
of toxicity ofthe mud. Dr. Mukono 

Surabaya Airlannga University 

emitting from the well and reportedly found sulp 
acid (H2S) 

(NO2). He told local newspapers to warn the рі 
stay far away from the well site. Government re 
of mud tests found toxicity levels below regulatc 
maximums. Oil and Gas Regulatory Body (BP I 
claimed that results from their Bogor laboratory 
show that the mud is not categorized as a dang 
substance (ВЗ) and it has been V'animal tested 
further details). The head of the local environm 
impact agency (Bapedal) 

laboratory tests show the mud is not dangerous 
people or the environment. At the same time 
people to avoid the mud because there could be 
possible fluctuation in the sulphuric acid conten: 
the mud to dangerous levels. Hasan Basri 
Sidoarjo Regency Environmental Department s; 
amount of sulphuric acid content in the mud wa 
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decreasing to \"tolerable levels\". Dr. Eddy Kus 


head of the Sidoarjo Regency Health Departme 
ConGen he could not \"officially confirm\" the ex 


P. Koirala announced on June 16. While party leaders expressed hope that the agreement might leaı 


otestant had been beaten by police on June 18 after they were taken from their house church. Polofl 


ONFERENCE\'S (OIC) HIGHLY POLITICIZED RESOLUTIONS ON ISRAEL. TURKMENISTAN RARI 
omasini was implicated in a scheme to foment political unrest in Turkmenistan. Meredov unveiled a c 
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of sulphuric acid in the mud 
very strong.\" 


4. (SBU) Many residents living in villages near tl 
drilling site village are complaining of respiratory 
difficulties after inhaling foul-smelling gas from t 
mudflow. They are also suffering from headach 
stomach pain. Bhayangkara Hospital in Porong 
treated 782 residents for respiratory problems ri 
to the mudflow 

Kustanto said that at least 14 other nearby resic 
were evacuated for medical treatment due to re 
problems 

complications. The mud has also contaminatec 
water and local irrigation well systems leaving Ic 
residents with no potable water. The mud flows 
near the Porong River which 

contaminate drinking water for more densely po 
areas in South Metro Surabaya. 


High Level Attention 


5. (SBU) There have been many statements of 
support by local and national politicians but little 
has materialized in the form of support for displ 
residents. The President has ordered a \"full 
serious\" investigation into the operations of LB. 
Java Police Criminal Investigation Division (CID 
questioned 27 people 

investigation process is being monitored by the 
Indonesian National Police (Polri) 

they are looking at possible criminal violations o 
environmental regulations in both the licensing ‹ 
well by local officials and/or its operation by LB. 


6. (SBU) East Java Governor Imam Utomo anc 
technical advisors met June 19 with Purnomo 
Yusgiantoro 

to urge a rapid solution to this growing environrr 
and commercial disaster. Separately 
Environmental Affairs 

terminate the operation of LB in East Java but k 
backed off this statement saying his ministry ha 
authority to order Lapindo to halt its operations 
asides from giving a recommendation to do so 1 
Energy and Mineral Resources Ministry and the 
Gas Regulatory Body (BP Migas) 

exploration license. Governor Utomo issued a : 
warning that he expected LB to cover all financi 
losses to local residents and noted that the prov 


er will implement the one-day long seminars jointly with Turkey\'s leading business association, the U 


ıdia is generally prohibited from reporting on interethnic disputes, matters pertaining to terrorism or se 


President Farouk al-Shara discussed the latest developments in the occupied Palestinian territories ; 


lained, however, of Sadrist efforts to take over the Federation\'s board of directors. He said that the ` 
JEDDAH 237 В. JEDDAH 308 С. JEDDAH 328 Р. JEDDAH 346 Classified By: Consul Ge 
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government would not be picking up the bill. Tr 
Sidoarjo Regency government has already sper 
approximately USD 2 

assist its residents. 


Minister of Social Welfare Putting Locals on We 


7.(SBU) One possible reason Environment Mit 
Witoelar tempered his initial aggressive positior 
against the drilling company may be that LB is г 
subsidiary of PT Energi Mega Persada Tbk (EN 
is controlled by Coordinating Minister for Social 
Welfare 

operator of LB and owns a 50% participating int 
Other LB shareholders are Medco (32%) 
traded Indonesian oil exploration company and 
Australian based Santos (1896). EMP purchase 
participating interest in LB in the mid-1990\'s 
2004 

to the East Java PGN\'s (State Gas Company) ‹ 
network. According to EMPVs 2005 annual repc 
year LB produced almost half of EMP\'s total ga 
production. LB is one of EMP\'s most important 
of revenue. Closing down the LBVs operations с 
create other problems 

national electricity generating company PLN. In 
19 public statements 

the mudflows caused by the well and referred 
compensation claims to his brother Nirwan at th 
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Group. In a June 20 visit to IDPs in Porong 
President Yusuf Kalla asked LB to pay compen: 
the victims of mudflow in Porong and also aske 
Group to be responsible for all social impacts ol 
mudflow. Nirwan Bakrie accompanied Vice Pre 
Kalla on his visit and distributed USD 532 
billion) to Saiful Шаһ 


How did It Start and What Can Be Done? 


8. (SBU) The cause of the incident is still disput 
The drilling company LB claims that the mudflo\ 
triggered by the Yogyakarta earthquake (Note: ` 
27 earthquake was felt in Surabaya but we have 
reports of any other damage.) Others claim the 
was Caused by gas pressure from the well; the « 


nal Organizations Department. (The Foreign Minister and MFA Undersecretary are traveling with the 


oreign Minister and MFA Undersecretary are traveling with the Amir in South Asia; the International O 


Council, 1. Expresses grave concern at the prevailing situation in Somalia and its implications for tr 
‘ad thanked us for the points, noting that he was familiar with the mechanism\'s modalities. He said N 


ıbassadors from IGAD member states and donor partners June 15, the Ambassador of the Somalia 1 


1augural session of the new UN Human Rights Council not get bogged down in divisive debate over | 
President Abdoulaye Wade made a two-hour visit to Banjul, meeting with his Gambian counterpart, P 


on. In addition to waxing eloquent on all manner of issues, candidates are expected to provide lavisr 


orime minister. Fifty-two MPs supported the Social Democrat\'s candidacy, 48 voted against, and 32 


e in the airport assessment and she will meet with the Director of Civil Aviation or their designee while 
sons 1.4(b)/(d) 1. (С) LABWANI TRIAL CONTINUES: The trial of political activist Kamal Labwani c 
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equipment failed 

strong gas pressure to the surface. Minister of 
and Mineral Resources 

Pos that a team from his office has conducted e 
investigation at the site. The team is also 
investigating LB compliance with all environmer 
regulatory requirements with the initial proposal 
design submitted to the Oil and Gas Regulatory 
Migas). LB claims it followed all regulatory 
procedures and their environmental impact repc 
approved by appropriate government authorities 
it followed standard drilling procedures at the we 
Local LB site manager Budi Santosa admitted tl 
having difficulties handling the mudflow. Santos 
estimated LB will need at least 30 days to repail 
problem. More recently LB revised the estimate 
upwards of 4 months. 


8. (SBU) Expert teams from Canada and from / 
Disaster Control and Abel Engineering Well Coı 
Texas have arrived in East Java and are workin 
determine the cause and a solution to the uncoı 
mudflow. LB and the Sidoarjo Regency governr 
taken some actions to manage the mudflow 
excavating a large retaining pond and installing 
and flexible barriers to divert the mud away fron 
villages and rivers. LB also has installed 2 kilom 
of sand dikes to protect the toll road. Meanwhile 
Oil and Regulatory Body (BP Migas) is schedule 
bring in a \"snubbing unit\" by June 23 to detect 
source of the mudflow. BP Migas estimates it v 
three to four weeks to install the snubbing unit г 
identify the source of the problem. 


Local Citizen Protests 


9. (SBU) Complaints and protests from local res 
and mass organizations have begun. Workers f 
neighboring factories held a demonstration in fri 
LB\'s office (which were also closed by the mud 
asking for compensation since the mudflow has 
their employers to close operations. Local residı 
and social observers are criticizing both the loce 
central governments for being slow to handle th 
mudflow crisis. The Sidoarjo branch of the PKE 
political party announced plans to launch a clas: 
action law suit on behalf of local residents. Fort 
President Abdurrahman Wahid met with affecte 
at an IDP camp on June 18 and urged them to i 
and promised to support them in suing the drillir 


3d portions of the note. PENDING HUMANITARIAN ISSUES --------------------------- From the outset c 
d them to prison terms of 39.5 years each for their roles in the November 2005 bombing of a bookstc 


al Mechanism (TIM) for donor funding to the Palestinians to MFA Palestinian Affairs Office Director R 


ıly 10-14, 2006. The travelers will be providing a National Program Development Workshop in conjur 
each for last year\'s bombing of a bookstore in Semdinli in which one person was killed. The court cı 


nter Mike Aruleba was arrested by agents of the State Security Service (SSS) while preparing to do h 


une 20, 2006 -- Under the headline \ 


dsition that defeated the President\'s third term push. Harriman suspects there will be additional atten 
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company. Wahid called on LB to take responsil 
the incident and provide compensation to local 
residents and businesses while working to stop 
mudflow. Rido Syaiful Ashadi 

Walhi 

mudflow has become a trigger of social tension: 
people in the surrounding areas. Residents fron 
village dammed the mud 

village. Those villagers destroyed the dam cau: 
conflict. Police are now guarding local villages | 
prevent further clashes. 


Does Decentralization Play a Role? 


10. (SBU) Competition among local governmen 
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investment projects (and personal gain) may ha 
a role as increased decentralization of authority 
not been matched by an increase in human res 
local government capacity or sense of commun 
responsibility. ConGen contacts question how a 
well can be drilled in unstable conditions adjace 
a densely populated area and immediately adja 
the most important north-south thoroughfare in 
Java. Local governments have increasingly bet 
responsibility to approve and control projects in 
where they have little to no expertise. The Porc 
incident and PT Lapindo Brantas 

Minister Bakrie 

East Java officials and politicians. While certair 
some will use the V'toxic mudflows\" to personal 
advantage 

example of a larger systemic problem with the c 
ground implementation of Indonesia\'s decentra 
policy. In a recent discussion with ConGen 
pol/econoff 

strongly criticized what he termed the wrong 
interpretation of the \"essence\" of decentralizat 
In their drive to raise funds 

focused on attracting investment but often eithe 
ignore or do not have the skills to evaluate the ii 
on the environment 

residents 

local residents wait for a full investigation 
compensation 

flowing. 


sified by Scott Dean, Acting Regional Coordinator, Regional Embassy Office, Kirkuk, for reasons 1.4(k 


allocation (MV Vamand Wave, August 2005), 12,567 MTs shipped under the FY 2006 ТВО (MV Vam 
1's support for GuatemalaVs candidacy to the UN Security Council. Bin Alawi noted with a smile that 


ers to both the Liberation Tigers of Tamil Eelam (LTTE) and the government of Sri Lanka (GSL) on Jt 


‘aq) talks on the PKK. He reported that he had discussed the matter with Undersecretary Tuygan anc 


me of the United States\' key mistakes in Iraq was not taking more initiative to help solve the internall 
Transnational Corporation of Nigeria (ΤΟΝ). Insiders state ΤΟΝ neither has the capacity nor experien« 
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partner\" to the organization. He said Russia ar 
have their own misgivings about U.S. intentions 
region 

warranted on that subject as well. Vorobiyov re 
dissatisfaction expressed by all SCO members 
Russia and China 

government and admitted that no efforts to com 
from Afghanistan had been particularly success 
characterized the summit tasking to develop gu 
the admission of new members as a way to apr 
observers; he thought the guidelines would take 
out. He also offered views on Ahmadi-Nejad\'s 
the summit as well as on SCO component orga 
summary. 


The U.S. Presence 


2.(C) Russian Ambassador-at-Large for the St 
Cooperation Organization (SCO) Vitaliy Vorobiy 
the June 15 Shanghai Summit and SCO develo 
June 20. The USG\'s repeated demarches in tr 
Secretary\'s phone call to Chinese FM Li hours 


SIPDIS 

summit gave Vorobiyov the impression through: 
that the United States was a silent \"eleventh pe 
he told us only half in jest. He said the U.S. ouc 
ways to talk with the SCO directly as an organi: 
understood that the USG would not be seeking 
in the organization at this time 

concept of a V'dialogue partner" might be devel 
be appropriate for the U.S. He said that SCO п 
eager for more dialogue with the U.S. 

SYG Zhang distributed on his recent meeting w 
Randt in Beijing had been very well received. V 
pleased that Zhang and Amb. Randt had agree: 
talking. 


Strengthening the Secretariat 


3. (C) Vorobiyov thought that the decision takeı 
summit to strengthen the authority of the Secrel 
make interlocutors take it more seriously. He sl 
resume of incoming SYG Bolat Nurgaliyev 
Ambassador to Japan 

approved at the summit. Vorobiyov said he did 


for Peacekeeping Operations that there should be no illusions about using France\'s troops in Chad : 


-- including almost a half billion dollars that Guyana owes. | cannot stress enough the unique opportt 


). The unofficial tally, recorded by an EmbOff present for the vote, was 62 \ 


.S. Embassy Dili, Department of State. REASON: 1.4 (b), (d) 1. (C) Summary: --- President still plans 


rly with moderate Shia and Sunni clerics to follow their efforts with regards to the current security situ: 
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Nurgaliyev 

United States and to various East and South As 
made him a well-qualified choice. 


Misunderstandings 


4.(C) Vorobiyov was concerned that there was 
misunderstanding in the U.S. about the SCO\'s 
cited reports he had seen in the Western press 
lawmakers giving voice to those misunderstand 
specific about which lawmakers or which comm 
emphasized that the SCO is and will remain a tr 
organization 


5.(C) We pointed out the emphasis of Russian 
about the summit on its alleged anti-American c 
including Putin\'s comments that Russia oppose 
duplication of organizations 

establishment of closed clubs\" in the region. V 
the idea had taken hold in circles within the Rus 
other SCO member governments that the U.S. 
establishing new regional organizations that wei 
exclude Russia and China. He said Putin had r 
concerns with both the President and Secretary 
had been around for several years 

believe that the alleged U.S. plans had become 
policy and had begun to be operationalized. He 
\"Greater Central Asia Initiative\" as an attempt ` 
problems of Central Asia with those of Afghanis 
Asia.\" Vorobiyov said the concerns were share 
an organization 

summit declaration. He stressed that the decla 
reference had been indirect 

as confrontational 


6. (С) We told Vorobiyov that the U.S. had no r 
establish duplicative or exclusionary structures i 
Asia. Our efforts 

trafficking through the region were inclusive anc 
a widely shared goal. Vorobiyov agreed that fig 
traffic was a V'tremendously difficult" endeavor 
one may even sufficiently understand how to gc 
less be able to reduce the flow. We told him th: 
2 Moscow 1\" conference 

Moscow under G-8 auspices 

efforts and deconflicting. Vorobiyov did not argı 
plans for economic development ideas in Centr 
each country could make up its own mind aboul 


Afghanistan 


1 inappropriate military aircraft fees -Ghana International Airways arbitration -Civil Aviation Authority\'s 
MM 1. (U) Del reps met with French, German and UK delegations on June 15 to delive 
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7.(C) Vorobiyov was not specific about when tl 
long-planned Afghanistan Contact Group would 
ground. He said its mandate would be to involv 
\"all forces\" in the country. Vorobiyov noted the 
Karzai had drawn open criticism at the summit 1 
members -- except for Russia and China -- for t 
Afghan authorities to maintain control. Karzai h 
words in defense 

efforts. Vorobiyov thought the criticism would p 


New Members 


8. (С) Commenting on the leaders\' tasking to г 
during the summit to develop guidelines and prc 
the admittance of new members to the organize 
said that it was simply a bureaucratic exercise t 
it was taking requests for new members serious 
current observers 

admission 

idea of what membership meant. He related th: 
Musharraf had cited only three of the SCO Chai 
paragraphs before pronouncing that the organiz 
were acceptable. While the other observers ha 
formal membership applications 

was V'actively sounding out" the possibility 
been \"heavy hints\" from India. Despite the ne' 
said the membership admission guidelines wou 
develop. In the meantime 

involve the observers more deeply in the organi 


lran 


9.(C) Vorobiyov provided his impressions of Al 
summit appearance. He was not surprised that 
chose not to use strong or inflammatory rhetoric 
the summit plenary of in his press appearance. 
surprise Vorobiyov 

so \"smoothly 

\"constructive 

unidentified Central Asian friend pointed out to \ 
that Anmadi-Nejad was using \"strange literary | 
that the \"Shiite influence on his mentality\" was 
did not discount that the Iranian\'s choice of lan 
have been intended to show that he was not spi 
domestic consumption. 


SCO-Affiliated Bodies 


18-84 Home: (212) 67-18-77 Cell: 061-13-19-32 Email: LenzenCJ@state.gov 3. Hotel reservations hi 


ocurator General to replace Vladimir Ustinov, who resigned June 2. The Federation Council's Comn 


perts remain concerned about diversion of paramilitary weapons to criminals. End summary. --------- 


promise to charge Smer chairman Robert Fico with forming a new government (reftels). Fico immed 


»by is making gestures in the right direction and his opponents are mulling over counter-proposals. V 


ransport Owners (NARTO) left at least 12 confirmed deaths, many more wounded and significant prc 
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10. (C) Vorobiyov touched briefly on the SCO E 
Council and Interbank Union -- both formally ine 
the Shanghai summit -- and the Regional Anti-T 
Structure (RATS). The Business Council and Ir 
were both intended to be nongovernmental bod 
only general official guidelines. The V'Scientific- 
Forum\" launched in Moscow in May (ref B) was 
the same way. The SCO hoped that the Counc 
consult with and make recommendations to me 
and the Secretariat to fulfill the SCOVs 2020 go: 
movement of capital and technology within the : 
Vorobiyov added that bringing together busines: 
bankers in an informal but structured format wo 
concrete cooperative projects. He said the Cou 
modeled on a similar forum within APEC. 


11. (C) Vorobiyov said the summit-approved cr 
SCO Charter on the role of the Secretariat woul 
operations of the RATS. Whereas before 
autonomous body 

the Secretariat. The RATS Executive will retain 
for now on how its funds get spent 

considering making the Executive formally subc 
SYG. Vorobiyov said RATS members have not 
common list of terrorists. 

BURNS 
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promising development and a better future 
more specific sub-title stating that the GOB V'wil 
continue to exert utmost endeavors to combat ti 
persons.V The release expresses regret over E 
placement on the TIP Reports list of Tier З cot 
rejects the economic sanctions that accompany 
\"unjust unilateral measures.\" As it did last yea 
claims the TIP Report\'s narrative on Burma is ¢ 
The article quotes selectively from the report 
metion of its modest 

prosecution of traffickers 

victims 

article concludes with the defiant exclamation tr 
will continue \"to exert utmost endeavors\" to fig 
trafficking in persons despite negative reports tl 
refuse\" to acknowledge its ongoing efforts to dt 
problem. 


3. (SBU) In a June 20 meeting 
advisor at the UN Inter-Agency Project on Hum; 
in the Greater Mekong Sub-region (UNIAP) 


uthority Finance Minister Abdel Razeq announced to Palestinian Legislative Council (PLC) members 


J) MP Roman Zvayrch claimed to us that talks with OU\'s Orange partners were deadlocked over Yul 


зей uneven, quality. National Association of Telecommunication Employees (NATE) President Charle 


ina,s request on SIPDIS June 19. The Ambassador reviewed her June 15 farewell call on President 
Jt Missions need to remain flexible as they adapt the APP concept to local conditions. Key factors to 
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not yet received any direct reaction from key GC 
interlocutors. He attributed this to the officials\' 
Pyinmana and his view of their greater reluctant 
with international organizations\' expatriate staff 
on past discussions with the government 

that GOB officials 

USG\'s definition of TIP and its inclusion of forc 
child soldiering as forms of trafficking. They als 
a \"political element" to the Report and do not e 
to be taken off of Tier 3 anytime soon. 


4. (SBU) Win Myint opined that an official with 
anti-trafficking expertise wrote the GOBYs meas 
Accepting a Tier 3 ranking as a given each yee 
working on TIP here may find solace in the Rep 
citations that show some progress addressing t 
trafficking 

a senior police official at a March 2006 national 
Rangoon; the official called on participants to ig 
perennial Tier 3 ranking and instead to work for 
anti-trafficking efforts motivated by self-determi 


5. (SBU) Comment: As usual 

statement came through the media. The subdu 
reaction appears to reflect an acknowledgment 
remain on Tier 3 as long as the widespread forc 
crimes remain unaddressed. Although some ir 
sincere in their efforts to address cross border t 
they have no role to address forced labor crime 
largely by regime authorities and the military. T 
limited commitment to fight trafficking may be b 
of human rights concerns 

damage to \"the pride and pedigree of Myanmaı 
should be valued and safeguarded by Myanmai 
stated in the preamble to the country's new ant 
law. 

STOLTZ 
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first to order and consume alcoholic beverages. 
stressed that when a Muslim prays 

mercy 

to do nothing that will displease God. This man 
said 


YOUNG ACCUSED OF IMPROPER BEHAVIOI 


3. (C) Al-Qahtani then rebuked Saudi youth for 
behavior while abroad 

own eyes how some of our young men and won 
themselves in neighboring countries (The soul 


eting with the Ambassador, Minister of Industry, Trade, and Labor and Shas Party Chairman Eliyahu ' 


‘al (BG) Baruch Spiegel reported that the Knesset Foreign Affairs and Defense Committee had agree 


MFA is giving Ruth Wedgwood \ 


1 by Oliver Ivanovic, are floating a decentralization plan calling for seven new Serb-majority municipal 


iar Hilale. MFA Director of UN and International Affairs Nasser Bourita accompanied Hilale. Charge : 


mal June 15-17 visit to Kosovo, Albanian Prime Minister Sali Berisha reiterated his support for Kosov 
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this reference to mean Beirut 

engage in activities that would shame members 
societies where it\'s permissible to do anything ' 
matter how far-fetched or radical. These are th 
who dutifully wear their abayas 

act respectful when among us 

monkeys elsewhere. These are the same youn 
and behave like intelligent 

of society 

personal 

his wrath against society for allowing the growth 
attitudes 

parents 

is one thing 

role of the parents 

Islam is all about--Hypocrisy?\" 


FROM MECCA: HOLIDAYS MUST BE UTILIZI 
ACCORDANCE WITH ISLAMIC PRINCIPLES 


4. (U) In recognition of the season 

al-Sudays devoted his sermon at the Grand Mo 
the summer holidays and proper behavior 
Muslims 

minute that is not utilized shows failure.\" Acknı 
that summer is the traditional season for weddit 
against lavish ceremonies 

\"The Muslim must be economic in his needs 
money and business 


5. (U) Echoing other critics (reftel) 

\"setting up summer clubs or camps under relia 
to protect the young from sin and corruption anc 
educate them according to Islamic teachings." 
concluding 

wasting time watching indecent satellite televisi 
or browsing lewd websites. V" 


FROM MEDINA: FIVE PRINCIPLES FOR ISLZ 


6. (U) At the Prophet\'s Mosque in Medina 

Ibn Abd-al-Azia Al Shaykh also addressed the s 
proper way for Muslims to behave on their sumi 
stating that: V'On these days 
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means that they must know the Islamic rules of 


organize their affairs and life." He distilled thes 
principles into five rules for travel: 1. A traveler 


) the American community stemming from the arrests (reftel). -- The Military Council this morning orc 


should focus on procedural matters and avoid politicized country-specific resolutions. This is not a pri 
to Antigua and Barbuda June 26-30, 2006. The travelers will perform re-certification inspections of S 


> E.O. 12958: N/A TAGS: ETRD, ECON, KIPR, EINV, ENRG, BEXP, BR SUBJECT: The U.S.-Brazil ( 


The plan proposes a strong state presence in the economy and natural resource management and 


lependent regulator -- outlined in its national development plan released on June 16 (septel). The elii 


he GOB\'s unclear policies and erratic public attacks for political gain. Cossio said he had hoped for 
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fear God 

He must say travel prayers before setting off on 
He must bid farewell to his close relatives. 4. F 
combine prayers while traveling. His fifth and fi 
principle for proper Islamic travel was: A Muslir 
not travel without a male escort. COMMENT: 7 
much less restrictive for a man traveler than for 
END COMMENT. 


PRAYER FOR AFFLICTED MUSLIMS IN PALE 


7. (U) The sermon ended with the supplication: 
improve our conditions and those of all Muslime 
support Muslims everywhere. O God 

God 

relief to our brethren in Iraq and Palestine from 
afflictions.\" 

Gfoeller 
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statement on Iran as nothing more than \"verba 
claimed that the statement on Iran came at the 
the conference when some of the delegations h 
departed and others were preparing to do so. 


2. (C) Poloff stressed to Adoumasse the dangeı 
Benin and others in allowing Iran to manipulate 
fora for its own purposes. In this regard 

out that it is no coincidence that the next NAM n 
scheduled to take place in Cuba. 


NEILL 
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him and Health and Family Welfare Minister Dr. 
Mosharraf Hossain on how to deal with the situ: 
out of the President\'s illness. \"The PM seemec 
asking for replacing President Anmed and rathe 
and particularly Dr. Hossain 

end 

recommended Ahmed 

to be nominated President in 2002. Chowdhury 
to have told the PM that he did not see any optic 
to elect a new President as Ahmed was too ill tc 
run the presidency during the likely political turb 
the run-up to the elections slated for January 2C 
dismissed Acting President Zamiruddin Sircar a 
replacement for Anmed and asked for other sui 


4. (C) On his return to Dhaka on June 20 after t 
heart by-pass surgery at Mount Elizabeth Hospi 


s suffer from poor recordkeeping, staffing problems, and inadequate equipment. As a result, PDVSA 


2 committee membership lists. Once the committee member names are finalized, the CoR will vote t 
ra Mena 06 Feb 1963 San Salvador Male Naval Headquarters Hector Daniel Erazo Gallegos 09 July 
iel Winter. Winter was already familiar with MDA issues from previous demarches and aware of the in 
і consider mandates older than five years and non-renewed as well as V 


He stressed that the deals would be limited to general agreements \ 


nd sanctions for a period of six months, with a review after four months. 2. BEGIN TEXT: The Secur 
2-меекепа verification process a success. This assessment was supported by observers from the C 


lential Office. Chen is fighting back, however, and a recall vote in the legislature scheduled for June : 
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Singapore 

(ICU) of the Combined Military Hospital (CMH) : 
there. Chowdhury said the President\'s wife and 
he return to Bangabhaban 

the CMH to avoid entreaties to quit the presider 
his poor health. The President 

doctors\' advice. The Director General of the Ar 
Corps also questioned whether an ICU could be 
Bangbhaban 

President\'s kidneys 


5. (C) Giving a similar account 
Secretary Mokhlesur Rahman Chowdhury said : 


SIPDIS 

not seem to have a problem resigning 

are opposed to it. He said the President will enjt 
status of a cabinet minister and continue to get 
and privileges even after his resignation 

his family are not willing to give up the pomp an 
of their life at Bangabhaban. He acknowledged 
among top policymakers about replacing the Pr 
electing a new president is beneficial to the rulir 
the new president will be in office for five years ` 
day he or she takes the oath of office regardles: 
parties come to power through the next parliam 


6. (U) The 75-year old Ahmed was admitted to 1 
23 

her recent foreign trips. Opposition leader Hasir 
speculated that \"Ahmed was made to fall sick\" 
herself now wanted to become the President. C 
ambulance flew Ahmed to Singapore where he 
three blockages in his arteries. He underwent sı 
26. According to press reports 

cardiac patient long ago and had advised him tc 
abroad. 


7. (U) Comment: Given the acrimony between t 
camps 

spate of controversies and accusations right be 
four-party coalition leaves office. This will revive 
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controversy over Professor Badruddoza Chowd 
the presidency in June 2002. The opposition wi 
Ahmed\'s departure from Bangabhaban has bet 
the BNP an opportunity to install its chosen pers 
Bangabhaban for another five-year term even if 


9) and (d) Summary -------- 1. (SBU) The New Zealand Government announced on June 11 that it h 


РАМ/РА. Ε.Ο. 12958: N/A TAGS: ОПР, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA SUBJECT: ЈА 
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wins the next parliament election. End commen 
BUTENIS 
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businessman told Emboff that Maoist People\'s 
Kathmandu had been issuing instructions to bu: 
behalf of workers. In one case 

paid his workers and closed his factory for a pla 
temporary period due to low production. Sever: 
one worker returned with a judgment from the № 
Court instructing him to reopen his factory and [ 
hire his temporary workers. The Maoist Labor l 
actively ordering businesses to follow their orde 
According to Rohini Thapaliya 

Chamber of Commerce 

strict 

in order to keep his industries running. 


2. (C) Sandra Beidas 

Nations Office of the High Commissioner for Hı 
(OHCHR) stated that OHCHR-Nepal had receiv 
people being \"arrested\" by Maoist security forc 
Kathmandu and held for trial in the 'PeopleVs С 
had sent a letter to Maoist leader Krishna Bahaı 
requesting information on these courts 
received a response. 


Maoists Building Parallel Bureaucracy? 


3. (C) Nischal Pandey 

Foreign Affairs and son of former Foreign Minis 
Nath Pandey 

Nepal government offices (Customs 
Management 

them over to them. He stated that since these ‹ 
been left without leadership 

orders and photocopying all their old files. Рапс 
speculated that the Maoists were preparing to b 
open their own offices parallel to these bureauc 
offices 

important offices when and if they came into the 
Defense Attache contacts reported that the Mac 
demanding 50 positions in the Customs office 
corrupt office 

is coming into the country. 


Comment 


to Hamilton, New Zealand from July 16 - 20, 2006. The purpose of this visit is to meet with New Zea 


y Council (ONSC), in consultation with relevant Ministries, the U.S. mission, and its own contracted le 
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4. (С) The Maoists continue to attempt to gain Ik 
their parallel government by setting up institutio! 
give them a semblance of a legitimate governm 
international community needs to continue to st 
Government of Nepal and to avoid any actions 1 
legitimacy to the Maoists\' parallel government. 
MORIARTY 
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90 percent in Taiwanese 

among the Pan-Green base rather than appeal 
Chen\'s answers to scandal allegations against 
Shu-chen were very carefully parsed and will nc 
allegations to rest. ChenVs speech is unlikely tc 
many minds here 

probably continue to be low. However 

have the votes to pass its recall motion on June 
public opposition to the Pan-Blue recall mover 
increasing. This evening (June 21) 

Chen\'s presentation 

in Chen\'s current and previous statements abo 
scandal allegations involving First Lady Wu Shu 
Summary. 


Appealing to the Base 


2. (SBU) Responding to the opposition\'s effort 
him 

defense against the Pan-Blue\'s ten charges in 
two-hour televised \"report to the people.\" (Not 
Chinese text of Chen\'s speech is on the Presid 
website (www.president.gov.tw). We have not : 
translation. End Note.) Chen spoke from a larc 
Presidential Office Building 

Presidential Office (PO) Secretary General Marl 
Deputy Secretary General Cho Jung-tai 
President. On the wall behind Chen was a larg: 
picture of Sun Yat-sen 

words \"Report to the People.\" There was ana 
journalists 

round tables. 


3. (SBU) Chen spoke almost entirely in Taiwan 
indication that he was appealing for support prir 
his Pan-Green base. A lawyer himself 

people\" sounded very much like the concluding 
defense attorney in a trial. Most of Chen\'s spe: 
point-by-point rebuttal of each of the ten charge 
against him in the Pan-Blue recall motion. Mos 
recall charges were political in nature 


лпа, Basrah, and Baghdad. It was decided to announce the transfer of security responsibility for Mut! 


: ANNOUNCEMENT CAME AS ABOUT A THIRD OF THE STATIONS IN SRI LANKA, RUN BY THE | 
nd would like advance notice in order to be able to speak on the topic the next time it is raised in the 


and Social Affairs Division at the Ministry of Foreign Affairs and Trade. Lee reiterated what he told us 
on June 17 that he had accepted a formal role with the government-affiliated Human Rights Commis: 


daily Nihon Keizai front-paged the GOJVs start of preparatory work to expand ASDF airlift operations 


taff members, Minister of Oil Husayn al-Shahristani focused on four areas of reform for his Ministry: | 


cretary, a Central Bank Vice-Governor and private sector analysts SIPDIS and bankers. Despite the 
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President 

appointments and pursuing policies that brough 
instability and ethnic tension 

U.S. 

political rhetoric 

such issues. In addition to arguing that some cl 
not merit recall and to providing evidence to refi 
charges 

citing examples of its past offenses. 


Careful Response to Corruption Charges 


4. (SBU) The most damaging charge against C 
that has attracted the greatest public concern b' 
the President has allowed his family members 
close advisors to engage in graft and corruption 
parsed his words very carefully in responding to 
allegations against First Lady Wu Shu-chen ove 
acceptance of Sogo Department Store gift certil 
unrelated possible meeting between her and а | 
While saying more than he had said previously 
statements will not lay these cases to rest. 


Emotional Close 


5. (SBU) Toward the end of his speech 
emotional 

and that he would be willing to sacrifice himself 
if that would restore social harmony. Chen stre: 
public service career and said that his fate was 
and the 23 million people of Taiwan. Respondir 
warning that he \"would die an ugly death 
making me die an ugly death is necessary to ec 
| am willing 

Just pull the trigger.\" 


Mixed Response 


6. (C) DPP Legislator Shen Fa-hui told AIT thai 
LY caucus meeting the morning of June 21 follc 
speech 

Pan-Blue over its recall effort were noticeably si 
According to the legislator 

not concerned with the specifics of Chen\'s resp 
scandal allegations. Speaking personally 

that he did not believe Chen had given a clear r 
the allegations. 


substantive discussions regarding the North\'s political and economic situation. In addition to U.S.-on 


SUMMARY: ROL Coordinator and UNAMA representative met with the Afghan Minister of Justice to ‹ 
ılations between Russia and neighboring Hokkaido, according to local officials. City officials in Wakk: 


igo. Improvements are attributable to more focused security and the return to service of several powt 


агкеа considerable controversy and reportedly the cancellation of the Greek Defense Minister\'s visit 
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7. (C) DPP Legislator Lin Cho-shui suggested 1 
Chen\'s intention was not to answer questions tl 
raised but to strengthen his support from the Ρε 
Chen was not aiming at swing voters. They wil 
Chen but they are increasingly opposed to the r 
movement 

pointed out that according to public opinion polli 
number of recall opponents is on the rise and fe 
number of Chen supporters. ChenVs speech w 
effect on opposition to the recall drive 


8. (C) The Legislative Yuan (LY) is heading to: 
vote on the recall motion on June 27. While the 
does not have the two-thirds LY majority that it \ 
to pass the motion 

increasing. Largely because of this sense of cc 
Pan-Green politicians are rallying strongly behir 
following his speech. The Pan-Blue has been р 
negative about ChenVs speech. 


Tonight\'s Drama 


9. (C) Tonight 

formal rebuttal to Chen in a prime-time televisec 
is expected to speak for thirty minutes and then 
media questions. KMT Legislator Joanna Lei 
prepare his speech 

inconsistencies between Chen\'s current and pr 
statements about scandal allegations involving 
Shu-chen. Ma will remind the public of ChenVs 
promise to step down if it were proven that any 
first family had accepted Sogo gift certificates fr 
key players in a buyout fight. Chen qualified thi: 
in his speech last night when he said his promis 
only to gift certificates received \"directly\" from | 
four key players. Lei said Ma will also raise disc 
in previous and current statements by the Там 
responding to allegations about contributions frc 
political donor. 
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with the Maoists (ref A). Chalise agreed with th 
who stressed that it was important that the Mao 
included in government while they still had wear 
emphasized that 

receiving medical treatment in Bangkok June 2t 
been extended for a prostate procedure) 

the public that until the rebels\' arms were destr 


dependent Electoral Commission of Iraq (IECI), and Osama Khalil, the Basrah IECI media manager, 


of Hesse on May 10, German law enforcement officials detained 74 persons. Police and NGOs are г 


лр shebeens to the op-ed pages, since Jacob Zuma was fired as Deputy President one year ago. De 


s progress in combating trafficking in persons. Thompson met with Minister of Health Marjorie Ngauı 
шаһ frustrated by the slow pace of economic reform in Croatia, particularly privatization, the IMF is se 


» said that the EU had agreed to work cooperatively on the issue, and that an EU delegation had regis 
3EXP, MZ SUBJECT: INVITATION FOR BIDS - CONSTRUCTION OF A NEW BRIDGE OVER THE 
| Affairs Yusuf bin Alawi, the Ambassador delivered reftel talking points on the new temporary internat 


Red Cross and Red Crescent Movement. The Macedonian representative in Geneva, Ambassador А 
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completely there could not be free and fair elect 
constituent assembly. Chalise insisted that Prin 
Koirala\'s bottom line had not changed: before t 
were inducted into government 
\"well-managed\" -- meaning decommissioned г 
ensure the rebels could not get them back. The 
assured Chalise of our support for this position 
him that the Maoists were not strong enough to 
the government retained its will to resist. 


Requesting UN Assistance 


2. (C) Chalise said that the government \"faced 
problem\" inviting the UN to monitor arms. He e 
the eight-point agreement\'s language 

Nations to help manage the armies and weapor 
and to monitor it in order to ensure free and fair 
for constituent assembly\" was inadequate for tv 
Chalise expressed concern that the provision ес 
\"People\'s Army\" with the Nepali Army (NA). N 
\"management\" was not the proper term for wh 
sought UN assistance for in relation to the Maoi 
stated that while the UN could monitor the man: 
weapons 


3. (C) According to Chalise 

Sherchan (leader of a party in the seven-party a 
is closest to the Maoists) 

been reluctant to sign a letter requesting assiste 
effect from the UN. Chalise said the PM upon Е 
would send a letter requesting UN assistance w 
management and decommissioning. The PM\'s 
he expected the Maoists would separately subn 
requesting assistance with the management of 
Ambassador pointed out that it would be difficul 
to act until there was an agreement with the Ma 
the decommissioning of weapons. 


PM Received Bad Advice 


4. (C) Chalise explained that 

ill health 

the agreement. Instead 

Prasad Sitaula (the head of the government nec 
and Home Affairs Minister) and Shekhar Koirale 
the PM) if the agreement was acceptable 
Chalise suggested that the CPN-UML General : 
had also insisted on including the provision rege 
dissolution of the Parliament. (Note: Others ha: 


kistan toward Musharraf\'s goal of \ 


ху at Phnom Penh Municipal Court. Four local accomplices were also charged. Three women were 
за its formal acceptance of two energy/environmental workshops to be conducted in cooperation with 


Column 3 

that this was not the case and that MK Nepal he 
advocated the dissolution of the Parliament. W 
Chalise was trying to avoid blaming his Nepali C 
colleagues for the disaster. End Note.) 


Comment 


5. (C) The government recognizes it badly misc 
negotiating the eight-point agreement and is no' 
walk it back. The GONV's chief negotiator of the 
Krishna Prasad Sitaula 

publicly that there could not be an interim gover 
the Maoists still had weapons (septel). While tr 
seven-party alliance cannot publicly disavow tht 
it will publicly and privately stress that Maoists n 
up their weapons before becoming part of gove 
continue to buck up the government and urge tt 
united in insisting that Maoists give up violence 
entering government. 


MORIARTY 
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pressure\" is being put on him and his party by t 
Presidency. He supports \"negotiations\" as a p 
for elections 

international fundraising appeal and expects pa 
strong support from individuals and institutions i 
End summary. 


2. (C) Kashala telephoned the embassy June 1! 
appointment with the Ambassador 

his \"recent meeting with the UN Security Coun 
general security concerns 

his presidential campaign. DCM and poloff met 
for thirty minutes the following day. Kashala spı 
about his campaign and security-related issues 
mention of the Security Council visit. (Note: Ka: 
not meet individually with the UNSC delegation 
June 10-12 

June 12 with several other candidates 

press. End note.) Kashala made no direct refe 
month's arrest of three AmCits working for his · 
primary subject of his May 25 and only other me 
embassy staff (reftel). 


3. (C) Kashala claimed he is now in an alliance 


'AN/PA. E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA SUBJECT: DA 
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political parties 

with Vice Presidents (and fellow presidential caı 
Bemba and Azarias Ruberwa. Though not part 
Bemba-led RENACO coalition announced on JI 
said Bemba had called to ask that Kashala and 
the Reconstruction of the Congo (UREC) party | 
Bemba\'s MLC -- an option at which he is \"look 
The UREC alliance 

1000 parliamentary candidates. 


4. (C) Kashala stressed that he has been in clos 
with Etienne Tshisekedi\'s UDPS. He noted in ү 
he had been working with the party\'s \"political 
lawyer" (presumably Joseph Mukendi) to discu: 
alliance. 


5. (C) Kashala said he has been contacted six t 
with President Kabila. He claimed that member 
Security detail 

have been urging him to meet with the presiden 
said he would not meet with Kabila 

the first round\" of elections. 


6. (C) Kashala claimed that the Presidency is fe 
threatened by his campaign 

party. He specifically mentioned that National $ 
Adviser Samba Kaputo and Ambassador-at-Lar 
Katumba were responsible for the \"dangerous | 
put on his party. He mentioned that concerns a 
harassment had led him to move his mother (wl 
Kinshasa) and his brother (who he said is V'with 
in Kisangani) to new residences. He noted that 
looking for a replacement firm to provide campe 
(reftel). 


7. (C) Claiming that those around Kabila were g 
\"intimidation\" and \"gross violations of human i 
Kashala said the accusations of illegally attemp 
weapons made against his lawyer 

up\" and \"ridiculous.\" Kashala said that Mukac 
Congolese-Belgian dual national) 

questioning on June 8 and held for a week with: 
being filed 

(Note: MukadiVs detention and deportation was 
by the GDRC 

some sort of protest. End note.) Mukadi\'s ass 
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(SBU) Summary: The Central Government recently announced six new measures to guide property c 


nd the futility of imposing a universal model for financial regulation. Attendees appreciated Barth\'s e 


i CUSTOMER LOOKS AHEAD TO FLIGHTS TO TAIWAN REF: GUANGZHOU 14846 (U) THIS DC 


‘ator General\'s Office in conjunction with the Customs Control Committee and the Border Guard Ser 
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was also summoned by the authorities 
in Kinshasa 


8. (C) Kashala said that negotiations need to tal 
\"clarify\" key constitutional 

pointed out that he had met June 15 with Monsi 
Monsengwo 

National Episcopal Conference of Congo (CEN! 
supported the \"Catholic Church\'s idea\" for nec 
before elections. Kashala averred that the abse 
negotiations 

Kabila supporters 

elections should be held at all. Kashala added 
that he personally supports elections. 


9. (C) Kashala (comment: rather disingenuously 
some European ambassadors had asked him if 
change Congo\'s political and economic orienta 
the U.S. if he were elected. While noting that tit 
European countries would not be broken 

that closer ties with the U.S. would be a good th 
Congo. 


10. (C) As those in power are V'trying to squeez 
sources 

fund-raising campaign. He intends to use his U 
well as direct solicitation to raise funds. Noting 
had already had a fund-raiser at Milton Academ 
he will be drawing on established networks at H 
Massachusetts General Hospital 

in the U.S. and abroad to \"let them know" of th 
was facing and to ask for contributions to his ca 


11. (C) Kashala had clearly thought in advance 
messages he wanted to convey 

carefully. First 

star is on the rise. Though the government's h. 
a gift of publicity that money couldn't buy as ar 
its clumsy handling of the case of the 32 so-call 
mercenaries working with Kashala 


th Korea - Somalia PARIS - Wednesday, June 21 2006 (A) SUBJECTS COVERED IN TODAY\S RE 


Column 3 

playing only in the minors. In a BERCI poll conc 
second week of May 

only 0.3% of the electorate. Whatever bump he 
to recent publicity about the mercenary case is | 
significant. Second 

with the UDPS and that he is seeking further all 
including with some strange bedfellows. Third 
send a message that the holding of elections cc 
imperiled if negotiations don\'t take place -- a m 
lacks credibility. It is clear that the large majorit 
Congolese are tired of endless political class ne 
and want to move to elections as soon as possi 
commitment shared by the DRC\'s international 
finally 

the U.S. and intends to play his \"American carc 
can during the campaign. End comment. 
MEECE 
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when in fact they work for very low wages 
all 


5. (SBU) Faruk Demir 

Gelecek which reports on trends in youth identii 
told us that three values are of increasing impor 
young population: social nationalism 
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Islamism. He explained that social nationalism 
anger or resentment toward other nations and e 
Turkey\'s power in the region. Nationalist Islam 
is an emphasis on a combination of national val 
values 

relationship between the state and the individua 
us that those who value Islamism put Islamic ve 
traditional \"Turkish values\" and emphasize Tul 
connections with the Middle East over western ( 
Demir also told us that Kurdish nationalism is o! 
among the young Kurdish population in Turkey\ 
provinces. 


6. (SBU) The English Language Fellows (ELFs) 
Trabzon and Eskisehir told us that their student 
themselves as Turks first 

are USG-funded English instructors who teach | 


shi Kaneda in Tokyo on June 21, 2006. The Treaty will enter into force in thirty days. As per instructi 
tical and security developments in Somalia, according to senior Arab League contacts. League бесі 


uss situation in Sri Lanka, possibility of a US-India joint demarche (ref a), and US proposals for intern 


389 Tiananmen massacre in the run-up to the 15th anniversary of those events. Dr. Jiang\'s work uni 


tt still drying on the brand new Parliament building, the Minister of Finance, Zakia Meghji delivered the 


SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION ------- SUMMARY ------- 
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variety of cities throughout Turkey.) When aske 
\"Turkish\" meant 

Yeni Nesil (New Generation) told us that it was . 
values 

and tolerance. 


7. (SBU) In June 2006 

of Economic and Administrative Sciences condi 
university students country-wide on a variety of 
including identity. When asked about nationalis 
nearly half of all students surveyed identified the 
either \"very close\" or \"close\" to this feeling. 


8. (SBU) Turkey\'s population is heavily weighte 
people 

yet to translate into sufficient job creation to abs 
waves of young people entering the work force. 
numbers of young people entering the work forc 
enormous challenge to policy makers. With nal 
Islamism increasing among the youth 

as well on reforming its educational system to p 
higher-level schooling to a larger percentage of 
population. If left unaddressed 

educational opportunities for students 

east and southeast 

bomb that will add to the existing alienation and 
hopelessness in that region. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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advise us not to join NGOs or political parties 
was dangerous to be involved.\" 


e debt contributed to Watani\'s collapse, and the CBY is seeking repayment in order to honor commit 
g, and overall crackdown on NGOs. She pointed out that Irish diplomacy in Venezuela is handled ou 


Juched a nerve in the highest levels of Armenian government. During a June 20 meeting with the Ат 
:CIPROCAL VISIT REF: 05 MUSCAT 1050 1. This is an action request for ECA, DRL, and G/TIP; р 


гарауа in Porong, East Java since May 29. The rate of mud flows have increased from the 5,000 to: 
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3. (SBU) The Marmara University student also t 
peers are afraid to discuss politics at school 

it will affect their grades and what type of job the 
get. She added that her generation equates thc 
politics with corruption and abuse of office for pı 
gain. 


4. (SBU) Although we found that most young Τι 
involved in politics 

major political parties have youth branches thro 
country. Membership numbers are not publishe 
Justice and Development Party\'s (AKP) group | 
largest 

parties are small. 


5. (SBU) Like the population as a whole 

divided on their views toward the ruling AKP 
appearing to fall along socioeconomic lines. № 
Ozdemir 

hotel in Pamukkale (a tourist destination in Sout 
Anatolia) 

economy and that 

ago 

AKP\'s economic policies have directly affected 
of his family. In contrast 

(ELF) posted in Ankara told us that her student: 
upper- and upper-middle-class) were disappoin 
AKP\'s policies but simply grumbled in private г 
publicly protesting. The Marmara University stu 
expressed dissatisfaction with the AKP 
changes positions often and does not keep its v 


6. (SBU) The economy and job prospects ме! 
minds of Turkish youth. A group of 40 students 
Gazi University told us that 

situation in Turkey appears to have improved 
are not benefiting. In a roundtable of nine unive 
students from five different universities in Ankai 
students agreed that the economic situation is 
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;O Summit. He encouraged the United States to have more dialogue with the SCO to avoid misunde 


1g the SPDC\'s expectation to retain Tier З rankings, its satisfaction over modest progress acknowled 


INCE: AL-QAHTANI CRITICIZES MUSLIM TRAVELERS FOR RELIGIOUS PRETENSE 1. (C) In cc 


e, who said that no Benin representative would be present at the OIC Ministerial in Baku, personally : 


vernment ahead of next January\'s parliamentary elections. PM Zia favors giving Anmed some more 


istance and cooperation with the United States. Post is sending the original letter via pouch (registrati 


Column 3 
with the cost of living ever increasing and the ve 
their wages decreasing. 


7. (SBU) With unemployment rates for universit 
ages 20 to 24 hovering around 39 percent 
participants expressed concern about finding а. 
graduation. The students said that nepotism is 
is underemployment. Dilek Ozgun 

foreign mission in Ankara 

lucky among her peers 

year after graduating from Bilkent University. S 
that many of the friends she graduated with in 2 
looking for jobs 

often working as cashiers and waiters. 


8. (SBU) Of all the topics we discussed with γοι 
Turkey 

woman\'s right to wear the Muslim headscarf is 
polarizing issue in Turkey today 

fiercely antagonistic camps on the issue. (Note 
currently prohibit women from wearing Islamic-s 
headscarves in government offices 

and universities. End note.) The Gazi Universi 
universally supported the right of women to wee 
saying it is undemocratic to not allow students ti 
Both the Gazi students and some of the roundt 
from Ankara universities pointed out a double-s 
dress code at universities 

miniskirts 


9. (SBU) Many young people noted the fine line 
womanvs right to wear a headscarf and women 
wear them. Ibrahim Ozdemir told us that his 48 
mother had just recently started wearing a heac 
that it was her own choice and that he felt she s 
the right to do so. Several of the students in the 
roundtable said the headscarf was a symbol of 
and male dominance. Many feared that 
headscarves be relaxed 

to wear them. The Ankara-based ELF told us tt 
liberal students are upset about the increase in 
of women wearing headscarves since the AKP : 
2002. The ELF in Kayseri noted that her studer 
the headscarf as a political tool. 


alise, told the Ambassador and Pol/Econ chief June 21 that the Government of Nepal (GON) now hac 


with Vice President Jean-Pierre Bemba and/or UDPS leader Etienne Tshisekedi. Kashala claims he 


та this increasingly important cohort, Mission TurkeyVs first- and second-tour officers conducted seve 


; to reach out to Turkey\'s booming youth population, we met with young people throughout the count! 
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the USFJ 


t of nuclear-powered 


ge girl 


survey next month 


tes with Japan on 
foreign aid 


ral in Tokyo to 
тет 


government ends 
5 on restarting 


Japan plans to ban 
violations 


Je hike in 
dedicated tax for social security 


Board (PCAOB) asks 
se auditors 


ntlement among 


«ens call for 
int in scandal- 


th Embassies Jakarta and Manila with regard to desirability of a September/October timeframe for thı 
\PANESE MORNING PRESS HIGHLIGHTS 06/15/06 Index: 1) Top headlines 2) Editorials 3) Prim 
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70 Abe as its LDP 


dy for Abe-Fukuda 


survey shows nation 


000 delivery facilities - about half of government 


1 established by DFAA 

iuncilor for 15 

rorth 800 
a 12-million-yen bureau chief comes with 600-million-yen 
a 10-million-yen department chief with a 400-million-yen 


зоду in Cabinet Office 


LDP eye lowering drug prices next spring to reduce 
as may be lowered 


Labor and Welfare Ministry: Childbirths could drop to 
000 in 2050 - 40 PERCENT of current level 


tly for social 


ent 
South Korea need clear rules to avoid 


ador for raising the matter and SIPDIS assured that he would consider the USG position. BOYCE 
off that despite Turkmenistan\'s resource wealth and strategic location in Central Asia, Tel Aviv does | 


| Conoff that despite Turkmenistan\'s resource wealth and strategic location in Central Asia, Tel Aviv d 


ле HRC should focus on procedural, not substantive, issues. Khan agreed that the proposal to form : 
on in general, particulary that the agenda should focus on establishing effective processes and mech 


165. On learning of the Secretary\'s November decision to waive Congressional restrictions on FY 06 
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uling on 


South Korea must conduct talks persistency 


scal panel report 
imperative 


ling at М/С 


June 14 


2006 


special advisor to the Cabinet Office. 


and LDP Upper House Secretary General 


ary Nagase. 


)Ρ prefectural 


al). /////// MCCORMICK 
e is the only assistance required. 3. (SBU) Embassy point of contact is Political Officer Tod Duran. C 


dawa (missionary work) undertaken by laymen organized into small groups (jamaats) that conduct 41 
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and lawmaker 
member of the Council for Science and Technology 


vards with Science 
f of Secretariat 


shita at Akasaka 
Science and 


Canon Chairman Fujio 
and Toyota Motor Chairman Hiroshi Okuda at Garden Court 


US to mention Japan-US alliance in the world in a joint 
first summit 


2006 


the final stage of 

it to be released 

‘ime Minister 

. Bush. The statement 
several 

irst joint Japan- 
since the April1996 one released 
dent Bill Clinton 

e this summit 

mi\'s diplomatic 

> significance 


in stressing the global importance of the 
will go one step beyond the previous Hashimoto-Clinton 


as \"playing a key 


stability 
shared values as 


ans of India\'s National Security Act (NSA) but the detention period under NSA ends in September. E 


issia\'s support for separatism in South Ossetia. Kelin denied annexationist aspirations and said Rus 


has announced it will soon begin privatizing two of its significant assets: telecommunications operato 


2) 1.(C) SUMMARY: On May 31, Congressmen Robin Hayes (R-NC), Joe Wilson (R-SC), Jeff Mille 
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> to include а 
ed joint 
its to somehow stress 
Corea abduction 
the statement is likely to mentions progress 
IS. 


ger political 
and Iran from their respective military buildups. 


ning for GSDF 


2006 


at his office 

stors in deciding 

e troops currently 

of withdrawal 

\" Koizumi added. The premier then ruled out the 


»alignment 


2006 


f its assembly over 
S forces in 
including a plan to relocate US military aircraft training 
"ukuoka 
Fukuoka Governor Wataru Aso stated: 
ty policy. In 
we also should consider the wishes of people in Okinawa 
1. Мт not 
plan.\" The 
it for specific 
flight missions. 


loyment 


2006 


Kanagawa Prefecture 
3 Navy\'s planned 
r to its Yokosuka 


2. (SBU) GOM FM Vlahovic is looking to travel to Washington in late June 


s to date and upcoming priorities for the ND during the Finnish EU Presidency and beyond. The Finn 


o toed the party line supporting the third term, are beating a hasty return to Atiku\'s camp. Atiku allies 
cultural anti-desertification projects in 11 northern states. AgAttache accompanied the Charge\'. Pern 


e and procedural concerns. MacKenzie elaborated on specific concerns like self-determination right: 
SAL MEETING, AND SAID DEPUTY FM FUAD HASANOVIC WOULD ATTEND THE JUNE 23 EVEN 
ла! Chihana would become President of Malawi in 1994, after he had led the fight for multi-party elect 
eptember 24, bypassing current church canon that mandates elections within 40 days of a vacancy d 


:stonia\'s successful post-Soviet economic transition. Adams\' trip focused on lessons the successful 


ie importance Tokyo places on its relations with the U.S. The article also reports that Koizumi is expe 
PN 
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Yokosuka Mayor Ryoichi 
Navy\'s plan to 
a nuclear-powered aircraft 
to Yokosuka in two years. V'I think it would be 
trier enter 
V the mayor stated before the assembly. Now that the mayor 
Yokosuka will 
vered US flattop. 


the Japanese and US governments will hold a meeting 
asic agreement 
nuclear carrierVs 

the government will ask Yokosuka City for 


\"I will ask the Japanese and US governments 
ilve their 
the mayor has indicated that Yokosuka will 
including a mutual 
Navy. 


October last year to 

a conventional aircraft carrier 
2 be mothballed in 

with a nuclear-powered aircraft carrier. However 
Yokosuka and 

another 

however 
of nuclear 
iccept the 

the mayor met with 

the mayor indicated his de 
government assured 

\" he said. 


заг with a campaign 
ployment of a 

the city\'s 

to call for the US 
an. 


Chief Cabinet Secretary Shinzo Abe met the 
of the nuclear 
yr for his 

\" Abe said. 


n Yokosuka 


Cypriot law and EU directives. Over the last two months, asylum seekers in Nicosia have held a serie 


;CORDINGLY. МОТ FOR RELEASE OUTSIDE U.S. GOVERNMENT CHANNELS. NOT FOR INTEI 


against Baidoa, which the PM did not expect them to do. Meles said the Transitional Federal Goveri 
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2006 


‘ed a US sailor 
Id high school 


47 
is suspected of touching the first-year 
at around 7:55 
re in front of 
e of Keihin Electric 
Kanagawa Prefecture. 
1s. 


urine current survey 
ns may heighten again 


2006 


Seoul 


South Korean Minister of Foreign 
speaking of the planned marine 
stated: 

‘territorial waters 

1e survey. He 

y as planned. 


ment on Japan\'s offer 
»f boats only for 


2006 
Jakarta 


‘three patrol boats 

treating this offer as an exception to 
\ signing ceremony 

but the signing 
Jte at the request 

which stated an objection to the 


id shoreline change. 2. As per reftel, no assistance is required. SECURITY ADVISORY: 3. Since J 
was confirmed by an autopsy. Leading the protesters at the site was a Cabinet Minister from a small 


velopment Party (AKP), who stressed that the GOT leadership has played no role in the visit. End su 


eight ethnic minority Protestant congregations in three provinces. In addition, they are educating loca 
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wolving the ODA- 

‚e that agreement was 
and 

xamined before the 


the two governments have 
ch purposes as 
in view of Japan\'s 


at the signing ceremony held in Jakarta yesterday 
1 Japanese 
the current wording 
ating to 
and the two 
but it is 
as this is a very 
iples on 
aching accord has 


зу could have discussed 
they changed their 


uring talks with METI 
A discussing issue 


2006 
Trade and Industry Toshihiro Nikai yesterday 


ı Nations (ASEAN) 
iotel. In response to 


ion economic 
organization for 
the 


\"The proposal is worth considering. | 


nber nations.\" 


but 


) developments in Japan for the period June 8 to 15. No human or animal outbreaks of H5N1 avian i 


2, USAID/RDWA USPACOM ALSO PASS TO J07 E.O. 12958: N/A TAGS: TBIO, AMED, CASC, EA( 


ii Ministry of Foreign Affairs Permanent Secretary Krit Garnjana-Goonchorn. The Ambassador urged 
The Ambassador explained that we were concerned that if the ban was not lifted by the time of the vis 


significant communal tensions and local people were unconcerned about an election they saw as far 


fthe U.S., Australia and New Zealand on the Draft Declaration of the Rights of Indigenous Peoples. | 
ns of the Norwegian Human Rights Dialogue, the Deputy Director General of the provincial PSB told : 
e bus was carrying approximately one hundred passengers and that at least 58 are confirmed dead = 
2 attack in Damascus on the compound of the Syrian TV and Radio headquarters (ref A). A press re 
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Labor 

Forestry 
s the nation on US 
hed agreement with 
its with licenses 
ind will decide as 
eef. The first 


are somewhat perplexed 
. Related 
including retailers and the food-service industry 


ireventive measures as 
one participant 
iresented in other 


dans to set rules on 
like 

were put on the 
which wanted to avoid 


darently came under 
with an eye on the upcoming midterm 
to obtain 
ures as prior 
but consumer distrust is unlikely to be easily 


rts were resumed 
as there have been few inquiries about 
V а responsible member of the Japan Meat Trade 


лауе no plan to put 
egain confidence in 

the operator of the 

has categorically said: "We will not use US beef 
removal of 


lay June 9, 2006 delivered Washington agencies\' points on International Energy Agency (IEA) memk 
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t survives the transitio 
yal officers and WHA a 
wit 
ibility in the BLM process. 
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message in more 
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issistance programs 
000 local 
tarbuck\'s good 
responsible environmental stewardship 
and commitment to improving the overall technical 
the company\'s primary 


the second most valuable commodity in 
employs an estimated 25 million people worldwide. 
the coffee market can be very volatile 

or coffee 

ironment. During 
market trends radically lowered the price companies 
so that in 2003 wholesale coffee 


yat securi 


ant amongst our Kuwaiti interlocutors with the anal 


ON THURSDAY. THE MEDIA SAID THAT THE VISIT WILL BE SYMBOLIC AND NOT MARK THE F 
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Starbucks 
ers hurt by erratic 
Sompany - Farmer 
located in Costa Rica 
large market 
the company can play an especially important role in 
able purchasing 
especially in their primary supplying country 


iinable future for 
they are 
'e growers and 
Starbucks 
conducted a two-year pilot project and then 
»edback to develop 
=. Practices 
suppliers must pass a two-part assessment. First 
\.F.E. Practices 
ality and economic 
they are scored on critical social 
environmental and quality criteria for growing and 
quantitative 
and can be applied to any part of the 
the farmers and suppliers that 
long-term 


Receive Acclaim 


e farmers invest 

ducing high- 

farmers are better positioned to earn more and 
enabling them to invest in their 

3ed farmers who 

reir communities 

sation programs. 
winning the 

vard for International 

ment and the 


tion to join the 
a voluntary international network of 


UN agencies 


wernment when it 
offee producers 


‘ers 


19 oft 
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» Center houses a 
sustainability 
farmers and 
Mexico and South America 
| relationships 
ffee while 
resence in Costa 
gain 
best practices that 
the future. In 
000 farmers have been approved under C.A.F.E 
iall holders and 
received some sort 
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? credit to Costa 
to farmers who 
g year\'s coffee 
arket for 
“the downswings 
as well 
oney in order to 
success of the Costa 
Starbucks is currently investigating the 
urther implementation 
id sustainable 
rice of coffee 
dards of other 
ensuring C.A.F.E. Practices worldwide benefits Costa 


. firm that has 
ү the values 
ansformed the 

000 farmers while raising social 
2 Starbucks\'s first 

the World Environment 
vironment Center Gold 

in Sustainable 
5pressrelease. pdf. 
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-ula agreed 
» was 
responding to different 
and was in campaign mode in the run-up to the 
1 Uribe he 
3olivian 
home. 
of Brazil\'s 
ns during her 
ent for the 
d that Lula 
ndling of 
but so far it was not affecting his 


with Foreign 
a and Felicio. 
allout of the 
set" and 
wing tension 
ligenous workers 
as Bolivia began its 
resident Brazilians would not be 
'estment in 
cally 
the 
with 
"2008. The 
d make a choice 
but that Bolivia would 
:ighbor.. 


-MVs telephone 
памех that 
with Brazil\'s 
'enezuelan 
1 image of the 
an optic 
Amorim told Shannon he 
AERCOSUR would 
er Chavez. 
said Shannon 


toward Bolivia. 

‚ door on Morales 
ials never 

an 

ocutors speak 


full support of any offer that may c 
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ppeared more 
oraCAN 

fthe EU-Latin 

s would meet on 
3 day. Barco 

J about 
1essage. 

Jrage their 


VIZER 


oroach toward the 
the G-3 
structured 
he was at a disadvantage. When the environment 
his financial resources and ability to 
hat he did in 
and this is what he is trying to do abroad. 
Yued to be that 
it for 


citing Chavez\'s conciliatory comments toward 
man 


agreed this was the right approach. Venezuelan 


which could lead to a new policy of 
as also cycling 
o himself. 

Chavez\'s introspective moment would not last long 
Je said the 


2e possible - 
commerce 
‘ia Pilar 


Ambassador Brownfield\'s 
> FM Rodriguez 
only for Chavez to announce two days 
he was welcome if 
he would 
1makes 
noting 


on television in a Taliban-st 
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ınd social 


ory remarks 

itely all along. 

e and planned 

) said she 

antified in her 
particularly on the energy 
She 

help \"knit 

taining the 

) was important to 

1ез\' heel" is a 

V she said. 


ES; NON-COMMITTAL ON UNSC 


zhile. The GOC 
ut she had so 
would meet with 


Ὁ do 
nowledged that 
ielan 
in tough. GOC 
but they have made 
on\" or 
elations with 


ales now leading 
their other concern was renewed tensions over their 
something Chavez 
ely 
or push for a third 
noted Shannon 


very concerned 
rganizerV 
1 every other 
and use the Council as a 
isensus on 
tive and 
Session of the 
which Colombia 
alans were 
‘ions to the 
where Venezuela failed to secure a 


and made no mention of specif 


tyle, particularly 


provide the 
«eyvs 
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Rayo Montano got an \"investor\'s visa\" 
la\" (i.d. card) 
‚ma. 

Rayo Montano\'s cedula did not show 
incelled by 


Rayo Montano owned a 
on the 
including three inhabited islands --Las 
) used to 
ach-front 
la 
which had been visited throughout the years by 
a local 


of the 
zal Casco 
just a few blocks away from PanamaVs 
e in the 
where he and his family lived before 
two large fishing supplies stores 
ter Isa Pilar; 
and fishing stores in 
Ὁ seized 
r 
000 in cash. 


ions in Panama 
115 people 
spicion about 
lis can be 

1 society is and 
so confirms 


a 
he qualifies for an \"investor\'s\" visa 
ћпісіап 


аиста popular anger over Ara 


the U.S. TRQ, Mozambique co 
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sedula to 
th which is 
ia fails to 


'aad lives 

lontano owned 

) know of 

isidering 

000 for each apartment in the 
it is difficult to believe Traad 

building. 

000 each in that 


000 for a run-down restaurant 
іс coast. 


‘arty (PRD) 
Colon 
rrent PRD 
transaction. 
chances are that Rayo Montano also 
both natives of Colon 
fail to be aware 


was able to 
ΤΟΙ three 
? Ministry 


Rayo Montano\'s 
was able to sponsor fishing 
000 in prize money? 


of what drug 
money launderers and many other 
is no object. 


bankers 
\" for the right price. How many Rayo 
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ernor and PC 
General Qais 


ant enough to have 


tional 
gative 
nation asa 

he noted 

such an 

one PC member stated 
charged with the 
including the Iraqi 


a member of the PC 


could have resolved his personal problems with 
Usama did not 
2 wanted from 
it General Qais - and 
ial security 
ship over the 

Usama stated that Qais\' continued 
le council and 
ed unnoticed. \"! 

V the doctor concluded 

not rest upon 


the current 
‚еа the governor 
:O and PRT assistance 
‘ger security 
the U.S. military 
an overall strategy 
the reengagement with 
rtranslate 
overnment and the 
the governor\'s possible motivations are disturbing. In all 
ecurity card as 
те provincial 
1g anew 
hold Qais 
lends credence 
Ir. Usama\'s 
REO assessment continues to be that General Qais is 
effective 


outside Dili; --- Security en 


ymment: As in past 
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‘APPROVING THE SCHOOL\'S 


THE UAEG 
2 CIVIC ACTIVITIES. AS 
THE ABU DHABI CULTURAL FOUNDATION HAS HOSTED 
USS PALESTINIAN 
AND THE FORMER DEPUTY PALESTINIAN 
SUAD AL-AMIRY 
IE DIRECTOR OF A 
ABBO SPOKE AT THE 
IES AND RESEARCH (ECSSR) 
ABU DHABI MUSIC 
THE SON OF THE POLITICAL 
TERNATIONAL 
RECENTLY OPENED A LIAISON OFFICE IN DUBAI 
ER IN SEPTEMBER. 


‚ PERMITS 


JRITY IN WHAT THEY 
"AND THEREFORE DO NOT 
TIVITY LIKELY TO 
В TO "ROCK THE BOAT." 
POLITICAL-RELATED ACTIVITIES WERE USUALLY 
\ EMBASSY COMPOUND IN 
ST DEMONSTRATION IN 2000 
AND LECTURES BY 
ILTURAL FOUNDATION AND 


INS AMONG PALESTINIANS 
THEY ARE OFTEN LIVELY AND HEATED IN 
OENTERA 
HEARING FERVENT DEBATE 
I LEADERSHIP. EARLIER 
BUT LATELY PALESTINIANS 


?TION IN FATAH CIRCLES. 
KHAIRY AL- 
IS AFATAH MEMBER. END NOTE.) PALESTINIAN 
PRIMARILY ARABIC AND ISLAMIC STUDIES TEACHERS 
TEND TO BE MORE 
HEIR VIEWS THAN THE REST 
IOTE: THE UAEG HAS BEEN 
ЗМІ?Е AND UPDATE THE 
TO CORRECT 


in th 
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NOTE.) SOME 
HOWEVER 
IFNOT MOST 
WHILE 
HOOD HAS NOT YET BEEN 


E BUSINESS 


INVESTORS IN THE 

PREFERRING FOR SEVERAL REASONS NOT TO INVEST IN THE 
3 IN THE UAE FOR 

MANY STARTED AS SALARIED EMPLOYEES AND THEN WERE 


THEY USED FOR INVESTING 
= THEIR OWN BUSINESSES 
THE OWNER OF A MAJOR CHAIN STORE 
MOHAMED ABU ISSA 
SECURITY AND OIL 
WHO IS ALSO A MAJOR FINANCIAL CONTRACTOR 
IS PALESTINIAN AMERICAN NOOREDDIN SEHWEIL. A 
IHABI IS OWNED BY A 
MUNTHER FARAH. THE PALESTINIAN 
3OUT TWO YEARS AGO AND 
;ONTRIBUTIONS FROM 
AND ENHANCING BUSINESS TIES 
iN AUTHORITY (PA). THE 


WHO VISITED THE UAE 
60-70% OF 
'HE CONTRACTING 
FOLLOWED BY 7-10% IN INFORMATION TECHNOLOGY FIELD 
'PLY FIELD. SOME OF THE 
INIAN JORDANIAN RIYAD 
OWNER OF A MAJOR CONSTRUCTION COMPANY; 
UNTIL RECENTLY A 
tY STORE CHAIN \"SPINNEYS\"; 
OWNER OF ANOTHER LARGE 
WHO NOW HAS 
A LEBANESE PASSPORT) 
\L EMIRATI BUSINESS 


T 


ESPECIALLY THOSE WHO ARE WELL 

ARE INVOLVED IN ONE WAY OR ANOTHER 
'ALESTINIANS OR 

LL FIXED FINANCIALLY 

LAILA AL- 

WIFE OF YOUSEF AL-HASSAN(SEE PARA 3) 


Jne 20 a photograph of a postal employee han 


rs didn 


copy and said the report showed that the USG understood the 
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AN JORDANIAN MOHAMED 
OWNER OF A MAJOR SHIPPING COMPANY 
AND FUNDRAISING EVENTS. 
40 OFTEN BELONG AND 
A 
HAS BEEN 
¿SS WEST BANK ISSUES. 
\RITY AND FUNDRAISING 
UNIVERSITY HAS AN 
\CTIVE IN ORGANIZING 
iE OF SHEIKH NAHYAN. 
MIN USRA LI 
IS ACTIVE IN 
SUCH AS 
RAMADAN IFTARS AND PALESTINIAN 
THE ORGANIZATION ARRANGED FOR A 
‚ PALESTINIAN 
\"TO BE 
ἬΕΗΝ EMIRATES. (NOTE: 
NG BE APPROVED BY THE 
HAS STIPULATED THAT 
ONS BE FUNNELED THROUGH 
ΝΤΙΤΙΕΘ. IT IS UNCLEAR IF 
¡SING ACTIVITIES COMPLY 
END NOTE.) 


1E UAE EXPRESS 
ΞΝΟΕΡ BY THEIR SUBDUED 
= JANUARY 2006 


Y AND FAVORABLE TREATMENT 

2 JEOPARDIZE THEIR 
PALESTINIANS IN THE UAE WILL CONTINUE TO 
ALONG WITH FUNDRAISING FOR 
WHILE FOR THE MOST PART KEEPING THEIR 
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ported that 
sations were 
за Awaad that we 
postpone the 
Jus and crude 
und noise of 
Mubarak\'s personal sensitivity about this 
trolled media -- 


g, but did not appear fully b 
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Egyptian 
delegation member Muhammad 
¡gested that Egypt 
stinian 
nistration\'s 
zgypt seemed to 
an 
Egypt was being charged with 
some said 
ı coming to 
its failure to do so was a sign of its declining 


icle in 
dated June 16 


on heard was 
me of the 
stitutes... 
the success of 
by 
atah in the 
wo sides. 
an even 
saying that if Egypt had really 
then the (election) 
of of its 
(they then said) if 
1as to control 
with the objective of frightening 
20Γ8ΟΥ in the 
the Muslim 
y elections 
р - then it 
n ally of 
which provides Egypt with military and economic 
annually. 


the delegation rejected these illogical allegations 
| with some of the 
there was a 
le Egypt\'s 
which had 
was (also) used for this 
ican security 
ign and 


the delegation refuted the basis of this report in 


al urban municipality 


ya prelude to partition. Berisha\'s 


‘ax at 246/ 


king groups covering business facilitation, standards cooperation, intellectual property rights c 
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25 were felt 
who 
for cutting 
nce to 
in order to punish Egypt for backpedaling on political 
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rliamentary 
3 they belong to the 
even if he is not worthy of running for 


or bribes they are given. The latter are the most awful 


e Arabic daily Al-Qabas 
<ies\" (6/16): \"The 
yusand miles begins 
mocratic 

their belief and hope increase that they are in good 
are clear and the 

itis 
oolsters our 
ince into the 
democratic 
ory with letters of 


ic daily Al-Rai 
Youth\" (6/16): V'With all 


ids. The thrust 

ind the leadership 

they have given a new soul to 
and more specifically to the 

and laziness. We hope 

` democratic path in 

m after exhausting 

d of the elections 

road is long ahead 


xderate Arabic daily 
off Right?" (6/16): 
if it has one 
a path of justice 
it should listen to others\' opinions on reducing 
and the numbers of candidates in relation 
so that the people may state 


in of the independent 


ership (5 


PDVSA, met wi 


vu 
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; countries. The 
ajority if it 

five 

in a new era 


> daily Al-Watan under 

the Dissolved Leadership Agrees with the 
in the former chairman 
ied the ruling family 


and that their 
at he would 
? clear and the people 
10t know whether he 
ntly in government or 
have said those 
some opposition MPs were 
y the former chairman.\" 


man Mikki Al-Qalaf 
sah under the title 
But...?\" (6/16): We are tired of 
gans about how they 
urage to reveal any 
it there is 


eir names at 

the candidate to the 
people and tickle 
chair. V" 


visit: 
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10 cried over the 
; the same case for 
| the crimes and 
and turned their 
according to conspiracy theories 


apply 


had also been flying with instructors at 


IDA 7) As GSDF leaves Iraq, Chief Cabinet Secretary Abe voices pref 
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d the completion of 
merican-lranian ease. 
2 is no doubt that 
ion of 
the 
?e opportunity passes 
structure of the 
Baathists 
y\' (a verse from the 


; daily Al-Watan under 

15): \"Iraq is 
who inflicted all kinds of torture upon 
there is an 


awi and other 
your end is near and your vanishing close so lift your 


visit: 
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would 
\"by the old route\" - a reference to the 
‘of Mada\'in 
fity) and 
(an area of substantial insurgent/AQIZ 


= D> w 


it he had 


Mahdawi\'s 
who in turn contacted the 
juickly 
n of 
they say 
iter the 
into the 
the 
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conducted on the evening of June 12 


establish (based on the visitors logs at both 
S 


MOH 
;. On 
Dr. Faris Taha al-\Azzawi 
was 
ure the 
who had been arrested after 
allegedly 
zzawi\s 
ays later. 


-General of 
rom within the 
it will likely 
all- 
uick 
ty at 
and his abduction is assumed to have been a brazen 
sording to 


in a conversation with a PRT 

the IIP had nominated Mahdawi as a 
Health; 
as the 
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while the 

ment and 

‚ecause 

'5) emphasis 
discrimination is at aminimum and women 

n all 

be 
including a 

a Sunni Arab west 
would be in 
however 

is to 


‘anT E@state.gov 


ling with individuals taken off the battlefield in 


the MCNS on the evening of J 
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Goran believes the USG will have to change its 
ts each 


OM ADVANCING 


Goran 
»b than the 
le 
he claimed 
ve to 
d policies 
ups in 
on the other hand 
пу. 
\" unable to truly 
3\" in their 
it towards 
he said. As long as fighting between those 
said Goran 
he said 
ountry. 
roup in Iraq 
separation of 
inly 
ictful to 
cultures and customs 


said Goran 


FOR ALL 


ree 

which was unlikely; move 
which so far was failing 
ectarianism; 

oran 

n was 


a Sunni Arab-led west 

and a \"Brussels-style\" arrangement in 
1ge was 

he claimed 
e in the 
Shia had 


on for 


ıce. End 


nferenc 


ons to make this happen. END SUMMARY. 
increase rider 


Column 4 
a slight majority in the country 
Ali 
claimed Goran. \"Silly 
3m 
he said. Goran believed if the USG could 


` ethnic 
the outcome would benefit everyone 


ather 

\" Goran claimed. But such an 
e lraqvs 

such as Turkey 


he said. Goran estimated there were 32 
' found it 
heir own 
such Serbia and Montenegro 
еа the 
about the 


Kirkuk 
'a should be 
iey too 
ted by the 
were 
he claimed. Goran said while 
'e attractive 
places like Tal Afar and western Mosul were 
and thats why we 
V he said. 


em 
for example 
ing care 
he said 
„ The 
sliked the 
spoke for all 
ller 
and was a big supporter of the 
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1 churches 
ars now 
a first in the history of the 
he said. Goran still believed the Yezidi 
since Kurds were Yezidis that 
contrary 
Dr. 
\" 
saying al-Qado could not get assurances from 


1ed to 
‚ek were 


hear from 

and even from other groups in northern 
stians 

dad to live 


Goran has evidence to continue building the 
es. 
partition 
or how a partitioned state would 
or how the national security forces would 
time of 
his statements reveal what many Kurds in Iraq say 
the dream of an 
separation 
south. 
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ле back 
at the July 1 

Ibok added 


but Charges for it 


1/2 hours 


ielp 
Kingibe explained 
for the 


GOM th 


-------------- 7. Within the framework of the Government of 
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the 

it had dropped the program. He also asked 
| space on 

since the people would then see the 


to 
in advance of AU Commission Chairman KonareVs 
Foreign 
his 
who advised him to \"listen to the people; " when he 
Kingibe discovered that \"the people\" kept saying 
that there was no need for the UN 
? laughed at 
but was more concerned that the Government 
PA to take 
at the 
о oppose 
since after Mini MinnawiVs signature 
/ to be 


une 24 


nanitarian 
noting 
ative 

not DPA 


since the JEM had not signed the DPA (Ref A). 
Kingibe said 

dating; 
noting that the Abuja talks took precedence 
and there should be no ceasefire 


ir the 

Kingibe added 
> оп 

June 24. (Note: The United States has yet to 
sion). 


ier inthe 
A 
and that he expected to 


ton June 20 (Reftel). According to Deputy Prosecutor 
\ 


Column 4 
to 
ings 

remarking that \"they seem to 
coming 

Kingibe suggested. In fact 

\" Kingibe joked 

Eritrean President Assaias 
Jent Omar al- 
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lems faced by 
self-serving 
Jcrats fail to 
are reluctant to act at all 
»anded beyond 
is an obstacle 


oppose 
} necessary 


FOR OUR OWN GOOD 


‘er of 
because it is the end of the school 
education 
жей that 
»pare Saudis 


and specifically 
dictates that education be changed 
practical education. 


rather surprisingly given the domestic focus of the 
he continued on the theme that 
demands. 

Saudi Arabia need not \"beg from 

trade 

were a shock 

he complained about the ill-treatment that 

Saudis habitually received when applying for visas 
ted to the 

widely reported in the media in the preceding days 
ad ridden ona 

Arabic. 
Is cause in 


anges in their development strategies and believe the 


Column 4 
he contended that such would not have happened to 


relating that Saudis were 
atment. He 
like the students on the school bus 
has lied and claimed that he was from Morocco or 
which he believed was more readily 
? that Saudis 
ved that 
1015 can seek 
Asia 


S RECOMMENDATION 


respected businessman Wahib 

patriarch of the Binzagr merchant family which 
rose and 

igenarian 

who has been traveling to the United States for at 
confessed that 

e United 

s a Saudi for 

iat he now 

raveling 
because he expected to be held for additional 


his new 
nber added to 
\" claiming that he did not know who added the \"number 
stim of 
never he 


foolish manner 

even when he related 
1the Saudi 
:ontemplated 


although he has owned a home 
t with the 
udis deal 


TS TROUBLING FOR FUTURE OF 


1e airline\'s 145 routes serve Fujian, where it enjoys a 50% market share; its curr 


existing legislation. The interagen 


Column 4 


elationship may 
the attitudes developing among individual 
including those with long-standing and cordial 
are disquieting. Both Al Maeena and 

r decades; now 

»ncourage 


uld be 
ited a similar 


) previously had 
combined with the 
iu 


il and 
MENT. 
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е not. As for our 
they cannot be bought with purses 
women have more honor 
rights in the past today 
nercy and 
1 are coming to the 
our decorated tents 
and our complete femininity without a doubt. With 
‚ the National Assembly 
the women are coming. V 


ssive Arabic daily 
the Will of the Youth is 
selection of Mr. 
| wrote in this 
rofessional 
hrough years of working 
position. | wrote 
hat his 
oyed in the direction 
we 
ch the state had 
Godspeed. All honorable 


moderate Arabic 
the First Kuwaiti 
» that the date of 


focus on empowering public participa 


Column 4 

which coincides 
1 Kuwait on 

1938. A number of Kuwaiti men presented 

may he rest in 

calling for the establishment of a legislative council.... 
tions in Kuwait on 

68 years ago. We now await these June 29 historical 


e Arabic daily Al-Rai 

he Corrupt are 

any slogans have 

V Vaimed reform 

V and others that appear to be good. But 
‘heir slogans if they 

he state so that they 


Arabic daily Al-Watan 
that is 
and we today live a democratic experiment in Kuwait 
vor as women 
Kuwaiti 
as Kuwaitis 
best qualified to 
of Kuwait. The people 
2006 
earts and realistic 


d in moderate Arabic 
же\" (6/17): 
once you sell your vote to a candidate you have no right 
you received and 
3 in Parliament or 
you have no right to know. 
you have no 
astion him.... 
we will try to 
not those giving 


Dr. Shamlan 
ic daily Al-Seyassah 
): "The step taken by 
3i by accusing four 
ns of being 

biased 


Jebt relief, will reduce its debt to Paris Club credit 


se 
d three meals a day. Seeking t 
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nal security and 

vait is preparing 

is 

The step taken by 

Kuwait will never 

which has ultra-modern communications 
flexible laws 


Jerate Arabic daily 
" (6/17): "When а 
to whom 
and whether it is meant to simply collect votes? 
h a slogan when it 
didates sadly play 
je same country 
speeches. We warn 
iese slogans will 
ather they will 


Sami Abdul 
Al-Anbaa under the 
Funeral 
mething closer to a 
tition among 
ne in which weapons of 
weapons of division that do not 
reachery to 
to fomenting sentiments of tribalism and sectarianism. 
Jstifies the 
liamentary seats." 


visit: 


3 


6/17/2006 15:31 

ernmentV (6/17): VHAMAS 
im proposed by the 

ant complicates the 

dum is an important 

vote on a political 

efusal of the two 

raelis demonstrated 


1 dealt with travelers. His lesson began with praise 


Column 4 
does this mean that Israel is 
alestinians? We 
fing when more 
stinian street. We can 
t for more Israeli 


visit: 


us 
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if agreed 
e end of 2006. 


to be overcome at 
ete the various 
including installation of a radar deferred in Fall 
nents of the MOU to 
' airport. 
some of the intervening issues are contingent on things 
isensus in a 
the safety and liability 
) the 
ely. The UK 
: is unlikely 
?ext two and 
or the new 
no doubt that a 
functioning international airport in lraq\'s 
ıh\'s potential for 
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3d the extent of 
he additional 
since the visit 
There were six 
‚ Center- PJOC- in 
it 
ly dropped. 
he considered it an honor 


Column 4 
Jership role in 
yeen accorded a 
' firmly stated 
‘ernment. 


MG Latif said that 

with one located in each of 
n each from the 

Dhi Qar 
n troops 

MG Latif 

and these men would not be biased by political party 
Je Basrah. 

he said 
st of the murders. 

he did not intend to 


ittee that had 
' of the political 
and its members are 
ecurity committee 
he said 
»gnizing that 
blem. He was 
but 
ymmittee and that 
e. The committee 
to the 
we suspect that Minister 
if Basrah 
1d Comment). 


Governor 


?) Hassan Sewady 
MG Latif 
and tried to help 
but that he was aware 
IPS. The crux 
he said 
ile on patrols 
he would instruct IA soldiers to put on their body 
but no real 
enuine problem 
he 
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security 
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support for 
ay. Less than 
no signs of a disturbance in that area were 
lay by making 


{ung San Suu 
ng access to 
closely monitoring NLD activities 
large 
and private efforts to 
although she is out of 
Aung San Suu Kyi is still very much in people\'s hearts 
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former Foreign 
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| guess you want to know why | want this 
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| don\'t want it.\" Ilves explained that 
' to 
»osition as 
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and again when he agreed to become Foreign 


iis 
especially for a job that has as 


why is Ilves running? Simple. He 


saying that 
acked a 

Ilves believes 
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renched old 
avs 


westward-oriented generation. 


'ho 
political 
ise the 
instead 
pular 
beating 


the election will not be 

even though he claims to have 
for 

Ilves believes the 
іу) and 


| 

-thirds 
where 

rge 


ople?s 
t among 


rerning 
whereas Ilves? Social Democratic Party is in 
Ilves believes local officials 
> the 
ie. He 
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» claims 
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Ilves believes he stands a 
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2. 


up with 
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role 
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"s 
ljan. In 
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s more 
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U.S. foreign 
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\" shipping 
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adn\'t paid 
either 
while adding that he had 


35 was 
dower 

both in order to capture more value-added in the 
iated with 
ied numerous 

was already 

he said 

he 


Column 4 
as well as west to Brest. 


trategy of 
Blavatnik said 

Energo CHP 

3k. Access had 

tariff 
Blavatnik explained 

‘at some 

V but it wasn\'t clear when that might happen. (Note: 
AES\'s Dale Perry told Ambassador that Access 

an offer which 


Blavatnik explained 
oal-fired 

either by 
/ transferring 


taking 
500 kV connector 


ht of the GOKVs 
station by 
Blavatnik shook his head. Nuclear power doesn\'t make 
he said. \"The government is 
\"he added. \"By the time they get toa 
rational logic will take over.\" Price noted 
; in 
along with new transmission 
were similarly 
ierated from 


Jstock Price 


ward 
V'and my latest acquisition 
Basell 

iunced the formation of 

‘ed gas 

ıkhstan is 
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\" Blavatnik stated. 
he added 
t competitors. 
Blavatnik explained 
ces for the 
he continued 
zhevrOil gas 


\"it\'s probably not going to work. 

| don\'t know how far we go. V 

Chinese 

most oil and gas experts we\'ve talked to would 
5 V'ideally 
iptics point 
stance from 

most of 

aintain oil 

greatly reducing the quantities available for 
rice of 

for example 

rather than sell it to 

should geology and the market so dictate. End 


cting on 

through the lens of Access\'s major oil 

TNK-BP. TNK-BP is a V'very good business 

though the company faced near-constant tax harassment 
much more 

in line 

TNK-BP was selling some of its old 

a 
ssian 
' focusing 

growth-oriented assets. As far as state 

Blavatnik opined that the approaching end of Putin\'s 
can expect in 
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project partners had united in their demand 
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with their own secondees. Operator AGIP 
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had responded to their Fall 2005 request by asking 
ency of the 

\" Albers said 


but might not overcome AGIP\'s \"stalling and 
хе assertive on 

he 

once the GOK learned more about the costs 


oping to follow 

emaining 

AG). More than 
Willis explained 


not to 


ExxonMobil hoped to exit the low-margin business 
while underscoring to the GOK that the move in no way 
‘current or 

y sold its 

which in 
»ase the number 
2500 by 2010. 

the move was justified as a means of reducing 
ted with the 
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reasons 1.5(b) and (d). 


sials recently 
iz (KMG) will not 
t of the 
notwithstanding 
sion by the end 
CP was informed that rival ShellVs 
ie block 
and CP was invited to submit a new bid 
mitment to 
Jer Hakim Janah 
the meetings 
ita 1596 stake 
with the possibility of gaining more at 


Column 4 
ither entering 


the 

perhaps on 25/25/50 terms with KMG. Post shares 
N\" block 

not only to squeeze further profit from Shell and 
but also to preserve leverage -- and a big-ticket 
ticipated fall 


itus of CP\'s bid 
following 
. Janah 
| in 
: project. 
Timur Kulibayev (presidential son-in-law and VP of 
which now subsumes KMG) broke bad 
telling the CEO that KMG had decided 


had justified the delay on the grounds that (a) 
olock had already 
anyway; and (b) the recent creation of Samruk 
‘passed before 
18Η told the 
yn very 
and that he believes instead that the GOK wants 
in hopes 
se for 


Janah explained 
' for 
J expired (on 
CP was free to submit a new proposal and 
Janah said 
V'informally 
‚ (Squeezing 
Kulibayev said 
ıbmitted the 
CP could preserve its 1596 by matching ShellVs 
finally 
і. WWe would 
V Kulibayev said 
however 
ell: "We can\'t 
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\" he answered. 


‚ Minister 
Deputy Prime Minister Karim Masimov 
and KMG President Karabalin -- all 
while stopping short 

e. All of the 

ance its bid at 


either by improving the commercial terms 
had been most adamant that a petrochemical 


and Karabalin had conceded that the same 
ncial terms. 


en Akhmetov and 
zal plant. 
by CP\'s calculation 


market. In 

Mulva asked 

or did it expect investors to accept very low 
‚у Nexant and 
te in 

with 

at any 

Akhmetov concluded 

Mulva 

the GOK wouldn't expect a commitment until the 
proven? At 

Janah explained 

in fact 
‘al project. 


CP now faced a 
nother round 

or joining 

CP 

or 
hat Shell 


on the \"N\" Block 

it also seems 

given Nazarbayev\'s keen focus on securing 
ren the USGVs 
' Vice 
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?tense 

з -- the GOK 
‘might help 
comment. 
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1 and development. 
ch because of its 
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as well as the opportunity Middle East expansion 
5 -- through the 
also be located 
f particular 
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y and most of 
buildings at 

“e in various 

also courting US 

' would not share 

on its future 

\nsari said the 
university/library and laboratory spaces 

әуе past the site 

eration -- ina 
largely undisturbed 


‘ully-operational 
it will require careful scrutiny to prevent abuse in 
ensuring that 
‚ develop WMD. 
preventing the diversion of controlled technology and 
d oversight 
\"hot desks\" in particular could function 
2 technology. 
ensuring that DuBiotech does not become a platform for 
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y hacked the website 
1t as if uttered by 
ment reportedly 

Vl 
дееп applying on 


5 reaffirmed the 
Heavy Penalty 

that the person 

заКіг on 

is that his client 
yt of the incident 
en by the police 


analty Court sentenced 
who were engaged with the task of delivering 
Ozgur Gundem 
to six years and three months in prison for 
\"Abdullah 


Party) invited 
Iraqi President Jalal Talabani and 
to its first 


leaning services 
who were laid off by the Seyhan Municipality 38 days 
staged a sit-in protest activity in Adana for one hour. 


tance Court continued to 
gainst Ceyhan 


Chairperson of Adana Chamber of Commerce 
which was held in Gaziantep 

it together both 

arry out 


ar of petroleum 

J again after a 
through the 
eting the pipeline 
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kilograms of heroin 
<ari\'s 


who entered the country 
have been caught in Gaziantep. 
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yn June 17 in 
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ary committees. 

some are chaired by 

the opposition SRS - notably the 
administrative 

any real work by 


n-level 
the PM faces a struggle to appoint the G-17 candidate 
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Agriculture Minister Ivana Dulic-Markovic. 
which initially vowed 
‘ified that it 
\'s threat to bring 
seems to have 
told us 
but are so 


ew Serbian 

a need made more pressing by Montenegro\'s departure. 
egin consultations on 
ve languished in 
imors indicated 

to try to create an 

thereby effectively removing Tadic 

however 
c and is calling for 


к Tadic\'s current 

but he would have to step down if he wanted 
iis office have 
rote.) 


though 
Ider\" Dinkic) are 
nstitutional text to be 
‘ties aligned together 
“adic and 
presumably to discuss these 


J. 


solution of the 
along with a series of political setbacks for the GoS 
s over the government's 
пе for Kosovo 
Ку of the 
in particular 
‘ly elections all but 


for new elections. 
which would have to be called into extraordinary 
cannot garner sufficient support for the legislative 
of state union 


2 SUMMARY. LIOC LETS GAS STATIONS RUN DRY 2. (U) ON JUNE 9, FUEL STATIONS OPER/ 
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the SRS walkout makes 
Speaker Markovic would probably have to dissolve the 
: things are worked 
G-17 leader Dinkic has already put the GoS on notice that it 
have not restarted. 
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which would force new elections at all levels of 
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aw constitution). 
in of the current 
which makes constitutional change a 


aginning of September 
ubiquitous European 
ate sometime in late 
but 
days after the election is called). We will 
alculus and Kosovo 
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apparently during an attempt to enter 
ships. 

LTTE political wing head S.P. 
) of \"retaliatory\" 


potentially with 
mary. 


л the Tiger 
near Kilinocchi 

rat killed 64 on 

continued into the evening of June 16. According to 
on June 17 LTTE political 
speaking from Tiger 
asked the SLMM to 

ital war\" if the 

of the 

the Tigers were 
and instead accused 

s in (June 
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three suspected Sea Tiger cadres were 
just north of the Colombo airport. Two 
nding the 
:ustody for 
men\" set up two 


1 of civilians 


hat the LTTE 
r donated to 

and a former Indian warship also 
water capable\" 
за several 

not due to 
iver a year on 

and had come to the Colombo 
near the international airport 
June 17 

again due to rough waters 
licle. Upon 

the cadres were 


the cadres 

N ships in the 

‘ial port. In 
the Tigers apparently had suicide boats outside the 
disguised as fishing boats 


which would have been 
in the harbor. 


so far 
weekend have not 
however 
зу 22 LTTE 
nalee. Asa 
no insurance companies imposed additional war risk 
but well 
re the 
vith 
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orth and 
well away from Colombo. That argument no longer holds 
however. 


I to poloff on 
ri Lanka Navy 
Mannar that morning 
SLN 
the LTTE approached the 
xercise 
onary tactic 
unk 3 SLN 
killing at least 6 sailors. The SLN sunk 8 of the 
killing approximately 25 Tigers. 


according to the SLMM 
lic church in 
Carlsson said 
irding to 
at least two men dressed in SLN uniforms 
veral thousand 
ss-fire killed 
;. The 
sponsibility 


narasinghe 
‘ule out the 
Je into the 
but could not confirm it. Samarasinghe added that 
1ed in the 
it had since become very regimented. He said he had 
however 
sen behind the 
off Jaffna 


ch Incident 


riat Head Palitha 

though 

he was concerned about 
J discussed it 

and that 
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to the 


he said 
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y up that 
; on this 
\" Kohona said. \"Every time we get a hold on it 
п Ambassador 
the 80\'s and 
first because it was wrong 
o help the 


ntinue 


1g the period 
er 2005 election 
sidents the day 


V a suspected LTTE 
-A water tank 
and cadres fired 
‘eastern 
2 six Tigers 
along the eastern coast. 


=\'s latest 

ою are 

step 
serve to reinforce the long-term planning 
and could do 


xossible SLN 

and is 

at 

that it must get a handle on. It is good 
and his intent to set up 

but we have heard this before. We 
but his 
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‘ity forces 
те Navy was 
and if firm action is taken against the 
a different atmosphere may emerge. End Comment. 
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\"progressing but still too slowly" in the eyes of victims 
s Want to Resume Financial 
м to give 100 
5... Was announced on 
afraid that the territories may be economically 
2 population while 
\"Are the 
r?\" is answered by 
Hind Khoury: \"This 
but political 


if Secretary Rice is 
titled \"Condi Rice\'s 

' and is largely devoted 
orts that V Beijing 

-e Figaro devotes a 
Somalia\'s Islamists V" 


Secretary General 

\" Annan acknowledges 
which has made 

he same universal 


Doha to promote 
‘invest 130 million 
and the FM said that 
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in particular in the area of 
V (a strongpoint of the city of which he is also 
Toulouse) and a sector which is controlled by the Americans. 
who are 
but are 
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rger between the Paris 
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ve signatories explain 
spite a paradox: the 
ve the European 


Airbus\'s parent company. 
nal leadership 
the Clearstream scandal and the industrial difficulties it 
art urges the 
\"because EADS is one of the 
JondayVs La Tribune and 
DS executive 
who maintained a defensive attitude 
rading. In La 
a crisis like 
1 to destroy the 
our group has the maturity to face it.\" In Les 
editorialist Gilles Senghs writes: \"The Airbus\' problem lies 
ystem EADS has implemented 
two general directors 
J to the crisis.\" 


ır between Airbus and 
a longstanding 

ithe U.S. are 
yroduct.\" 


I.S. Diplomacy\" 
3): \"Led by 
a musical virtuoso since early childhood 
shess games where pawns 
r for a direct dialogue 
as do the rehabilitation of Libya and the 
he has moved 
a bastion of pragmatism. And in 
Jent Bush\'s 
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which includes Robert Zoellick 
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rethought most strategies and 
contrary to her 
uses all of her 
sision (concerning 
Iran strategy may 
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1s to her objectives. 
together the 
>. intentions and 
the Iraqi crisis. 
sire for peace... 
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iding. It is proof of 
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2 (06/17): \"For the 
Iran has looked favorably on the initiative of the Big 
oend their nuclear 
offer as a step 
V said President Ahmadinejad in Beijing... Another high 
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oping to receive 
Stern sanctions... 
which is divided between its responsibility as a great power 
is not ready to abandon Teheran... 
anian charm 


6/19/2006 12:46 

who would ask why he met 
1 meeting with 

whom contacts have described as a leading figure in 
attention after 

comments in 

whose number a 

initially said no 
d note.) 


Ahmed divided the Shiva community into 
»et American 

who have no 
meet with you. 

like Hassan Al-Saffar 

and the rest. Because they are political 
Ш any of 

But they do 

it is 

Ghalib Al-Hammad 

who represent the deep religious core of 
it impossible 
Al-Hammad was 
. court (ref 

Hassan Al-Saffar has 
ings for a 


ar that 
mats. He first 
ne 2005 for 
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silence\" on 
Ahmed claimed 
n 
"Why doesn\'t the 
n?\" he asked. 
he criticized the USG for not pressuring the SAG enough 
not just the 
have suffered under the 
Nere a true 
it would be calling publicly for 
he alleged U.S. bias toward Israel and 
as two other 
ved that many 
American 
parently more 
sikh Hassan 
he might lose the respect of 
\" Ahmed repeated 


and Danish diplomats. 


2 political 
from what we 
Jescribed 
desiring to be 
ion. 
he noted 
very 
was a welcome 
Ahmed continued 
1e lamented the 
1 all 
noting that September 11 
1 (the 
of which the government failed to take 
he acknowledged the 
nunity through 
iety. 


until the SAG shut it down one year ago after 
on topic. 


Ahmed asked why 


have cultural 
>. Referring 


to Beirut 
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ogue between 

in his account of 
hran over the 

an to a forum 
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but you should first take 
V he opined. (Comment: PolOff took this 
jrams with 
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‘ory and 
and explore ways of supporting ShiVa 
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en Dhahran if 


someone who 
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ons seemed 
r ShiVa 

where present 
'ew more 

for 

and was more direct in his criticism of the U.S. for 
letainees. His 

however 
1 Nasrallah and 
narks each made 
»zbollah (as an 
unity services); 

as mentioned above 

met with Nasrallah in Beirut in May). 


the nature of and extent of 
ions. Despite 
ıfar Al-Shayeb 
who \"represent the deep religious 
Ahmed\'s instincts were clearly 
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regional 
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namely that V'people in the 
tment to his 
ff and PoIFSN 
'ard the USG 


Column 4 
his 
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al exchange 
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the DCM raised the upcoming purchase 
retary for 
. Al-Amri 
d that an 
ır dismissed 
production 
In. 


in traveling 

ent-owned) to 
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yarding 

1 оуега 

then having to be re-routed 
through Detroit 
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‘whether he 
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al-Amri noted that he understood 
but objected to the 


are careful not 
Post is cautiously optimistic that Oman 
in spite of the Under 

)2. Al-Amri 


go with Boeing 
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until recently 
re Boeing 
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6/19/2006 13:00 
6/19/2006 13:01 
inister MalikiVs 

| about 

the alleged 

sion expresses 

) SUMMARY. 


aded from the 
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‚ Gulf that do 

ted uranium in 
ws trying to get 
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\"Oman\" carried an editorial under the headline 
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situation in 
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Iraq and other 


CH 
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investigation 
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\"Shirking Responsibility is an Israeli 
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ously about the 
vho read an 
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1T-POINT AGREEMENT 


the 
otiations in the 
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resulting in an announcement by senior 
oint 
Institution 
forming an interim government 
1 Maoist 
\" and inviting of the United Nations 
e Nepal Army (NA) 
In a subsequent 
Maoist leader Prachanda stated \"The 
dissolved and 
That\'s the 
\" He said 
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as an example 
but lamented that \"Тһе U.S. did not trust us 
. General 
ment proved that 


ı through 


CONCERNED ABOUT 


was reached and 


Central Committee Member of the CPN-UML 
»ached in such а 
it. He 
ent due to the 
t desire to 
ry. Anil 
Joint General Secretary ofthe Nepal Sadbhavana Party - 
fthe 
but noted that the 
ation between 
. He was 
ıent. Soviet 
Kaski District President 
commented that the agreement was 
n the 


о see how the 
former mayor 
nber of the 
the ground 
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Column 4 

which he said was not 
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Kaski District 

was curious to see how 
at a strong 
nt was 
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леа\" about the 

he thought the eight-point 
: Maoists. 
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President of the human rights NGO the 
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s commitment to 
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the 
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inst the 


stressed that the main 
n. He noted that 
le in the West 
ssed that the 
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separately worried to us about 
ant. He noted 
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and Development 
r women in it. 
1e lack of 
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d Maoists for 
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lin the past few 
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1e Government of 
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the previous few 
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to the 
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but it 
ith his 
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t the much-heralded 


Column 4 
ce with the 
‚onduct and with 
tahane told the 
equest; 
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as to whether 
sts joining an 
ickly the 
solleague told us 
'ight-point 
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50 concerned about 
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the talks. End 
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Shambhu Thapa (head of the Nepal Bar 
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17 (C) DAMASCUS 


che for reasons 1.4(b)/(d 


a flurry 

ve entered the 
the activists running 
they 


spun off due to ideological or personal 
10t enough 

activists often 

Despite 
mains the 

vibrant area of civil society in a country 
n this 

and to some extent 

surveillance 
ulnerable 
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erate since 
none of 
zed as 
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hey are not 
but the state does not ban them...\" Within the 
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Sunni human 

lineer Salim 

z Fawaz. 

‘awazisa 
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ppearance on 
‘reform in 

Nizar Rastanawi 

is currently on trial at the 
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HTS STUDIES (DCHRS): 
founded in late 
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one of the few 
serves as 
Zeituneh 
legal 
and networking with international human 


=MOCRATIC LIBERTIES AND 
al-Defaa\'a an 
in fi Syria); 

a 
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sser al-Ghazali. 


S STEM FROM IDEOLOGICAL 
SECURITY CONCERNS: Since 2000 
heir own 
for example 
AHRO 


the HRAS 

n-Arab human 

when 

1 Zeituneh opposed 
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the 


Column 4 
and 
he 
e fluidity of the 
particularly the threat of 
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stay out 
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met with 
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te according 
AwqafVs 


ruling 
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and discriminatory personal status laws. 
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they view the campaign 
ugh 
dismissing the deferential treatment usually given 
nale candidate 
saying that women were more issues-oriented than 
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iinst women\'s 
a trend encouraged by liberal 
e not voting for 


iticians 
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ad in 
Ali Al-Rashid 
Defense 
зу to attend a 
urged women not only to vote 
es. He went 
) talk about 
“issues such as 
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y as a whole. 


issue and the 
several 
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lucation and 
PolOff that she 
ха! empowerment 
ted to a purple 
Yer Women of 
separate 
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tical system. 
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irt to go to 
with general 
inded National 
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jn using print 
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yartial view of a 
Youth and the tag 
V'For your voice to rise 
d free air time 
the owner of 
n for free the 
s throughout for 
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164 Jazeera 
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e will be 
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but their 
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which will not be measurable in the results of June 
may prove to have the biggest effect on women\'s 
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referring to 
1ajority of 
in fact 
a number of whom have 
stions aimed at 
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s an alternative 


‚CTUALLY ONLY A HANDFUL 
ten Syrian 
the 
ative of civil 
itory 
five (CDF 
the Program for Supporting Victims of 
tham Naisse 
if any 
] that 
signed the 
confusing Naisse 
where 
nter have 
1this 
its 
splinter group 
who split off from the larger 
(who have long 
i have been 
at discrediting 
-Beirut 
including the public 
id Rihawi\'s 
ment (ref C). 


scale. 
two other groups 
2riental Center 
are run by political 
lyani and have 
the Syriac-Syrian 
is a one-person splinter group from the much larger 
the Third 
U.S.-based group led by Marah 
who post contacts say is the ex-wife of U.S.-based 
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DOESNVT CROSS ANY REDLINES 
sided to 
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as the DD has apparently failed and has not 


the Syria Declaration is 
as Muslim 
from the 
left the DD for former 
| Salvation Front. 
s a work in 
nd political 
join the 


natories had 
ocument\'s 
given the current atmosphere of fear following the 
Rihawi answered that the SD does 
adding that he had \"recently 
us\" as long as it 
governments 
be 
and potentially accepted 
Alliance is 
Rihawi noted that its founding 
ce and 
and that a number of Syria-based activists 
serve on 
only been 
rding the 
who took issue with a few minor phrases. 


RATIONVS SIGNIFICANCE: 
the Syria Declaration has not 
iciety. Those 
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calling them \"illusory 
real bodies.\" 
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ce October and 
publicity 
iti Party 
iis party 
that he was 
as Naisse had 
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form in the 
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if not directly 
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\"There is obvious political and public 

people putting 

and presenting their points of view on different 
there are some things we are witnessing for the 
;lamist 

the liberal camp 
fis all agree on one 
lidates from the 


n election tents. 
although they were 
eetings as \"haram\" 
We are witnessing 
Ctively participate 
nat we want for 


2006 included a column by Mr. Hassan Ali Karam that carried 
Al-Sanousi Erred?\" 
and said: \"The 
; current position 
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Our public 
10pe that Mr. 
we 
shed into taking the 
inels. His decision 
jainst the new 
Mr. Al-Sanousi should have suggested opening a 


jress in Kuwait. The 
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by Mr. Salah Al-Mudhef 
Is Over.\" Mr. Al-Mudhef 
“Тһе \'We Want It Coalition\' TV Channel will continue to 
who believe that 
and that in 
censorship has no place. Furthermore 
'V channels that 
itness a day when the 
> of Al-Jazeerah 


umn in conservative 
tale candidate\'s 
\"The time was past midnight when my friend 
Rola Dashti to visit 
and we had interesting 
octorate degree in 
and who is not supported by the U.S. Embassy as it has 
has been donated by a 
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and not by 
‘ranged by friends and 
and the rest she paid for from her own pocket.\" 


a liberal academic and columnist in the daily 
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and the Minister of Defense and Interior 
as meant to senda 
Jwait to act 
ifficking. In the 
the Minister of Awgaf and Islamic Affairs should issue 
ch against this shameful 
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ange symbol represent a 
corruption." 


political activist and professor of 
wrote in daily 
ried the headline 

V'The question that we 
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a revolution against 

and if this was a call to 
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which has become an echo of 

V Public sympathy with 
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we are certain that the media 
om of expression. 
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The government 

their clients 
ill the utilities that 


ase practices. This 
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and an indirect encouragement for them to continue to 
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ютеп\'$ vote. 
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a more Islamist Parliament 
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r Freedom 
Islamists are unlikely to gain a majority in 
without which they will be unable to 
its 16 
the 
slation is 
although they generally 
Kuwaiti 
e Islamist 
there are important differences between 
stile to U.S. 
the election of more Islamist 
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gly supported 
ng fora 
ament. 
this and other important political 
J. End summary. 


that there 
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Islamist MPs in the 
Ps in 
5 are likely 
t more 
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dates whom 
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olitical 


out ofthe 96 
lected to the 50 
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Islamist groups 
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ament and 


Kuwaiti Islamists are not a monolithic 
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whose political ideologies range 
to extremist and vehemently 
uwaitVs 
Shi'a 
1ea/kuwait/. 
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is one of 
Kuwait and 
he number of 
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М MPs in the 
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an example no other MP 
like the Salafi Movement 
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Islamist 
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on the other 
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power. 
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npaign is 
jnize the 
ims of 
Bahrain 
nember Nabeel 
former vice president of Bahrain Center for Human 
dissolved). In addition 
000 Voices for Justice.V AI 
Congress as 
000 signatures. 


June 19 in 
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the US will refer 


2006 


sterday met with 


and when asked about America\'s response if 
1g range ballistic 


he indicated that the US government would seek to 
INSC) and refer the 
he US would consider 

noting: We 

including 

but I think we must consider sanctions. V 


between the 


untry to do 
saying: \"If it returned to 
North Korea would be able to discuss a 


Column 4 


especially on 


2006 


2 beginning of 
and when 
one of the anniversaries 


\" a high-level Japanese government official said at a 


1998 
| foundation. At 

the Japanese government remained on alert against a 
J to North 

some in the government had speculated 

the most likely date would 


tinues monitoring the 
orce\'s (MSDF) 

aircraft for 

and also by using the Air Self-Defense 
nd other means. The US 

as well 


sting remittances 
well as port entries 
rt Entries in 
reign Exchange Law 
under which Japan can 
rea. In order to 
| Vessels\' Port 
which prohibits ships that stopped at North Korean ports 
the government needs to obtain 
ernment official 
ans on such matters 
Mm 


US may expedite missile defense cooperation 


Column 4 
2006 


teral missile 
orth Korea\'s 


‘J) will deploy 

to-air missiles in 
and the 

well as 


sultative meeting of 
ii on June 15 
the two governments looked 
ze and 
report released 


North Korea was almost ready to launch a missile 
est site. So 
views there about North 
according to 
'med that North 
ile. Based on 
they also agreed to expedite missile defense 
tes in the process of 


USFJ will deploy PAC-3 missiles within the 

while the final report did not specify when to deploy them. 
loy PAC-3 missiles 

and the US military\'s deployment of PAC-3 


5DF 


2006 


round Self-Defense 

Iraqi city of 

ts security 
vince of Al 

which includes Samawah. Defense Agency Director General 
he Samawah-based 

the GSDF troops will begin to pull out of 


Column 4 
ІШІ return home. 


dent Kanzaki will 
and the ruling parties will hold a liaison 
on to recall the 
Security Council 
FVs withdrawal. 


| will make an appropriate judgment and 
ith understanding 
Britain 
V Koizumi told a press conference yesterday. He 
VI will consider what Japan can do as a responsible member 
and Ха 
5 pullout).\" With 
the premier underscored his intention to continue engaging 
tween Kuwait and 
o Baghdad and 
e United Nations. 


Iran\'s nuclear issue likely to be on agenda of 
‘affirm close 


2006 


.n-US summit meeting 

Bush in Washington 

the two 

‘esolve the 

ind abduction issues. 

they will exchange views on Iran\'s nuclear program 
and the East Asian situation 

>. A joint 

dan-US alliance 

ummit. 


both leaders will confirm the need to urge North 
which has shown signs of preparing to test-fire a 
to end this provocative act and quickly 


the two leaders will urge Iran to 
2 permanent members 
plus Germany. On 


Column 4 

the prime minister will declare his determination to 
1e pullout of 

n Iraq. 


ess conference 


2006 


ie Minister Koizumi 


next fiscal year\'s 
emphasis should be placed on both economic revitalization 
and this task is extremely important. 
| will be leaving for the United States and Canada. 
the 
will be held. 
and | have a lot of things to do. 
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he said that Mahdi Militia elements in the city 
onghold. Their 
he claimed 
phase 
gis working with 
arget V Black 
he 
I grown 
? lack of basic 
Mahdi Militia was moving toward more public acts of 
beginning with the assassination of Al-Lizimali. He 
showing the 
10 longer 
'right\" to enter 
the most effective way to respond would 
detaining leaders and cell organizers 
asa 
attention and 
in the 


> responsibility for 
and while MM are suspect 
rrying out the 
he scene during 
> Badr 
given their extensive influence within local IP 
noting that 
al-Sarkhi/al-Hassani 
with each group willing to carry out 
the 
singly at a loss in 
avs principal 
taking on 


terrorist acts are up across all five South 
Qadisiyah\'s travails are a reminder 
35 in what 
cregion. To 
Wasit Province remains relatively calm and 
urders. To the 
Babil has avoided significant public unrest 


Column 4 
eligious centers 
but 
emming 
rolling up IED cells 


6/20/2006 4:55 
the security 
ірісі in the 
both Sunni and 
have told the REO -- that Sunnis prefer to see an гад! 
‘esence. 


half of the 300 
that Sunnis in 
ir places of 
and many families have no income to live on. He 


a murdered loved 
nd attack Sunnis 
he said. Haji Khalaf told the RC that Sunni clerics 
1g all Sunnis to 
yrate. The 
and no final decision has been 


ter Maliki\'s 
Haji Khalaf has the ability to 
ntral 
and he said he would urge the Prime Minister to take 
The levels of 
yng Sunnis 
and they expect better protection from 
including Coalition Forces. 
the State of Emergency has had no impact on the 


6/20/2006 4:59 
6/20/2006 5:39 


pport for Gulf 
'ain\" over 
al-Harthi said that the government looks at the 
to Oman. He 
employment opportunities 
its that Gulf 
al-Harthi commented 


Column 4 
ling Gulf Air 
3 business 


1 of \"national 
such as Emirates 
as indicators that the promotional value of an 
›итапсе. Не 
as it already had 
he same 
al-Harthi is hopeful that Gulf Air 
would be able to do the same for Oman and 
al-Harthi hopes that Gulf Air will 
‚es into 
duty-free retail 


ints in the 

al-Harthi raised the governmentVs 
те proposed 
Vs ports with 

providing shippers the opportunity 
g the added 
He said that 
termine the 


ble. 


consultancy and 
. Critical 
al-Harthi noted 
ıat large-scale 
ision demanded. 
with some 
American 
to build up a 
arnational as a 
lually elevate 
int 


6/20/2006 5:46 


Column 4 

four kilometers south of Mir Ali. Fida Khan said 
and 

weak. A long 

‘since his 


nan 
operative 
North Waziristan on December 1 
hat Rabia had 
xplosives in 
isited what 
sath. The 
‘kage as 
ned were parts of 
which was widely 
speculated that the missile 
to media 
Hayatullah\'s family maintains that he began 
after the 
with an unidentified \"political administration\" 


npted a strong 
with sympathetic politicians turning out for 
e Tribal 
organizations. 
'e condemned the 
which has raised more questions than it has 
as he confined for 
55 outlets have 
‘nment\'s claim 
ға! Qaeda 


urity forces of 
saying that government 
-- whose 
of Rabia\'s 
al Qaeda. 
nce so soon 
the governments failure to launch a 
the 
zal officials 
1 the handcuffs 
ivolvement in 


the June 17 
a senior 
ssador on the 


Column 4 
with the exception that the official said 
roper. The GOP 
body 
1g his 
Паһ had been 
held and interrogated by al Qaeda sympathizers who 
believing 
n the FATA 
ons of 
urity forces. 


il\'s version 
itis another grim commentary on the extent to 
especially the 
has slipped away from the Government. The 
hold a execute Hayatullah and 
but no 
illustration of their capacity to operate 


nurdered in an 
1 for women. 


3G may have 
закеа in April 

when a report issued by the Committee to Protect 
er had 
J over to the 

the Department approved press guidance 
iited States. 

The press 
akistani press 

after its release by the U.S. Consulate in 

and is no doubt partly responsible for reducing 
1 with this 
id. End comment. 


6/20/2006 6:01 
and denied that his chairmanship will be discussed 
told the paper 
Saudi Minister 
Hashem Yamani 
n reluctant to 


Column 4 
al influence 
vil society 
Yen to run 
iens empowerment 
anomic 
be crippled 
| time when 
Jeddah\'s economy could suffer 
:conomic 
such as the recent Saudi accession to WTO. END 


BOARD CONFLICT 


dle is 

Minster of 
запі is reported to 
Moallemi two 
ibers of the 
ner members of 


r trying to 
a contrary 
' Yamani only 
em during 
ing reports could 
a disinclination to 
or it could be 
‚a powerful 
yed as 
1 local 
jovernment. 


N EXECUTIVE AT JCCI TO RESIGN 


in recent 
director of the International 
told a Consulate contact 
| and was 
jssair said 
ide of 
women. She 


pposed to 
. Ranya Bajssair 
.\" She has 


Column 4 
magazines in 
ditions. She 

ut a hijab. 
exposure in the 


FORMER 


the 
irgeted 
and Consulate contact 
TV Al-Hurra\'s 
V entitled \"Islamic Monuments in the 


aditional 
rve them as 
to voice 
contending that extremism 
He also 
government 
he asserted that the government should 
Jes the 
nultitude of 
Лит. In an 
he 
expensive) 
ram in the 
saying V'we are witnessing the final days 


the conservative web-site began carrying 
questioning his patriotism 
al of the 
| wrote: \"Angawi 
Ismailis and Rafidah (Note: The 
; reject as 
Jerogatory 
e.) can\'t wait 
even if this day comes 
arnment.\" A 
‘(This was) 
itism and are 
s.\" An 
are you this 
e 
; demonstrate how 
tively mild 


{ENTS WITH THE SAME PROBLEMS 


Column 4 


Saudi 
1 with the same 
3 there for the 


only 
vities 
but a woeful lack of activities and opportunities 
azette\" on June 
hile those 
abandon the Kingdom for milder climes with 
the majority lack that option. For them 
but these he described 
oor services. 
ınters\" associated 
he criticized as being poorly organized. He 
are seen 


he noted that summer is the 
despite the temperature. Often 
he complained 

er games. He 

expensive 

age-appropriate 

(vate 

evelopment 


HOME 


uage V'Saudi 
ιτ (Capital of 
which borders Jordan 
and the Red Sea 
Saudi would-be militant. 
the man 
made his way to Iraq and joined a Yemeni group that 


and Chechnya. After reaching the group 
but the group 


according to the report 

and having wedding plns back home 
who 

and returned to Saudi Arabia 


Column 4 

6/20/2006 6:12 

6/20/2006 6:29 

6/20/2006 6:53 

quest. We 

n agencies are 

and that we will respond in a timely 
signations 

tement of 

three proposed 


and plan to 


we will provide a Letter of Support for the 


June 20 


Officer 
"na. 


June 21 


ssador Spogli 


Director 
Multilateral Affairs and Human Rights 


Director General 
Ministry of Interior 


Director of 
Ministry of Justice. 


Director General of 


Column 4 

head of the Financial Security 
resca) 

Via Veneto 54 

Embassy PA Conference Room 


‘port 


6/20/2006 6:59 
Huang said. China\'s 
ests 
the past 
nat 
the 
solleagues 
sted they 


I| Will 


en the 
Ла be a 
the 
ir the 
said MFA 
Nepal 
une 19 
Huang told poloffs that he was very surprised 
noting that after 10 
:h the 


le of 
the four-point agreement and the eight-point 
the two sides have clearly demonstrated 

in 


n 
Huang 
have 
everal 
SPA and 
ot solve 


Column 4 

the Maoists could determine their 
Huang opined. The true 
however 

al 

jority 

Huang stated. 


тсе 
Huang 


Beijing does not have contact 
but Beijing is assessing how to 
19 
у 
China cannot have bad 
are 
he said. Ifthe Maoists are part ofthe 
factor 
then China cannot maintain an 
\" keeping its head in the sand 
Huang said. The Maoists 


ling 
Huang noted that 
referring to 

1 will have 


ul Change 


e 
Huang stated. Beijing\'s assessment of Maoist 

| 

aigns 


Prachanda is 
apparently 
Huang said. 
to armed 
sts 


Column 4 
ly 

18 

tarai with 


noting that 
ıd 
ery low 


was a 
their 


6/20/2006 7:52 
elt undermined 
nternational 
stan). He 
at the Election 
saying their presence 
nanipulation. 
saying that 
the press has reported results at odds 


e the 
he thinks it is more likely 


sioner 

Dr. Siddiqui maintained it was not necessary 
jually 

he argued 
roper actions 
thief Justice 

slated to head the caretaker government 
-partisan and 


iment 

Siddiqui said he will retire at the end of 
professional 

he 
d opposition 

given his close association with the 
remaining in 

he feared 
on. He 
ountry 


‹еу 


Column 4 
Commission 
lownside. 
they 
2 spin their 
even 
IP\'s 
in our 
the fact that Siddiqui 
st in 
Jtions and 


6/20/2006 7:57 

J to the People But 

Bian Will Deliver Monologue Today 

V 

ran a banner headline on page two that read 
Bian Will Appear on TV This Evening to 

mW The 

d \"Рап-Вше Camp Will 

) Recall Chen.\" 


an editorial in the 
pro-independence 
ace\" in international 
saying it cannot veil Beijing\'s expansionism. An editorial 
conservative 
james in Guam are 
An editorial in the 
pro-independence 
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ILL NOT SOLVE THE 

. ONLY PERPETUATE 

AN WAS QUOTED AS 

NG NEITHER PEACE NOR 

\NS. DAHLAN 


VIVM NOT SAYING WHETHER THERE WILL BE SUICIDE 
THE VIOLENCE 
ALL WILL REMAIN." 


“ENSE ESTABLISHMENT 
UNDER 
5 OFFICIALS IS 
BUT TALKS ARE PERMITTED WITH PA FUNCTIONARIES 
JES DEEMED ESSENTIAL 
TRATION IN THE 
WHICH WERE 
INISTER SHAUL MOFAZ 
ERETZ. 


5RAELI AND EUROPEAN 
UESDAY OR WEDNESDAY 
ΝΑΙ. FUNDING MECHANISM 
ЧЕ BYPASSING ITS 

PER WROTE THAT THE 

IF EU COMMISSIONER 
:RO-WALDNER TO 

M POST QUOTED FM 
ECEIVED MATERIAL 


AND DETERMINE OUR POSITION IN THE MATTER. 
OMATIC OFFICIAL AS 

WOULD DISCUSS \"МАМУ 

FERRERO-WALDNER\'S 
ING MEDIA QUOTED 
AINISTER OLMERT\'S 


IS DIFFICULTIES IN 


Column 4 

SHE ADDED: \"THE EU\'S 

LIKE THE 

WILL NEVER BRING LASTING PEACE TO THE 
ONLY THROUGH A 


CHANNEL 10-TV SAID THAT SHRAPNEL 
’ALESTINIAN WHO WAS 
LAST THAT KILLED 
МЕ FROM AN IDF- 

AN IS BEING TREATED 
JOUS DENIAL BY 

:D THAT WHILE 
ILISHMENT OF AN 

HUMAN RIGHTS WATCH 
ІТ TIME SINCE THE 
Л THE IDFVS 


WARNING 

ONS IF IT CONTINUED 

PORTED THAT ON 

OLMERT CONVENED A \"FORUM OF PRIME MINISTERS\" 
EHUD BARAK 

ONE ANOTHER ON THE 

RACE. NETANYAHU 

THERE 

ING ON ISRAEL TV 
BARAK SAID THAT ALTHOUGH ISRAEL IS THE 
THE ARRAY OF THREATS IT 

ON AS FAR AS ITS 


THE HEAD OF THE 
AS SAYING 
\RATIONS FOR BUILDING 
18 SQUARE-KILOMETER JEWISH NEIGHBORHOOD IN EAST 


THE HIGH 

IONS FILED BY 

BARRIER IN THE 

AND A REQUEST FOR A TEMPORARY 
THE \"INNER BARRIER\" 


3AT YEVOR (PEN 
A FEMALE JEWISH INTELLECTUAL WHO WAS BORN IN 
WHO 

ЈАМСЕ FORMED BY THE 

NULLE IN THE WAKE OF 


Column 4 

\SFORM EUROPE INTO A 
3AB AND MUSLIM WORLD. 
5 IMPOSSIBLE TO 
ICLEAR CRISIS WITH 


AELI AUTHORITIES ARE 
"ROM THE GAZA STRIP 
-ECT THE ASHKELON 
TE THAT THIS IS 
N OF THE PAYS 
YEDIOT SAID THAT THE 
E HAMAS CAME TO 
THE PA DOES NOT HAVE FUNDS TO MANAGE THE SEWAGE. 
ı GIDEON EZRA AS 
zM MUST BE FOUND. 


HE ISLAM CHANNEL IN 
JROPE -- SPONSORED 


ECOME INVOLVED IN A 
AT THE 
WHICH REQUESTED THAT ISRAEL JOIN THE 
FOR THE 
A REPRESENTATIVE OF THE FOREIGN MINISTRY 
` THE FUTURE OF THE 
S AND SEVERAL OTHER 
ISRAEL VOTED AGAINST A JAPANESE ATTEMPT TO 
DESPITE PRESSURE FROM 


THE 

USA ADOPTED A COMPROMISE 
{ОМ ISRAEL WHICH DOES 
ή COMPANIES THAT 
THE ISRAELI 

APPROVED BY 53 

WAS VOTED ON SATURDAY 


ANIZERS OF A PRO- 

N MONDAY THAT WAS 

ANS AS SAYING THAT 
THE RULING SOUTH AFRICAN 
BOYCOTTED THE CONFERENCE. 


:EN THE REFORM 


=NT\'S "VETERAN AND 
2 AS \"RABBI.\" 


Column 4 


IRTHODOX JEWS 
N ON MONDAY DURING 
NNIVERSARY OF THE 


3 SAYING THAT 
REVOLUTION. MAARIV 


RESULTS OF A SURVEY 
3 FOR POLICY AND 

ACCORDING TO WHICH WHILE 74 PERCENT OF 
THE \"PRISONERS\' 

V ONLY 47 PERCENT SAID THEY WOULD VOTE IN 
-D ON IT TODAY. 
IT. 


`S OF A POLL 

SRAEL BY THE 

ACCORDING TO WHICH CLOSE TO 

IAT THEIR COUNTRY 

AND THAT 50 

BE MORE SUPPORT FROM 

THE SURVEY 

ESPONDENTS FELT 

ERICAN JEWRY NOW THAT 

FOUND IN ISRAEL. 

SOME 24 PERCENT SAID THAT ISRAEL 
:WRY THAN IN THE PAST 

NEEDS \"MUCH MORE" 
NEWSPAPERS REPORTED 
RESERVATION ABOUT 

B. YEHOSHUA 

A. LAST MONTH IN 

YEHOSHUA HAD PRAISED THE SUPERIORITY OF THE 
ΙΒΒΟΑΡ. 


LEFT-LEANING ΠΑΝΑΗΕΤΖ EDITORIALIZED: 
E HAS RULED TIME 
RATIONS LIE BEHIND 

IT IS DIFFICULT TO EXPECT 

EVEN TEMPORARILY 


Column 4 
T BANK." 


{ОТЕ IN MASS- 
PLURALIST YEDIOT AHARONOT: WI CAN ONLY 
.ONG-AWAITED STAGE OF 
IN WHICH ONLY THE SETTLEMENT OUTPOSTS REMAINED 
AFTER ALL OF THE OTHER SETTLERS HAD 
Г.\" 


VROTE IN THE EDITORIAL 

ORTHODOX HATZOFE: \"THE HEROES OF GUSH 
¿ANNOT AVOID 
\\" 


THE DIRECTOR OF THE JERUSALEM PROJECT 
TER FOR 
WROTE IN HAVARETZ: 
AND LIKELY OBTAIN 
RAELI WITHDRAWAL AS 
PROVIDED THAT IT IS 
ИТУ COUNCIL AS 
IS OF RESOLUTION 


LEFT-LEANING ΠΑΝΑΗΕΤΖ EDITORIALIZED 
YT OF JUSTICE] 
ROUTE OF THE 
WHICH 
ILLAGES ADJACENT TO 
IE CENTER FOR THE 
THE STATE ADMITTED THAT IN 
WEIGHT WAS GIVEN TO AN UNAPPROVED 
NABLE THE 
HIS CONTRADICTED THE 
NAS DETERMINED 
SIDERATIONS.... THE 
BASED ON THE EXISTENCE 
WHICH IS MEANT TO CREATE A SECURITY 
AND 
:TTLEMENT BLOCS. 
: IN THE TZOFIN 
> THE CENTRAL MORAL 
S MAKING TO THE 
\EL\'S HIGH COURT OF 
AT EXTRANEOUS 
IT 


Column 4 
RECOGNIZE THE 
EVEN TEMPORARILY 


OSTS\" 


ROTE IN MASS- 
PLURALIST YEDIOT AHARONOT (6/20): \"FOR 
TLEMENT OUTPOSTS\' HAS 
. ISRAELI 
] IT SUITS THE 
YRGANIZE A NUMBER OF 
= IT AN AMPLE 
ION. SO THAT THE 
THE 
'EOPLE SHOULD KNOW 
THE HEROINE. AND PERHAPS 
HIND THE YPAINFUL 
HESITANCY 
WOULD NOT BE THE 
IF THE GOVERNMENT 
IT WOULD 
OSE CRIMINAL 
zLY -- AND 
JUST THE WAY IT LIKES -- TO EVACUATE 
ETTLERS WHO ARE 
:RATE THE TENS OF 
NUED TO HOLD IN THE 
TRAPPED IN SETTLEMENTS THAT EVEN IT NO 
AND THE SETTLEMENT 
THEM BE EVACUATED 
OR NOT AT ALL. WHO CARES? 
Y AT THAT LONG- 
IN WHICH ONLY THE SETTLEMENT 
AFTER ALL OF THE 
=D HOME AT LONG LAST.\" 


EROISM OF GUSH 


VROTE IN THE EDITORIAL 
ORTHODOX HATZOFE (6/20): \"WITH ALL THE 
` SDEROT AND IN 
LT NOT JUDGE THINE 
ONE CANNOT BUT RECALL THOSE 
JES OF THE SDEROT 
BUT IN WHOSE SHOES THE SDEROT RESIDENTS HAVE 
USH KATIF. THOSE 
NOT THE RECIPIENTS OF 
4T AND HELP WHEN 
NOT HUNDREDS 


Column 4 

ER DAY. THEY DID NOT 
AGS AND THEY DID 
"WAS ABOUT TO EXPEL 
ΙΕ ONES WHO CLUNG TO 
CKETS WERE 


VIENT AND THE FORMAL 
THE HEROES OF GUSH KATIF 
IT AVOID REMINDING 
'HAT THIS WAS 
ΕΤΕΗ THE WITHDRAWAL 
AND AT LEAST ONE RESIDENT OF 
P THE ROCKET FIRE BUT 
THEN PUBLICLY MOCKED US. HE 


IODEL\" 


THE DIRECTOR OF THE JERUSALEM PROJECT 
TER FOR 

WROTE IN HAVARETZ 

UNLIKE 
EL TO WITHDRAW FROM 
ΞΗΑΤΕΙΥ VAGUE ABOUT 
(RAW FROM ALL OF THE 
ME OF IT. THE 
iRAEL SHOULD RETURN 

WHILE ALL ISRAELI GOVERNMENTS 

HAVE REJECTED THAT INTERPRETATION. 
OLMERT COULD SEEK 

AMERICAN AGREEMENT TO ACCEPT A UNILATERAL 
\ PERMANENT 

PROVIDED THAT IT IS TO A LINE RECOGNIZED BY 
3 THE WITHDRAWAL 

OLMERT COULD 
2 WORK WITH THE 
COUNCIL SUPPORT FOR 

ONE THAT WOULD 
ALONG THE GREEN 

SETTLEMENTS.\" 
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Government of Nepal (GON) 
how the Maoists 


jaging in 
intry\'s 


Column 4 


explained 
jroup of 
ant of 
s sentto 
eis 
ts and 
Acting Executive 
bank) 
Nepal was used 
'y was 
Id in Indian 
ad been no 
cing - instead 
t no Nepali 
aoists \"They 
he said.\" Butthe amounts add up. He 
for example 
000) in the Karnali zone (mountainous 
2 that gather a 


‚зе Chambers 
noted that Maoists charged 
iple on Nepal\'s 


‘from 
as reported in ref B 
000 tender for services in 
stern Rupandehi 
sts Maoists 
ys of their 
's salary to 


\NKS 


history of 

st insurgency 
Maoists focused on stealing money from 
as well as 
President of 
reported that 

rcent 

(fully 

ars of the 

300 million 

an from banks. 


Column 4 
984 tactics 
nd people with 
but only asking for \"donations\" from 
particularly those homes that were receiving 
ing outside the 


the 
y - for their 

not to deliver services to the Nepali 
ve as well as 

ices. 
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Science and 
Iso supported the concept 
ith Lawson. Noting that 
Shuraydeh took a 
He said that Jordan 
and to use high technology as a 
stplace. Не 
especially in its 


3OJ and with relevant 
Post supports starting negotiations on a 
n. 


&T Advisor Lawson. 
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as GeorgiaWs 

chief energy supplier 
and participant 


sed on South 
with Abkhazia mentioned only briefly. Saakashvili 
a was his 


Column 4 
all others would 
ported the 
there was 
tion would 
illed for 
hing all at 
\" he said. Instead 


orgia would 
however 
irgian 
y within 
Russia. North 
betrayal. 
Tarabrin stressed 
parties to the 
and Russia's role was to help resolve their 
he said 
attask. The 
Fa joint 
spute. This 
nce. 


n 
at Russia had 


was patience and renunciation of force. 
> \"other\" 
1 absolute 
iction in 
S not a party 
'tia must 


Abkhazia. 
ips to work on 
economic rehabilitation 
these groups had not met. 
rational 
| civilian 
‘ter between 
and the CIS PKF 
though this was not 
inent solution 
and Russia should support a CivPol 
or 


Column 4 
. If the Abkhaz 
why should Russia object? We noted 
‚ that it could 
here was 
‚ата and Abkhaz 
Ὁ work. 


instructive 
here. He 
like Putin 
3 between 
when Putin pressed 
а in the 
Saakashvili replied that he was 
but the atmosphere was not yet ripe for such 
xaakashvili 
and 


1s have 
ie frozen 
rations to 
су had no 
and 
‘er the Riga 
he said 
ccession 
we 
ilved 
at. V'That 
V he maintained. Vt is our 
2 permanent 
is not in 


to stress 
en 
however 
ia is not 
> the 
but will oppose Georgia if -- as the GOR expects 
ili and 
d from the 
2 factor driving 
implying 
ed at the 
according to Georgian Ambassador Chubinishvili. 
however 


Column 4 

Jbinishvili 

lerstands that 

away its NATO 

sing a trade. 
Chubinishvili believes 
and is 


6/20/2006 12:17 
6/20/2006 12:20 
particularly at such an 
зу those 

who was in 
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countries in the 


tax 
doing business in Brazil 
than its benefits. END 


yut their performance іп 

China 

dy showed Brazil as 

and its judicial system as worse than 
the onerous tax burden 

to Brazilian 

tax 


ass Ranking evaluated ten 
ie average 

ers of the Organization 
=CD). 


55): Entrepreneurs in Brazil 
iusiness over 152 days 


compared to an average of 63 days among LA countries 


Column 4 


55): In Brazil it takes 19 
‘ocess (LA countries 
OECD average 146) 


144/155): Brazil is heavily 
difficulty of firing 

hiring cost 

iries in LA and 35 
whereas in Brazil 


it takes 15 
ive in OECD countries) 
gister property is 


'azil is heavily criticized 
sredit. [NOTE: 
among 


35): Brazil is criticized for 


shareholders" ability to sue officers 
and weak investor protection laws. 


ireneurs in Brazil must make 

spend 2 
irs in LA countries and 

and pay 147.9 percent of gross profit in 
s and 45 percent in 


97/155): Brazil is criticized 
16 
versus three in OECD 
and importation takes an average 43 days to process 


15): It takes 24 steps and 546 
enforcing 


it takes 10 


Column 4 
d to 3 years in LA 
9 percent of the 
expressed in terms of how many 
is 
less than a measly half cent per dollar (compared with 
; per dollar in OECD 


these factors are frequently 
these 


stifling GDP and 
and discouraging 
economic 
at failure to reduce 
and investment to 
which are posting consistent gains in exports 
and FDI. END COMMENT. 


bassy Brasilia. 
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ts echoed the June 

which emphasized radicalization 
as a key 

?rlands. 

was now оп а 

SUMMARY. 


National CT Coordinator 
errorist threat 
t's responses 
and security for Aayan Hirsi Ali (Ref A). Joustra 
nged 
nreat 
95. This 
he said 
but no concrete information that a 
; the second 
ome 
things were \"quieter\" this year than they were at 
partly as a result of the arrests of 
ober 2005. 


Column 4 


arnment\'s 
stating that 
ıs taking 
the 
‘al of Jihad 
incentrated 
in particular in Eindhoven in 
but had since \"migrated\" east and north. 


idical 
y the 
he said the number of radical sites 
had increased significantly. 
he said 
port such sites. 
he said the government monitored 
including 
Jr radical 
'get rid of;\" 
as some had Dutch citizenship 
. (NOTE. 
reign imams in 2005 
т violence and 
IOTE.) 
d about 
rin the 
tthe increasing 
»mmunicate 
many of whom do not speak Arabic. 


o establish 


date. He 

Counter 

which he heads 

at 100. A larger staff would require 
V he said 

s.V He stated 

since NCTB began 

the Dutch had put in place a CT 
‘ners. 
il role in 


he stated that bilateral contacts with 


Column 4 


iquivalent CT 


eration with the 
Ὁ Washington 
and he expected to 
ation. He 
aw York CityVs 


заз in the 


i tracked 
innual 
submitted to 
nd Interior 
is drafted by NCTB. The report highlighted 
through the 
as well as the prominent role of the Netherlands in 
as key factors in the threat situation 
t 
*erlands could 
18 report 
1 the 
ientation. 


| radical 

such as the Salafist movement 
ie increasing 

on-Arabic 

was flagged as a worrying 
Salfist groups are 

and even to \"take over 

chair of 

the 

told the press 

on Salafism. 

\" including 

but it was his impression that the movement 
| not seen 

1the CMO had 

ЛО claims to 

Netherlands. 


the report stressed the 
's in the country 


Column 4 

more 

ies -- have 

'omote Muslim 

f police 

ding 

| that there 

mong members 

but noted that this could be due to 
rather than to increased 


and 

are consistent with concerns 
yast six 
serned by the 

and focussed 

the threat. 
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in as much as the points that you raise rest 
idicial 

| have transmitted your 
ury explained this 

Mehlis in 

authorities that 

Brammertz is suggesting that 

such a 

yond his 

Brammertz is suggesting now that a 

by him 
iis authority. 

he passes the issues surrounding the detention of 
‘ities. He 
aen adjudicated 
mpting from 


in his latest memorandum of May 23 
lays out a case for why Jamil 

“һе five 

ollows: 


3-Sayyid 
ssentially a 
‘eded his 
the Lebanese judicial 
efore issuing 


Column 4 
and as-Sayyid was initially interrogated 


and the 
ҒАН 


о confront his 
nor the witnesses of who have provided evidence 
nor any of the evidence itself. The most 

ın national 


and perhaps Lebanese government interrogators 
othetical 
anned and 
they say 
additional 
on is based 
1acrime. 


which revolved 

JSD 30 million 

riri 
has been satisfactorily resolved. The \"black 
and there are written 

‘om the 


‘ofessional 

Azoury 
vestigator 

in some detail 
yid. In this 

Lehmann offered special treatment to 
ı than the 

and told as-Sayyid that he 
‘her three. 
Ys dilemma" 

but Azoury treats it as 


)LVs continued 
; to worry 
sussed 
ful elements in an 
he real 
by our own informal legal analysis 
ad sufficient 
-Sayyid and 


Column 4 

in his June 6 reply to 

begs this question by referring it entirely to the 

in his five arguments 

does not really reach the issue of the weight of the 
since he has maintained that as-Sayyid never had 
including 


zoury 
as as-Sayyid\'s attorney 
Future 
Druze leader Walid Jumblatt 
1ake a proposal. 
теге released 
he would depart the country within 24 hours. The 
presumably 


or lack of 
nds against 
r political 

ie 

‘ollow up 

1d the other 


in the course of our June 16 meeting with 
made several other comments about the unfolding UNIIIC 
he said that Jamil as-Sayyid 
had never met Syrian chief 
an object of UNIIIC 
for his part 
»orted that 
He reported 
iard Lehmann 
and disclaimed any knowledge 
but said he had seen Lehmann in a Beirut 


ned Said Saddik 
mer Mehlis appears 
writing the 

»anese 

ury said 


-up. Saddik 

which has no extradition treaty with 
thus protecting him. There was a 
of which Saddik was a small part 


Column 4 

neral 

especially about the 
e UNIIIC by 


who is paying Saddik the USD 2 
zoury 
e UNIIIC was 

but the .5 percent was real 


despite his objections to as-SayyidVs 
is advocating a purely 
approaching 
Hariri 
ty Prime 
se as-Sayyid. 


ection. 


continued: In any case 
and Gemayel could be expected to ask whether 
Hizballah -- might be 
nd of the 
much as Hizballah has been in the National Dialogue 
| leave 
yarture within 
uld stay away. 
they might well prefer the possibility of 
rtainty of 


continued: However 
senior justice Ralph Riache 
JsticeVs 
told emboff 
uthority to 
lefinitely. 
in 
egal status of 
Jrity chiefs. 
opinion on 
it appeared during our last meetings 
lease 
n indefinitely. 


continued: Besides having a seismic 


Column 4 
as-Sayyid\'s release 
| diplomatic 
he is going to be angry and 
and he is going to see the United States as 
ythe 
'ased 
3 a network of 
his task made 
: perception of 
cause. 
as-Sayyid -- 
ears before 
that 
when the right time came 
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the peace 

the Maoists suggested that three women Maoist 
m 


! offices of 
ire more 


3SISTANCE 


to the UN 
oning monitors 

but on June 19 decided to delay the request because 
irce told local 


'ing medical 


'rachanda 
who is in poor health 

y. The 

committee 

's suggest that 

elieve that 

‚into the 

if he were 

vith the very 

ittempts at 

layed the 


Column 4 
the seven-party alliance has 
Jh to enact 
dry. This 
f the 
the peace 


' are faced 

e the eight-point 

<e them appear as 
the politicos 

t intentions 

y to allay 

nd sequencing of 
will be stressing 
keep their 

ical 

the Maoists 

зе and troll 

at they 
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Thieu Hoa District 
une 19 by cell phone 
l'on had been visibly 
d and right eye 
er individual named 
lice on June 18 after 
1g point. 


ngregation formed in 


f individuals renounced 

V however 
n early May of 2006. 
in conducted services at 

a house church owned by a woman 
and took Toan and 
idquarters. The Thieu 
‚ informed them that 
regation to register 
Jion. On May 23 or 24 
Jbmitted their 

the local PC refused to accept 
istructions or 

Protestant 


Column 4 
\" Ton said. 


ı us before. In early 
Ton and Tran Van Ky 
told ConGen Political officers that the 
Thieu Van Commune 
arassed by local 
they reported that police 
detained four people without written 
\"beat them up\" and confiscated four bicycles. The four 
but were required to pay an 
000 each. No reason for this fine 


ially to renounce 
Jllowers recorded a 

in which local authorities and a chief of police named Hoe 
onal legal 


in mid-May Ms. Le Thi 

in charge of this 40-member congregation 
Jctions to operate 
е on Religion. The 
Xt yet eligible for 

but Minh cited Decree 01\'s guidance that local 
ich as Full Gospel 
'egister at the 
inse. 


Southern province of 
and was \"invited\" to 
where authorities 
=G is recognized or 
FG members reported. 


under pressure 
many members of the church 


only four members of the church and Ms. Minh were in 


arvices yet and were 
police led by Deputy 
demanded to know what 
including Ton and Sy 


Column 4 
iped two photos of 
pictures 1 and 2). 


Ton 
:30 a.m. to 6:30 
‘he station because 
and the others live in 
Thieu Vien. The 
r time became more 
police officials began drinking alcohol with 
sat or drink and in 
on the instruction of the police chief (NFI) 
Ton stated that 
»peared to be drunk 
‚ beat him.\" He said 
‚ detailed 
i to come to the 
you plan to continue 
Ton replied: \"Yes...it 
| wouldn\'t come.\" The police 
is hair and slapped 
including 
joined in and beat Ton for ten minutes focusing on his left 
ded they would not 


' Sy was being 
Ton said. 


Ton and Sy were released (NFI 
ıh\'s home where she 
pictures 3-6). Ton presented 
» event with the GVN. 
Ton appears to have been more severely beaten than 
o»hotographs. The 
June 20 was consistent 
n said that he did 


Poloffs 
ss the report and 
and stated that they 
loffs emphasized that 
?e United States. 
Poloffs stressed 
officials involved and witnesses/victims who 
ons. The MFA 
3 case from the 
ot prepared to 


Column 4 


call from MFA 
ung stated he made the 
Jic Security 
\"incidents\" from Thanh 
rd about it. MPS also 
» photos appear to be 
officer that Embassy 
re eyewitnesses to 
nore thoroughly to 
hanh Hoa from 

Dung 


but we 
Ve will try to verify 
ssible. The quick 
nstrates that MFA and 
e. 
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romote 

as well as on the 
with 


жіп on June 
da 
rnment. 
av for plotting 
nen citizen 
pecial 
including Ukraine. 
3 for fraud and 
but received an early amnesty. Over 
according to Meredov 
n how to 
ns against the 


Column 4 
ıklichev was in 
Bank Deputy 
Hajiyev (charged 
other 
Begmedov 


according to Meredov 
aku via ferry: 
zen Catherine 
Turkmenbashy 
where he showed them housing 
suggesting this was a fruitful area to provoke a 
him special 
and then departed 
the visitors called Amanklichev to 
zh Embassy. 


» because 

he would 
1 suspicion. 
a French 
anded over a 
ent. 


' a picture of the 

the U.S. 

asses") 

20 

vas instructed 

tial sources 
police 
and special services buildings. Meredov said 
Teke Bazaar and 

Je reported back 
were all 

5 a good 


/ received 
e assistance 
acts Ogulsapar 


adurdy 
s adult children were 
which is why they were arrested. 


an 


Column 4 
Tomasini claimed not to know what 
but after Meredov showed him the 
Tomasini admitted that though he may have given 
he did not really know what 
saying \"this is 
of Turkmenistan 
and therefore had no 


conducted 
| society 
but these were directed at how to work as civil 
how to better work with local government 
assador also 
bad 1960\'s 
he ensuing 
and 
including 
rticular interest 
she asked 
against them. 


100 (local) 

the broadcast 
nd the heads 
ssively to 


s equally impassively-told tale of 

S foiled attempt to foment a revolution after 
lomats in 
yy name French Charge 
nensions officer 

but 

with the investigation read verbatim from a written 
ampaign to 
nment and the 

and told Ashyrmuhammedov to &find them all 
n such 


Spy Specs Standard Journalistic Tool 


lenri Tomasini on 
but bolstered by 


Column 4 
le admitted to 
ructions from 
peans cited by 
nts with the 
and had asked for and received permission 
s press department to transfer the 
intact in 
ts in the 
1 that 
2.) Tomasini 
deliver to the 
stating that France 
; technical 
and it had no other purpose. The French demarche 
nitments to 
ghts agreement. 


ieformers 


СМ on June 20 
ı June 19 (in the 


match). 
Meredov accused the Government of 
evolution 
redov he would 
and 
ie Revolution 
Jov he thought 
Amanklichev 
including the 
the French 
there were others.\" 


vhole incident 
nklichev was 
ent to discredit 
was now 
ocratic 

ota 
ie heels of 
| that accusing 
y Camps" 
anda campaign 
ir this 

as a result 
?ers. 


Column 4 


No Formal Response 


shgabat with 

| human 

0. Matthei 

‚velopment8 

ла! 

infidence in 

s above-board conduct 
&always careful 

rei firmly 

the public 

but acknowledged that alleged RFE/RL 

OSCE. The 

to meet with us 

ev also 

лтап rights 


s Residence 


a 
spoke with DCM\'s 

and asked him if he had 
's residence. 

\"What do | 

and | look after her kid every 

| don\'t ask any questions." The representative 
cious 


a local 
ng spy gear 
»und up a number 
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Column 4 


ıns are centered in 
and none of the APPs issue emergency passports (due to the 
der to protect 
however 
reports of birth 
prison visits 
completed applications for 
ter any oaths are 
who then enter cases in the 
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ocal guard (with a 
?e primary guard). 
‘he exterior door from 
but once someone has cleared the initial 
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cond U.S.-Brazil 
reed that technical 
a second key area of 
their cooperation. In 
it was tentatively agreed that 
including the Brazilian 
would travel to PTO in August 2006 for one 
to receive training on trademark automation 
ated its interest in 


and chemical arts visit INPI for 1-2 weeks and share 
J of examiners. 


ing PTO training 
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lies -- take 
1 was held 
1 accounts 
purchase the 
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preferring to pay the added fuel 
sawa added that 
from 140 

which would further 
ering Wakkanai. 
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phasized that police 

not 

do not initially see 
on after counseling 
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Thiel said police 
ntial increase in TIP 
000 prostitutes converging on 


Column 4 
ıggeration. Thiel 
le (with hundreds of 
it was possible that venues checked 
by venues checked 
police found that many brothel owners 
‘he day. Thiel and 
affective measures 
> such methods to 


nents 


stitution will not play 
med fans looking 


-oreign fans would 

to language 

r such apartments / 

in local 

titution remains a major 
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if the pattern of past presidential elections holds 
there will be over a dozen candidates competing in 
nde 
since neither of the major parties can aspire 
the UDF might well find itself with 
particularly if in the legislative 
neither the 
lollande added 
in both the presidential and legislative elections 
\"would vote 
\" but not join in any socialist government 


hat the PS 
and 
but that both elections will be 
barring 
would be the center-right's candidate 
the active 
\"if Sarkozy is nice to him.\" 
according to Hollande 
by implication 
‘ution upon 
iancing 
int remain 
that he did 
?8 candidate 


Column 4 

come his 

Hollande also spoke of the bitterly 
\"fratricidal\" rivalries on the center-right 
more ideological 
PS. 


MANDATE 


'sidency in 
the electoral system and divisions in the electorate 
e for 
\" and certainly not a mandate in the majority 
erm. This 
if at all. However 
dent from 
saying 
nd 
s\' decision 
Hollande said 
albeit slowly. 
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likely to win big 
is if Royal for some reason drops out. End 


attitude with 
er Laurent 


Column 4 

saying 

he thinks that entitles 

Almost as an 

Hollande added \"no matter what 


would be much 
me Minister de 
iscovici saw 
dustries and 
xs Of scale. 
able to sell 
га need for 
g related to 
complaining that there was currently too much power 
Ίρθα the 
who does not 
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d a teleconference 
antil shortly after 
164 today. 


ind of the talks this 
including the number of 
sing plants and the 
) countries have 
y will take in the 
e the export 
such as the inclusion 


the US agreed to draft a 
5 and other employees to 
or Japan-bound 
se inspectors would 
nts and witness 
‚ Department of 


it has also been decided that Japan 
at airports. 


following the finding of a 
Jecember 2003. Though it 

Japan again imposed 

a material whose 

in a US beef 


highlight 


Column 4 
while opposition camp calls 


2006 


1 Self-Defense Force\'s 
Iraq to withdraw. Many 


ı mission has been of 

resulting in showing Japan\'s 
ımunity.\" 

the opposition camp calls the withdrawal only \"natural.\" 
за the Air 


Liberal 
'aped the highest praise 


single bullet. They 
of gratitude. They can 


who was serving as chief cabinet secretary when Japan 
also told 


and it was splendid. Some suggested that troops 
but (the timing) was good. Many 
ate the civil 


New Komeito President 


nce has produced good 
ant in the 
on the withdrawal is 
m United Nations 
it is important for the ASDF to transport 


who opposed the dispatch 


Column 4 
commented: 


ime under heavy fire. No 

and іп a move to promote 

the situation (in lraq) fell into a state of near 
ла be discussed 


who 
said: "We 
V 
ent: (1) Since 
a decision on a complete 
JFVs mission will be 
the government has yet to be fully 
1 to pull troops out of 
timing it with the British military\'s withdrawal 


'hatically said in a press 


Yuation and expansion 

(the US 
so we ask the government to 
as well. 


old reporters: 


though it seems somewhat late. It was 
> were not used. V 


they may be involved in 


inference on SDF 


2006 


British 

the government has 
) troops fulfilled a 
nstruction 

Japan would like 

to continue to 

ing with other 


Column 4 


oops while | am in 

ble to announce the 
based on a judgment from a comprehensive viewpoint. 
because my visit 

ideration in terms 


n UN resolutions 


aption gap that was 
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in order to improve the planning 
ODA). The South 
up as an organ in 
excluding such countries as 
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in comparison to none in the United States and 
ideniably 
sloping 
including managerial skills 
there is no definitively \"correct\" 
Both the 
anking 
despite the fact that foreign ownership in the 
v Zealand it 
Barth said the government 
ownership 
2 Opening up 


‚ Barth\'s 
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without offering any reasonable details. ... 
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the European Parliament is unlikely to make 
; or revision. 
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that Citibank may shift some positions 


Columr Column 8 


CONFI 06MANAMA1C 


Column 5 Column 6 


meaning that the King 


\"but he has to produce.\" The Economic 
must 


to make 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6BRATISLAVA491 Embassy Bratislava UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


O6AMMAN4440 Embassy Amman CONFI O6STATE9705 
O6KABUL2765 Embassy Kabul UNCLASSIFIED//FOF 
O6ABUDHABI2510 Embassy Abu Dhabi CONFIDENTIAL 


and seconds that the \"Emir of Dubai has owned 


which showed 


O6MUSCAT982 Embassy Muscat UNCLASSIFIED//FOF 


Column 5 Column 6 


and political fields. 


and 


\"too many similarities often 


whereas Christian 


Columr Column 8 


Column 5 Column 6 
will include such American 
and 


06BAGHDAD2059 Embassy Baghdad 
\" and therefore Basrah 


to finance party 
Fadhila wants 


he asserted would mean 


has been trying 


Columr Column 8 


SECREO6BASRAH93 


Column 5 Column 6 Columr Column 8 


al-Sari 


is heavily 


there 


is not infiltrated by rr and 


Column 5 


06CAIRO3792 
O6MANAMA1087 


O6RIYADH4854 
06CAIRO3794 


Column 6 


Embassy Cairo 


Embassy Manama 


Embassy Riyadh 
Embassy Cairo 


Columr Column 8 


UNCL/06STATE8575 
CONFI 065ТАТЕ9949 


UNCL/06STATE7874 
CONFI 06STATE9948 


Column 5 Column 6 Columr Column 8 


O6KUWAIT2366 Embassy Kuwait UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


O6WELLINGTONA6: Embassy Wellington UNCL/ 06STATE9806 


Column 5 Column 6 Columr Column 8 


are becoming more frequent. Burglaries 


and visitors should be 


to avoid becoming a target of 


Column 5 Column 6 


O6LJUBLJANAS379 Embassy Ljubljana 


O6JAKARTA7666 Embassy Jakarta 


O6JAKARTA7667 Embassy Jakarta 


06TOKYO3357 Embassy Tokyo 


Columr Column 8 


UNCL/06SECSTATE 


UNCL/O6JAKARTAAL 


UNCL/O6JAKARTAAL 


CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


the lack 


Column 5 Column 6 Columr Column 8 


and is not as 


Column 5 Column 6 Columr Column 8 


but is waiting for the 


06WELLINGTONA46: Embassy Wellington UNCL/05STATE1114 
06TOKYO3360 Embassy Tokyo CONFI O6STATE9706 
O6MANILA2548 Embassy Manila UNCL/06MANILA242 
O6DARESSALAAMY Embassy Dar Es Salaar UNCL/ 06STATE8894 


Column 5 Column 6 Columr Column 8 


O6ULAANBAATAR4: Embassy Ulaanbaatar UNCLASSIFIED//FOF 


Column 5 Column 6 


O6TALLINN580 Embassy Tallinn 
O6BEIJING12788 Embassy Beijing 
06BAGHDAD2013 Embassy Baghdad 
did not attend 


Columr Column 8 


UNCLASSIFIED//FOF 
UNCLASSIFIED//FOF 
CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


Sheikh Khalid 
who appeared 


former MNF-I 


O6DAMASCUS2899 Embassy Damascus UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


does not take 


into a fair 
stability and calm ога supporter 


afactor of tension explosion and 


is the formulation of 


Column 5 Column 6 Columr Column 8 


and 


bargaining 
and who believed they could get away 


and human disaster at any 


it applied pressure on donor 


to the Palestinian employees who are today 


O6MANILA255 1 Embassy Manila UNCL/ 06MANILA255 
06СОРЕМНАСЕМ86 Embassy Copenhagen UNCLZ 06COPENHAC 
O6KHARTOUM1439 Embassy Khartoum CONFI OGKHARTOUN 


Column 5 Column 6 Columr Column 8 


\" he said 


may control 


Column 5 Column 6 Columr Column 8 


adding that he was cautiously 


and even 
which has 


\"but there are grounds to 


pointing to Mamoud 


and work with 


Column 5 Column 6 


\" or local 


Burkina Faso and 


Diraige noted. Anything else would 


O6MANAMA1092 Embassy Manama 
O6MANAMA1093 Embassy Manama 


O6MANAMA1094 Embassy Manama 


that Bahrain 


06TOKYO3368 Embassy Tokyo 


Columr Column 8 


UNCL/06STATE9705 
CONFI 065ТАТЕ9638 


CONFI 065ТАТЕ9630 


UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


was 


and the Social Democratic 


neither 


and Fukuda 15% down а point. As for 


followed by \"dealing with the social disparity 


Column 5 Column 6 Columr Column 8 


ranked second at 


leveling off from the last 


\" with 32% saying \"r\" when 


Column 5 Column 6 Columr Column 8 


and from among those 


come into the 


respectively. 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


\" he added hinting that 


quickly returned to meet 


and the Cabinet 


but the 


Column 5 Column 6 Columr Column 8 


and 


Column 5 Column 6 Columr Column 8 


Vice Defense Minister Takemasa 


the 


and other countries concerned. 


Column 5 Column 6 Columr Column 8 


from multi-national 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


diplomacy 


will end 


an Aegis cruiser is to detect 


another Aegis cruise is to 


the Kirishima an MSDF 


needs the US Navy\'s 


Column 5 Column 6 Columr Column 8 


Air Force and Marine Corps. 


Column 5 Column 6 Columr Column 8 


that it is difficult to see differences in 


aims to dig into 


Column 5 Column 6 Columr Column 8 


will likely to be reelected as the 


is expected to be 


Column 5 Column 6 Columr Column 8 


infrastructure and 


O6DHAKA3598 Embassy Dhaka UNCL/ O6STATE9948 
06TOKYO3369 Embassy Tokyo UNCLASSIFIED 


and tests amissile the UN Security 


Column 5 Column 6 Columr Column 8 


06NICOSIA924 Embassy Nicosia CONFI 065ТАТЕ9754 
O6PARIS4176 Embassy Paris UNCLASSIFIED 
06NICOSIA925 Embassy Nicosia UNCL/06STATE9521 


O6NICOSIA926 Embassy Nicosia CONFI 06NICOSIA92! 


Column 5 Column 6 Columr Column 8 


and pointed to previous identification 


Column 5 Column 6 Columr Column 8 


\" according 


along 
and $150 000 each 


and the Return of Remains of 


000 would be of no use\" 


was 


Column 5 Column 6 Columr Column 8 


000 with the 
not including additional 


but \"only up to a point.\" 


Column 5 Column 6 Columr Column 8 


O6ISLAMABAD1 150: Embassy Islamabad CONFI O6ISLAMABAL 


Column 5 Column 6 


O6VILNIUS568 Embassy Vilnius 


has officially recognized 


06TOKYO3388 Embassy Tokyo 


post-Koizumi race 


Columr Column 8 


UNCL/06STATE6472 


UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


appears to be taking the 


to turn the tables. The new LDP president will be 


told a 


have 


Fukuda brushed aside growing 


Column 5 Column 6 Columr Column 8 


and Niwa-Koga factions who do not 


and Finance Ministe 
Aso at a Kono faction 


only indicated that he would work 


\"Although the 


and 


Column 5 Column 6 Columr Column 8 


and other prefecture and Fukuda 
and another place). 


and other rural areas cited the 


underline the 
and continued 


Column 5 Column 6 Columr Column 8 


\"It is better for the 


Column 5 Column 6 Columr Column 8 


now а non- 
see that his move is out of 


Abe\'s 


post-Koizumi race 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


and income 


Column 5 Column 6 Columr Column 8 


| do not think there is a level of poverty 


by 


are worn out. 


public works spending was on the rise in 


Column 5 Column 6 Columr Column 8 
is likely to continue 


which does not deny 


Column 5 Column 6 Columr Column 8 


came into 


should do 


Column 5 Column 6 Columr Column 8 


based on 


the number of pro- 


000. 


based on calculations 


Column 5 Column 6 


O6MANILA2554 Embassy Manila 
O6JERUSALEM2508 Consulate Jerusalem 
O6AMMAN4456 Embassy Amman 


democracy and human 


as Arabs believe that 


Columr Column 8 


CONFI O6MANILA254 
CONFIDENTIAL 
UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


citizenship and 


then there are legal 


Column 5 Column 6 Columr Column 8 


between Israel and the Iranians 


O6TAIPEI2098 American Institute Тама UNCL/05Taipei1924 


still await 


Column 5 Column 6 Columr Column 8 


06TOKYO3394 Embassy Tokyo CONFI 05TOKYO643! 
O6BAGHDAD2065 Embassy Baghdad SECRET 


he would have to do things 


Trade (Abd al-Falah 
and 


Column 5 Column 6 Columr Column 8 


is that Maliki is 


the Iraqi Prospect Organization 


the group fell apart with 


al-Dabbagh 


000 


Column 5 Column 6 Columr Column 8 


is too limited. 


if it did that the fall would be handled in a 


was that Sheikh Yaqubi in several 


Column 5 Column 6 


also told us he 


Foreign Affairs 


06TOKYO3398 Embassy Tokyo 
06SANAA1787 Embassy Sanaa 
06SANAA1788 Embassy Sanaa 


Columr Column 8 


CONFI O6STATE9942 
UNCL/06STATE9633 
UNCL/06SECSTATE 


Column 5 Column 6 Columr Column 8 


O6BEIRUT1996 Embassy Beirut CONFIDENTIAL//NOF 


Column 5 Column 6 Columr Column 8 


in front of the 


that despite the pove 
and proximity to Syri the people 


Column 5 Column 6 Columr Column 8 


the al-Tawhiid 


and would not work with Hizballah 


Sunni 


Column 5 Column 6 Columr Column 8 


O6JAKARTA7716 Embassy Jakarta UNCLASSIFIED//FOF 
O6BAGHDAD2067 Embassy Baghdad CONFIDENTIAL 
O6JAKARTA7718 Embassy Jakarta UNCL/O6JAKARTAT( 


Column 5 Column 6 Columr Column 8 


with a small net 


Column 5 Column 6 Columr Column 8 


which are 


\"Indonesia 
a low deficit 


Column 5 Column 6 Columr Column 8 


\"which they should disburse via 


and government 


a comfortable reserve 


Column 5 Column 6 Columr Column 8 


O6MINSK648 Embassy Minsk UNCLZ 06MINSK81 12 
MOD or 
officials 


10 Gvodzdika self- 


and commercial cooperation. Minsk has 
Cuba and North 


O6KINSHASA963 Embassy Kinshasa UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


000 MONUC troops wouldn't 


and Free Speech 


\"To speak and be heard in 


of the military was 


Column 5 Column 6 Columr Column 8 


and a 16-year 


O6BEIJING12885 Embassy Beijing CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


adding that public 


(protect) 


are rarely raised by 


Column 5 


Column 6 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6JAKARTA7719 Embassy Jakarta CONFI 06JAKARTA1: 


told us that the fundamental problem 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


for the IDPs. In exch 


Column 5 Column 6 Columr Column 8 
he could not 


O6BANGKOK3648 Embassy Bangkok CONFI O6STATE5851 


Column 5 Column 6 Columr Column 8 
O6BANGKOK3649 Embassy Bangkok UNCLASSIFIED 


including a device placed in 


remains a concern for 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Yala and 


Column 5 Column 6 Columr Column 8 


a Remedial Commission of 


such as 
free 


Column 5 Column 6 Columr Column 8 


a seminar on human rights and laws 


Column 5 Column 6 Columr Column 8 


and set up to 


Muslim leaders government and military 


Column 5 


O6KABUL2781 
06HANOI1503 
06BAGHDAD2068 
did not attend 


Column 6 


Embassy Kabul 
Embassy Hanoi 
Embassy Baghdad 


Columr Column 8 


CONFI O6STATE9739 
UNCL/06STATE9521 
CONFIDENTIAL 


Column 5 Column 6 


Sheikh Khalid 
who appeared 


former MNF-I 


06ADANA145 Consulate Adana 


is an MHP area as well. 


Columr Column 8 


UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


and that there 


he claimed. 


there 


knows the military w in 


and security forces. The Semdinli 


sought to downplay both the 


Column 5 Column 6 Columr Column 8 


Anavatan 


especially those from the DYP 
it seems from the same talking points. 


Column 5 Column 6 Columr Column 8 


O6BELGRADE966_ Embassy Belgrade UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


through 


and its aftermath. Mandic stated that 


Column 5 Column 6 Columr Column 8 


O6NEWDELHI4283 Embassy New Delhi CONFI 05NEW DELHI 


O6VILNIUS570 Embassy Vilnius CONFIDENTIAL 
O6ANKARA3593 Embassy Ankara UNCLZ 05ANKARA(f15I! 


Column 5 Column 6 Columr Column 8 


Test and Evaluation (RDT&E) umbrella 


Column 5 Column 6 Columr Column 8 


who added that he would 


as 


Column 5 Column 6 Columr Column 8 


most of the US company concerns 


an expression of 


Column 5 Column 6 Columr Column 8 


the 


MND 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 
small satellite genetic engineering 


O6ISLAMABAD1 1541 Embassy Islamabad 
O6RANGOON816 Embassy Rangoon 


planned to go back to their villages 
so NLD agreed to 


Columr Column 8 


CONFI O6STATE9638 
CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


and blocking all 


O6MUSCAT989 Embassy Muscat UNCLASSIFIED//FOF 


O6TALLINN582 Embassy Tallinn UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


he is the only person 


Column 5 Column 6 


of Ilves\' lead in earlier polls.) 


did. At home 


O6ALMATY2155 US Office Almaty 
Access didn\'t receive 


Blavatnik 


opening the door for new 


Columr Column 8 


CONFIDENTIAL//NOF 


Column 5 Column 6 Columr Column 8 


Access was 


and the Prime Minister had 


Access was 


Basell.\" (Note: 


Column 5 Column 6 


Basell\'s announced project faced high 


TengizChevroil is reserving the 


\" he 


O6ALMATY2156 US Office Almaty 


Albers 


Columr Column 8 


CONFI O6ALMATY 108 


Column 5 Column 6 Columr Column 8 


President Nazarbayev had 


O6KINSHASA965 Embassy Kinshasa UNCL/06KINSHASA; 
O6ALMATY2157 US Office Almaty CONFIDENTIAL//NOF 


Column 5 Column 6 Columr Column 8 


\" CP was \"in\" with at least a 


by 


Kulibayev suggestec CP could negotiate 


\"if you negotiated a 25/25% 
that 


Column 5 Column 6 Columr Column 8 


Energy 


or by 


Kazakhstan 


was the GOK prepared to subsidize 


the GOK didn\'t expect CP to enter 


Akhmetov had back! 
for some kind of 


in retrospect 


Column 5 Column 6 


06DUBAI3808 Consulate Dubai 


a genetic blood disorder 


camel pasture. 


O6KINSHASA966 Embassy Kinshasa 
O6NICOSIA930 Embassy Nicosia 


Columr Column 8 


CONFIDENTIAL 


CONFI O6KINSHASAS 
UNCL# O6Nicosia882 


Column 5 Column 6 Columr Column 8 
06MOSCOW6464 Embassy Moscow CONFI O6STATE9826 
O6ADANA146 Consulate Adana UNCLASSIFIED 


Turkish Republic\'s ( apologize to the Kurdish 


Column 5 Column 6 Columr Column 8 


O6ADANA147 Consulate Adana UNCLASSIFIED 


06BELGRADE967 Embassy Belgrade UNCL/ 05Belgrade46; 


and finance committees. With their 


Column 5 Column 6 Columr Column 8 


has 


there are a number « DSS 


seems to have 


Column 5 Column 6 


and the presidency - 


06COLOMBO1030 Embassy Colombo 


which had begun 


and 


Columr Column 8 


CONFI 06COLOMBO: 


Column 5 Column 6 Columr Column 8 


on 


and proceeded to the 


to detonate against SLNVs 


Column 5 Column 6 


leading to land 
and 


the LTTE fired 


claiming it is undisciplined 


of 13 civilians on May 13. 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


was extremely 


but second because Sri 


Column 5 Column 6 Columr Column 8 


O6YEREVAN827 Embassy Yerevan UNCL/06SECSTATE 
O6MADRID1577 Embassy Madrid CONFI O6SECSTATE 
O6PARIS4183 Embassy Paris UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


and two assistant 


and Nick Burns 


Column 5 Column 6 


O6RIYADH4914 Embassy Riyadh 


and then suggested the 


Jafar 
they 


and 


Columr Column 8 


CONFI 05RIYADH939 


Column 5 Column 6 Columr Column 8 


have languished 


stressing that Hassan 


reform was 
very slowly.\" The N in 


but \"all its recommendations have 


Column 5 Column 6 Columr Column 8 


were 


were 


to Noam Chomsky (' according to 


and U.S. politics. His ultimate 


Column 5 Column 6 


\"So can you tellme more 


O6MUSCAT990 Embassy Muscat 


on order of 
rather than direct to 


Columr Column 8 


UNCL/ 06MUSCAT89 


Column 5 Column 6 Columr Column 8 
been dominated by 


O6KATHMANDU157: Embassy Kathmandu UNCL/O6STATE9521 
O6MUSCAT991 Embassy Muscat UNCLASSIFIED 


and of the English- 


Column 5 Column 6 Columr Column 8 


Qana and the 2002 Jenin massacre? 


all blaming the 


O6LAPAZ1638 Embassy La Paz CONFI O6SECSTATE 
O6KATHMANDU157! Embassy Kathmandu CONFI ΟΘΚΑΤΗΜΑΝΓ 


Column 5 Column 6 Columr Column 8 


the 


Nepali 


Column 5 Column 6 Columr Column 8 


expressed her displeasure with the 


Column 5 Column 6 Columr Column 8 


Indian Embassy DCM. 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


fundamental rights human rights 


Column 5 Column 6 Columr Column 8 


intimidation and 


region and 


prosperity progress and the 


Column 5 Column 6 Columr Column 8 


O6ANKARA3599 Embassy Ankara CONFI O6SECSTATE 
O6DAMASCUS2935 Embassy Damascus CONFI O6DAMASCUS 


encouraging it lies the 
and 


Column 5 Column 6 Columr Column 8 


was 


who has been 


Column 5 Column 6 Columr Column 8 


and international 


and 


Column 5 Column 6 Columr Column 8 


a variety of 


has 


and 


Column 5 Column 6 Columr Column 8 


Hassan 
and the ten DBD 
AHRO HRAS 


Column 5 Column 6 Columr Column 8 


to a lesser extent the Naisse who 


and manipulation by the SARG 


viewing it as a 


and 


Column 5 Column 6 Columr Column 8 


O6KATHMANDU157 Embassy Kathmandu UNCL/O6SECSTATE 
O6KUWAIT2391 Embassy Kuwait UNCLASSIFIED 


06CAIRO3818 Embassy Cairo CONFIDENTIAL 


having moved forward his planned Cairo visit from 


Column 5 Column 6 


0O6KATHMANDU157: Embassy Kathmandu 


unrecorded 


to 


there were no 
648 people (during an unspecified 


826 were released 


Columr Column 8 


CONFI O6KATHMANL 


Column 5 Column 6 Columr Column 8 


eight explosions 37 cases of 
three beatings and four cases of arson. 


Column 5 Column 6 Columr Column 8 


06CAIRO3819 Embassy Cairo CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


O6DUBLIN706 Embassy Dublin CONFIDENTIAL 
O6VILNIUS573 Embassy Vilnius UNCL/ 06VILNIUS522 


Column 5 Column 6 Columr Column 8 


O6KUWAIT2392 Embassy Kuwait CONFI O6KUWAIT 22; 


Column 5 Column 6 Columr Column 8 


to 


have also been defa but 


Column 5 Column 6 


explained that not 


a liberal MP who headed the 


but to 


and personal status saying women 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


use your right." UNDP 


announced it would 


Lebanon Syria 
candidates in some 


Column 5 Column 6 Columr Column 8 


the 


Column 5 Column 6 Columr Column 8 


female 


Column 5 Column 6 Columr Column 8 


ΟΘΡΗΙΡΤΙΝΑΡΟΡ Embassy Pristina UNCLASSIFIED 


O6DAMASCUS2938 Embassy Damascus CONFI 05DAMASCUS€ 


Column 5 Column 6 Columr Column 8 
and party formation; 


the Cham Center the Committee for 


other members. (NOTE: A UPI 


s Cham Center with ‹ 


the Liberal 


Column 5 Column 6 Columr Column 8 


SAYS SIGNATORY: 


by the SARG \" said 


Column 5 Column 6 Columr Column 8 


as a way to split the 


O6KUWAIT2393 Embassy Kuwait UNCLASSIFIED 


the Constitutional Muslim 


Column 5 Column 6 Columr Column 8 


why has 


his statement 


Column 5 Column 6 Columr Column 8 


and when where and how much is 


O6BUCHAREST100§ Embassy Bucharest CONFI 065ТАТЕ9813 


O6KUWAIT2394 Embassy Kuwait SECREO5KUWAIT495§ 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


and liberal political b see our 


while critical of U.S. 


for the extensive U.S. presence 


Column 5 Column 6 Columr Column 8 


would be less worrisome to U.S. 


that 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 

O6RIYADH4919 Embassy Riyadh CONFI O6SECSTATE 
O6KUWAIT2395 Embassy Kuwait CONFI 06KUWAIT92* 
O6BAGHDAD2080 Embassy Baghdad SECREO6BAGHDAD1 
ΟΘΜΑΝΑΜΑΊ 101 Embassy Manama CONFI 06MANAMA1C 


Column 5 Column 6 Columr Column 8 


to the U.S. 


Al Bahrain began a 


who complain the GOB is not doing 


Column 5 Column 6 Columr Column 8 


O6MANAGUA1333 Embassy Managua CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6ALGIERS1112 Embassy Algiers UNCLASSIFIED 


on the main commercial 


and can speak 


Column 5 Column 6 Columr Column 8 


thereby lowering China\'s rank for two-way 


clothing spare parts and 


for example a traveler arrives from the 


and vehicles. In 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


for higher quality 


and 


much of the Algerian 


Column 5 Column 6 Columr Column 8 


O6BAGHDAD2081 Embassy Baghdad CONFIDENTIAL 


or to join the Presidency Council). He 


Column 5 Column 6 Columr Column 8 


O6MASERU292 Embassy Maseru CONFI 06MASERU27 


and that he viewed 


however that 


according to the Brit had 


Column 5 Column 6 Columr Column 8 


O6ANKARA3617 Embassy Ankara CONFI ОбАМКАВАЗЗ' 


that there might still be 


thereby 


Column 5 Column 6 Columr Column 8 


s schools had been 


and media. He also s 


Column 5 Column 6 


twice led ISAF in Afc 


noting the 


personnel. Boucher argued 


China-to-Turkey 


governance and 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


60 S and 7Cs and then wer 


06CAIRO3822 Embassy Cairo CONFI 065ТАТЕ9536 


OGJERUSALEM?251 1 Consulate Jerusalem CONFI OGJERUSALEI 


Column 5 Column 6 Columr Column 8 


06ABUJA1537 Embassy Abuja CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


as they 


Column 5 Column 6 Columr Column 8 


O6LAPAZ1644 Embassy La Paz UNCL/06LAPAZ1281 


soft drinks and other uses.\" 


Column 5 Column 6 Columr Column 8 


it is 


invisibly.\" 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 


O6HARARE731 Embassy Harare 
O6WARSAW1202 Embassy Warsaw 
O6MADRID1593 Embassy Madrid 
O6REYKJAVIK224 Embassy Reykjavik 
O6BUCHAREST101( Embassy Bucharest 


Columr Column 8 


CONFIDENTIAL 

CONFI 065ТАТЕ9754 
UNCL/06STATE9942 
UNCL/06STATE9942 
UNCL/06SECSTATE 


Column 5 Column 6 Columr Column 8 


O6CARACAS1787 Embassy Caracas CONFI ΟΘΟΑΗΑΟΑΘΊ 


passed in 2001 


organized these 


Column 5 Column 6 Columr Column 8 


some 119 000 of the 300 000 public school 


the bill languished as 


reportedly 


administrative worke blue 
students and \"social organization 


or community council. 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 


is probably covering a 


with the 


95 


so 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


against 


for the BRV to convince Venezuelans that 


O6CARACAS1788 Embassy Caracas UNCL/06SECSTATE 


Column 5 Column 6 Columr Column 8 


O6PARIS4206 Embassy Paris UNCL# 05PARIS5855 


to mark the International Year of 


Column 5 Column 6 Columr Column 8 


O6ABIDJAN658 Embassy Abidjan CONFI O6ABIDJAN64 
O6BERLIN1687 Embassy Berlin UNCLZO6BERLIN366 
the Men\'s 

and the 


and other local and national 


and whistles -- provided free of charge to 


and website. 


Column 5 Column 6 Columr Column 8 


is sponsoring a campaign to mount 


the 


and 


sports 


Column 5 Column 6 Columr Column 8 


introduced a 


the Women\'s 
as well as the Catholic and 


Column 5 Column 6 Columr Column 8 


Leipzig and Munich. 


O6LISBON1 189 Embassy Lisbon UNCL/06STATES8464 
O6KUWAIT2396 Embassy Kuwait UNCLASSIFIED 


Column 5 Column 6 


O6KIGALI578 Embassy Kigali 
O6BAGHDAD2082 Embassy Baghdad 


also 


the 


Columr Column 8 


UNCL/06STATE9521 
CONFI O6BAGHDADz 


Column 5 Column 6 Columr Column 8 


O6KIGALI579 Embassy Kigali UNCL/06BUJUMBUF 


Column 5 Column 6 Columr Column 8 


and Col. 


head of the Rwandan 


and 


is their V'service provider." He 


Column 5 Column 6 Columr Column 8 


\" are now 


play a more active 


Column 5 Column 6 Columr Column 8 


that no guidelines have yet 


analyze and disseminate 


political discussions 


Column 5 Column 6 


on the TFC 


to improve cooperation 


sends a strong positive 


O6PARIS4213 Embassy Paris 


Columr Column 8 


UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


of the New School ir 


strongly criticized Samuel 


Baghdad and cities in Iran and Gr and 


and clothing. 


Column 5 Column 6 Columr Column 8 


O6BRATISLAVA494 Embassy Bratislava CONFI O6BRATISLAV 


considering 


and 


and HZDS to hold out against Fico. 


Column 5 Column 6 Columr Column 8 


had 


Column 5 Column 6 Columr Column 8 


and if a solution 


O6LISBON1 195 Embassy Lisbon CONFIDENTIAL 
O6TIRANA657 Embassy Tirana UNCLASSIFIED//FOF 
O6CASABLANCA67E Consulate Casablanca CONFIO6SECSTATE 


Column 5 Column 6 


O6PARIS4214 Embassy Paris 
O6BAGHDAD2083 Embassy Baghdad 
O6NDJAMENA853 Embassy Ndjamena 


and Nyala. He said that the Darfur Peace 
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06JEDDAH430 Consulate Jeddah CONFI 06JEDDAH?23; 


who 


Column 5 Column 6 Columr Column 8 


and two teachers. The four men identified 
Teacher 


Pastor Telahun 


Column 5 Column 6 Columr Column 8 


\"uniformed government officers\" 


Column 5 Column 6 Columr Column 8 


is concerned about reprisal 


because they are fully 


O6KUWAIT2417 Embassy Kuwait CONFI O6STATE9705 


Column 5 Column 6 Columr Column 8 


O6KUWAIT2418 Embassy Kuwait CONFI 065ТАТЕ9949 


O6ADDISABABA169' Embassy Addis Ababa UNCLASSIFIED 
060SLO805 Embassy Oslo CONFI O6STATE1004 


O6ADDISABABA169 Embassy Addis Ababa UNCL/O6ADDISABAE 


said IGAD members had a duty \"to 


Column 5 Column 6 Columr Column 8 


Sudan Uganda 


many countries had 


Column 5 Column 6 Columr Column 8 


the warlords had put together an 


ICU 


Column 5 Column 6 Columr Column 8 


\"and 


agreed on the need for extension 


Column 5 Column 6 Columr Column 8 


O6MUSCAT999 Embassy Muscat CONFI O6SECSTATE 
O6BANJUL394 Embassy Banjul CONFIDENTIAL 


to appeal to Wade for the expulsion of 


Column 5 Column 6 Columr Column 8 


06SAOPAULO686 Consulate Sao Paulo UNCLASSIFIED 


O6KUWAIT2419 Embassy Kuwait CONFI O5KUWAIT31; 


causing 


Column 5 Column 6 Columr Column 8 


flyers and Kleenex boxes. Attorney 


family 


Column 5 Column 6 Columr Column 8 


and CDs their 

O6VILNIUS581 Embassy Vilnius CONFIDENTIAL 
generally 

and 


told us that no 


Column 5 Column 6 Columr Column 8 


and 


told us that the Conservative 


and 


O6BRIDGETOWN!10 Embassy Bridgetown UNCLASSIFIED 
O6DAMASCUS2976 Embassy Damascus CONFI 06DAMASCUS€ 


Column 5 Column 6 Columr Column 8 


oil local administration electric 


Column 5 Column 6 Columr Column 8 


may also face charges of 


O6ALGIERS1120 Embassy Algiers UNCLASSIFIED//FOF 
O6ANKARA3638 Embassy Ankara CONFI 05ADANA207 


Column 5 Column 6 Columr Column 8 


as one reason for the 


06CAIRO3836 Embassy Cairo CONFI O6STATE1004 


Column 5 Column 6 Columr Column 8 


uses three different characterizations to 


and oversight\" for TIM payments. In 


how much. 


and not educators — transportation 
he said in 


provide humanitarian 


support efforts to \"make 
we 


withholds USD $60 


Column 5 Column 6 


O6BRIDGETOWN10 Embassy Bridgetown 
O6ANKARA3641 Embassy Ankara 


Sabah Cumhuriyet 


argues that contrary to what 


Columr Column 8 


UNCLASSIFIED 
UNCL/06ANKARA36: 


Radike Zaman and ot 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


06ABUJA1547 Embassy Abuja CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


O6KUWAIT2420 Embassy Kuwait UNCLASSIFIED 


then they are cowards 


and praying for God to 


opined in Arabic 


Column 5 Column 6 Columr Column 8 


\"Let it be known that | am only going to 


Column 5 Column 6 Columr Column 8 


06LAGOS866 Consulate Lagos CONFIDENTIAL 


and underestimating the 


told her that none 


Column 5 Column 6 Columr Column 8 


Delta State 


and do not 


Delta State. Warri was the scene of 


O6KIRKUK1 19 REO Kirkuk SECRET 


Column 5 Column 6 Columr Column 8 


knows that autonomy gets the Kurds 


for a U.S. presence but could 


KDP and PUK 


Column 5 Column 6 Columr Column 8 


the KDP and PUK see democracy as akin to a 


let alone the 


maintaining a rigorously clean 
running moderate-sc 


Column 5 Column 6 Columr Column 8 


O6MAPUTO737 Embassy Maputo UNCLASSIFIED 
O6MUSCAT 1000 Embassy Muscat CONFI O6SECSTATE 


would be by secret ballot. 


060SLO807 Embassy Oslo CONFI 060SLO759 


Column 5 Column 6 Columr Column 8 


as 


O6ANKARA3643 Embassy Ankara CONFIDENTIAL 


Column 5 
this seems 


the GOT may 


O6KIRKUK120 
06LAGOS867 


needs a 


Column 6 


REO Kirkuk 
Consulate Lagos 


Columr Column 8 


CONFIDENTIAL 
CONFIDENTIAL 


Column 5 


O6NICOSIA935 


yi 


Column 6 


Embassy Nicosia 


Columr Column 8 


CONFI 05NICOSIA18! 


Column 5 Column 6 Columr Column 8 


and the 


and 


and UBP are thought to 


rumors of cronyism 


Column 5 Column 6 Columr Column 8 


patriotic\" alternative -- and 


since the 


he 


Column 5 Column 6 Columr Column 8 


acknowledge 


and his shady 


Column 5 Column 6 Columr Column 8 


are set for more comfortable 


and traffic 


the right 


Column 5 Column 6 Columr Column 8 


since 


who 


Column 5 Column 6 Columr Column 8 


sources 


or regulatory bodies currently 


Column 5 Column 6 Columr Column 8 


O06NDJAMENA862 Embassy Ndjamena UNCL/ O6NDJAMENA 
000 people\" referred to the impossibility of 
and rejected 


000 men. 


Column 5 Column 6 Columr Column 8 


was a matter of France\'s 


and 


provision of 


and the other members of this 


O6GEORGETOWNS5 Embassy Georgetown CONFI OGGEORGET( 


Column 5 Column 6 Columr Column 8 


O6BUCHAREST101£ Embassy Bucharest UNCLASSIFIED//FOF 


06DILI320 Embassy Dili SECRE 06DILI296|06L 


Column 5 Column 6 Columr Column 8 


or both. 


Column 5 Column 6 Columr Column 8 


and several PNTL and FDTL 


Column 5 Column 6 


Columr Column 8 
for the purpose 


mostly outside Dili 


000 IDPs are estimal 


and basic foods. Basic food prices have risen 


Column 5 Column 6 


and an axe. 


reported that the 


O6BASRAH109 REO Basrah 


agricultural 


is the leader of the Al 


Columr Column 8 


SECREO6REOBASRA 


Column 5 Column 6 Columr Column 8 


Sunni and Christian adding 


they 


06АССВА1409 Embassy Accra UNCL/O6ACCRA 1071 
O6THEHAGUE1383 Embassy The Hague UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


etc. Given the 


the EC 


was taken away. The 


because of abuse. The U.S. noted 


Column 5 Column 6 


contacts etc. As 
the fact that the host 


how it 


superceded) 


or SPs to do someth 


based on their level 
etc. 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


but for the situation. 


Mexico 
and Japan. The meeting was largely a briefing 


and Bahamas as part of its universality 


Column 5 Column 6 Columr Column 8 


the DRC and the CAR would ratify this 


Column 5 Column 6 Columr Column 8 


dated May 10 2006). 


Column 5 Column 6 Columr Column 8 


etc. 


the Head of the 


on the progress 


Column 5 Column 6 Columr Column 8 


O6RABAT 1206 Embassy Rabat UNCL/06SECSTATE 


restaurants places of worship 
movie theaters and public areas. Such 


Column 5 Column 6 Columr Column 8 
at tel. 037-76-96-39. 


theft from vehicles and 


Column 5 Column 6 Columr Column 8 


cellular telephones cameras 


06MOSCOW6547 Embassy Moscow CONFI O6MOSCOW6 


Column 5 Column 6 Columr Column 8 


06BOGOTA5526 Embassy Bogota CONFIDENTIAL 
O6ATHENS1582 Embassy Athens CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


we suggest we focus on the fact that 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6BRATISLAVA499 Embassy Bratislava CONFI O6BRATISLAV 


formerly spokesperson for 


and 


Column 5 Column 6 Columr Column 8 


said Lipsic 


HZDS is 


Health and to alesser extent Culture. 


Column 5 Column 6 Columr Column 8 
cooperation with 


she pointed out been 


saying that the 


O6NDJAMENA864 Embassy Ndjamena CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


and overhaul public 


06LAGOS873 Consulate Lagos CONFIDENTIAL 
O6BUCHAREST101¢ Embassy Bucharest CONFI O6SECSTATE 


Column 5 Column 6 
O6JERUSALEM2545 Consulate Jerusalem 


O6KIEV2403 Embassy Kyiv 


to abandon OU if it 


and make a 


said one thing to the press and 


Columr Column 8 
CONFI OGJERUSALEI 


CONFI 06KIEV2359 


Column 5 Column 6 Columr Column 8 


he reiterated 


she snapped did not want an Orange 


to 


Column 5 Column 6 Columr Column 8 


to the 


and the 


was urging Yushchenko to gather 


Column 5 Column 6 


06LAGOS874 Consulate Lagos 


to cover the remaining amount 


O6MAPUTO741 Embassy Maputo 
O6PARIS4243 Embassy Paris 


Lyon Rennes 


Columr Column 8 


UNCL/06ABUJA1517 


UNCL/06MAPUTO70 
UNCLASSIFIED//FOF 


and 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


the 


Consular and Management. 


to Embassy Paris for 


universities and chambers of commerce have flowed 


to reach 


Overseas School Re 
etc.) are handled 


are processed in Paris. 
to conclude that APP staff spend 


go to the store for 


Column 5 Column 6 Columr Column 8 


budget planning for a post. 


Column 5 Column 6 Columr Column 8 


one focuses exclusively on 


and 


is home to France\'s so 


good 


a speech at a local s and the 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


provide virtually all 


mortuary certificates etc.). 


etc. 


and privileges: All APP officers in 


Column 5 Column 6 Columr Column 8 


Management and Public Diplomacy) that 


should be kept in mind 


France 
and local internet and cellphone service providers. 


and translates 
drive 2-3 hours 


weekend and holiday work 


Column 5 Column 6 Columr Column 8 
and limited 


Column 5 Column 6 Columr Column 8 


recruitment. APP chiefs must be 


06ТЕІ АУІУ2413 Embassy Tel Aviv CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6LISBON1212 Embassy Lisbon UNCL/06SECSTATE 


O6TELAVIV2414 Embassy Tel Aviv CONFI OGTELAVIV23I 
about the 


Column 5 Column 6 Columr Column 8 


to discuss these issues in the coming 


Column 5 Column 6 Columr Column 8 


to meet with several such as Peace 


the E-1 neighborhoo and other 


Column 5 Column 6 Columr Column 8 


O6REYKJAVIK226 Embassy Reykjavik UNCL/06STATE8572 


O6PRISTINA531 Embassy Pristina CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


O6RABAT1211 Embassy Rabat CONFI 065ТАТЕ9949 


Column 5 Column 6 Columr Column 8 


O6PRISTINA532 Embassy Pristina UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


06NOUAKCHOTT77 Embassy Nouakchott CGONFIO6NOUAKCHC 


said \"a group of people 


and the 


Column 5 Column 6 


O6GEORGETOWNS5 Embassy Georgetown 
O6BRIDGETOWN10 Embassy Bridgetown 
O6BRASILIA1219 Embassy Brasilia 


she was unaware 


O6BRASILIA1231 Embassy Brasilia 


Columr Column 8 


UNCL/06STATE9949 
UNCL/06FAAMIAMIS 
UNCL/06STATE8575 


UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


BNDES and APEX 


one day of which 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6LAPAZ1660 Embassy La Paz UNCL/ 06LAPAZ1248 
V proposes strong state 


diminish poverty 
and 


and 


000 homes (in part to 


and natural 


and job creation including 


Column 5 Column 6 Columr Column 8 


forests and biodiversity; \"the 


and financial system. 


and buy Bolivian 


Electricity Water Land 


and new contract rul 


\" as well as universal 


and Democracy 


Column 5 Column 6 


farmers and 


USD 30 


and construction industries. The GOB 


promote 


Columr Column 8 


Column 5 Column 6 


telecommunications 
and 


two railways (of 
has U.S. 


and one telecommunications 


the 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


and 


O6LAPAZ1661 Embassy La Paz UNCLASSIFIED//FOF 


O6LAPAZ1662 Embassy La Paz CONFI O6LAPAZ1629 


Column 5 Column 6 Columr Column 8 


O6CARACAS1849 Embassy Caracas CONFI O5CARACAS3 


Column 5 Column 6 Columr Column 8 


appears to 


Column 5 Column 6 Columr Column 8 


O6BAGHDAD2112 Embassy Baghdad CONFI 06BAGHDADZ 
O6SANSALVADOR1' Embassy San Salvador UNCLASSIFIED 
O6MONTEVIDEO56¢ Embassy Montevideo UNCL/O6STATE9942 
O6USUNNEWYORK USUN New York UNCLASSIFIED 


and Korea 


generally did not 


Column 5 Column 6 Columr Column 8 


agreed with Cuba that it 


Column 5 Column 6 Columr Column 8 


\"does not look to us as 


О6РАМАМА1213 Embassy Panama CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


that he has never seen any 


he expects to be \"crucified.\" 


Column 5 Column 6 Columr Column 8 


O6USUNNEWYORK USUN New York UNCLASSIFIED 
O6MANAGUA1359 Embassy Managua CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


fiscales were present from the 


O6TAIPEI2113 American Institute Taiwa CONFI O6TAIPEI2007 


Column 5 Column 6 Columr Column 8 


former DPP 


Column 5 Column 6 Columr Column 8 


on grounds that he paid 


Column 5 Column 6 Columr Column 8 


06WELLINGTONA47( Embassy Wellington CONFI 05WELLINGT! 


Column 5 Column 6 Columr Column 8 


Annette King had 


Column 5 Column 6 Columr Column 8 


public criticism 


06TOKYO3440 Embassy Tokyo UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


then conference 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


which was opposed to US forces\' 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Taiwan strengthen cooperation in security talks on 


Column 5 Column 6 Columr Column 8 


and Taiwan 


so the two sides decided to 


Column 5 Column 6 Columr Column 8 


and Fisheries 


to resume US beef trade on such conditions 


and Welfare Minister Jiro Kawasaki said yesterday 


Column 5 Column 6 Columr Column 8 


distributors remain 


000 


Column 5 Column 6 Columr Column 8 


also 


the issue was 


\"The US 


Column 5 Column 6 Columr Column 8 


and education. He 


Column 5 Column 6 Columr Column 8 


said that the 


900 yen that the two 


Column 5 Column 6 Columr Column 8 


O6WELLINGTON471Embassy Wellington UNCLASSIFIED 
O6WELLINGTON47:; Embassy Wellington UNCL/06STATE1005 


are becoming more frequent. Burglaries 


and visitors should be 


to avoid becoming a target of 


Column 5 Column 6 Columr Column 8 


O6KABUL2802 Embassy Kabul SECRET 


Column 5 Column 6 Columr Column 8 


are 


the GOA 


and OEF command 


Column 5 Column 6 Columr Column 8 


or MOI pretrial detention 


Column 5 Column 6 


of their pressing 


06BAGHDAD2114 Embassy Baghdad 
outreach to local Suı and 


and detention operations). 


Columr Column 8 


SECREO6BAGHDADZ 


Column 5 Column 6 Columr Column 8 


ultimately called 


06COLOMBO1038 Embassy Colombo UNCL/06COLOMBO' 
O6ALMATY2187 US Office Almaty UNCL/ O6ALMATY1 22 


Column 5 Column 6 


06SEOUL2054 Embassy Seoul 
O6RIYADH4997 Embassy Riyadh 


\"until | 


and safety problems related to a 


was \"hated\" by 


Columr Column 8 


UNCL/06STATE9942 
CONFI O6RIYADH384 


Column 5 


\"Turki is serious 


000 riyals 


Shiva 


the SAG had 


Column 6 


but 


and Ismailis. 


Columr Column 8 


Column 5 Column 6 


but 


had been unsuccessful and 


06TOKYO3447 Embassy Tokyo 


are deployed in Iraq to 


Columr Column 8 


UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


O6BAGHDAD2115 Embassy Baghdad CONFI O6BAGHDAD1 


Column 5 Column 6 Columr Column 8 


on identifying specific cases of 


Column 5 Column 6 Columr Column 8 


and responsive--conducting the 


O6ANKARA3644 Embassy Ankara UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


did not have 


Column 5 Column 6 Columr Column 8 


and disinflation). 


Column 5 Column 6 Columr Column 8 


06SEOUL2059 Embassy Seoul UNCLASSIFIED 
O6KABUL2819 Embassy Kabul UNCLASSIFIED 
06TOKYO3449 Embassy Tokyo CONFI 06ТОКҮОЗ44: 


have taken a toll on 


Column 5 Column 6 Columr Column 8 


have recently 


a 


Column 5 Column 6 Columr Column 8 


or 


deliver another potential blow to 


since the city\'s primary 


carrying an average 000 


Deputy 


Column 5 Column 6 Columr Column 8 


as another 


000 yen per 


this 


down from 
the number of Russian crews 
901 in 


Column 5 Column 6 Columr Column 8 


O6BAGHDAD2116 Embassy Baghdad SECRET 


LPG (cooking gas) 


was fixed in one 


the 


Column 5 Column 6 Columr Column 8 


had to slow 


in turn the supply of 


Karbala and Hilla Ju 


and over 


stations sell a mid-grade mix set 


Column 5 Column 6 


must 


that Chalabi had held the contracts for 


Looks Good 


000 


reportedly 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


000 bpd were sold) is apparently 


is the bigger 


like 


Column 5 Column 6 Columr Column 8 


O6TIRANA662 Embassy Tirana CONFI O6TIRANA476 


was 


Column 5 Column 6 Columr Column 8 


refer 


three have been 
and two of 


Column 5 Column 6 Columr Column 8 


seem comfortable to cast 


O6BASRAH110 REO Basrah CONFI 06BASRAH1 


Column 5 Column 6 Columr Column 8 


and the UIC 555 won 13 out of 16 


and he foresaw a greater risk 


Column 5 Column 6 Columr Column 8 
\" 


saying that he 


he knew that most people waited 


dominated by the Fa 
and Basrah Islamic List parties. This will not 


Column 5 Column 6 Columr Column 8 


O6FRANKFURT 4232 Consulate Frankfurt UNCLZ 06Frankfurt88‘ 


Column 5 Column 6 Columr Column 8 


which cooperate closely 


return to their home countries. Others obtain 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6PRETORIA2545 Embassy Pretoria CONFI 06PRETORIA: 


is that there is 


Column 5 Column 6 Columr Column 8 


O6LILONGWES553 Embassy Lilongwe UNCLASSIFIED 
06ZAGREB757 Embassy Zagreb UNCLASSIFIED//FOF 


2006. Although 


the first 


Column 5 Column 6 Columr Column 8 


Column 5 


O6MADRID1610 
O6MAPUTO745 
O6MUSCAT1001 


etc.) will 


O6SKOPJE593 
O6PARIS4247 


Column 6 


Embassy Madrid 
Embassy Maputo 
Embassy Muscat 


Embassy Skopje 
Embassy Paris 


Columr Column 8 


CONFI O6SECSTATE 
UNCL/06MAPUTO74 
CONFI O6STATE1004 


UNCL/06STATE9521 
CONFI O6PARIS3725 


Column 5 Column 6 Columr Column 8 


the 


if Sarkozy agrees to look 
Chirac himself. 


Column 5 Column 6 Columr Column 8 


to bring about 


when 


Column 5 Column 6 Columr Column 8 


he/she would have 


party members \"want a winner\" and will 


\"acting as 


Column 5 Column 6 Columr Column 8 
\"just because 20 


Fabius will 


it would take 


passed through 


Column 5 Column 6 Columr Column 8 


Royal and her popularity 


O6ISLAMABAD!1 174( Embassy Islamabad SECRET//NOFORN 


Column 5 


social sector develo} 
and non-proliferation. 


Column 6 Columr Column 8 


s military and 


President Musharraf cracked down on 


Column 5 Column 6 Columr Column 8 


or shelter these organizations. 


Column 5 Column 6 Columr Column 8 


and the political parties. USAID 


Column 5 Column 6 Columr Column 8 


and the 


telecommunications and 


Column 5 Column 6 Columr Column 8 


O6PHNOMPENH115 Embassy Phnom Penh UNCL/O6PHNOMPEI 
O6ANKARA3649 Embassy Ankara UNCLASSIFIED 


Column 5 Column 6 Columr Column 8 


06TOKYO3454 Embassy Tokyo UNCLASSIFIED 


2006 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


shows the 


Australia and 


Column 5 Column 6 Columr Column 8 


without trying to 
in the next Diet session. 


and he 


Column 5 Column 6 Columr Column 8 


| would like to go as a member of 


who 


and yet the government 


chairman of the Joint 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


\" to a transport plane when it flies over my house 


while boycotting the 


Column 5 Column 6 Columr Column 8 


Pakistan and other countries 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


the 


Kadena Air 


asking us if we are 


Column 5 Column 6 Columr Column 8 


for which the Asian and 


strongly reacted to 


has been 


Column 5 Column 6 Columr Column 8 


and Ambassador to 


failed in Japan\'s bid for a permanent seat on the 


06GUANGZHOU!181 Consulate Guangzhou UNCL/06Guangzhou'’ 


Column 5 Column 6 Columr Column 8 


and create supply for 


Column 5 Column 6 Columr Column 8 


the Director 


Column 5 Column 6 Columr Column 8 


by 


a rise in property prices is almost 


the price continues to rise. Analysts 


Column 5 Column 6 Columr Column 8 


06GUANGZHOU181 Consulate Guangzhou UNCLASSIFIED 


with 


is capital market inte with 


Column 5 Column 6 Columr Column 8 


technology and 


Column 5 Column 6 Columr Column 8 


O6GUANGZHOU181 Consulate Guangzhou UNCL/O6GUANGZHC 


Column 5 Column 6 Columr Column 8 


O6ALMATY2191 US Office Almaty UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


OGAITTAIPEI2127 American Institute Тама UNCLASSIFIED 


pointed out two major flaws of Chen\'s self-defense. 


Column 5 Column 6 Columr Column 8 


pro-unification 


Column 5 Column 6 Columr Column 8 


while 


Y such as 
provoking 
Chen 


Column 5 Column 6 Columr Column 8 


who was 


we 


English-language \"China Post\" 


Column 5 Column 6 Columr Column 8 


O6PARIS4248 Embassy Paris UNCLASSIFIED 


because Japan\'s presence was 


Column 5 Column 6 Columr Column 8 


are facing ferocious 


Column 5 Column 6 Columr Column 8 


that the transatlantic summit will lead to any 


Column 5 Column 6 Columr Column 8 
and economic 


since she arrived at the State Department has 


among other 


Column 5 Column 6 Columr Column 8 


O6LISBON1218 Embassy Lisbon UNCL/06USDOC231 


winery and cork industries which use a 


Column 5 Column 6 Columr Column 8 


06TOKYO3455 Embassy Tokyo UNCLASSIFIED 
06CAIRO3849 Embassy Cairo CONFI 06CAIRO3819 


Egypt Jordan Libya Oman 
Sudan Tunisia and Yemen. Also 


06COLOMBO1040 Embassy Colombo CONFI 065ТАТЕ9394 


Column 5 Column 6 Columr Column 8 


etc.--and not for 


\" she said \" we could do parallel 

itis 

O6BEIJING13187 Embassy Beijing CONFIDENTIAL 
where the 


O6DARESSALAAM1' Embassy Dar Es Salaam CONFIDENTIAL 


Column 5 Column 6 Columr Column 8 


Tanzania\'s Finance Minster 


Column 5 Column 6 Columr Column 8 


and 


and Environment 


the Kikwete 


Column 5 Column 6 Columr Column 8 


pasture lands and 


and monitor progress of the 


Column 5 Column 6 Columr Column 8 


roasted or instant 


called the budget 


\"this part is all my 


also expressed his approval 


painted a different picture. 


President Kikwete has appointed a 


Column 5 Column 6 Columr Column 8 


O6PARIS4253 Embassy Paris UNCLASSIFIED//FOF 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


because 


France the Netherlands 


Column 5 Column 6 Columr Column 8 


and the UK stressed the importance of respecting the rule 


and the UK said changes to domestic laws would be 


would be useful but 


and OECD to address 


Column 5 Column 6 Columr Column 8 


and equitable treatment in debt 


and other 


Column 5 Column 6 Columr Column 8 


former IMF Managing Director and 


065АМАА1813 Embassy Sanaa CONFI O06SANAA 1771 
O6DUBLIN718 Embassy Dublin CONFI O6SECSTATE 


Column 5 Column 6 Columr Column 8 


O6YEREVAN836 Embassy Yerevan CONFI O6SECSTATE 
O6MUSCAT 1004 Embassy Muscat UNCLASSIFIED//FOF 
O6JAKARTA7839 Embassy Jakarta UNCLASSIFIED//FOF 


East Java (about 


Column 5 Column 6 Columr Column 8 


has been 


000 cubic meters 


reported that local 


Column 5 Column 6 Columr Column 8 


could 


threatened to 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


told Jawa 


Column 5 Column 6 Columr Column 8 


reported that the 


education and the local 


for the mud to stop 


Column 5 Column 6 Columr Column 8 


06MOSCOW6563 Embassy Moscow CONFI 06MOSCOW5 


Column 5 Column 6 Columr Column 8 


and 


to combat narcotics 


Column 5 Column 6 Columr Column 8 


was that Ahmadi-Nejad spoke 


Column 5 Column 6 Columr Column 8 


06RANGOON843 Embassy Rangoon UNCL/O6RANGOON’ 


project 


Column 5 Column 6 Columr Column 8 


06JEDDAH432 Consulate Jeddah CONFI 06JEDDAH42; 


Column 5 Column 6 Columr Column 8 


shame on their 


the scholars: Is this what 


\"time is precious and every 


which 


Column 5 Column 6 


bring 


06COTONOU603 Embassy Cotonou 


O6DHAKA3725 Embassy Dhaka 


adding that it was Hossain who had 


Columr Column 8 


CONFI O6STATE8932 


CONFIDENTIAL 


Column 5 Column 6 


instead of 


listened to his 


adding that besides the 


and prostrate are malfunctioning. 


Columr Column 8 


Column 5 Column 6 Columr Column 8 


O6KATHMANDU161:Embassy Kathmandu UNCL/O6WHITEHOL 
O6KATHMANDU161:Embassy Kathmandu CONFIDENTIAL 


Land 


Column 5 Column 6 Columr Column 8 


O6AITTAIPEI2138 American Institute Тама CONFIDENTIAL 


flanked by 


seated at 


Column 5 Column 6 Columr Column 8 
of making inappropriate personnel 


who thrives on 


and 


Shen said 


Column 5 Column 6 Columr Column 8 


O6KATHMANDU161 Embassy Kathmandu CONFI O6KATHMANE 


Column 5 Column 6 Columr Column 8 


had 


Column 5 Column 6 Columr Column 8 


and said 


O6KINSHASA972 Embassy Kinshasa CONFI O6KINSHASAS 


and the 


Column 5 Column 6 Columr Column 8 


is fielding about 


were \"cooked 


Column 5 Column 6 Columr Column 8 


and other issues. He 


Column 5 Column 6 Columr Column 8 


O6ANKARA3651 Embassy Ankara UNCLASSIFIED 


and 


Column 5 Column 6 Columr Column 8 


hospitality caring about others 


economic and social time 


O6ANKARA3652 Embassy Ankara UNCL/O6ANKARASS6! 


Column 5 Column 6 Columr Column 8 


Column 5 Column 6 Columr Column 8 


Column 9 


SUBJECT: FISSILE MISSLE CUTOFF TREATY: BANGLADESH DEMARCHE DELIVERED REF: STATE 92033 E 
VZCZCXYZ0001PP RUEHWEBDE RUEHKL #1096 1660202ZNY SSSSS ZZHP 150202Z JUN 06FM AMEMBASS 
VZCZCXRO9416PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3289/01 1660215ZNR UUUUU ZZ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO9478RR RUEHDBUDE RUEHAH #0638 1660323ZNY CCCCC ZZHR 150323Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO9477RR RUEHDBUDE RUEHAH #0639 1660323ZNY CCCCC ZZHR 150323Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO9459PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1267 1660341ZNY CCCCC ZZHP 150341Z JU 
This record is a partial extract of the original cable. The full text of the original cable is not available.150343Z Jun 0 


VZCZCXRO949600 RUEHCHI RUEHDT RUEHHMDE RUEHJA #7561/01 1660402ZNY CCCCC ZZHO 1504027 


Column 9 


VZCZCXYZO006RR RUEHWEBDE RUEHWL #0456 1660409ZNR UUUUU ZZHR 1504097 JUN 06FM AMEMBA: 
VZCZCXRO9482RR RUEHNZDE RUEHWL #0457/01 1660410ZNR UUUUU ZZHR 150410Z JUN 06FM AMEMB, 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHVN #0544 1660427ZNR UUUUU ZZHP 150427Z JUN O6FM AMEMBAS 


VZCZCXRO9495RR RUEHCI RUEHLH RUEHPWDE RUEHKA #3538/01 1660437ZNY SSSSS ZZHR 150437Z J 


Column 9 


VZCZCXRO9497RR RUEHBI RUEHCIDE RUEHCG #1247 1660440ZNR UUUUU ZZHR 150440Z JUN O6FM AM 


Column 9 


VZCZCXRO953900 RUEHDBUDE RUEHMO #6358/01 1660504ZNY CCCCC ZZHO 150504Z JUN 06FM AMEN 


Column 9 
VZCZCXRO0403PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHLJ #0378/01 16605 


Column 9 


VZCZCXRO9583RR RUEHDBUDE RUEHBUL #2723/01 1660545ZNY CCCCC ZZHR 150545Z JUN 06FM AMEN 


Column 9 
VZCZCXRO9596RR RUEHASTDE RUEHBW #0957/01 1660606ZNR UUUUU ZZHR 150606Z JUN 06FM AMEM 


Column 9 


VZCZCXRO9588RR RUEHASTDE RUEHTL #0567/01 1660616ZNR UUUUU ZZHR 150616Z JUN 06FM AMEMB 


Column 9 


VZCZCXRO9621PP RUEHPADE RUEHOS #0807/01 1660620ZNY CCCCC ZZHP 150620Z JUN 06FM AMCONS 
VZCZCXYZ0000PP RUEHWEBDE RUEHUJA #1505 1660635ZNR UUUUU ZZHP 1506357 JUN 06FM AMEMBA 


Column 9 


VZCZCXRO962800 RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHRO #1767 1660700ZNR UUUUU ZZHO 151 
VZCZCXYZO005RR RUEHWEBDE RUEHSQA #0578 1660719ZNR UUUUU ZZH ZUI RUEWMCS1140 1660727F 
VZCZCXRO9637RR RUEHDU RUEHJO RUEHMRDE RUEHLG #0525 1660734ZNR UUUUU ZZHR 150734Z JU 
VZCZCXYZ000000 RUEHWEBDE RUEHNC #0911 1660746ZNY CCCCC ZZHO 150746Z JUN 06FM AMEMBA: 


Column 9 


VZCZCXRO9675PP RUEHASTDE RUEHTL #0568/01 1660807ZNR UUUUU ZZHP 150807Z JUN 06FM AMEMB, 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #3308 1660824ZNY ССССС ZZHO 150824Z JUN 06FM AMEMBA: 
VZCZCXYZ0009RR RUEHWEBDE RUEHYN #1773 1660829ZNY CCCCC ZZHR 1508297 JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHNC #0912/01 1660833ZNY CCCCC ZZHO 150833Z JUN 06FM AMEM 


Column 9 


VZCZCXRO2687RR RUEHCN RUEHGH RUEHHM RUEHLN RUEHMA RUEHPBDE RUEHGZ #7685/01 170013: 


Column 9 
VZCZCXRO972600 RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHKO #3316/01 1660853ZNY CCCCC ZZH( 


Column 9 


VZCZCXRO973000 RUEHROVDE RUEHDS #1634/01 1660856ZNY SSSSS ZZHO 150856Z JUN 06FM AMEME 


Column 9 


VZCZCXRO9725RR RUEHATDE RUEHTC #1342 1660856ZNR UUUUU ZZHR 150856Z JUN 06FM AMEMBASS 
VZCZCXRO979600 RUEHLMCDE RUEHUM #0461/01 1660902ZNR UUUUU ZZHO 150902Z JUN 06FM AMEN 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHAK #3524 1660907ZNY CCCCC ZZHP 150907Z JUN 06FM AMEMBAS 


VZCZCXRO9748RR RUEHCHI RUEHDT RUEHHMDE RUEHHI #1466/01 1660914ZNR UUUUU ZZHR 150914Z 


Column 9 


VZCZCXRO9779PP RUEHCHI RUEHDT RUEHHM RUEHLN RUEHMA RUEHNH RUEHPBDE RUEHKO #3317/ 


Column 9 


VZCZCXRO9925RR RUEHCHI RUEHDT RUEHHMDE RUEHJA #7614/01 1660924ZNR UUUUU ZZHR 1509247 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO9836PP RUEHFK RUEHKSO RUEHNHDE RUEHKO #3318 1660934ZNY CCCCC ZZHP 1509347 Jl 


Column 9 


VZCZCXRO9858RR RUEHCIDE RUEHKA #3555/01 1660936ZNR UUUUU ZZHR 150936Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0036PP RUEHWEBDE RUEHAM #4368 1660937ZNY CCCCC ZZHP 150937Z JUN 06FM AMEMBAS 
VZCZCXRO985100 RUEHCN RUEHGHDE RUEHBJ #2526 1660939ZNY CCCCC ZZHO 150939Z JUN 06FM A 
VZCZCXYZ001000 RUEHWEBDE RUEHLM #1008 1660940ZNR UUUUU ZZHO 150940Z JUN 06FM AMEMBA 
VZCZCXRO9845PP RUEHAGDE RUEHDM #2858/01 1660944ZNY CCCCC ZZHP 150944Z JUN 06FM AMEMB/ 


Column 9 


VZCZCXYZ001600 RUEHWEBDE RUEHBJ #2527 1660950ZNY CCCCC ZZHO 1509507 JUN 06FM AMEMBAS 
VZCZCXRO9890PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3319/01 1661000ZNR UUUUU ZZ 


“ea. 


Column 9 


VZCZCXRO9650PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #2300/01 1661004ZNR UUUUU ZZHP 1510042 


Column 9 


VZCZCXRO9899PP RUEHCN RUEHGHDE RUEHHK #2493/01 1661006ZNY CCCCC ZZHP 151006Z JUN O6FN 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHJL #0378 1661013ZNY CCCCC ZZHR 1510137 JUN 06FM AMEMBAS 
VZCZCXRO9939RR RUEHBC RUEHDE RUEHKUKDE RUEHRO #1770/01 1661027ZNY ССССС ZZHR 151027. 
VZCZCXRO9954PP RUEHCHI RUEHDT RUEHHM RUEHJO RUEHNHDE RUEHPF #1124/01 1661038ZNR UUL 


Column 9 


VZCZCXRO087700 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #0806/01 1661039ZNY CCCCC ZZH 


Column 9 


VZCZCXRO9984RR RUEHCIDE RUEHKA #3570/01 1661053ZNR UUUUU ZZHR 151053Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0017RR RUEHWEBDE RUEHJL #0379 1661056ZNR UUUUU ZZHR 151056Z JUN 06FM AMEMBAS 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO9974RR RUEHROVDE RUEHKH #1418 1661103ZNR UUUUU ZZHR 1511037 JUN 06FM АМЕМВА‹ 
VZCZCXRO0035RR RUEHDBUDE RUEHAH #0644/01 1661106ZNY CCCCC ZZHR 151106Z JUN 06FM AMEME 


Column 9 


VZCZCXRO9999RR RUEHCIDE RUEHKA #3571/01 1661106ZNR UUUUU ZZHR 151106Z JUN 06FM AMEMBA! 


Column 9 


VZCZCXRO9980RR RUEHASTDE RUEHDA #0142/01 1661109ZNR UUUUU ZZHR 1511097 JUN 06FM AMCON 
VZCZCXYZ0025PP RUEHWEBDE RUEHVJ #1367 1661110ZNR UUUUU ZZHP 1511107 JUN 06FM AMEMBAS< 


VZCZCXRO102200 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2026/01 1661111ZNY CCCCC ZZH 


Column 9 


VZCZCXYZ002700 RUEHWEBDE RUEHBU #1349 1661112ZNR UUUUU ZZHO 151112Z JUN O6FM AMEMBAS 


Column 9 


VZCZCXRO0065PP RUEHDBUDE RUEHBUL #2727/01 1661113ZNY CCCCC ZZHP 151113Z JUN 06FM AMEMI 
VZCZCXRO999800 RUEHCN RUEHDBU RUEHGH RUEHLN RUEHVK RUEHYGDE RUEHBJ #2531/01 166111 


Column 9 


VZCZCXRO1032PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2028/01 1661120ZNY CCCCC ZZH 


Column 9 


VZCZCXROO019RR RUEHBI RUEHCIDE RUEHLM #1012/01 1661126ZNR UUUUU ZZHR 151126Z JUN 06FM / 


Column 9 


VZCZCXYZ001300 RUEHWEBDE RUEHAM #4374 1661134ZNR UUUUU ZZHO 151134Z JUN 06FM AMEMBA: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO008500 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4200/01 1661141ZNY CCCCC ZZHO ` 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHBU #1352 1661156ZNR UUUUU ZZHR 151156Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXROO0103RR RUEHASTDE RUEHSQ #0580 1661157ZNR UUUUU ZZHR 151157Z JUN 06FM AMEMBAS 


VZCZCXRO0095PP RUEHMA RUEHROVDE RUEHKH #1420 1661201ZNR UUUUU ZZHP 1512017 JUN ΟΘΕΜ, 
VZCZCXRO009700 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4202/01 1661202ZNY CCCCC ZZHO © 


Column 9 


VZCZCXROO0118PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHEG #3743 166121: 
VZCZCXRO0119PP RUEHMA RUEHROVDE RUEHKH #1422/01 1661214ZNR UUUUU ZZHP 1512142 JUN 06Ε 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHKT #1555/01 1661222ZNY CCCCC ZZHO 151222Z JUN 06FM AMEMI 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHKG #1169 1661223ZNR UUUUU ZZHR 151223Z JUN 06FM AMEMBAS 
VZCZCXRO015500 RUEHDBUDE RUEHBUL #2736/01 1661225ZNY CCCCC ZZHO 151225Z JUN 06FM AMEN 
VZCZCXYZ000100 RUEHWEBDE RUEHTL #0572 1661227ZNY CCCCC ZZHO 151227Z JUN 06FM AMEMBAS 
VZCZCXRO013600 RUEHBIDE RUEHLM #1018/01 1661233ZNY ССССС ZZHO 151233Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0022PP RUEHWEBDE RUEHNY #0783 1661236ZNR UUUUU ZZHP 151236Z JUN 06FM AMEMBAS 
VZCZCXRO0146PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #3542 1661237. 


Column 9 


VZCZCXYZ0024PP RUEHWEBDE RUEHOR #0786 1661242ZNY SSSSS ZZHP 151242Z JUN 06FM AMEMBAS 


VZCZCXRO016000 RUEHDADE RUEHAK #3544/01 1661252ZNR UUUUU ZZHO 1512527 JUN 06ЕМ AMEMB, 


a and 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHYE #0819/01 1661253ZNY CCCCC ΖΖΗΗ 1512537 JUN 06FM AMEME 


Column 9 


VZCZCXRO0167PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1311/01 1661256ZNY SSSSS ZZHP 151256Z. 


Column 9 


VZCZCXRO105000 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2031/01 1661257ZNY CCCCC ZZF 


Column 9 


VZCZCXRO993600 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2301 1661300ZNR UUUUU ZZHO 151300Z J 


Column 9 


VZCZCXYZ0021PP RUEHWEBDE RUEHAM #4386 1661302ZNY CCCCC ZZHP 151302Z JUN 06FM AMEMBAS 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0035PP RUEHWEBDE RUEHAM #4387 1661303ZNY CCCCC ZZHP 151303Z JUN 06FM AMEMBAS 
VZCZCXRO0288RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHVL 40555 1661303ZNR UUUUU ZZHR 151: 
VZCZCXRO020700 RUEHCHI RUEHCN RUEHDT RUEHGH RUEHHMDE RUEHBJ #2532/01 1661315ZNY CC 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHSK #0633 1661318ZNR UUUUU ZZHR 151318Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHBU #1353/01 1661320ZNR UUUUU ZZHR 1513207 JUN 06FM AMEMI 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHAM #4388/01 1661327ZNY CCCCC ZZHP 151327Z JUN 06FM AMEME 


Column 9 


VZCZCXRO021400 RUEHAGDE RUEHDM #2864 1661327ZNY CCCCC ZZHO 151327Z JUN 06FM AMEMBAS 
VZCZCXROO0260RR RUEHASTDE RUEHSK #0637/01 1661328ZNR UUUUU ZZHR 1513287 JUN 06FM AMEME 


Column 9 


VZCZCXYZ0025PP RUEHWEBDE RUEHVL #0561 1661334ZNR UUUUU ZZHP 151334Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO997100 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2302 1661335ZNR UUUUU ZZHO 151335Z J 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHAE #0515/01 1661336ZNY CCCCC ZZHP 1513362 JUN 06FM AMEME 
VZCZCXROO400PP RUEHAGDE RUEHVL #0562/01 1661342ZNY ССССС ZZHP 1513427 JUN 06FM AMEMBA 


Column 9 


VZCZCXRO0254PP RUEHROVDE RUEHDS #1641 1661357ZNY CCCCC ZZHP 151357Z JUN 06FM AMEMBAS 


VZCZCXRO0251PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0684/01 1661358ZNR UUUUU ZZHP 1 


Column 9 


VZCZCXRO0253RR RUEHMADE RUEHYD #0925 1661359ZNR UUUUU ZZHR 1513597 JUN 06FM AMEMBAS: 


Column 9 


VZCZCXROO0316PP RUEHPADE RUEHDK #1427/01 1661410ZNY 55555 ZZHP 1514107 JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO029200 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4206/01 1661420ZNY CCCCC ZZHO : 


Column 9 


VZCZCXYZ0024RR RUEHWEBDE RUEHSL #0481 1661422ZNR UUUUU ZZHR 151422Z JUN 06FM AMEMBAS 


VZCZCXYZ0037RR RUEHWEBDE RUEHNY #0787 1661423ZNR UUUUU ZZHR 151423Z JUN 06FM AMEMBAS 
VZCZCXYZ000000 RUEHWEBDE RUEHLB #1963/01 1661431ZNY 55555 ZZHO 151431Z JUN 06FM AMEMB 


Column 9 


VZCZCXRO040700 RUEHDBUDE RUEHMO #6389/01 1661431ZNY CCCCC ZZHO 1514317 JUN 06FM AMEN 


Column 9 


VZCZCXYZ0041PP RUEHWEBDE RUEHAE #0516/01 1661436ZNY ССССС ZZHP 1514362 JUN 06FM AMEME 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHAE #0517/01 1661437ZNY CCCCC ZZHP 1514372 JUN 06FM AMEME 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHPE #2381/01 1661441ZNR UUUUU ZZHR 1514417 JUN 06FM AMEME 
VZCZCXRO034200 RUEHAGDE RUEHDM #2871/01 1661443ZNY CCCCC ZZHO 151443Z JUN 06FM AMEMB 


Column 9 


O 151444Z JUN 06FM AMEMBASSY BEIRUTTO SECSTATE WASHDC IMMEDIATE 4083INFO ARAB LEAGUE ( 


Column 9 
VZCZCXRO0352RR RUEHASTDE RUEHAST #0051/01 1661448ZNR UUUUU ZZHR 151448Z JUN 06FM USOF 


Column 9 


VZCZCXRO0370PP RUEHMA RUEHROVDE RUEHKH #1427/01 1661451ZNR UUUUU ZZHP 151451Z JUN 06Ε 


Column 9 


VZCZCXRO038600 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHPA RUEHROV RUEHSRDE RUEHFR #408( 


Column 9 


VZCZCXRO415500 RUEHCDE RUEHLB #1965/01 1661502ZNY CCCCC ZZHO 151502Z JUN 06 ZDKFM AMEI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXYZ000200 RUEHWEBDE RUEHJM #2470 1661507ZNY CCCCC 77НО 151507Z JUN 06FM AMCONSI 


Column 9 


VZCZCXRO0431PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #3549 1661513, 
VZCZCXYZ003200 RUEHWEBDE RUEHJM #2471/01 1661518ZNY CCCCC ZZHO 151518Z JUN 06FM AMCOI 


Column 9 


VZCZCXYZ0017PP RUEHWEBDE RUEHEG #3756 1661521ZNY CCCCC ZZHP 151521Z JUN 06FM AMEMBAS 


VZCZCXYZ0026PP RUEHWEBDE RUEHSL #0483/01 1661523ZNY CCCCC ZZHP 151523Z JUN 06FM AMEMB 


Column 9 


VZCZCXRO046000 RUEHDBUDE RUEHKV #2329/01 1661525ZNY CCCCC ZZHO 151525Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO030800 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0513/01 1661: 


Column 9 


VZCZCXRO043600 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #1966/01 1661528ZNY ССССС ZZH 


Column 9 


VZCZCXRO047400 RUEHROVDE RUEHNR #2640/01 1661535ZNY 55555 ZZHO 1515357 JUN 06FM АМЕМЕ 


Column 9 
VZCZCXRO0277RR RUEHMRDE RUEHSB #0721 1661540ZNY CCCCC ZZHR 151540Z JUN 06FM AMEMBAS*: 


VZCZCXYZ003700 RUEHWEBDE RUEHQT #1477 1661545ZNR UUUUU ZZHO 151545Z JUN 06FM AMEMBA 


VZCZCXRO0459RR RUEHROVDE RUEHDS #1645/01 1661546ZNY CCCCC ZZHR 151546Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO0502PP RUEHDBUDE RUEHKV #2331/01 1661555ZNY CCCCC ZZHP 151555Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0024RR RUEHWEBDE RUEHJL #0381 1661604ZNR UUUUU ZZHR 151604Z JUN 06FM AMEMBAS 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO0479RR RUEHASTDE RUEHPG #0662/01 1661613ZNR UUUUU ZZHR 151613Z JUN 06FM AMEME 
VZCZCXYZ000000 RUEHWEBDE RUEHEG #3757 1661617ZNY ССССС ZZHO 151617Z JUN 06FM AMEMBA: 


Column 9 


VZCZCXRO1156PP RUEHMRDE RUEHKI #0954 1661617ZNY CCCCC ZZHP 151617Z JUN 06FM AMEMBASS* 


VZCZCXYZ0029RR RUEHWEBDE RUEHGE #0562 1661620ZNY CCCCC ZZHR 151620Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ001400 RUEHWEBDE RUEHEG #3758 1661622ZNY CCCCC ZZHO 151622Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHPG #0663/01 1661623ZNY SSSSS ZZHP 151623Z JUN 06FM AMEMB. 
VZCZCXRO0512PP RUEHAGDE RUEHCV #1768/01 1661625ZNY ССССС ZZHP 151625Z JUN 06FM АМЕМВА 


Column 9 


VZCZCXRO050900 RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHMD #1558 1661626ZNY CCCCC ZZHO 


Column 9 


VZCZCXRO0519PP RUEHASTDE RUEHPG #0664 1661633ZNR UUUUU ZZHP 151633Z JUN 06FM AMEMBAS 
VZCZCXRO052600 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPG #0665/01 1661 
VZCZCXYZ000100 RUEHWEBDE RUEHFR #4094 1661649ZNY ССССС ZZHO 1516497 JUN 06FM АМЕМВА: 
This record is a partial extract of the original cable. The full text of the original cable is not available.151651Z Jun 0 


Column 9 


‘om the United 


Column 9 


VZCZCXRO0532PP RUEHASTDE RUEHPG #0666 1661652ZNR UUUUU ZZHP 151652Z JUN 06FM AMEMBAS 
This record is a partial extract of the original cable. The full text of the original cable is not available.151654Z Jun 0 


Column 9 


VZCZCXYZ000800 RUEHWEBDE RUEHDS #1647/01 1661703ZNR UUUUU ZZH (CCY ADE2F2A3 MSI6119-6£ 


Column 9 


VZCZCXRO0476RR RUEHMRDE RUEHSB #0724/01 1661732ZNY CCCCC ZZHR 151732Z JUN 06FM AMEMB; 


Column 9 
VZCZCXYZ001900 RUEHWEBDE RUEHGT #1173 1661741ZNR UUUUU ZZHO 151741Z JUN O6FM AMEMBA: 


VZCZCXRO0538RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXRO0578RR RUEHMA RUEHPADE RUEHUL #0382/01 1661751ZNR UUUUU ZZHR 151751Z JUN 06FM 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ005400 RUEHWEBDE RUCNDT #1208 1661846ZNY CCCCC ZZHO 151846Z JUN 06FM USMISSK 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHZP #1166 1661852ZNR UUUUU ZZHP 1518527 JUN 06FM AMEMBAS 
VZCZCXRO0629PP RUEHAO RUEHCD RUEHGA RUEHGD ВОЕННА ВОЕННО RUEHMC RUEHNG RUEHNLF 


Column 9 


ΝΖΟΖΟΧΗΟΟΘΘΟΡΡ RUEHLMCDE RUEHTG #1101/01 1661907ZNY ССССС ZZHP 151907Z JUN 06FM AMEME 


Column 9 


VZCZCXROO0611RR RUEHCD RUEHGD ВОЕННО RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHZP #1169 1661930ZNY CCCCC ZZHO 151930Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ0018PP RUEHWEBDE RUEHPE #2392 1661940ZNY CCCCC ZZHP 1519407 JUN 06FM AMEMBAS 
VZCZCXRO0616RR RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHOT #1869 1661947ZNR UUUUU ZZHR 1£ 
VZCZCXYZ000900 RUEHWEBDE RUEHMN #0553 1661949ZNR UUUUU ZZHO 151949Z JUN 06FM AMEMBA 


VZCZCXYZ0022PP RUEHWEBDE RUEHMN #0554 1662029ZNY CCCCC ZZHP 1520297 JUN 06FM AMEMBAS 


VZCZCXRO070700 RUEHLMCDE RUEHTG 7102/01 1662034ZNY ССССС ZZHO 152034Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO0688RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 
VZCZCXYZ0034RR RUEHWEBDE RUEHZP #1174 1662125ZNR UUUUU ZZHR 1521257 JUN 06FM AMEMBAS 
VZCZCXRO087800 RUEHLMCDE RUEHTG #1104 1662137ZNY CCCCC ZZHO 152137Z JUN 06 ZDS ZDKFM 


Column 9 


VZCZCXRO2670PP RUEHLMCDE RUEHUM #0462/01 1662235ZNR UUUUU ZZHP 152235Z JUN 06 ZFR ZFR 
VZCZCXRO266900 RUEHLMCDE RUEHUM #0463/01 1662236ZNR UUUUU ZZHO 152236Z JUN 06 ZFR ZFF 
VZCZCXYZ0008PP RUEHWEBDE RUEHBO #5486 1662256ZNY ССССС ZZHP 152256Z JUN 06FM AMEMBAS 
VZCZCXYZ0003RR RUEHWEBDE RUEHWL #0459/01 1662354ZNR UUUUU ZZHR 152354Z JUN 06FM AMEM 


Column 9 


VZCZCXYZ0012RR RUEHWEBDE RUEHIN #2052/01 1670027ZNR UUUUU ZZHR 160027Z JUN 06FM AIT TAII 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.160134Z Jun 0 


Column 9 


VZCZCXRO087800 RUEHLH RUEHPWDE RUEHIL #1364 1670233ZNY SSSSS ZZHO 160233Z JUN 06FM AM 


VZCZCXYZ000100 RUEHWEBDE RUEHIL #1365 1670233ZNR UUUUU ZZHO 160233Z JUN 06FM AMEMBAS 
VZCZCXRO0886RR RUEHAP RUEHPBDE RUEHWL #0461 1670320ZNR UUUUU ZZHR 1603207 JUN 06FM А 


Column 9 
VZCZCXRO105900 RUEHSRDE RUEHGV #1468/01 1670411ZNY CCCCC ZZHO 160411Z JUN 06 ZDK ΟΟΥΕΙ 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHJM #2473/01 1670445ZNY ССССС ZZHO 160445Z JUN 06FM AMCOI 
VZCZCXRO1034PP RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2037 1670449ZNR UUUL 
nullUNCLAS BERLIN 01651SIPDISCXBERLIN: ACTION: ECON INFO: CHRON FAS DCM JIS ECONMII 


Column 9 


VZCZCXRO0970RR RUEHPBDE RUEHWL #0462 1670456ZNY CCCCC ZZHR 160456Z JUN 06FM АМЕМВАЅ‹ 


VZCZCXRO0988PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #7626/01 1670500ZNR UUUUU ZZHP 1605007 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHML #2520/01 1670504ZNR UUUUU ZZHP 160504Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHSK #0638/01 1670513ZNR UUUUU ZZHR 1605137 JUN 06FM АМЕМЕ 


Column 9 


VZCZCXRO0997RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #0741 1670522 
VZCZCXYZ0004RR RUEHWEBDE RUEHSK #0639 1670523ZNY ССССС ZZHR 1605237 JUN 06FM AMEMBAS 
VZCZCXRO1009RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSK #0640/01 1670! 


Column 9 
VZCZCXRO0977RR RUEHCN RUEHGHDE RUEHIN #2056/01 1670533ZNR UUUUU ZZHR 160533Z JUN O6FIV 


Column 9 


VZCZCXRO0976PP RUEHBI RUEHCIDE RUEHLM #1020 1670542ZNY ССССС ZZHP 1605427 JUN 06FM АМЕ 


VZCZCXRO1035PP RUEHCHI RUEHDT RUEHHMDE RUEHML #2523/01 1670550ZNR UUUUU ZZHP 1605507 


Column 9 


VZCZCXRO0999RR RUEHCN RUEHGHDE RUEHBJ #2549/01 1670553ZNR UUUUU ZZHR 160553Z JUN 06ΕΝ 


Column 9 


VZCZCXRO1008PP RUEHASTDE RUEHPG #0667 1670600ZNR UUUUU ZZHP 160600Z JUN 06FM AMEMBAS 
VZCZCXRO1149RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSK #0641/01 1670€ 


Column 9 


VZCZCXRO1017PP RUEHMA RUEHPADE RUEHUJA #1517/01 1670617ZNR UUUUU ZZHP 160617Z JUN ΟΘΕΙ͂ 


Column 9 


VZCZCXRO1023PP RUEHMADE RUEHYD #0928/01 1670636ZNR UUUUU ZZHP 160636Z JUN 06FM AMEMB/ 


Column 9 


VZCZCXRO1051PP RUEHLMCDE RUEHUM #0469/01 1670638ZNR UUUUU ZZHP 160638Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO1031RR RUEHCHI RUEHDT RUEHHMDE RUEHBK #3608 1670640ZNY CCCCC ZZHR 1606407 JL 
VZCZCXYZ0003PP RUEHWEBDE RUEHVI #1737 1670643ZNR UUUUU ZZHP 1606437 JUN 06FM AMEMBAS: 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHTC #1350 1670650ZNR UUUUU ZZHO 160650Z JUN 06FM AMEMBA: 


VZCZCXRO107200 RUEHDBUDE RUEHMO #6390/01 1670706ZNY SSSSS ZZHO 160706Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO108300 RUEHCN RUEHGHDE RUEHHK #2508 1670740ZNR UUUUU ZZHO 160740Z JUN 06FM £ 
VZCZCXYZ0001PP RUEHWEBDE RUEHHK #2509/01 1670740ZNY CCCCC ZZHP 160740Z JUN 06FM AMCON 


Column 9 


VZCZCXRO1116PP RUEHASTDE RUEHBW #0962/01 1670753ZNR UUUUU ZZHP 160753Z JUN O6FM AMEME 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHUL #2010/01 1670802ZNY CCCCC ZZHP 1608027 JUN 06FM AMEMB 


Column 9 


VZCZCXRO1143RR RUEHBC RUEHDBU RUEHDE RUEHFL RUEHKUK RUEHKW RUEHLA RUEHROV RUEHS 
VZCZCXRO1146PP RUEHMA RUEHPADE RUEHUJA #1518 1670823ZNR UUUUU ZZHP 1608237 JUN 06FM A 


Column 9 


VZCZCXYZ0004RR RUEHWEBDE RUEHIN #2079/01 1670830ZNR UUUUU ZZHR 160830Z JUN 06FM AIT TAII 


Column 9 


VZCZCXRO1160PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3324/01 1670834ZNR UUUUU ZZ 


Column 9 


VZCZCXRO115500 RUEHBIDE RUEHLM #1022/01 1670836ZNY CCCCC ZZHO 160836Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZO005RR RUEHWEBDE RUEHTO #1351 1670837ZNR UUUUU ZZHR 160837Z JUN 06FM AMEMBAS 
VZCZCXRO116100 RUEHCN RUEHGHDE RUEHHK #2513/01 1670840ZNY CCCCC ZZHO 160840Z JUN 06FI 


New 


Column 9 


VZCZCXRO1177PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3337/01 1670843ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ0010PP RUEHWEBDE RUEHNY #0788 1670901ZNY CCCCC ZZHP 160901Z JUN 06FM AMEMBAS 


Column 9 
VZCZCXYZ0003RR RUEHWEBDE RUEHSL #0486/01 1670908ZNY ССССС ZZHR 160908Z JUN 06FM AMEME 


Column 9 


VZCZCXRO120100 RUEHCHI RUEHDT RUEHHMDE RUEHML #2539/01 1670912ZNR UUUUU ZZHO 160912; 


Column 9 


VZCZCXYZ000900 RUEHWEBDE RUEHNC #0918/01 1670912ZNY CCCCC ZZHO 160912Z JUN 06FM AMEM 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHTO #0718 1670918ZNR UUUUU ZZHP 160918Z JUN 06FM AMEMBAS 
VZCZCXRO1105PP RUEHMRDE RUEHSB #0725/01 1670922ZNY CCCCC ZZHP 160922Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ000900 RUEHWEBDE RUEHUNV #0500/01 1670929ZNR UUUUU ZZHO 160929Z JUN 06FM USM 


Column 9 


VZCZCXRO127500 RUEHCHI RUEHDT RUEHHMDE RUEHJA #7660 1670931 ZNY CCCCC ZZHO 160931Z JL 
VZCZCXYZ001800 RUEHWEBDE RUEHTU #1493 1670932ZNY CCCCC ZZHO 160932Z JUN 06FM AMEMBA! 
VZCZCXYZ001900 RUEHWEBDE RUEHTU #1494 1670932ZNY CCCCC ZZHO 160932Z JUN 06FM AMEMBA! 
VZCZCXRO1230RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHRL #1654/01 16708 


Column 9 


VZCZCXRO1219PP RUEHMA RUEHROVDE RUEHKH #1428/01 1670942ZNR UUUUU ZZHP 1609427 JUN 06F 


VZCZCXYZ0006RR RUEHWEBDE RUEHKO #3348 1670942ZNR UUUUU ZZHR 1609427 JUN 06FM АМЕМВА: 
VZCZCXYZ0011RR RUEHWEBDE RUEHIN #2084/01 1670943ZNR UUUUU ZZHR 160943Z JUN 06FM AIT TAIF 


Column 9 


VZCZCXRO1296PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #7661/01 1670950ZNR UUUUU ZZHP 160950Z 
VZCZCXYZ000000 RUEHWEBDE RUEHLO #4336 1670953ZNR UUUUU ZZHO 1609537 JUN 06FM AMEMBA: 


Column 9 


VZCZCXRO125900 RUEHCN RUEHGHDE RUEHBJ #2650 1671002ZNY CCCCC ZZHO 1610027 JUN 06FM A 


VZCZCXYZ0016PP RUEHWEBDE RUEHJA #7662 1671009ZNR UUUUU ZZHP 161009Z JUN 06FM AMEMBAS 
VZCZCXYZ0014RR RUEHWEBDE RUEHTO #1352 1671011ZNR UUUUU ZZHR 1610117 JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO1269RR RUEHATDE RUEHTC #1353 1671012ZNR UUUUU ZZHR 161012Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHTC #1354 1671015ZNR UUUUU ZZHR 1610157 JUN 06FM AMEMBAS 
VZCZCXRO1271RR RUEHATDE RUEHTO #1355 1671016ZNR UUUUU ZZHR 161016Z JUN 06FM AMEMBASS 
VZCZCXRO1274PP RUEHBC RUEHDE RUEHKUKDE RUEHLO #4338/01 1671023ZNY 55555 ZZHP 1610237 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #3349 1671025ZNY CCCCC ZZHO 161025Z JUN 06FM AMEMBA 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO129200 RUEHROVDE RUEHDS #1648 1671031 ZNY CCCCC ZZHO 1610317 JUN 06FM AMEMBA 


Column 9 


VZCZCXRO1291PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHMR RUEHPA RUEHSRDE RUEHROV #011( 


Column 9 


VZCZCXRO131600 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #1134 1671045ZNR UUUUU ZZHO 1 
VZCZCXYZ0013PP RUEHWEBDE RUEHTO #1356 1671049ZNR UUUUU ZZHP 1610497 JUN 06FM AMEMBAS 
VZCZCXRO1324PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHTC #1357 1671052. 
VZCZCXYZ0016PP RUEHWEBDE RUEHSF #0848/01 1671058ZNY CCCCC ZZHP 161058Z JUN 06FM AMEMB 


Column 9 


VZCZCXRO1328PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0689 1671101ZNR UUUUU ZZHP 1611 


Column 9 


VZCZCXRO1329PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHDL #0690 1671103ZNR UUUUU ZZHP 1611 
VZCZCXRO1336PP RUEHAGDE RUEHTC #1359 1671109ZNY CCCCC ZZHP 161109Z JUN 06FM AMEMBASS 


VZCZCXYZ0005PP RUEHWEBDE RUEHTO #1360 1671111ZNY ССССС ZZHP 1611117 JUN 06FM AMEMBASS 
VZCZCXRO4304RR RUEHLADE RUEHMD #1562 1671114ZNY CCCCC ZZHR 161114Z JUN 06 ZDSFM AMEME 
VZCZCXYZ000200 RUEHWEBDE RUEHRK #0218/01 1671118ZNY CCCCC ZZHO 1611187 JUN 06FM AMEME 
VZCZCXRO1364PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHTH #1550 1671131ZNR UUUUU ZZHP 1611 


Column 9 


VZCZCXRO1366RR RUEHTRODE RUEHNJ #0847/01 1671131ZNY CCCCC ZZHR 161131Z JUN 06FM AMEME 


Column 9 


VZCZCXRO137000 RUEHSRDE RUEHFR #4128 1671138ZNY CCCCC ZZHO 1611387 JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO1380RR RUEHDADE RUEHDA #0143 1671153ZNR UUUUU ZZHR 161153Z JUN 06FM AMCONSUL 
VZCZCXYZ000000 RUEHWEBDE RUEHKT #1562 1671155ZNY CCCCC ZZHO 1611557 JUN 06FM AMEMBAS 
VZCZCXYZ0022PP RUEHWEBDE RUEHCP #0857 1671204ZNR UUUUU ZZHP 1612047 JUN 06FM AMEMBAS 
VZCZCXYZ0017PP RUEHWEBDE RUEHCP #0858 1671206ZNR UUUUU ZZHP 161206Z JUN 06FM AMEMBAS 
VZCZCXRO142500 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4253/01 1671211ZNY CCCCC ZZHO ` 


Column 9 


VZCZCXRO1402RR RUEHDADE RUEHDA #0144 1671215ZNR UUUUU ZZHR 161215Z JUN 06FM AMCONSUI 
VZCZCXRO143900 RUEHBC RUEHDE RUEHKUKDE RUEHNE #4254/01 1671217ZNY CCCCC ZZHO 161217 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKT #1563/01 1671219ZNY SSSSS ZZHO 161219Z JUN 06FM AMEME 


Column 9 


VZCZCXRO144300 RUEHBI RUEHCIDE RUEHNE #4255/01 1671219ZNR UUUUU ZZHO 161219Z JUN 06FM 


McAfee 


Column 9 


VZCZCXYZ002100 RUEHWEBDE RUEHKT #1564/01 1671224ZNR UUUUU ZZHO 161224Z JUN 06FM AMEMI 


Column 9 


VZCZCXYZ0029RR RUEHWEBDE RUEHKG #1186 1671229ZNR UUUUU ZZHR 1612297 JUN 06FM AMEMBAS 
VZCZCXYZ0030RR RUEHWEBDE RUEHKG #1187 1671229ZNR UUUUU ZZHR 161229Z JUN 06FM AMEMBAS 
VZCZCXYZ0000RR RUEHWEBDE RUEHGB #2040/01 1671255ZNY CCCCC ZZHR 1612557 JUN 06FM AMEMI 


Column 9 


VZCZCXYZ0035RR RUEHWEBDE RUEHGB #2041 1671258ZNY SSSSS ZZHR 161258Z JUN 06FM AMEMBAS 
VZCZCXYZ0029RR RUEHWEBDE RUEHTC #1361 1671259ZNR UUUUU ZZHR 161259Z JUN O6FM AMEMBAS 
VZCZCXYZ0036RR RUEHWEBDE RUEHTO #1362 1671300ZNR UUUUU ZZHR 1613007 JUN 06FM AMEMBAS 
VZCZCXYZ0012PP RUEHWEBDE RUEHCP #0859 1671302ZNR UUUUU ZZHP 161302Z JUN 06FM AMEMBAS 
VZCZCXYZ0007RR RUEHWEBDE RUEHTO #1363 1671312ZNR UUUUU ZZHR 1613127 JUN 06FM AMEMBAS 
ORIGIN EAP-00INFO LOG-00 AID-00 AMAD-00 CIAE-00 INL-00 C-00 DODE-00DOEE-00 WHA-00 PDI-00 0$-0( 
VZCZCXYZ0025PP RUEHWEBDE RUEHTO #1364 1671329ZNY 55555 ZZHP 1613297 JUN 06FM AMEMBAS: 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHPE #2399/01 1671330ZNR UUUUU ΖΖΗΗ 1613307 JUN 06FM АМЕМЕ 
VZCZCXYZ000100 RUEHWEBDE RUEHNR #2653 1671330ZNY CCCCC ZZHO 161330Z JUN 06FM AMEMBA 
VZCZCXRO1543PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHAK #3574/01 1671343ZNY CCCCC ZZH 
VZCZCXRO1545RR RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2044/01 1671344ZNY CCCCC ZZF 


Column 9 


VZCZCXYZ0025RR RUEHWEBDE RUEHRO #1792 1671346ZNY CCCCC ZZHR 1613467 JUN 06FM АМЕМВА: 
VZCZCXRO154800 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #3575/01 1671: 


Column 9 


VZCZCXRO155600 RUEHDADE RUEHAK #3576/01 1671352ZNR UUUUU ZZHO 161352Z JUN 06FM AMEMB, 


зой the 


hers: 


Column 9 


VZCZCXRO1551RR RUEHASTDE RUEHPG #0674 1671356ZNR UUUUU ZZHR 161356Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO1564PP RUEHLADE RUEHMD #1564/01 1671357ZNY CCCCC ZZHP 161357Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0007PP RUEHWEBDE RUEHDR #0977 1671412ZNY CCCCC ZZHP 161412Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO162700 RUEHROVDE RUEHNR #2654 1671413ZNY CCCCC ZZHO 161413Z JUN 06FM AMEMBA 
VZCZCXYZ0049PP RUEHWEBDE RUEHRB #1184/01 1671414ZNR UUUUU ZZHP 161414Z JUN 06FM AMEME 


Column 9 


VZCZCXRO1599PP RUEHMRDE RUEHKI #0959 1671418ZNY CCCCC ZZHP 161418Z JUN 06FM AMEMBASS' 


Column 9 


VZCZCXRO1584RR RUEHRGDE RUEHBU #1362/01 1671419ZNR UUUUU ZZHR 161419Z JUN O6FM AMEMB, 


Column 9 


VZCZCXRO166800 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSK #0646/01 1671. 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHRB #1185/01 1671421ZNR UUUUU ZZHP 1614217 JUN 06FM AMEME 


Column 9 


VZCZCXRO1594PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #1994/01 1671424ZNY CCCCC ZZHI 


Column 9 


VZCZCXYZ0005RR RUEHWEBDE RUEHTL #0576/01 1671426ZNR UUUUU ZZHR 161426Z JUN 06FM AMEME 
VZCZCXRO164000 RUEHASTDE RUEHBW #0964/01 1671433ZNR UUUUU ZZHO 161433Z JUN 06FM АМЕМ 


Column 9 


VZCZCXRO1552RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ0019RR RUEHWEBDE RUEHRL #1672/01 1671445ZNR UUUUU ZZHR 161445Z JUN 06FM AMEME 


Column 9 


VZCZCXRO1633PP RUEHIK RUEHYGDE RUEHSL #0489/01 1671446ZNR UUUUU ZZHP 1614467 JUN 06FM , 


Column 9 


VZCZCXRO1565RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ0033RR RUEHWEBDE RUEHTL #0578/01 1671453ZNR UUUUU ZZHR 1614537 JUN 06FM AMEME 


Column 9 

VZCZCXRO1726RR RUEHPADE RUEHAB #0647 1671454ZNY CCCCC ZZHR 161454Z JUN 06FM AMEMBASS 
VZCZCXRO1727RR RUEHMA RUEHPADE RUEHAB #0648 1671454ZNR UUUUU ZZHR 1614547 JUN 06ЕМ Al 
VZCZCXYZ0019RR RUEHWEBDE RUEHAB #0649 1671458ZNR UUUUU ZZHR 161458Z JUN O6FM AMEMBAS 
ΥΖΟΖΟΧΥΖΟΟΡΟΗΗ RUEHWEBDE RUEHHE #0566/01 1671459ZNR UUUUU ZZHR 1614597 JUN 06ЕМ AMEMI 


Column 9 


VZCZCXRO1725RR RUEHASTDE RUEHHE #0567 1671459ZNR UUUUU ZZHR 1614597 JUN 06FM AMEMBAS 


VZCZCXRO167900 RUEHAGDE RUEHRO #1794 1671459ZNY ССССС ZZHO 1614597 JUN 06FM AMEMBAS 
VZCZCXYZ0020RR RUEHWEBDE RUEHTH #1556/01 1671500ZNR UUUUU ZZHR 161500Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO172800 RUEHROVDE RUEHNR #2655/01 1671500ZNY CCCCC ZZHO 161500Z JUN 06FM AMEM 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHJM #2485 1671503ZNY CCCCC ZZHO 161503Z JUN 06FM AMCONS! 
VZCZCXRO1732PP RUEHDBUDE RUEHKV #2358/01 1671504ZNY CCCCC ZZHP 161504Z JUN 06FM AMEME 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.161514Z Jun 0 
VZCZCXYZ0049RR RUEHWEBDE RUEHPG #0675/01 1671515ZNR UUUUU ZZHR 161515Z JUN 06FM AMEMI 
VZCZCXRO1714RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHSL #0490/01 1671517ZNR UUUUU ZZHR 1 


Column 9 


VZCZCXRO170400 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHRB #1190 167151 


VZCZCXYZ003900 RUEHWEBDE RUEHBO #5496/01 1671518ZNY CCCCC ZZHO 161518Z JUN 06FM AMEM 


Column 9 


VZCZCXRO1789RR RUEHAGDE RUEHUB #2488/01 1671525ZNY ССССС ZZHR 1615257 JUN 06FM USINT F 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ0000PP RUEHWEBDE RUEHMN #0555/01 1671532ZNY CCCCC ZZHP 1615327 JUN 06FM AMEME 


Column 9 


VZCZCXRO1777PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHAB #0652 1671537 
VZCZCXYZ0008RR RUEHWEBDE RUEHME #3324/01 1671546ZNR UUUUU ZZHR 161546Z JUN 06FM AMEM 
VZCZCXYZ005700 RUEHWEBDE RUEHJM #2486 1671547ZNR UUUUU ZZHO 161547Z JUN 06FM AMCONS 
VZCZCXYZ0018RR RUEHWEBDE RUEHME #3325/01 1671547ZNY CCCCC ZZHR 161547Z JUN 06FM AMEMI 


Column 9 


VZCZCXYZ0042PP RUEHWEBDE RUEHDG #1993/01 1671554ZNR UUUUU ZZHP 161554Z JUN 06FM AMEME 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXYZ0014RR RUEHWEBDE RUEHBH #0940/01 1671604ZNR UUUUU ZZHR 161604Z JUN 06FM AMEMI 
VZCZCXRO1792RR RUEHAODE RUEHCV 1777/01 1671610ZNY CCCCC ZZHR 1616107 JUN 06FM AMEMB; 


Column 9 


VZCZCXRO1794RR RUEHAODE RUEHCV #1778/01 1671618ZNR UUUUU ZZHR 1616187 JUN 06FM AMEMB, 


Column 9 


VZCZCXRO1811PP RUEHMA RUEHROVDE RUEHDS #1655/01 1671628ZNR UUUUU ZZHP 161628Z JUN O6F 
VZCZCXRO188700 RUEHRGDE RUEHSO #0675/01 1671630ZNR UUUUU ZZHO 161630Z JUN 06FM AMCON 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHGE #0577/01 1671631ZNY CCCCC ZZHR 1616317 JUN 06FM AMEMI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXRO1821PP RUEHAGDE RUEHCV #1779/01 1671638ZNY ССССС ZZHP 161638Z JUN 06FM АМЕМВА 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHGT #1187/01 1671638ZNR UUUUU ZZHR 161638Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0014PP RUEHWEBDE RUEHPE #2415/01 1671639ZNY CCCCC ZZHP 161639Z JUN 06FM AMEME 


Column 9 


VZCZCXRO182300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROVDE RUEHFR #4173/01 1671647ZNY S 


Column 9 


VZCZCXYZ002000 RUEHWEBDE RUEHBE #0543 1671649ZNY SSSSS ZZHO 161649Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO186300 RUEHDBUDE RUEHKV #2359/01 1671654ZNY CCCCC ZZHO 161654Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO202800 RUEHAGDE RUEHFR #4174 1671658ZNY CCCCC ZZHO 161658Z JUN 06FM AMEMBAS: 
VZCZCXYZ000200 RUEHWEBDE RUEHCL #0674 1671708ZNR UUUUU ZZHO 161708Z JUN 06FM AMCONSI 
VZCZCXRO177400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0518/01 1671 
VZCZCXYZ0000PP RUEHWEBDE RUEHPE #2416/01 1671726ZNY ССССС ZZHP 161726Z JUN 06FM AMEME 


Column 9 


VZCZCXRO187400 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #4175/01 1671 


Column 9 


VZCZCXRO181200 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0519 1671734 


Column 9 


VZCZCXRO181600 RUEHASTDE RUEHPS #0520 1671740ZNR UUUUU ZZHO 1617407 JUN 06FM USOFFIC| 


Column 9 
VZCZCXRO1903PP RUEHBC RUEHDE RUEHKUKDE RUEHIHL #0105 1671752ZNY ССССС ΖΖΗΡ 161752Z Jl 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHSG #1322 1671834ZNR UUUUU ZZHR 1618347 JUN 06FM АМЕМВА: 


VZCZCXRO2025PP RUEHRGDE RUEHSO #0676/01 1671835ZNR UUUUU ZZHP 161835Z JUN 06FM AMCON: 


Column 9 


VZCZCXYZ0031RR RUEHWEBDE RUEHSG #1325 1671836ZNR UUUUU ZZHR 1618367 JUN 06FM AMEMBA! 


VZCZCXYZ0021PP RUEHWEBDE RUEHPU #1070/01 1671838ZNR UUUUU ZZHP 161838Z JUN 06FM AMEME 
VZCZCXYZ0020PP RUEHWEBDE RUCNDT #1222 1671847ZNR UUUUU ZZHP 161847Z JUN 06FM USMISSIC 
VZCZCXYZ0030PP RUEHWEBDE RUCNDT #1223 1671847ZNR UUUUU ZZHP 1618477 JUN 06FM USMISSIC 
VZCZCXRO2036PP RUEHRGDE RUEHBR #1204/01 1671854ZNR UUUUU ZZHP 1618547 JUN 06FM AMEMB/ 


Column 9 


VZCZCXRO2049RR RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHMT #0676/01 1671856ZNY CCCCC ZZHF 


Column 9 


VZCZCXYZ0027PP RUEHWEBDE RUEHKG #1195 1671902ZNR UUUUU ZZHP 161902Z JUN 06FM AMEMBAS 
VZCZCXRO392000 RUEHQUDE RUEHPU #1073 1671912ZNY CCCCC ZZHO 161912Z JUN 06 ZDKFM AMEN 
VZCZCXRO197900 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0313/01 1671927ZNY 55555 ZZHO P 161927 


Column 9 


VZCZCXYZ0030RR RUEHWEBDE RUEHLP #1629 1671927ZNR UUUUU ZZHR 161927Z JUN 06FM AMEMBAS 
VZCZCXYZ002800 RUEHWEBDE RUEHBU #1364/01 1671937ZNR UUUUU ZZHO 161937Z JUN 06FM AMEM 


Column 9 


VZCZCXYZ0013PP RUEHWEBDE RUCNDT #1224/01 1671945ZNY ССССС ZZHP 1619457 JUN 06FM USMIS: 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHCV #1781 1671950ZNR UUUUU ZZHR 1619507 JUN 06FM АМЕМВА: 


Column 9 


VZCZCXYZ0024PP RUEHWEBDE RUEHSG #1328 1672042ZNR UUUUU ZZHP 162042Z JUN 06FM AMEMBAS 
VZCZCXYZ0000PP RUEHWEBDE RUEHKG #1199 1672044ZNY ССССС ZZHP 1620447 JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHWN #1057/01 1672045ZNY ССССС ZZHP 1620457 JUN 06FM AMEMI 


Column 9 


VZCZCXRO210700 RUEHASTDE RUCNDT #1225/01 1672116ZNR UUUUU ZZHO 162116Z JUN 06FM USMIS 


Column 9 


VZCZCXRO211000 RUEHASTDE RUCNDT #1226/01 1672117ZNR UUUUU ZZHO 1621172 JUN 06FM USMIS: 


Column 9 


VZCZCXYZ0007RR RUEHWEBDE RUEHPE #2428/01 1672121ZNY CCCCC ZZHR 162121Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUCNDT #1227/01 1672128ZNY CCCCC ZZHP 1621287 JUN 06FM USMIS: 


Column 9 


VZCZCXYZ0020RR RUEHWEBDE RUEHSN #1588 1672130ZNR UUUUU ZZHR 1621307 JUN 06FM АМЕМВА: 
VZCZCXYZ000000 RUEHWEBDE RUCNDT #1228/01 1672130ZNY CCCCC ZZHO 1621307 JUN 06FM USMIS 
VZCZCXYZ0032PP RUEHWEBDE RUCNDT #1229/01 1672148ZNY ССССС ΖΖΗΡ 1621487 JUN 06FM USMIS: 


Column 9 


VZCZCXRO2102RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHSJ #1375/01 1672218ZNR UUUUU ZZHO 162218Z JUN 06FM AMEMI 


Column 9 
VZCZCXRO214700 RUEHAO RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHNG RUEHNLI 


Column 9 


OR 162225Z JUN 06FM SECSTATE WASHDCTO AMEMBASSY RIYADH IMMEDIATE INFO AMEMBASSY DOH 
VZCZCXYZ0004RR RUEHWEBDE RUEHZP #1187/01 1672229ZNR UUUUU ZZHR 162229Z JUN 06FM AMEME 


Column 9 


VZCZCXRO2246PP RUEHBC RUEHDE RUEHKUKDE RUEHIHL #0106 1680534ZNY SSSSS ZZHP 170534Z JU 


Column 9 


VZCZCXRO2268PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1431 1680701ZNY CCCCC ZZHP 170701Z JU 
VZCZCXRO227200 RUEHBCDE RUEHGB #2046 1680725ZNY CCCCC ZZHO 170725Z JUN 06FM AMEMBAS: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.170931Z Jun 0 


Column 9 


VZCZCXRO227000 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2322/01 1681002ZNR UUUUU ZZHO 171002 


Column 9 


VZCZCXRO227100 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2323 1681003ZNR UUUUU ZZHO 171003Z J 


Column 9 


VZCZCXRO229600 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2047/01 1681008ZNY CCCCC ZZF 


Column 9 


VZCZCXRO2315PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2048/01 1681134ZNY CCCCC ZZH 


Column 9 


VZCZCXRO233700 RUEHPADE RUEHUL #0386 1681233ZNY CCCCC ZZHO 171233Z JUN 06FM AMEMBASS 
VZCZCXRO2346PP RUEHDU RUEHGI RUEHJO RUEHMA RUEHMR RUEHPA RUEHROVDE RUEHKH #1429/( 


Column 9 


VZCZCXRO2358PP RUEHDEDE RUEHJI #0425/01 1681408ZNR UUUUU ZZHP 171408Z JUN 06FM AMCONSI 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHRH #4818 1681408ZNY CCCCC ZZHP 171408Z JUN 06FM AMEMBAS 
VZCZCXRO2325RR RUEHDEDE RUEHKU #2332 1681444ZNR UUUUU ZZHR 171444Z JUN 06 ZDKFM AMEM 
VZCZCXRO233100 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2333/01 1681531ZNR UUUUU ZZHO 171531 


Column 9 


VZCZCXRO233300 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2334 1681531ZNR UUUUU ZZHO 171531Z J 


Column 9 


VZCZCXRO237300 RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0103/01 1681643ZNY CCCCC ZZHO 171643 


VZCZCXRO255300 RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0104/01 1690640ZNY CCCCC ZZHO 180640 


Column 9 


VZCZCXYZ000300 RUEHWEBDE RUEHBUL #2759 1690854ZNR UUUUU ZZHO 180854Z JUN 06FM AMEMB; 
VZCZCXRO2589PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2054 1690942ZNY CCCCC ZZHP 1 


VZCZCXYZ000000 RUEHWEBDE RUEHDM #2877/01 1691022ZNR UUUUU ZZHO 1810227 JUN 06FM AMEN 


Column 9 


VZCZCXYZ000600 RUEHWEBDE RUEHAM #4420 1691107ZNR UUUUU ZZHO 181107Z JUN 06FM AMEMBA: 


Column 9 


VZCZCXRO2594PP RUEHDEDE RUEHMK #1084/01 1691157ZNY CCCCC ZZHP 181157Z JUN 06 ZDKFM AME 


Column 9 


VZCZCXRO2599PP RUEHASTDE RUEHSL #0491 1691205ZNR UUUUU ZZHP 181205Z JUN 06FM AMEMBAS: 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHAM #4440 1691217ZNY CCCCC ZZHO 181217Z JUN 06FM AMEMBA 
VZCZCXRO2626PP RUEHBC RUEHDE RUEHKUKDE RUEHBUL #2765/01 1691217ZNR UUUUU ZZHP 181217 
VZCZCXRO2624RR RUEHDEDE RUEHAD #2510 1691239ZNY CCCCC ZZHR 181239Z JUN 06FM AMEMBASS 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO2631PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2059/01 1691252ZNY 55555 ZZHF 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHEG #3792 1691253ZNR UUUUU ZZHP 1812537 JUN 06FM AMEMBAS 
VZCZCXRO263900 RUEHDEDE RUEHMK #1087 1691326ZNY CCCCC ZZHO 181326Z JUN 06FM AMEMBAS. 


VZCZOCXYZ0000RR RUEHWEBDE RUEHRH #4854 1691326ZNR UUUUU ZZHR 1813267 JUN 06FM AMEMBA! 
VZCZCXRO265800 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHEG #3794 169153 


Column 9 


VZCZCXRO265900 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2366 1691824ZNR UUUUU ZZHO 181824Z J 


Column 9 


VZCZCXRO2674RR RUEHNZDE RUEHWL #0463/01 1692236ZNR UUUUU ZZHR 182236Z JUN 06FM AMEMB, 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHLJ #0379 1692312ZNR UUUUU ZZHP 1823127 JUN 06FM AMEMBAS: 


VZCZCXYZO000RR RUEHWEBDE RUEHJA #7666/01 1692345ZNR UUUUU ZZHR 182345Z JUN 06FM AMEME 


VZCZCXYZ0008RR RUEHWEBDE RUEHJA #7667/01 1692345ZNR UUUUU ZZHR 182345Z JUN 06FM AMEME 


VZCZCXYZ000000 RUEHWEBDE RUEHKO #3357/01 1692355ZNY CCCCC ZZHO 182355Z JUN 06FM АМЕМ 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHWL #0464 1700010ZNR UUUUU ZZHR 1900107 JUN 06FM AMEMBA: 
VZCZCXYZ000000 RUEHWEBDE RUEHKO #3360 1700233ZNY ССССС ZZHO 190233Z JUN 06FM AMEMBA: 
VZCZCXYZ000000 RUEHWEBDE RUEHML 32548 1700318ZNR UUUUU ZZHO 190318Z JUN 06FM AMEMBA 
VZCZCXRO2741PP RUEHCHI RUEHDT RUEHHMDE RUEHDR #0978 1700327ZNR UUUUU ZZHP 190327Z JL 


Column 9 


VZCZCXRO2748RR RUEHVKDE RUEHUM #0475/01 1700407ZNR UUUUU ZZHR 190407Z JUN 06FM AMEMB, 


Column 9 


VZCZCXRO2760RR RUEHASTDE RUEHTL #0580/01 1700456ZNR UUUUU ZZHR 190456Z JUN 06FM AMEMB 
VZCZCXRO2797RR RUEHCN RUEHGHDE RUEHBJ #2788/01 1700600ZNR UUUUU ZZHR 190600Z JUN 06 ZI 
VZCZCXYZ0001PP RUEHWEBDE RUEHGB #2013 1700613ZNY CCCCC ZZHP 190613Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ002000 RUEHWEBDE RUEHDM #2899/01 1700647ZNR UUUUU ZZHO 190647Z JUN 06FM AMEN 


Column 9 


VZCZCXRO414400 RUEHCHI RUEHDT RUEHHMDE RUEHML #2551/01 1700701ZNR UUUUU ZZHO 190701; 
VZCZCXYZ001000 RUEHWEBDE RUEHCP #0861 1700713ZNR UUUUU ZZHO 1907137 JUN 06FM AMEMBA. 
VZCZCXRO2831PP RUEHROVDE RUEHKH #1439/01 1700716ZNY CCCCC ZZHP 1907167 JUN 06FM AMEME 


Column 9 


VZCZCXRO283300 RUEHDEDE RUEHMK #1092 1700717ZNR UUUUU ZZHO 190717Z JUN 06FM AMEMBAS 
VZCZCXRO283700 RUEHBC RUEHDE RUEHKUKDE RUEHMK #1093 1700719ZNY CCCCC ZZHO 1907194 J 


VZCZCXRO283900 RUEHDEDE RUEHMK #1094 1700720ZNY ССССС ZZHO 1907207 JUN 06FM AMEMBAS. 


VZCZCXRO2850PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3368/01 1700728ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ0017RR RUEHWEBDE RUEHKA #3598 1700729ZNR UUUUU ZZHR 1907297 JUN 06FM AMEMBAS 
VZCZCXRO2871PP RUEHFKDE RUEHKO #3369 1700729ZNR UUUUU ZZHP 190729Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHNC #0924 1700734ZNY CCCCC ZZHO 190734Z JUN 06FM AMEMBA: 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXYZ000500 RUEHWEBDE RUEHNC #0925 1700735ZNR UUUUU ZZHO 190735Z JUN 06FM АМЕМВА 
VZCZCXRO2881RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHNC #0926/01 1700 


Column 9 


VZCZCXRO287500 RUEHLH RUEHPWDE RUEHIL #1504 1700743ZNY CCCCC ZZHO 190743Z JUN 06FM AN 


Column 9 


VZCZCXRO2961RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHVL #0568 1700747ZNR UUUUU ZZHR 190: 


VZCZCXRO2906PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3388/01 1700812ZNR UUUUU ZZ 


Column 9 


VZCZCXRO292300 RUEHCHI RUEHDT RUEHHMDE RUEHML #2554/01 1700816ZNY CCCCC ZZHO 190816: 
VZCZCXYZ000400 RUEHWEBDE RUEHJM #2509 1700819ZNY ССССС ZZHO 1908197 JUN 06FM AMCONS! 
VZCZCXYZ000600 RUEHWEBDE RUEHAM #4456/01 1700840ZNR UUUUU ZZHO 1908407 JUN 06FM AMEM 


Column 9 


VZCZCXRO2955RR RUEHGHDE RUEHIN #2098 1700844ZNR UUUUU ZZHR 190844Z JUN O6FM AIT TAIPEIT 


Column 9 


VZCZCXYZ000500 RUEHWEBDE RUEHKO #3394 1700909ZNY CCCCC ZZHO 1909097 JUN 06FM AMEMBA: 
VZCZCXRO2973PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2065/01 1700913ZNY SSSSS ZZHI 


Column 9 


VZCZCXYZ001300 RUEHWEBDE RUEHKO #3398 1700918ZNY CCCCC ZZHO 190918Z JUN 06FM AMEMBA 
VZCZCXYZ0000PP RUEHWEBDE RUEHYN #1 787/01 1700919ZNR UUUUU ZZHP 1909197 JUN 06FM AMEME 
VZCZCXRO3262PP RUEHDEDE RUEHYN #1788 1700924ZNR UUUUU ZZHP 190924Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO2991PP RUEHAG RUEHBC RUEHDE RUEHKUKDE RUEHLB #1996/01 1700926ZNY ССССС ZZHI 


Column 9 


VZCZCXRO301100 RUEHCHI RUEHDT RUEHHMDE RUEHJA #7716 1700933ZNR UUUUU ZZHO 190933Z JL 
VZCZCXRO3060PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2067 1700943ZNY CCCCC ZZHP 1 
VZCZCXRO3084RR RUEHCHI RUEHDT RUEHHMDE RUEHJA #7718/01 1700958ZNR UUUUU ZZHR 1909587 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHSK #0648 1701006ZNR UUUUU ZZHR 191006Z JUN 06FM АМЕМВАС 


VZCZCXRO3102PP RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0963/01 1701012ZNR UUUUU ZZHP 1 


Column 9 


VZCZCXRO3104PP RUEHCN RUEHGHDE RUEHBJ #2885/01 1701015ZNY CCCCC ZZHP 191015Z JUN 06FM 


Column 9 


VZCZCXRO3106PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #7719/01 1701019ZNY CCCCC ZZHP 1910192 


Column 9 


VZCZCXRO311400 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHBK #3648/01 1701021ZNY CCCCC ΖΖΗΙ 


Column 9 
VZCZCXRO3121PP RUEHCHI RUEHDT RUEHHMDE RUEHBK #3649/01 1701028ZNR UUUUU ZZHP 191028Z 


Column 9 


VZCZCXYZ000300 RUEHWEBDE RUEHBUL #2781 1701038ZNY CCCCC ZZHO 191038Z JUN 06FM AMEMB/ 
VZCZCXRO3134RR RUEHHMDE RUEHHI #1503 1701044ZNR UUUUU ZZHR 1910447 JUN 06FM AMEMBASS 
VZCZCXRO3152PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2068 1701048ZNY CCCCC ZZHP 1 


Column 9 


VZCZCXRO3150RR RUEHASTDE RUEHDA #0145/01 1701054ZNR UUUUU ZZHR 1910547 JUN 06FM АМСОГ 


Column 9 


VZCZCXRO3244RR RUEHASTDE RUEHBW #0966/01 1701055ZNR UUUUU ZZHR 191055Z JUN 06FM AMEM 


Column 9 


VZCZCXRO317200 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4283 1701055ZNY CCCCC ZZHO 191 


VZCZCXRO3318RR RUEHAGDE RUEHVL #0570 1701058ZNY CCCCC ZZHR 191058Z JUN 06FM AMEMBASS 
VZCZCXYZ0014PP RUEHWEBDE RUEHAK #3593/01 1701059ZNR UUUUU ZZHP 1910597 JUN 06FM AMEME 


Column 9 


VZCZCXRO3195PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1546 1701106ZNY CCCCC ZZHP 191106Z JUI 
VZCZCXRO328100 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #0816/01 1701114ZNY CCCCC ZZH 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ0004RR RUEHWEBDE RUEHTL #0582/01 1701135ZNR UUUUU ZZHR 1911357 JUN 06FM AMEMB 


Column 9 


VZCZCXRO3304PP RUEHDBUDE RUEHTA #2155/01 1701137ZNY CCCCC ZZHP 191137Z JUN 06FM AMEMB, 


Column 9 


VZCZCXRO3310PP RUEHDBUDE RUEHTA #2156 1701139ZNY ССССС ZZHP 1911397 JUN 06FM AMEMBAS: 


Column 9 


VZCZCXRO3285PP RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0965 1701140ZNR UUUUU ZZHP 1911 
VZCZCXYZ0004PP RUEHWEBDE RUEHTA #2157/01 1701143ZNY CCCCC ZZHP 191143Z JUN 06FM AMEMB, 


Column 9 


VZCZCXRO3275RR RUEHDEDE RUEHDE #3808 1701143ZNY CCCCC ZZHR 191143Z JUN 06FM AMCONSUL 


VZCZCXRO3290PP RUEHMRDE RUEHKI #0966 1701143ZNY ССССС ZZHP 191143Z JUN 06FM AMEMBASS\ 
VZCZCXYZ0040RR RUEHW EBDE RUEHNC #0930/01 1701145ZNR UUUUU ZZHR 1911457 JUN 06FM AMEME 


Column 9 
VZCZCXYZ0018PP RUEHWEBDE RUEHMO #6464 1701149ZNY CCCCC ZZHP 191149Z JUN 06FM AMEMBAS 
VZCZCXRO3295RR RUEHDADE RUEHDA #0146 1701207ZNR UUUUU ZZHR 191207Z JUN 06FM AMCONSUI 


Column 9 


VZCZCXRO3296RR RUEHDADE RUEHDA #0147/01 1701207ZNR UUUUU ZZHR 1912077 JUN 06FM АМСОМ: 


VZCZCXRO3375RR RUEHASTDE RUEHBW #0967/01 1701221ZNR UUUUU ZZHR 191221Z JUN 06FM AMEM 


Column 9 


VZCZCXRO335400 RUEHBIDE RUEHLM #1030/01 1701222ZNY CCCCC ZZHO 191222Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0009RR RUEHWEBDE RUEHYE #0827 1701223ZNR UUUUU ΖΖΗΗ 1912232 JUN 06FM AMEMBAS 
VZCZCXYZ0003RR RUEHWEBDE RUEHMD #1577 1701230ZNY CCCCC ZZHR 191230Z JUN 06ЕМ AMEMBA: 
This record is a partial extract of the original cable. The full text of the original cable is not available.191242Z Jun 0 


Column 9 


VZCZCXRO3383PP RUEHDEDE RUEHRH #4914/01 1701246ZNY CCCCC ZZHP 191246Z JUN 06FM AMEMBZ 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ002400 RUEHWEBDE RUEHKT #1575 1701300ZNR UUUUU ZZHO 191300Z JUN 06FM AMEMBA! 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO3417PP RUEHLMCDE RUEHLP #1638 1701314ZNY CCCCC ZZHP 191314Z JUN 06FM AMEMBAS 
VZCZCXYZ000000 RUEHWEBDE RUEHKT #1576/01 1701318ZNY CCCCC ZZHO 191318Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO3430RR RUEHBC RUEHDBU RUEHDE RUEHFL RUEHKUK RUEHKW RUEHLA RUEHLH RUEHPV 
VZCZCXRO3419PP RUEHAGDE RUEHDM #2935/01 1701323ZNY CCCCC ZZHP 191323Z JUN 06FM AMEMB/ 


Column 9 


VZCZCXYZ000700 RUEHWEBDE RUEHKT #1577 1701324ZNR UUUUU ZZHO 1913247 JUN 06FM АМЕМВА: 
VZCZCXRO342000 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2391 1701325ZNR UUUUU ZZHO 191325Z J 


VZCZCXYZ000400 RUEHWEBDE RUEHEG #3818 1701335ZNY ССССС ZZHO 191335Z JUN 06FM AMEMBA: 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHKT #1578/01 1701335ZNY CCCCC ZZHO 191335Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO343500 RUEHROVDE RUEHEG #3819 1701343ZNY CCCCC ZZHO 191343Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHDL #0706/01 1701346ZNY ССССС ZZHP 1913467 JUN 06FM AMEMB 
VZCZCXROS3552RR RUEHASTDE RUEHVL #0573 1701348ZNR UUUUU ZZHR 1913487 JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO343700 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2392/01 1701349ZNY ССССС ZZHO 191349 


Column 9 


VZCZCXRO339700 RUEHASTDE RUEHPS #0525 1701359ZNR UUUUU ZZHO 191359Z JUN 06FM USOFFICI 


VZCZCXRO348600 RUEHAGDE RUEHDM #2938/01 1701414ZNY CCCCC ZZHO 191414Z JUN 06FM AMEMB 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191414Z Jun 0 


Column 9 


VZCZCXYZ0006RR RUEHWEBDE RUEHBM #1009 1701417ZNY ССССС ZZHR 191417Z JUN 06FM АМЕМВА: 


VZCZCXRO3493PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHKU #2394/01 1701 


Column 9 

VZCZCXRO3513PP RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHRH #4919/01 1701 
VZCZCXRO3498PP RUEHDEDE RUEHKU #2395 1701435ZNY CCCCC ZZHP 191435Z JUN 06FM AMEMBASS 
VZCZCXRO349900 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2080/01 1701436ZNY SSSSS ZZH 
VZCZCXRO351700 RUEHDEDE RUEHMK #1101/01 1701440ZNY CCCCC ZZHO 191440Z JUN 06FM AMEMB, 


Column 9 


VZCZCXYZ0012PP RUEHWEBDE RUEHMU #1333/01 1701447ZNY CCCCC ZZHP 191447Z JUN 06FM AMEME 


Column 9 


VZCZCXRO3560PP RUEHDEDE RUEHAS #1112/01 1701451 ZNR UUUUU ZZHP 1914517 JUN 06FM AMEMBA 


Column 9 


VZCZCXRO3524PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2081/01 1701451 ZNY CCCCC ZZH 


Column 9 


VZCZCXRO3526PP RUEHMRDE RUEHMR #0292 1701453ZNY CCCCC ZZHP R 191453Z JUN O6FM AMEMBA 


Column 9 


VZCZCXRO3541RR RUEHDBUDE RUEHAK #3617/01 1701456ZNY CCCCC ZZHR 191456Z JUN 06FM AMEME 


Column 9 


it 


VZCZCXYZ002700 RUEHWEBDE RUEHEG #3822 1701506ZNY CCCCC ZZHO 191506Z JUN 06FM AMEMBA 


VZCZCXYZ000000 RUEHWEBDE RUEHJM #2511 1701525ZNY ССССС ZZHO 191525Z JUN 06FM AMCONSI 


Column 9 


VZCZCXRO3582PP RUEHMR RUEHPADE RUEHUJA #1537 1701530ZNY CCCCC ZZHP 191530Z JUN 06FM A 


Column 9 


VZCZCXYZ0052RR RUEHWEBDE RUEHLP #1644/01 1701530ZNR UUUUU ZZHR 191530Z JUN 06FM AMEME 


Column 9 


VZCZCXRO3476RR RUEHMRDE RUEHSB #0731/01 1701532ZNY CCCCC ZZHR 191532Z JUN 06FM AMEMB, 
nullAnne W McNeill 10/20/2006 02:50:53 PM From DB/Inbox: Search ResultsCable Text: 

VZCZCXRO3604PP RUEHASTDE RUEHMD #1593 1701537ZNR UUUUU ZZHP 191537Z JUN 06FM AMEMBAS 
VZCZCXRO363900 RUEHASTDE RUEHRK #0224 1701541ZNR UUUUU ZZHO 1915417 JUN 06ЕМ AMEMBA: 
VZCZCXRO3521RR RUEHASTDE RUEHBM #1010 1701543ZNR UUUUU ZZHR 1915437 JUN 06FM AMEMBA‘ 


Column 9 


VZCZCXRO3615PP RUEHAGDE RUEHCV #1787/01 1701546ZNY CCCCC ZZHP 191546Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0010RR RUEHWEBDE RUEHCV #1788 1701552ZNR UUUUU ZZHR 1915527 JUN 06FM АМЕМВА: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO3679RR RUEHPADE RUEHAB #0658 1701559ZNY CCCCC ZZHR 191559Z JUN 06FM AMEMBASS 
VZCZCXRO366000 RUEHAG RUEHDF RUEHLZDE RUEHRL #1687/01 1701603ZNR UUUUU ZZHO 1916032. 


Column 9 


VZCZCXYZ0024PP RUEHWEBDE RUEHLI #1189 1701608ZNR UUUUU ZZHP 1916087 JUN 06FM AMEMBASS 
VZCZCXRO367000 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2396 1701620ZNR UUUUU ZZHO 191620Z J 


Column 9 


VZCZCXYZ002100 RUEHWEBDE RUEHLGB #0578 1701627ZNR UUUUU ZZHO 191627Z JUN 06FM AMEMB, 
VZCZCXYZ0000RR RUEHWEBDE RUEHGB #2082/01 1701628ZNY CCCCC ZZHR 1916287 JUN 06FM AMEMI 


Column 9 


VZCZCXYZ000500 RUEHWEBDE RUEHLGB #0579/01 1701628ZNR UUUUU ZZHO 191628Z JUN 06FM AMEI 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.191630Z Jun 0 


Column 9 


VZCZCXRO368700 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSL #0494/01 17016 


Column 9 


VZCZCXRO3695PP RUEHDT RUEHPADE RUEHLI #1195 1701631 ZNY CCCCC ZZHP 1916317 JUN 06FM АМЕ 
VZCZCXYZ0005RR RUEHWEBDE RUEHTI #0657 1701631ZNR UUUUU ZZHR 1916317 JUN 06FM AMEMBAS 
VZCZCXYZ0000PP RUEHWEBDE RUEHCL #0675 1701633ZNY CCCCC ZZHP 1916337 JUN 06FM AMCONSU 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO3691PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2083 1701644ZNY CCCCC ZZHP 1 
VZCZCXRO3700RR RUEHTRODE RUEHNJ #0853/01 1701647ZNY CCCCC ZZHR 191647Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ002600 RUEHWEBDE RUEHFR #4215 1701653ZNR UUUUU ZZHO 191653Z JUN 06FM AMEMBA: 
VZCZCXYZ0007PP RUEHWEBDE RUEHFN #0496/01 1711750ZNR UUUUU ZZH CCY ADXE4DC35 MSI3983 6 


Column 9 


VZCZCXRO3745PP RUEHAGDE RUEHCV #1789/01 1701724ZNY SSSSS ZZHP 191724Z JUN 06FM AMEMBA. 


Column 9 


VZCZCXRO3756PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2085 1701737ZNY CCCCC ZZHP 1 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHPE #2437/01 1701744ZNY CCCCC ZZHP 191744Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0025PP RUEHWEBDE RUEHPE #2438/01 1701746ZNY CCCCC ZZHP 191746Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHSG #1332 1701757ZNR UUUUU ZZHP 191757Z JUN 06FM AMEMBAS 
VZCZCXYZ0001RR RUEHWEBDE RUEHPE #2439/01 1701804ZNR UUUUU ZZHR 191804Z JUN 06FM AMEME 
VZCZCXRO3804RR RUEHLMCDE RUEHRB #1196 1701840ZNR UUUUU ZZHR 1918407 JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO3881PP RUEHRGDE RUEHBR #1213 1701844ZNR UUUUU ZZHP 191844Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO384600 RUEHMA RUEHPADE RUEHOS #0851 1701845ZNR UUUUU ZZHO 191845Z JUN 06FM A 
VZCZCXRO3810PP RUEHMA RUEHPADE RUEHFN #0499/01 1701846ZNR UUUUU ZZHP 1918467 JUN 06FM 


Column 9 


VZCZCXRO383200 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0316/01 1701920ZNY 55555 ZZHO P 19192 


Column 9 


VZCZCXYZ0003PP RUEHWEBDE RUEHPE #2445/01 1701930ZNY CCCCC ZZHP 191930Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0031RR RUEHWEBDE RUEHAC #0624 1701931ZNR UUUUU ZZHR 1919317 JUN 06FM АМЕМВА: 


VZCZCXRO3870RR RUEHAG RUEHDE RUEHDF RUEHIK RUEHLZDE RUEHCV #1791/01 1701934ZNR UUUL 


Column 9 


VZCZCXYZ0006PP RUEHWEBDE RUEHLP #1651/01 1701935ZNR UUUUU ZZHP 191935Z JUN 06FM AMEMB 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHKG #1209 1701951ZNR UUUUU ZZHO 191951Z JUN 06FM AMEMBA 


Column 9 

VZCZCXYZ0014RR RUEHWEBDE RUEHGE #0592 1701955ZNR UUUUU ZZHR 191955Z JUN 06FM АМЕМВА: 
VZCZCXYZ0017RR RUEHWEBDE RUEHMU #1344 1701955ZNR UUUUU ZZHR 191955Z JUN 06FM AMEMBA 
VZCZCXYZ002700 RUEHWEBDE RUCNDT #1235 1702017ZNY SSSSS ZZHO 192017Z JUN 06FM USMISSIC 
VZCZCXYZ0027RR RUEHWEBDE RUEHLP #1654 1702024ZNR UUUUU ZZHR 192024Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO3867RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 


Column 9 


VZCZCXRO3941RR RUEHGRDE RUEHGE #0594/01 1702047ZNR UUUUU ZZHR 192047Z JUN 06FM AMEMB 


Column 9 


VZCZCXYZ0033RR RUEHW EBDE RUEHAC #0629 1702048ZNR UUUUU ZZHR 1920487 JUN 06FM АМЕМВА: 
VZCZCXYZ000000 RUEHWEBDE RUEHDG #2045 1702054ZNR UUUUU ZZHO 1920547 JUN 06FM AMEMBA 
VZCZCXRO3978RR RUEHNZDE RUEHWL #0465/01 1702135ZNR UUUUU ZZHR 192135Z JUN 06FM AMEMB, 


tes and the 


Column 9 


VZCZCXYZ0004PP RUEHWEBDE RUEHSN #1595 1702136ZNR UUUUU ZZHP 1921362 JUN 06FM AMEMBAS 
VZCZCXRO3934RR RUEHGA RUEHHA RUEHQU RUEHVCDE RUEHOT #1904/01 1702146ZNR UUUUU ZZHF 


Column 9 


VZCZCXYZ0011RR RUEHWEBDE RUEHIN #2099/01 1702204ZNR UUUUU ZZHR 192204Z JUN O6FM AIT TAIF 


Column 9 


VZCZCXYZ0009RR RUEHWEBDE RUEHSJ #1390/01 1702206ZNR UUUUU ZZHR 1922067 JUN 06FM AMEME 


Column 9 


VZCZCXRO4015PP RUEHAGDE RUEHCV #1837/01 1702314ZNY CCCCC ZZHP 192314Z JUN 06FM AMEMBA 


Column 9 


VZCZCXRO4000RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTMI 
VZCZCXRO4114PP RUEHDT RUEHHMDE RUEHCHI #0093/01 1710052ZNR UUUUU ZZHP 200052Z JUN 06FT 


Column 9 


sh. With 


VZCZCXRO4058PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3407/01 1710059ZNR UUUUU ZZ 


Column 9 


VZCZCXRO4119RR RUEHCHI RUEHDT RUEHNH RUEHPBDE RUEHBN #0244/01 1710134ZNR UUUUU ZZHF 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.200149Z Jun 0 
VZCZCXYZ001600 RUEHWEBDE RUEHKT #1582 1710219ZNY CCCCC ZZHO 2002197 JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO4104PP RUEHFKDE RUEHKO #3415 1710242ZNR UUUUU ZZHP 200242Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO4130RR RUEHCN RUEHGHDE RUEHBJ #2988/01 1710339ZNR UUUUU ZZHR 200339Z JUN 06ΕΝ 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHSA #2508/01 1710433ZNR UUUUU ZZHR 2004337 JUN 06FM AMEME 
VZCZCXRO4166PP RUEHBC RUEHDE RUEHKUKDE RUEHIHL #0107/01 1710451ZNY SSSSS ZZHP 200451Z 


Column 9 


VZCZCXRO4170PP RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0105 1710455ZNY ССССС ZZHP В 2004552 


VZCZCXRO4177RR RUEHAGDE RUEHAK #3619/01 1710459ZNY SSSSS ZZHR 200459Z JUN 06FM AMEMBA 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO4193PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1675/01 1710546ZNY SSSSS ZZHP 2005467. 


Column 9 


VZCZCXRO4242PP RUEHDEDE RUEHJI #0427/01 1710601ZNY CCCCC ZZHP 2006017 JUN 06FM AMCONSL 


Column 9 


VZCZCXRO421500 RUEHCHI RUEHDT RUEHHMDE RUEHML #2570/01 1710612ZNR UUUUU ZZHO 200612; 
VZCZCXRO4602PP RUEHMA RUEHROVDE RUEHKH #1444/01 1710629ZNR UUUUU ZZHP 2006297 JUN 06: 
VZCZCXRO425900 RUEHAGDE RUEHRO #1817/01 1710653ZNY 55555 ZZHO 2006537 JUN 06FM ΑΜΕΜΒ, 


Column 9 


VZCZCXRO428100 RUEHCN RUEHGHDE RUEHBJ #3004/01 1710659ZNY CCCCC ZZHO 2006597 JUN 06F^ 


Column 9 


VZCZCXRO4340RR RUEHCIDE RUEHKA #3680 1710752ZNY CCCCC ZZHR 200752Z JUN 06FM AMEMBASS* 


Column 9 


VZCZCXYZ0037RR RUEHWEBDE RUEHIN #2110/01 1710757ZNR UUUUU ZZHR 200757Z JUN O6FM AIT TAIF 


Column 9 


VZCZCXYZ000600 RUEHWEBDE RUEHBK #3664 1710757ZNR UUUUU ZZHO 200757Z JUN O6FM AMEMBA: 
VZCZCXRO433500 RUEHCN RUEHGHDE RUEHBJ #3010/01 1710758ZNY CCCCC ZZHO 200758Z JUN 06F^ 


Column 9 


VZCZCXRO4338RR RUEHATDE RUEHTC #1371/01 1710801ZNR UUUUU ZZHR 200801Z JUN 06FM AMEMBZ 
VZCZCXRO4346PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3430/01 1710817ZNR UUUUU ZZ 


Column 9 


VZCZCXRO4371RR RUEHATDE RUEHTO #1372/01 1710818ZNR UUUUU ZZHR 2008187 JUN 06FM AMEMBA 
VZCZCXRO4381RR RUEHATDE RUEHTO #1373/01 1710826ZNR UUUUU ZZHR 200826Z JUN 06FM AMEMBA 
VZCZCXRO4386RR RUEHATDE RUEHTC #1374/01 1710830ZNR UUUUU ZZHR 200830Z JUN 06FM AMEMB/ 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


North Korea 


Je to 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 

VZCZCXYZ001700 RUEHWEBDE RUEHKO #3432 1710852ZNR UUUUU ZZHO 200852Z JUN 06 ZDKFM AME 
VZCZCXRO4434RR RUEHASTDE RUEHSL #0495 1710854ZNR UUUUU ZZHR 200854Z JUN 06FM AMEMBAS 
VZCZCXRO4457RR RUEHDA RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0107/01 1710907ZNR UUUUU ZZH 
VZCZCXRO4464RR RUEHLMCDE RUEHLM #1032/01 1710907ZNY CCCCC ZZHR 2009072 JUN 06FM АМЕМЕ 


Column 9 


VZCZCXRO4607PP RUEHMA RUEHROVDE RUEHKH #1447/01 1710910ZNR UUUUU ZZHP 200910Z JUN 06. 
VZCZCXYZ0002PP RUEHWEBDE RUEHDR #0993 1710912ZNR UUUUU ZZHP 200912Z JUN O6FM AMEMBAS 
VZCZCXRO4485PP RUEHDEDE RUEHAD #2542/01 1710926ZNY CCCCC ZZHP 200926Z JUN 06FM AMEMBA 


Column 9 


VZCZCXRO453700 RUEHDBUDE RUEHMO #6515/01 1710931ZNY CCCCC ZZHO 200931Z JUN 06FM AMEN 


Column 9 


VZCZCXRO4518RR RUEHATDE RUEHTC #1375/01 1710936ZNR UUUUU ZZHR 200936Z JUN 06FM AMEMB/ 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO4522RR RUEHDADE RUEHAK #3626 1710944ZNR UUUUU ZZHR 200944Z JUN 06FM AMEMBASS 
VZCZCXRO4582RR RUEHASTDE RUEHSK #0652/01 1710955ZNR UUUUU ZZHR 200955Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0001RR RUEHWEBDE RUEHCL #0676/01 1710957ZNY CCCCC ZZHR 200957Z JUN 06FM АМСОГ 


Column 9 


VZCZCXRO7295RR RUEHASTDE RUEHSK #0653/01 1711001ZNR UUUUU ZZHR 2010017 JUN 06 ZDKFM AN 


Column 9 


VZCZCXRO455700 RUEHCN RUEHGHDE RUEHBJ #3022/01 1711004ZNR UUUUU ZZHO 201004Z JUN 06F^ 


Column 9 


VZCZCXRO4543PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHSRDE RUEHROV #0115/01 1711008ZNY οί 


Column 9 


VZCZCXYZ002100 RUEHWEBDE RUEHAM #4508 1711011ZNR UUUUU ZZHO 2010117 JUN 06FM АМЕМВА: 


Column 9 


VZCZCXRO456300 RUEHPADE RUEHFN #0500 1711011ZNY CCCCC ZZHO 201011Z JUN 06FM AMEMBASS 
VZCZCXRO4572RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHYE #0830 1711015ZNR UUUUU ZZHR 2 
VZCZCXYZ000000 RUEHWEBDE RUEHRO #1823 1711016ZNY CCCCC ZZHO 201016Z JUN 06FM AMEMBA: 


VZCZCXRO474300 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHAM #4514 171103 
VZCZCXRO458900 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHFR #4225/01 17111 


Column 9 


VZCZCXRO459700 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2099/01 1711044ZNY CCCCC ZZF 


Column 9 


VZCZCXRO461000 RUEHBC RUEHDBU RUEHDE RUEHKUKDE RUEHYE #0831 1711045ZNY CCCCC ZZHO 


Column 9 


VZCZCXRO4623RR RUEHASTDE RUEHBW #0977 1711046ZNR UUUUU ZZHR 201046Z JUN 06FM АМЕМВА: 


Column 9 


VZCZCXRO4625RR RUEHCIDE RUEHKA #3690/01 1711049ZNY ССССС ZZHR 2010497 JUN 06FM АМЕМВА: 


Column 9 


VZCZCXRO4614RR RUEHDU RUEHGI RUEHJO RUEHMRDE RUEHKI #0968/01 1711052ZNR UUUUU ZZHR 2 


Column 9 


VZCZCXYZ0017RR RUEHWEBDE RUEHRH #4960 1711059ZNR UUUUU ΖΖΗΗ 2010597 JUN 06FM АМЕМВА`‹ 
VZCZCXRO7531PP RUEHDU RUEHGI RUEHJO RUEHMR RUEHRNDE RUEHKI #0969 1711103ZNR UUUUU z 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHRO #1824 1711107ZNR UUUUU ZZHO 201107Z JUN 06FM АМЕМВА: 


Column 9 


VZCZCXRO456500 RUEHASTDE RUEHBM #1011 1711109ZNR UUUUU ZZHO 2011097 JUN 06FM AMEMBAS 
VZCZCXRO465100 RUEHCN RUEHGHDE RUEHBJ #3023 1711120ZNY CCCCC ZZHO 2011207 JUN ΟΘΕΜ А! 


VZCZCXRO4702PP RUEHDBUDE RUEHBUL #2786 1711120ZNY CCCCC ZZHP 201120Z JUN 06FM AMEMBA! 
VZCZCXRO4664PP RUEHDEDE RUEHRH #4961 1711130ZNY CCCCC ZZHP 201130Z JUN 06FM AMEMBASS 
VZCZCXRO467800 RUEHCHI RUEHDT RUEHHMDE RUEHBK #3673/01 1711136ZNY CCCCC ZZHO 2011362 


Column 9 


VZCZCXRO4713RR RUEHDU RUEHJO RUEHMRDE RUEHTO #0728 1711137ZNR UUUUU ZZHR 201137Z JUI 


Column 9 


VZCZCXRO4765RR RUEHASTDE RUEHSK #0654 1711142ZNR UUUUU ZZHR 201142Z JUN 06FM AMEMBAS 


VZCZCXRO4772RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #0753 1711149. 


VZCZCXRO471100 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4334 1711150ZNR UUUUU ZZHO 201 


Column 9 


VZCZCXRO472600 RUEHBI RUEHCI RUEHLH RUEHPWDE RUEHNE #4336/01 1711155ZNY CCCCC ZZHO 2 


Column 9 


VZCZCXRO470800 RUEHDEDE RUEHKU #2416 1711157ZNY SSSSS ZZHO 201157Z JUN 06FM AMEMBASS 
VZCZCXYZ0012RR RUEHWEBDE RUEHBUL #2787 1711159ZNR UUUUU ZZHR 2011597 JUN 06FM AMEMBA 
VZCZCXRO4756RR RUEHBC RUEHDE RUEHKUK RUEHPADE RUEHNK #0764/01 1711159ZNY CCCCC ZZHF 


Column 9 


VZCZCXRO4787RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHVB #0754 1711201 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ002300 RUEHWEBDE RUEHKT #1596 17112057МҮ ССССС 77НО 201205Z JUN 06ЕМ AMEMBAS 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHAM #4527 1711207ZNR UUUUU ZZHR 2012077 JUN 06FM АМЕМВА: 


VZCZCXRO480200 RUEHDBUDE RUEHMO #6535/01 1711216ZNY CCCCC ZZHO 201216Z JUN 06FM AMEM 


Column 9 


VZCZCXRO4760PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1708 1711217ZNY CCCCC ZZHP 201217Z JU! 
VZCZCXRO4991PP RUEHDEDE RUEHYN #1805 1711220ZNR UUUUU ZZHP 201220Z JUN 06FM AMEMBASS 


VZCZCXRO4906PP RUEHRGDE RUEHSO #0685/01 1711228ZNR UUUUU ZZHP 201228Z JUN 06FM AMCON: 


Column 9 


VZCZCXRO4791PP RUEHAGDE RUEHTO #1378/01 1711239ZNY CCCCC ZZHP 201239Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0031RR RUEHWEBDE RUEHRH #4966 1711242ZNY CCCCC ZZHR 2012427 JUN 06FM AMEMBAS 
VZCZCXYZ0004RR RUEHWEBDE RUEHRH #4967 1711243ZNY CCCCC ZZHR 201243Z JUN 06FM AMEMBAS 
VZCZCXYZ0016PP RUEHWEBDE RUEHLB #2034/01 1711244ZNY 55555 ZZHP 2012447 JUN 06 ZDK DUE Τι 


Column 9 


VZCZCXYZ000200 RUEHWEBDE RUEHKT #1597/01 1711247ZNY CCCCC ZZHO 201247Z JUN 06FM AMEME 


Column 9 


VZCZCXRO4803PP RUEHCHI RUEHDT RUEHHMDE RUEHHI #1520/01 1711251 ZNR UUUUU ZZHP 2012512. 


Column 9 


VZCZCXYZ0042PP RUEHWEBDE RUEHAH #0651 1711252ZNR UUUUU ZZHP 201252Z JUN 06FM AMEMBAS 
VZCZCXRO4887RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHMRE RUEHROV RUEHSRDE RUEHAH #0€ 


Column 9 


VZCZCXRO4844RR RUEHDADE RUEHAK #3636 1711301ZNR UUUUU ZZHR 201301Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO485800 RUEHCN RUEHGHDE RUEHBJ #3025/01 1711305ZNY CCCCC ZZHO 201305Z JUN 06F^ 


Column 9 


VZCZCXYZ002700 RUEHWEBDE RUEHDM #2975/01 1711311ZNR UUUUU ZZHO 201311Z JUN 06FM AMEM 


Column 9 


VZCZCXRO4880PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2108 1711317ZNY CCCCC ZZHP 2 
VZCZCXRO4957PP RUEHDEDE RUEHJI #0430/01 1711318ZNY ССССС ZZHP 201318Z JUN 06FM AMCONSL 


Column 9 


VZCZCXRO489400 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHKU #2417 171132: 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXRO491500 RUEHDU RUEHGI RUEHJO RUEHMA RUEHMR RUEHPA RUEHROVDE RUEHDS #1690 
VZCZCXYZ0035PP RUEHWEBDE RUEHNY #0805 1711332ZNY CCCCC ΖΖΗΡ 201332Z JUN 06FM AMEMBAS 


VZCZCXRO493300 RUEHROVDE RUEHDS #1691/01 1711341ZNR UUUUU ZZHO 201341Z JUN 06FM AMEM 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
VZCZCXRO494600 RUEHPADE RUEHJL #0394 1711349ZNY CCCCC ZZHO 201349Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXYZ007500 RUEHWEBDE RUEHSO #0686 1711349ZNR UUUUU ZZHO 201349Z JUN 06FM AMCONS 


VZCZCXRO4928PP RUEHBC RUEHDE RUEHKUKDE RUEHKU #2419/01 1711350ZNY CCCCC ZZHP 2013502 


Column 9 


VZCZCXRO5102PP RUEHAGDE RUEHVL #0581/01 1711357ZNY CCCCC ZZHP 201357Z JUN 06FM AMEMBA 


Column 9 


VZCZCXYZ0022RR RUEHWEBDE RUEHWN #1066 1711400ZNR UUUUU ZZHR 2014007 JUN 06FM AMEMBA 
VZCZCXRO4964PP RUEHAGDE RUEHDM #2976/01 1711400ZNY ССССС ZZHP 2014007 JUN 06FM AMEMB/ 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHAS #1120/01 1711403ZNR UUUUU ZZHP 2014037 JUN 06FM AMEMB 
VZCZCXRO4995PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHAK #3638/01 17114 


Column 9 


VZCZCXYZ002500 RUEHWEBDE RUEHEG #3836 1711422ZNY CCCCC ZZHO 2014227 JUN 06FM AMEMBA: 


Column 9 


VZCZCXYZ0041RR RUEHWEBDE RUEHWN #1067 1711426ZNR UUUUU ZZHR 201426Z JUN 06FM АМЕМВА 
VZCZCXRO502500 RUEHDADE RUEHAK #3641/01 1711435ZNR UUUUU ZZHO 201435Z JUN 06FM AMEMB, 


hers: 


Column 9 


VZCZCXRO5012PP RUEHMR RUEHPADE RUEHUJA #1547 1711436ZNY CCCCC ZZHP 201436Z JUN 06FM A 


Column 9 


VZCZCXRO500700 RUEHBC RUEHDE RUEHKUKDE RUEHKU #2420/01 1711436ZNR UUUUU ZZHO 201436 


Column 9 


VZCZCXRO5097RR RUEHPADE RUEHOS #0866/01 1711436ZNY CCCCC ZZHR 201436Z JUN 06FM AMCONS 


Column 9 


VZCZCXRO6907RR RUEHKUKDE RUEHKUK #0119/01 1711441ZNY SSSSS ZZHR 201441Z JUN 06 ZDSFM R 


Column 9 


VZCZCXRO5067RR RUEHDU RUEHJO RUEHMRDE RUEHTO #0737 1711442ZNR UUUUU ZZHR 201442Z JU 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXYZ008100 RUEHWEBDE RUEHNY #0807 1711444ZNY CCCCC ZZHO 201444Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO5060PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHAK #3643 1711451ZNY CCCCC ZZHP 2 


Column 9 


VZCZCXRO5053RR RUEHKUKDE RUEHKUK #0120/01 1711453ZNY CCCCC ZZHR 2014537 JUN 06FM REO | 
VZCZCXRO5120PP RUEHPADE RUEHOS #0867 1711453ZNY CCCCC ZZHP 201453Z JUN 06FM AMCONSUL 


Column 9 


VZCZCXRO5104PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHNC #0935/01 17114 


Column 9 


VZCZCXRO5073RR RUEHTRODE RUEHNJ #0862/01 1711502ZNR UUUUU ZZHR 2015027 JUN 06FM AMEME 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHGE #0595 1711505ZNY CCCCC ZZHR 201505Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO498300 RUEHASTDE RUEHBM #1015 1711509ZNR UUUUU ZZHO 201509Z JUN 06FM AMEMBA! 


VZCZCXRO507900 RUEHCHI RUEHNH RUEHPBDE RUEHDT #0320/01 1711511ZNY SSSSS ZZHO P 201511 


Column 9 


VZCZCXRO508700 RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0109/01 1711512ZNY SSSSS ZZHO P 20151 


Column 9 


VZCZCXRO5090RR RUEHMA RUEHPADE RUEHAR #1409/01 1711513ZNR UUUUU ZZHR 201513Z JUN O6FN 
VZCZCXYZ000000 RUEHWEBDE RUEHTO 3383/01 1711513ZNR UUUUU ZZHO 201513Z JUN 06FM AMEMI 


Column 9 


VZCZCXYZ001300 RUEHWEBDE RUEHRB #1206/01 1711516ZNR UUUUU ZZHO 201516Z JUN 06FM AMEM 


Column 9 


VZCZCXRO5136PP RUEHDBUDE RUEHMO #6547 1711519ZNY CCCCC ZZHP 201519Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHBO #5526/01 1711534ZNY CCCCC ZZHP 201534Z JUN 06FM АМЕМЕ 
VZCZCXYZ0047PP RUEHWEBDE RUEHTH 3582/01 1711537ZNY CCCCC ZZHP 201537Z JUN 06FM AMEMB 


Column 9 


VZCZCXRO5126PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHSL #0499/01 17115 


Column 9 


VZCZCXRO5130PP RUEHTRODE RUEHNJ #0864/01 1711543ZNY CCCCC ZZHP 201543Z JUN 06FM AMEMB 


Column 9 


VZCZCXRO5188RR RUEHPADE RUEHOS #0873 1711552ZNY CCCCC ZZHR 201552Z JUN 06FM AMCONSUL 
VZCZCXRO5066RR RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHBM #1016 1711556 


Column 9 
VZCZCXYZ000300 RUEHWEBDE RUEHJM #2545 1711557ZNY CCCCC ZZHO 201557Z JUN 06FM AMCONSI 


VZCZCXRO518400 RUEHDBUDE RUEHKV #2403/01 1711558ZNY ССССС ZZHO 201558Z JUN 06FM AMEMI 


Column 9 


VZCZCXRO5210PP RUEHMA RUEHPADE RUEHOS #0874 1711607ZNR UUUUU ZZHP 201607Z JUN 06FM AN 


VZCZCXRO5183RR RUEHDU RUEHJO RUEHMRDE RUEHTO #0741 1711610ZNR UUUUU ZZHR 201610Z JU 
VZCZCXRO5161PP RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHFR #4243/01 1711615ZNR UUUUU ZZHP 2 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZO000RR RUEHWEBDE RUEHLI #1212 1711626ZNR UUUUU ZZHR 201626Z JUN 06FM AMEMBAS: 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXYZ0000RR RUEHWEBDE RUEHRK #0226 1711656ZNR UUUUU ZZHR 2016567 JUN 06FM АМЕМВА‹ 


VZCZCXRO515300 RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSRDE RUEHPS #0531/01 1711: 


Column 9 


VZCZCXRO521900 RUEHBC RUEHDBU RUEHDE RUEHKUK RUEHLH RUEHPWDE RUEHRB #1211 1711700 


Column 9 


VZCZCXRO520600 RUEHASTDE RUEHPS #0532/01 1711740ZNR UUUUU ZZHO 201740Z JUN 06FM USOFF 


Column 9 


VZCZCXRO5257RR RUEHBC RUEHDE RUEHKUK RUEHPADE RUEHNK #0770/01 1711742ZNY CCCCC ZZHI 


Column 9 


VZCZCXYZ0024PP RUEHWEBDE RUEHGE #0597 1711750ZNR UUUUU ZZHP 2017507 JUN 06FM AMEMBAS 
VZCZCXYZ0009RR RUEHWEBDE RUEHWN #1069 1711817ZNR UUUUU ZZHR 201817Z JUN 06FM AMEMBA 
VZCZCXRO5335PP RUEHRGDE RUEHBR #1219 1711842ZNR UUUUU ZZHP 201842Z JUN 06FM AMEMBASS 


VZCZCXRO5338RR RUEHRGDE RUEHBR #1231/01 1711850ZNR UUUUU ZZHR 201850Z JUN 06FM AMEMB, 


Column 9 


VZCZCXYZ0001PP RUEHWEBDE RUEHLP #1660/01 1711902ZNR UUUUU ZZHP 201902Z JUN 06FM AMEMB 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHLP 41661 1711903ZNR UUUUU ZZHP 2019037 JUN 06FM AMEMBAS 


VZCZCXRO5309PP RUEHLMCDE RUEHLP #1662 1711916ZNY CCCCC ZZHP 2019167 JUN 06FM AMEMBAS: 


Column 9 


VZCZCXRO5312RR RUEHDEDE RUEHCV #1849/01 1711919ZNY CCCCC ZZHR 201919Z JUN 06FM AMEMB/ 


Column 9 


VZCZCXRO5330PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2112 1711945ZNY CCCCC ZZHP 2 
VZCZCXYZ0012PP RUEHWEBDE RUEHSN #1600 1711945ZNR UUUUU ZZHP 201945Z JUN 06FM AMEMBAS 
VZCZCXYZ000000 RUEHWEBDE RUEHMN #0563 1712012ZNR UUUUU ZZHO 2020127 JUN 06FM AMEMBA 
VZCZCXYZ0009PP RUEHWEBDE RUCNDT 7241/01 1712043ZNR UUUUU ZZHP 2020437 JUN 06FM USMIS: 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHZP #1213/01 1712059ZNY CCCCC ZZHO 202059Z JUN 06FM AMEMI 


Column 9 


VZCZCXYZ000800 RUEHWEBDE RUCNDT #1244/01 1712131ZNR UUUUU ZZHO 202131Z JUN 06FM USMIS 
VZCZCXYZ0005PP RUEHWEBDE RUEHMU #1359/01 1712159ZNY CCCCC ZZHP 2021597 JUN 06FM AMEME 


Column 9 


VZCZCXRO541300 RUEHCN RUEHGHDE RUEHIN #2113/01 1712204ZNY CCCCC ZZHO 202204Z JUN 06ΕΝ 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHWL #0470/01 1712251ZNY ССССС ZZHP 2022517 JUN 06FM AMEME 


Column 9 


VZCZCXRO5454PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3440/01 1720106ZNR UUUUU ZZ 


Column 9 


VZCZCXYZ0003RR RUEHWEBDE RUEHWL #0471 1720128ZNR UUUUU ZZHR 210128Z JUN 06FM AMEMBA: 
VZCZCXRO5483RR RUEHNZDE RUEHWL #0472/01 1720137ZNR UUUUU ZZHR 210137Z JUN 06FM AMEMB, 


Column 9 


VZCZCXRO552400 RUEHDBUDE RUEHBUL #2802/01 17202192МҮ 55555 ZZHO 2102197 JUN O6FM AMEN 


Column 9 


VZCZCXRO551100 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2114/01 1720231ZNY 55555 ΖΖΗΙ 


Column 9 


VZCZCXRO5532RR RUEHLMCDE RUEHLM #1038/01 1720318ZNR UUUUU ZZHR 210318Z JUN 06FM AMEMI 
VZCZCXRO5552PP RUEHASTDE RUEHTA #2187 1720345ZNR UUUUU ZZHP 210345Z JUN 06FM AMEMBAS: 


Column 9 


VZCZCXYZ000400 RUEHWEBDE RUEHUL #2054 1720345ZNR UUUUU ZZHO 2103457 JUN 06FM АМЕМВА: 
VZCZCXRO5556PP RUEHDEDE RUEHRH #4997/01 1720441ZNY ССССС ZZHP 2104417 JUN 06FM AMEMBA 


Column 9 


VZCZCXRO5561PP RUEHFKDE RUEHKO #3447 1720452ZNR UUUUU ZZHP 210452Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO5576PP RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2115/01 1720454ZNY CCCCC ZZH 


Column 9 


VZCZCXRO5573PP RUEHDADE RUEHAK #3644/01 1720510ZNR UUUUU ZZHP 210510Z JUN 06FM AMEMBA 


Column 9 


VZCZCXRO558400 RUEHVKDE RUEHUL #2059 1720525ZNR UUUUU ZZHO 210525Z JUN 06FM АМЕМВАЅ‹ 


VZCZCXRO5660RR RUEHDBU RUEHIK RUEHYGDE RUEHBUL #2819/01 1720607ZNR UUUUU ZZHR 210607 
VZCZCXRO256100 RUEHKSODE RUEHKO #3449/01 1720622ZNY CCCCC ZZHO 210622Z JUN 06 ZDKFMA 


Column 9 


VZCZCXRO564200 RUEHBC RUEHDE RUEHIHL RUEHKUKDE RUEHGB #2116/01 1720625ZNY SSSSS ZZH 


Column 9 


VZCZCXYZ0002PP RUEHWEBDE RUEHTI #0662/01 1720633ZNY CCCCC ZZHP 210633Z JUN 06FM AMEMB/ 


Column 9 


VZCZCXRO567300 RUEHDE RUEHIHL RUEHKUKDE RUEHBC #0110/01 1720649ZNY CCCCC ZZHO R 2106: 


Column 9 


VZCZCXRO567800 RUEHAG RUEHDF RUEHLZDE RUEHFT #4232/01 1720651 ZNR UUUUU ZZHO 2106517. 


Column 9 


VZCZCXRO5680RR RUEHMRDE RUEHSA #2545/01 1720653ZNY ССССС ZZHR 2106537 JUN 06FM AMEMB/ 


Column 9 


VZCZCXRO5677RR RUEHDU RUEHJO RUEHMRDE RUEHLG #0553 1720709ZNR UUUUU ZZHR 210709Z JU 
VZCZCXRO5697RR RUEHASTDE RUEHVB #0757/01 1720712ZNR UUUUU ZZHR 210712Z JUN 06FM AMEME 


Column 9 


VZCZCXYZ0012RR RUEHWEBDE RUEHMD #1610 1720724ZNY CCCCC ZZHR 210724Z JUN 06FM AMEMBA! 
VZCZCXRO5703RR RUEHDU RUEHJO RUEHMRDE RUEHTO #0745/01 1720734ZNR UUUUU ZZHR 210734Z 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


VZCZCXRO574500 RUEHASTDE RUEHSQ #0593 1720806ZNR UUUUU ZZHO 210806Z JUN 06FM AMEMBA: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5748PP RUEHDBU RUEHLH RUEHPWDE RUEHIL #1740/01 1720822ZNY 55555 ZZHP 2108227 . 


Column 9 


VZCZCXRO574700 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHPF #1153 1720826ZNR UUUUU ZZHO 2 
VZCZCXRO5757RR RUEHDADE RUEHAK #3649 1720827ZNR UUUUU ZZHR 210827Z JUN 06FM AMEMBASS 


Column 9 


VZCZCXRO5756PP RUEHFK RUEHKSO RUEHNAG RUEHNHDE RUEHKO #3454/01 1720835ZNR UUUUU ZZ 


Column 9 


VZCZCXRO5795PP RUEHCN RUEHGHDE RUEHGZ #8102/01 1720837ZNR UUUUU ZZHP 210837Z JUN 06F^ 


Column 9 


VZCZCXRO5798RR RUEHCN RUEHGHDE RUEHGZ #8103/01 1720837ZNR UUUUU ZZHR 210837Z JUN 06ΕΙ 


Column 9 


VZCZCXRO5804RR RUEHAG RUEHCN RUEHDF RUEHGH RUEHIK RUEHLZDE RUEHGZ #8105/01 1720842; 


Column 9 


VZCZCXRO5818RR RUEHDBU RUEHLN RUEHVK RUEHYGDE RUEHTA #2191/01 1720845ZNR UUUUU ZZHI 


Column 9 


VZCZCXYZ0015RR RUEHWEBDE RUEHIN #2127/01 1720859ZNR UUUUU ZZHR 210859Z JUN 06FM AIT TAII 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


VZCZCXRO5814RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHLI #1218 1720903ZNR UUUUU ZZHR 2109 


Column 9 


VZCZCXYZ0008PP RUEHWEBDE RUEHKO #3455 1720908ZNR UUUUU ZZHP 210908Z JUN 06FM AMEMBAS 
VZCZCXRO581300 RUEHROVDE RUEHEG #3849 1720912ZNY CCCCC ZZHO 210912Z JUN 06FM AMEMBA 


VZCZCXYZO000RR RUEHWEBDE RUEHLM #1040 1720915ZNY ССССС ZZHR 210915Z JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO583300 RUEHCN RUEHGHDE RUEHBJ #3187 1720934ZNY CCCCC ZZHO 210934Z JUN 06FM A 


VZCZCXYZ0002PP RUEHWEBDE RUEHDR #1006/01 1720949ZNY ССССС ZZHP 2109497 JUN 06FM AMEME 


Column 9 


VZCZCXYZ0005RR RUEHWEBDE RUEHFR #4253/01 1720951ZNR UUUUU ZZHR 2109517 JUN 06FM AMEMI 


Column 9 


VZCZCXYZ0031PP RUEHWEBDE RUEHYN #1813/01 1720955ZNY CCCCC ZZHP 210955Z JUN 06FM AMEME 
VZCZCXYZ0000PP RUEHWEBDE RUEHDL #0718 1720956ZNY CCCCC ZZHP 2109567 JUN 06FM AMEMBAS 


Column 9 


VZCZCXRO5867RR RUEHDBUDE RUEHYE #0836/01 1720959ZNY CCCCC ZZHR 210959Z JUN 06FM AMEME 
This record is a partial extract of the original cable. The full text of the original cable is not available.211021Z Jun 0 


VZCZCXRO5885PP RUEHCHI RUEHDT RUEHHMDE RUEHJA #7839/01 1721039ZNR UUUUU ZZHP 211039Z 


Column 9 


VZCZCXYZ0008PP RUEHWEBDE RUEHMO #6563/01 1721039ZNY CCCCC ZZHP 211039Z JUN 06FM AMEME 


Column 9 


VZCZCXRO591300 RUEHCHI RUEHDT RUEHHM RUEHNHDE RUEHGO #0843 1721041ZNR UUUUU ZZHO : 


Column 9 


VZCZCXRO5948PP RUEHDEDE RUEHJI #0432/01 1721044ZNY CCCCC ZZHP 211044Z JUN 06FM AMCONSL 


Column 9 


VZCZCXYZ0000PP RUEHWEBDE RUEHCO #0603 1721051ZNY ССССС ZZHP 211051Z JUN 06FM AMEMBAS 


VZCZCXRO5905RR RUEHCIDE RUEHKA #3725/01 1721051ZNY CCCCC ZZHR 2110517 JUN 06FM АМЕМВА: 


Column 9 


VZCZCXYZ000100 RUEHWEBDE RUEHKT #1614/01 1721051ZNR UUUUU ZZHO 2110517 JUN 06FM AMEMI 
VZCZCXYZ000500 RUEHWEBDE RUEHKT #1615 1721052ZNY CCCCC ZZHO 211052Z JUN 06ЕМ AMEMBAS 


Column 9 


VZCZCXYZ000000 RUEHWEBDE RUEHIN #2138/01 1721055ZNY CCCCC ZZHO 211055Z JUN 06FM AIT TAII 


Column 9 


VZCZCXYZ002100 RUEHWEBDE RUEHKT #1617/01 1721100ZNY CCCCC ZZHO 211100Z JUN 06FM AMEME 


Column 9 


VZCZCXRO5915RR RUEHMRDE RUEHKI #0972/01 1721103ZNY CCCCC ZZHR 211103Z JUN 06FM AMEMBA: 


Column 9 


VZCZCXRO5923RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHAK #3651/01 1721107ZNR UUUUU ZZHR 2 


Column 9 


VZCZCXRO5940RR RUEHAG RUEHDF RUEHIK RUEHLZDE RUEHAK #3652/01 1721112ZNR UUUUU ZZHR 2 


Column 10 


:conoff delivered demarche (reftel) to Director of the United Nations Wing, Hamid Rashid, Ministry of Foreign Affair: 
SECRET KUALA LUMPUR 001096 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/13/2016 TAGS: PTER, ASEC, PRI 
UNCLAS SECTION 01 OF 13 TOKYO 003289 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS BANGKOK 003543 SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, TH, Demarche, UNHRC - UN Huma 
CONFIDENTIALASHGABAT 000638 SIPDIS SIPDIS SCA/CACEN FOR FRESE E.O. 12958: DECL: 06/1 


Column 10 


CONFIDENTIALASHGABAT 000639 SIPDIS SIPDIS SCA/CACEN FOR FRESE E.O. 12958: DECL: 06/1 


Column 10 


CONFIDENTIALISLAMABAD 011267 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: P 
CONFIDENTIALWELLINGTON 000455 SIPDIS DEPARTMENT FOR EAP/ANP DRICCI E.O. 12958: DEC 


CONFIDENTIALSECTION 01 OF 03 JAKARTA 007561 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 T 


Column 10 


UNCLAS WELLINGTON 000456 SIPDIS SIPDIS STATE FOR EAP/ANP-DRICCI, EB/OIA-JROSELI, AND L/CID 
UNCLAS SECTION 01 OF 02 WELLINGTON 000457 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN 


Column 10 


UNCLAS VIENTIANE 000544 SIPDIS SIPDIS DEPARTMENT FOR EAP/MLS, IO Е.О. 12958: N/A TAGS: AMG 


SECRET SECTION 01 OF 05 DHAKA 003538 SIPDIS SIPDIS STATE FOR INR Ε.Ο. 12958: DECL: 06/11/2C 


Column 10 


UNCLAS CHENNAI 001247 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PINR, PTER, IN 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MOSCOW 006358 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2016 ` 


Column 10 
CONFIDENTIALSECTION 01 OF 03 LJUBLJANA 000378 SIPDIS SIPDIS DEPT FOR EUR/NCE/TRIM, E 


Column 10 


CONFIDENTIALSECTION 01 OF 03 KABUL 002723 SIPDIS SIPDIS STATE FOR SCA/FO, SCA/A, S/CF 


Column 10 
UNCLAS SECTION 01 OF 03 BELGRADE 000957 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, 


Column 10 


UNCLAS SECTION 01 OF 02 TALLINN 000567 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PGC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000807 SIPDIS SIPDIS STATE FOR AF/W STATE FOR INF 
UNCLAS ABUJA 001505 SIPDIS SIPDIS FROM OFFICE OF AGRICULTURAL AFFAIRS, LAGOS USDA FOR F 


Column 10 


UNCLAS ROME 001767 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, IT SUBJECT: ITALY 
UNCLAS SKOPJE 000578 SIPDIS SIPDIS STATE FOR EUR/SCE E.O. 12958: N/A TAGS: MNUC, KNNP, PARI 
UNCLAS LILONGWE 000525 SIPDIS SIPDIS SENSITIVE STATE FOR AF/S GABRIELLE MALLORY STATE FC 
CONFIDENTIALNICOSIA 000911 SIPDIS SIPDIS E.O. 12958: DECL: 06/03/2016 TAGS: PHUM, CY SUE 


Column 10 


UNCLAS SECTION 01 OF 02 TALLINN 000568 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, ET 


Column 10 


CONFIDENTIALTOKYO 003308 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PREL, PARM, Kf 
CONFIDENTIAL SANAA 001773 SIPDIS SIPDIS FOR AF/E AND МЕА/АНР Е.О. 12958: БЕСІ: 06/13/20 


Column 10 


CONFIDENTIAL NICOSIA 000912 SIPDIS SIPDIS Е.О. 12958: DECL: 06/03/2016 TAGS: PHUM, CY SUE 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 017685 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM STATE 


Column 10 
CONFIDENTIAL SECTION 01 OF 03 TOKYO 003316 SIPDIS SIPDIS Е.О. 12958: DECL: 06/13/2026 TAC 


Column 10 


SECRET SECTION 01 OF 03 ADDIS ABABA 001634 SIPDIS SIPDIS AF FOR A/S FRAZER THE HAGUE FC 


Column 10 


UNCLAS THE HAGUE 001342 SIPDIS SIPDIS INT/USGS/RESTON: JSAFFER E.O. 12958: N/A TAGS: OTRA, 
UNCLAS SECTION 01 OF 03 ULAANBAATAR 000461 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGC 


Column 10 


CONFIDENTIALANKARA 003524 SIPDIS SIPDIS DEPARTMENT FOR EUR/SE E.O. 12958: DECL: 06/1 


UNCLAS SECTION 01 OF 04 HANOI 001466 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS, DRL/IRF E.C 


Column 10 


UNCLAS SECTION 01 OF 02 TOKYO 003317 SIPDIS DEPT FOR AIAG AMBASSADOR LANGE DEPT FOR OE 


Column 10 


UNCLAS SECTION 01 OF 03 JAKARTA 007614 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/IET, A/MED AND 


Column 10 


CONFIDENTIALBANGKOK 003582 SIPDIS NOFORN SIPDIS GENEVA FOR RMA E.O. 12958: DECL: C 
CONFIDENTIALTOKYO 003318 SIPDIS SIPDIS USDA FOR U/S PENN AND ELLEN TRPSTRA USTR F' 


Column 10 


UNCLAS SECTION 01 OF 03 DHAKA 003555 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, BC 


Column 10 


CONFIDENTIALAMMAN 004368 SIPDIS SIPDIS Е.О. 12958: DECL: 06/14/2016 TAGS: PHUM, PREL, J 
CONFIDENTIALBEIJING 012526 SIPDIS SIPDIS DEPT FOR DRL, EAP/CM E.O. 12958: DECL: 06/15/2 
UNCLAS COLOMBO 001008 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ASEC, CE, PTER SUBJECT: 
CONFIDENTIALSECTION 01 OF 02 DAMASCUS 002858 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON | 


Column 10 


CONFIDENTIALBEIJING 012527 SIPDIS SIPDIS PARIS PASS FOR US IEA REPS USDOE PASS FOR ( 
UNCLAS SECTION 01 OF 12 TOKYO 003319 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002300 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 HONG KONG 002493 SIPDIS SIPDIS NSC FOR DENNIS WILDER 


Column 10 


CONFIDENTIALBANJUL 000378 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, IF 
CONFIDENTIALSECTION 01 OF 02 ROME 001770 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/04, 
UNCLAS SECTION 01 OF 03 PHNOM PENH 001124 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS, DRL/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000806 SIPDIS SIPDIS STATE FOR EAP/MLS; PACON 


Column 10 


UNCLAS SECTION 01 OF 02 DHAKA 003570 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREI 


Column 10 


UNCLAS BANJUL 000379 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, G-8, KNNP, PTEF 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 003586 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 


Column 10 


UNCLAS KHARTOUM 001418 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, MOPS, PHUM, PIN! 
CONFIDENTIALSECTION 01 OF 02 ASHGABAT 000644 SIPDIS SIPDIS SCA/CEN FOR LFRESE, EUR, 


Column 10 


UNCLAS SECTION 01 OF 02 DHAKA 003571 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREI 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000142 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION SIPD 
UNCLAS SARAJEVO 001367 SIPDIS SIPDIS EUR/SCE (FOOKS,RIEHL), PM/WRA (DAVIS) Е.О. 12958: N/A 1 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002026 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 


Column 10 


UNCLAS BUENOS AIRES 001349 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 KABUL 002727 SIPDIS SIPDIS DEPT FOR SCA/FO, S/CT, SCA/AT 
UNCLAS SECTION 01 OF 04 BEIJING 012531 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PARM, PHUM, A 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002028 SIPDIS SIPDIS AIDPAY WASHINGTON FOR U 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 001012 SIPDIS SIPDIS, SENSITIVE E.O. 12958: N/A TAGS: SOCI, P 


Column 10 


UNCLAS AMMAN 004374 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 004053 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 04 NEW DELHI 004200 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2011 


Column 10 


UNCLAS BUENOS AIRES 001352 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ENRG, ECON, AR SUBJECT: ARGE 


Column 10 


UNCLAS SKOPJE 000580 SIPDIS SIPDIS STATE FOR EUR/SCE E.O. 12958: N/A TAGS: PGOV, PARM, PREI 


UNCLAS KHARTOUM 001420 SIPDIS SIPDIS DEPT FOR D, AF/FO, AF/RSA, AND AF/SPG DEPT PLS PASS L 
CONFIDENTIALSECTION 01 OF 08 NEW DELHI 004202 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2011 


Column 10 


CONFIDENTIALCAIRO 003743 SIPDIS SIPDIS Е.О. 12958: DECL: 06/14/2016 TAGS: PREL, IR, EG, K^ 
UNCLAS SECTION 01 OF 02 KHARTOUM 001422 SIPDIS SENSITIVE SIPDIS AIDAC STATE FOR AF/SPG, P 


Column 10 


CONFIDENTIALKATHMANDU 001555 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PGOV, PT 


Column 10 


UNCLAS KINGSTON 001169 SIPDIS SIPDIS STATE FOR WHA/CAR(BENT) FAA PLEASE PASS FOR BARBA 
CONFIDENTIALSECTION 01 OF 03 KABUL 002736 SIPDIS SIPDIS STATE FOR SCA/FO, SCA/A, S/CF 
CONFIDENTIAL TALLINN 000572 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2016 TAGS: MNUC, КММР, | 
CONFIDENTIALSECTION 01 OF 03 COLOMBO 001018 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 


Column 10 


UNCLAS OSLO 000783 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: AORC, TRGY, IAEA, NO, KNNP SI 
CONFIDENTIALANKARA 003542 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2021 TAGS: MOPS, PREL, 1 


Column 10 


S E C R E GABORONE 000786 SIPDIS NOFORN SIPDIS FOR ISN/CATR, AF/RSA, AF/S (MUNCY) Е.О. 12% 


UNCLAS SECTION 01 OF 03 ANKARA 003544 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/ 


Column 10 


CONFIDENTIAL YEREVAN 000819 SIPDIS SIPDIS DEPT FOR EUR/CARC Ε.Ο. 12958: DECL: 06/15/2( 


Column 10 


SECRET SECTION 01 OF 04 ISLAMABAD 011311 SIPDIS NOFORN SIPDIS OSD/JCS - PLEASE PASS TO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002031 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 


Column 10 


UNCLAS KUWAIT 002301 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MF 


Column 10 


CONFIDENTIALAMMAN 004386 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, UNSC, G 
UNCLAS SECTION 01 OF 03 CAIRO 003746 SIPDIS SENSITIVE STATE FOR NEA/ELA, NEA/RA, AND EB/IDF 


Column 10 


CONFIDENTIALAMMAN 004387 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, KISL, IR, 
UNCLAS VILNIUS 000555 SIPDIS STATE FOR EUR/NB and EB/CIP SIPDIS E.O. 12958: N/A TAGS: ECON, E' 
CONFIDENTIAL SECTION 01 OF 02 BEIJING 012532 SIPDIS SIPDIS DEPARTMENT FOR IO/UNP WIC 


Column 10 


UNCLAS SECTION 01 OF 09 TEL AVIV 002339 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS MINSK 000633 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, PREL, BO SUBJE 


Column 10 


UNCLAS BUENOS AIRES 001353 SIPDIS SIPDIS PASS FED BOARD ОҒ GOVERNORS FOR PATRICE ROBI 


Column 10 


CONFIDENTIALAMMAN 004388 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PGOV, PREL, K 


Column 10 


CONFIDENTIALDAMASCUS 002864 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON FOR TSOU Ε.Ο. 12: 
UNCLAS SECTION 01 OF 02 MINSK 000637 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ECON, PGO 


Column 10 


UNCLAS VILNIUS 000561 SIPDIS SIPDIS STATE FOR EUR/NB E.O. 12958: N/A TAGS: PGOV, KNAR, LH, HT 


Column 10 


UNCLAS KUWAIT 002302 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MF 


Column 10 


CONFIDENTIALASMARA 000515 SIPDIS SIPDIS LONDON FOR AFRICA WATCHER PARIS FOR AFRI( 
CONFIDENTIAL SECTION 01 OF 02 VILNIUS 000562 SIPDIS SIPDIS STATE FOR EUR/NB, INR/EUC E 


Column 10 


CONFIDENTIALADDIS ABABA 001641 SIPDIS SIPDIS DEPARTMENT FOR AF DAS YAMAMOTO AND, 


UNCLAS SECTION 01 OF 02 DUBLIN 000684 SIPDIS SIPDIS G/TIP JDONNELLY E.O. 12958: N/A TAGS: PHI 


Column 10 


UNCLAS YAOUNDE 000925 SIPDIS SIPDIS DEPT FOR AF/C, DRL, G/TIP PARIS AND LONDON FOR AFRICA 


Column 10 


SECRET SECTION 01 OF 03 DAKAR 001427 SIPDIS SIPDIS DEPT FOR AF/W, AF/RSAAND INR/AA E.O. 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 NEW DELHI 004206 SIPDIS SIPDIS Е.О. 12958: DECL: 05/25/2011 


Column 10 


UNCLAS BRATISLAVA 000481 SIPDIS SIPDIS FOR DRL-SEA-PA COLLECTIVE E.O. 12958: N/A TAGS: PHUN 


UNCLAS OSLO 000787 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAGR, ECON, USDA, NO SUBJECT: STREAN 
SECRET BEIRUT 001963 SIPDIS SIPDISNOFORN NSC FOR ABRAMS/DORAN/SINGH/WERNER E.O. 12 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MOSCOW 006389 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 ° 


Column 10 


CONFIDENTIALASMARA 000516 SIPDIS SIPDIS LONDON FOR AFRICA WATCHER PARIS FOR AFRI( 


Column 10 


CONFIDENTIALASMARA 000517 SIPDIS SIPDIS LONDON FOR AFRICA WATCHER PARIS FOR AFRI( 


Column 10 


UNCLAS LIMA 002381 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ASEC, EAIR, OTRA, PE SUBJECT: 
CONFIDENTIALSECTION 01 OF 02 DAMASCUS 002871 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON | 


Column 10 


SECRET BEIRUT 001964 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/WERNER/SINGH E.O. 12958: DE( 


Column 10 
UNCLAS SECTION 01 OF 03 ASTANA 000051 SIPDIS SENSITIVE SIPDIS SCA/CEN - MUDGE E.O. 12958: N 


Column 10 


UNCLAS SECTION 01 OF 14 KHARTOUM 001427 SIPDIS SIPDIS SENSITIVE DEPT FOR D, AF/FO, AF/RSA, 
Chadian rebels against his forces in several locations. But said he was committed to the DPA and the processes tı 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 004080 SIPDIS SIPDIS E.O. 12958: DECL: 04/09/2016 TAG 


Column 10 


CONFIDENTIALSECTION 01 OF 04 BEIRUT 001965 SIPDIS SIPDIS NSC FOR ABRAMS/ZARATE/DOF 


Column 10 


UNCLAS SECTION 01 OF 02 CAIRO 003755 SIPDIS SENSITIVE USTR FOR SAUMS USDOC FOR 4520ЛТАЛ 
CONFIDENTIAL JERUSALEM 002470 SIPDIS NOFORN SIPDIS NEA FOR FRONT OFFICE; NSC FOR 4 


Column 10 


CONFIDENTIALANKARA 003549 SIPDIS SIPDIS Е.О. 12958: DECL: 06/14/2016 TAGS: PREL, MOPS, 1 
CONFIDENTIAL JERUSALEM 002471 SIPDIS SIPDIS NEA FOR FRONT OFFICE; МЕАЛРА FOR WILLIA 


Column 10 


CONFIDENTIALCAIRO 003756 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, PH 


CONFIDENTIAL BRATISLAVA 000483 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/15/2011 TAGS: PREL, PGC 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KIEV 002329 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 PRISTINA 000513 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIRUT 001966 SIPDIS SIPDIS NSC FOR ABRAMS/DORAN/WER 


Column 10 


SECRET SECTION 01 OF 02 NAIROBI 002640 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2026 TAGS: PINS 


Column 10 
CONFIDENTIALHARARE 000721 SIPDIS SIPDIS AF/S FOR B. NEULING NSC FOR SENIOR AFRICA E 


UNCLAS QUITO 001477 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, EC SUBJECT: CAI 


CONFIDENTIAL SECTION 01 OF 03 ADDIS ABABA 001645 SIPDIS SIPDIS DEPARTMENT FOR AF DA! 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 KIEV 002331 SIPDIS SIPDIS E.O. 12958: DECL: 06/05/2016 TAGS 


Column 10 


UNCLAS BANJUL 000381 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: AORC, PHUM, PREF, PREL, ICI 
CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002345 SIPDIS NEA FOR FRONT OFFICE; ΝΕΑΡΑ FOF 


Column 10 


UNCLAS SECTION 01 OF 03 PRAGUE 000662 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, EZ 
CONFIDENTIALCAIRO 003757 SIPDIS SIPDIS NSC STAFF FOR SINGH E.O. 12958: DECL: 06/15/201 


Column 10 


CONFIDENTIALKINSHASA 000954 SIPDIS /(C ORRECTED COPY -TEXT М PARAGRAPH 3/7 $ 


CONFIDENTIALGEORGETOWN 000562 SIPDIS SIPDIS WHA/CAR INL/LP CARACAS FOR DAO AND 


Column 10 


CONFIDENTIALCAIRO 003758 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, PH 


Column 10 


SECRET PRAGUE 000663 SIPDIS NOFORN SIPDIS EUR/NCE FOR FICHTE, PWRSAT FOR DOWLEY E. 
CONFIDENTIAL SECTION 01 OF 03 CARACAS 001768 SIPDIS SIPDIS HQSOUTHCOM ALSO FOR PC 


Column 10 


CONFIDENTIAL MADRID 001558 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2016 TAGS: PREL, EUN, ІН, 


Column 10 


UNCLAS PRAGUE 000664 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PHUM, ICRC, IS, EZ SUBJEC 
CONFIDENTIALSECTION 01 OF 02 PRAGUE 000665 SIPDIS SIPDIS EUR/NCE FOR ERIC FICHTE E. 
CONFIDENTIAL PARIS 004094 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: MARR, PREL, NA 
UNCLAS SECTION 01 OF 02 PARIS 004095 SIPDIS FROM USMISSION UNESCO PARIS SENSITIVE E.O. 12 


Column 10 


UNCLAS PRAGUE 000666 SIPDIS SIPDIS FOR DCMS AND ENTRY LEVEL EMPLOYEES E.O. 12958: N/A TA 
UNCLAS PARIS 004096 SIPDIS FROM USMISSION UNESCO PARIS STATE PLEASE PASS U/S E, IO (PDAS) 


Column 10 


UNCLAS ADDIS ABABA 001647 SIPDIS SIPDIS SENSITIVE (CORRECTED COPY) PARAGRAPH 1 CL 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 HARARE 000724 SIPDIS SIPDIS AF/S FOR B. NEULING SENIOR 


Column 10 
UNCLAS GUATEMALA 001173 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: MOPS, PGOV, ASEC, SNAI 


UNCLAS SECTION 01 OF 02 MEXICO 003302 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/MEX, WHA/EPS 


Column 10 


UNCLAS SECTION 01 OF 02 BANJUL 000382 SIPDIS SENSITIVE SIPDIS STATE FOR AF/W, AF/EPS, EB/TR 


Column 10 


CONFIDENTIAL SECTION 01 OF 04 TEL AVIV 002346 SIPDIS Е.О. 12958: DECL: 06/15/2016 TAGS: PR 


Column 10 


CONFIDENTIALUSUN NEW YORK 001208 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL 


Column 10 


UNCLAS PANAMA 001166 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: EWWT, PBTS, PHSA, SENV, PI 
CONFIDENTIALSECTION 01 OF 03 BOGOTA 005458 SIPDIS SIPDIS SOUTHCOM FOR POLAD E.O. 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 TEGUCIGALPA 001101 SIPDIS SIPDIS STATE FOR EB/ESC, WHA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MEXICO 003305 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TA 


Column 10 


CONFIDENTIAL PANAMA 001169 SIPDIS SIPDIS WHA/CEN FOR GREG SCHIFFER SOUTHCOM FOR 


Column 10 


CONFIDENTIALLIMA 002392 SIPDIS SIPDIS E.O. 12958: DECL: 06/13/2016 TAGS: PGOV, PREL, PE, ( 
UNCLAS OTTAWA 001869 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EINV, CAC, EFIN, KID, OPIC, PGOV, CA SI 
UNCLAS MONTEVIDEO 000553 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PHUM, ICRC, AORG, IS 


CONFIDENTIALMONTEVIDEO 000554 SIPDIS SIPDIS DEPT ALSO FOR WHA/BSC E.O. 12958: DECL 


CONFIDENTIALSECTION 01 OF 03 TEGUCIGALPA 001102 SIPDIS SIPDIS STATE FOR EB/ESC, WHA 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 MEXICO 003309 SIPDIS SIPDIS Е.О. 12958: DECL: 06/14/2016 ТА 
UNCLAS PANAMA 001174 SIPDIS SIPDIS DEPARTMENT FOR WHA/CEN SOUTHCOM ALSO FOR POLAD E 
CONFIDENTIAL TEGUCIGALPA 001104 SIPDIS CORRECTED COPY (CHANGED TITLE OF CLA 


Column 10 


UNCLAS SECTION 01 OF 04 ULAANBAATAR 000462 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGC 
UNCLAS SECTION 01 OF 03 ULAANBAATAR 000463 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGC 
CONFIDENTIALBOGOTA 005486 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: ELAB, EMIN, E 
UNCLAS WELLINGTON 000459 SIPDIS SENSITIVE SIPDIS STATE PASS USTR-BWEISEL STATE FOR EAP/, 


Column 10 


UNCLAS AIT TAIPEI 002052 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS SECTION 01 OF 02 ALMATY 002115 SIPDIS DEPARTMENT FOR SCA/CEN (J. MUDGE), DRL/PHD ( 


Column 10 


SECRET ISLAMABAD 011364 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/13/2016 TAGS: PTER, PREI 


UNCLAS ISLAMABAD 011365 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KCRM, PHUM, KWMEN, SN 
UNCLAS WELLINGTON 000461 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EAP/FO, EAP/ANP, EAP/PD, 


Column 10 
CONFIDENTIAL SECTION 01 OF 02 GENEVA 001468 SIPDIS CORRECTED COP Y//CORRECTE 


Column 10 


CONFIDENTIAL JERUSALEM 002473 SIPDIS SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/L 
UNCLAS BAGHDAD 002037 SIPDIS SIPDIS SENSITIVE Е.О. 12958: N/A TAGS: PGOV, КОЕМ, IZ SUBJECT: | 
UNCLAS SECTION 01 OF 02 BERLIN 001651 SIPDIS SENSITIVE STATE FOR EUR EUR/AGS, EUR/ERA, EB, 


Column 10 


CONFIDENTIALWELLINGTON 000462 SIPDIS SIPDIS DEPARTMENT FOR EAP/ANP AND EAP/PD E. 


UNCLAS SECTION 01 OF 04 JAKARTA 007626 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/MLS, EAP/IET, A/ 


Column 10 


UNCLAS MANILA 002520 SIPDIS SENSITIVE STATE FOR OES STATE ALSO FOR ISN CTR - JASON RAO S1 


Column 10 


UNCLAS MINSK 000638 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, SOCI, BO SUBJE 


Column 10 


CONFIDENTIALZAGREB 000741 SIPDIS SIPDIS FOR EUR/SCE ENGLISH AND BELL, МЕАЛ Е.О. 129 
CONFIDENTIALMINSK 000639 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PGOV, PHUM, Pf 
CONFIDENTIALSECTION 01 OF 02 MINSK 000640 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAC 


Column 10 
UNCLAS SECTION 01 OF 04 TAIPEI 002056 SIPDIS SIPDIS DEPT FOR AIT/W, EAP/TC, INR/EAP, EAP/PD F 


Column 10 


CONFIDENTIALCOLOMBO 001020 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PHUM, CE S 


UNCLAS SECTION 01 OF 02 MANILA 002523 SIPDIS SENSITIVE STATE FOR EAP, S/CT, and IO/T - LTOBEY 


Column 10 


UNCLAS SECTION 01 OF 05 BEIJING 012549 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM, EB/TPP/BTA 


Column 10 


UNCLAS PRAGUE 000667 SIPDIS SIPDIS FOR DCMS AND ENTRY LEVEL EMPLOYEES E.O. 12958: N/A TA 
CONFIDENTIAL SECTION 01 OF 05 MINSK 000641 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 001517 SIPDIS SIPDIS USDOC FOR 3317/ITA/OA/KBURRESS USDOC | 


Column 10 


UNCLAS SECTION 01 OF 02 YAOUNDE 000928 SIPDIS SENSITIVE SIPDIS DEPT FOR AF/C LONDON AND | 


Column 10 


UNCLAS SECTION 01 OF 02 ULAANBAATAR 000469 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGC 


Column 10 


CONFIDENTIALBANGKOK 003608 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, TH, Cl 
UNCLAS VIENNA 001737 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR ISN, EUR/PGI, EUR/ERAAND EUF 


Column 10 


UNCLAS THE HAGUE 001350 SIPDIS SIPDIS STATE FOR ISN/MNSA, GENEVA (CD), USUN (POL) E.O. 129! 


SECRET SECTION 01 OF 02 MOSCOW 006390 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PRE 


Column 10 


UNCLAS HONG KONG 002508 SIPDIS SIPDIS STATE FOR EAP/ANP AND INR/EAP STATE FOR EAP/EX, EA 
CONFIDENTIALHONG KONG 002509 SIPDIS SIPDIS STATE FOR EAP/CM AND OES/E STATE PASS 1 


Column 10 


UNCLAS SECTION 01 OF 02 BELGRADE 000962 SIPDIS SENSITIVE SIPDIS E.O.12958: N/A TAGS: PGOV, F 


Column 10 


CONFIDENTIALSEOUL 002010 SIPDIS SIPDIS STATE FOR EAP/K, EAP/CM AND EB/ESC HONG KON 


Column 10 


CONFIDENTIALANKARA 003556 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2026 TAGS: PREL, PGOV, F 
UNCLAS ABUJA 001518 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PHUM, PREL, SMIG, KCRM, KWMN, I 


Column 10 


UNCLAS AIT TAIPEI 002079 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS SECTION 01 OF 10 TOKYO 003324 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 001022 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 


Column 10 


UNCLAS THE HAGUE 001351 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, NL SUBJECT: COUNTRY CLEA 
CONFIDENTIAL SECTION 01 OF 03 HONG KONG 002513 SIPDIS SIPDIS DEPARTMENT FOR EAP AN 


Column 10 


UNCLAS SECTION 01 OF 11 TOKYO 003337 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 


Column 10 


CONFIDENTIALOSLO 000788 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, VE, 


Column 10 
CONFIDENTIALBRATISLAVA 000486 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2012 TAGS: PGOV, ECC 


Column 10 


UNCLAS SECTION 01 OF 03 MANILA 002539 SIPDIS SIPDIS STATE FOR EAP/EP STATE FOR EB/CBA NSM 


Column 10 


CONFIDENTIALNICOSIA 000918 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PHUM, PGOV, 


Column 10 


UNCLAS MAPUTO 000718 SIPDIS SENSITIVE SIPDIS AF/S FOR HTREGER E.O. 12958: N/A TAGS: PREF, F 
CONFIDENTIALSECTION 01 OF 03 HARARE 000725 SIPDIS SIPDIS AF/S FOR B. NEULING NSC FOF 


Column 10 


UNCLAS UNVIE VIENNA 000500 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, IAEA, IR, KNNP SUBJECT: IA 


Column 10 


CONFIDENTIALJAKARTA 007660 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PREL, PGOV, 
CONFIDENTIALTUNIS 001493 SIPDIS SIPDIS STATE FOR NEA/MAG - LAWRENCE E.O. 12958: DEC 
CONFIDENTIALTUNIS 001494 SIPDIS SIPDIS STATE FOR NEA/MAG - LAWRENCE, NEA/RA - HILL AI 
CONFIDENTIALSECTION 01 OF 03 BERLIN 001654 SIPDIS SIPDIS Е.О. 12958: DECL: 06/08/2021 ТА! 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001428 SIPDIS SIPDIS SENSITIVE DEPT FOR D, AF/FO, AF/RSA, 


UNCLAS TOKYO 003348 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, ETTC, EFIN, PGO 
UNCLAS AIT TAIPEI 002084 SIPDIS SENSITIVE SIPDIS STATE PASS EAP/TC; NP/NE FOR ALEX BURKHAR* 


Column 10 


UNCLAS SECTION 01 OF 04 JAKARTA 007661 SIPDIS SIPDIS SENSITIVE DEPT FOR EAP/IET, A/MED AND 
UNCLAS LONDON 004336 SIPDIS SENSITIVE SIPDIS STATE FOR AF/W, S/WCI, L E.O. 12958: N/A TAGS: P 


Column 10 


CONFIDENTIAL BEIJING 012650 SIPDIS SIPDIS DEPT FOR DRL, EAP/CM NSC FOR WILDER, ΚΟΖΑΙ 


UNCLAS JAKARTA 007662 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MTS; EB/TPP/BTA/ANA USTR FOR | 
UNCLAS THE HAGUE 001352 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ELTN, TSPL, OTRA, NL SUBJECT: CO 


Column 10 


UNCLAS THE HAGUE 001353 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KSCA, TBIO, OTRA, NL SUBJECT: CO 


Column 10 


UNCLAS THE HAGUE 001354 SIPDIS SIPDIS E.O. 12958: N/A TAGS: IAEA, ENRG, TRGY, AORC, KNNP, OTF 
UNCLAS THE HAGUE 001355 SIPDIS SIPDIS NASA/GSFC: TAMMY POSEY E.O. 12958: N/A TAGS: TSPA, O 
SECRET SECTION 01 OF 02 LONDON 004338 SIPDIS SIPDIS STATE FOR P, NEA/IR, PM/ISD, EUR/UBI (| 


Column 10 


CONFIDENTIALTOKYO 003349 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: AORC, KDEM, P 


UNCLAS SECTION 01 OF 02 PARIS 004117 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALADDIS ABABA 001648 SIPDIS SIPDIS DEPARTMENT FOR AF DAS YAMAMOTO AND, 


Column 10 


CONFIDENTIAL VATICAN 000110 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA E.O. 12958: DECL: 6/ 


Column 10 


UNCLAS PHNOM PENH 001134 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EAP/MLS, G/TIP AND EAP/F 
UNCLAS THE HAGUE 001356 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PHUM, ICRC, PREF, PREL, IS, NL SUB 
CONFIDENTIALTHE HAGUE 001357 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2011 TAGS: PHUM, EAI 
CONFIDENTIALSOFIA 000848 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 06/16/2016 TAGS: PREL, | 


Column 10 


UNCLAS DUBLIN 000689 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PHUM, ICRC, PREF, PREL, El SUBJECT: IR 


Column 10 


UNCLAS DUBLIN 000690 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON, ECPS, EINT, ETRD, ETTC, El SUBJE 
CONFIDENTIALTHE HAGUE 001359 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2011 TAGS: PREL, BR, 


CONFIDENTIALTHE HAGUE 001360 SIPDIS SIPDIS Е.О. 12958: DECL: 06/16/2011 TAGS: PGOV, ı 
CONFIDENTIAL MADRID 001562 SIPDIS CORRECTED COPY- DROPPED NOFORN CAPTION 
CONFIDENTIAL REYKJAVIK 000218 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/2016 TAGS: PHUM, PRE 
UNCLAS ATHENS 001550 SIPDIS SIPDIS FOR EUR/SE, NEA FOR ISRAEL DESK Е.О. 12958: N/A TAGS: PR 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 NDJAMENA 000847 SIPDIS SIPDIS DEPT. FOR AF, AF/C, DRL, PF 


Column 10 


CONFIDENTIAL PARIS 004128 SIPDIS SIPDIS E.O. 12958: DECL: 06/12/2016 TAGS: PREL, PHUM, UN 


Column 10 


UNCLAS ADANA 000143 SIPDIS SIPDIS FOR CA/OCS/CI:EYORK E.O. 12958: N/A TAGS: CASC, KOCI, TU SI 
CONFIDENTIALKATHMANDU 001562 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PGOV, NP 
UNCLAS COPENHAGEN 000857 SIPDIS SENSITIVE SIPDIS GENEVA FOR ВМА Е.О. 12958: N/A TAGS: PRE 
UNCLAS COPENHAGEN 000858 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PHUM, PREL, DA SUBJE 
CONFIDENTIAL SECTION 01 OF 02 NEW DELHI 004253 SIPDIS SIPDIS Е.О. 12958: DECL: 05/19/2011 


Column 10 


UNCLAS ADANA 000144 SIPDIS TERREP SIPDIS DEPT. FOR DS/ITA, DS/IP/EUR, DS/OSAC, EUR/SE E.O. 1: 
CONFIDENTIALSECTION 01 OF 02 NEW DELHI 004254 SIPDIS SIPDIS PASS USTDA, DAN STEIN AN 


Column 10 


SECRET KATHMANDU 001563 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PGOV, PTI 


Column 10 


UNCLAS SECTION 01 OF 05 NEW DELHI 004255 SIPDIS SENSITIVE SIPDIS STATE FOR PM/PPA E.O. 129! 


Column 10 


TrendMicro 


Column 10 


UNCLAS KATHMANDU 001564 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/INS DEPT PASS TO DOL (VROZI 


Column 10 


UNCLAS KINGSTON 001186 SIPDIS SIPDIS STATE FOR WHA/CAR(BENT) TREASURY PLEASE PASS TO II 
UNCLAS KINGSTON 001187 SIPDIS SIPDIS STATE FOR WHA/CAR(BENT) TREASURY PLEASE PASS TO II 
CONFIDENTIALBAGHDAD 002040 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: MOPS, PREL 


Column 10 


S E C R E T BAGHDAD 002041 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/11/2016 TAGS: IZ, PINS, MOPS SUBJE: 
UNCLAS THE HAGUE 001361 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: OTRA, PREL, NL SUBJECT: COUNTRY 
UNCLAS THE HAGUE 001362 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: OTRA, PREL, NL SUBJECT: COUNTR' 
UNCLAS COPENHAGEN 000859 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: NATO, MARR, PREL, AF 
UNCLAS THE HAGUE 001363 SIPDIS SIPDIS E.O. 12958: N/A TAGS: KSCA, TBIO, OTRA, US, PREL, NL SUE 
SECRET STATE 098659 E.O. 12958: DECL: 06/15/2026 TAGS: KN, KNNP, KS, MNUC, PREL SUBJECT: DPF 
SECRET THE HAGUE 001364 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PREL, MARR, KHIV, F 


Column 10 


UNCLAS LIMA 002399 SIPDIS SENSITIVE SIPDIS PLEASE INFORM DINT/FWS: FMATHIS. Е.О. 12958: М/А” 
CONFIDENTIALNAIROBI 002653 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2026 TAGS: PREL, PTER, F 
CONFIDENTIALSECTION 01 OF 03 ANKARA 003574 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2021 TF 
CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002044 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 


Column 10 


CONFIDENTIALROME 001792 SIPDIS SIPDIS STATE PASS TO ISN/MTR, OSD/NPP, AND T Е.О. 129: 
CONFIDENTIALSECTION 01 OF 02 ANKARA 003575 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2021 T/ 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 003576 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/ 


Column 10 


UNCLAS PRAGUE 000674 SIPDIS SIPDIS STATE FOR EUR/NCE ERIC FICHTE, EB/TPP/BTA/EWH STATE P! 


Column 10 


CONFIDENTIAL SECTION 01 OF 05 MADRID 001564 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 06/( 


Column 10 


CONFIDENTIALDAR ES SALAAM 000977 SIPDIS SIPDIS DEPT AF/E FOR B YODER, ALSO FOR IO E 


Column 10 


CONFIDENTIAL NAIROBI 002654 SIPDIS SIPDIS Е.О. 12958: DECL: 06/16/2026 TAGS: PREL, PBTS, F 
UNCLAS RABAT 001184 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, MO SUBJECT: COUNTRY CLEARANC 


Column 10 


CONFIDENTIALKINSHASA 000959 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PGOV, KDEN 


Column 10 


UNCLAS SECTION 01 OF 07 BUENOS AIRES 001362 SIPDIS SIPDIS WHA/BSC, WHA/EPSC, WHA, EB/IFD/t 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MINSK 000646 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAC 


Column 10 


UNCLAS RABAT 001185 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, MO SUBJECT: COUNTRY CLEARANC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIRUT 001994 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DO 


Column 10 


UNCLAS TALLINN 000576 SIPDIS DEPT FOR EUR/NB SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PF 
UNCLAS SECTION 01 OF 03 BELGRADE 000964 SIPDIS SENSITIVE SIPDIS E.O.12958: N/A TAGS: PGOV, Е 


Column 10 


UNCLAS SECTION 01 OF 03 MEXICO 003321 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, ECC 


Column 10 


UNCLAS BERLIN 001672 SIPDIS SIPDIS STATE FOR EUR/AGS AND DRL/IL, LABOR FOR ILAB - BRUMFIEL 


Column 10 


UNCLAS SECTION 01 OF 03 BRATISLAVA 000489 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, 


Column 10 


UNCLAS SECTION 01 OF 03 MEXICO 003322 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, ECC 


Column 10 


UNCLAS TALLINN 000578 SIPDIS DEPT FOR EUR/NB SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PF 


Column 10 

CONFIDENTIALABIDJAN 000647 SIPDIS SIPDIS KINSHASA PASS TO BRAZZAVILLE Е.О. 12958: ПЕ 
UNCLAS ABIDJAN 000648 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: ELAB, PGOV, ECON, EFIN, IV : 
UNCLAS ABIDJAN 000649 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PHUM, ICRC, IV SUBJECT: C 
UNCLAS HELSINKI 000566 SIPDIS SIPDIS SENSITIVE DOE FOR CLAY SELL E.O. 12958: N/A TAGS: ENRG, 


Column 10 


UNCLAS HELSINKI 000567 SIPDIS SIPDIS SENSITIVE STATE FOR JOSETTE SHINER DOE FOR CLAY SELL 


CONFIDENTIALROME 001794 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PHUM, 
UNCLAS ATHENS 001556 SIPDIS SIPDIS FOR EUR/SE E.O. 12958: N/A TAGS: PGOV, SCUL, PREL, GR SUI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NAIROBI 002655 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2026 T/ 


Column 10 


CONFIDENTIAL JERUSALEM 002485 SIPDIS NOFORN SIPDIS NEA FOR FRONT OFFICE; NSC FOR 4 
CONFIDENTIALSECTION 01 OF 04 KIEV 002358 SIPDIS SIPDIS DEPT ALSO FOR EUR/UMB, EUR/N( 


Column 10 


UNCLAS PARIS 004151 SIPDIS FROM USMISSION UNESCO PARIS E.O. 12958: N/A TAGS: UNESCO SUBJE 
UNCLAS PRAGUE 000675 SIPDIS SIPDIS STATE FOR EUR/NCE ERIC FICHTE, EB/CBA NSMITH-NISSLEY / 
UNCLAS SECTION 01 OF 03 BRATISLAVA 000490 SIPDIS DEPT FOR EUR/NCE TREASURY FOR AALIKONIS 


Column 10 


CONFIDENTIALRABAT 001190 SIPDIS SIPDIS DEPT FOR NEA/MAG, NEA/IR E.O. 12958: DECL: 06/1 


CONFIDENTIALBOGOTA 005496 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PTER, PREL, F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 HAVANA 012488 SIPDIS SIPDIS STATE DEPT FOR WHA/CCA E.( 


Column 10 


SECRET SECTION 01 OF 02 BOGOTA 005497 SIPDIS E.O. 12958: DECL: 06/13/2016 TAGS: PGOV, PREL, 


CONFIDENTIALMONTEVIDEO 000555 SIPDIS SIPDIS STATE FOR WHA/BSC AND EB DEPT PASS US 


Column 10 


CONFIDENTIALABIDJAN 000652 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PREL, AORC,I 
UNCLAS MEXICO 003324 SIPDIS SIPDIS STATE PLEASE PASS TO USAID E.O. 12958: N/A TAGS: PREL, E/ 
UNCLAS JERUSALEM 002486 SIPDIS SENSITIVE SIPDIS NEA FOR FRONT OFFICE; NEA/IPA FOR WILLIAN 
CONFIDENTIALMEXICO 003325 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PGOV, PINR, P 


Column 10 


UNCLAS SANTO DOMINGO 001993 SIPDIS SIPDIS FOR EB/CBA NSMITH-NISSLEY E.O. 12958: N/A TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 ISTANBUL 001098 SIPDIS TREASURY - PLEASE PASS TO CPLANTIER Е.О. 1: 
UNCLAS NASSAU 000940 SIPDIS SIPDIS STATE FOR WHA/CAR WBENT, CA/OCS/ACS SCRAWFORD E.O 
CONFIDENTIALSECTION 01 OF 02 CARACAS 001777 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/12/2016” 


Column 10 


UNCLAS SECTION 01 OF 02 CARACAS 001778 SIPDIS SIPDIS USDOC FOR ITA MARGARET KESHISHIAN 


Column 10 


UNCLAS SECTION 01 OF 02 ADDIS ABABA 001655 SIPDIS STATE FOR AF/SPG, AF/RSA, D:T.SMITH, EUR/R 
UNCLAS SECTION 01 OF 08 SAO PAULO 000675 SIPDIS SIPDIS DEPT FOR WHA/FO, WHA/BSC, WHA/EP¢ 


Column 10 


CONFIDENTIAL GEORGETOWN 000577 SIPDIS SENSITIVE SIPDIS Е.О. 12958: DECL: 06/13/2016 TA 


Column 10 


UNCLAS PARIS 004159 SIPDIS FROM USMISSION UNESCO STATE FOR IO/UNESCO KELLY SIEKMAN E.C 


CONFIDENTIAL SECTION 01 OF 02 CARACAS 001779 SIPDIS SIPDIS NSC FOR DFISK AND DTOMLI! 


Column 10 


UNCLAS GUATEMALA 001187 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, KJUS, ETRD, EAID, 


Column 10 


CONFIDENTIALLIMA 002415 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAGS: PGOV, KCRM, PINI 


Column 10 


SECRET SECTION 01 OF 03 PARIS 004173 SIPDIS SIPDIS E.O. 12958: DECL: 6/14/2016 TAGS: PREL, IS 


Column 10 


SECRET BELIZE 000543 SIPDIS SIPDIS DEPT FOR WHA/CEN - JASON MACK ISN/CPI - ANTHONY RUG 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KIEV 002359 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS 


Column 10 


CONFIDENTIAL PARIS 004174 SIPDIS SIPDIS Е.О. 12958: DECL: 06/16/2016 TAGS: PREL, PTER, ΜΑΙ 
UNCLAS CASABLANCA 000674 SIPDIS SENSITIVE VISAS VIPER SIPDIS DEPARTMENT FOR INR/TIPOFF 
CONFIDENTIAL SECTION 01 OF 03 PRISTINA 000518 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, IN! 
CONFIDENTIALLIMA 002416 SIPDIS SIPDIS E.O. 12958: DECL: 06/13/2016 TAGS: PGOV, PE SUBJEC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 004175 SIPDIS SIPDIS E.O. 12958: DECL: 6/14/2016 TAGS 


Column 10 


CONFIDENTIAL PRISTINA 000519 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE, AND EUR/SSA, NS 


Column 10 


UNCLAS PRISTINA 000520 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE, AND EUR/SSA, NSC 


Column 10 
CONFIDENTIALHILLAH 000105 SIPDIS SIPDIS E.O. 12958: DECL: 6/16/2016 TAGS: PGOV, KISL, IZ € 


Column 10 


UNCLAS SANTIAGO 001322 SIPDIS SIPDIS STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA STAT 


UNCLAS SECTION 01 OF 04 SAO PAULO 000676 SIPDIS SENSITIVE SIPDIS STATE PASS USTR FOR MSUI 


Column 10 


UNCLAS SANTIAGO 001325 SIPDIS SIPDIS STATE FOR INR/R/MR, I/PP, WHA/BSC, WHA/PDA, WHA/EPSC 


UNCLAS PORT AU PRINCE 001070 SIPDIS SIPDIS WHA/CAR FOR ANTHONY BEAVER WHA/PPC FOR MIC 
UNCLAS USUN NEW YORK 001222 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, AFIN, UN SUBJECT: UN A 
UNCLAS USUN NEW YORK 001223 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, AFIN, OCHA, UN SUBJEC 
UNCLAS SECTION 01 OF 02 BRASILIA 001204 SIPDIS EB/CBA FOR SMITH-NISSLEY SIPDIS E.O. 12958: N 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MONTREAL 000676 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/201t 


Column 10 


UNCLAS KINGSTON 001195 SIPDIS SIPDIS STATE FOR WHA/CAR (BENT), IO E.O. 12958: N/A TAGS: AMG 
CONFIDENTIAL PORT AU PRINCE 001073 SIPDIS SIPDIS STATE FOR WHA/CAR DRL S/CRS SOUTH 
SECRET SECTION ΟἹ OF 05 DILI 000313 SIPDIS NOFORN SIPDIS PACOM FOR POLAD NSC FOR HOLL 


Column 10 


UNCLAS LA PAZ 001629 SIPDIS SENSITIVE SIPDIS STATE FOR ЕВ/ТВА JHORWITZ AND EB/TRA/OTP ВМА 
UNCLAS BUENOS AIRES 001364 SIPDIS STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, WHA 


Column 10 


CONFIDENTIALUSUN NEW YORK 001224 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: EAID 


Column 10 


UNCLAS CARACAS 001781 SIPDIS ///// Mil MII ИИ Ш CORRECTED COPY DUE TO 


Column 10 


UNCLAS SANTIAGO 001328 SIPDIS SIPDIS E.O. 12958: N/A TAGS: MARR, MASS, PREL, PHUM, CI SUBJEC 
CONFIDENTIALKINGSTON 001199 SIPDIS SIPDIS STATE FOR WHA/CAR (BENT), CA/VO/L/A, CA/VC 


Column 10 


CONFIDENTIALBRIDGETOWN 001057 SIPDIS SIPDIS SOUTHCOM ALSO FOR POLAD E.O. 12958: [ 


Column 10 


UNCLAS SECTION 01 OF 02 USUN NEW YORK 001225 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV 


Column 10 


UNCLAS SECTION 01 OF 03 USUN NEW YORK 001226 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: | 


Column 10 


CONFIDENTIALLIMA 002428 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PGOV, PINR, PINS 


Column 10 


CONFIDENTIALUSUN NEW YORK 001227 SIPDIS SIPDIS DEPT FOR IO/PSC, IO/UNP, S/CRS E.O. 1 


Column 10 


UNCLAS SAN SALVADOR 001588 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON, EAIR, MARR, ES SUBJECT: 
CONFIDENTIALUSUN NEW YORK 001228 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2011 TAGS: PREL 
CONFIDENTIALUSUN NEW YORK 001229 SIPDIS SIPDIS DEPT FOR IO/PSC, IO/UNP, S/CRS E.O. 1 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MEXICO 003338 SIPDIS SIPDIS Е.О. 12958: DECL: 06/16/2016 ТА 


Column 10 


UNCLAS SAN JOSE 001375 SIPDIS WHA/CEN SIPDIS E.O. 12958: N/A TAGS: BEXP, EINV, ETRD, ELAB, SE 


Column 10 
CONFIDENTIAL SECTION 01 OF 03 BOGOTA 005515 SIPDIS SIPDIS E.O. 12958: DECL: 05/30/2026 T/ 


Column 10 


SECRET STATE 099426 E.O. 12958: DECL: 06/15/2016 TAGS: EFIN, ETTC, ID, KTFN, PREL, PTER, RP, S/ 
UNCLAS PANAMA 001187 SIPDIS SENSITIVE SIPDIS DEPARTMENT ALSO FOR WHA/CEN, INL AND INR/B : 


Column 10 


SECRETHILLAH 000106 SIPDIS SIPDIS BAGHDAD FOR NCT E.O. 12958: DECL: 6/17/2016 TAGS: PGO 


Column 10 


CONFIDENTIALISLAMABAD 011431 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2016 TAGS: PK, PREL, | 
CONFIDENTIALBAGHDAD 002046 SIPDIS SIPDIS CONFIDENTIAL/REL UK, AU JJA,IZ SIPDIS Ε.Ο. 12 
UNCLAS SECTION 01 OF 03 ABU DHABI 002470 SIPDIS SENSITIVE E.O. 12958: DECL: N/A TAGS: PGOV, K 


Column 10 


CONFIDENTIALCAIRO 003759 SIPDIS NEA/PD FOR FRANK FINVER E.O. 12958: DECL: 06/14/2016 T 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002322 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS KUWAIT 002323 SIPDIS SIPDIS STATE FOR NEWARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MF 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BAGHDAD 002047 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2016 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002048 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2016 


Column 10 


CONFIDENTIALBANJUL 000386 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2016 TAGS: PREL, PGOV, P 
UNCLAS SECTION 01 OF 02 KHARTOUM 001429 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR D, AF/SP, 


Column 10 


UNCLAS SECTION 01 OF 03 JEDDAH 000425 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHAHRAN; DEPAI 


Column 10 


CONFIDENTIALRIYADH 004818 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2016 TAGS: PREL, UNSC, P 
UNCLAS KUWAIT 002332 SIPDIS SIPDIS STATE FOR NEWARP, EB/ESC/TFS, TREASURY FOR RYAN WALL 
UNCLAS SECTION 01 OF 02 KUWAIT 002333 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


UNCLAS KUWAIT 002334 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BASRAH 000103 SIPDIS SIPDIS E.O. 12958: DECL: 6/17/2016 TA 


CONFIDENTIALSECTION 01 OF 03 BASRAH 000104 SIPDIS SIPDIS E.O. 12958: DECL: 6/18/2016 TA 


Column 10 


UNCLAS KABUL 002759 SIPDIS SIPDIS PLEASE PASS TO PA/IGA E.O. 12958: N/A TAGS: OTRA, OVIP, ASE 
CONFIDENTIALBAGHDAD 002054 SIPDIS SIPDIS E.O. 12958: DECL: 06/12/2016 TAGS: PHUM, PNAT 


UNCLAS DAMASCUS 002877 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


UNCLAS AMMAN 004420 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 001084 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 T. 


Column 10 


UNCLAS BRATISLAVA 000491 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, PINR, LO SUBJECT: PAI 


Column 10 


CONFIDENTIALAMMAN 004440 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2015 TAGS: PREL, PREF, Pt 
UNCLAS SECTION 01 OF 02 KABUL 002765 SIPDIS DEPARTMENT FOR SCA/FO, SCA/A, S/CT, EUR/RPM М 
CONFIDENTIALABU DHABI 002510 SIPDIS SIPDIS STATE FOR NEA/ARP, EB/IFD,OIA STATE PASS T 


UNCLAS MUSCAT 000982 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/PPD, NEA/ARP E.O. 12958: N/A TAC 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 002059 SIPDIS SIPDIS REL UK E.O. 12958: DECL: 06/12/2026 T/ 


Column 10 


UNCLAS CAIRO 003792 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, PHUM, UNHRC-1, EG SUBJEC 
CONFIDENTIAL МАМАМА 001087 SIPDIS SIPDIS Е.О. 12958: DECL: 06/18/2016 TAGS: PREL, PHUM, 


UNCLAS RIYADH 004854 SIPDIS SIPDIS DEPT FOR NEA/ARPI (BSHUKAN) E.O. 12958: N/A TAGS: PHUM, | 
CONFIDENTIALCAIRO 003794 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: PREL, PHUM, ME 


Column 10 


UNCLAS KUWAIT 002366 SIPDIS SIPDIS STATE FOR NEWARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MF 


Column 10 


UNCLAS SECTION 01 OF 02 WELLINGTON 000463 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN 


Column 10 


UNCLAS LJUBLJANA 000379 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/NCE Ε.Ο. 12958: N/A TAGS: ΡΗΕΙ 


UNCLAS JAKARTA 007666 SIPDIS SENSITIVE SIPDIS DEPT FOR EB/TRA/OTP (HAYWOOD) AND EB/OES/C 


UNCLAS JAKARTA 007667 SIPDIS SENSITIVE SIPDIS DEPT FOR EB/TRA/OTP (HAYWOOD) AND EB/OES/C 


CONFIDENTIAL ΤΟΚΥΟ 003357 SIPDIS SIPDIS PLEASE PASS TO AID/ENE DAA LUTEN Ε.Ο. 12958: | 


Column 10 


UNCLAS WELLINGTON 000464 SIPDIS SIPDIS OES/OA FOR ETIRPAK AND RBARNES Е.О. 12958: N/A ТА! 
CONFIDENTIALTOKYO 003360 SIPDIS SIPDIS DEPT PLEASE PASS TO NP, TAND EAP/J. E.O. 1295 
UNCLAS MANILA 002548 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, MARR, KCRM, CASC, RP SUBJECT: 
UNCLAS DAR ES SALAAM 000978 SIPDIS SENSITIVE SIPDIS IO/UNP FOR PAUL WICKBERG AND MATTHE 


Column 10 


UNCLAS SECTION 01 OF 02 ULAANBAATAR 000475 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM, NP Al 


Column 10 


UNCLAS SECTION 01 OF 02 TALLINN 000580 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, EN 
UNCLAS SECTION 01 OF 07 BEIJING 012788 SIPDIS SENSITIVE SIPDIS USDOC FOR 532/BIS/DMCCORMI 
CONFIDENTIALBAGHDAD 002013 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PGOV, PNAT, 


Column 10 


UNCLAS DAMASCUS 002899 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 002551 SIPDIS SIPDIS QO. 12958: N/A TAGS: PGOV, PREL, ECON, EA 
UNCLAS COPENHAGEN 000861 SIPDIS SENSITIVE SIPDIS GENEVA FOR ВМА Ε.Ο. 12958: N/A TAGS: AOF 
CONFIDENTIAL SECTION 01 OF 02 KHARTOUM 001439 SIPDIS SIPDIS DEPARTMENT FOR DANDA 


Column 10 


UNCLAS MANAMA 001092 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PREF, ICRC, AORC, PF 
CONFIDENTIALMANAMA 001093 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: PREL, KISL, B. 


CONFIDENTIALMANAMA 001094 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: PREL, EAID, P 


UNCLAS SECTION 01 OF 13 TOKYO 003368 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS DHAKA 003598 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PHUM, PREL, BG SUBJECT: UN HUMAN RIC 
UNCLAS TOKYO 003369 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


Column 10 


CONFIDENTIALNICOSIA 000924 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: PREL, KDEM, F 


UNCLAS PARIS 004176 SIPDIS DEPARTMENT FOR В, EUR, EUR/PPD, EUR/WE DEPT PASS TO FOREIGN I 
UNCLAS NICOSIA 000925 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREF, PREL, PHUM, ICRC, IS, CY SUBJEC 
CONFIDENTIAL SECTION 01 OF 03 NICOSIA 000926 SIPDIS SIPDIS Е.О. 12958: DECL: 06/08/2016 T/ 


Column 10 


CONFIDENTIALISLAMABAD 011504 SIPDIS SIPDIS NOFORN E.O. 12958: DECL: 06/19/2016 TAGS: E 


Column 10 


UNCLAS VILNIUS 000568 SIPDIS STATE FOR EB/CBA NSMITH-NISSLEY AND EUR/NB WARSAW FOR FCS 


UNCLAS SECTION 01 OF 10 TOKYO 003388 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 002554 SIPDIS SIPDIS Е.О. 12958: DECL: 06/19/2016 TA 
CONFIDENTIALJERUSALEM 002509 SIPDIS SIPDIS NEA FOR FRONT OFFICE, NSC FOR ABRAMS/L 
UNCLAS AMMAN 004456 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


UNCLAS TAIPEI 002098 SIPDIS SIPDIS DEPT PASS TO USTR DEPT FOR EAP/TC USTR FOR ERIC ALTBAC 


Column 10 


CONFIDENTIALTOKYO 003394 SIPDIS SIPDIS GENEVA FOR RMA E.O. 12958: DECL: 06/18/2026 TA 
SECRET SECTION 01 OF 03 BAGHDAD 002065 SIPDIS SIPDIS Е.О. 12958: DECL: 06/19/26 TAGS: PGO\ 


Column 10 


CONFIDENTIALTOKYO 003398 SIPDIS SIPDIS GENEVA FOR RMA E.O. 12958: DECL: 06/18/2026 TA 
UNCLAS SANAA 001787 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AMGT, OTRA, PREL, KMPI, KDEM, ECON Sl 
UNCLAS SANAA 001788 SIPDIS SIPDIS PLEASE PASS TO EB/IFD/OIA FOR JAMES ROSELI; L/CID FOR EM 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BEIRUT 001996 SIPDIS NOFORN SIPDIS NSC FOR ABRAMS/DO 


Column 10 


UNCLAS JAKARTA 007716 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, UNHRC-1, KUN 
CONFIDENTIALBAGHDAD 002067 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2016 TAGS: PGOV, PNAT, 
UNCLAS SECTION 01 OF 03 JAKARTA 007718 SIPDIS SENSITIVE SIPDIS DEPT FOR EAP/MTS AND EB/IFE 


Column 10 


UNCLAS MINSK 000648 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PARM, ETRD, UNSC, SU, 


UNCLAS SECTION 01 OF 02 KINSHASA 000963 SIPDIS SENSITIVE SIPDIS E.O.12958: N/A TAGS: PGOV, K 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BEIJING 012885 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2031 TA 


Column 10 


CONFIDENTIALSECTION 01 OF 04 JAKARTA 007719 SIPDIS SIPDIS SECSTATE FOR EAP/IETANDL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BANGKOK 003648 SIPDIS SIPDIS GENEVA FOR RMA Е.О. 1295: 


Column 10 
UNCLAS SECTION 01 OF 04 BANGKOK 003649 SIPDIS SIPDIS DEPARTMENT FOR EAP, EAP/MLS PACOM 


Column 10 


CONFIDENTIALKABUL 002781 SIPDIS SIPDIS STATE FOR S/WCI, SCA/A STATE PASS TO USAID FO 
UNCLAS HANOI 001503 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: AORC, ICRC, PHUM, PREF, IS, SZ, VM SUBJ 
CONFIDENTIALBAGHDAD 002068 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 TAGS: PGOV, PNAT, 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000145 SIPDIS SENSITIVE NOT FOR INTERNET DISTRIBUTION SIPD 


Column 10 


UNCLAS SECTION 01 OF 02 BELGRADE 000966 SIPDIS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, 


Column 10 


CONFIDENTIALNEW DELHI 004283 SIPDIS SIPDIS E.O. 12958: DECL: 05/19/2016 TAGS: PHUM, CJA 


CONFIDENTIAL VILNIUS 000570 SIPDIS SIPDIS Е.О. 12958: DECL: 06/19/2016 TAGS: PGOV, ENRG, ! 
UNCLAS ANKARA 003593 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: MARR, MASS, MCAP, PREL, Tl 


Column 10 


CONFIDENTIALISLAMABAD 011546 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: P 
CONFIDENTIALSECTION 01 OF 02 RANGOON 000816 SIPDIS SIPDIS STATE FOR EAP/MLS E.O. 12 


Column 10 


UNCLAS MUSCAT 000989 SIPDIS SENSITIVE STATE FOR NEA/ARP, EB/CBA, EB/ESC/IEC/ENR COMMERC 


UNCLAS TALLINN 000582 SIPDIS SIPDIS NOFORN E.O. 12958: N/A TAGS: PGOV, EN SUBJECT: WHAT MA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ALMATY 002155 SIPDIS NOFORN SIPDIS DEPT FOR EB/ESC; SC 


Column 10 


CONFIDENTIALALMATY 002156 SIPDIS NOFORN SIPDIS DEPT FOR EB/ESC; SCA/PO (MANN); SCA 


Column 10 


UNCLAS KINSHASA 000965 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PINR, KDEM, CG, ELI 
CONFIDENTIALALMATY 002157 SIPDIS NOFORN SIPDIS COMMERCE FOR ADVOCACY CENTER/BI 


Column 10 


CONFIDENTIAL DUBAI 003808 SIPDIS SIPDIS STATE FOR U/S JOSEPH, ISN, NEA/ARP NSC FOR DS 


CONFIDENTIALKINSHASA 000966 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PGOV, KPKC 
UNCLAS NICOSIA 000930 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: ECON, ЕТАР, EAGR, PGOV, С 


Column 10 
CONFIDENTIALMOSCOW 006464 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: KJUS, KCRM 
UNCLAS ADANA 000146 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU SUBJECT: $! 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000147 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHL 


UNCLAS SECTION 01 OF 02 BELGRADE 000967 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV,I 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 001030 SIPDIS SIPDIS E.O. 12958: DECL: 06/14/2016 


Column 10 


UNCLAS YEREVAN 000827 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: AORC, PHUM, PREL, PREF, l 
CONFIDENTIAL MADRID 001577 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: NATO, MARR, I 
UNCLAS SECTION 01 OF 02 PARIS 004183 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RIYADH 004914 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ZI 


Column 10 


UNCLAS MUSCAT 000990 SIPDIS SENSITIVE STATE FOR NEA/ARP, EB/CBA (B.BEHRENS) COMMERCE FC 


Column 10 


UNCLAS KATHMANDU 001575 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, PHUM, PREF, PREL, IRCE, SZ 
UNCLAS SECTION 01 OF 02 MUSCAT 000991 SIPDIS SIPDIS DEPT FOR NEA/ARPI, NEA/PPD, NEA/P, AND 


Column 10 


CONFIDENTIALLAPAZ 001638 SIPDIS SIPDIS STATE FOR WHA/AND L.PETRONI E.O. 12958: DECL 
CONFIDENTIALKATHMANDU 001576 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PGOV, PT 


Column 10 


CONFIDENTIALANKARA 003599 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2026 TAGS: PREL, PHUM, 1 
CONFIDENTIALSECTION 01 OF 04 DAMASCUS 002935 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON | 


Column 10 


UNCLAS KATHMANDU 001577 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, USDA, UST 
UNCLAS KUWAIT 002391 SIPDIS SIPDIS STATE FOR NEWARP, NEA/IR, NEA/PA, NEA/AIA, NEA/PI, INR/NE: 


CONFIDENTIALCAIRO 003818 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PREL, PGOV, KP 


Column 10 


CONFIDENTIALKATHMANDU 001578 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PHUM, PC 


Column 10 


CONFIDENTIALCAIRO 003819 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PREL, PGOV, MC 


Column 10 


CONFIDENTIAL DUBLIN 000706 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/19/2016 TAGS: NATO, МАС, PIP 
UNCLAS VILNIUS 000573 SIPDIS SENSITIVE SIPDIS STATE FOR EUR/NB Ε.Ο. 12958: N/A TAGS: PREL, LF 


Column 10 


CONFIDENTIAL SECTION 01 OF 04 KUWAIT 002392 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP, 


Column 10 


UNCLAS PRISTINA 000525 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE, AND EUR/SSA, NSC FOR BRAU 


CONFIDENTIALSECTION 01 OF 02 DAMASCUS 002938 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON | 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002393 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


CONFIDENTIALBUCHAREST 001009 SIPDIS SIPDIS STATE DEPT FOR EUR/NCE - WILLIAM SILKWC 


SECRET SECTION 01 OF 03 KUWAIT 002394 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP, LONDON | 


Column 10 

CONFIDENTIAL SECTION 01 OF 02 RIYADH 004919 SIPDIS SIPDIS Е.О. 12958: DECL: 06/17/2016 TA 
CONFIDENTIAL KUWAIT 002395 SIPDIS SIPDIS NOFORN FOR NEA/ARP, INL/HSTC, AND G/TIP Е.О. 
SECRET SECTION 01 OF 02 BAGHDAD 002080 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 06/18/2016 TAGS: РС! 
CONFIDENTIALSECTION 01 OF 02 MANAMA 001101 SIPDIS SIPDIS STATE FOR NEA/ARP AND S/W! 


Column 10 


CONFIDENTIAL MANAGUA 001333 SIPDIS SIPDIS DEPT FOR WHA/CEN Е.О. 12958: DECL: 06/15/2C 


Column 10 


UNCLAS SECTION 01 OF 04 ALGIERS 001112 SIPDIS SIPDIS DEPARTMENT FOR EB/CBA WILLIAM BEHRE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002081 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 


Column 10 


CONFIDENTIALMASERU 000292 SIPDIS SIPDIS FOR AF/S Е.О. 12958: DECL: 6/19/2016 TAGS: PRE 


Column 10 


CONFIDENTIALSECTION 01 OF 04 ANKARA 003617 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 T/ 


Column 10 


CONFIDENTIALCAIRO 003822 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PREL, PGOV, UN 


CONFIDENTIALJERUSALEM 002511 SIPDIS NOFORN SIPDIS NEA FOR FRONT OFFICE; NSC FOR / 


Column 10 


CONFIDENTIALABUJA 001537 SIPDIS SIPDIS E.O. 12958: DECL: 06/16/2031 TAGS: PBTS, MOPS, NI. 


Column 10 


UNCLAS LA PAZ 001644 SIPDIS SENSITIVE SIPDIS DEPT FOR INL, WHA/PPC, WHA/AND USAID FOR LAC 


Column 10 


CONFIDENTIALSECTION 01 OF 04 HARARE 000731 SIPDIS SIPDIS AF/S FOR B. NEULING SENIOR 
CONFIDENTIALWARSAW 001202 SIPDIS Е.О. 12958: БЕСІ: 08/12/2015 TAGS: PREL, КОЕМ, PGOV, | 
UNCLAS MADRID 001593 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, PHUM, PREL, PREF, ICRC, SP SUB 
UNCLAS REYKJAVIK 000224 SIPDIS SENSITIVE, SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PHUM, ICRC, 
UNCLAS BUCHAREST 001010 SIPDIS SIPDIS STATE FOR EUR/NCE - WILLIAM SILKWORTH E.O. 12958: N 


Column 10 


CONFIDENTIALSECTION 01 OF 04 CARACAS 001787 SIPDIS SIPDIS NSC FOR DFISK AND DTOMLI! 


Column 10 


UNCLAS CARACAS 001788 SIPDIS SIPDIS HHS PLEASE PASS TO KEVIN BIALY HHS/NIH/FIC E.O. 12958: 


Column 10 


UNCLAS PARIS 004206 SIPDIS FROM USMISSION TO UNESCO PARIS STATE FOR IO/UNESCO KEVIN PIL. 


Column 10 


CONFIDENTIALABIDJAN 000658 SIPDIS SIPDIS KINSHASA PASS TO BRAZZAVILLE Ε.Ο. 12958: DE! 
UNCLAS SECTION 01 OF 03 BERLIN 001687 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/AGS, EUR/PGI, G/ 


Column 10 


UNCLAS LISBON 001189 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PT SUBJECT: PORTUGAL NOT ATTE 
UNCLAS KUWAIT 002396 SIPDIS SIPDIS STATE FOR NEWARP, NEA/PA, NEA/AIA, NEA/PI, S/WCI, INR/NES 


Column 10 


UNCLAS KIGALI 000578 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ICRC, PHUM, PREF, PREL, IS, RW SUBJEC] 
CONFIDENTIALBAGHDAD 002082 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: MOPS, PREL 


Column 10 


UNCLAS KIGALI 000579 SIPDIS DEPT FOR AF/FO, AF/C, AND IO/PSC USUN FOR SANCTIONS UNIT SENSI 


Column 10 


UNCLAS PARIS 004213 SIPDIS FROM USMISSION UNESCO PARIS E.O. 12958: N/A TAGS: SCUL, KISL, ML 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000494 SIPDIS SIPDIS NSC FOR DAMON WILSON 


Column 10 


CONFIDENTIALLISBON 001195 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PREL, UN, PTS 
UNCLAS TIRANA 000657 SIPDIS SENSITIVE SIPDIS STATE FOR EUR/SCE (MBENEDICT) Е.О. 12958: М/А” 
CONFIDENTIAL CASABLANCA 000675 SIPDIS SIPDIS Е.О. 12958: DECL: 06/14/2016 TAGS: KCRM, К 


Column 10 


CONFIDENTIAL PARIS 004214 SIPDIS Ε.Ο. 12958: DECL: 06/16/2016 TAGS: PREL, MARR, FR, ΝΑΤΟ, 
CONFIDENTIALBAGHDAD 002083 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PGOV, PNAT, 
CONFIDENTIAL SECTION 01 OF 02 NDJAMENA 000853 SIPDIS SIPDIS DEPT. FOR AF, AFC, DRL, PR 


Column 10 


UNCLAS PARIS 004215 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, CWC, CBW, OPCW, FR SUBJE 
UNCLAS FREETOWN 000496 SIPDIS CORRECTED COPY (ADDING ASEC TAG) SIPDIS E.O. 12958 


Column 10 


SECRET SECTION 01 OF 05 CARACAS 001789 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/20/2021 1 


Column 10 


CONFIDENTIALBAGHDAD 002085 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2026 TAGS: PHUM, PNAT 


Column 10 


CONFIDENTIALLIMA 002437 SIPDIS SIPDIS DEPT FOR WHA/AND, WHA/EPSC, EB/OIA COMMERCE 


Column 10 


CONFIDENTIALLIMA 002438 SIPDIS SIPDIS DEPT FOR WHA/AND, WHA/EPSC, EB/OIA/IFD COMME 


Column 10 


UNCLAS SANTIAGO 001332 SIPDIS SIPDIS STATE FOR WHA/BSC, DRL, INR, PM E.O. 12958: N/A TAGS: N 
UNCLAS LIMA 002439 SIPDIS SENSITIVE SIPDIS DEPT FOR WHA/AND, EB/TPP/BTA/ANA USTR FOR B. H/ 
UNCLAS RABAT 001196 SIPDIS SIPDIS SENSITIVE STATE FOR NEA/PI AND NEA/MAG E.O. 12958 TAGS: 


Column 10 


UNCLAS BRASILIA 001213 SIPDIS SIPDIS Ε.Ο. 12958: N/A TAGS: PREF, PREL, PHUM, ICRC, IS, BR SUBJE' 


Column 10 


UNCLAS LAGOS 000851 SIPDIS SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY SIPDIS STATE 
UNCLAS SECTION 01 OF 04 FREETOWN 000499 SIPDIS SIPDIS SENSITIVE E.O. 12958 TAGS: PGOV, KDE 


Column 10 


SECRET SECTION 01 OF 06 DILI 000316 SIPDIS NOFORN SIPDIS DEPT FOR EAP/MTS, IO, S/WCI NSC 


Column 10 


CONFIDENTIALLIMA 002445 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2026 TAGS: PGOV, PREL, ETRI 


Column 10 


UNCLAS ASUNCION 000624 SIPDIS SIPDIS STATE FOR WHA/BSC AND EB/IFD/OIA STATE PASS TO USAIL 


UNCLAS SECTION 01 OF 05 CARACAS 001791 SIPDIS SENSITIVE SIPDIS ENERGY FOR CDAY, DPHUMPH 


Column 10 


UNCLAS LA PAZ 001651 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND L.PETRONI TREASURY FOR SC 


Column 10 


UNCLAS KINGSTON 001209 SIPDIS SENSITIVE SIPDIS STATE WHA/CAR (BENT), IO E.O. 12958: N/A TAGS 


Column 10 

UNCLAS GEORGETOWN 000592 SIPDIS EB/TPP/ABT/ATP: PATRICK STATE PASS TO USTR FOR DARCI VE 
UNCLAS MANAGUA 001344 SIPDIS SENSITIVE SIPDIS FOR WHA/CEN AND EB/TRA STATE PASS TO DEP] 
SECRET USUN NEW YORK 001235 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/19/2016 TAGS: ETTC, KTFN, E 
UNCLAS LA PAZ 001654 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND LPETRONI COMMERCE FOR JZ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 MEXICO 003351 SIPDIS SIPDIS Е.О. 12958: DECL: 06/18/2016 ТА 


Column 10 


UNCLAS SECTION 01 OF 02 GEORGETOWN 000594 SIPDIS SENSITIVE SIPDIS WHA/CAR WHA/OAS S/CF 


Column 10 


UNCLAS ASUNCION 000629 SIPDIS SIPDIS ISN/CPI FOR TOM WUCHTE E.O. 12958: N/A TAGS: PARM, PR 
UNCLAS SANTO DOMINGO 002045 SIPDIS SIPDIS FOR WHA/CAR, IO GENEVA FOR RMA E.O. 12958: N/A 
UNCLAS SECTION 01 OF 02 WELLINGTON 000465 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/ANP-DRICt 


Column 10 


UNCLAS SAN SALVADOR 001595 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREF, PREL, PHUM, ES SUBJECT: 
UNCLAS SECTION 01 OF 04 OTTAWA 001904 SIPDIS SENSITIVE SIPDIS WHA/CAN, WHA/EX, OES/OA (Sh 


Column 10 


UNCLAS AIT TAIPEI 002099 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS SAN JOSE 001390 SIPDIS SIPDIS WHA/USOAS SDWILLIAMS E.O. 12958: N/A TAGS: OTRA, OAS 


Column 10 


CONFIDENTIAL SECTION 01 OF 04 CARACAS 001837 SIPDIS SIPDIS NSC FOR DFISK AND DTOMLI! 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MEXICO 003378 SIPDIS SENSITIVE SIPDIS Е.О. 12958: DECL: 0 
UNCLAS SECTION 01 OF 03 CHIANG ΜΑΙ 000093 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: ECON, ETRD, EIN! 


Column 10 


UNCLAS SECTION 01 OF 11 TOKYO 003407 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 


Column 10 


UNCLAS SECTION 01 OF 02 MELBOURNE 000244 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PRO! 


Column 10 


UNCLAS ALMATY 002160 SIPDIS DEPARTMENT FOR SCA/CEN (J. MUDGE), DRL/PHD (C. KUCHTA-HELBLI 
CONFIDENTIALKATHMANDU 001582 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PGOV, NP 


Column 10 


UNCLAS TOKYO 003415 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


Column 10 


UNCLAS SECTION 01 OF 02 BEIJING 012988 SIPDIS USDOC FOR DAS LEVINE AND 4420/ITA/MAC/CEA/MC 


Column 10 


UNCLAS PRETORIA 002508 SIPDIS SIPDIS DEPT FOR AF/S/MTABLER-STONE; AF/EPS; EB/IFD/OMA USDC 
SECRET SECTION 01 OF 02 HILLAH 000107 SIPDIS SIPDIS E.O. 12958: DECL: 6/20/2016 TAGS: PTER, 


Column 10 


CONFIDENTIALBASRAH 000105 SIPDIS SIPDIS Е.О. 12958: DECL: 6/20/2016 TAGS: PGOV, PHUM, ‹ 


SECRET SECTION 01 OF 02 ANKARA 003619 SIPDIS SIPDIS TREASURY FOR OTI - RLOEFFLER/JSERA 
UNCLAS SECTION 01 OF 02 MUSCAT 000993 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARP, ЕВ/СВА, El 


Column 10 


SECRET SECTION 01 OF 02 ISLAMABAD 011675 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/19/201€ 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 JEDDAH 000427 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 002570 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON, PGOV, PREL, E/ 
UNCLAS SECTION 01 OF 02 KHARTOUM 001444 SIPDIS AIDAC SIPDIS STATE FOR AF/SPG, PRM, AND AL 
SECRET SECTION 01 OF 03 ROME 001817 SIPDIS NOFORN SIPDIS STATE FOR EUR/PGI:LREASOR, E 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BEIJING 013004 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TA 


Column 10 


CONFIDENTIAL DHAKA 003680 SIPDIS SIPDIS STATE FOR SCA/PB, INR Е.О. 12958: DECL: 06/20/20 


Column 10 


UNCLAS AIT TAIPEI 002110 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS BANGKOK 003664 SIPDIS CORRECTED COPY - CAPTION ADDED SENSITIVE SIPDIS E.O. 12958: 
CONFIDENTIAL SECTION 01 OF 03 BEIJING 013010 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2031 TA 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001371 SIPDIS SIPDIS STATE FOR NASA/OCFO - LINDA R. SMIT 
UNCLAS SECTION 01 OF 12 TOKYO 003430 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001372 SIPDIS SIPDIS FAA FOR MONICA BURGESS - TEL: 425 2 
UNCLAS SECTION 01 OF 02 THE HAGUE 001373 SIPDIS SIPDIS FRANKFURT FOR IRSATTACHE STATE F 
UNCLAS SECTION 01 OF 02 THE HAGUE 001374 SIPDIS SIPDIS FRANKFURT FOR IRS ATTACHE STATE F 
SECRET SECTION 01 OF 08 PARIS 004218 SIPDIS STATE FOR ISN/CB, INR, EUR, EAP, EUR/WE Е.О. 12 


Column 10 


CONFIDENTIAL SECTION 01 OF 07 PARIS 004219 SIPDIS STATE FOR ISN/CB, INR, EUR, EAP, EUR/V 
UNCLAS TOKYO 003432 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, BK, JA SUBJECT: 
UNCLAS BRATISLAVA 000495 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: KDEM, PREL, PGOV, EAID 
UNCLAS SECTION 01 OF 03 BASRAH 000107 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, SEI 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 001032 SIPDIS SIPDIS DEPT FOR SA/INS; MCC FOR 


Column 10 


UNCLAS SECTION 01 OF 02 KHARTOUM 001447 SIPDIS AIDAC SIPDIS STATE FOR AF/SPG, PRM, AND AL 
UNCLAS DAR ES SALAAM 000993 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAGR, ETRD, USDA, USTR, TZ SI 
CONFIDENTIALSECTION 01 OF 02 ABU DHABI 002542 SIPDIS NOFORN SIPDIS STATE FOR NEA/AF 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 MOSCOW 006515 SIPDIS SIPDIS Е.О. 12958: DECL: 06/20/2016 ` 


Column 10 


UNCLAS SECTION 01 OF 02 THE HAGUE 001375 SIPDIS SIPDIS FRANKFURT FOR IRS ATTACHE STATE F 
UNCLAS SECTION 01 OF 03 PARIS 004221 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS ANKARA 003626 SIPDIS PLEASE PASS TO USAID FOR OFDA C LEONARDO AND R ANDREW SIP 
UNCLAS SECTION 01 OF 02 MINSK 000652 SIPDIS SENSITIVE SIPDIS DEPT PASS TO USTR E.O. 12958: 


Column 10 


CONFIDENTIAL CASABLANCA 000676 SIPDIS SIPDIS STATE FOR S/CT AND FOR NEAMAG E.O. 12 


Column 10 


UNCLAS SECTION 01 OF 03 MINSK 000653 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, PHUM, ET 


Column 10 


UNCLAS SECTION 01 OF 03 BEIJING 013022 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, CH, KN € 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 VATICAN 000115 SIPDIS SIPDIS DEPT FOR EUR/WE LARREA; D 


Column 10 


UNCLAS AMMAN 004508 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R/MR, I/GNEA, B/BXN 


Column 10 


CONFIDENTIALFREETOWN 000500 SIPDIS SIPDIS DEPARTMENT FOR AF/FO, AF/W, S/WCI E.O. 1: 
UNCLAS YEREVAN 000830 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EUR/CARC, EUR/PPD E.O. 129 
CONFIDENTIALROME 001823 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: NATO, 


CONFIDENTIALAMMAN 004514 SIPDIS SIPDIS Е.О. 12958: DECL: 06/19/2016 TAGS: PREL, PHUM, J 
CONFIDENTIALSECTION 01 OF 02 PARIS 004225 SIPDIS SIPDIS E.O. 12958: DECL: 6/14/2016 TAGS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BAGHDAD 002099 SIPDIS SIPDIS REL TO UK E.O. 12958: DECL 


Column 10 


CONFIDENTIALYEREVAN 000831 SIPDIS SIPDIS DEPARTMENT FOR EUR(BRYZA) AND EUR/CARC 


Column 10 


UNCLAS BELGRADE 000977 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, SR SUBJECT 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DHAKA 003690 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAC 


Column 10 


UNCLAS SECTION 01 OF 02 KINSHASA 000968 SIPDIS SENSITIVE SIPDIS TREASURY FOR LKOHLER E.C 


Column 10 


UNCLAS RIYADH 004960 SIPDIS SENSITIVE SIPDIS DEPT FOR NEA/ARPI (BSHUKAN) Е.О. 12958: N/A ΤΑΙ 
UNCLAS KINSHASA 000969 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, KDEM, CG, ELECTIO 


Column 10 


UNCLAS ROME 001824 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ETTC, ETRD, IR, IT SUBJECT: FINMECCANI( 


Column 10 


UNCLAS BUCHAREST 001011 SIPDIS SENSITIVE SIPDIS STATE DEPT FOR EUR/NCE - WILLIAM SILKWOF 
CONFIDENTIALBEIJING 013023 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2031 TAGS: PGOV, PHUM, : 


CONFIDENTIALKABUL 002786 SIPDIS SIPDIS DEPT FOR SCA/FO, S/CT, SCA/A, NSC FOR AHARRIN 
CONFIDENTIALRIYADH 004961 SIPDIS SIPDIS E.O. 12958: DECL: 06/17/2016 TAGS: MNUC, PARM, F 
CONFIDENTIALSECTION 01 OF 02 BANGKOK 003673 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 


Column 10 


UNCLAS MAPUTO 000728 SIPDIS SIPDIS AF/S FOR HTREGER MCC FOR SGAULL AND MHARRINGTON U 


Column 10 


UNCLAS MINSK 000654 SIPDIS SIPDIS KIEV ALSO FOR USAID E.O. 12958: N/A TAGS: PGOV, PINR, PREL, 


CONFIDENTIALZAGREB 000753 SIPDIS SIPDIS FOR EUR/SCE ENGLISH AND BELL, WHA/CCA E.O 


UNCLAS NEW DELHI 004334 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PHUM, CJAN, CVIS, PTER, 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 NEW DELHI 004336 SIPDIS SIPDIS Е.О. 12958: DECL: 06/20/2011 


Column 10 


SECRET KUWAIT 002416 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP, EB/ESC/TFS FOR BENDANA, 
UNCLAS KABUL 002787 SIPDIS SENSITIVE SIPDIS DEPT FOR SCA/FO, SCA/RA, SCA/A, S/CT NSC FOR At 
CONFIDENTIAL SECTION 01 OF 02 NOUAKCHOTT 000764 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/19/2 


Column 10 


CONFIDENTIALZAGREB 000754 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PREL, HR, DEF 


UNCLAS SECTION 01 OF 09 TEL AVIV 002400 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALKATHMANDU 001596 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PTER, PG 


Column 10 


UNCLAS AMMAN 004527 SIPDIS SIPDIS STATE PASS TO National Science Foundation STATE ALSO PASS Ti 


CONFIDENTIALSECTION 01 OF 02 MOSCOW 006535 SIPDIS SIPDIS Е.О. 12958: DECL: 06/20/2016 ` 


Column 10 


CONFIDENTIALISLAMABAD 011708 SIPDIS NOFORN SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: P 
UNCLAS SANAA 001805 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, YM SUBJECT: AMBASSADOR 


UNCLAS SECTION 01 OF 02 SAO PAULO 000685 SIPDIS DEPT FOR WHA/BSC, WHA/EPSC, EB/IFD STATE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 THE HAGUE 001378 SIPDIS SIPDIS DEPARTMENT FOR EUR/UB 


Column 10 


CONFIDENTIALRIYADH 004966 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PTER, PINR, PF 
CONFIDENTIALRIYADH 004967 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PTER, PINR, PF 
SECRET BEIRUT 002034 SIPDIS SIPDISNOFORN NSC FOR ABRAMS/WERNER/DORAN/SINGH E.O. 12 


Column 10 


CONFIDENTIALKATHMANDU 001597 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PGOV, PT 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 001520 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS, DRL/IRF E.C 


Column 10 


UNCLAS ASHGABAT 000651 SIPDIS STATE FOR SCA/CEN (FRESE) SENSITIVE SIPDIS E.O. 12958: N/A T/ 
CONFIDENTIALSECTION 01 OF 04 ASHGABAT 000652 SIPDIS SIPDIS SECSTATE WASHDC SCA/CE 


Column 10 


UNCLAS ANKARA 003636 SIPDIS SIPDIS USDOC FOR 4212/ITA/MAC/CPD/CRUSNAK PASS EXIMBANK FO! 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 BEIJING 013025 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2031 TA 


Column 10 


UNCLAS DAMASCUS 002975 SIPDIS SIPDIS DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/S:STHIBEA 


Column 10 


CONFIDENTIALBAGHDAD 002108 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2026 TAGS: KDEM, ELAB 
CONFIDENTIALSECTION 01 OF 02 JEDDAH 000430 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 


Column 10 


CONFIDENTIALKUWAIT 002417 SIPDIS NOFORN SIPDIS FOR NEA/ARP, IO, AND PRM E.O. 12958: | 


Column 10 


CONFIDENTIALKUWAIT 002418 SIPDIS NOFORN SIPDIS FOR NEA/ARP AND IO E.O. 12958: DECL: 


UNCLAS ADDIS ABABA 001690 SIPDIS SIPDIS KAMPALA FOR WS DR. JENDAYI FRAZER EUCOMM FOR PC 
CONFIDENTIALOSLO 000805 SIPDIS SIPDIS Е.О. 12958: DECL: 06/20/2016 TAGS: PREL, КРАЕ, ΕΑΙΓ 


UNCLAS SECTION 01 OF 03 ADDIS ABABA 001691 SIPDIS SENSITIVE SIPDIS USUN FOR A/S FRAZER HAC 


Column 10 


CONFIDENTIALMUSCAT 000999 SIPDIS SIPDIS STATE FOR NEA, NEA/ARP, IO/UNP E.O. 12958: DE 
CONFIDENTIALBANJUL 000394 SIPDIS SIPDIS DAKAR PLS PASS DAO, ODC, AND RAO E.O. 12958 


Column 10 


UNCLAS SAO PAULO 000686 SIPDIS SIPDIS STATE INR/R/MR; IIP/R/MR; WHA/PD DEPT PASS USTR USE 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 002419 SIPDIS NOFORN SIPDIS STATE FOR NEA/ARP, 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 VILNIUS 000581 SIPDIS SIPDIS STATE FOR EUR/NB E.O. 12958 


Column 10 


UNCLAS BRIDGETOWN 001066 SIPDIS SIPDIS FAA MIAMI PASS TO TSA FOR LORETTA МСМЕІН Е.О. 129 
CONFIDENTIALSECTION 01 OF 02 DAMASCUS 002976 SIPDIS SIPDIS PARIS FOR ZEYA, LONDON | 


Column 10 


UNCLAS ALGIERS 001120 SIPDIS SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: PREL, PHUM, PBTS, WI, AG, N 
CONFIDENTIALSECTION 01 OF 02 ANKARA 003638 SIPDIS SIPDIS DEPARTMENT FOR EUR/SE E.C 


Column 10 


CONFIDENTIALCAIRO 003836 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PREL, PGOV, KP 


Column 10 


UNCLAS BRIDGETOWN 001067 SIPDIS SIPDIS E.O. 12958: N/A TAGS: EAIR, OTRA, SC, XL SUBJECT: COU 
UNCLAS SECTION 01 OF 03 ANKARA 003641 SIPDIS SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/ 


Column 10 


CONFIDENTIALABUJA 001547 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PGOV, PHUM, PF 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 002420 SIPDIS SIPDIS STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 LAGOS 000866 SIPDIS SIPDIS STATE FOR AF/W STATE FOR INF 


Column 10 


SECRET SECTION 01 OF 02 KIRKUK 000119 SIPDIS SIPDIS BAGHDAD FOR POL, POL-MIL, NCT, IRMO/ 


Column 10 


UNCLAS MAPUTO 000737 SIPDIS SIPDIS USDA FOR FAS/RON LORD EB/TPP/ABT/ATP FOR PHUDAK AF/S 
CONFIDENTIALMUSCAT 001000 SIPDIS SIPDIS STATE FOR NEA, NEA/RA (HILL), IO/UNP (HARRIS), 


CONFIDENTIALOSLO 000807 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PREL, MARR, PIN 


Column 10 


CONFIDENTIALANKARA 003643 SIPDIS SIPDIS Е.О. 12958: DECL: 06/19/2016 TAGS: PTER, PREL, N 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KIRKUK 000120 SIPDIS SIPDIS BAGHDAD FOR POL, ECON, IRM 
CONFIDENTIALLAGOS 000867 SIPDIS SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: ECPS, ECON, E 


Column 10 


CONFIDENTIALSECTION 01 OF 04 NICOSIA 000935 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 T/ 


Column 10 


UNCLAS SECTION 01 OF 02 NDJAMENA 000862 SIPDIS SENSITIVE SIPDIS DEPT. FOR AF, AFC, DRL, PRN 


Column 10 


CONFIDENTIAL GEORGETOWN 000595 SIPDIS SIPDIS FROM THE AMBASSADOR FOR WHA A/S SF 


Column 10 


UNCLAS BUCHAREST 001015 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/NCE - WILLIAM SILKWORTH E. 


SECRET SECTION 01 OF 04 DILI 000320 SIPDIS NOFORN SIPDIS DEPT FOR EAP/MTS NSC FOR HOLL 


Column 10 


SECRET SECTION 01 OF 02 BASRAH 000109 SIPDIS SIPDIS E.O. 12958: DECL: 6/20/2016 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 02 ACCRA 001409 SIPDIS SENSITIVE SIPDIS PLEASE PASS FOR BIRD MATTING 
UNCLAS ΤΗΕ HAGUE 001383 SIPDIS SIPDIS STATE FOR ISN/CB, VCI/CCB, L/ACV, IO/S SECDEF FOR OSC 


Column 10 


UNCLAS RABAT 001206 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OTRA, MO SUBJECT: COUNTRY CLEARAN( 


Column 10 


CONFIDENTIALMOSCOW 006547 SIPDIS SIPDIS DEPARTMENT FOR INL/PRAHAR DOJ FOR OPDA 


Column 10 


CONFIDENTIALBOGOTA 005526 SIPDIS SIPDIS Е.О. 12958: DECL: 06/20/2016 TAGS: KJUS, PGOV, | 
CONFIDENTIALATHENS 001582 SIPDIS SIPDIS FOR EUR/SE JUSTICE FOR OFFICE OF INTERNATI( 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BRATISLAVA 000499 SIPDIS SIPDIS NSC FOR DAMON WILSON 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 NDJAMENA 000864 SIPDIS SIPDIS Е.О. 12958: DECL: 06/15/201( 


Column 10 


CONFIDENTIALLAGOS 000873 SIPDIS SIPDIS STATE FOR AF/W STATE FOR INR/AA E.O. 12958: DE 
CONFIDENTIALBUCHAREST 001016 SIPDIS SIPDIS STATE FOR EUR/NCE - WILLIAM SILKWORTH 


Column 10 
CONFIDENTIAL JERUSALEM 002545 SIPDIS SIPDIS NEA FOR FRONT OFFICE; NEA/IPA FOR WILLIA 


CONFIDENTIALSECTION 01 OF 02 KIEV 002403 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS 


Column 10 


UNCLAS LAGOS 000874 SIPDIS SENSITIVE SIPDIS DOL FOR ANNE ZOLLNER STATE FOR DRL LAUREN F 


UNCLAS MAPUTO 000741 SIPDIS SIPDIS STATE FOR AF/S; USAID FOR AA/AFR AND AFR/SA; MCC FOR S 
UNCLAS SECTION 01 OF 06 PARIS 004243 SIPDIS SENSITIVE SIPDIS ATHENS PLEASE PASS DAVID RAN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TEL AVIV 002413 SIPDIS DEPARTMENT PLEASE PASS ТО USTR: 


Column 10 


UNCLAS LISBON 001212 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, PHUM, PREL, PREF, PT SUBJECT: F 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 002414 SIPDIS E.O. 12958: DECL: 06/19/2016 TAGS: PR 


Column 10 


UNCLAS REYKJAVIK 000226 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PHUM, UNHRC-1, PREL, IC SUBJECT: 


CONFIDENTIAL SECTION 01 OF 02 PRISTINA 000531 SIPDIS SIPDIS DEPT FOR DRL, INL, EUR/SCE 


Column 10 


CONFIDENTIALRABAT 001211 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PREL, PHUM, M( 


Column 10 


UNCLAS SECTION 01 OF 02 PRISTINA 000532 SIPDIS SENSITIVE SIPDIS DEPT FOR DRL, INL, EUR/SCE, / 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 NOUAKCHOTT 000770 SIPDIS SIPDIS Ε.Ο. 12958: DECL: 06/1 9/2 


Column 10 


UNCLAS GEORGETOWN 000597 SIPDIS SENSITIVE SIPDIS E.O. 12958: N/A TAGS: PREL, PHUM, GY SUB. 
UNCLAS BRIDGETOWN 001069 SIPDIS SIPDIS DEPT FORWHA/CAR E.O. 12958: N/A TAGS: EAIR, OTRA, 
UNCLAS BRASILIA 001219 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PHUM, US, UNHRC-1, BR SUBJECT: BRA 


UNCLAS SECTION 01 OF 03 BRASILIA 001231 SIPDIS STATE PASS USTR:MSULLIVAN DOE FOR GWARD/S 


Column 10 


UNCLAS LA PAZ 001660 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND USAID FOR LAC/SA/JBAKKEN, | 


Column 10 


UNCLAS LA PAZ 001661 SIPDIS SENSITIVE SIPDIS STATE FOR WHA/AND STATE FOR EB/CIP/BA/WAYALA 


CONFIDENTIALLAPAZ 001662 SIPDIS SIPDIS STATE FOR WHA/AND L.PETRONI E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 001849 SIPDIS NOFORN SIPDIS ENERGY FOR CDAY, 


Column 10 


CONFIDENTIALBAGHDAD 002112 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PGOV, KDEN 
UNCLAS SAN SALVADOR 001600 SIPDIS SIPDIS DRL FOR C. NEWLING, WHA/CEN FOR P. DEGLER Е.О. 

UNCLAS MONTEVIDEO 000563 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, PHUM, PREF, PREL, IRCE, U' 
UNCLAS USUN NEW YORK 001241 SIPDIS SIPDIS E.O. 12958: N/A TAGS: AORC, KUNR, UNGA/C-5 SUBJE 


Column 10 


CONFIDENTIAL PANAMA 001213 SIPDIS SIPDIS Е.О. 12958: DECL: 06/20/2016 TAGS: ЕТАР, ENRG, 


Column 10 


UNCLAS USUN NEW YORK 001244 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ETTC, UNSC, PREL, PGOV, LI SI 
CONFIDENTIAL MANAGUA 001359 SIPDIS SIPDIS DEPT FOR WHA/CEN Е.О. 12958: DECL: 06/20/2C 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 002113 SIPDIS SIPDIS E.O. 12958: DECL: 06/15/2016 TAG 


Column 10 


CONFIDENTIALWELLINGTON 000470 SIPDIS SIPDIS NOFORN STATE FOR D (FRITZ), EAP/FO, ANE 


Column 10 


UNCLAS SECTION 01 OF 11 TOKYO 003440 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 


Column 10 


UNCLAS WELLINGTON 000471 SIPDIS SIPDIS DEPT FOR A/RPS/IPS/CR/RSC E.O. 12958: N/A TAGS: AINF 
UNCLAS SECTION 01 OF 02 WELLINGTON 000472 SIPDIS SIPDIS SENSITIVE STATE FOR EAP/ANP - DAN 


Column 10 


SECRET SECTION 01 OF 03 KABUL 002802 SIPDIS SIPDIS STATE FOR S/WCI, SCA/FO, SCA/A, S/CRS, 


Column 10 


SECRET SECTION 01 OF 02 BAGHDAD 002114 SIPDIS SIPDIS Е.О. 12958: БЕСІ: 06/19/2016 TAGS: РС! 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 001038 SIPDIS STATE FOR SA/INS; MCC FOR D NASSIRY AND E E 
UNCLAS ALMATY 002187 SIPDIS DEPARTMENT FOR SCA/CEN (J. MUDGE), ISN/MNSA GENEVA FOR CD L 


Column 10 


UNCLAS SEOUL 002054 SIPDIS SENSITIVE SIPDIS GENEVA FOR RMA E.O. 12958: N/A TAGS: PREL, PHUI 
CONFIDENTIAL SECTION 01 OF 02 RIYADH 004997 SIPDIS SIPDIS DHAHRAN SENDS PARIS FOR ZI 


Column 10 


UNCLAS TOKYO 003447 SIPDIS SIPDIS STATE FOR I/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, EAP/J, E. 


Column 10 


CONFIDENTIAL SECTION 01 OF 03 BAGHDAD 002115 SIPDIS CORRECTED COPY-ADDEDT, 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 003644 SIPDIS TREASURY FOR CPLANTIER, MNUGENT AND KMATF 


Column 10 


UNCLAS SEOUL 002059 SIPDIS SIPDIS Е.О. 12958: N/A TAGS: PREL, PREF, ETRD, KN SUBJECT: INVITATI 


UNCLAS SECTION 01 OF 03 KABUL 002819 SIPDIS SIPDIS STATE FOR SA/FO (DAS GASTRIGHT), SA/A, S 
CONFIDENTIAL SECTION 01 OF 04 TOKYO 003449 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TA( 


Column 10 


SECRET SECTION 01 OF 03 BAGHDAD 002116 SIPDIS SIPDIS E.O. 12958: DECL: 06/13/2016 TAGS: ECt 


Column 10 


CONFIDENTIALTIRANA 000662 SIPDIS SIPDIS STATE FOR EUR/SCE (MBENEDICT) E.O. 12958: DE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BASRAH 000110 SIPDIS SIPDIS E.O. 12958: DECL: 6/21/2016 TA 


Column 10 


UNCLAS SECTION 01 OF 02 FRANKFURT 004232 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EUR/AG 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PRETORIA 002545 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 


Column 10 


UNCLAS LILONGWE 000553 SIPDIS SIPDIS STATE FOR AF STATE FOR AF/S DAN MOZENA, GABRIELLE N 
UNCLAS SECTION 01 OF 02 ZAGREB 000757 SIPDIS SENSITIVE SIPDIS STATE FOR EB/IFD/OMA EUR/SC 


Column 10 


CONFIDENTIAL MADRID 001610 SIPDIS NOFORN SIPDIS Ε.Ο. 12958: DECL: 06/19/2016 TAGS: KDE! 
UNCLAS SECTION 01 OF 02 MAPUTO 000745 SIPDIS SIPDIS USDOC FOR 3131/ANESA/KBRENNAN/JMATI 
CONFIDENTIALMUSCAT 001001 SIPDIS SIPDIS STATE FOR NEA, NEA/IPA AND NEA/ARP E.O. 1295 


UNCLAS SKOPJE 000593 SIPDIS SIPDIS DEPT FOR EUR/SCE E.O. 12958: N/A TAGS: AORC, PHUM, PREL 
CONFIDENTIALSECTION 01 OF 04 PARIS 004247 SIPDIS DEPT ALSO FOR EUR/WE, DRL/IL, INR/EU: 


Column 10 


SECRET SECTION 01 OF 04 ISLAMABAD 011740 SIPDIS NOFORN SIPDIS Е.О. 12958: DECL: 06/20/2016 


Column 10 


UNCLAS PHNOM PENH 001153 SIPDIS SENSITIVE SIPDIS DEPARTMENT FOR EAP/MLS, G/TIP AND EAP/F 
UNCLAS ANKARA 003649 SIPDIS SIPDIS DOE FOR INTERNATIONAL AFFAIRS - CHARLES WASHINGTON | 


Column 10 


UNCLAS SECTION 01 OF 10 TOKYO 003454 SIPDIS SIPDIS DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA 


Column 10 


UNCLAS SECTION 01 OF 03 GUANGZHOU 018102 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM USPAC 


Column 10 


UNCLAS SECTION 01 OF 02 GUANGZHOU 018103 SIPDIS SIPDIS E.O. 12958: N/A TAGS: ECON, EFIN, EIN 


Column 10 


UNCLAS SECTION 01 OF 03 GUANGZHOU 018105 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/CM AND EE 


Column 10 


UNCLAS SECTION 01 OF 03 ALMATY 002191 SIPDIS STATE FOR INL PRAHAR, MCCOWAN AND CARROLL: 


Column 10 


UNCLAS AIT TAIPEI 002127 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - ERIC BARBC 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 004248 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY; BBG/VOA; IIP/W 


Column 10 


UNCLAS LISBON 001218 SIPDIS SIPDIS COMMERCE FOR DON WRIGHT, 4211/MAC/OEU E.O. 12958: N/A 


Column 10 


UNCLAS TOKYO 003455 SIPDIS SIPDIS DEPARTMENT PLEASE PASS TO DAPHNE COOK, L/T. E.O. 12958 
CONFIDENTIALCAIRO 003849 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 TAGS: PREL, PGOV, MC 


CONFIDENTIALCOLOMBO 001040 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 TAGS: PREL, PGO\ 


Column 10 


CONFIDENTIALBEIJING 013187 SIPDIS SIPDIS Е.О. 12958: DECL: 06/21/2016 TAGS: PHUM, PREL, F 


CONFIDENTIALDAR ES SALAAM 001006 SIPDIS SIPDIS STATE AF/E FOR B YODER AND AF/EPS FC 


Column 10 


UNCLAS PARIS 004253 SIPDIS SENSITIVE SIPDIS STATE FOR EB/IFD/OMA TREASURY FOR DO/IDD AND 


Column 10 


CONFIDENTIAL SANAA 001813 SIPDIS SIPDIS Е.О. 12958: DECL: 06/19/2016 TAGS: ECON, EFIN, EC 
CONFIDENTIAL DUBLIN 000718 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: PREL, KDEM, P 


Column 10 


CONFIDENTIALSECTION 01 OF 02 YEREVAN 000836 SIPDIS SENSITIVE SIPDIS DEPT FOR EUR/CA 
UNCLAS SECTION 01 OF 03 MUSCAT 001004 SIPDIS SENSITIVE SIPDIS STATE FOR NEA/ARP (S. STEING 


UNCLAS SECTION 01 OF 04 JAKARTA 007839 SIPDIS FROM AMCONSUL SURABAYA # 1663 SENSITIVE SI 


Column 10 


CONFIDENTIALMOSCOW 006563 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 TAGS: PREL, PGOV, 


Column 10 


UNCLAS RANGOON 000843 SIPDIS SENSITIVE SIPDIS STATE FOR EAP/MLS; PACOM FOR FPA E.O. 1295 


Column 10 


CONFIDENTIALSECTION 01 OF 02 JEDDAH 000432 SIPDIS SIPDIS RIYADH, PLEASE PASS TO DHA 


Column 10 


CONFIDENTIALCOTONOU 000603 SIPDIS SIPDIS E.O. 12958: DECL: 06/18/2016 TAGS: PREL, AORC 


CONFIDENTIALSECTION 01 OF 02 DHAKA 003725 SIPDIS SIPDIS STATE FOR SCA/PB; INR E.O. 12 


Column 10 


UNCLAS KATHMANDU 001614 SIPDIS SIPDIS E.O. 12958: N/A TAGS: OPDC, PGOV, PREL, NP SUBJECT: PI 
CONFIDENTIALKATHMANDU 001615 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 TAGS: PTER, PG 


Column 10 


CONFIDENTIALAIT TAIPEI 002138 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2031 TAGS: PGOV, PREL 


Column 10 


CONFIDENTIALKATHMANDU 001617 SIPDIS SIPDIS E.O. 12958: DECL: 06/21/2016 TAGS: PREL, PG 


Column 10 


CONFIDENTIAL SECTION 01 OF 02 KINSHASA 000972 SIPDIS SIPDIS E.O. 12958: DECL: 06/20/2031 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 003651 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, ECON, SCUL, S 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 003652 SIPDIS SIPDIS E.O. 12958: N/A TAGS: PGOV, ECON, SCUL, S 


3. Rashid had no substantive response. BUTENIS 
EL, ID, RP, MY SUBJECT: PREPARING FOR THE MARITIME BORDER NEEDS ASSESSMENT RE 
; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUF 


ın Rights Council SUBJECT: HUMAN RIGHTS COUNCIL DEMARCHE DELIVERED REF: STATE % 
14/2016 TAGS: KIRF, PGOV, PHUM, PREL, IS, UZ, TX SUBJECT: TASHKENT-BASED ISRAELI UPI 


14/2016 TAGS: KIRF, PHUM, PREL, IS, TX, UZ SUBJECT: TASHKENT-BASED ISRAELI CONSUL U 


K, PREL, UN, PHUM SUBJECT: DEMARCHE DELIVERED: HUMAN RIGHTS COUNCIL REF: A. S 
2L: 06/14/2016 TAGS: PHUM, PREL, NZ SUBJECT: NEW ZEALAND RESPONSE: HUMAN RIGHTS 


AGS: PREL, MASS, MARR, ID SUBJECT: INDONESIA: SIX MONTHS OF NORMALIZED MIL-MIL F 


-EDAUGHTRY COMMERCE FOR ABENAISSA/4530/ITA/MAC/AP/OSAO E.O. 12958: N/A TAGS: E 
4 RICCI Ε.Ο. 12985: N/A TAGS: OTRA, KSCA, TBIO, AS, NZ SUBJECT: NEW ZEALAND COUNT! 


T, AORC, UNGA, UNGA/C-5, PREL, LA SUBJECT: LAO MFA COMMENTS ON NAM/G-77 UN REFC 


)16 TAGS: PGOV, РАМА, PINS, PTER, BG SUBJECT: TABLIGH-E-JAMAAT: ISLAMIC REVIVALISM : 


1, NP SUBJECT: NEPALI MAOIST SENTENCED TO THREE YEARS BY CHENNAI COURT REF: 0. 


TAGS: PREL, MARR, MOPS, OSCE, GG, AM, AJ, RS SUBJECT: U.S.-RUSSIA TALKS ON THE CAL 


:UR/ERA, EB/CBA DEPT PLEASE PASS TO USTR/ERRION USDOC FOR ITA/SAVICH TREASURY 


15, SCA/PAB, S/CT, EUR/RPM STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG NSC FOR AF 


PREL, EAGR, SR, MW SUBJECT: DISSOLUTION OF STATE UNION OF SERBIAAND BELGRAD 


JV, FI, RS, EN SUBJECT: ESTONIA HOSTS HIGH-LEVEL CONFERENCE ON THE NORTHERN DI 


З/АА Ε.Ο. 12958: DECL: 06/14/2016 TAGS: PREL, PGOV, NI SUBJECT: ATIKU CAMP THINKS IT F 
AS FAA/AREA DIRECTOR RANDALL HAGER, USDA FOR FAS ITP/PATRICIA SHEIKH, THOMAS F 


f WITH EU CONSENSUS ON INDIGENOUS PEOPLES DECLARATION REF: STATE 78740 1. (SE 
М, MK SUBJECT: MACEDONIA\'S DEPUTY FM TO ATTEND PSI HIGH-LEVEL POLITICAL MEETIN 
IR INR/AA E.O. 12958: N/A TAGS: PGOV, KDEM, MI SUBJ: RESPECTED OPPOSITION FIGURE [ 
3JECT: CHURCH OF CYPRUS WILL HOLD ELECTIONS SEPTEMBER 24 REF: NICOSIA 642 Cla: 


TC, PREL, EUN, EN SUBJECT: TREASURY UNDER SECRETARY ADAMS STUDIES ESTONIAN E 


NNP, ENRG, JA, IN SUBJECT: JAPAN: REPORT URGES PM KOIZUMI TO ENDORSE INDIA CIVIL 
16 TAGS: PREL, KCRS, PTER, SO, YE SUBJECT: PRESIDENT SALEH ON SOMALIA\'S ISLAMIC t 


3JECT: ASYLUM SEEKERS PROTEST FOR RIGHTS IN CYPRUS; IMMIGRATION REFORM BADL' 


PLEASE PASS NIH USDOC FOR 4420/ITA/MAC/MCQUEEN, CELICO, DAS LEVINE STATE PASS 


35: PREL, PGOV, IR, KS, CH, JA SUBJECT: AMBASSADOR SCHIEFFER DISCUSSES YASUKUNI 


)R A/DAS REDDICK Е.О. 12958: DECL: 06/14/2016 TAGS: PREL, ASEC, MARR, KPKO, ЕТ, ER, $ 


TPHY, KSCA, ECON, SENV, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR GUY R. GE 
JV, EMIN, EINV, MG SUBJECT: Tense Standoff in Protest at Foreign Mine SENSITIVE BUT UNCL/ 


15/2026 TAGS: PREL, PTER, KPAL, IS, TU SUBJECT: LOW-PROFILE HAMAS DELEGATION VISIT 


). 12958: N/A TAGS: PREL, KIRF, PHUM, PGOV, HUMANR, VM SUBJECT: VIETNAM PLANS TO R 


:S/IHA SINGER AND FENDRICK DEPT FOR EAP/J USDA PASS TO APHIS HHS PASS TO CDC HF 


S/ES-O DEPT FOR OES/FO, OES/EID, OES/PCI, OES/STC AND OES/IHA DEPT PASS TO USDA/ 


16/15/2016 TAGS: PREF, PREL, PHUM, TH, KS, KN, North Korea (ОРАК), Refugee, Asylum SUBJE! 
OR ASUTR CUTLER NSC FOR COLLINS Е.О. 12958: DECL: 06/15/2016 TAGS: ECON, EAGR, ЕТ 


1 SUBJECT: SOUTHWEST BANGLADESH: SECURITY AND THE 2006-07 ELECTION REF: DHAK 


O SUBJECT: DRAFT DECLARATION OF THE RIGHTS OF INDIGENOUS PEOPLES: JORDAN RE 
1031 TAGS: PHUM, PREL, UN, CH SUBJECT: HUMAN RIGHTS: NORWEGIANS ON REBIYA KADE 
CLAYMORE ATTACK ON CIVILIAN BUS 1. (SBU) On Thursday, June 15, 2006 the American Embé 
FOR TSOU E.O. 12958: DECL: 06/15/2016 TAGS: PHUM, PGOV, SY SUBJECT: SYRIA ROUNDUF 


ЭЕЕСЕ OF THE SECRETARY/MOLLY WILLIAMSON, DOE OIC FOR PUMPHREY Ε.Ο. 12958: DE 
WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


/P, NEA/PI, INR/NESA, R/MR, I/GNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LOND 


DEPT FOR EAP/CM E.O. 12958: DECL: 06/15/2031 TAGS: PGOV, PHUM, PREL, HK, CH, PINR, I 


3, GA SUBJECT: THE GAMBIA: DEMARCHE ON OIC MEETING IN BAKU REF: STATE 96389 Cla: 
/2016 TAGS: PREL, PTER, PGOV, UN, IZ, IN, IT SUBJECT: ITALY: MOI AMATO TALKS IMMIGRATI 
IL--MARK MITTELHAUSER, AND EAP/TPP/ABT ED HEARTNEY COMMERCE FOR ITA/OTEXA M/ 


A FOR FPA Е.О. 12958: DECL: 06/11/2016 TAGS: ELAB, PHUM, PGOV, PREL, ECON, BM SUBJE( 


-, PHUM, BG SUBJECT: WEEK OF PROTESTS CONSIDERED A SUCCESS BY OPPOSITION 1. 


}, GA, UNSC SUBJECT: THE GAMBIA: G-8 DEMARCHE ON WMD/COUNTER-TERRORISM 1. (SE 
TAGS: PGOV, PHUM, TH, Thai Political Updates SUBJECT: KING CELEBRATIONS FINISH; RETUF 


5, SU SUBJECT: LITTLE PROGRESS WITH REMAINING OTHER ARMED GROUPS IN SOUTH S 
/CARC FOR KWITMER, BPRM FOR ETOURE E.O. 12958: DECL: 06/15/2016 TAGS: PREL, SMIG 


-, PHUM, BG SUBJECT: WEEK OF PROTESTS CONSIDERED A SUCCESS BY OPPOSITION 1. 


15 Е.О. 12958: N/A TAGS: PGOV, ECON, PREL, PHUM, CASC, TU, SY, IZ SUBJECT: TURKEY: IR 
"AGS: PHUM, KHDP, PREF, PARM, AORC, ODIP, OFDP, KSEP, BK SUBJECT: BOSNIA: NIGHT OF 


TAGS: PREL, PGOV, PHUM, KDEM, IZ SUBJECT: IRAQ NATIONAL ACCORD CONFERENCE DEL 


VEPSC CDR USSOCOM FOR J-2 IAD/LAMA SIPDIS E.O. 12958: N/A TAGS: KPAO, OPRC, KMDF 


NSC FOR AHARRIMAN CENTCOM FOR POLAD, CG CFC-A, CG CJTF-76 TREASURY FOR APAR 
SEC, CH, IR SUBJECT: JUNE 15 MFA PRESS BRIEFING: IRAN/SCO SUMMIT, U.S. CITIZEN SEC 


SAID HQ GENEVA FOR RMA CAIRO AND AMMAN FOR REFCOORDS CHEYNE AND KANESHIR( 


‘GOV, TBIO, EAGR, ECON, CE SUBJECT: SRI LANKA\'S HIGH SUICIDE RATES: A PERSISTENT F 


I, B/BRN, NEA/PPD, МЕАЛРА FOR ALTERMAN USAID/ANE/MEA LONDON FOR TSOU SIPDIS E.( 


EU; AF/PA; EUR/WE /P/SP; D/C (MCCOO); EUR/PA; INR/P; INR/EUC; PM; OSC ISA FOR ILN; NE/ 


5 TAGS: PGOV, PINR, ECON, EINV, EFIN, ELAB, EPET, ENRG, IN SUBJECT: CONGRESS ON THI 


NTINA-BOLIVIA NATURAL GAS NEGOTIATIONS UPDATE 1. Minister of Planning Julio De Vido a 


-, MK SUBJECT: MACEDONIA PASSES CHEMICAL WEAPONS CONVENTION LAW (U) The Ma: 


JSAID FOR AFR/EAAND DCHA SUDAN GROUP E.O. 12958: N/A TAGS: PGOV, ASEC, MOPS, Kl 
3 TAGS: PGOV, РИМА, KISL, ECON, EINV, SCUL, PREL, ΙΝ SUBJECT: RUMORS OF A THIRD FRO 


ЧМР SUBJECT: EGYPT VIEWS ON OIC MINISTERIAL REF: А. STATE 96398 B. RIYADH 4775 
RM, AND ALSO PASS USAID/W USAID FOR DCHA SUDAN TEAM, AFR/SP NAIROBI FOR USAID; 


ER, EAID, NP SUBJECT: MAOISTS CONTINUING TO CONSOLIDATE GAINS REF: KATHMANDU 


ҺА DIXON Ε.Ο. 12958: N/A TAGS: ЕЛІН, OTRA, JM SUBJECT: COUNTRY CLEARANCE GRANTE 
tS, SCA/PAB, S/CT, INL STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG NSC FOR AHARRII 
PARM, PL, EN SUBJECT: DEMARCHE DELIVERED ON ESTONIAN PSI HLPM ATTENDANCE RE 
TAGS: PREL, PTER, PHUM, PGOV, CE SUBJECT: SRI LANKA: WORST LTTE ATTACK ON CIVILI 


JBJECT: NORWAY WILL CONSIDER LEADING CSV CONSULTATIONS REF: SECSTATE 95223 * 
NATO, KIRF, TU, GR SUBJECT: FM GUL AND FM BAKOYANNIS JUNE 10 MEETING (U) Classifiec 


358: DNG: CO 06/15/2016 TAGS: BC, ETRD, ETTC, IR, PARM, PREL SUBJECT: DEMARCHE DELI 


PD, NEA/PD, DRL JCS PASS J-5/CDR S. WRIGHT E.O. 12958: N/A TAGS: OPRC, KMDR, TU SUI 


216 TAGS: NATO, PGOV, PREL, TU, AM SUBJECT: TURKISH MP\'S VISIT TO ARMENIA MARRED 


THE OFFICE OF ARMY CHIEF OF STAFF KABUL -- PLEASE PASS TO CFC-A E.O. 12958: DECL 


TAGS: EAGR, EAID, ECON, ETRD, KFPC, PGOV, IZ SUBJECT: NEW AGRICULTURE MINISTER E 


3, VGNEA, B/BXN, Β/ΒΗΝ, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PARIS FOR 


T, VE, JO SUBJECT: BUILDING SUPPORT FOR GUATEMALA IN UN SECURITY COUNCIL ELEC! 
* USAID FOR ANE/MEA MCCLOUD USTR FOR SAUMS TREASURY FOR NUGENT/ADKINS COM 


JO SUBJECT: DEMARCHE DELIVERED ON OIC MINISTERIAL IN BAKU - JORDAN REF: STATE 
CPS, EINT, ETRD, ETTC, LH, HT26 SUBJECT: LITHUANIA CONSIDERING COMMENTS ON ICAN 
KBERG AND EAP/MLS BARRASSO E.O. 12958: DECL: 06/15/2021 TAGS: PREL, PHUM, UNSC, ( 


FOR PRESS OFFICE, SIT ROOM NSC FOR NEA STAFF SECDEF WASHDC FOR USDP/ASD-P/ 


:CT: LOCAL ELECTION DATE SET AND LUKASHENKO ALREADY PROMISING FEW OPPORTUN 


TAILLE TREASURY FOR DAS LEE, RAMIN TOLOUI AND CHRIS KUSHLIS NSC FOR SUE CRONII 


ISL, JO SUBJECT: JORDANIAN REACTION TO THE SUICIDES AT GUANTANAMO BAY REF: А. А 


358: DECL: 06/15/2016 TAGS: PREF, PREL, PHUM, ICRC, IS, SY SUBJECT: SYRIA SEEKS TO BL! 
IV, BO SUBJECT: The Belarusian Lottery: Who Is Actually Winning? MINSK 00000637 001.2 OF 00 


19, HT20, HT23, HT4 SUBJECT: JUSTICE MINISTER PROMISES NO CHANGE IN STATEGIC DIF 


3, VGNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PARIS FOR 


SA WATCHER Е.О. 12958: DECL: 6/15/2016 TAGS: EMIN, ЕТАР, ECON, ER SUBJECT: FINANCII 
7.0. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, PINR, LH, ΗΤΟ, HT3, HT12 SUBJECT: LITHUA 


AF/E USUN NY FOR T.OHLSON LONDON, PARIS, ROME FOR AFRICA WATCHER E.O. 12958: D 


JM, KCRM, KWMN, PGOV, PREL, El SUBJECT: IRISH NGOS PLEASED WITH TIP REPORT REF 


‚ACTION OFFICERS EUCOM FOR J5-AAFRICA DIVISION AND POLAD YATES Е.О. 12958: МАТ 


12958: DECL: 06/09/2016 TAGS: PGOV, PINS, PINR, SG SUBJECT: IS SENEGAL\'S DEMOCRAT 


3 TAGS: PHUM, KDEM, AORC, PREL, IN SUBJECT: INDIA SHARES OUR CONCERNS ABOUT DE 


A, KPAO, KSPR, LO SUBJECT: HUMAN RIGHTS REPORTS TRANSLATIONS COMPLETED REF: 


{LINING FRUIT AND VEGETABLE IMPORT REGULATIONS REF: STATE 95277 (U) On June 14, r 
2958: DECL: 06/15/2026 TAGS: PREL, PTER, KCRM, PGOV, LE, SY, IS SUBJECT: MGLEO1: POTE 


TAGS: PGOV, PHUM, PREL, КОЕМ, РИМА, RS SUBJECT: HUMAN RIGHTS OMBUDSMAN LUKIN / 


SAWATCHER E.O. 12958: DECL: 6/15/2016 TAGS: ECON, EAID, EFIN, PREL, ER SUBJECT: Dire 


SA WATCHER Е.О. 12958: DECL: 6/15/2016 TAGS: EMIN, ЕТАР, ECON, ER SUBJECT: FINANCII 


COUNTRY CLEARANCE FOR FAA PERSONNEL MCLAUGHLIN, MORALES AND PERRY. REF:A 
FOR TSOU E.O. 12958: DECL: 06/14/2016 TAGS: KPAL, PREL, SY SUBJECT: DAMASCUS SEES 


SL: 06/15/2016 TAGS: IR, LE, PGOV, PTER, SY SUBJECT: MGLE01: SCARED OF BLOODSHED, $ 


/A TAGS: EINV, EFIN, PGOV, KIDE, OPIC, KZ SUBJECT: 2006 REPORT ON INVESTMENT DISPU 


AND AF/SPG DEPT PLS PASS USAID FOR AFR/EA AND DCHA SUDAN GROUP E.O. 12958: N/é 
2 follow. Mini also said that AMIS must take steps to protect Darfur and the parties under the DPA. РІ 


S: PREL, PHUM, PINR, IV, CT, TO, CD, FR SUBJECT: NUDGING DEBY ON DIALOGUE. MFA REM 


¡AN/WERNER/SINGH FBI FOR THE DIRECTOR (ATTN: В HASTINGS DOJ FOR THE ATTORNEY 


МАС/ЅАМ5 AND JACOBS/WIEHAGEN Е.О. 12958: N/A TAGS: ЕТАР, KIPR, EG, USTR SUBJECT 
ABRAMS/DORAN/LOGERFO E.O. 12958: DECL: 06/15/2016 TAGS: KPAL, KWBG, PREL, PGOV, | 


MARR, ΝΑΤΟ, TU, GR SUBJECT: TURKEY LIKELY TO SEEK COMPENSATION FOR F-16 COLLISI 
\MS/GREENE/WATERS/WAECHTER; NSC FOR ABRAMS/DORAN/LOGERFO; TREASURY FOR N 


IUM, EG SUBJECT: EGYPT: UN DECLARATION ON THE RIGHTS OF INDIGENOUS PEOPLES R 


V, РАМА, MARR, LO SUBJECT: AMBASSADOR\'S MEETING WITH SMERYS ΝΟ. 2, ROBERT ΚΑΙ. 


: PGOV, PINR, SOCI, MARR, UP SUBJECT: UKRAINE: AT THE RADA, PARTY OF REGIONS UPBI 


‚AND EUR/SSA, NSC FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVI 


¡NER/SINGH Ε.Ο. 12958: DECL: 06/16/2016 TAGS: IS, КОЕМ, LE, PGOV, PREL, SY SUBJECT: М( 


, PGOV, PREL, SO SUBJECT: SOMALIA: ISLAMIST ADVANCES, PROSPECTS FOR DIALOGUE, E 


IIRECTOR C. COURVILLE USAID/AFR/SA FOR E. LOKEN Е.О. 12958: DECL: 06/15/2016 TAGS: | 


N LEADERS MEET IN QUITO 1. (U) Summary: Presidents from Ecuador, Colombia, Peru and Boliv 


5 YAMAMOTO AND AF/E LONDON, PARIS, ROME FOR AFRICA WATCHER E.O. 12958: DECL: 01 


: PGOV, PREL, PINR, КОЕМ, SOCI, MARR, ETRD, UP SUBJECT: UKRAINE: OUR UKRAINE ΙΝΡΙΙ 


3C, SZ, GA SUBJECT: THE GAMBIA:MDA DEMARCHE: PERSUADING OIC MEMBERS TO JOIN T 
WILLIAMS, GREENE, WAECHTER; NSC FOR ABRAMS, LOGERFO; TREASURY FOR ADKINS, ‹ 


SUBJECT: NEW CZECH PARLIAMENT: FRESHMEN DOMINATE MAIN PARTIES PRAGUE 00000 
6 TAGS: PGOV, PHUM, КОЕМ, EG SUBJECT: EGYPT: NEW JUDICIARY LAW SENT TO PARLIAM 


5IPDIS Е.О. 12958: DECL: 06/15/2016 TAGS: PGOV, КОЕМ, КРКО, CG, ELECTIONS SUBJECT: A 


LEGATT PORT OF SPAIN FOR DEAAND LEGATT E.O. 12958: DECL: 06/15/2016 TAGS: SNAR, F 


IUM, UNGA, EG SUBJECT: EGYPT: FIRST SESSION OF NEW HUMAN RIGHTS COUNCIL REF: 


O. 12958: DECL: 06/14/2016 TAGS: PGOV, PREL, ETTC, KSTC, PARM, EZ, PK SUBJECT: CZECH 
ILAD DEPT PASS TO AID/OTI RPORTER COPENHAGEN FOR DLAWTON E.O. 12958: DECL: 06/ 


‚ SP SUBJECT: SPAIN/IRAN: MFA READOUT OF IRANIAN FM VISIT Classified By: Political Couns 


Л: CZECHS WILL SUPPORT U.S. POSITION ON RED CRYSTAL AT JUNE CONFERENCE REF: ‹ 
.O. 12958: DECL: 06/15/2016 TAGS: PHUM, PREL, EZ SUBJECT: CZECHS AGREE PROCEDURAI 
TO, FR SUBJECT: U.S. CANDIDATE FOR NATO SCR IN AFGHANISTAN REF: STATE 97529 Clas 
958: N/A TAGS: EU, UNESCO SUBJECT: UNESCO-DISCUSSION OF ROTATION CAUSING CON 


(GS: AMGT, APER, OTRA, AFSI, EZ SUBJECT: SEPTEMBER 2006: EUR ENTRY LEVEL CONFERE 
i, EB, ШЕВ, ШОМА AND USTR FOR BALASSA/MCCOY NSC PASS TO BWILLIAMS-MANIGAULT 


ASSIFICATION CHANGE TO SBU USUN FOR A/S FRAZER HAGUE FOR A/DAS REDDICK Е.О. 


AFRICA DIRECTOR C. COURVILLE STATE PASS TO OFAC TREASURY FOR J. RALYEA AND B. ! 


R, SENV, PHUM, EAID, GT SUBJECT: GUATEMALAN AMBUSH LEAVES AN ARMY CAPTAIN AND 


(С STATE PASS USAID FOR LAC:MARK CARRATO TREASURY FOR IA MEXICO DESK: JASPER 


IA/OTP FAA FOR AIA TRANSPORTATION FOR OST USCG ROTTERDAM FOR LCDR PATRICIA S 


EL, PGOV, KWBG, IS, ISRAELI-PALESTINIAN AFFAIRS, U.S.-ISRAEL RELATIONS, SETTLEMENT 


-, UNSC, BM SUBJECT: PERMREP EMPHASIZES CHINA\'S OPPOSITION TO SC ACTION ON BL 


REL, PM SUBJECT: GOP SHARES U.S. CONCERN ON TORRES STRAIT REF: STATE 90707 (SE 
12958: DECL: 06/15/2021 TAGS: PGOV, PREL, PTER, ETRD, ELAB, CO, VE SUBJECT: THE STAT 


VEPSC, WHA/PPC, AND WHA/CEN STATE FOR D, E, P, AND WHA TREASURY FOR JHOEK STA 


\GS: PREL, SMIG, MX SUBJECT: ENGAGING THE NEW MEXICAN ADMINISTRATION ON IMMIGI 


POLAD Е.О. 12958: DECL: 06/14/2016 TAGS: PGOV PREL PM SUBJECT: PANAMA: EMBASSY, 


20 SUBJECT: PERU-COLOMBIA RELATIONS -- WHY WE EXPECT AN ERA OF CLOSE COOPER 
UBJECT: CANADA: 2006 REPORT ON INVESTMENT DISPUTES AND EXPROPRIATION CLAIMS 
», UY SUBJECT: URUGUAY: DEMARCHE ON MDA/JUNE 20 CONFERENCE DELIVERED REF:A. 


-: 06/15/2016 TAGS: PHUM, PREL, AORC, UY SUBJECT: URUGUAY DEMARCHED ON HUMAN В 


VEPSC, WHA/PPC, AND WHA/CEN STATE FOR D, E, P, AND WHA TREASURY FOR JHOEK STA 


(GS: PGOV, MX SUBJECT: FEDERAL ELECTORAL INSTITUTE COUNSELOR DISCUSSES JULY : 
:.O. 12958: N/A TAGS: PGOV, PHUM, PREL, ELAB, PA SUBJECT: PANAMA CRIMINALIZES WORE 
ΟΡΙΑ SORIO) SIPDIS STATE FOR EB/ESC, WHA/EPSC, WHA/PPC, AND WHA/CEN STATE FOF 


JV, ETRD,EMIN, EINV, MG SUBJECT: Tense StandoffOne Dead in Protest at Anti- Foreign Mine Prc 
JV, EMIN, EINV, MG SUBJECT: Tense Standoff in Protest at Foreign Mine ULAANBAATA 00000463 
NRG, CO SUBJECT: UNION REJECTS TENTATIVE SETTLEMENT OFFER FROM DRUMMOND | 
ANP-DRICCI, EB/TPP/MTA-MBGOODMAN AND EB/TPP/MTA/MST-TNISSEN COMMERCE FOR Al 


YRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Ε.Ο. 12958: МА TAGS: OPRC, KMDR, F 


C. KUCHTA- HELBLING) SENSITIVE SIPIS E.O. 12958: N/A TAGS: PHUM, PGOV, KZ SUBJECT: 


L, PK SUBJECT: DEMARCHE DELIVERED TO MINISTER SHERPAO ON FOREIGNERS IN MADR; 


NIG, KFRD, ASEC, PREF, ELAB, PK SUBJECT: AMBASSADOR DISCUSSES PAKISTANVS TRAFFI! 
, ECA/PE/VRF, IIP/G/EA, В Е.О. 12958: N/A TAGS: PREL, OEXC, SCUL, KPAO, NZ, XV SUBJECT: 


=D SUBJECT LINE TO READ JUNE 15// SIPDIS STATE FOR IO/RHS, DRL/MLA E.O. 12958: DEC 


JORAN/LOGERFO Е.О. 12958: DECL: 06/15/2016 TAGS: PREL, PGOV, KWBG, КРАЕ, КОЕМ, IS € 
?"ARLIAMENT PASSES BYLAWS; DEADLOCK OVER SPEAKER\'S POWERS ON PERSONNEL 1$ 
/ESC, AND OES PASS ТО USTR SDONNELLY, MMOWREY DOE FOR IEP Ε.Ο. 12958: N/A TAGS 


O. 12958: DECL: 06/15/2016 TAGS: PREL, NZ, XV SUBJECT: NZAID: APPROACH TO AID IN THE 


MED AND S/ES-O DEPT FOR G/AIAG/JLANGE AND RFENDRICK DEPT FOR OES/FO, OES/EID, 


TATE PASS EPA FOR DCUNNINGHAM BANGKOK FOR REO JWALLER SIPDIS Е.О. 12958: М/А” 


CT: Youth Flash Mobs on Rise Despite Repression Sensitive But Unclassified; Protect Accordingly. 


58: DECL: 06/14/2016 TAGS: PREL, HR, IZ SUBJECT: CROATIA CONTINUES TO EXPLORE OPT 
3EL, BO SUBJECT: MOTHER OF FUGITIVE OPPOSITION ACTIVIST DELIVERS LETTERS TO EN 
iS: PGOV, PREL, BO SUBJECT: THE NATIONAL LIBRARY: LUKASHENKO\'S DIAMOND OR MINS 


ROM AIT KAOHSIUNG BRANCH OFFICE E.O. 12958: N/A TAGS: PGOV, PREL, SCUL, TW SUBJI 


UBJECT: SRI LANKA BROADLY ALIGNED WITH US POSITION ON DRIP REF: STATE 78740 Cla 


COMDT COGARD FOR G-CI - KJOHNSON SIPDIS Ε.Ο. 12958: N/A TAGS: EWWT, ETRD, PBTS 


„AND EB/IFD/OIA STATE PASS USTR FOR STRATFORD/CELICO/KEMP TREASURY FOR OASIA 


(GS: AMGT, APER, OTRA, AFSI, EZ SUBJECT: SEPTEMBER 2006: EUR ENTRY LEVEL CONFERE 
iS: PGOV, PINR, ECON, ETRD, BO SUBJECT: BELARUS\' TOP 50 OLIGARCHS MINSK 00000641 


FOR 3130/USFG/OIO/ANESA/DHARRIS DOL FOR ANN ZOLLNER TREASURY FOR DAN PETERS 


PARIS FOR AFRICA ACTION OFFICERS EUCOM FOR J5-A AFRICA DIVISION AND POLAD YATE: 


JV, EMIN, EINV, CASC, MG SUBJECT: Financial Regulators Murder Distracts Focus from Foreign ^ 


4, IS SUBJECT: THAI TEA WITH THE CHINESE Classified By: Political Counselor Susan M. Suttor 
VAGS E.O. 12958: N/A TAGS: MNUC, PARM, PREL, KNNP, CDG, EUN, AU SUBJECT: AUSTRIA S 


58: N/A TAGS: MNUC, PARM, PREL, KNNP, CDG SUBJECT: NETHERLANDS: RESPONSE ON FIS 


zL, PGOV, PREF, PBTS, MARR, MOPS, EAID, OSCE, RS, GG SUBJECT: RESTRICTIONS ON FOF 


P/EP TWANG, EAP/CM KBENNETT, GWARD STATE FOR G/AIAG JLANGE, HFOSTER, RFENDR 
=PA E.O. 12958: DECL: 06/16/2031 TAGS: ECON, ENRG, SENV, CH, HK SUBJECT: EVOLVING D! 


'REL, PHUM, SR, MW, YI SUBJECT: KOSOVO: CCK SAYS RETURNS CONTINGENT ON SECURI 


IG FOR USSS NSC FOR CHA TREASURY FOR FINCEN E.O. 12958: DECL: UPON KOREAN REL 


ΝΘ, IR, TU SUBJECT: OIC MINISTERIAL DEMARCHE DELIVERED TO TURKISH MFA REF: SEC 
NI SUBJECT: DEMARCHE DELIVERED: NIGERIAN RESPONSE TO THE TIP REPORT REF: STAI 


YRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: МА TAGS: OPRC, KMDR, k 


WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


TAGS: PREL, PTER, PHUM, PGOV, CE SUBJECT: SRI LANKA: AIR STRIKES CONTINUE ON LTT 


‚RANGE GRANTED FOR THOMPSON, MELLOTT, COCKRELL REF: USNATO 00389 1. The Hac 
ID EAP/CM NSC FOR DENNIS WILDER Ε.Ο. 12958: DECL: 06/16/2031 TAGS: PHUM, PGOV, PRI 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR 


EAID, NO, KDEM SUBJECT: DEMARCHE DELIVERED ON VENEZUELA\'S ANTI-NGO LAW REF 


IN, LO SUBJECT: FREE FORUM: HERE TODAY, BUT WHAT ABOUT TOMORROW? Classified B 


ITH-NISSLEY STATE ALSO PASS EXIM, OPIC AND USTR TREASURY FOR OASIA E.O. 12958: 


PREL, CY SUBJECT: WHY CIVIL SOCIETY IN CYPRUS IS DYSFUNCTIONAL Classified By: Class 


’REL, PHUM, MZ SUBJECT: MOZAMBIQUE: MDA DEMARCHE PRIOR TO JUNE 20 CONFERENC 
3 SENIOR AFRICA DIRECTOR C. COURVILLE AFR/SA FOR E. LOKEN COMMERCE FOR BECKY 


EA/BOG/IRAN: STATEMENTS CALL ON IRAN TO COOPERATE, RESTORE CONFIDENCE, AND | 


KNNP, IR, ID SUBJECT: DEMARCHE TO INDONESIA ON JUNE 19 - 21 OIC MINISTERIAL REF: А 
L: 06/14/2016 TAGS: PREL, IR, TS SUBJECT: DEMARCHE DELIVERED: OIC MINISTERIAL MEET 
ND IO/UNP - HARRIS E.O. 12958: DECL: 06/14/2016 TAGS: PREL, UNSC, GT, VE, TS SUBJECT: 
GS: PGOV, SOCI, KISL, GM SUBJECT: GERMAN INTERIOR MINISTRY TO OPEN DIALOGUE WI) 


AND AF/SPG DEPT PLS PASS USAID FOR AFR/EA AND DCHA SUDAN GROUP Е.О. 12958: N// 


V, CH, JA SUBJECT: JAPAN NOTIFIED OF DESIGNATION OF FOUR CHINESE ENTITIES REF: $ 
Г Е.О. 12958: N/A TAGS: KNNP, SENV, ECON, PGOV, TW SUBJECT: NUCLEAR ENERGY BECC 


G/AIAG (Lange) DEPT FOR OES/FO, OES/EID, OES/PCI, OES/STC AND OES/IHA DEPT PASS TC 
'REL SUBJECT: (U) UK AGREES TO TAKE CHARLES TAYLOR IF CONVICTED BY SCSL REF: LC 


< Е.О. 12958: DECL: 06/16/2016 TAGS: PHUM, PREL, KPAO, CH SUBJECT: TRIAL OF NEW YOR 


DKATZ AND BWEISEL Е.О. 12958: N/A TAGS: ETRD, ECON, PREL, ID SUBJECT: MINISTER ОҒ” 
UNTRY CLEARANCE GRANTED FOR STRAWHORN, JONES, KEARNEY REF: SECSTATE 9816 


UNTRY CLEARANCE GRANTED FOR DR. SCOTT PAUL REF: SECSTATE 98475 1. The Hague 


3A, AU, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR G. BRUCE VARNADO REF: SEC 
ITRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR SUSAN NEFF REF: SECSTATE 9 
ROY) TREASURY FOR ADAM SZUBIN E.O. 12958: DECL: 06/15/2016 TAGS: ETTC, EFIN, PTER, 


‘GOV, PREL, NU, JA SUBJECT: JAPAN ASKS FOR CLARIFICATION REGARDING NICARAGUAN E 


EU; AF/PA; EUR/WE /P/SP; D/C (MCCOO); EUR/PA; INR/P; INR/EUC; РМ; OSC ISA FOR ILN; МЕР 


AF/E USUN FOR A/S DR. FRAZER LONDON, PARIS, ROME FOR AFRICA WATCHER E.O. 12958 


16/2016 TAGS: PREL, PINS, PGOV, SO, VT, KE SUBJECT: VATICAN SUPPORTIVE ON SOMALIA 


45Р GENEVA FOR RMA Ε.Ο. 12958: N/A TAGS: PGOV, PHUM, PREL, CB, KWMN SUBJECT: DCN 
JECT: NETHERLANDS/MDA: DEMARCHE PRIOR TO JUNE 20 CONFERENCE REF: STATE 9521 
D, КОЕМ, PGOV, PREL, VE, NL SUBJECT: NETHERLANDS/VENEZUELA: DEMARCHE ΟΝ ANTI-I 
NATO, MARR, MOPS, RO, TU, BU SUBJECT: BULGARIA CAUTIOUS ON BLACK SEA HARMONY 


zCT: IRELAND TO PARTICIPATE IN МПА PUBLIC MEETING REF: SECSTATE 89981 1. On June 
VE, NT, NL SUBJECT: NETHERLANDS/VENEZUELA/BRAZIL: FM TO TRAVEL JULY 10-11; NO ME 


AORC, KDEM, PREL, NU, NL SUBJECT: NETHERLANDS/NICARAGUA: SUPPORT FOR NICARAC 
SIPDIS Е.О. 12958: БЕСІ: 06/16/2016 TAGS: КОЕМ, PREL, SP, NU SUBJECT: SPAINYS SUPPO 
L, IC SUBJECT: ICELANDERS AGREE PROCEDURAL ISSUES SHOULD BE FOCUS OF FIRST U 
EF, PREL, PHUM, ICRC, IS, GR SUBJECT: MDA: GREEK REPRESENTATION AT GENEVA/INTL C 


1M, S/CRS LONDON AND PARIS FOR AFRICA WATCHER E.O. 12958: DECL: 06/16/2016 TAGS: | 


IGA, FR SUBJECT: FRANCE WANTS HRC ACTION ON ENFORCED DISAPPEARANCES CONVEI 


JBJECT: TURKEY: W/W VISIT OZEL, CENGIZ; MELISSA REF: STATE 089122 1. (SBU) Informati 
' SUBJECT: PARLIAMENT TAKES FINAL ACTIONS BEFORE RECESS REF: A. KATHMANDU 149: 
=F, PREL, PHUM, ICRC, DA, IS SUBJECT: MDA: DENMARK SUPPORTIVE OF US POSITION REF 
=CT: DANES AGREE TO LEAN AGENDA FOR HUMAN RIGHTS COUNCIL OPENING REF: STATE 
3 TAGS: PGOV, PINR, ECON, EINV, SCUL, PREL, ENRG, EPET, IN SUBJECT: LEFT PARTIES ISS 


2958: N/A TAGS: PTER, ASEC, TU SUBJECT: TURKEY: ATTEMPTED BOMING IN TARSUS REF: 
4D CARL KRESS E.O. 12958: DECL: 06/09/2016 TAGS: PREL, EAID, EINV, ENRG, EPET, ETRD, | 


ER, EAID, NP SUBJECT: PRIME MINISTER AND MAOIST LEADER MEET DURING ONGOING TAl 


38: N/A TAGS: PREL, PGOV, KCIP, TINT, PINR, IN SUBJECT: FOLLOW-UP WITH CERT-IN: COOP 


ENBERGS) MANILA FOR (PSPELTZ) E.O. 12958: N/A TAGS: ELAB, PREL, PGOV, EAID, ECON, k 


ET (SBRUKBACHER) E.O. 12958: N/A TAGS: OTRA, JM SUBJECT: COUNTRY CLEARANCE GR/ 
ET (SBRUKBACHER) E.O. 12958: N/A TAGS: OTRA, JM SUBJECT: COUNTRY CLEARANCE GR/ 
., PINS, IZ SUBJECT: RUBAIE TELLS EDELMAN OF SECURITY DEFICIENCIES Classified By: Pol 


CT: REQUEST: FULL RELEASE U.S. ORIGIN EQUIPMENT Classified By: David M. Satterfield for r 
Y CLEARANCE GRANTED FOR DR. RICHARD H. GRACELY REF: SECSTATE 97032 1. The Ha 
Y CLEARANCE GRANTED FOR ALISA ERIKA KOCH REF: SECSTATE 97032 1. The Hague gran 
‚ DA SUBJECT: DENMARK TILTS TOWARD DUTCH CANDIDATE FOR NATO SCR IN AFGHANIST 
3JECT: COUNTRY CLEARANCE GRANTED FOR JEFFERY SIEGEL REF: SECSTATE 98053 1. 

iK MISSILE TALKING POINTS Classified By: EAP ACTING A/S KATHLEEN STEPHENS, FOR 1.4 B 
REF, ХҮ, XW, ZF, NL SUBJECT: DUTCH INTEREST IN ACOTA, HIV/AIDS PROGRAMS AND ASSI: 


TAGS: ASEC, SENV, OTRA, KSCA, TBIO, AMGT, PE SUBJECT: COUNTRY CLEARANCE FOR DIN 
"INS, PGOV, PHUM, SO SUBJECT: LETTER FROM THE SOMALI ISLAMIC COURTS: A PROPOSE 
\GS: PREL, MOPS, IZ, TU SUBJECT: TURKEY\'S IRAQ COORDINATOR ON TURKISH-IRAQI COC 
TAGS: EAGR, ECON, EFIN, ETRD, PINR, IZ SUBJECT: FOOD SUBSIDY REFORM AND WTO ACC 


38: DECL: 06/14/2031 TAGS: ETTC, KSCA, MTCRE, PARM, PREL, TSPA, IT SUBJECT: MTCR: GO 
\GS: PREL, TU, GR, CY, IR, IZ SUBJECT: TURKISH FM GUL, U/S TUYGAN ON BAKOYANNIS MEI 


PD, NEA/PD, DRL JCS PASS J-5/CDR S. WRIGHT E.O. 12958: N/A TAGS: OPRC, KMDR, TU SUI 


LEASE PASS USTR LISA ERRION COMMERCE FOR ITA/MAC/EUR MIKE ROGERS E.O. 12958: | 


)5/2016 TAGS: PREL, NATO, SP, AF, VZ, IR, IZ, WI, IS, MO, GG, RS SUBJECT: SPAIN ON IRAN, S 


:.O. 12958: DECL: 05/28/2016 TAGS: КОЕМ, KPAO, PREL, PGOV, IZ, TZ SUBJECT: GUARDED OF 


GOV, PINS, SO, КЕ, TZ, ZA, RW, UG, SF SUBJECT: SOMALILAND\S CHARM OFFENSIVE Class 
ЈЕ GRANTED FOR DR. KROTOSKI REF: SECSTATE 998473 1. Embassy Rabat is pleased to gral 


1, KPKO, CG SUBJECT: ITURI UPDATE: MILITIAS SURRENDERING BEFORE NEW DISARMAME 


OIA Е.О. 12958: N/A TAGS: ECON, EFIN, ETRD, EINV, PGOV, KIDE, PREL, ОРІС, AR SUBJECT: £ 


iS: PGOV, EAID, PHUM, PINR, BO SUBJECT: EUR/ACE COORDINATOR DISCUSSES ASSISTAN( 


ЈЕ AMENDMENT FOR JOSEPH MULINARE REF: CDC ATLANTA 01932 1. Embassy Rabat is plez 


RAN/WERNER/SINGH Е.О. 12958: DECL: 06/15/2016 TAGS: KISL, LE, PGOV SUBJECT: MGLEO' 


IUM, SOCI, EN SUBJECT: ESTONIA: EMBASSYVS EFFORTS TO PROMOTE RACIAL TOLERANC 
'REL, PHUM, SR, MW, YI SUBJECT: KOSOVO: GETTING REAL WITH SERBIAN OPINION MAKEF 


IN, ETRD, MX SUBJECT: ENGAGING THE NEW MEXICAN ADMINISTRATION ON TRADE AND C 


D E.O. 12958: N/A TAGS: ECIN, ECON, ELAB, SOCI, TU, GM SUBJECT: STRUCTURAL LIMITS T! 


PINR, ECON, LO SUBJECT: CAMPAIGN ATMOSPHERICS REF: A. BRATISLAVA 1010 B. BRA 


IN, ETRD, MX SUBJECT: ENGAGING THE NEW MEXICAN ADMINISTRATION ON TRADE AND C 


10М, SOCI, EN SUBJECT: ESTONIA: EMBASSYVS EFFORTS TO PROMOTE RACIAL TOLERANC 


SL: 06/16/2016 TAGS: KPKO, PGOV, PREL, IV SUBJECT: COTE DVIVOIRE: START OF DISARMAI 
SUBJECT: COTE DVIVOIRE: PRIMARY AND SECONDARY PUBLIC SCHOOL TEACHERS LAUNC 
¿OTE DVIVOIRE WILL SUPPORT NEW RED DIAMOND EMBLEM AT JUNE 20 INTERNATIONAL С 
ECON, ETRD, PREL, EPET, Fl, RU SUBJECT: ENERGY DIVERSITY IN FINLAND AND WHAT IT C 


. E.O. 12958: N/A TAGS: ENRG, TRGY, PARM, PREL, KNNP, FI, RU SUBJECT: FINNISH NUCLEAI 


PREL, IT SUBJECT: ITALY SHARES U.S. VIEWS ON HRC AGENDA, SEES OBSTACLES REF: A. 
3JECT: GOVERNMENT CAVES TO STUDENT PROTESTS, POSTPONES PROPOSED UNIVERSI 


\GS: PREL, PINS, PGOV, SO SUBJECT: IGAD FOREIGN MINISTERS DEBATE SOMALIA Classifi 


ABRAMS/DORAN/LOGERFO Е.О. 12958: DECL: 06/16/2016 TAGS: PREL, PTER, ASEC, КРАЕ, K\ 
ЗЕ, AND EUR/SE Е.О. 12958: DECL: 06/09/2016 TAGS: PREL, PBTS, ETRD, SENV, КОЕМ, RO, L 


:СТ: UNESCO EXECUTIVE BOARD, REQUEST FOR GUIDANCE 1. The Executive Board will be: 
\ND COMMERCE FOR 4232/ITA/MAC/EUR MROGERS E.O. 12958: N/A TAGS: ECON, BEXP, EZ 
3 USDOC for MROGERS SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, EFIN, PGOV, LO SUI 


6/2016 TAGS: PREL, IR, MO SUBJECT: MOROCCO: JUNE 19-21 OIC MINISTERIAL MEETING IN 


?GOV, CO SUBJECT: GOC-ELN CIVIL SOCIETY GUARANTOR REVEALS ELN PROPOSAL, CORF 


2. 12958: DECL: 06/16/2016 TAGS: PHUM, PREL, KDEM, SOCI, CU SUBJECT: BRITISH POLOFF 


PTER, CO, FARC SUBJECT: COLAR PREDICTS ESCALATION BEFORE NEGOTIATION Classifit 


STR FOR EEISENSTAT AND MSULLIVAN NSC FOR DTOMINSON AND DFISK TREASURY FOR C 


<NNP, UNSC, IV, ΙΒ SUBJECT: DEMARCHES ON NAM AND OIC STATEMENTS ABOUT IRAN\'S N 
AID, SENV, MX SUBJECT: ENGAGING THE NEW MEXICAN ADMINISTRATION ON ΡΕΝΕΙΟΡΜΕΙ 
AS/GREENE/WATERS/WAECHTER; NSC FOR ABRAMS/DORAN/LOGERFO; TREASURY FOR NL 
REL, MX SUBJECT: LEADING POLLSTER GIVES EDGE TO AMLO REF: MEXICO 792 Classified 


DR, ECON, BEXP, ELAB, ETRD, KSEP, SENV, AMGT SUBJECT: DOMINICAN REPUBLIC: CITIBA 


2958: N/A TAGS: ECON, Istanbul SUBJECT: WHEN THE EARTHQUAKE STRIKES, WILL ISTANBU 
. 12958: N/A TAGS: TBIO, CASC, PREL, BF SUBJECT: MALARIA OUTBREAK IN THE BAHAMAS | 
TAGS: ECON, PGOV, SENV, VE SUBJECT: VISIT TO VENEZUELAN CATTLE FARM AND ECOLOC 


E.O. 12958: N/A TAGS: ECON, KIPR, VE SUBJECT: BRV INFORMATION TECHNOLOGY DRAFT | 


PM SENSITIVE SIPDIS E.O. 12958: N/A TAGS: KPKO, MOPS, PREL, SU, NATO, AU-1 SUBJECT: 
3C, WHA/PDA, EB/CBA STATE PASS USTR M.SULLIVAN/K.LEZNY STATE PASS EXIMBANK STAI 


GS: PBTS, ECON, EPET, PREL, GY SUBJECT: VENEZUELA-GUYANA BORDER DISPUTE OVER: 


2. 12958: N/A TAGS: AORC, EAID, SOCI, UK, UNESCO SUBJECT: UK DELEGATION SEEKS EU | 


NSON E.O. 12958: DECL: 06/08/2031 TAGS: PGOV, PHUM, ELAB, KDEM, SCUL, VE SUBJECT: N 


, SNAR, GT SUBJECT: GUATEMALA: CONSTITUTIONAL COURT HAS BROAD IMPACT ON GUAT 


R, PE SUBJECT: FUJIMORISTAS LOOKING FORWARD TO COOPERATING WITH GARCIA GOVE 


‚ KPAL, IR, LE, FR SUBJECT: (C) CHIRAC AND OLMERT DISCUSS RESUMPTION OF ISRAELI-P/ 


GIERO Е.О. 12958: DECL: 06/15/2016 TAGS: PARM, PREL, KN, KNNP, MNUC, EWWT, PHSA, ВЕ 


: PGOV, PINR, SOCI, MARR, UP SUBJECT: UKRAINE: ORANGE-BLUE COALITION TALKS ALLEC 


RR, PINS, FR SUBJECT: FRANCE AND WORKING GROUPS SUPPORTING THE SRI LANKAN PE 
AND CA/VO/L/C E.O. 12958: N/A TAGS: KVPR, CVIS, CMGT, PINR, PTER, ASEC, MO SUBJECT: 
Е, EUR/SCE NSC FOR BRAUN USUN FOR DREW SCHUFLETOWSKI Е.О. 12958: DECL: 03/26/2 
ΣΤ: UNIDAD NACIONAL TO SUPPORT APRA GOVERNMENT BUT REMAIN INDEPENDENT AND V 


:: PREL, LE, SY, IR, РИМА, PTER, EAID, FR SUBJECT: (C) HARIRI ADVISOR ON RISING IRANIAN 


C FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER E.O. 12€ 


FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER E.O. 1295 


SUBJECT: ARREST OF KARBALA PROVINCIAL COUNCIL CHAIRMAN ROILS SOUTH CENTRAL F 


Е FOR INR/IAA, L/WHA, DRL, S/P Е.О. 12958: N/A TAGS: OPRC, KMDR, KPAO, PHUM, CI SUBJI 


LLIVAN STATE PASS EXIMBANK STATE PASS OPIC FOR MORONESE, RIVERA, MERVENNE NS 


STATE FOR INR/IAA, PM, INL E.O. 12958: N/A TAGS: OPRC, KMDR, KPAO, CI SUBJECT: MEDIA 


HAEL BORDERS AND CHARLOTTE ROE INL FOR MICHELE GREENSTEIN AND BOB BROWN С 
¡CKNOWLEDGES RECEIPT OF U.S. CONTRIBUTION TO TRUST FUND IN SUPPORT OF THE UI 
;T: UN ACKNOWLEDGES RECEIPT OF U.S. CONTRIBUTION TO OCHA USUN has faxed to ΙΟ/Ε) 
/A TAGS: ECON, BEXP, ELAB, ETRD, BR SUBJECT: AMEMBASSY BRASILIA NOMINATES CITIGF 


3 TAGS: PTER, PGOV, CPAS, CVIS, CA SUBJECT: MONTREAL REACTIONS TO THE TORONTO | 


T, AORC, UNGA, JA SUBJECT: DEMARCHE DELIVERED ON UN REFORM REF: A. STATE 83898 
ICOM ALSO FOR POLAD STATE PASS AID FOR LAC/CAR INR/IAA (BEN-YEHUDA) TREASURY F 
Y MORROW USUN FOR GORDON OLSON AND RICHARD MCCURRY DEPT FOR IO, EAP/MTS, 


ATTINGLEY STATE ALSO FOR WHA/AND LPETRONI STATE PASS ТО FAA FOR CCAPESTANY S 
VEPSC CDR USSOCOM FOR J-2 IAD/LAMA SIPDIS E.O. 12958: N/A TAGS: KPAO, OPRC, KMDF 


, EFIN, KUNR, UNGA SUBJECT: DEVELOPMENT RESOLUTION NEGOTIATIONS SHIFT INTO NE 


MINOR CHANGE IN TEXT ///// πμ HII ШИ IM SIPDIS EB/CBANSMITH-NISSLEY 


Л: CHILE: MILGP HUMAN RIGHTS VETTING CLEARANCE FOR THE TEXAS NATIONAL GUARD! 
YF/P, СА/Р Е.О. 12958: DECL: 06/12/2016 TAGS: KCRM, PGOV, PHUM, CVIS, JM SUBJECT: COM 


JECL: 06/16/2016 TAGS: ECON, EIND, PGOV, EFIN, PINR, BB, XL SUBJECT: MOTTLEYNOMICS - 


' UNSC, IZ SUBJECT: UN SECURITY COUNCIL REVIEWS MANDATE FOR THE MULTINATIONAL 


PREL, PGOV, UNSC, SY, LE SUBJECT: UNSC EXTENDS UNIIIC MANDATE AND ALLOWS BRAMI 


, PE SUBJECT: FIRST FISSURES IN THE HUMALISTA MOVEMENT Classified By: Polcouns Alex: 


2958: DECL: 06/16/2016 TAGS: PREL, EAID, UN SUBJECT: PEACEBUILDING COMMISSION: RE 


: EL SALVADOR AUTHORIZES BLANKET CLEARANCE FOR TROPICAL STORM AND HURRICAN 
., CG, EFIN, ETTC, PGOV, UNSC SUBJECT: DRC SANCTIONS: COMMITTEE CHAIR CALLS FOR 
2958: DECL: 06/16/2016 TAGS: PREL, EAID, UN SUBJECT: PEACEBUILDING COMMISSION: RE 


\GS: PREL, SNAR, MX SUBJECT: EMBRACING THE WINNER AND RETHINKING BILATERAL ME 


:NV, KSEP, CS SUBJECT: COSTA RICAN NOMINATION FOR THE SECRETARY OF STATE\'S AW/ 


AGS: ECON, ENRG, ETRD, PREL, PTER, SNAR, CO SUBJECT: A/S SHANNON MEETS WITH FOI 


\ SUBJECT: TERRORISM FINANCE: INTERNATIONAL ISLAMIC RELIEF ORGANIZATION (IIRO) | 
SOUTHCOM FOR POLAD E.O. 12958:N/A TAGS: PGOV, PREL, PINR, PM SUBJECT: Money Laun 


V, КОЕМ, IZ SUBJECT: NO GOOD DEED GOES UNPUNISHED: PART II CLASSIFIED BY: Alfred | 


JNSC, KPKO, КОМА SUBJECT: GOP CONCERNED BY POSSIBLE UN MANDATE REVIEW OF UN 
958: DECL: 06/16/2016 TAGS: PINS, MOPS, PREL, AS, UK, JA, IZ SUBJECT: PLAN FOR SECURIT 
PAL, KWBG, AE SUBJECT: THE PALESTINIAN COMMUNITY IN THE UAE: APROSPEROUS SILE 


AGS: OPRC, PREL, PGOV, KPAO, PTER, IZ, EG SUBJECT: MUBARAK REACTS TO PRESS SPE( 


/ΡΙ, INR/NESA, R/MR, I/GNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOI 


3, VGNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PARIS FOR 


TAGS: PGOV, PTER, IZ SUBJECT: APPARENT KIDNAPPING OF DIYALA HEALTH DG FROM INSI 


TAGS: PREL, PINS, PINT, PGOV, PHUM, IZ, MARR, ECON SUBJECT: NINEWA VICE GOVERNOF 


'HUM, MCA, GA SUBJECT: THE GAMBIA: SUSPENSION OF MCA ELIGIBILITY Classified By: AME 
AND DRL E.O. 12958: N/A TAGS: PREL, PGOV, MOPS, KPKO, UN, AU-1, SU SUBJECT: AU THIN 


RTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU E.O. 12958: N/A TAGS: ECON, 


GOV, SA SUBJECT: SAG DEMARCHE RESPONSE: SUPPORT FOR GUATEMALA IN 2006 UNSC 
-ERSTEIN E.O. 12958: N/A TAGS: ECON, EFIN, ETTC, PTER, PREL, KU, KTFN, TERROR FINAN: 
/ΡΙ, INR/NESA, R/MR, I/GNEA, Β/ΒΧΝ, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOI 


3, VGNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PARIS FOR 


GS: PGOV, PREL, ECON, EAIR, EAID, IZ SUBJECT: UPDATE ON BASRAH INTERNATIONAL AIRI 


GS: PGOV, PINS, PREL, PTER, IZ SUBJECT: MAJOR GENERAL LATIF MOTIVATED TO TACKLE 


C, AF SUBJECT: COUNTRY CLEARANCE GRANTED TO U.S. GOVERNORS 1. Embassy Kabul 
; KDEM, IZ SUBJECT: MINISTER OF JUSTICE MEET AND GREET REF: BAGHDAD 01960 Class 


ULT AND JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, DBENZE AND AFERNANDEZ, 


|, Β/ΒΗΝ, NEA/PPD, МЕАЛРА FOR ALTERMAN USAID/ANE/MEA LONDON FOR TSOU SIPDIS E.( 


AGS: ETRD, BA, ECTRD, REGION SUBJECT: CITIBANK MOVES REGIONAL OFFICE FROM BAH 


RLIAMENTARY ELECTION RESULTS 1. June 17 elections in Slovakia elected six parties to parlian 


1UM, ICRC, JO SUBJECT: DEMARCHE DELIVERED ON MDA VOTE IN GENEVA - JORDAN REF: 
SC FOR AHARRIMAN CENTCOM FOR POLAD, CG CFA-A, CG CJTF-76 SENSITIVE, SIPDIS Е.С 
O USTR E.O. 12958: DECL: 06/18/2016 TAGS: EWWT, ETRD, EINV, PREL, OVIP, AE SUBJECT: L 


3S: PREL, KISL, SOCI, MASS, KIRF, SCUL, MU, U.S.-Oman Relations SUBJECT: MINISTER OF AV 


\GS: PGOV, PINR, PINS, PNAT, PREL, PTER, KDEM, KISL, IZ SUBJECT: MOD ADVISOR FOR BA! 


‚Т: EGYPT CONSIDERING USG NOMINATION OF RUTH WEDGWOODYS RE-ELECTION TO UN 
BA, ROW, HUMRIT SUBJECT: BAHRAIN: UN HUMAN RIGHTS COUNCIL - ANTICIPATED OIC AS 


PREL, SA SUBJECT: TRIPARTITE DEMARCHE -- SAUDI ARABIA REF: STATE 91509 STATE 7874 
=PN, KPAL, EG, IS SUBJECT: EGYPTIAN FOREIGN MINISTER PROMISES \ 


3, VGNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PARIS FOR 


4 RICCI STATE PASS TO DEPT OF INTERIOR FOR USGS/RESTON/RKENNY Е.О. 12985: N/A ΤΙ 


=, PREL, PHUM, ICRC, IS, SI SUBJECT: SLOVENIA: MDA DEMARCHE RESPONSE PRIOR TO JU 


ЗА (DIAMOND) DEPT ALSO FOR EAP/IET COGARD FEACT YOKOTA AB JA FOR GRIFFITTS ANE 


ЗА (DIAMOND) DEPT ALSO FOR ЕАРЛЕТ COGARD FEACT YOKOTA AB JA FOR GRIFFITTS ANE 


DECL: 06/14/2026 TAGS: PREL, ETRD, ECON, EAID, AADP, SENV, XH, ZL, ZS, JA SUBJECT: JAP, 


GS: KRVC, TPHY, EWWT, NZ SUBJECT: R/V KAIMIKAI-O-KANALOA, FILE NO. 2005-007 AND 20! 
8: DECL: 06/15/2026 TAGS: MNUC, KNPP, PARM, PHSA, PREL, JA SUBJECT: JAPAN INFORMED 
MARINE CASE UPDATE 06/19/06 REF: MANILA 2426 AND PREVIOUS 1. (U) After a three-day hı 
:W WEED, EAP/MLS FOR ALEX BARRASSO, AF/E FOR B YODER Ε.Ο. 12958: N/A TAGS: PREL, 


ND EB/ESC/ESP E.O. 12958: N/A TAGS: EFIN, PTER, KCRM, PREL, ETTC, MG, KS SUBJECT: TF 


SUBJECT: ESTONIAN FOREIGN MINISTER\'S REPORT TO THE PARLIAMENT TALLINN 000005 
CK/MFOULON/DWJACKSON/BKRITZER USDOC FOR 532/BIS/MDIPAULACOYLE/MGINSBERG $ 
, KDEM, IZ SUBJECT: IRAQI LEADERS REACT TO POTUS VISIT Classified By: POLITICAL COUI 


ULT AND JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEO!S, DBENZE AND AFERNANDEZ, 


ID, RP SUBJECT: AMBASSADOR HIGHLIGHTS DEVELOPMENT IN CAGAYAN DE ORO MANILA 
3C, PHUM, PREL, PREF, ICRC, SZ, DA SUBJECT: DENMARK WANTS RED CRYSTAL VOTE REF 
F/SPG Е.О. 12958: DECL: 06/18/2016 TAGS: PREL, PHUM, KPKO, MOPS, SU, AU-1, UN SUBJE( 


IUM, BA, REGION, HUMRIT, ROW SUBJECT: BAHRAIN: PERSUADING OIC MEMBERS TO JOIN 
A, REGION SUBJECT: BAHRAIN: DEMARCHE ON JUNE 19-21 OIC MINISTERIAL MEETING IN E 


'TER, BA, REGION, ECTRD SUBJECT: BAHRAIN: YEMENI GCC ASSISTANCE REQUEST REF: ¢ 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUF 


3HTS COUNCIL DEMARCHE ON BANGLADESH REF: STATE9 9490 Ambassador delivered point 
AP/P, PM; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR OAS 


?GOV, PHUM, VE, EAID, CY SUBJECT: CYPRUS WILL FOLLOW EU LEAD ON VENEZUELAN AN’ 


?RESS CENTER E. O. 12958: N/A TAGS: KPAO, PREL, FR SUBJECT: FRENCH TV TF-1 REQUE 
Л: CYPRUS WILL FOLLOW CONSENSUS ON AMENDING ICRC STATUTES TO ALLOW MDA EN 
(65: PHUM, UN, TU, CY, PREL, PGOV SUBJECT: FIRST KNOWN TURKISH CYPRIOT GRAVE 81 


CON, EINV, EAID, PK, AF, PGOV SUBJECT: PRIME MINISTER AZIZ DISCUSSES CHALLENGES ( 


DMCNEIL SIPDIS E.O. 12958: N/A TAGS: ECON, EINV, BEXP, LH, HT23 SUBJECT: LITHUANIA: 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUF 


GS: PTER, PREL, MARR, PINS, RP SUBJECT: AMBASSADOR AND ADMIRAL FALLON MEET WIT 
JORAN/LOGERFO Е.О. 12958: DECL: 06/19/2016 TAGS: PREL, PGOV, KWBG, КРАЕ, КОЕМ, IS € 
|, Β/ΒΗΝ, NEA/PPD, МЕАЛРА FOR ALTERMAN USAID/ANE/MEA LONDON FOR TSOU SIPDIS E.( 


Ἢ Е.О. 12958: N/A TAGS: ETRD, ECON, CH, TW SUBJECT: UMC Puts He Jian Stake in Trust as | 


GS: PREF, PREL, PHUM, ICRC, IS, JA SUBJECT: MDA: JAPAN AGRESS TO PROVIDE SUPPOR? 
/, PINR, РМАТ, ECON, ЕЛІН, ELTN, ETRD, КОЕМ, IZ SUBJECT: MODERATE ISLAMIST CABINET ! 


GS: AORC, PHUM, PREF, PREL, IS, JA SUBJECT: MDA: JAPAN TO OPPOSE CONFERENCE ADJ 
JBJECT: COUNTRY CLEARANCE GRANTED FOR NEA DAS SCOTT CARPENTER AND NEA/PI B 
ILY DAUGHTRY. E.O. 12958: N/A TAGS: PGOV, PREL, CASC, KIDE, EINV, ECON, YM SUBJECT: 


RAN/WERNER/SINGH E.O. 12958: DECL: 06/16/2016 TAGS: ECON, IR, KISL, LE, PGOV, PTER, : 


R, IS, ID SUBJECT: DEMARCHE TO INDONESIA ON UN HUMAN RIGHTS COUNCIL REF: STATE 
, KDEM, PREL, IZ SUBJECT: INITIAL EMBASSY MEETING WITH STATE MINISTER FOR CIVIL SC 
OMA TREASURY FOR IA-BAUKOL DEPARTMENT PASS FEDERAL RESERVE SAN FRANCISCC 


, BO SUBJECT: Sudan and Belarus Sign Military Pact, Minsk Stays Silent Ref: Minsk081124Z JUN 0 


PAO, KDEM, CG, ELECTIONS SUBJECT: UNIVERSITY STUDENTS SKEPTICAL ABOUT UPCOMI 


(GS: PGOV, PHUM, KCUL, SOCI, CH SUBJECT: CONTROVERSIAL COMMENTARY CALLS FOR L 


IRL Ε.Ο. 12958: DECL: 06/19/2016 TAGS: PHUM, PGOV, KIRF, KJUS, KISL, ID SUBJECT: RELIGI 


3: DECL: 06/20/2006 TAGS: PREF, PGOV, PREL, PHUM, KNEP, KS, TH SUBJECT: ONE NORTH К 


FOR FPA (HUSO) E.O. 12958: N/A TAGS: PREL, PTER, PGOV, TH SUBJECT: SOUTHERN VIOLE 


IR AID/ANE, AID/DCHA/DG NSC FOR AHARRIMAN CENTCOM FOR CG CFC-A, CG CJTF-76 POL 
IECT: VIETNAM RECEIVES ADDITIONAL GENEVA PROTOCOL DEMARCHES REF: A) STATE 99 
‚ КОЕМ, IZ SUBJECT: IRAQI LEADERS REACT TO POTUS VISIT Classified By: POLITICAL COUN 


IIS Е.О. 12958: N/A TAGS: PGOV, PREL, PHUM, CASC, TU SUBJECT: TURKEY: OPPOSITION IN 


MW SUBJECT: MONTENEGRO: SERB OPPOSITION PREPARING FOR PARLIAMENT ELECTION 


М, CVIS, PTER, PREL, KCRM, PGOV, IN SUBJECT: BARAPIND EXTRADITION COMPLETE REF: 


=INV, KNAR, LH, HT19, HT20, HT23, HT4 SUBJECT: PARLIAMENTARY SPEAKER\'S FAREWELL | 
J SUBJECT: R&D HIGHLIGHTS THE 18TH TURKISH/AMERICAN DEFENSE INDUSTRIAL COOPE 


К, PREL, IR SUBJECT: DEMARCHE DELIVERED: OIC MINISTERIAL IN BAKU REF: А. STATE 96 
2958: DECL: 06/19/2016 TAGS: PGOV, PHUM, ECON, PREL, BM SUBJECT: BURMESE CELEBRA 


E FOR ITA C.OBERG E.O. 12958: N/A TAGS: Economic Affairs SUBJECT: PSEG TO SELL OMAN 


KES TOOMAS HENDRIK RUN? 1. (SBU) Summary. Former Foreign Minister Toomas Hendrik Ilves 


A/PO (MANN); SCA/CEN (MUDGE) Е.О. 12958: DECL: 06/19/2015 TAGS: ENRG, EPET, KZ, PGC 


/CEN (MUDGE) Е.О. 12958: DECL: 06/19/2015 TAGS: ENRG, EPET, KZ, PGOV, PREL, RU SUBJE 


=CTIONS SUBJECT: PRESIDENT KABILA WEDS REF: KINSHASA 790 1. (U) President Kabila Ји 
-OPP AND DBLOOM DEPT FOR EB/ESC; SCA/PO (MANN); ЗСА/СЕМ (MUDGE); EB/CBA(MERM( 


¡TEPHENS Е.О. 12958: DECL: 6/13/2016 TAGS: TBIO, ETTC, SENV, TNGD, TSPL, AE, EINV SUE 


), CG SUBJECT: ITURI UPDATE: MILITIAS CONTINUE TO SURRENDER REF: KINSHASA 959 CI 
Y SUBJECT: BIOGRAPHIC INFORMATION ON NEW ECONOMIC-RELATED MINISTERS; CONTI 


, PREL, ICTY, KAWC, PHUM, BK, SR, RS SUBJECT: RUSSIAN MFA ON ICTY PIFWC LIKELY IN R 
OUTHEAST TURKEY PRESS SUMMARY FOR JUNE 15, 2006 This is the Southeastern Turkey pre 


JM, TU SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR JUNE 19, 2006 This is the Sou 


<DEM, PREL, PBTS, PNAT, SR, MW SUBJECT: Serbian Political Roundup - Crumbling Coalition? F 


TAGS: PTER, PHUM, PGOV, MOPS, CE SUBJECT: SRI LANKA: CEASEFIRE CONTINUES TO FR 


CRC, SZ, AM SUBJECT: RED CROSS/RED CRESCENT: ARMENIA WILL NOT SUPPORT MEETIN 
REL SUBJECT: SPAIN ON NATO SENIOR CIVILIAN REPRESENTATIVE IN AFGHANISTAN REF: 
EU; AF/PA; EUR/WE /P/SP; D/C (MCCOO); EUR/PA; INR/P; INR/EUC; PM; OSC ISA FOR ILN; NE/ 


=YA, LONDON FOR TSOU E.O. 12958: DECL: 06/19/2016 TAGS: PGOV, PREL, PINR, PHUM, SA 


IR ITA (C. OBERG) MANAMA FOR S.SIMPSON E.O. 12958: N/A TAGS: BEXP, EAIR, ECON, ETRE 


‚ МР SUBJECT: MDA DEMARCHE DELIVERED REF: А. STATE 99422 B. STATE 95211 1. On J 
INR/R/MR LONDON FOR TSOU PARIS FOR ZEYA USCENTCOM FOR PLUSH FOREIGN PRESS 


:06/19/2016 TAGS: PHUM, PREL, BL SUBJECT: BOLIVIA ON UN HUMAN RIGHTS COUNCIL REI 
ER, NP SUBJECT: MAOISTS-PARTY AGREEMENT ON INTERIM GOVERNMENT REF: KATHMAP 


TU SUBJECT: DEMARCHE ON ANTICIPATED OIC ASSAULT ON ISRAEL DELIVERED TO TURKIS 
FOR TSOU E.O. 12958: DECL: 06/06/2016 TAGS: PHUM, PGOV, SY SUBJECT: BACKBITING, BIC 


`R, NP SUBJECT: DEMARCHE ON USDA/APHIS STREAMLINED IMPORT REQUIREMENTS DELI 
ЗА, R/MR, I/GNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOR TSOU PAI 


AL, MEPN, PTER, EG, JO, IS SUBJECT: (U) MUBARAK AND JORDANIAN KING ABDULLAH DISC 


1ΟΝ, MASS, NP SUBJECT: NEPAL ARMY SHARES ITS HUMAN RIGHTS COUNCIL REPORT FOR 


IPS, PTER, EG, SO SUBJECT: SOMALIA: EGYPT LAMENTS U.S. DECISION ТО \ 


VR, PREL, El SUBJECT: BRITISH AMBASSADOR TO IRELAND NAMED NEW UK AMBASSADOR: 
1, TU, HT9 SUBJECT: LITHUANIAN PRESIDENT: EU INCOMPLETE WITHOUT TURKEY REF: VIL 


LONDON FOR TSOU, PARIS FOR ZEYA E.O. 12958: DECL: 06/19/2016 TAGS: PGOV, KWMN, KI 


N, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER E.O. 12958: N/A TAGS 


FOR TSOU E.O. 12958: DECL: 06/18/2016 TAGS: PHUM, PGOV, SY SUBJECT: NEWLY RELEASE 


/ΡΙ, INR/NESA, R/MR, I/GNEA, Β/ΒΧΝ, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOI 


JRTH STATE ALSO FOR ISN/CATR, EUR/PRA, МЕАЛ/РМ Е.О. 12958: DECL: 06/20/2016 TAGS: P 


FOR TSOU, PARIS FOR ZEYA E.O. 12958: DECL: 06/18/2016 TAGS: PGOV, KDEM, KISL, KU, FRI 


GS: KISL, KPAO, PGOV, PREL, MOPS, PTER, KAWC, SA, XF SUBJECT: REMAINS RETURNED, f 
. 12958: DECL: 06/19/2016 TAGS: PHUM, ELAB, PINR, KU, TIP SUBJECT: INTERIOR MINISTRY C 
OV, PREL, MOPS, IZ SUBJECT: PM DISCUSSES BAGHDAD SECURITY PLAN, SITE 4, BASRAH, 
CI E.O. 12958: DECL: 06/19/2016 TAGS: PREL, PGOV, PTER, BA, BILAT, CTR, POL SUBJECT: Gt 


116 TAGS: PGOV, SOCI, КОЕМ, KIRF, NU SUBJECT: MANY NICARAGUAN EVANGELICALS WAN" 


ΝΘ AND YASMINE FULENA Е.О. 12958: N/A TAGS: ECON, EINV, CH, AG SUBJECT: ALGERIA AN 


TAGS: PGOV, KDEM, IZ SUBJECT: PARLIAMENT BEGINS COMMITTEE ALLOCATION PROCESS 


1, PGOV, КІСС, ΡΙΝΗ, LT SUBJECT: CABINET APPROVES ARTICLE 98 AGREEMENT REF: (A) N 


\GS: PGOV, PREL, EPET, TU, ZK SUBJECT: A/S BOUCHER CONSULTS WITH TURKEY ON СЕМ 


ISC, UNGA, EG, GT, VE SUBJECT: (C) EGYPT NON-COMMITTAL ON GUATEMALA\'S BID FORS 


\BRAMS/DORAN/LOGERFO E.O. 12958: DECL: 06/19/2016 TAGS: KPAL, KWBG, PREL, PGOV, I: 


‚ CM SUBJECT: BAKASSI INDIGENES THREATHEN VIOLENCE Classified By: Charge dVAffaires ` 


/SA JUSTICE FOR OIA, AFMLS AND NDDS CUSTOMS FOR LA OPS, INTELLIGENCE DEA FOR C 


AFRICA DIRECTOR C. COURVILLE TREASURY FOR J. RALYEAAND B. CUSHMAN COMMERCE 
PL SUBJECT: DELIVERY OF DEMARCHE ON VENEZUELAN ANTI-NGO LAW REF: STATE 97547 
JECT: SPAINON MDA DEMARCHE REF: STATE 99423 Poloff delivered reftel points on June 19 tc 
IC, IS SUBJECT: MDA: ICELAND WILL BE SUPPORTIVE AT JUNE 20 INTERNATIONAL CONFE 
VA TAGS: PREF, PREL, PHUM, RO SUBJECT: ROMANIA OPPOSES ADJURNMENT AND INTEND 


NSON E.O. 12958: DECL: 06/13/2031 TAGS: PGOV, PHUM, ELAB, KDEM, SCUL, VE SUBJECT: E 


N/A TAGS: KSCA, TBIO, OSCI SUBJECT: NO OBJECTION TO PROPOSED RESEARCH PROJEC 


Z, OES BARRIE RIPIN, OES/STATS ANDREW W. REYNOLDS, OES/ETC ELEANORE FOX STATE 


SL: 06/19/2016 TAGS: PGOV, KPKO, PREL, IV SUBJECT: COTE DVIVOIRE: DISARMAMENT OF М 
TIP, DRL/IL, INL/HSTC, AND PRM Е.О. 12958: N/A TAGS: KCRM, PHUM, KWMN, KJUS, SMIG, El 


:NDING PSI REF: STATE 84640 On June 16, MFA Deputy Director for Security and Disarmament P 
‚А, R/MR, ИСМЕА, B/BXN, B/BRN, NEA/PPD, МЕАЛРА FOR ALTERMAN LONDON FOR TSOU PAR 


Г: KIGALI DELIVERS MDA DEMARCHE REF: STATE 95211 1. Per reftel, post delivered on June 1! 
., PINS, UK, AS SUBJECT: AUSTRALIAN DEMARCHE: MILITARY PARTICIPATION CONDITIONS A 


TIVE SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, MARR, ETTC, PTER, PINR, RW SUBJECT: 1 


J, AORC, UNESCO SUBJECT: UNESCO SEMINAR TACKLES ISSUE OF INTERCULTURAL DIALO 


E.O. 12958: DECL: 06/19/2021 TAGS: PGOV, PREL, PINR, KDEM, SOCI, LO SUBJECT: SMER AN 


UBJECT: PORTUGUESE COMMUNITY MEETS ON EAST TIMOR Classified By: Dana M. Brown, 
TAGS: PREL, PGOV, PINR, AL SUBJECT: WORLD BEKTASHI LEADER INVITED TO TURKEY: RE( 
WMN, MO, PGOV, PHUM, PREL, SMIG SUBJECT: 2006 TIP REPORT DEMARCHE: MOROCCO G 


RU SUBJECT: FRANCE AND NATO ID FOR GEORGIA - IT\'S ABOUT RUSSIA Classified By: Politic 
, PTER, KDEM, KISL, IZ SUBJECT: SADR CITY CONTACT LOOKS TO START LIBERAL POLITICA 
M, S/CRS LONDON AND PARIS FOR AFRICA WATCHER NAIROBI FOR OFDA Е.О. 12958: DECL 


:CT: FRANCE PRAISES U.S. TRANSPERENCY IN DRAFT DECISION TO EXTEND DESTRUCTIOI 
TAGS: PREF, PREL, PINS, ASEC, SL, LI SUBJECT: Liberians Riot At Freetown UNHCR Office ----- 


TAGS: PGOV, PHUM, ELAB, KDEM, SCUL, VE SUBJECT: CHAVEZ AND THE RHETORIC OF HATE 


; KDEM, IZ SUBJECT: DOCTOR COMPLAINS OF JAYSH AL-MAHDI V 


: FOR 4331/MAC/WH/MCAMERON USTR FOR BHARMAN E.O. 12958: DECL: 06/19/2016 TAGS: | 


RCE FOR 4331/MAC/WH/MCAMERON USTR FOR BHARMAN Е.О. 12958: DECL: 06/19/2016 ТА! 


ТАВА, MASS, PREL, PHUM, Cl SUBJECT: CHILE: MILGP REQUEST FOR HUMAN RIGHTS VETTI 
\RMAN COMMERCE FOR 4331/MAC/WH/MCAMERON E.O. 12958: N/A TAGS: ETRD, EAID, ECC 
EAGR, EAID, ECON, SOCI, KMCA, MO SUBJECT: MILLENNIUM CHALLENGE CORPORATION BF 


CT: BRAZIL SUPPORTS AMENDING ICRC STATUTES-NOW REFTEL: A) STATE 95211, B) STATE 


PASS DOE FOR GPERSON AND CGAY E.O. 12958: N/A TAGS: CASC, EPET, ASEC, PHUM, NI S 
M, SL SUBJECT: SIERRA LEONE PREPARES FOR 2007 ELECTIONS Ref: A. 05 Freetown 960, B. 


FOR HOLLY MORROW PACOM FOR POLAD AND JOC E.O. 12958: DECL: 6/20/2016 TAGS: PH 


D, EINV, PE, BR SUBJECT: LULA-GARCIA MEETING A\ 


) FOR LAC/AA STATE PASS TO USTR FOR LYANG NSC FOR SUE CRONIN TREASURY FOR OS 


IREY, AND ALOCKWOOD NSC FOR DTOMLINSON, EB FOR MMCMANUS, EPSC FOR FCOREILL 


3OOCH ENERGY FOR CDAY AND SLADISLAW Е.О. 12958: N/A TAGS: EAGR, ECON, ETRD, USI 


5: AORC, PHUM, PREF, PREL, ICRC, SZ, JM SUBJECT: DEMARCHES DELIVERED REGARDING 


ΞΤΤΕΗ USDA/FAS FOR RON LORD SIPDIS Е.О. 12958: МА TAGS: ETRD, EAGR, GY SUBJECT 
Г OF TRANSPORTATION FOR FAA OFFICE OF INTERNATIONAL PROGRAM AND POLICY - MEL 
FIN, UNSC, PREL, PGOV, BE SUBJECT: 1267 COMMITTEE: BELGIAN DE-LISTING REQUEST Cl 
\NGLIN TREASURY FOR SGOOCH Е.О. 12958: N/A TAGS: PREL, PGOV, BL SUBJECT: SANTA С 


(GS: PGOV, PREL, РИМА, MX SUBJECT: LEADING ANALYST OPTIMISTIC ABOUT ELECTION PR( 


18 SOUTHCOM FOR POLAD E.O. 12958: N/A TAGS: PGOV, KDEM, GY SUBJECT: GUYANA VOT 


EL, KNNP, MNUC, WMD, CT, KPAO, PTER, PA SUBJECT: PARAGUAY: RENEWAL OF UNSC RES 
TAGS: PREF, PREL, ICRC, PHUM, IS SUBJECT: SUPPORT FOR MDA AT 6/20 CONFERENCE - E 
СІ AND EB STATE PASS ТО USTR FOR BWEISEL COMMERCE FOR 4530/ITA/MAC/AP/OSAO/AE 


MDA: SUPPORT AT JUNE 20 INTERNATIONAL CONFERENCE (EL SALVADOR) REF: STATE 95 
AITH, BRANDEL), L/OES (ROACH), IO/T, PWPP, EB/TRA, EUR/RUS DOD FOR INTERNATIONAL 


JRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: N/A TAGS: OPRC, KMDR, F 


, CS SUBJECT: COUNTRY CLEARANCE FOR OAS IICA MEETING STACY WILLIAMS REF: EMAI 


NSON E.O. 12958: DECL: 06/08/2031 TAGS: PGOV, PHUM, ELAB, KDEM, SCUL, VE SUBJECT: N 


3/19/2016 TAGS: PREL, EINV, MX SUBJECT: MEXICOVS EXPANDING TIES TO ASIA REF: A. SEC 
V, ETTC, TH SUBJECT: GOLDEN TRIANGLE TO BECOME GOLDEN GATEWAY REF: A) CHIANG 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR 


2, PTER, PREL, PINS, AS SUBJECT: GUANTANAMO SUICIDES SPUR NEW CRIES IN AUSTRALI, 


NG) SENSITIVE SIPIS E.O. 12958: N/A TAGS: PHUM, PGOV, KZ SUBJECT: KAZAKHSTAN: POL 
' SUBJECT: FORMER PM DEUBA COMPLAINS PARTIES LEFT OUT OF NEGOTIATIONS WITH M 


AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR ОА: 


¿QUEEN STATE PASS USTR USTR FOR STRATFORD/WINTER/MCCARTIN/GRIER USTR FOR N 


)C FOR 4510/ITA/MAC/AME/OA/DIEMOND TREASURY FOR OAISA/RALYEA/CUSHMAN USTR Ft 
PGOV, KISL, IZ SUBJECT: DIWANIYAH PROVINCE: MAHDI MILITIA ON THE OFFENSIVE? REF: 


SOCI, SMIG, KISL, IZ SUBJECT: SUNNI LEADER BEMOANS CONTINUED VIOLENCE IN BASRAF 


\FINI JUSTICE FOR OPDAT - JSILVERWOOD Е.О. 12958: DECL: 06/16/2016 TAGS: PTER, KTFN 
B/CIP, EB/TRA COMMERCE FOR ITA (C.OBERG) Е.О. 12958: N/A TAGS: ECON, BEXP, EAIR, EC 


} TAGS: PK, PREL, PTER SUBJECT: FATA: MISSING PAKISTANI JOURNALIST FOUND DEAD IN 


HRAN; DEPARTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU E.O. 12958: DEC 


AID, RP SUBJECT: AMBASSADOR HIGHLIGHTS ECONOMIC DEVELOPMENT IN CAGAYAN DE ( 
SO PASS USAID/W USAID FOR DCHA SUDAN TEAM, AFR/SP NAIROBI FOR USAID/DCHA/OFD; 
B/ESC/TFS:DNELSON, DBROWN, EUR/WE:AYOUNG, EUR/ERA:EBROWN, NP/RA:RMETCALF T 


(GS: PREL, PGOV, ΝΡ, СЕ, CH SUBJECT: PRC/NEPAL: BEIJING ASSESSING HOW ТО ENGAGE 


116 TAGS: PGOV, PREL, KDEM, BG SUBJECT: PM SECRETARY SIDDIQUI DISCUSSES ELECTIC 


IRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS E.O. 12958: N/A TAGS: OPRC, KMDR, k 


N/A TAGS: PREF, PREL, PHUM, ICRC, IS, TH SUBJECT: MDA DEMARCHES DELIVERED REF: 
(GS: PREL, PGOV, MARR, PHUM, CH SUBJECT: AMBASSADOR AND ZHENG BIJIAN DISCUSS С 


H E.O. 12958: N/A TAGS: OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASAL 
WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


27-2104 E.O. 12958: N/A TAGS: OTRA, NL SUBJECT: COUNTRY CLEARANCE GRANTED FOR F 
OR CA/OCS/CCS/EUR AND EUR/EX E.O. 12958: N/A TAGS: EFIN, AMGT, ASEC, OTRA, NL SUB. 
OR CA/OCS/CCS/EUR AND EUR/EX E.O. 12958: N/A TAGS: EFIN, AMGT, ASEC, OTRA, NL SUB. 
2958: DECL: 06/16/2026 TAGS: PREL, PARM, ETTC, AS, FR, CBW SUBJECT: AUSTRALIA GROUF 


VE DEPARTMENT PLEASE PASS TO AUSTRALIA GROUP COLLECTIVE E.O. 12958: DECL: 06/1 
BOSNIAAND HERZEGOVINA PEACE IMPLEMENTATION COUNCIL STEERING BOARD MEETIN 
, VE, LO SUBJECT: SLOVAKIA WILL NOT ACT ON VENEZUELAN NGO LAW REF: STATE 97547 
NV, ECON, EPET, IZ SUBJECT: ENVIRONMENTAL ISSUES IN BASRAH BASRAH 00000107 001.: 
D.NASSIRY AND E.BURKE; TREASURY FOR S.CHUN; COMMERCE FOR E.YESIN Е.О. 12958: | 


SO PASS USAID/W USAID FOR DCHA SUDAN TEAM, AFR/SP NAIROBI FOR USAID/DCHA/OFD; 
JBJECT: TANZANIA RESPONSIVE TO USDA/APHIS PROPOSAL REF: STATE 95277 1. Post deli 
3P, EB/IFD/OMA STATE PASS USTR FOR BELL AND CLAYMAN TREASURY FOR MATHIASEN E. 


TAGS: PGOV, MARR, MOPS, PINR, RS SUBJECT: CHECHNYA: DEATH OF SADULLAYEV Classi 


OR CA/OCS/CCS/EUR AND EUR/EX E.O. 12958: N/A TAGS: EFIN, AMGT, ASEC, OTRA, NL SUB. 
EU; AF/PA; EUR/WE /P/SP; D/C (MCCOO); EUR/PA; INR/P; INR/EUC; PM; OSC ISA FOR ILN; NE/ 


DIS E.O. 12958: N/A TAGS: EAID, SENV, TU SUBJECT: TURKEY\'S DISASTER RELIEF OFFICEF 
N/A TAGS: ECON, PGOV, EMIN, ETRD, EAGR, USTR, PHUM, BO SUBJECT: Lukashenko\'s Potas 


958: DECL: 05/22/2016 TAGS: EFIN, ΚΤΕΝ, PTER, MO SUBJECT: NO HAWALAS PLEASE, WEVRI 


RD, EINV SUBJECT: EMBASSY MINSK WEEKLY REPORT - June 20, 2006 MINSK 00000653 00: 


SUBJECT: JUNE 20 MFA PRESS BRIEFING: DPRK MISSILE LAUNCH, AFRICAN ENERGY DEAL: 


RL/IRF KELLY AND MATES E.O. 12958: DECL: 6/20/2016 TAGS: IS, PHUM, KIRF, PREL, VT, XF : 


I, Β/ΒΗΝ, NEA/PPD, NEA/IPA FOR ALTERMAN USAID/ANE/MEA LONDON FOR TSOU SIPDIS E.( 


2958: DECL: 06/21/2006 TAGS: PREL, ASEC, KAWC, SL, NL SUBJECT: CHARLES TAYLOR DEPA| 
58; N/A TAGS: PGOV, PHUM, OPRC, KMDR, KPAO, AM SUBJECT: REBEL A1-PLUS MEDIA OUTL 
PREL, MARR, AF, IT SUBJECT: AFGHANISTAN: ITALY INCLINED TO SUPPORT DUTCH CANDID, 


O SUBJECT: UN HUMAN RIGHTS COUNCIL--ANTICIPATED OIC ASSAULT ON ISRAEL: JORDAN 
:: PREL, LE, SY, IR, PTER, FR SUBJECT: (С) PESSIMISTIC ELYSEE LINE ON LEBANON/SYRIA D 


: 06/18/2016 TAGS: PGOV, IZ SUBJECT: DAWA ADVISORS TALK ABOUT PM OFFICE, NATIONAL 


(ROOD) DEPARTMENT ALSO FOR NEA/IR; NSC FOR MERKEL E.O. 12958: DECL: 06/20/2016 T 


: LDP - THE LITTLE PARTY THAT COULD 1. (sbu) SUMMARY: Liberal Democratic Party (LDP) ca 


3S: PGOV, PREL, KDEM, BG SUBJECT: STILL UNDER FIRE, ELECTION COMMISSION ADJUSTS 


). 12958: МА TAGS: EFIN, ECON, PGOV, CG SUBJECT: IMF REVIEWS PROGRESS, SETS UP DI 


aS: PREL, PHUM, SA SUBJECT: UN HUMAN RIGHTS COUNCIL--ANTICIPATED OIC ASSAULT Ol 
NS SUBJECT: MLC LAUNCHES NEW POLITICAL ALLIANCE REF: KINSHASA 174 1. (U) The Mo 


SASEEKS USG VIEWS ON PROPOSED INVESTMENT IN IRAN Sensitive but unclassified. Not fo 


ЗТН Е.О. 12958: N/A TAGS: PGOV, PREL, MOPS, MARR, AF, IZ, RO SUBJECT: ROMANIAN SOLL 
SOCI, CH SUBJECT: HENAN STUDENTS RANSACK COLLEGE CAMPUS REF: А. FBIS CPP2006 


1AN CENTCOM FOR POLAD, CG CFC-A, CG CJTF-76 STATE PLEASE PASS USAID FOR AID/AN 
?GOV, PHSA, PREL, KNNP, XF SUBJECT: SAG NOTIFIED OF PSI WARSAW MEETING PARTICIP 
TAGS: PGOV, PHUM, TH SUBJECT: THAI POLITICAL UPDATE JUNE 20: DUELING LAWSUITS ( 


SAID FOR AA/AFR AND AFR/SA USDOC FOR RTELCHIN E.O. 12958: N/A TAGS: EAID, EINV, ET 


BO SUBJECT: DEMONSTRATION NEAR RUSSIAN EMBASSY ENDS IN BRIEF ARRESTS AND ВЕ 


. 12958: БЕСІ: 06/19/2016 TAGS: PREL, МАМ, HR, CU SUBJECT: (C) CROATIAN PRESIDENT ШР 


PREL, KCRM, PGOV, IN SUBJECT: BARAPIND TRANSFERRED TO PUNJAB, REPORTED IN GO 


3 TAGS: PGOV, PINR, PREL, PTER, SCUL, IN SUBJECT: COMMUNISTS HOPE TO \ 


NEA/RA FOR MONOSSON, S/CT FOR KUSHNER, TREASURY/TFFC FOR HEFFERNAN, OIA FOF 
JARRIMAN CENTCOM FOR POLAD, CG CFC-A, CG CJTF-76 Е.О. 12958: N/A TAGS: PHUM, PRI 
1016 TAGS: PREL, PGOV, PHUM, РАМА, EAID, KPAO, MR SUBJECT: SEVERAL ARRESTED FOR ( 


-ENSE REFORM SUBJECT: (C) CROATIAN PRESIDENT,S ADVISOR PROMISES FURTHER DISC 


FOR PRESS OFFICE, SIT ROOM NSC FOR NEA STAFF SECDEF WASHDC FOR USDP/ASD-P/ 


OV, ECON, NP SUBJECT: GON OFFICIALS AND BUSINESSMEN EXPLAIN MAOIST FINANCING 


О USTR Interior for International/Senhadji Commerce for NOAA/International/Ware-Harris, Child EP 


TAGS: PREL, MARR, MOPS, PBTS, GG, RS SUBJECT: RUSSIAN MFA ON PUTIN-SAAKASHVILI 1 


K, PREL, PHUM, UN SUBJECT: DEMARCHE DELIVERED: ANTICIPATED OIC ASSAULT ON ISRZ 
DELIVERS HRC DEMARCHE REF: SECSTATE 99490 On June 19, Ambassador delivered reftel d 


PASS TO USTR FOR MSULLIVAN STATE PASS EXIMBANK STATE PASS OPIC FOR MORONESE 


1, S/CT, DS/IP/EUR, D/HS, INR, INL JUSTICE FOR OIA - JFRIEDMAN DHS FOR OIA - DSEQUEIR/ 


ΧΕΙ, ЗА SUBJECT: NOTICE OF SECOND ROUND OF GUANTANAMO ADMINISTRATIVE REVIEW 
ΧΕΙ, SA SUBJECT: SAG NOTIFIED OF SECOND ROUND OF GUANTANAMO ADMINISTRATIVE F 
2958: DECL: 06/20/2016 TAGS: PTER, KCRM, PINR, KISL, ASEC, LE, SY, UN SUBJECT: MGLE01: 


ER, NP SUBJECT: SHOCKWAVES FOLLOW EIGHT-POINT AGREEMENT REF: A. KATHMANDU 


). 12958: N/A TAGS: PREL, KIRF, PHUM, PGOV, HUMANR, VM SUBJECT: THANH HOA PROTEST 


AGS: PREL, PHUM, TX SUBJECT: Turkmenistan: Demarche On Human Rights Council-Anticipatec 
Ν FOR LFRESE Ε.Ο. 12958: DECL: 06/20/2016 TAGS: PGOV, PREL, PINR, TX, FR, UK SUBJECT 


R MARGARET KOSTIC PASS OPIC E.O. 12958: N/A TAGS: BEXP, ETRD, KPAO, TU SUBJECT: E 


(GS: PGOV, PHUM, SOCI, KISL, CH SUBJECT: CHALLENGING MEDIA TABOOS IN XINJIANG ΗΕ 


ULT AND JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEO!S, DBENZE AND AFERNANDEZ, 


, EAGR, IZ SUBJECT: IRAQI FARMERS UNION FACES SADRIST PRESSURES Classified By: Cla 
HRAN; DEPARTMENT FOR NEA/ARP; DEPARTMENT FOR DRL/IRF - PLEASE PASS TO AMBAS: 


DECL: 06/19/2016 TAGS: PREL, AORC, PHUM, PREF, ICRC, KU SUBJECT: KUWAIT DEMARCHE 


06/19/2016 TAGS: PREL, PHUM, KU, DEMARCHE SUBJECT: KUWAIT DEMARCHE DELIVERED - 


2JLAD DEPARTMENT FOR AF/E Ε.Ο. 12958: N/A TAGS: KPKO, PREL, IGAD, SO SUBJECT: AU AL 
2, IS, NO SUBJECT: PALESTINIAN ASSISTANCE DEMARCHE DELIVERED TO NORWAY REF: S 


SUE FOR A/DAS REDDICK Е.О. 12958: N/A TAGS: IGAD, PTER, ASEC, MARR, KPKO, AU, SO, E 


(СІ: 06/20/2021 TAGS: PREL, PHUM, MU, International Organizations, Human Rights (General) SUE 
: DECL: 06/20/2016 TAGS: PREL, PGOV, PHUM, AU, GA, SG SUBJECT: THE GAMBIA: VISIT BY S 


JOC 4322/MAC/OLAC/JAFEE Ε.Ο. 12958: N/A TAGS: KMDR, OPRC, ОПР, ЕТАР, BR SUBJECT: M 


LONDON FOR TSOU, PARIS FOR ZEYA E.O. 12958: DECL: 06/20/2016 TAGS: PGOV, KDEM, KU 


: DECL: 06/20/2016 TAGS: PREL, PGOV, PINR, LH, HT2, HT3, HT12 SUBJECT: PARLIAMENT RE. 


158: N/A TAGS: EAIR, OTRA, ST, XL SUBJECT: COUNTRY CLEARANCE GRANTED TO LORETTA 
FOR TSOU E.O. 12958: DECL: 06/20/2016 TAGS: PHUM, PGOV, SY SUBJECT: HUMAN RIGHTS 


AO SUBJECT: ICRC PENDING HUMANITARIAN ISSUES IN THE WESTERN SAHARA CONFLICT 
2. 12958: DECL: 06/20/2026 TAGS: PGOV, PREL, PHUM, TU SUBJECT: JANDARMA OFFICIALS S 


AL, EAID, EG, IS SUBJECT: EGYPT: RESPONSE TO MESSAGE ON TEMPORARY ΙΝΤΕΗΝΑΤΙΟΙ 


INTRY CLEARANCE GRANTED TO VERBRASKAAND MERRILL FOR TRAVEL TO ST. KITTS ANE 
PD, NEA/PD, DRL JCS PASS J-5/CDR S. WRIGHT Е.О. 12958: N/A TAGS: OPRC, KMDR, TU SUI 


REL, NI SUBJECT: GON FLEXES MUSCLE IN ARREST OF JOURNALIST Classified By: Political C 


/ΡΙ, INR/NESA, R/MR, I/GNEA, B/BXN, B/BRN, NEA/PPD, NEA/IPA FOR ALTERMAN LONDON FOI 


З/АА Е.О. 12958: DECL: 05/30/2016 TAGS: PREL, PGOV, NI SUBJECT: ASSEMBLY MEMBER RE( 


CRRPD WARNER, STRATEFF CORRECTED COPY- CLASSIFICATION SHOULD READ 


3 FOR HTREGER AND JMALONEY STATE PASS USTR FOR DARCI VETTER USAID FOR AA/AFF 
NEA/ARP, WHA E.O. 12958: DECL: 06/20/2021 TAGS: PREL, International Organizations SUBJEC 


IS, PTER, CE, NO SUBJECT: NORWEGIANS TIP OFF RESPONSES TO SRI LANKA LETTERS ВЕ 


OPS, MARR, TU, IZ, IR SUBJECT: TRILATERAL PKK TALKS: TURKISH THINKING ON NEXT ROI 


IO/CRRPD, (WARNER), МСТ, L Ε.Ο. 12958: DECL: 6/20/2016 TAGS: PGOV, КОЕМ, KISL, PHUM, 
INV, EIND, PGOV, PREL, NI SUBJECT: TRANSCORP BIDDING FOR NITEL Classified By: Consul 


\GS: PGOV. PREL, EUN, UN, TU, CY SUBJECT: TURKISH CYPRIOTS SCHLEP TOWARD JUNE Z 


1, S/CRS LONDON AND PARIS FOR AFRICA WATCHER NAIROBI FOR OFDA Ε.Ο. 12958: N/A TA 


1АММОМ Е.О. 12958: DECL: 06/20/2016 TAGS: PGOV, PREL, EAID, EFIN, КОЕМ, KMCA, GY SUE 


О. 12958, AS AMENDED: N/A TAGS: MOPS, MARR, MCAP, PREL, PGOV, PTER, RO SUBJECT: F 


Y MORROW USUN FOR GORDON OLSON AND RICHARD MCCURRY USPACOM FOR JOC ANE 


, PGOV, PTER, IZ SUBJECT: MODERATE IMAMS IN BASRAH REF: (A) BASRAH 035 (B) BASRA 


iLEY EB/TRN DAKAR FOR FAA ED JONES STATE PASS FAA, DOT, TSA E.O. 12958: N/A TAGS: I 
ЛӘР JOINT STAFF FOR DD PMA-A FOR WTC COMMERCE FOR BIS (GOLDMAN) NSC FOR DIC 


ЗЕ GRANTED FOR NEA DAS GORDON GRAY REF: SECSTATE 100437 1. Embassy Rabat is ple: 


T (LEHMANN) AND OIA (BURKE) E.O. 12958: DECL: 06/20/2016 TAGS: PGOV, PHUM, PINR, KCF 


REL, PTER, CO SUBJECT: REPORT ON ARMS SURRENDERED BY THE PARAMILITARIES Cla 
ONAL AFFAIRS, CRIMINAL DIVISION AND PRISONER TRANSFER UNIT E.O. 12958: DECL: 06/1! 


E.O. 12958: DECL: 06/20/2011 TAGS: PGOV, PREL, PINR, KDEM, SOCI, LO SUBJECT: SMER PIC 


) TAGS: EFIN, KDEM, PGOV, PHUM, PREL, CH SUBJECT: CHAD: THE ROAD AHEAD Classified E 


=CL: 06/18/2016 TAGS: PREL, PGOV, NI SUBJECT: ONITSHA VIOLENCE;CURFEW IMPOSED C 
E.O. 12958: DECL: 06/19/2016 TAGS: PHUM, PREL, RO SUBJECT: ROMANIAN RESPONSE TO [ 


\MS/GREENE/WATERS/WAECHTER; NSC FOR ABRAMS/DORAN/LOGERFO; TREASURY FOR № 


: PGOV, PINR, SOCI, MARR, UP SUBJECT: UKRAINE: ANOTHER RADA SESSION ENDS WITHO! 


IOLT E.O. 12958: N/A TAGS: ECPS, ELAB, ECON, ETRD, EINV, PGOV, NI SUBJECT: NITEL STRII 


GAULL AND MHARRINGTON; USDOC FOR RTELCHIN E.O. 12958: N/A TAGS: EAID, ETRD, MZ, 
IK E.0.12958: N/A TAGS: PREL, ADIP, AMGT, ASEC, ВЕХР, CASC, SCUL, FR SUBJECT: MISSIC 


: ESAUMS AND SDONNELLY E.O. 12958: DECL: 06/20/2016 TAGS: ECON, ETRD, PREL, PGOV, | 


?ORTUGAL CONCURS ОМ MDA VOTE REF: A. SECSTATE 95211 B. SECSTATE 99423 Embc 


EL, PTER, ECON, ETRD, KWBG, KPAL, ASEC, EG, IS, ISRAELI-PALESTINIAN AFFAIRS, GOI INT 


ICELAND: WEDGWOOD UNDER SERIOUS CONSIDERATION REF: STATE 85722 1. Post pres 


, AND EUR/SSA, NSC FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVI 


2 SUBJECT: MOROCCO: UN HUMAN RIGHTS COUNCIL -- ANTICIPATED OIC ASSAULT ON ISR/ 


AND EUR/SSA, NSC FOR BRAUN, USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE 


1016 TAGS: PREL, PGOV, PHUM, РАМА, EAID, KPAO, CASC, MR SUBJECT: ARREST UPDATE RE 


JECT: GUYANA RESPONSE: UNHRC - ANTICIPATED OIC ASSAULT ON ISRAEL REF: STATE 994 
AC, XL SUBJECT: COUNTRY CLEARANCE GRANTED TO MARENGO AND CARNICELLA FOR TI 
ZIL STILL EVALUATING WEDGEWOOD RE-ELECTION BID REF: STATE 85758 1. Poloff delivere 


iLADISLAW NSC FOR FEARS USDOC FOR 3134/USFCS/OIO/WH/SHUPKA USDOC FOR 4332/IT 


MKARBELING TREASURY FOR SGOOCH ENERGY FOR CDAY AND SLADISLAW E.O. 12958: N, 


| TREASURY FOR SGOOCH ENERGY FOR CDAY AND SLADISLAW Е.О. 12958: N/A TAGS: ECO 


: 06/21/2016 TAGS: ECON, PGOV, PREL, BL SUBJECT: TARIJA PREFECT ON UPCOMING ELEC 


, DPUMPHREY, AND ALOCKWOOD NSC FOR DTOMLINSON E.O. 12958: DECL: 11/25/2015 TAG 


1, IZ SUBJECT: COUNCIL OF REPRESENTATIVES COMMITTEE ALLOCATION NEGOTIATIONS C 
12958: N/A TAGS: MARR, MASS, MOPS, PHUM, PINR, ES SUBJECT: REQUEST FOR HUMAN RI: 
Y SUBJECT: MDA DEMARCHE DELIVERED ON PREVENTING CONFERENCE DISRUPTION REIF 
CT: GA MANDATE REVIEW DISCUSSIONS 1. Summary: General Assembly mandate review discu 


PREL, PM SUBJECT: PANAMA & VENEZUELA TO SIGN ENERGY AGREEMENT Classified By: Cl 


JBJECT: UN SECURITY COUNCIL ADOPTS UNSCR 1689 ON LIBERIA 1. On June 20, 2006, the : 
116 TAGS: PGOV, КОЕМ, SOCI, NU SUBJECT: VERIFICATION SUCCESSFUL, BUT CSE NOTES € 


S: PGOV, TW SUBJECT: CHENVS FAMILY SCANDALS THREATEN DPP REF: TAIPEI 2007 Class 


) EAP/ANP NSC FOR VICTOR CHA SECDEF FOR OSD/ISD LIZ PHU PACOM FOR JO1E/J2/J233/. 


; WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR 


=, AMGT, NZ SUBJECT: EMBASSY WELLINGTON RETIREMENT OF POLITICAL-ECONOMIC REC 
4 RICCI STATE PASS TO DINT/USGS/RESTON - RKENNY E.O. 12985: N/A TAGS: OTRA, TPHY, 


EUR/RPM NSC FOR AHARRIMAN CENTCOM FOR CG CFC-A, CG CJTF-76 POLAD Е.О. 12958: 


ӘУ, CIA, IZ, MASS, MCAP, MOPS, ΝΑΤΟ, PGOV, ΡΙΝΗ, PREL SUBJECT: MCNS - MUTHANNA, ВА 


BURKE SIPDIS, SENSITIVE Е.О 12958: N/A TAGS: EFIN, ENRG, ECON, CE SUBJECT: A POSSIB 
JSUN FOR POL SENSITIVE SIPDIS E.O. 12958: N/A TAGS: MNUC, PARM, PREL, KNNP, CDG, k 


M, PREF, AORG, ICRC, KS SUBJECT: ROK TO OPPOSE CONFERENCE DISRUPTION REF:A.S 
=YA, LONDON FOR TSOU Е.О. 12958: DECL: 06/20/2016 TAGS: PHUM, PGOV, PINR, PREL, SA 


AP/P, РМ; USTR FOR PUBLIC AFFAIRS OFFICE; TREASURY FOR OASIA/IMI; SECDEF FOR OAS 


AG TCOR SIPDIS E.O. 12958: DECL: 06/20/2016 TAGS: ECON, TCOR, ENRG, EPET, PGOV, PRI 


1IASEN LONDON FOR USED AT EBRD SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: EFIN, TU SUI 


ON TO SEPTEMBER 27-29 DPRK WATCHERS\' CONFERENCE 1. (U) Embassy Seoul is pleased 


/CR, SA/PAB, S/CT, EUR/RPM STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG NSC FOR Al 
aS: PREL, PBTS, ETRD, ЕСІМ, JA, RS SUBJECT: THE VIEW FROM JAPAN\'S NORTHERN EDGE 


IN, ENRG, EPET, PGOV, PREL, TU, SY, IZ SUBJECT: WHERE WE STAND ON CRUDE EXPORTS 


CL: 06/15/2016 TAGS: PREL, PGOV, PINR, AL, GR SUBJECT: EXHUMATION OF WW II SOLDIER. 


GS: PGOV, PINR, PINS, КОЕМ, KISL, IZ SUBJECT: PROVINCIAL ELECTION IN BASRAH LIKELY ` 


S, EUR/PGI, G/TIP, DRL/IL, INL/HSTC, AND PRM E.O. 12958: N/A TAGS: KCRM, PHUM, KWMN, | 


TAGS: PGOV, PINR, SF SUBJECT: THE MECHANICS OF SELECTING THE NEXT ANC PRESIDEI 


MALLORY Ε.Ο. 12958: N/A TAGS: PGOV, ECON, EAID, ΕΕΙΝ, EINV, PREL, MI SUBJECT: DAS THC 
;E E.O. 12958: N/A TAGS: ECON, EFIN, HR SUBJECT: IMF VIEWS END OF CROATIA PROGRAM 


vl, PREL, EAID, SP, VZ SUBJECT: SPAIN OPPOSES VENEZUELAN ANTI-NGO LAW REF: SECST 
HESON/MSTAUNTON USDOC FOR 3140/ITA/CS/ODO/AFRICA TEAM USDOC FOR 4510/ITA/MAC 
18: DECL: 06/20/2016 TAGS: PREL, КРАЕ, EAID, IS, MU, International Relations SUBJECT: DEMAR 


, PREF, ICRC, IS, SZ, MK SUBJECT: MACEDONIA RESPONDS TO MDA DEMARCHES REF:A. S 
C, EUR/ERA, EUR/PPD, AND EB DEPT OF COMMERCE FOR ITA DEPT OF LABOR FOR ILAB E. 


} TAGS: PK, PREL, PGOV, MASS SUBJECT: POLITICAL SCENESETTER FOR DOD U/S RYAN HE 


45Р SINGAPORE FOR NCIS BANGKOK ALSO FOR ICE HOMELAND SECURITY FOR ICE GENE" 
JSDOC FOR 4212/ITA/MAC/CPD/CRUSNAK PASS EXIMBANK FOR MARGARET KOSTIC USAID 


WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; TREASUR' 


OM FOR FPA E.O. 12958: N/A TAGS: EINV, ETRD, ECON, SOCI, CH SUBJECT: New Property Me 


V, KPAO, CH SUBJECT: PAS Speaker Barth Relates U.S. Banking Experience to China 1. SUMMA 


3A/TRA/AN ENGLE, DEMARS STATE PASS USTR FOR STRATFORD/WINTER/ALTBACH BEIJING 


; EUR/ACE; SCA/CEN (J. MUDGE) SENSITIVE SIPDIS Е.О. 12958: N/A TAGS: SNAR, ASEC, КС 


JRIAK DEPARTMENT PASS AIT/WASHINGTON SIPDIS Е.О. 12958: N/A TAGS: OPRC, KMDR, F 


EU; AF/PA; EUR/WE /P/SP; D/C (MCCOO); EUR/PA; INR/P; INR/EUC; PM; OSC ISA FOR ILN; NE/ 


TAGS: ETRD, BEXP, PT SUBJECT: REACH: PORTUGAL LEANING TOWARDS EUROPEAN COUI 


: N/A TAGS: KTIA, PREL, ADPM, JA SUBJECT: AMBASSADOR SCHIEFFER EXCHANGES MLAT 1 
2Р5, PTER, ARABL, EG, SO SUBJECT: SOMALIA: ARAB LEAGUE ТО HOLD MINISTERIAL MEET 


/, IN, CE SUBJECT: INDIAN HIGH COMMISSIONER SHARES OUR CONCERNS ON SRI LANKA, ^ 


ІНІМ, CH SUBJECT: HUMAN RIGHTS: SARS WHISTLEBLOWER DR. JIANG STILL BANNED FRO 


YR T HASTINGS PLEASE PASS TO TREASURY FOR L KOHLER PLEASE PASS TO МСС FORM | 


OUSED/IMF SECDEF FOR USDP/DSAA PASS EXIM FOR CLAIMS -- EDELARIVA PASS USDA FO 


PS, PGOV, KMPI, YM SUBJECT: TRAIL OF DEBT LEADS TO PRESIDENT\'S OFFICE AND FAMIL 
GOV, VE, El, EAID SUBJECT: GOI CONCERNED ABOUT VENEZUELAN NGOS REF: SECSTATE 


ARC, DRL, С/ТІР Ε.Ο. 12958: DECL: 06/21/2016 TAGS: PGOV, КТР, KWMN, KCRM, PHUM, PREL 
iER), NEA/PPD (DBENZE) STATE FOR ECA/PE/V/R/N, DRL (J. DEMARIA) STATE ALSO FOR G/TI 


ΡΡΙ5 Е.О. 12958: N/A TAGS: ECON, EINV, EPET, PGOV, ID SUBJECT: East Java: Toxic Mudflow | 


, PTER, RS, IR, AF, CN, KZ SUBJECT: RUSSIAN SCO REPRESENTATIVE ON JUNE 15 SUMMIT | 


8: N/A TAGS: KCRM, KWMN, PGOV, PHUM, PREL, BM SUBJECT: BURMA/TIP: MUTED REACTK 


HRAN; DEPARTMENT FOR NEA/ARP; PARIS FOR ZEYA; LONDON FOR TSOU E.O. 12958: DEC 


>, KNNP, UNSC, BN SUBJECT: BENIN: GOB DEMARCHED ON NAM STATEMENT AND OIC CONF 


958: DECL: 06/21/2016 TAGS: PGOV, PREL, КОЕМ, BG SUBJECT: BDG CONTEMPLATES POSSI 


RIME MINISTER KOIRALA WRITES TO PRESIDENT BUSH REF: WHITE HOUSE 130102Z MAY 0 
OV, NP SUBJECT: MAOISTS PURSUING PARALLEL GOVERNMENT INSTITUTIONS Classified E 


, TW SUBJECT: PRESIDENT CHEN DEFENDS HIMSELF AGAINST RECALL EFFORT Classified | 


OV, PTER, KPKO, NP SUBJECT: GOVERNMENT TRYING TO WALK BACK THE EIGHT-POINT AC 


TAGS: PGOV, KDEM, KPKO, CG, ELECTIONS SUBJECT: PRESIDENTIAL CANDIDATE OSCAR K 


ОСІ, TU SUBJECT: TURKISH YOUTH: DEMOGRAPHICS AND IDENTITY ANKARA 00003651 00 


ОСІ, TU SUBJECT: TURKISH YOUTH: ATTITUDES TOWARD POLITICS, RELIGION, AND THE EC 


:F: A. STATE 87969 В. JAKARTA 7378 C. MANILA 2466 Classified By: Charge d\'Affaires, a.i. 
tY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAP 


1561 (U) On June 14, Ambassador delivered Reftel demarche to MFA Permanent Secretary Krit Gar 
JATES EMBASSY ON TURKMENISTAN\S JEWISH DIASPORA Classified By: CDA JENNIFER BR 


IPDATES EMBASSY ON TURKMENISTAN\'S JEWISH COMMUNITY Classified By: CDA JENNIFE 


'TATE 94561 B. ISLAMABAD 10740 Classified By: DCM Peter W. Bodde, Reasons 1.4 (b) and ( 
3 COUNCIL DEMARCHE REF: SECSTATE 94561 (U) Classified By: Political-Economic Counselor | 


RELATIONS Classified Ву: CDA W.L. Amselem. Reasons 1.4 (b) and (d). 1. (C) Summary: A bit ov 


:INV, CASC, KIDE, OPIC, PGOV, NZ SUBJECT: 2006 REPORT ON INVESTMENT DISPUTES: NEV 
RY CLEARANCE FOR DR. KULKARNI, JULY 2 - JULY 5, 2006 REF: STATE 96381 1. (SBU) Emb 


)RM REF: STATE 83920 Embassy delivered reftel demarche to MFA International Organizations De 


STRIKING DEEP ROOTS IN BANGLADESH Classified By: Ambassador Patricia Butenis; reason 1. 


5 CHENNAI 0496 AND PREVIOUS 1. SUMMARY: (SBU) C.P. Gajurel, a Nepali Maoist leader who h 


JCASUS Classified By: Deputy Chief of Mission Daniel A. Russell. Reason 1.4 ( b, d) SUMMARY -- 


“FOR VIMAL ATUKORALA Ε.Ο. 12958: DECL: 06/15/2016 TAGS: ECON, ΕΙΝΝ, ЕТАР, SI SUBJEC 


JARRIMAN, KAMEND OSD FOR BREZINSKI CENTCOM FOR CG CFC-A, CG CJTF-76 POLAD TF 


IE 00000957 001.2 OF 003 MONTENEGRO SENSITIVE BUT UNCLASSIFIED - PLEASE HANDL 


MENSION TALLINN 00000567 001.2 OF 002 1. (U) Summary. On June 9, the Finnish and Estoni 


JAS MOMENTUM AFTER THIRD TERM LOSS Classified By: Consul General Brian L. Browne for r 
?OMEROY USDOC FOR FCS/OIO/BORR, MSTAUNTON Ε.Ο. 12958, N/A TAGS: EAGR, ECON, P/ 


3U) New Zealand Deputy Head of Mission Adele Bryant, Australian Deputy Head of Mission Angus Mi 
IG IN WARSAW REF: 84640 PAGE 02 RUEHSQA0578 UNCLAS SKOPJE 000578 P/E CHIEF DEL 
IES 1. (U) Opposition MP and former Second Vice President Chakufwa Chihana died on the morni 
ssified By: Ambassador Ronald L. Schlicher, reasons 1.4 (B) and (D) 1. (C) Summary: Father Isaiah 


ΞΟΟΝΟΜΙΟ REFORM MODEL TALLINN 00000568 001.2 OF 002 1. (U) Summary: In a June 12: 


NUCLEAR AGREEMENT REF: TOKYO 02988 Classified By: Ambassador J. Thomas Schieffer for 
COURTS: LET\'S WORK TOGETHER REF: A. SECSTATE 93874 В. SANAA 212 (МОТА) С 


Y NEEDED Classified By: Ambassador Ronald L. Schlicher, Reasons 1.4 (B) and (D) 1. (C) Summe 


USTR USPACOM FOR FPA HHS FOR STEIGER, BHAT AND ELVANDER, OGHA REF: A) Beijing - 


, JAPAN-CHINA RELATIONS WITH CHINA,S AMBASSADOR WANG YI Classified By: Ambassador 


O SUBJECT: ETHIOPIA: PM MELES ON SOMALIA, ERITREA BORDER AND CJTF-HOA Classifiec 


LFENBAUM REF: SECSTATE 97150 1. The Hague grants country clearance to Guy R. Gelfenbau 
\SSIFIED - NOT FOR INTERNET DISTRIBUTION. 1. (SBU) SUMMARY: On June 14, 60-year old i 


`S TURKISH HUMAN RIGHTS/AID ORGANIZATIONS Classified by DCM Nancy McEldowney; reast 


EGISTER AFEW PROTESTANTS, RELIGIOUS LEADERS OPTIMISTIC BUT CONCERNED REF: 


1S FOR OGHA STEIGER, BHAT AND ELVANDER DEPT PASS TO AID/GH/HIDN DENNIS CARROL 


FAS/DLP/HWETZEL AND FAS/ICD/LAIDIG DEPT ALSO PASS TO USDA/FAS/FAA/DYOUNG AND L 


CT: NO DECISION FROM THAI ON U.S. RESETTLEMENT PROCESSING OF THREE NORTH КО! 
ГАО, JA, CM SUBJECT: AMBASSADOR SCHIEFFER AND CHIEF CABINET SECRETARY DISCUS: 


A3321 1. Summary: PolOff and PoIFSN recently visited the Southwestern area of Bangladesh, w 


:F: A. STATE 78740 B. STATE 78829 Classified By: CDA Daniel Rubinstein for reasons 1.4 (b) ar 
‘ER FAMILY DETENTION REF: BEIJING 11385 AND PREVIOUS Classified By: Classified by Actin 
assy received reports of a claymore mine attack on a civilian bus north east of Anuradhapura town in 
› REF: (A) DAMASCUS 2598 (B) DAMASCUS 2165 (C) DAMASCUS 1723 Classified By: Charg 


CL: 06/15/2016 TAGS: ENRG, EPET, PREL, CH, UK SUBJECT: : CHINA/ENERGY: GUIDANCE ON 
Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAN 


ON FOR TSOU PARIS FOR ZEYA Е.О. 12958: N/A TAGS: OPRC, KMDR, KPAO, КОЕМ, PGOV, KI 


МС SUBJECT: UPDATE ON COVERT SURVEILLANCE AND WIRETAPPING LEGISLATION: SLOW 


ssified By: AMBASSADOR JOSEPH STAFFORD, REASON 1.4 (BAND D) (C) Embassy made refte 
ON, IRAN, MIDDLE EAST PEACE WITH CODEL ALLEN ROME 00001770 001.2 OF 002 Classifi 
ARIA D'ANDREA LABOR FOR ILAB--JIM SHEA AND JONA LAI GENEVA FOR RMA STATE PLEAS! 


ST: SU SU NWAY: RELEASED TO FIGHT ANOTHER DAY REF: A. RANGOON 745 B. 05 RANC 


SUMMARY: The Awami League (AL) and its 14-party alliance declared a 36-hour hartal on June 13: 


3U) On June 14, Ambassador, with Department\'s concurrence, joined Dakar-based Russian Ambass 
ЗМ TO POLITICS AS USUAL REF: 05 BANGKOK 07197 Classified By: Political Counselor Susan М 


UDAN 1. (SBU) Summary: GoSS Minister of Parliamentary Affairs Gabriel Changeson reported th: 
, TX, AM, PHUM SUBJECT: TURKMENISTAN,S RELATIONS WITH ARMENIA: COLD AND BLEAK 


(U) SUMMARY: The Awami League (AL) and its 14-party alliance declared a 36-hour hartal on June ' 


AQI INTERNATIONAL FAIR IN GAZIANTEP ADANA 00000142 001.3 OF 002 1. (U) Summary: Tr 
A THOUSAND DINNERS A SUCCESS FOR MINE ACTION REF: 05 STATE 189656 1. On June 1( 


.AYED TO AUGUST REF: STATE 94495 BAGHDAD 00002026 001.2 OF 002 Classified By: Politi 


3, PREL, MEDIA REACTION SUBJECT: MEDIA REACTION PRESIDENT BUSH TO IRAQ; ISLAMIC 


‘(AMESWARAN, ABAUKOL STATE PLEASE PASS USAID FOR AID/ANE, AID/DCHA/DG SAN JOSE 
;URITY RISK, E.O. 13382 DESIGNATION, SIX-PARTY TALKS, JAPAN, UN ARMS REGISTER, ZHA 


2 Е.О. 12958: DECL: 06/15/2016 TAGS: PREF, PHUM, РМАТ, SMIG, КОЕМ, IZ SUBJECT: NEW М! 


?UBLIC HEALTH PROBLEM 1. (SBU) Summary: Despite broad awareness of Sri LankaVs high sui 


2. 12958: N/A TAGS: KMDR JO SUBJECT: MEDIA REACTION ON PRESIDENT BUSH IN IRAQ, T. 


\; WHITE HOUSE FOR NSC/WEUROPE; DOC FOR ITA/EUR/FR AND PASS USTR/PA; USINCEUF 


E DEFENSIVE WITHIN ITS COALITION OVER PETROLEUM PRICE HIKES REF: NEW DELHI 40ἱ 


nd Bolivian Vice President Alvaro Garcia Linera ended their 7-hour negotiating session on June 12 w 


cedonian MFA informed us in a note verbale dated June 12 (pouched to EUR/SCE) that the Macedor 


>KO, PREF, UN, AU-1, SU SUBJECT: Update on Darfur IOM Detainees Case Ref: Khartoum 0140 
INT YET AGAIN MAKE THE ROUNDS IN DELHI REF: NEW DELHI 3799 Classified By: A/PolCouns 


Classified by ECPO Counselor John Desrocher for reasons 1.4(b) and (d). (C) Poloff discussed the 
'DCHA/OFDA, USAID/REDSO, AND FAS USMISSION UN ROME GENEVA FOR NKYLOH NAIROBI 


1344 Classified By: Charge dVAffaires Larry Schwartz, Reasons, 1.4 (b/d). Including Maoists in Gov 


=D: FAA EMPLOYEE JOSEPH DONALD FUSCO REF: FAA EASTERN АСМ HQ JAMAICA NY 1512 
МАМ CENTCOM FOR CG CFC-A, CG CJTF-76, POLAD TREASURY FOR D/S KIMMITT, APARAME 
F: STATE 84640 Classified By: CDA Jeff Goldstein for reasons 1.4 (b) and (d) (C) On June 8 Polecc 
ANS SINCE 2002 CEASEFIRE PROMPTS LIMITED MILITARY RESPONSE AND LOCALIZED ETH 


1. (U) We delivered reftel to Norwegian MFA PDAS for Security Policy Trine Skymoen on June 14 an 
1 by Political Counselor Janice G. Weiner, reasons 1.4 (b) and (d). 1. (C) Summary: The June 10 me 


VERED: IRAN ARMS REF: STATE 96298 Classified By: CHARGE DVAFFAIRES L. AROIAN, FOR 


3JECT: ANKARA MEDIA REACTION REPORT THURSDAY, JUNE 15, 2006 In Today\'s Papers MF 


BY HEATED COMMENTS ON EVENTS OF 1915 Classified By: Amb. John M. Evans for reasons 1. 


.: 06/15/2016 TAGS: EAID, MCAP, MOPS, PGOV, PK, PREL, PTER SUBJECT: POLITICAL SCENES 


:zMPHASIZES INCREASED COORDINATION, PRIVATE SECTOR DEVELOPMENT BAGHDAD 006 


ZEYA E.O. 12958: N/A TAGS: OPRC, KMDR, KPAO, KDEM, PGOV, KU, SUFFRAGE SUBJECT: K 


TION - JORDAN REF: STATE 95360 Classified By: CDA Daniel Rubinstein for Reasons 1.4 (b), (d) 
MERCE FOR 4520/ITA/ANESA/TALAAT Е.О. 12958: N/A TAGS: ECON, EFIN, EINV, EG SUBJEC” 


96389 Classified By: CDA Daniel Rubinstein for reasons 1.4 (b) and (d) (C) Acting PolCouns delivei 
N REF: STATE 89981 1. We delivered reftel points June 6 encouraging interested parties to submit 
ЗН, BM SUBJECT: PRC OPPOSES UNSC TAKING UP BURMA ISSUE REF: A. STATE 88973 E 


VASD-ISA HQ USAF FOR ХОХХ DA WASHDC FOR SASA JOINT STAFF WASHDC FOR РА CDR I 


ITIES FOR OPPOSITION CANDIDATES 1. (U) On June 9, Belarusian president Aleksandr Lukashe 


N AND OCC FOR CARLOS HERNANDEZ USDOC FOR ALEXANDER PEACHER USDOL FOR ILA 


\ММАМ 4374 B. AMMAN 4245 Classified By: CDA Daniel Rubinstein for Reasons 1.4 (b), (d) 1. 


OCK ADMISSION OF ISRAELYS MAGEN DAVID ADOM REF: STATE 95184 Classified By: Charge 
2 SENSITIVE BUT UNCLASSIFIED; PROTECT ACCORDINGLY 1. (SBU) Summary: BelarusY lott 


RECTION DURING FAREWELL MEETING WITH AMBASSADOR REF: VILNIUS 526 1. (U) SUMM; 


ZEYA E.O. 12958: N/A TAGS: OPRC, KMDR, PTER, KDEM, PGOV, IZ, KU, TERRORISM SUBJEC 


NG MINERAL EXTRACTION IN ERITREA: WHO WILL PAY? CLASSIFIED BY: AMB Scott H. DeLi: 
NIAN PRESIDENT PROPOSES SOCIAL DEMOCRAT FOR PRIME MINISTER REF: VILNIUS 526 


ЕСІ: 06/15/2016 TAGS: PREL, PBTS, MOPS, KPKO, ET, ER SUBJECT: ETHIOPIA: UNMEE SAYS 


: A. SECSTATE 89306 B. SECSTATE 85558 1. This is an action request: see paragraph 11. 2. $ 


"AGS: PHUM, CM SUBJECT: CAMEROON: FORMER CHILD LABORERS SHOW THEIR TALENTS 


ІС CONSENSUS AT RISK? REF: A)DAKAR 1149; B)JDAKAR 1011; C)DAKAR 0817; D)DAKAR 0681 


CLARATION ON RIGHTS OF INDIGENOUS PEOPLES REF: А. STATE 78740 В. STATE 78829 


A. STATE 53585 В. STATE 65328 As requested in reftels, embassy Bratislava translated into Slo 


ег reftel request, we delivered talking points on USDA APHIS importation regulations to Ministry of A 
:NTIAL REQUEST TO UNIIIC TO EXAMINE ALLEGATIONS OF ISRAELI INVOLVEMENT IN MAJZC 


AGREES WITH USG PROPOSALS ON U.S-RUSSIAN HUMAN RIGHTS DIALOGUE REF: STATE ( 


Economic Conditions Compel GSE to Court IMF; Donors Doubt ItQs a Match That Will Last CLASS 


NG MINERAL EXTRACTION IN ERITREA: WHO WILL PAY? CLASSIFIED BY: AMB Scott H. DeLi: 


. FAA 1415047 JUNE 14 B. 06 The Embassy grants country clearance for the visit to Peru of Fe 
FLURRY OF VISITS, MEETINGS LINKED TO PALESTINIAN ISSUES REF: DAM 1853 Classified I 


3AVAD MUSES ABOUT EXCHANGING LOWERED RHETORIC ON HIZBALLAH FOR DEAL REGAF 


TES AND EXPROPRIATION CLAIMS - POST INPUT 1. (SBU) This cable is Sensitive But Unclassi 


\ TAGS: PREL, KPKO, PREF, SOCI, UN, AU-1, SU SUBJECT: SUDAN/DARFUR: CFC Meeting in E 
hase Il Open Meeting - The open meeting was attended by the AMIS personnel, UN, parties, and the 


IARKS ON CHAD, C.A.R., TOGO, AND COTE DVIVOIRE REF: A. NDJAMENA 828 B. DVELIA-AF/W 


GENERAL (ATTN: D. UNDERHILL) SECDEF FOR OFFICE OF UNDERSECRETARY EDELMAN (A 


: POSITIVE IPR DEVELOPMENTS IN EGYPT Sensitive But Unclassified -- Please Protect Accordin: 
S SUBJECT: ABU MAZEN/HANIYYAH REACH REPORTED DEAL ON SSF; CONFLICTING HAMAS 


ION REF: A. ANKARA 3387 AND PREVIOUS B. ANKARA 3542 Classified By: Counselor for Pol 
JUGENT/ADKINS Ε.Ο. 12958: DECL: 06/08/2016 TAGS: EFIN, PREL, KTFN, KWBG SUBJECT: PA 


IEF: A. STATE 78740 B. STATE 91509 Classified by ECPO Counselor John Desrocher for reasoı 


INAK Classified By: Ambassador Rodolphe Vallee as per E.O. 12958 1.4 (b) and (d) 1. (C) Summe 


АТ REF:A. KIEV 2316 B. KIEV 2188 Classified By: Ambassador for reasons 1.4 (b) and (а). St 


Е STEGER Е.О. 12958: DECL: 06/15/2016 TAGS: PGOV, PREL, КОЕМ, UNMIK, ҮІ SUBJECT: КО: 


3LE01: HARIRI ADVISOR STRONGLY CRITICIZES DRAFT ELECTORAL LAW REF: BEIRUT 190: 


3UT STILL NO ADMISSION OF THE AL QAIDA PRESENCE REF: NAIROBI 2618 Classified By: De 


PGOV, PHUM, PREL, ASEC, ZI SUBJECT: MURAMBATSVINA ECHOES CONTINUING REF: HAR/ 


на met at the Andean Community (CAN) conference in Quito on June 13 to publicly demonstrate theil 


6/13/2016 TAGS: PHUM, PREL, PGOV, ET SUBJECT: ETHIOPIA: PROSECUTION STRUGGLING * 


JER ZVARYCH ON ORANGE-BLUE CONSULTATIONS REF: А. KIEV 2316 В. KIEV 2281 С.І 


НЕ MAJORITY REF: STATE 97059 (SBU) Ambassador made reftel demarche to Foreign Affairs P: 
3ZUBIN E.O. 12958: DECL: 06/14/2016 TAGS: ECON, EFIN, ETRD, EAID, PGOV, PREL, IS, KWBC 


1662 001.2 OF 003 1. (U) SUMMARY. One half of the next Czech parliament, chosen in the June 2- 
IENT REF: A. CAIRO 3639 B. CAIRO 3556 C. CAIRO 3006 Classified by Ambassador Franc 


JELLO STUMBLES IN PREMATURE ELECTORAL CALENDAR ANNOUNCEMENT Classified By: 


’GOV, PINR, KCRM, GY SUBJECT: GUYANA NARCO-RUMORS: ACETONE IMPORTS, STALLED | 


STATE 94561 Classified by Ambassador Francis Ricciardone for reasons 1.4 (b) and (d). 1. (C) Tr 


15 TO LICENSE SALE OF FIVE PASSIVE SURVEILLANCE SYSTEMS TO PAKISTAN REF: A. IIR € 
14/2031 TAGS: PGOV, PHUM, КОЕМ, SCUL, VE SUBJECT: PRESS FREEDOM UPDATE REF: A. 


;elor Kathy Fitzpatrick; reason 1.4 (B) an d (D). 1. (C) MFA Subdirector General for Middle East Affair 


STATE 95184 1. (U) Poloff discussed reftel on June 15 with Petr Valek, Legal Officer in the Czech М 
- ISSUES SHOULD BE FOCUS OF FIRST UNHRC SESSION REF: А. STATE 94561 В. STATE: 
ssified By: Political Minister-Counselor Josiah Rosenblatt, reason 1.4 b/d (С) On June 15, using refte 
ISTERNATION 1. (SBU) Summary: Sharing worries about a threat to the status quo and the potenti 


=NCE IN PRAGUE 1. (U) Embassy Prague is pleased to announce it will host an Entry Level (EL) Cc 
Е.О. 12958: N/A TAGS: UNESCO, FR, ECON, ЕТАР, EU SUBJECT: UNESCO CULTURAL ЕХРВЕ: 


12958: N/A TAGS: IGAD, PTER, ASEC, MARR, KPKO, AU, SO, ET SUBJECT: IGAD AMBASSADOI 


CUSHMAN COMMERCE FOR BECKY ERKUL E.O. 12958: DECL: 06/14/2015 TAGS: PGOV, KFPC 


A POLICE OFFICER WOUNDED, HOSTAGES SEIZED 1. (SBU) Summary: A heavily armed grou 


HOEK COMMERCE FOR ITA/MAC/NAFTA: ANDREW RUDMAN ENERGY FOR INTERNATIONAL / 


PRINGER ROME PASS TO TSA FRANKFURT PASS TO TSA E.O. 12958: N/A TAGS: ECON,EAIR, 


[S SUBJECT: SHEETRIT OFFERS VIEWS ON REALIGNMENT, NEGEV/GALILEE DEVELOPMENT 


JRMA (U) Classified by Ambassador John R. Bolton, Permanent Representative, for Reasons 1.4 ( 


3U) Econoff delivered reftel note and talking points on June 15 to George Novey, Director General, M 
E OF COLOMBIA\'S DEMOCRATIC LEFT REF: A. BOGOTA 4729 (NOTAL) B. BOGOTA 4565 ( 


TE PASS AID FOR LAC/CAM NSC FOR DAN FISK E.O. 12958: DECL: 06/15/2016 TAGS: EPET, El 


RATION AND BORDER SECURITY REF: MEXICO 3297 AND PREVIOUS Classified By: AMBASS/ 


ACTION PLAN FOR CHAVEZ VISIT REF: PANAMA 01128 Classified By: Charge Luis Arreaga for rı 


ATION AHEAD Classified By: Ambassador Curtis Struble for Reason 1.4 (B, D) 1. (SBU) A significa 
REF: (A) STATE (B) Roseli-Moore e-mails Post has по new reports of investment disputes or expr 
STATE 95211 B. MONTEVIDEO 0419 C. 05 MONTEVIDEO 1384 AND PREVIOUS (U) On Ju 


IGHTS COUNCIL REF: А. STATE 94561 B. MONTEVIDEO 0514 C. STATE 78740 Classified 


TE PASS AID FOR LAC/CAM NSC FOR DAN FISK E.O. 12958: DECL: 06/15/2016 TAGS: EPET, El 


2 SCENARIOS Classified By: Acting Deputy Chief of Mission Leslie A. Bassett for rea sons 1.4(b) ar 
yT FORMS OF CHILD LABOR 1. (U) President Torrijos signed an executive decree June 12 to ident 
1 D, E, P, AND WHA TREASURY FOR JHOEK STATE PASS AID FOR LAC/CAM NSC FOR DAN ЕІ: 


test ULAANBAATA 00000462 001.3 OF 004 ZFR ZFR ZFR ALREADY SENT OUT AS ULAANB/ 

001.3 OF 003 SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION. ZFR ZI 
ЗЕЕ: BOGOTA 5395 Classified By: CDA MILTON DRUCKER FOR REASONS 1 (В) and (D) 1. (C) / 
BENAISSA/4530/ITA/MAC/AP/OSAO Ε.Ο. 12958: N/A TAGS: ETRD, PGOV, PREL, NZ SUBJECT: ^ 


(ΡΑΟ, TW SUBJECT: MEDIA REACTION: CROSS-STRAIT CHARTER FLIGHTS, RECALL OF PRE 


KAZAKHSTAN: SARSENBAIULY MURDER TRIAL BEGINS Ref: Almaty 2069 1. (SBU) Summary: 


ASSAS AND CAMPS REF: A. STATE 94597 B. ISLAMABAD 3203 C. STATE 61083 Classifie 


CKING EFFORTS WITH MINISTER SHERPAO 1. (U) On June 12, Ambassador met with Interior M 
: NOMINATING REGIONAL IVP CANDIDATES IN SUPPORT OF SHARED OBJECTIVES IN THE P/ 


;L: 06/15/2010 TAGS: PHUM, UNHRC-1 SUBJECT: JUNE 15 HUMAN RIGHTS COUNCIL INFORM/ 


SUBJECT: PRCS HEAD SAYS KEY MOU IMPLEMENTATION ISSUES REMAIN UNRESOLVED Cl: 
SUES BROKEN REF: BAGHDAD 1985 1. (SBU) SUMMARY: After reaching agreement on languag 
: ENRG, ETRD, PGOV, SENV, EINV, PREL, EUN, GM SUBJECT: GERMANY\'S 2007 EU PRESIDE 


PACIFIC REF: A. WELLINGTON 451 B. WELLINGTON 461 (U) Classified By: Political-Econom 


OES/PCI, OES/STC AND OES/IHA DEPT PASS TO USDA/FAS/DLP/HWETZEL AND FAS/ICD/LAIE 


TAGS: SENV, EMIN, ЕТАР, TPHY, TSPL, RP SUBJECT: Visiting EPA team advises GRP on сһетісг 


1. (SBU) SUMMARY: Flash mobs have increasingly become one of the principal methods of protes 


IONS FOR EMBASSY IN BAGHDAD REF: ZAGREB 0634 Classified By: DCM Greg Delawie for ree 
IBASSY, PRESIDENT BUSH REF: MINSK 365 Classified By: AMBASSADOR GEORGE KROL FOF 
KYS LEANING BALL OF GLASS? Classified By: AMBASSADOR GEORGE KROL FOR REASONS 


=CT: Southern Taiwan Youth Prepping for Global Business Environment REF: Taipei 0660 1. Sumr 


ıssified By: ОСМ JAMES Е. ENTWISTLE FOR REASONS 1.4(b) and (d) 1. (C) Poloff joined New Ze 


», PREL, PTER, PHSA, KTIA, RP SUBJECT: GRP MULLS AN IMO-BASED MULTILATERAL MARITI! 


VISA USDOC FOR 5101/ITA/IA USDOC FOR 4220/ITA/MAC USDOC FOR 1003/ITA/OUS USDOC F 


=NCE IN PRAGUE 1. (U) Embassy Prague is pleased to announce it will host an Entry Level (EL) Cc 
| 001.3 OF 005 Classified By: AMBASSADOR GEORGE KROL FOR REASONS 1.4 (B, D) 1. (С) Š 


3 STATE PASS USTR E.O. 12958: N/A TAGS: ECPS, ELAB, ECON, ETRD, EINV, PGOV, NI SUBJE 


S E.O. 12958: N/A TAGS: PGOV, ELAB, CM, EAIR, ASEC, EFIN SUBJECT: CAMEROON HIT BY A 


Jine Standoff Ref: Ulaanbaatar 461 SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DIS 


1, Reason 1.4 (B, D) PRC-ASEAN RELATIONS -------------------- 1. (SBU) Poloffs shared tea with Ct 
UPPORTS U.S. PROPOSAL ON FMCT NEGOTIATIONS REF: STATE 92033 This message is sen 


SILE MATERIAL CUTOFF TREATY DEMARCHE REF: STATE 92033 1. The GONL is very appreci 


3EIGNERS IN NORTH OSSETIA Classified By: Minister-Counselor for Political Affairs Kirk Augustine 


ICK STATE FOR M/MED ADN M/MEDEX PETER WOOD HHS FOR OGHA -- STEIGER, ΕΙΝΑΝΡΕΙ 
ISCUSSION OF AIR POLLUTIONYS CONSEQUENCES AND REMEDIES Classified By: EP Chief S 


TY REF: PRISTINA 504 BELGRADE 00000962 001.2 OF 002 1.(U) SUMMARY: The recently sig 


JNIFICATION TAGS: EFIN, ECON, PREL, KS, KN SUBJECT: DPRK ECONOMY: EXPERT SAYS TF 


‚STATE 96389 Classified By: Acting PolCouns Charles О. Blaha, reasons 1.4 (b) and (а). 1. (C) We 
ГЕ 85543 1. Poloffs delivered the TIP demarche (reftel) to Nigeria\'s National Agency for the Prohibit 


(PAO, TW SUBJECT: MEDIA REACTION: RECALL OF PRESIDENT CHEN SHUI-BIAN 1. Summ: 


Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAN 


Е MILITARY TARGETS REF: COLOMBO 1018 AND PREVIOUS Classified By: Ambassador Jeffre' 


jue grants country clearance for Political Officers Matt Thompson, Joe Mellott and John Cockrell to tr: 
EL, PINR, CH, HK SUBJECT: DEMOCRATIC PARTY RESISTS REVEALING MEMBERSHIP REF: F 


Y/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAP 


: STATE 97547 Classified By: Pol/Econ Counselor Mike Hammer, Reasons 1.4 (b) and (d) (C) On Ji 


y: Ambassador Rodolphe M. Vallee for reasons 1.4 (b) and (а). 1. (C) Summary: One key unknown 


N/A TAGS: BEXP, EINV, ELAB, ETRD, KSEP, SENV, RP SUBJECT: NOMINATION FOR CORPORA 


iified by CDA Tom Miller; Reasons 1.4 (B) апа (D) 1. (C) Summary: Civil society in Cyprus is fragme 


E REF: SECSTATE 95211 On June 16 poloff delivered reftel talking points to Faruque Faquira, Hea 
' ERKUL Е.О. 12958: DECL: 12/31/2011 TAGS: PGOV, PREL, PHUM, ZI SUBJECT: MADHUKU ON 


NEGOTIATE REF: UNVIE 475 ------------------------ Summary and Introduction ------------------------ 


. STATE 96389 (DEMARCHE: JUNE 19 - 21 OIC MINISTERIAL MEETING IN BAKU) B. JAI 
ING REF: STATE 96389 Classified By: AMBASSADOR WILLIAM HUDSON FOR REASONS 1.4 (b 
DEMARCHE DELIVERED: BUILDING SUPPORT FOR GUATEMALA REF: STATE 95360 Classifier 
FH ISLAM REF: (A) BERLIN 1069 (B) BERLIN 1070 Classified By: Acting PolCouns John Lister. Re 


\ TAGS: PREL, KPKO, PREF, SOCI, UN, AU-1, SU SUBJECT: SUDAN/DARFUR: CFC Meeting in E 


ТАТЕ 95206 1. (SBU) Embassy Tokyo Political Officer conveyed reftel points to Ministry of Foreign. 
)MING ACCEPTABLE IN TAIWAN? REF: А. A. 05 TAIPEI 04246 B. B. 05 TAIPEI 02601 C. 05 TA 


) USDA/FAS/DLP/HWETZEL AND FAS/ICD/LAIDIG DEPT ALSO PASS TO USDA/FAS/MOLSTAD A 
JNDON 4221 (U) SENSITIVE BUT UNCLASSIFIED; PROTECT ACCORDINGLY. NOT FOR INTER 


K TIMES EMPLOYEE ADJOURNS WITHOUT RESULT REF: BEIJING 12529 AND PREVIOUS Cla 


TRADE REQUEST GSP TRADE RELATED EARTHQUAKE ASSISTANCE 1. (SBU) Embassy recie\ 
4 1. The Hague grants country clearance Julie Strawhorn, David Jones, and Tom Kearney ofthe De 


grants country clearance to Dr. Scott Paul, physiatrist, National Institute of Arthritis and Musculoskele 


>STATE 98483 1. The Hague grants country clearance to G. Bruce Varnado from the Sandia Nation 
8070 1. The Hague grants country clearance to Susan Neff from the NASA\'s Goddard Space Flighi 
PREL, UK, IR SUBJECT: UK OPEN TO FINANCIAL MEASURES AGAINST IRAN Classified By: DC 


zLECTION REQUEST REF: STATE 96360 Classified By: Political Section Deputy Carol Reynolds. 


\; WHITE HOUSE FOR NSC/WEUROPE; DOC FOR ITA/EUR/FR AND PASS USTR/PA; USINCEUF 


: РЕСІ: 06/15/2016 TAGS: PREL, PTER, MOPS, ET, SO SUBJECT: ETHIOPIA: ETHIOPIAN MILIT, 


REF: A) 04 VATICAN 174 ET AL.; B) NAIROBI 2525; C) STATE 93874 CLASSIFIED BY: Peter Mart 


A DELIVERS TIP DEMARCHE TO CAMBODIAN POLICE COMMISSIONER HOK LUNDY REF: А. € 
1 Poloff delivered reftel demarche June 13 to MFA Human Rights Policy Officer Monique Muller. Act 
NGO LAW REF: STATE 97547 Classified By: Political Counselor Andrew Schofer; reasons 1.4 (b) a 
REF: А. STATE 79658 B.SOFIA743 С. BUCHAREST 981 D.SOFIA601 Classified By: Ar 


15, emboff delivered reftel points to the Department of Communications, Marine and Natural Resourc 
:ETING WITH CHAVEZ Classified By: Political Counselor Andrew Schofer; reasons 1.4 (b) and (d). 


3UAN PRESIDENTIAL ELECTIONS REF: STATE 96360 Classified By: Political Counselor Andrew $ 
RT FOR MONITORS FOR NICARAGUAN PRESIDENTIAL ELECTIONS REF: SECSTATE 96360 € 
NHRC SESSION REF: SECSTATE 94561 Classified By: AMBASSADOR CAROL VAN VOORST, R 
¡'ONFERENCE OF RED CROSS/RED CRESCENT REF: STATE 95211 1. (U) Poloff delivered refte 


2GOV, PREL, КОЕМ, KCRS, CD SUBJECT: CHAD: POLITICAL OPPOSTION TO TAKE FRANCE Tt 


NTION REF: А. STATE 94561 B. PARIS 2358 C. 6/16 RICCI-EUR/WE FAX D. PARIS 3368 E. РА 


on for CA Only: Mr. Ozel spent considerable time during the welfare and where abouts visit talking al 
4 B. KATHMANDU 1268 Classified By: CDA Larry Schwartz. Reasons 1.4 (b/d). Parliament Furt 
=: SECSTATE 95184 (SBU) Poloff delivered reftel deQrche June 14 to Ambassador Tyge Lehmann, 

: 094561 1. (SBU) Poloff discussed reftel points June 13 with Ambassador Tyge Lehmann, MFA Sen 
UE UNFAVORABLE REPORT CARD TO UPA PARTNERS REF: A. NEW DELHI 4200 В. NEW I 


Adana 000133 1. (SBU) The Anti-Terror Branch of the Turkish National Police reported, to Consulat 
N, PGOV SUBJECT: MEA AWAITING CENTRAL ASIAN ENERGY TRADE FEASIBILITY REPORT F 


-KS REF: А. 05 KATHMANDU 2556 B. KATHMANDU 1373 Classified By: Charge dVAffaires Lar 


ERATIVE APPROACH TO ADVOCATING CYBERSECURITY REF: А. NEW DELHI 1670 В. 04 № 


(OCI, NP SUBJECT: GOVERNMENT HOLDS DONOR MEETING ON CHILD LABOR, WORRIED AE 


ANTED: TREASURY OFFICE FINANCIAL ENFORCEMENT ADVISOR CHARLES К SCIARINI REF: 
ΙΝΤΕΡ: TREASURY OFFICE ADVISOR J. JOSEPH COHEN REF: TREASURY 121140Z JUN 06 1. 
itical-Military Counselor David C. Litt for reasons 1.4 (a), (b), and (d) 1. (C) SUMMARY. On June 8, ^ 


‘easons 1.4 (a), (b), and (d). 1. (U) This is an action request. Please see para 9. 2. (S) SUMMARY: 
jue grants country clearance to Dr. Richard H. Gracely from Veterans Affairs to travel to the Netherlai 
ts country clearance to Alisa Erika Koch from Veterans Affairs to travel to the Netherlands on June 2( 
AN REF: STATE 097529 1. (SBU) Embassy conveyed reftel points in support of Ambassador Litt\'s 
The Hague grants country clearance to Jeffery Siegel, Medical Officer, Center for Drug Evaluation Re 
Үр 1. (S) This is an action request. The following points were delivered by U/S Robert Joseph in Mos 
STING UPDF ON LRA Classified By: Political Counselor Andrew Schofer; reasons 1.4 (b) and (d). 1 


IT/FISH AND WILDLIFE EMPLOYEE ANDREA L.GASKI. REF: STATE 98074 1. (U) The Embassy с 
:D RESPONSE Classified By: Political Counselor Larry Andre, Reasons 1.4 (B) and (D) . 1. (C) Pos 
JPERATION REF: A. ANKARA 3263 B. ANKARA 3028 C. BAGHDAD 1944 D. BAGHDAD 1 
SESSION GAIN MOMENTUM REF: A. BAGHDAD 2004 (МОТА) B. BAGHDAD 1286 (NOTAL) 


| RESPONSE TO U/S JOSEPH LETTER REF: A. ROME 01666 B. SECSTATE 81264 Classifiec 
ETING, CYPRUS, IRAN/IRAQ, BILATERAL RELATIONS REF: ANKARA 3542 (U) Classified by Amt 


3JECT: ANKARA MEDIA REACTION REPORT FRIDAY, JUNE 16, 2006 In Today\'s Papers Erdogar 


N/A TAGS: ETRD, BEXP, SENV, EUN, EZ SUBJECT: RESPONSE FROM CZECH REPUBLIC ON R 


YRIA, HAMAS, NATO, WESTERN SAHARA, OSCE, AFGHANISTAN, BMENA REF: A. SECSTATE . 


?TIMISM FOR NEW IRAQI GOVERNMENT BY TANZANIA REF: STATE 081632 Classified By: Poli 


sified By: Political Counselor Larry Andre, Reasons 1.4 (B) and (б). 1. (C) SUMMARY: The governm 
nt country clearance for Dr. Danuta Krotoski, Health Scientist Administrator, national Institute of Child 


NT DEADLINE Classified By: PolOff CBrown, reasons 1.4 b/d. 1. (C) According to internal MONUC 


2006 REPORT ON INVESTMENT DISPUTES AND EXPROPRIATION CLAIMS: ARGENTINA ВЕЕ: , 


ЗЕ NEEDS WITH BELARUSIAN OPPOSITION Classified By: Ambassador George A. Krol for Reas 


ısed to grant country clearance for Joseph Mulinare to travel to Rabat, Morocco, June 18-30, 2006 fo 


1: SUNNI MARCH 14 PARLIAMENTARIAN COMMENTS ON HARIRIVS LEADERSHIP STYLE REF 


E REF: TALLINN 221 1. (U) Summary: Discussion in Estonia about tolerance and integration has fc 
3S BELGRADE 00000964 001.2 OF 003 1. (SBU) SUMMARY: COMs of Contact Group countries ‹ 


OMPETITIVENESS ISSUES REF: MEXICO 3305 AND PREVIOUS 1. (SBU) Summary: This is the 


O INTEGRATING TURKISH IMMIGRANTS INTO THE GERMAN ECONOMY 1. SUMMARY. Nearlı 


TISLAVA 476 1. Summary. (U) Slovakia has entered the final countdown to elections. Polls open Sat 


OMPETITIVENESS ISSUES REF: MEXICO 3305 AND PREVIOUS 1. (SBU) Summary: This is the 


E REF: TALLINN 221 1. (U) Summary: Discussion in Estonia about tolerance and integration has fc 


MENT MAY BE DELAYED BY 12 TO 24 HOURS Classified By: Econ. Chief A.Lewis for reasons 1.4 
ІН UNLIMITED STRIKE REF: (A) ABIDJAN 428 (B) ABIDJAN 633 (C) ABIDJAN 549 1. (U) Summa 
ONFERENCE REF: SECSTATE 95184 On June 16, we met with Ambassador Bernard Tanoh Boutc 
‚АМ OFFER REF: A. MOSCOW 5869 В. BRUSSELS 790 1. (SBU) Summary: Finland has the ЕО 


3 SAFETY REF: А. HELSINKI 499 B. HELSINKI 505 1. (SBU) On June 1, Finnish Foreign Ministe 


STATE 78740 B. ROME 1767 Classified By: Deputy Chief of Mission Anna Borg for reasons 1.4 
TY REFORMS REF: ATHENS 01507 This message is Sensitive but Unclassified, please handle acc 


ed By: Deputy PolCouns L. Peterson, Reasons 1.4 (B) and (D). 1. (C) SUMMARY: A June 13 meetin 


NBG, IS SUBJECT: FATAH GUNMEN ATTACK GOVERNMENT FACILITIES IN WEST BANK, SPEC 
IP SUBJECT: UKRAINE/ROMANIA/BLACK SEA FORUM: FRIENDLY BILATERAL RELATIONSHIP, E 


gin work on the C/4 and C/5 budget planning documents at its upcoming session (September 25-Oct 
SUBJECT: EMBASSY PRAGUE NOMINATION FOR SECRETARY\'S AWARD FOR CORPORATE E 
BJECT: Tax Reform and the Election REFTELS: (A) BRATISLAVA 457; (B) BRATISLAVA 461; (C) BF 


BAKU REF: STATE 96389 Classified By: Pol/C Timothy Lenderking for reasons 1.4 (b), (d). 1. (C) 


3ESPONDENCE Classified By: CDA Milton К. Drucker Reason: 1.4 (b,d) ------- Summary ------- 1. 


за By: CDA Milton К. Drucker Reason: 1.4 (b,d) ------- Summary ------- 1. (S) Commanders of Joint 


'ASIA FOR DOUGLASS USDOC FOR ITA/MAC/WBASTIAN SOUTHCOM FOR POLAD E.O. 12958 


UCLEAR PROGRAM REF: А. STATE 89324 B. STATE 96389 Classified By: POL/ECON Jim W 
NT AND ENVIRONMENTAL ISSUES REF: MEXICO 3322 AND PREVIOUS 1. Summary: This is the 
JGENT/ADKINS; USAID FOR BORODIN E.O. 12958: N/A TAGS: PHUM, ECON, EAID, PGOV, KWI 
By: ACTING POLITICAL MINISTER-COUNSELOR WILLIAM H. DUNCAN, R EASONS, 1.4 (B/D). 1 


МК 2006 CORPORATE EXCELLENCE NOMINATION REF: SECSTATE 64726 The US Embassy ie 


ЕВЕ READY? 1. (U) Summary: Istanbul lies near a fault-line and on the seismic path of past earthq 
REF: NASSAU 616 1. SUMMARY: As of June 14, 2005, The Bahamas Ministry of Health and the C 
3lCAL PRESERVE UNDER THREAT OF EXPROPRIATION REF: CARACAS 1397 Classified By: E 


LAW AND THE OPEN-SOURCE SOFTWARE DEBATE This message is sensitive but unclassified, | 


: SUDAN/DARFUR: SECURITY ASSISTANCE FOR THE DARFUR PEACE AGREEMENT REF: ST/ 
TE PASS OPIC FOR DMORONESE, NRIVERA, CVERVENNE STATE ALSO PASS TDA FOR ANGU 


SHADOWS ECONOMIC DEVELOPMENT, REGIONAL COOPERATION REF: A. 04GEORGETOWI 


CONSENSUS ON UNESCOYS ROLE IN ADVANCE OF ATHENS MEDIUM-TERM STRATEGY СОМ 


IGO LAW ONE STEP CLOSER TO PASSAGE REF: CARACAS 1634 CARACAS 00001779 001.2 


ΕΜΑΙ ΑΝ SOCIETY 1. (SBU) Summary: Guatemala\'s Constitutional Court has a broad mandate 


ALESTINIAN TALKS, REALIGNMENT, IRAN, AND LEBANON Classified By: Political Minister-Coun: 


1 SUBJECT: BELIZE: SHIP REGISTRY RESPONSE TO CURTAILING THE USE OF NORTH KORE. 


3EDLY MOVING QUICKLY Classified By: Ambassador for reasons 1.4 (b) and (d). Summary ------- 


¡ACE PROCESS REF: SECSTATE 94541 Classified By: Political Minister-Counselor Josiah Rosent 
: VISAS VIPER FOR MAY 2006 REPORTING PERIOD 1. (U) Members of the Embassy Rabat and 
015 TAGS: PREL, KCRM, PGOV, PINR, КОЕМ, UNMIK, YI SUBJECT: SECURITY HEIGHTENED II 
NATCHFUL Classified By: Polcouns Alexander Margulies. Reason: 1.4(b/d). 1. (SBU) Summary: T 


INFLUENCE IN LEBANON AND SAVAD HARIRIVS TRAVELS, RELATIONS WITH SINIORA REF: А 


58: DECL: 06/16/2016 TAGS: MARR, PREL, PGOV, UNMIK, YI SUBJECT: KOSOVO: KFOR RE-ES 


8: N/A TAGS: PGOV, PREL, КОЕМ, UNMIK, YI SUBJECT: KOSOVO: BAD POLL NUMBERS FOR T 


’OLITICS CLASSIFIED BY: Douglas Meurs, Deputy Regional Coordinator, REO Hillah, Department ‹ 


ECT: MEDIA REACTION - GLOBAL WAR ОМ TERRORISM: GUANTANAMO DETAINEES 1. On J 


Ὁ FOR FEARS USDOC FOR 4332/ITA/MAC/WH/OLAC/JANDERSEN/ADRISCOLL/MWAR D USDC 


\ REACTION - GLOBAL ECONOMY On June 15, conservative, influential newspaper-of-record \ 


IRL FOR JENNIE MUNOZ Е.О. 12958: N/A TAGS: MARR, MASS, PGOV, PHUM, HA SUBJECT: VE 
NITED NATIONS FORUM ON FORESTS REF: SECSTATE 48435 USUN has faxed to IO/EX/OB-Al 
</OB-Alice Green and PRM-Ellen В. Sauerbrey an official receipt dated May 31, 2006 from the Unitec 
3OUP BRAZIL FOR ΤΗΕ SECRETARY'S CORPORATE EXCELLENCE AWARD (MULTINATIONAL 


ARRESTS REF: 05 QUEBEC 0046 Classified By: MBMARSHALL FOR REASONS 1.4 (b) (d) ------- 


} В. NICHOLS/POWELL 6/13 E-MAIL On June 14, Poloff faxed Ref A talking points to Angella Ви 
OR JEFFREY LEVINE E.O. 12958: DECL: 06/11/2011 TAGS: PGOV, PREL, KCRM, SNAR, ASEC, | 
AND ISN/TRECN E.O. 12958: DECL: 6/17/2016 TAGS: KPKO, PREL, PGOV, PHUM, AU, PO, MY, 


TATE PASS TO DOT FOR CCOLDREN COMMERCE FOR JANGLIN E.O. 12958: N/A TAGS: EAIR 
3, PREL, MEDIA REACTION SUBJECT: MEDIA REACTION IRAQ IMF-ARGENTINA MIDDLE EAST 


:W MODE AS FACILITATOR DEPARTS REF: USUN 1079 Classified By: Ambassador Terry Miller, F 


/ Ε.Ο. 12958: N/A TAGS: BEXP, EINV, ELAB, ERTD, SENV, VE SUBJECT: NOMINATION FOR THE 


«5 VIGILANT GUARD EXERCISE REF: A. STATE 99279 B. SANTIAGO 01297 1. Per reftel A, 
\TROVERSIAL POLICE OFFICER BACK ON THE FORCE REF: А. 05 KINGSTON 2728 В. 04 $ 


- THE RETURN OF THE STATE? Classified By: DCM Mary Ellen T. Gilroy for reasons 1.4 (b) and (d 


. FORCE-IRAQ (MNF-I) USUN NEW Y 00001225 001.2 OF 002 1. (U) Summary: The UNSC hek 


VIERTZ TO EXPAND TECHNICAL ASSISTANCE INTO 14 NON-HARIRI INVESTIGATIONS REF: A. 


ander Margulies. Reason: 1.4(d). 1. (SBU) SUMMARY: Ollanta Humala\'s Second Vice President c 


F: USUN Classified By: U.S. REPRESENTATIVE TO THE ECONOMIC AND SOCIAL COUNCIL, AN 


IE RECONNAISSANCE MISSIONS REF: SECSTATE 086695 1. Post received a letter (text paragra 
MORE NAMES Classified By: Political Minister Counselor William Brencick, for Reasons 1.4 (B an 
F: USUN Classified By: U.S. REPRESENTATIVE TO THE ECONOMIC AND SOCIAL COUNCIL, AN 


CHANISMS REF: MEXICO 3324 AND PREVIOUS Classified By: AMBASSADOR ANTONIO ©. GAI 


ARD FOR CORPORATE EXCELLENCE REF: A) STATE 082043 B) STATE 064726 1. Embassy S: 


REIGN MINISTER BARCO Classified By: Charg dVAffaires Milton К. Drucker. Reason: 1.4 (b,d) --- 


ЗЕЕ: A. STATE 83988 B. RIYADH 04230 Classified By: NEA DAS Gordon Gray for Reasons 1.4 (b) ε 
idering Panamanian Style SUMMARY ------- 1. (SBU) Acting jointly, DEA and several Latin American 


Fonteneau, RC, REO Al Hillah, Department of State. REASON: 1.4 (b), (а) 1. (U) This is a Babil PR 


NMOGIP Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 1. (U) This cable | 
TY TRANSFER OF MUTHANNA PROVINCE REF: А. A. BAGHDAD 1056 B. B. BAGHDAD 3853 
NT MINORITY REF: (A) 2005 ABU DHABI 3404, (B) ABU DHABI 2248 1. (SBU) SUMMARY: MORE 


SULATION ON POLICY TOWARD HAMAS - U.S. Classified By: Ambassador Francis J. Ricciardont 


3 TSOU PARIS FOR ZEYA E.O. 12958: N/A TAGS: OPRC, KMDR, KPAO, KDEM, PGOV, KU, SUFF 


ZEYA E.O. 12958: N/A TAGS: OPRC, KMDR, PTER, KDEM, PGOV, IZ, KU, TERRORISM SUBJEC 


DE MINISTRY OF HEALTH Classified By: Political Counselor Margaret Scobey for reasons 1.4 (b) a 


SUGGESTS IRAQ MOVE AWAY FROM UNITY GOVERNMENT AND TOWARDS FEDERALISM F 


3ASSADOR JOSEPH STAFFORD, REASON 1.4 (BAND D) 1. (C) SUMMARY. Ambassador met wi 
IKING ABOUT DARFUR-DARFUR DIALOGUE, BUT STILLNO CHAIRMAN REF: A) Khartoum 14: 


PGOV, PREL, SA, SOCI SUBJECT: ECONOMIC AND SOCIAL COMMENTS AT MAY BUSINESS B 


ELECTION REF: SECSTATE 95360 Classified By: Political Counselor David Rundell for reasons 1. 
CE SUBJECT: US-MIDDLE EAST/NORTH AFRICA PRIVATE SECTOR DIALOGUE (US-MENA PSD 
3 TSOU PARIS FOR ZEYA Е.О. 12958: N/A TAGS: OPRC, KMDR, KPAO, КОЕМ, PGOV, KU, SUFF 


ZEYA E.O. 12958: N/A TAGS: OPRC, KMDR, KPAO, PREL, PTER, PGOV, KU, TERRORISM SUB 


PORT REF: А) 05 BASRAH 130, B) 05 BASRAH 136 ВАЗВАН 00000103 001.2 OF 002 CLASSIF 


BASRAH SECURITY PROBLEMS REF: BASRAH 93 BASRAH 00000104 001.2 OF 003 CLASSII 


velcomes Governor Mark Sanford, Governor Frank Murkowski, Governor John Hoeven, Mr, Anthony 
ified By: POLITICAL COUNSELOR MARGARGET SCOBEY FOR REASONS 1.4 (В) AND (D). 1. (C 


, IP/G/NEA-SA RWINCHESTER WHITE HOUSE FOR NSC CENTCOM FOR ССРА Е.О. 12958: N 


2. 12958: N/A TAGS: KMDR JO SUBJECT: MEDIA REACTION ON ZARQAW|\VS DEATH AND WAF 


RAIN TO DUBAI MANAMA 00001084 001.2 OF 002 Classified By: Ambassador William T. Monroe 


vent with a 55 percent voter turnout. Preliminary results were published early the morning of June 18 


STATE 97059 Classified By: CDA Daniel Rubinstein for reasons 1.4 (b) and (d) (C) Acting PolCoun 
). 12958 N/A TAGS: PREL, PHUM, PGOV, AF SUBJECT: PRT FARAH FROM THREATENED CIVIL 
JAE MINECON UPSET OVER NEGATIVE PORTRAYLS OF UAE AS A RESULT OF DUBAI PORTS 


VQAF APPRECIATES OUTREACH, SEEKS EXPANDED COOPERATION ------- Summary ------- 1. 


SRAH BLAMES UK FOR SECURITY PROBLEMS REF: А. A. BASRAH 93 B. B. BASRAH 95 


HUMAN RIGHTS COMMITTEE REF: STATE 85758 (U) Post shared reftel demarche June 7 with M 
¡SAULT ON ISRAEL REF: A. STATE 99490 В. МАМАМА 1064 C. STATE 95619 Classified by 


:0 1. (U) PolOff, in coordination with the New Zealand and Australian Embassies, delivered reftel dei 


ZEYA E.O. 12958: N/A TAGS: OPRC, KMDR, KPAO, KDEM, PGOV, KU SUBJECT: KUWAIT MED! 


AGS: OTRA, KSCA, TPHY, NZ SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR JERRY ^ 


NE 20 CONFERENCE REF: SECSTATE 95211 1. (SBU) Econoff delivered reftel points 13 June to | 


) BLAIR SINGAPORE FOR COGARD GRIFFITTS TSA FOR J. BRECHT CLARK SIPDIS SINGAPO 


) BLAIR SINGAPORE FOR COGARD GRIFFITTS TSA FOR J. BRECHT CLARK SIPDIS SINGAPO 


AN-CENTRAL AND SOUTH EASTERN EUROPE RELATIONS: FOCUS ON INVESTMENT, ENERG 


05-008 REF: A) 05 WELLINGTON 163; B) 05 WELLINGTON 065; C) 05 STATE 11145; D) 05 STAT 
OF U.S. POSITIONS AT PSI HIGH-LEVEL POLITICAL MEETING REF: STATE 97060 Classified B 
3liday weekend and the court\'s regular Tuesday off, the trial of four U.S. Marines accused of raping = 
PHUM, UNSC, BM, TZ SUBJECT: MAKE BURMA TEST CASE OF HUMAN RIGHTS COUNCIL, SA 


3EASURY DAS GLASER PRESSES ILLICIT FINANCE, NORTH KOREAN CONCERNS WITH MON 


80 001.2 OF 002 1. (SBU) Summary: Foreign Minister Urmas Paet presented his semi-annual fore 
3ECSTATE FOR EAP/CM SECSTATE FOR EB/ESP SECSTATE FOR ISN SECSTATE PLASS USTF 
NSELOR MARGARET SCOBEY FOR REASONS 1.4 (B) AND (D). 1. (C) Summary: President Bust 


‚ IP/G/NEA-SA RWINCHESTER WHITE HOUSE FOR NSC CENTCOM FOR ССРА Ε.Ο. 12958: № 


‚00002551 001.2 OF 002 //Q/v//////////ZFR 2РВ/////////// PLS. ZFR MANILA 2551 BLANK ALL ASSC 
"A.SECSTATE 99424 B. COPENHAGEN 00875 Pol off relayed reftel points with Ambassador Tr 
>T: SUDAN/DARFUR: FUR TRIBAL LEADERS READY FOR PEACE Classified By: DCM Andrew St 


THE MAJORITY ON MDA REF: STATE 97059 Sensitive but unclassified; please protect accordingl 
АКО REF: STATE 96389 Classified by A/DCM Steve Bondy for reasons 1.4 (b) and (d). 1. (C) A/D 


STATE 96305 Classified by A/DCM Steve Bondy for reasons 1.4 (b) and (d). 1. (C) A/DCM June 17 


tY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAP 


s Ref Aon June 18 to Dr. Kamal Siddique, Principal Secretary to the Prime Minister. Dr. Siddique reit 
3D/PA; CP BUTLER OKINAWA FOR AREA FIELD OFFICE; PACOM HONOLULU FOR PUBLIC DIPI 


TI-NGO LAW REF: STATE 97547 Classified By: CDA Tom Miller, for reasons 1.4 (B) and (D) 1. (C) 


ST TO INTERVIEW POTUS 1. SUMMARY. France\'s leading private television station has contact 
TRY REF: STATE 95211 1. (U) On June 16, poloff delivered reftel message to Panayotis Papadopc 
TE FOUND IN SOUTH Classified By: Ambassador Ronald L. Schlicher for reasons 1 (b) and (d) 1. 


IN THE AFGHAN BORDER AND REVIEWS ASSISTANCE REQUEST REF: ISLAMABAD 8541 Cle 


KRAFT FOOD\'S CORPORATE EXCELLENCE REF: STATE 64726 1. Summary: Mission Vilnius nı 


tY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; SECDEF FOR JCS-J-5/JAPAr 


"Н PRESIDENT ARROYO REF: MANILA 2548 AND PREVIOUS Classified By: Ambassador Kristie , 
SUBJECT: NABIL AMR ON REFERENDUM, ABU MAZEN Classified By: Consul General Jake Walle 
2. 12958: N/A TAGS: KMDR JO SUBJECT: MEDIA REACTION ON WAR ON TERRORISM AND IR 


nvestigations Continue REF: А) 05 Taipei 1924 В) 05 Taipei 5045 C) Taipei 85 D) Taipei 543 1. Аі: 


TIVE STATEMENT REF: А. STATE 95184 В. 05 TOKYO 6435 Classified By: Political Minister Co 
CONTENDER URGES USG TO PERSUADE MALIKI TO TAKE ON QUALIFIED ADVISORS Classifi 


IOURNMENT REF: А. STATE 99422 В. TOKYO 3394 C. STATE 95184 Р. 05 TOKYO 643: 
LAKE THORKELSON FROM JUNE 21 TO 27, 2006 REF: А. STATE 96337 B. STATE 96361 1. 
YEMEN 2006 REPORT ON INVESTMENT DISPUTES AND EXPROPRIATION CLAIMS REF: SEC! 


SY SUBJECT: MGLEO1: IRAN AND SYRIA ATTEMPT TO MAKE INROADS INTO POVERTY-STRIC 


: 99490 (UN HUMAN RIGHTS COUNCIL -- ANTICIPATED OIC ASSAULT ON ISRAEL) (SBU) In 
CIETY AL-ASSEDY Classified By: POL COUNS Margaret Scobey for reasons 1.4 (b) and (d). 1.(S 
) E.O. 12598: N/A TAGS: EFIN, EINV, ECON, PGOV, PREL, ID SUBJECT: BANK INDONESIA TO C 


16 IIR 6 937 0054 06 1. (U) On June 16, on-line Sudanese newspaper the Sudan Tribune announced 


NG ELECTIONS 1. (SBU) Summary: Many Congolese university students, particularly in the capit: 


-OOSENING LEASH ON CHINA\'S MEDIA Classified By: Acting Political Section Internal Unit Chief 


OUS FREEDOM: NO END TO AHMADIYAH PLIGHT ІМ SIGHT REF: A. JAKARTA 09913 (MOB BU. 


OREAN AND ONE PRC NATIONAL APPROACH EMBASSY REF: STATE 58514 BANGKOK 00002 


:МСЕ: OFFICIAL RESPONSE TO LATEST ATTACKS REF: BANGKOK 3585 (JUNE 15 BOMBINGS 


AD E.O. 12958: DECL: 06/18/2016 TAGS: PGOV, KWCR, PHUM, PINS, AF SUBJECT: GOA REPL’ 
422 B) STATE 95211 Poloff delivered reftel demarches to Ministry of Foreign Affairs International Or 
4SELOR MARGARET SCOBEY FOR REASONS 1.4 (B) AND (D). 1. (C) Summary: President Bush 


ADANA HOPING FOR EARLY ELECTION ADANA 00000145 001.3 OF 002 1. (SBU) Summary: 


IIN INDEPENDENT STATE BELGRADE 00000966 001.2 OF 002 SENSITIVE BUT UNCLASSIFI 


:A. STATE 33728 B. NEW DELHI 994 C. STATE 6905 D.05 NEW DELHI 9513 E. 12/01 
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iAY AFTER TIGER SEA OPERATIONS ON PORT OF COLOMBO REF: COLOMBO 1022 AND PRE 
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315 FOR ZEYA Е.О. 12958: N/A TAGS: OPRC, KMDR, KPAO, PREL, PTER, PGOV, IR, KU SUBJE 


USS HAMAS, MUSLIM BROTHERS, SYRIA, IRAN; ASAD POSTPONES AGAIN Classified by Amb 
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OLUTION 1540 COMMITTEE MANDATE REF: STATE 94223 On 6/15, PolOff delivered non-paper 
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3 REF: STATE 93870 1. Mission Disaster Relief Officer is: David K. Young, Economics Officer, Emk 
h Hole Grows Deeper Ref: Minsk 458 (notal) MINSK 00000652 001.2 OF 002 1. (U) On June 13, 


E MOROCCAN Classified By: Principal Officer Douglas Greene for reasons 1.4 (b) and (d) 1. (SBU 


1.6 OF 003 1. The following are brief items of interest compiled by Embassy Minsk. -------------------: 


5, RUSSIAN G-8, DEPSEC ZOELLICK\'S RESIGNATION, ASSAULTED THREE GORGES DAM АС” 


SUBJECT: VATICAN: HOLY LAND CUSTODIAN FOCUSED ON SURVIVAL REF: a) Martin - Larrea 


2. 12958: N/A TAGS: KMDR JO SUBJECT: MEDIA REACTION ON SADDAM HUSSEIN'S TRIAL | 


RTS FREETOWN FOR THE HAGUE Classified By: Ambassador Thomas N. Hull, Reasons 1.4 (b), 
ET MAY BE FORCED OUT OF BUSINESS (U) Sensitive but unclassified. Please protect according 
ATE FOR NATO SENIOR CIVILIAN REPRESENTATIVE REF: STATE 97529 Classified By: ACTING 


IAN REACTION REF: A. SECSTATE 99490 B. SECSTATE 94561 C. AMMAN 4356 (NOTAL) 
EVELOPMENTS REF: А. PARIS 4175 B. PARIS 4173 Classified By: Political Minister-Counseloi 


RECONCILIATION PLAN, MILITIAS AND COMSG REF: BAGHDAD 508 Classified By: Political Cc 


AGS: PREL, PGOV, KNNP, IR, AM SUBJECT: ARMENIAN PRESIDENT GOING TO TEHRAN REF: 
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„ David Shear for reasons 1.4 b and d. 1. (S) Embassy Kuala Lumpur strongly endorses the DS/ATA 
N, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


‘njana-Goonchorn. In addition, Poloff delivered demarche to working-level contacts in MFA\'s Depart 
USH FOR REASONS 1.4 (B and 0). ------- SUMMARY ------- 1. (SBU) On June 6, Conoff met with 
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‘ed reftel demarche June 14 to Eihab Omaish and Muhib Nimrat in the Foreign Minister\'s Private Off 
comments as part ofthe National Telecommunications and Information Center\'s (NTIA) public consı 
3. BEIJING 11177 Classified By: Deputy Chief of Mission David Sedney. Reasons 1.4 (b/d) . SUMM. 
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78740 С. PRAGUE 00621 D. STATE 85722 Classified By: Charge Michael Dodman for reasor 
3l talking points, we solicited French support for the U.S. candidate for NATO Senior Civilian Represe 


inference September 6-8, 2006. The Conference will focus on transformational diplomacy tradecraft : 
SSIONS CONVENTION: FRANCE TAKES INITIAL STEP TOWARDS RATIFICATION 1. (U) On Jul 


3S IN ETHIOPIA DISCUSS SOMALIA INTERVENTION REF: A. ADDIS ABABA 1634 B. ADDIS / 


» PREL, ZI SUBJECT: US SUBSIDIARY CONFESSES SANCTIONS SINS Classified By: Charge d\' 


ıp of 40 men ambushed a joint patrol of Guatemalan army, police and park rangers. They wounded tv 


AFFAIRS KHARBERT AND KDEUTSCH E.O. 12958: N/A TAGS: ECON, EFIN, EINV, PGOV, PINR, 


‚ FAA, PTER, ASEC, OTRA, EWWT, ETRD, GA SUBJECT: THE GAMBIA: TSA AND USCG SECURI 


, AND OUTPOSTS REF: TEL AVIV 2271 Classified By: Ambassador Richard H. Jones for reasons ` 


B and D). 1. (C) During the Security Council\'s meeting this morning, Chinese Ambassador Wang as 


aritime Authority of Panama. Novey said the GOP shared the USG concerns because Panamanian \ 
NOTAL) Classified By: CDA Milton K. Drucker, Reasons: 1.4 B & D. 1. (C) Summary: While the left 


NRG, PREL, PINR, HO SUBJECT: HONDURAS: WHO IS ADRIAN RECCA? BACKGROUND ON T 


\DOR ANTONIO O. GARZA, JR., REASONS; 1.4(B/D) 1. (C) Summary: This is the third in a series 


sasons 1.4 (b) and (d) 


ınt consequence of Alan Garcia\'s victory in the 6/4 presidential election here is the potential for strate 
priations. The claimant cases are, to our knowledge, still current. Text with minor updates has beer 
ine 13, Political Counselor delivered ref A demarche to the MFA\'s Director of Multilateral Affairs Gust: 


By: Charge DVAffaires James D. Nealon for reasons 1.4 (B) and (D) 1. (C) On June 12, PolCouns d 


NRG, PREL, PINR, VE, HO SUBJECT: HONDURAN INDUSTRIALISTS ASK GOV FOR DIRECT PE 


id (d). 1. (C) Summary: Federal Electoral Institute (IFE) Counselor Arturo Sanchez shared with us J 
ify and criminalize the worst forms of child labor, marking a significant step in the fight against the wo 
ЈК Е.О. 12958: DECL: 06/15/2016 TAGS: PGOV, PREL, EPET, ENRG, PINR, VE, HO SUBJECT: Hi 


ATAR MRN# 461. ZFR ZFR ZFR ULAANBAATA 00000462 002.3 OF 004 ZFR ZFR ZFR CANCEL 
-RZFR CANCEL THIS TELEGRAM. ALREADY SENT OUT AS ULAANBAATAR MRN# 461. ZFR 2 
According to Mike Tracy, Drummond\'s President of Coal Operations, the union representing Drummc 
NEW ZEALAND TAKING LOOK AT WTO GOVERNMENT PROCUREMENT AGREEMENT 1. (U) S 


SIDENT CHEN SHUI-BIAN 1. Summary: Taiwan\'s major Chinese-language dailies focused their οι 


The highly-anticipated trial of the ten men accused in the murder of opposition leader Altynbek Sarse 


d By: Ambassador Ryan Crocker, Reasons 1.4 (b) and (d) 1. (S/NF) On June 13, Ambassador deliv 


linister Sherpao to cover a broad range of issues (other reported septels), including trafficking in pers 
ACIFIC 1. (SBU) A recent sub-PCC in Washington explored ways to enhance USG work in the Pacif 


AL CONSULTATIONS REF: А. GENEVA 1456 B. GENEVA 1428 GENEVA 00001468 001.2 OF 002 


assified By: Consul General Jake Walles, per reasons 1.4 (b) and (d). 1. (C) Summary. During a J 
e concerning the Speaker\'s powers on personnel issues (reftel), the Council of Representatives (Col 
ΝΟΥ: THE ENERGY AGENDA SENSITIVE BUT UNCLASSIFIED 1. (U) SUMMARY: Germany ex] 


ic Counselor Katherine Hadda, for reasons 1.4 (b) and (d) 1. (C) On June 16, Poloff met with Craig Γ 


γα DEPT ALSO PASS ΤΟ USDA/FAS/FAA/DYOUNG AND USDA/APHIS DEPT ALSO PASS TO US. 


al emergency response REF: A. MANILA 1646 


B. MANILA 1976 


t by anti-Lukashenko activists since the March presidential elections. Consequently, Belarusian auth 


asons 1.4 (b) and (d). 1. (C) A small Croatian delegation led by Ambassador to Irag-designate Jerkc 
3 REASONS 1.4 (B,D) 1. (C) On June 12, Galina Sivchik, mother of opposition activist Vyacheslav S 
1.4 (B,D) 1. (U) Summary: The June 9 grand opening of the Belarusian National Library, a 23-story ( 


nary: In 2004, Taiwan\'s Ministry of Education included globalization as an important factor in the annı 


aland poloff (visiting from New Delhi) and Australian DCM and poloff June 15 in delivering reftel dem: 


ME FRAMEWORK REF: А. MANILA 1229 B. STATE 32776 MANILA 00002523 001.2 OF 002 : 


“ОН 6310/ITA/TD/OIEM Ε.Ο. 12958: N/A TAGS: ECON, EIND, ENRG, ELAB, SENV, WTRO, CH SL 


inference September 6-8, 2006. The Conference will focus on transformational diplomacy tradecraft : 
summary: Econoff recently received a list purporting to show Belarus\' top 50 oligarchs and their net v 


СТ: NIGERIA TELECOM STRIKE ENDS BRIEFLY, RESUMES REF: ABUJA 1462 1. Summary. Tr 


SERIES OF STRIKES REF: BRUCKER JUNE 12 WEEKLY UPDATE EMAIL ------- Summary ------- 


TRIBUTION. 1. (SBU) SUMMARY: Boroo Gold re-started operations on the afternoon of June 16 a 


iinese diplomats on June 14, 2006 as part of a regular informal meeting mechanism that post has wil 
sitive but unclassified. 1. (SBU) Political Unit Chief and PolOff delivered reftel points on June 13 to / 


ative of recent USG efforts to re-invigorate Fissile Material Cutoff Treaty (FMCT) negotiations at the € 


з. Reason 1.4 (b, d) 1. (C) Summary: On March 21 the Russian Government issued a decree that | 


3, BHAT BANGKOK FOR ВМО, CDC USDA FOR DU/US LAMBERT BEIJING FOR DSELIGSOHN, 1 
imon Schuchat; Reasons: 1.4 (b/d) SUMMARY/COMMENT --------------- 1. (C) Positive reaction to t 


ned Returns Protocol is a positive step but will be ?just another piece of paper? if Kosovo Albanians ‹ 


¡AT BDA FREEZE POSES BANKING DIFFICULTIES REF: А. ULAAN BAATAR 139 B. ШААМ B/ 


: delivered reftel demarche to Turkish Ministry of Foreign Affairs First Secretary and Iran political dest 
ion of Traffic in Persons (NAPTIP). Participants included the agency directors for legal and prosecuti 


ary: Taiwan\'s major Chinese-language dailies focused their coverage June 16 on further investigatio 


|, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETER 


y J. Lunstead. 1.4(b,d) 1. (C) Summary: Following a devastating presumed Liberation Tigers of Тап 


avel to the Netherlands on June 16, 2006. The purpose of the travel is to attend meetings at JFC Bru 
JONG KONG 2211 Classified By: E/P SECTION CHIEF SIMON SCHUCHAT; REASONS 1.4 (B, D) 


4, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


Jne 15 we delivered reftel points to Herberth Linder, Office Director in the MFA\'s Latin American Affa 


of the June 17 elections is whether Zuzana Martinakova\'s Free Forum (SF) will obtain the necessary 


¡TE EXCELLENCE AWARD: PROCTER & GAMBLE PHILIPPINES REF: STATE 64726 


nted, weak and riven by personal rivalries. The elephant in the living room -- the Cyprus issue -- furtt 


id of the United Nations Department, Directorate for International Organizations and Conferences (D( 
NCA PLANS, ATMOSPHERICS FOR CIVIL RESISTANCE Classified By: Charge d\'Affaires, a.i., Ei 


(SBU) At the June BOG, mission, per reftel, accomplished its objectives of underscoring the absence 


ХАРТА 5886 (YUDHOYONO URGES NEGOTIATED SOLUTION) С. JAKARTA 6026 (AHMADI-N 
) AND (d) (C) On June 15, Poloff delivered reftel demarche on the June 19-21 OIC Ministerial Meetir 
3 By: AMBASSADOR WILLIAM HUDSON FOR REASONS 1.4 (b) AND (d) (C) On June 15, Poloff а 
ason: 1.4(b) an (d) 1. (C) Summary. After weeks of media attention on immigration and integration | 


| Fasher (Corrected copy) 1. (SBU) Summary and background: On June 13, the Darfur Ceasefire C 


Affairs Non-Proliferation, Science and Nuclear Energy Division official Teppei Kanda on June 16. Kar 
ΙΡΕΙ 00846 1. (SBU) SUMMARY. In the wake of gasoline and utility price hikes, nuclear energy has 


ND FAS/ICD/PETRIE DEPT ALSO PASS TO USDA/FAS/FAA/DYOUNG AND USDA/APHIS DEPT A 
NET DISTRIBUTION. 1. (U) Foreign Secretary Margaret Beckett announced June 15 that, subject t 


ıssified By: Susan A. Thornton, Acting Political Section Internal Uni t Chief. Reasons 1.4 (b/d). 1. (C) 


sed on June 15 the following letter from Minister of Trade Mari Pangestu to USTR Susan Schwab req 
partment of Transportation\'s Federal Highway Administration (FHWA) to travel to the Netherlands or 


ча! and Skin Diseases, NIH, to travel to the Netherlands on June 21-25, 2006. The purpose of the tra 


ial Laboratories to travel to the Netherlands on June 26-July 7, 2006. The purpose of the travel is to p 
t Center (GSFC) to travel to the Netherlands on July 10-18, 2006. The purpose of the travel is to atter 
›М David T. Johnson for reasons 1.4 (b) and (d). 1. (S) Undersecretary of Treasury for Terrorism and 


Reasons: 1.6 ( b)(d). (C) Embassy Tokyo Political Officer delivered reftel demarche to MOFA Central 


1 FOR PAO; NATO/PA; MOSCOW/PA; ROME/PA. E.O. 12958: N/A TAGS: OPRC, KMDR, FR SUBJ 


ARY TO RESPOND IF ISLAMIC COURTS TAKE BAIDOA OR NEAR BORDER REF:A. IIR 6 830 01 


in, Pol/Econ Chief, Vatican, State. REASON: 1.4 (b), (d) 1. (C) Holy See Country Director for Som 


SECSTATE 85578 В. SECSTATE 89018 C. PHNOM PENH 1092 1. (SBU) Summary. On Junt 
zording to Muller, the GONL will, if a consensus cannot be reached, vote in favor of the Statutes ате! 
nd (d). 1. (C) Poloff delivered reftel demarche June 15 to MFA Venzuela desk officer Dimitri Vogelaaı 
nbassador John Beyrle for reasons 1.4 (b) & (d). 1. This is an action request. Please see paragrapl 


‚es Telecommunications Advisor Aidan Ryan. Ryan said that the GOI plans to send a representative 
1. (C) Summary: Dutch FM Bot will likely travel to Brazil and Venezuela July 10 and 11, to meet with 


3chofer; reasons 1.4 (b) and (d). (C) Poloff delivered reftel demarche June 15 to MFA acting Central. 
Jlassified By: PolOff Ricardo Zuniga for reasons 1.4 (b)&(d). (C) Poloff delivered reftel points to MFA 
EASONS 1.4 (B) AND (D). 1. (C) SUMMARY. In meetings with Embassy officials June 13 and 14, Ісі 
| points June 13 to Alexandros Rallis of the Greek MFA\'s Directorate for International Organizations ( 


O TASK REF: NDJAMENA 826 Classified By: POL/ECON OFFICER MICHAEL P. ZORICK, REASC 


ARIS 4011 Classified By: Political Minister Counselor Josiah B. Rosenblatt. Reasons 1.4b,d 1. (С) S 


bout his family situation. He volunteered that he receives disability checks form the U.S. and that pre 
her Curbs King\'s Power -------------------------------------- 1. (SBU) On June 15, the Government of Ne 
MFA Senior Advisor for International Law. Lehmann noted that Denmark was supportive of the U.S. p 
ior Advisor for International Law and June 16 with Kim Vinthen, Office Director for Human Rights Poli 
DELHI 4202 Classified By: Ambassador David C. Mulford for reasons 1.4 (B,D) 1. (C) Summary: Εἰ 


e Adana\'s SD Supervisor, that the police had a tip regarding Turkish citizen Fahrettin Kocakaya (боп 
REF: A. STATE 85503 B. NEW DELHI 3554 NEW DELHI 00004254 001.2 OF 002 Classified E» 


‘ry Schwartz. Reasons 1.4 (b/d). SUMMARY ------- 1. (S/NF) The Prime Minister\'s Foreign Affairs a 


JEW DELHI 6953 1. (SBU) Summary: PolOff on June 6 revisited India's Computer Emergency Res 


30UT LACK OF SUPPORT REF: KATHMANDU 817 SUMMARY ------- 1. (SBU) In a June 1 meetin 


‚ TREASURY 1915287 JUN 06 1. Post grants country clearance to Treasury Financial Enforcement , 
. Post grants country clearance to Treasury Financial Enforcement Advisor J. Joseph Cohen for trave 
tational Security Advisor Dr. Mowaffak Rubaie told Under Secretary of Defense for Policy, SIPDIS Er 


The Core Country Team for Security Matters requests the full release of the AN/AAR-47 Missile Warr 
nds on June 20-25, 2006. The purpose of the travel is to participate and present at ЕСІ АН (Europeaı 
)-July 18, 2006. The purpose of the travel is to participate іп and present at Eular (European League ; 
candidacy to MFA Deputy Director for International Security Michael Lund Jeppesen and MFA NATO 
asearch, FDA, HHS to travel to the Netherlands on June 20-25, 2006. The purpose of the travel is to 

‚сом June 14 to G-8 Political Directors. Posts in non-G-8 capitals are requested to deliver points belo 
. (S) Summary: Director of East African Affairs (and acting DAS) Eunice Reddick met June 14 with W 


jrants country clearance for the visit to Peru of DINT/Fish and Wildlife Service Andrea L. Gaski for the 
it received a letter from the Union of Islamic Courts (UIC) June 12 (e-mailed to AF/E). The letter, sim 
886 Е. BAGHDAD 2026 Classified By: Ambassador Ross Wilson for Reasons 1.4 (b) and (d) 1. 
Classified By: EconMinCouns Tom Delare for reasons 1.4 (b) and (d). 1. (C) Summary: Adnan J. S 


3 By: ACTING MINISTER COUNSELOR FOR ECONOMIC AFFAIRS KATHLEEN REDDY FOR REA: 
»assador Ross Wilson, reasons 1.4 (b) and (d). 1. (C) Summary: In June 15 meetings with Ambass 


1 Remarks on Turkey\'s Next President All papers report that Prime Minister Erdogan told the press c 


EACH: IT IS TOO LATE REF: A. USDOC 02311 В. 05 PRAGUE 01561 1. SUMMARY: Тһе Cze 


83457 В. BRUSSELS 1828  C.SECSTATE 86455 Р. MADRID 01385 Classified Ву: PolCot 


tical Officer Maureen B. Latour for reasons 1.4(b) and (d). 1. (C) On May 25, Poloff had pressed Am 


ent of the self-declared independent Republic of Somaliland has taken advantage of the downward tı 
Health and Human Development, NIH to travel to Rabat, Morocco, June 17-22, 2006 for the purpose 


military reports, 120 militia members -- including two women -- from the Front for National Integratioı 


A. SECSTATE 60294 B. 05 BUENOS AIRES 1519 C. 04 BUENOS AIRES 1725 1. The follo 


‚ons 1.4 (b,d) 1. (C) SUMMARY: On June 5, an EUR/ACE and USAID delegation led by Ambassado 


r the purpose of providing technical assistance to the nutrition program with a particular focus on issu 


BEIRUT 1037 Classified By: Charge dVAffaires Christopher W. Murray. Reason: Sectio n 1.4 (d). . 


cused mainly on the cultural and linguistic divide between the Estonian and Russian communities. L 
and the UN told influential Serbian opinion makers that the GOS must do more to prepare its citizens 


fourth in a series of six cables on transition issues in Mexico. Modern infrastructure, including energ 


y 50 years since the first wave of Trkish immigrants arrived in Germany, economic inegration remains 


:urday June 17 at 7:00 AM and close at 10:00 PM (1:00 AM to 4:00 PM EST). The parties are hosting 


fourth in a series of six cables on transition issues in Mexico. Modern infrastructure, including energ 


cused mainly on the cultural and linguistic divide between the Estonian and Russian communities. L 


(b) & (d) (C) On June 16, we spoke with Jean-Paul Malan, Head of Operations for the Disarmament 
ry: On June 15, primary and secondary public school teachers began unlimited strikes to protest the 
;:houe, Director of the Office of the United Nations and International Organizations at the Ivoirian Mini: 
Ys longest border with Russia and the two maintain a complex and long-standing energy relationship. 


r Erkki Tuomioja told Ambassador Ware that Finland is willing to provide nuclear safety technology ar 


(b) and (d). 1. (C) June 12 Deputy Chief of Mission Anna Borg reviewed U.S. priorities and concern 
sordingly. 1. (SBU) SUMMARY: In the face of continuing, mass student protests and demonstrations 


ig of the IGAD Council of Ministers produced much debate about the ability of neighboring states to ir 


ЛАГ SECURITY FORCES STILL DEPLOYED IN GAZA REF: JERUSALEM 2470 Classified By: Acti 
ЗОТ PROBLEMS REMAIN REF:A. BUCHAREST 981 В. KIEV 1785 C. BUCHAREST 730 


ober 11). Mission has been informed that we will soon receive a letter from the Chairman ofthe EBr 
XCELLENCE REF: STATE 64726 1. SUMMARY: Embassy Prague nominates IBM Czech Republic 
RATISLAVA 438 This cable is sensitive but unclassified (SBU). Please treat accordingly. 1. Summe 


Poloff delivered reftel demarche regarding Iran and a possible OIC resolution on the right of nations t 


(C) GOC-ELN civil society guarantor Moritz Akerman said the ELN wants to declare a unilateral 6-m« 


Task Force Omega (JTF-O), the Colombian military\'s elite force at the core of the Plan Patriota cam| 


: DECL: 06/14/2016 TAGS: ECON, ЕТАР, PREL, AORC, UY SUBJECT: SCENESETTER FOR UPC 


ojtasiewicz, reasons 1.4 (В) and (D). 1. (C) POL/ECON Counselor and Deputy POL/ECON Counsel 
> fifth in a series of six cables on transition issues in Mexico. The central development challenge for | 
3G SUBJECT: PALESTINIAN PHARMACEUTICAL COMPANIES WANT TO PARTNER WITH DONC 
. (С) SUMMARY: In a June 15 meeting, Maria de las Heras, one of Mexico\'s most respected pollst: 


3 pleased to recommend Citibank Dominican Republic for the 2006 Secretary of State Award for Corr 


juakes. The question is not if one will strike, but when. Earthquake preparedness is thus a key issue 
enters for Disease Control have confirmed 16 cases of malaria on Great Exuma Island, approximate 
conomic Counselor Andrew N. Bowen for reason 1.4(D) 1. (C) SUMMARY. On June 7-8, EconOffs \ 


olease treat accordingly. ------- Summary ------- 1. (U) As part of an ongoing effort by the BRV to prc 


ATE 95225 1. (U) Per reftel, Post has actively engaged African Union officials and Partner represente 
LO AND MCKINNEY DOC FOR 4332/ITA/MAC/WH/OLAC USDOC FOR 3134/ITA/USCS/OIO/WH/R 


4257 В. OBGEORGETOWN979 С. O5GEORGETOWN1184 Р. GEORGETOWN 519 Е. | 


CLAVE REFS: A) Paris 5862, B) Paris 6028, C) Paris 6136 1. At a June 16 informal meeting of UN 


OF 002 Classified By: Robert Downes, Political Counselor, for Reason 1.4(b). ------- Summary ------ 


to weigh in on political and social issues. The newly-elected court includes some notable legal schole 


selor Josiah Rosenblatt, reasons 1.4 (b) and (d). 1. (S) Summary: Elysee contacts described the Jun 


AN FLAGS OF CONVENIENCE REF: STATE 50422 Classified By: CDA Lloyd W. Moss for reasons 


1. (С) Acoalition agreement between the Party of Regions and Our Ukraine (OU) could be reached ti 


dlatt for reaso ns 1.4(b) and (d). 1. (C) Deputy Political Counselor and poloff discussed reftel points . 
Consulate General Casablanca joint Visas Viper Committee met on June 12, 2006. The meeting wa 
Ч NORTH AFTER SERB MUNICIPALITIES FURTHER REDUCE TIES WITH PRISTINA REF: A. PR 
he Ambassador met with former presidential candidate Lourdes Flores of the Unidad Nacional (UN) c 


. STATE 93004 B. PARIS 1428 C. PARIS 327 Classified By: Political Minister-Counselor Josi: 


X ABLISHES PERMANENT PRESENCE NORTH OF THE IBAR RIVER Classified By: CDA KIRK МІ 


'HACI SIGNAL REQUEST FOR CONTACT GROUP HELP? REF: PRISTINA 513 SENSITIVE BUT | 


of State. REASON: 1.4 (b), (d) 1.(C) SUMMARY: Lack of public information about the arrest of Ka 


une 15, conservative, influential newspaper-of-record \ 


IC FOR 3134/USFCS/OIO/WH/SHUPKA TREASURY FOR OASIA, DAS LEE AND DDOUGLASS D( 


:TTING REQUEST: PSU USG EQUIPMENT HANDLING 1. This is an action request for WHA/CAR. 
lice Green and IO/S-Steven Johnston an official receipt dated May 31, 2006 from the United Nations 
J Nations acknowledging receipt of U.S. contribution for $1,590,000 to the Trust Fund for the strengtr 
ENTERPRISE SIPDIS CATEGORY) 1. (U) Based upon its innovative approach to development a 


- Summary ------- 1. (C) Montreal has a diverse population, receiving 88% of the province\'s immic 


own, Deputy Director, International Organizations Department, Ministry of Foreign Affairs and Foreign 
HA SUBJECT: POLICE CHIEF ANDRESOL NOMINATED FOR THREE MORE YEARS Classified By 
TT SUBJECT: EMBASSY DILI VIEWS ON POST-UNOTIL MISSION REF: A) 05 DILI 168 B) 05 DILI 


, ECON, PGOV, BL SUBJECT: LLOYD SECURES INSURANCE EXTENSION REF: LA PAZ 1518 (A 
FTAA-MERCOSUR 06/16/06; BUENOS AIRES 1. SUMMARY STATEMENT Today\'s most importa 


ieasons 1.4 (B) and (D) 1. (и) The current phase of negotiations on the development resolution in fc 


: SECRETARY\'S CORPORATE EXCELLENCE AWARD REF: SECSTATE 064726 1. (U) Embassy 


Embassy verifies that as of June 16, 2006, the Department of State possesses no credible informatio 
TATE 97099 C. 04 KINGSTON 1102 Classified By: Classified by CDA Ronald Robinson for Reası 


). 1. (С) Summary: Barbados Deputy Prime Minister Mia Mottley recently announced a plan for mas 


1 public and private sessions on June 15 to review the mandate of the Multinational Force-Iraq (MNF- 


STATE 97692 B. STATE 96279 USUN NEW Y 00001226 001.2 OF 003 1. (SBU) Summary. 1 


‘andidate on the Union por el Peru (UPP) ticket, Carlos Torres Caro, announced оп 6/12 that he and | 


ABASSADOR RICHARD T. MILLER, REASONS: 1.5(b)(d) 1. (U) This is an action cable. Guidance 


ph 3) from the Salvadoran Civil Aviation Authority dated June 9, 2006 authorizing blanket clearance fı 
d D). 1. (С) DRC Sanctions Committee Chairman, Peruvian PermRep de Rivero, recently called on 
ABASSADOR RICHARD T. MILLER, REASONS: 1.5(b)(d) 1. (U) This is an action cable. Guidance 


RZA, JR., REASONS; 1.4(B/D) 1. (C) Summary: This is the last in a series of six cables on transiti ie 


an Jose is pleased to nominate Starbucks for the Secretary of State\'s Award for Corporate Excellenc 


--- SUMMARY ------- 1. (С) A/S Thomas Shannon and Ambassador Wood met with Foreign Minister 


and (d) 1. (U) This is an action request. Please see paragraphs six and seven. 2. (S) During Home 
authorities knocked out a sophisticated multi-national drug cartel that smuggled tons of cocaine on a 


T Cable. 2. (S) SUMMARY: During a series of recent meetings Babil Province Governor Salem Sale 


185 an action request; please see paragraph 5. 2. (C) On June 16, MFA Additional Secretary (UN & 
C. C. BAGHDAD 3731 Classified By: Political-Military Counselor David C. Litt for reasons 1.4 (a), 
= THAN 120,000 PALESTINIAN EXPATRIATES CURRENTLY RESIDE IN THE UAE, A GULF STATE 


2 for Reasons 1.5 (b) and (d) 1. (C) Presidential Advisor Soliman Awaad phoned Ambassador June 


-ВАСЕ SUBJECT: KUWAIT MEDIA REACTION - CANDIDATES, REFORM, AND CORRUPTION Е 


>T: KUWAIT MEDIA REACTION - IRAQ AFTER ZARQAWI'S DEATH AND HIS FOLLOWERS Вос 


ind (d) 1.(U) This is a PRT Diyala cable. 2. (C) SUMMARY: The apparent kidnapping of Diyala\'s to 


'ORALL Classified By: PRT Leader Cameron Munter. Reasons 1.4 (B) апа (D). This is a Provincial 


th Foreign Minister Bajo to convey MCC CEO DanilovichVs June 16 letter to President Jammeh advis 
28 B) State 98519 1. (SBU) SUMMARY: The AU has not yet identified a suitable candidate to lead tl 


REAKFAST: THE ECONOMY\'S GOOD, THE MARKET IS SUSPECT, REFORM IS VITAL, BUT U.S 


4(b)and(d) 1. (C) A/PolCouns delivered reftel demarche to Abdulrahman Al-Rassi, Office Director 
) REF: KUWAIT 82665 (U) Per reftel request, below please find the relevant contact information foi 
"RAGE SUBJECT: KUWAIT MEDIA REACTION - ELECTIONS: GOVERNMENT INTERFERENCE, 


JECT: KUWAIT MEDIA REACTION - HAMAS Block Quotes ------------ Saturday, June 17, 2006 -- P 


“IED BY: Ken Gross, REGIONAL COORDINATOR, REO BASRAH, DEPARTMENT OF STATE. REA: 


FIED BY: Ken Gross, REGIONAL COORDINATOR, REO BASRAH, DEPARTMENT OF STATE. REA 


Welcher, Mr. Dan Wilmot, Major General Michael Summarall, Major Patrick Lewis and Lt. Col Roger 
>) Summary. In a June 12 introductory meeting with the new Minister of Justice (MOJ) Hashim abd R. 


/A TAGS: KMDR, PREL, KPAO, OPRC, SY SUBJECT: Damascus Media Reaction: Brammertz Repo 


3 ON TERROR Editorial Commentary on ZarqawiVs Death -- \ 


» Reason: 1.4 (B)(D) 1. (C) Summary. Citibank earlier this month transferred its regional headquar 


. Official results (which will include tallies of preferential votes for individual candidates on each party\ 


s delivered reftel demarche June 18 to Dimai Haddad, head of Foreign Minister Khatib\'s private offic 
STRIFE TO OPTIMISM: A CASE OF IMPROVED PROVINCIAL GOVERNANCE 1. (SBU) Summary 
WORLD Classified By: Ambassador Michele J. Sison for reasons 1.5 b and d. 1. (C) In a June 17 m 


(U) Oman\'s Minister of Awqaf expressed his appreciation for recent U.S. military outreach efforts inv 


C. C. BAGHDAD 1994 Classified By: POLITICAL COUNSELOR MARGARET SCOBEY FOR REAS 


IFA Multilateral Affairs Office Director Mohamed Negm, requesting Egypt\'s firm support for the re-ele 
r A/DCM Steve Bondy for reasons 1.4 (b) апа (d). 1. (C) A/DCM met with MFA Assistant Under Secr 


marche May 31 to Abdulrahman Al-Rassj, First Secretary, International Organizations Department in ` 


IA REACTION - ELECTIONS, CENSORSHIP, REFORM AND FIGHTING CORRUPTION Block Quo 


AULLINS, JULY 17 - 21, 2006 REF: STATE 98064 1. (SBU) Embassy welcomes and grants countr 


Bojana Cipot at the Slovene MFA\'s Department for International Organizations. Cipot noted that Slo' 


RE FOR TSA Е.О. 12958: N/A TAGS: ASEC, ЕЛІН, ECON, ЕТАР, EWWT, ID, PREL, PTER SUBJE 


RE FORTSA E.O. 12958: N/A TAGS: ASEC, EAIR, EWWT, PREL, PTER, ID SUBJECT: AMBASSA 


Y SECURITY AND FURTHER INVOLVEMENT IN KOSOVO Classified By: Deputy Chief of Mission . 


Е 11142 Embassy is in receipt of the preliminary and final cruise reports for the periods April 1 - 22 a 
y: Political Minister Counselor W. Michael Meserve. Reason : 1.4 (b)(d). (C) On June 16, Embassy ` 
ı Filipina resumed June 14 with the testimony of NCIS special agents and NCIS locally employed stat 
YS TANZANIA REF: A. STATE 088947 B. DAR ES SALAAM 00924 C. STATE 083693 1. (SI 


IGOLIAN GOVERNMENT AND BANKS SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET E 


sign policy report to the Estonian Parliament on June 6. On June 15 MFA Policy Planning Director Ra 
{ FOR STRATFORD/WINTER/ALTBACH Ε.Ο. 12958: N/A TAGS: BEXP, CH, ECON, ЕТАР, ETTC, 
Ys June 13 visit to Baghdad was well-received by most of Iraqvs political leadership. Sunni Arab reac 


A TAGS: KMDR, PREL, KPAO, OPRC, SY SUBJECT: Damascus Media Reaction: Syria/lran, Syria/A 


JCIATED MCN/MRN SORRY FOR ΤΗΕ INCONVENIENCE ΗΠ MANILA OC 
yge Lehmann, MFA Senior Advisor for International Law. Lehmann confirmed that Denmark wants to 
einfeld; REASON: 1.4(B) AND (D) 1. (C) SUMMARY: SLA/W Leader Abdel Wahid Nur may yet sign 


y. Not for Internet distribution. (SBU) A/DCM June 17 delivered reftel demarche concerning the June 
CM June 17 delivered reftel demarche concerning the June 19-21 OIC Ministerial meeting in Baku to 


delivered reftel demarche concerning the Yemeni GCC assistance request to MFA Assistant Under S 


N, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


‘erated BDGs position (Ref B) that the first session should focus on procedural matters. He also firm 
-OMACY ADVISOR E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, JA SUBJECT: MEDIA REACTION 


| Poloff delivered reftel verbal message to Saavas Vladimirou in the MFA\'s Division of the Americas 


ed the Ambassador to request an interview with President Bush in advance of the G-8 meetings. We 
ulos in the MFA\'s Division of Multilateral Affairs. Papdopoulos noted that Cyprus had supported the 
(C) Summary. А bicommunal team working under the Tripartite Committee on Missing Persons (CM 


assified By: Ambassador Ryan C Crocker; Reason 1.4 (g) 1. (C) Assistance Request. In the course 


ominates Kraft Foods Lithuania for the Corporate Excellence Award in the multinational enterprise (M 


N, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


A. Kenney for reasons 1.4 (b) and (d) 1. (C) Summary. On June 5, the Ambassador and Admiral Fa 
35, per reasons 1.4 (b) and (d). 1. (C) Summary. During a June 14 meeting in Ramallah with the C 
ΙΑΝ Editorial Commentary -- \ 


ı June 12 shareholders meeting, Chairman Jackson Hu of United Microelectronics Corporation, Taiw: 


unselor W. Michael Meserve. Reason: 1.4 (b)(d). (C) Embassy Political Officer conveyed reftel dem: 
ed By: CLASSIFIED BY POLITICAL COUNSELOR MARGARET SCOBEY FOR RE ASONS 1.4 (B) / 


5 Classified By: Political Minister Counselor W. Michael Meserve. Reason: 1.4 (b)(d). (C) On June 1 
Embassy Sanaa grants country clearance and welcomes the visit of DAS Carpenter and Mr. Thorke 
STATE 60294 1. The United States Government is aware of two ongoing claims of United States per: 


‘KEN AKKAR REGION Classified By: Charge dVAffaires Christopher W. Murray. Reason: Secti on 


i the absence of Foreign Minister Hassan Wirajuda, the Charge conveyed reftel demarche on our cor 
BU) In a June 14 meeting with PolCouns and PolOff, newly appointed State Minister for Civil Society 
'ONTINUE CAUTIOUS LOWERING REF: А) JAKARTA 7013, Early IMF Repayment; В) JAKART/ 


| that Sudanese Defense Minister General Abdelrahim Mohamed Hussein signed a military cooperatic 


al, have little faith in the elections or the transparency of the electoral process. Many say they see sce 


Susan A. Thornton. Reasons 1.4 (b/d). Summary ------- 1. (C) Astring of recent media pieces calli 


STS UP AHMADIYAH HQ) B. JAKARTA 13535 (LOCAL GOVT BANS AHMADIYAH) С. JAKAR 


1648 001.2 OF 002 Classified By: Political Counselor Susan M. Sutton 1.(U) This is an action reque 


) 1. (SBU) Summary: On June 16, in response to the series of bomb attacks across far southern Tt 


Y TO REQUEST FOR TRANSFER OF FIVE INDIVIDUALS FROM GUANTANAMO REF: STATE 97. 
ganizations First Secretary Ngo Thi Lien June 16 and 19. Lien said the GVN will consider the U.S. pc 
Vs June 13 visit to Baghdad was well-received by most of Iraqvs political leadership. Sunni Arab reac’ 


In Adana, Turkey\'s fourth largest city, local opposition leaders are pushing for an early national electi 


ED - PLEASE HANDLE ACCORDINGLY 1. (SBU) Summary: President Andrija Mandic of the Serb F 


/05 POMPER EMAIL TO POST ATTACHING CAT SUBMISSION F. 05 NEW DELHI 4449 С 


) 1. (O) SUMMARY: Lithuania\'s Parliamentary Speaker Viktoras Muntianas, during the Ambassador 
Sooperation (DIC) meeting and subsequent Defense Industry Day on May 23-24 underscored a conti 


ons 1.4 (b) and (d) (C) On June 17, poloff called on MFA Director (OIC) Jamil Ahmed to deliver Ref 
/: Acting P/E Chief TLManlowe for Reasons 1.4 (b, d) 1. (SBU) Summary: Aung San Suu Kyi celebra 


On June 17, PSEG officials Nelson Garcia, Vice President, Generation and Technical Services, and | 


; tells us he does not want. Openly disdainful of incumbent Arnold Ruutel, Ilves explained that he hac 


VENTS Classified By: Amb. John Ordway, reasons 1.5(b) and (d). 1. (C) Summary: Access Industr 


ssified By: Amb. John Ordway, reasons 1.5(b) and (d). 1. (C) Summary: ExxonMobil executives brie 


The civil ceremony was followed June 17 by a religious marriage, presided over by Catholic Cardinal 
‘AKHSTAN: ADVOCACY: KAZMUNAIGAZ DELAYS N 


cting Consul General, Dubai, UAE. REASON: 1.4 (e) 1.(SBU) Summary: Dubai Biotechnology and F 


ore than 100 Ituri militia members surrendered to MONUC and Congolese troops June 16-17 in adve 
assified. Please handle accordingly. 1. (SBU) Summary: Reftel reported on the political implication: 


f delivered reftel demarche June 19 to Andrey Kalinin of the MFA Legal Department. Kalinin and his « 
erations; AmConsulate Adana does not vouch for the accuracy of the reports summarized here. POL 


тізіп errors or exaggerations; AmConsulate Adana does not vouch for the accuracy of the reports sur 


Summary ------- 1. (SBU) In a June 1 press conference, Serbian Prime Minister Kostunica officially 


VIOUS. Classified By: Ambassador Jeffrey J. Lunstead. 1.4(b,d) 1. (C) Summary: The Liberation T 


classified. Please protect accordingly. 1. (SBU) Post contacted the MFA International Organizations 
tructions, poloff discussed the candidacy of Amb. Litt for NATO SCR in Afghanistan with MOD Deputy 
3 FOR PAO; NATO/PA; MOSCOW/PA; ROME/PA. E.O. 12958: N/A TAGS: OPRC, KMDR, FR SUBJ 


AUDI SHIVA REF: A. RIYADH 3346 B. RIYADH 3312 C. 2005 RIYADH 9396 Classified by Con 


ІН PURCHASE OF AIRCRAFT REF: MUSCAT 896 ------- Summary ------- 1. (SBU) Conversations 


International Organizations in the Ministry of Foreign Affairs (MFA) about preventing a conference di: 
onomic Affairs SUBJECT: MEDIA REACTION: NUCLEAR POLLUTION IN THE GULF, IRAQ SECUR 


sador delivered reftel demarche to Vice-Minister of Foreign Affairs Mauricio Dorfler on June 14. Бом 
1. (C) Just one day after a Government-Maoist announcement that summit talks between Maoist leac 


ind (d ). We delivered reftel demarche on June 19 to MFA Human Rights Department Head Nilvana | 


APHISY proposal to establish criteria for more effective approval of imports of certain fruits and veget: 
СТ: KUWAIT MEDIA REACTION - ВАМ Block Quotes ------------ Monday, June 19, 2006 -- Politice 


assador Francis Ricciardone for reasons 1.4 (b) and (d). 1. (C) Presidential Foreign Policy Advisor š 


vartz. Reasons 1.4 (b/d). Summary ------- 1. (C) The Nepal Army (NA) will present its human rights 


iR TO IRELAND REASSIGNED TO NATO - - - - - - - - - - - - - - - - - - - - - - - 1. (SBU) The British Fore 
n Union in a June 17 interview with Turkish newspaper Miliyet, according to the Lithuanian press. Ad 


ATION BREAKING TABOOS, SHAPING ISSUES, AND CHANGING THE STATUS QUO REF: KUW. 


IONS SENSITIVE BUT UNCLASSIFIED; PLEASE PROTECT ACCORDINGLY. 1. (SBU) SUMMAF 


: (A) 05 DAMASCUS 005833 (B) DAMASCUS 02688 (C) DAMASCUS 02517 Classified By: Cha 


IA REACTION SUBJECT: KUWAIT MEDIA REACTION - ELECTIONS: ISLAMISTS WELCOME YOU 


3ANSFERS TO IRAQ REF: STATE 98132 Classified By: Deputy Chief of Mission Mark Taplin for Re 


INS IN KUWAITI PARLIAMENTARY ELECTIONS REF: A. KUWAIT 2271 - THE ENEMY OF MY ENI 


13 Classified By: James C. Oberwetter for reasons 1.4 (b) and (d). 1. (U) Following the deaths of th 
ICTOBER REF: KUWAIT 921 Classified By: Charge dVAffaires Matt Tueller for reasons 1.4(b) and ( 
ins 1.4 (b) and (d). 1. (C) SUMMARY: In a June 15 meeting with the Prime Minister, the Ambassador 
3. MANAMA 963 Classified By: Ambassador William T. Monroe for reasons 1.4 (b) and (d) . ------- Si 


Paul Trivelli for reasons 1.4 (b and d) 1. (C) Summary: Many leaders of the evangelical community ii 


------- 1. Chinese workers, who first flocked to Algeria in the late 1990s to meet the country\'s stee[ 


Political Counselor Margaret M. Scobey for Reasons 1.4 (b) and (d). 1. (C) Summary. Deputy Spea 


EXEC , STATE. REASON: 1.4 (б), (4) 1. (C) Deputy Prime Minister Lehohla informed the Ambass 


'N FOR REASONS 1.4 (B,D) 1. (C) SUMMARY: As follow-up to Secretary Rice,s April commitment 


Stuart Jones for reasons 1.4 (b) and (d). (C) As noted in ref B, NEA Assistant Secretary David Welch 


IATIVE REF: JERUSALEM 02470 Classified By: Consul General Jake Walles, per reasons 1.4 (b) = 


ene community of Bakassi met with Embassy officers to discuss their concerns over the recent agree 


-IVIAVS EXPANSIVE COCA POLICY REF: LA PAZ 1281 1. (SBU) SUMMARY: The GOB\'s coca str: 


GOZ POLICIES CRIPPLING BANKING SECTOR Classified By: Charge dVAffaires, a.i., Eric T. Scht 
tel demarche orally to Krzysztof Hinz, Deputy Director for Latin American Affairs of the MFA America\' 
yain to help block any effort to prematurely adjourn the June 20-21 International Conference of the Re 
d B with Icelandic Ministry for Foreign Affairs Human Rights Officer Ingibjorg Davidsdottir June 14 an 
B. B) SECSTATE 99423 1. (U) MFA Director Cristina Gaginsky and Deputy Director Andreea Chiriaı 


lassified By: Robert Downes, Political Counselor, for Reason 1.4(b). 


is no foreign policy concerns/objections regarding the proposed NIH research project No.Al07048401 


AVID SCHINDEL STATE FOR NASA ELIZABETH WILLIAMS STATE FOR USAID FRANKLIN MOOF 


»asons 1.4 (b) & (d) 1. (C) Despite assurances we were given June 16 by Director of Operations for | 
? DURING THE WORLD CUP REF: A. BERLIN 366 В. MUNICH 369 C. FRANKFURT 3313 


that the GOP will be unable to send anyone from either the Foreign Ministry or the Defense Ministry tı 
3M SUBJECT: KUWAIT MEDIA REACTION - GUANTANAMO DETAINEES Block Quotes ------------ 


1 will take place in Geneva. 2. The Government of Rwanda has confirmed that a member of its dele 
JARD FOR REASONS 1.4 (A), (B) AND (D) 1. (C/ REL AS, UK) SUMMARY: On June 17, Australian 


FOR SANCTIONS REF: BUJUMBURA 389 This is sensitive but unclassified. Please protect accoı 


Ambassador Rodolphe M. Vallee for Reasons 1.4 (B) and (D ). 1. (C) SUMMARY: In the wake of th 


ınguage Countries (CPLP in Portuguese) met in Lisbon on June 18 to discuss its response to the cris 
ent, visited the world headquarters of Bektashism in Tirana, Albania. Arinc invited Reshat Bardhi, hea 
for reasons 1.4 (b) and (d). 1. (U) On June 12 poloff met with MFA North American Division Chief W 


Georgia\'s candidacy for NATO Intensified Dialogue is under review, according to Presidency and MI 
OR REASONS 1.4 (B) AND (D). 1. (C) On June 11, Sadr City General Information Center manager 
SESSMENT MISSION BRIEFS ON IMPRESSIONS FROM EASTERN CHAD, СОС REF: КНАВТО! 


1g points June 16 to Chemical Weapons Convention (CWC) action officer, Etienne Sur. In a follow-up 
ombatants who were recently refused refugee status, led an assault on the Freetown UNHCR office. 


1. (C) President Hugo Chavez has successfully filled the Venezuela 


Classified By: Economic Officer Samantha Carl-Yoder for Reasons 1.4 (b) and (d) 1. (C) Summaı 


ГО INCOMING GARCIA ADMINISTRATION Classified By: Ambassador J. Curtis Struble for reason: 


;TATE 83724 1. This is an action request. See paragraphs 2 and 3. 2. Action request: Embassy гє 
ring his June 12 trip to Trujillo, a city along the northern coast, the Ambassador met with local dignitaı 
1. (SBU) Summary. On June 16, Prime Minister Driss Jettou met with Ambassador Riley and the vi 


ision on June 16. Bohlke, who will participate in the International Conference of the Red Cross and F 


\MCIT photojournalist Edmond Kashi, in Nigeria on assignment for National Geographic, was release 
y laying the groundwork for credible 2007 presidential and parliamentary elections critical to Sierra Le 


ISS PRIME MINISTER THIS WEEK REF: (A) DILI 239; (B) DILI 275; (C) DILI 287; (D) DILI 294; (E) 


ITA SARAH COOK SOUTHCOM FOR POLAD E.O. 12958: N/A TAGS: PA, PGOV, PREL, KCRM SI 


MEGA NATURAL GAS PIPELINE FOR SOUTH AMERICA (GASUR) REF: CARACAS 1709 This mi 


\TE 95277 В. LA РАЙ 1517 C. LA PAZ 1337 1. (SBU) Summary: Econoff delivered talking po 


STATE 95211 B. STATE 99422 (SBU) On June 19, Poloff faxed Ref A and Ref B talking points tı 


| seeking information on Guyana\'s ability to ship its full allocation of sugar under the raw sugar tariff г 
LL IN HOLDING PATTERNY REF: MANAGUA 0937 1. (U) Summary: In this election year, a propos 
n Action Request. Please see Para 7. 2. (C) SUMMARY: The Belgian Mission recently provided moi 
Costas told the Ambassador June 19 that he believed six of Bolivia\'s nine departments would vote \ 


SETT, REASONS, 1.4(B/D). 1. (C) Summary: In a wide-ranging discussion, leading political analyst 


TOWN 471 С. GEORGETOWN 462 D. GEORGETOWN 181 1. (U) SUMMARY. The Guyan: 


on the United Nations Security Council Resolution 1540 to Luis Benitez Rodriguez, the MFA\'s Unitec 
rered text of points Ref A (minus the if-asked points) through the American Red Cross Caribbean гері 
NZ SUBJECT: NEW ZEALAND TAX CHANGES WOULD END PREFERENCE FOR INVESTMENT 


s regarding reftel. Lemus indicated that the Salvadoran delegation for the Conference in Geneva has 
„ PBTS, MARR, CA SUBJECT: Northwest Passage Conference in Ottawa Offers Bold Idea 1. Sensi 


wan\'s major Chinese-language dailies focused their coverage June 17-19 on the rallies held by the r 


nce to Stacy Williams, USOAS representative who will be on assignment from June 14 to June 17. Т 


RACAS 3384 С. CARACAS 01262 D. CARACAS 00217 CARACAS 00001837 001.2 OF 004 


‘or reasons 1.4 (b,d) 1. (C) Summary: In the wake of A/S Shannon\'s visit to Asia post met separatel 
3 1. Summary. Northern Thailand\'s physical proximity to southern China has led the eight province 


4, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETEF 


SUMMARY ------- 1. (SBU) Three detainee suicides at the Guantanamo Bay Detention facility on Ju 


2 6, opposition Alga party supporters were denied access to a Supreme Court hearing on the Ministry 
‚onsultations About Meeting With Prachanda --------------------------------------------- - 1. (C) On June 19, 


-OMACY ADVISOR E.O. 12958: N/A TAGS: OIIP, KMDR, KPAO, JA SUBJECT: MEDIA REACTION 


OR OASIA/ISA-DOHNER AND KOEPKE GENEVA PASS USTR SENSITIVE SIPDIS E.O. 12958: N 


:CT: SOUTH AFRICA ECONOMIC NEWSLETTER JUNE 15 2006 ISSUE 1. Summary. Once every 
rdinator, REO Hillah, Department of State. REASON: 1.4 (b), (c) 1. (С) SUMMARY: During a rece! 


1.4 (b) 1. (C) Summary: On June 19, the Regional Coordinator (RC) met with Haji Khalaf Mohamm 


NDON 3922 C. BERLIN 1443 Classified By: Economic Counselor Thomas Goldberger for reasor 
`S SIGHTS ON ECONOMIC EXPANSION, LIBERALIZATION REF: A. MUSCAT 990 B. MUSCAT 


пе 17, Pakistani media reported that the body of Hayatullah Khan Dawar, a Pakistani journalist who { 


JMMOTION IN JCCI BOARDROOM; HARASSMENT CAUSES JCCI WOMAN TO RESIGN; SUMME 


I.S. business interests and USAID\'s active engagement in the commercial center of Northern Mindar 
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C. KATHMANDU 1562 D. KATHMANDU 1555 Е. KATHMANDU 01398 Classified By: Depu 


assador Butenis discussed the upcoming elections with Dr. Kamal Siddiqui, Principal Secretary to the 


ENT CHEN SHUI-BIAN 1. Summary: Taiwan\'s major Chinese-language dailies focused their cover 


тагсһев (reftel A and B) on June 16 and June 19, 2006, respectively, to Mr. Dusit Manapan, Director с 
T. Randt, Jr. Reasons 1.4 (b,d). Summary ------- 1. (C) China Reform Forum Chairman Zheng Biji 


‚learance is granted for June 19 - 25, 2006 travel to the Netherlands of Byron Meadows, NASA Langl 
|, DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA FAS/ITP FOR SCHROETER 


ΙΤΑΙΝ RGN HQ SEATTLE WA 1612327 JUN 06 1. Country clearance is granted for FAA Aircraft 
7 BENBRAHIM - JULY 10-14, 2006 REF: FRANKFURT 3905 1. Country clearance is granted for IR 
JTHORITY ANALYST, VINCENT G. SALVO - JULY 10-14, 2006 REF: FRANKFURT 3904 1. Count 
"FOR REASONS 1.4 (В), (D) , (E) AND (Н). ----------- (U) SUMMARY ----------- 1. (C) The following 


MEETING, PARIS, JUNE 12 - 15, 2006 REF: А. 2005 SYDNEY 534 B. 2005 SYDNEY 535 Clas: 
al demarche to MOFA Central and South Eastern Europe Division Bosnia and Herzegovina Desk Offi: 
n Cengelova of the MFAs Fifth Territorial Department (Americas) on June 15. Cengelova said that sir 
1 the Basrah Provincial Council and the Office of the Director General at the Ministry of Environment. 
JR HOLDS PROSPECT FOR GREATER CENTRAL BANK INDEPENDENCE Classified By: EconCl 
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ints to the following Government of Tanzania officials on June 14: Grace Martin, Head of the America 
"COUNCIL TO TAKE ADIAYS UAE INVESTMENTS REF: A. ABU DHABI 1472 B. 02 ABU DHAB 


JTHORITY ANALYST, DAVID S. KOSTERLITZ - JULY 10-14, 2006 REF: FRANKFURT 3906 1. Co 
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yassy Ankara Office - (90) (312) 455 5555 x2256; cell - 0532 620 3846; Home - (90) (312) 467 7256; 
Belarus closed all four of its potash mines. With exports falling due to Lukashenko\'s insistence on al 


) Summary: Despite government denials, it appears \ 


---- International Relations ----------------------- 2. Putin Signals Hike in Gas Price to Belarus, Impatien 


TIVIST, AND THE NEXT UN SECRETARY GENERAL Summary ------- 1. Key points made at the J 


4/06 email, et al.; b) Vatican 104, 05 Vatican 546 et al.; c) Vatican 63, Vatican 77, Vatican 104 VATIC 


Editorial Commentary -- \ 


(d) 1. (C) At 0941 on June 20, a UN-chartered Airbus departed Lungi International Airport in Freetow 
ЈУ. ------- SUMMARY ------- 1. (SBU) Independent media outlet A1-Plus is being forced to vacate its 
i POLITICAL MINISTER-COUNSELOR JONATHAN COHEN, REAS ONS 1.4 BAND D. (C/NF) We 


Classified By: CDA Daniel Rubinstein; Reasons 1.4 b, d. 1. (C) Per Ref A, Charge reiterated to Fore 
r Josiah Rosenblatt, reasons 1.4 (b) and (d). 1. (C) Summary: Chirac\'s Middle East advisor Domini 


шпвеіог Margaret Scobey for reasons 1.4 (b) and (d). 1. (C) Summary. To compensate for a weak c 


A. YEREVAN 751 B. YEREVAN 784 Classified By: Amb John Evans, for reasons 1.4. (b) and (d) 


s SRS opponent with only 250 votes. Despite public support for SRS by all political parties except DS 


J) SUMMARY. The Election Commission (EC) is trying to move forward with plans for the voter list in 


1 Kinshasa for five days May 27 to June 1 to look at the DRC\'s performance since February 2006 an 


